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1. DOCUMENT HISTORY
1. XERBEE

Adoption by PIC/S Committee

2-3 June 2003

Entry into force

1 September 2003

PART ONE — PREAMBLE

B—E — FUITUTN

2. PURPOSE

2. BHY

2.1 The PIC/S Guide to Good Manufacturing PIC/S Guide to Good Manufacturing Practices

Practices is the basis for GMP inspections. In
particular its Annex 11, ‘Computerised Systems’
is used when inspecting such systems.

X, GMPEZEOEAR L 2508, ZOH T
Annex 11 [Computerised Systems] (#4711
X, I a— LY AT h DAL fE
Shd,

2.2 The purpose of this document is to provide RKEOBHIL, a2 Ea—2{LT AT AHITD
recommendations and background information WTOHERFIE S RIERERT LT, &
concerning computerised systems that willbe of | segrop N L —=0 7 BOraL o —2{b
Zssi.stanlcle t.o inspgctorsffor training p(;lrposes and AT AOERINICHE LoD, AET

uring the inspection of computerised systems. " ] o - N
The d%)cumen?will be of assi}ztance to aﬁ ‘Good iﬁﬁ%ﬂﬂ%i@%ﬂz 75— OTT U /7\~ ‘Q/_H -
Practice’ Inspectors responsible for inspecting DEZIZELERF>, &2 To [Fy KFF 7
applications in the regulated pharmaceutical TA Al ORFEICHAA LD EBbh, €
sector!; hence the use of the acronym ‘GxP’ in DIZHOREDZ A ST TGxP| DOIKEEE H
the title. It is recognised that not all companies Wz, GLP BEE 5D 2T O x4
subjected to GLP inspections are linked to the ORI Y 7 2 — | ZB# LTV B b Ty
regulated pharmaceutical sector. However, it is TLIEARE L TWAN, KBRS A X
considered that the guidance contained within - = Al
this PIC/S document may also be beneficial to AU ﬂﬂ‘,@ ﬁ’?ﬁﬁlﬂ:‘( GL,P BRERY SR
companies subjected to other regulatory &P THEALDTHS I,
frameworks and GLP inspection.

2.3 GDP defines the scope of compliance GDP (Good Distribution Practice) Tl&. #1572

requirements for wholesaling and distribution
practice. Where automated systems and
electronic records are used for such applications
then inspectors will expect such regulated users
to have in place the sorts of controls and
disciplines outlined in this document, or a best
practice alternative. Vertically integrated
companies (R&D, manufacturing and
distribution) will already apply such controls and

UMD 7 F 7T 4 AZHOWTOHEEEED
FiPHEZER L CWD, ZOXHIRT TV Fr—
Ta vy THENEY AT AL BEFERENHWS
noHGE. BEHIX, Bl Ra—F =K
EORT LR b — L BARERT D
N, XIFRBORANT T 7T 4 AR ITD
ZEEMFFT S, (R&D. #iE ROW
) BEME SNTCSFTE, BRIz L)

! Throughout this document the ‘users’ (owners of the good practice computerised systems being inspected) are
collectively referred to as ‘regulated users’ for clarity.

Bt 0FE 2

VAEZBUT la—W—] ERIEOT Yy RTT7 7T 4 RAarEa—F by AT 204 —F—) 1%, Wik
AKX D7D/ LT TRESR2——] L,
%0
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compliance measures.

pay b= )L LA REBLTNDLTH
650

has evolved over many years and through various
working party multinational iterations. It is not
intended that this document is read from cover to
cover, but should be ‘dipped into’ as a reference
source when needed and for that reason some
sections have to stand-alone.

2.4 International regulatory agencies have HZEOHEIY BRI B LT, 2 —%1k
collaborated to produce this harmonised VAT AOFEE B RONEHOTO DO
guidance fgr the implemen_tation, management — PR A B AEERR LT, AT, H
and operation of computerised systems. It is OELERORHEET 1T L . BEixs
intended as a reference for regulated users o ISR .

’ —— 2R Z =3
including their suppliers, in addition to :L PV TITAYERBMRT L L2 H
regulatory inspectors and investigators. LTV,

2.5 This guidance document is intended to provide a | AETIX, a2 P a—Z L AT LADFEE,
logical explanation of the basic requirements for | N 5 —3 g > K OSERH O AT O ZHE
the implementation, validation and operation of BB 24 2 Z L 2B L TW5S, &5
computerised systems. Additionally, the \T L R R A, R
document may be adapted to identify the criteria : : e . 2 NN
that would be expected to be considered if a < hfi 2t léﬁjﬂ:‘ AT T‘E GxP 3:3552 %
regulated user, or a regulatory agency, were to ﬁ%ﬁ@iﬂ %) FBk éfh < l“,\ Y X 7 &‘— 5
conduct an inspection of the implemented LTEET OIS, D& 5 LT
computerised system(s), against GxP compliance | & N ZRETT D72 OICAFEZFIHTE 2,
requirements and/or perceived risks.

2.6 This guidance document provides details of good | ARFE(IH LWV 2 x5 7 v R
practices, which should support new technology | 75 7 5 ¢ 2|z >\ C O % 737,
and technical innovations.

2.7 It should be noted that it is important for national | A< T4 4G AN S 40 5 &iPH 2 k4 %
legislation to be referred to when determining the | p2|z  Z DO [E DO EEA SR T A 2 L NEET
extent to which the provisions laid down in this BHE I LICEETAVENG D,
document may be applicable.

2.8 An auditor or an inspector may wish to consider | B E W IIHERE 1L, AEA W L CAMAELT
evidence for compliance as indicated in italicised | X3, C\\B @A DG RHTH & LW TH
text throughout this document. %5,

2.9 It is to be hoped that the PIC/S Expert Circle on | PIC/S Expert Circle on Computerised Systems | &
Computerised Systems will build on this SO REOBEBELREKE 2 I X —[H
consensus reference document, to deliver HEOT IV r—3 gy OBEEFPIF TR, &
simplified training and aide memoires for the 22— 3B GxP & AT ADELED - HIT
inspection of common GxP systems, as well as L o Nt oL 1)
sector specific applications. As technology %H%Hﬁ Pl—= ,< 7 (&?\ 7? % éi’EL\ 1:71,1/ Ve
continues its relentless advance the Expert Circle HATCL \ Do &\{’Jﬁ@ﬂ/@ A TEﬁ RUNEARIZ
could also provide interpretation of GxP and Expert Circle HMEEZ I U T GxP OfFEIR & HE
recommend changes, if appropriate. Such WEHOEHEZRET 206 LRy, 29
materials could provide further sub-set L72EMIL, 248 [Fovy 27U R NERE]
appendices to Section 24 (‘Inspection tabulated DY Ty hOFEEL ST THAI,
checklists and aide memoires’).

2.10 | Some repetition is inevitable in a document that (RKEIT) BEFIChlz-T, 1EEs (RS

BE) OBHBEICE N> KEICEVIED
EFONT=XETHDLT-D, HOEEDOMED
WLUNAHTL 201N R0, AEIT, &
MO E T TlHE 725D TiER<,
SEGREE L TREREXIIBHRT L L%
B LTWA720, W Do 3N L=
HDIZ 725> TWD,
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3. SCOPE

3. &P

3.1

It is acknowledged that the field of computer
technology continues to develop at a considerable
speed and the regulated user has to ensure that the
software and systems have been developed to best
engineering practices in a quality assured manner.
It will be for regulated users to define relevant
applications, impacted business units and
corresponding deliverables for such applications.
This document sheds some light on the techniques
and controls required for this.

U 2 — HHER RN DAY — KT
M ERT TND E VI B &
Gro—H—13, WEPRIESNDHR0 FTY
TRT2T EVATANRRRA =T
YITTTTT 4 AR KON
EEREERICLRTNIE b0, EOT Y
F—a UIRBRT D0, EDOEBERMNRE
BEZTDN, TV r—2a AT 5
RN D, ZEFRT D OIFHHR SR —
P—=Thod, KETIEH, ZODITHLERE
it ay b — iz oW BT 5,

necessary steps and the documentation needed for
the implementation and validation of a
computerised system. Management of such
projects requires the linking® of important aspects
of management policies, documentation and
record systems embracing the respective
professional disciplines involved in the
development and use of the computerised system.

3.2 At the time of issue this document reflected the AFIL, FITRICI T D R 2 ek LT
current state of the art. It is not intended to be a WAD, FINEGRENT L O Z e B XIT
barrier to technical innovation or the pursuit of RN, KEIZIEH LT RS 2L, %R
excellence. The advice in this Guidance is not Lo THATIEAN, L, SR
mandatory for industry. However, industry should | . | i/” i ot e e
consider these recommendations as appropriate. J5 CAFEOHRERHZ AT ~E TH D,

33 For hardware, peripherals, integrated process V7 Ry =T UE, N R =T, [
links and system functionality in general, the Was. A7 vt A8, MOy
controls and testing arrangements are by 2T MERED Y Fr— LT R FOROY S
comparison to software, fairly mature, logically . SR L TR Y L SRERIC IR TC B
more visible and the failure modes more X - N -
predictable. @ N &IKE:E }\ b‘i?’{/ﬁ\” L/%D—é—l/\o

3.4 As a result, we have tried to keep the contents of | LA FDZ L6, KEORNEAY, TXAHET
this document practical and principle-oriented, to | E#|zi7- v BEL L7 L 912, EH)
ensure that it retains relevance for as long as SERZEE LD LD L 53R, L
possible. However, value judgements and L. T OBEMEASE T I L. R
consensus between parties can be difficult to NN o S
achieve at times in this complicated field. %Fﬁﬁf AR AERS D oL fEXICL

THEETH S,
3.5 The scope of the document is broad, covering AREOFEHESHIZIa L Ea—F (LT AT 2D

T RONRNY F—2 g VNI ERAT v
EXLEE N N—FT DRI S DI 72> T

Hoe ZO LT uT s NEEHTAED
WX, v Ba—2{b X7 A0%FIH
BT A EMRY 00 FERY AN ER S
&t SCEALFoEk S AT LD EE B e A 5E
HE2XHDMERD D,

2 For successful project management these links should be established between the supplier(s) [developer(s) and

producer(s) of individual components or complete computerised system] and the regulated user [purchaser and user of
the computerised system].

2T NMEBRERNSE DO, YT T7A4F (A a—2 by AT LO—HXIIRIKRDOBRIEE I
REFR) EHBIRI—Y— (22— 2L AT LAOWAF L —P—) ORTI DX D Aol & fife 7
TRETH D,
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guidance, reporting and life cycle documentation
best practices, outlined in this document, will
enable users of computerised systems to establish
quality assurance systems and records capable of
demonstrating compliance with current GxP
requirements and related guidance.

3.6 Of necessity this guidance contains some ‘how to’ | AE T, MNEIZE S, HflxGa —9—
achieve GxP compliance advice for suppliers and | [fjiF O H A X A2 EELT,. V7 b=
dev;l.opers of §oftware and automated systems, .in TROHELL ZATF ADW T T A ¥ & BIRE
ion o g s e gUded e TS |10, G i3 (11 7—) (oA 7
development and the requirement for quality and };/\/I’ /X L T Gk m& oY L\: % izsﬁ
functionality to be built into the software in a RITEMER DD D OTH Y | fiEHy et
disciplined manner, to ensure structural integrity, S BB R 2 RIS D A
consistency, robustness and reliability. This will D HHIET, WEEEREICEAT 228 Ex Y
often be outside of the direct control of the TR =2TIZEE LIADVENHAT-OTH
regulated user (as purchaser/customer). There will | 7 £ < p#4 HiflxtEa—¥F— 1T (EEA
nor'mally be a r'16.e.d to manage and contrpl the Z S HETHY) FOZLAEEaY fo—
it ol feomtocedsuplrs || 195 s ica e, i, S1ELr
user businesses (customers), for project b7 {JV (H:Ij\j/ /H:f* ERIDT) &Ll
management, product specifications, quality Ga—YP—OE U RHEM (B%) OMFT,
assurance standards and performance. TIuYxr MEH "GOk, ERTED

R L EHRPUC OV T OELEZ ML, &
L, 2v kAt B UERD S,

3.7 This document also identifies the important ARETIIMPB a2 Ea—Fb 2T LY
aspects of validation of computerised systems. F—3 g L OEERMAIE 7R O NI HOVNT B
Descriptions of s‘trategies that may be used for BINNCT S, At a—F T AT AOKEXR 7R
dlffer.ent categories Qf computer systems are BT =Y T X BRI T ST B
dgscrlbed as well as identifying the app.roa(;h that LEbis. LA — 2T s (R 2T
might be taken for the retrospective validation of - R nx 3
legacy (old) systems. (see in particular Sections A) OE@IAY T = a rTHNS T
4.5 and 6.2 (Figure:1) and 16 of this document). B—FZW LN LTS (FRIZARED 45

B.62F (X:1), KO 16EASMH) |
3.8 PIC/S considers that adoption of the principles, PIC/S D& 2 Tlix, av ¥ a—X{bLv AT A

DOa—H—iF, KRETRTFA, A2

A WE KOG A 7Y A 7 VEICHET S
RANTZ 7T 4 ABATHZ LT, &
GxP Ef: L BT A X v A~ A % i T
&5 X9 IR ERREY AT b M OGRER & ST
THZENTE D,

% B 5
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4. INTRODUCTION
4. FFX

4.1 The structure of the document is designed to
identify discrete subsections and their
interrelationship within the principal topics
concerning the implementation, validation and
operation of computerised systems. A reference
section, together with a glossary of terms
commonly used in this industry sector will be
found at the end of this document. Section 26
‘Further Reading’ suggests a number of
textbooks, technical reports and guidelines that
amplify the science, technology and practices
underpinning this guideline. The 1994 publication
by Stokes et al (Further Reading Ref: 1) provides
insight into the requirements for computerised
systems in GCP, GLP and GMP, together with a
historical perspective on validation and
international regulatory requirements.

AET, ara—2 b AT LADFEE N
Vr—vay, KERAEWSTFEH N v
7 Z LR SN D B L O A R & FEE T
XLV EN T\, KREOEKEDE
I, BESIEORE L SDE T, ZO¥ER
TMICHWS D HEEE LR LTz, 26
= HEESEER X, AVA RTA4 0%
HAHT DRl BT oW TR T 5
TXANT T SHEVAR—F A KT A
VEEZSEH L TA, Stokes HIZ XD

1994 AT DSk (HELESZERL 1) T,
GCP. GLP KUXGMPIZEITHa B a—#
b AT LOBEHIZONWTERL, N F—
>oa & EBER e B AR oW TR S RO
R B LTV 5,

4.2 In recent years there has been an increasing trend
to integrate electronic record and business
management systems across all operational areas.
In the future it is expected that our reliance on
computer systems will continue to grow, rather
than diminish. The use of validated, effective,
GxP controlled computerised systems should
provide enhancements in the quality assurance of
regulated materials/products and associated
data/information management. The extent of the
validation effort and control arrangements should
not be underestimated and a harmonised approach
by industry and regulators is beneficial.

BT, 55BN TE ik
AT I EREEIY AT A EHAET HEE N
ESTE TS, FKRMIZ, avEa—X
VAT AASDIEAEIE, KL D E VD LV
WRLETLTHAD, NUT—hEIlz,
R, GxP Cary ha— LS a

Vo — 2 by AT AEFIRAT UL, B x5
DFR B B O SERRE, & OBET %

T—% EROEHERIETEDTHA I,
NYF—2a UEITVD, 3 b e — L&
TOHREEZH LS EZDRE TR, ERE
HELBIC L vE—ban=7 7a—F2348
WThHo,

43 Commercial ‘off the shelf’, ‘standard’, or
proprietary systems can be particularly difficult to
assess from a quality and performance point of
view. For GXP regulated applications it is
essential for the regulated user to define a
requirement specification prior to selection and to
carry out a properly documented supplier
assessment and risk analysis for the various
system options. Information for such exercises
may come from supplier audits and research into
the supplier’s product versions in the user
community and literature. This risk-based
approach is one way for a firm to demonstrate that
they have applied a controlled methodology, to
determine the degree of assurance that a
computerised system is fit for purpose. It will
certainly be useful evidence for consideration by
an inspector. (Note: What constitutes a ‘critical

MRS . TEEVERLE ) | I 74
YA DY AT A, B &K OMEREOBLE )
LT BAA NTHZ EITRFICNEETH 5,
GxP Bkt HR DT 7V r— 3 Tl B/E
B, BRI SR — W — S Z D[ & E 7%
Ly VAT LOR& 247 > 3 Tk LiEY)
oW T TS TR E T X EE
HWil, R d S EMNEATHD, DD
DOIERIT, V777 PEEELTZY, 7T
A Y OYBFHEDONN—D g v a—Y—a

Ra2a=T A RLMTHELZ 752 L TE
bivs, arva—2 b AT ANRFIHER
I LTS Z L ZRAET AREEE 2 B

oO—LENTEFEEHNCHBI LTS Z L
., (EEEID) FRTDHIHFEO—DIX, 2
DY AR R—=AT T —FThbd, ZIULE

% B 6
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application’ may vary considerably, depending on
the situation — perhaps more so in GLP than in
other disciplines).

EENEE T NEFME L THITHAS D

EE Afqn TEERT TV r—yay] 72
DONIE, RIS T2 Bp o Zhiux
BZ5< GLP Tl o L » o2 9

WETHAI) .

4.4 Whilst much of the detailed industry guidance PEMNER T A X AT, THARELN] T
relates to ‘bespoke’ and configured applications Y r—a RO E S NET Y
the}rle are a number of:io?ilsfand assessn}eilt e g L ITONTIRRTUVNS & DRLIN
techniques recommended for commercia S R © ) i ST 7 N o
packages and standard automated equipmept. ?: ;6 ;Ef;; j i}véggﬁf %%gﬁigg
Complex automated state of the art processing - RN - *
equipment (such as high output tabletting é\‘?}/b’fb Do \{ﬁl{ FAER /7 I’:i 1“_: A Ijj?v— ﬁ Ve
machinery with in-process monitoring and 7 &7 40— Ry 7 HIlEIREE & fi X 72wt )
feedback control functionality), or complex DFTEERED L 9 7o dsc i D7 H B L PRAL &
analytical instrumentation, for example, is MG HEIR S WTHEER DS . T T A4 v DX
difficult to assess Without_ th(? supplier’s help. The BRLICTEAAY FTAZ LIIREETH S,
co-operation of the .suppher is §ssent1al and it is YT A4 Y OBINIRAKRTHY . 7 T4
important for s’upphers to anticipate the needs of ¥zl 5T, BT AR OB T 4 7 YA
r.egulated user’s for relevgnt _proc_luct devdopment D ADETT L R F s g e NC. K
life cycle quality and validation information. Such PR <7 g NN
an approach also provides added value for the MR —P = ED LS el Aa RO TN D
automated products. The QA and validation DB 5 2 LITEETHD, T L
aspects for large automation aspects will T7ua—Fk, A— M A—Ta CREENSAN
inevitably be complex and may be subsumed in MEEZ 75T iy h, KEESR A —
major §ngineering projects activated by the A= a2 DQA ENYT—2 a3 0E, &
ponal gl s il | I i
assessment of the supplier’s critifal automated i{iﬁ*; @i— C= 7;/])\ / g7y hO—
features as well as the traditional engineering, e LTrbnsaa 75)?) Do o
qualification and process performance aspects. BEREVL, DT =T Y 7 EEE
Much of the guidance given in the GAMP Guide | i, K& V72 & XFERED Wi 7217 T2 <
(Ref: 4), for example, is scaleable to complex YT T DEEL H BN EREREIZ AT S A
projects and equipment with sub-contracted KBz —— (2B TR X DRI
Jeatures. (Note: The risk assessment described in | , 2155 i3, fl2/E. GAMP 21 F (Ref:
f4.3’gbove should identijj:/ critical features and 4 USR] = B 20 CUN B 2o 2o RDE
functtonsfor both the project team and the CIE. HML T S 2 N R At KB
pspector). EEHABA LR T TN B (i

B 7R N F—AEBEEEDRKTIZ
& o THERHFHEFEREIZ, Lt /4.3 5
THB L2V X2 TERX NZL DB 5 0
IZEhs3THs9),

4.5 When a GxP inspector has to assess an installed B R —F—D% A T U A =L X

computerised system at a regulated user’s site,
s/he may consider some, or all, of the elements
shown in Figure 1: “Computerised system”, (viz.:
the controlling system and the controlled process
in an operating environment). The inspector will
consider the potential risks, from the automated
system to product/material quality or data
integrity, as identified and documented by the
regulated user, in order to assess the fitness for

NTWNWBILEa—F LT AT L BT AR
VRNTBZ Lo E. GxPEEEILN
| a2 Ea—2 by AT L) (ZREHE Sz
WE (Thbb, [EHRECR TS/
R T AR OFIEHRD 7 2t X ) O—HX
TR TERET A ThA Y, BERIL, HE
SR T APFH AN E L TS0 7 X
R NT SO, BHRIH Rz — = EE

% B 7

%0
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purpose of the particular system(s). The
company’s risk assessment records may also be
referred to as part of this process. The inspector’s
assessment may also involve a consideration of
system life cycle, quality assurance measures,
validation and operational control evidence for
the controlling system, as well as validation and
operational experience with the controlled
process.

L. XEELENBTICH> T, HEIIE X7
LDANDEIERG Y X 2 1 TR, #idh ik
FIDAGE R |E 7 — 54 27 2" 7 ~DJEFFE
HIV R 2 i B, ZDT2EID—EE

T, BHPER L=V R0 TEX X NDg
BRODHHT S0 LAY, SO, EZEF
ICLE T XA NI, AT AD T4~
Vo 2 da EIRAED T, HI X T A D
NY F g o TEH =2 Nz — L DFFHL,

B B2 D 717 X DN Y T 5 2
FERER G FNS TH5 T,

4.6

The validation documentation should cover all the
steps of the life-cycle with appropriate methods
for measurement and reporting, (e.g. assessment
reports and details of quality and test measures),
as required. Regulated users should be able to
Justify and defend their standards, protocols,
acceptance criteria, procedures and records in
the light of their own documented risk and
complexity assessments, aimed at ensuring fitness
for purpose and regulatory compliance.

Y F— g XL, BRI U MES
HREGDEL 2 7 (B - FEMER A, Bk
NT R P HTRDFEM) 1240, Z4 7542
NDETDRT > TG G N—F SR D
B, MBI Gz ——(T, FIIHEHI~Di 5
EHFIERD 12012, H 5775 6 DI Eh
GBI AT S FN S FIER DA L) T S
E&, VX2 EHEHMIDT XX PGIERIZ
WO LT, @l 7F#ETEELIIZTRNET
>3,

4.7

The Pharmaceutical Industry Systems Validation
Forum in the UK developed the Good Automated
Manufacturing Practice (GAMP) Supplier Guide
to assist software suppliers in implementing an
appropriate quality management system. The
GAMP Guide (and appendices) has evolved
largely to define best practices in specifying,
designing, building, testing, qualifying and
documenting these systems to a rigorous
validation management scheme, largely for the
controlling system. GAMP Forum is now
sponsored by ISPE and has international
membership and participation, including ‘GAMP
Americas’. (Websites: www.gamp.org and
WWW.ispe.org)

#:[E > Pharmaceutical Industry Systems
Validation Forum 23, Y7 b =7 H 77 A
YICK DY) EER Y AT L DFEEE K
P9 % 72912 Good Automated Manufacturing
Practice (GAMP) Supplier Guide % Eil L T\
%o GAMP 1 ' (RTOFZoffsR) HHrE2l
Z, FICHIBIZ R T AIZO0 T, BN
T= g CE I > TR T LD
TR &7 e 7 X | SR
BT BEDDNR | TT DT R EERE
SLIICHERL TE TS, BHE GAMP
Forum /% ISPE B #4217 THY |

[GAMP Americas] % & EERIRSE /&
& %A L Tu5, (Websites: www.gamp.org
and www.ispe.org)
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4.8 Apart from user acceptance testing (OQ) versus HREHAR KT [o2—F—F AT A ]
the functional speciﬁcatiqn, which may include (0Q) 1Z1E. BIZIEY 7T A Yihizk CTHEMid
‘Factory Ac.ceptance Testing’ (FAT), for example, I%i AT A N (FAT) # G122 L 036 5
at the sggpll.lter,fthei ;e%glg‘;ed u;er also has L ERn G, Bl SR — =T R
responsibility for the erformance N
qufliﬁcationyof the system.p In this context the PQ 7 Ag PERB L ”ﬁ,ﬂﬁ (PQ) P2 FF 2,
user acceptance test of the system is in its ZOERIZBNTY AT LD PQ 2 — /==
operating environment’, and will again be against AT X MR 12600 T, 22— —&
a User Requirements Specification (URS) that will | K11#EZF(URS) 1251 L TIiT4 35 & D TH
include protocols and criteria for the performance | V), B X 7A 711 T <. BIRERD
and quality acceptance, not only for the (FUFE I B | =) X T 7 r—rg
controlling s_ystem but also for the con.trol.led S DPERE B B # S IT AL B T 0D D E S
(pharmaceutical related) process application. FHEMENDSFNS, BEIZOTIE, BT
Cross- references to any related, relevant process 5. FHS S AN P g o EED
validation documentation should be clearly stated ) A =
in respect of the latter. The GAMP Guide and fﬁﬁ ;;%Hé’é‘)igfj’ N 557/f7lr TRETH S, GAMP
PDA technical report No 18 (Further Reading 2 F VERRERL & OF PDA technical report No
Ref: 6) provide good practice guidance to 18 MEXEZRZEH) 6) 12/, URS DIEREFH
drafting and using a URS, whereas (ZDNTDLT 0 R F 07 ¢ G 50 X793
pharmaceutical process validation guidance is FEIATEY, EFERIE S 7 XN F—
given elsewhere (see PIC/S PI 006 and related S5 DA X R DI (PIC/S PI006
FUIUSEDA documents). T OIS BN KT FDA DX 53 5F)

I(CFI# LTV B,

4.9 Computerised systems may simplistically be a B a— b AT AiE, HfbdiuE
considered to exist as three main application 3ODFERT S r—2g KA T H
types, i..e.: proct:ess cczptrcl)l (si.yste(tlnf, data BB, Thbb, Fut A 2T A
processing systems, (including data
collection/capture) and data record/ storage ;P) 4 &i%;x —; Aa ﬁ(j {%?”f%;i{;i E
systems. There may be links between these three N e
types of system, described as ‘interfaces’. For Do ZOIODYAT LIS T4 25—
critical systems, the inspector should study the Tx—R] LMHEIND U TP FETH T &
user’s specifications, reports, data, acceptance bbb, WEFIL, HEHERY 7< 7 LD
criteria and other documentation for various T, 22—V —DOfFEE, fEE 7 —%, %
phases of the project. The regulated user should AFEWE, =Ty 7 KokER 72T = — R
be able to demonstrate through the validation DUELRFRLENETHD, Bk Ha—
.evic}z’len.cet thqtt thef}‘lbhi;/leﬂ? high level of confl(ilence P lx. B E o — X FANTET
in the integrity of both the processes execute o TSR .
within thegcoZtrolling comguter system and in VAR N &U\%} ANZED B {Lf: EH
those processes controlled by the computer FECBNTED AL Ea— S VAT KL
system within the prescribed operating WIS 77 E XD T ONT, DA
environment. YTV T APEEIEHETELILDOTHD

ek, ANYT =g CDFHE VT, it
HTE LT & TH D,

4.10 | The simplification of application system types TSV = a AT MBI A Ty
may at first sight seem to be misleading for some | (742 = L%, —R L7=& 2 A —EDHEIC
readers. For GCP, examples qf specific clinical A B2 A7k LIV, GCPIZHOWTIE
systems have been described in ‘Computer

3 Large enterprise or MRP-II systems may be tested in a pilot mode environment initially, followed by controlled ‘roll-
out’ to the user environment.
SRBUEARFE S AT L0 MRP-IL S AT LIRANZ A vy bE—RERETT A ML, £OK=a L hr—/LF

T

BRELC [RB) 7722 L0355,
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Systems Validation in Clinical Research’ Section
9 (Further Reading Ref: 12). It can be seen that
many of these systems have much in common
with requirements for other GxP sectors, (e.g.
Electronic transfer of data and/or software
systems, (clinical) database management systems,
statistical systems, derived data systems,
electronic document management systems,
electronic records and electronic signatures).

BAR) 72168 27 5o f]25 [Computer
Systems Validation in Clinical Research| (3
ZEER12) O 9 HITBHINTWD, 29
LTV AT LDZ 3o GxP & 7 # — D3
Wl odEsnd s B T—2 KO
(L) Y7 PO =T OEAELES AT L
(JBBR) 7 — X _X—REH AT A, HEHY
AT I, T —H AT N, B CEER

inspector will also be concerned with assessing
the basic operational controls, quality system and
security features for these systems, as indicated in
the PIC/S GMP Annex 11 and amplified in the
APV Guidance, q.v. For a copy of the APV
Guidance, see GAMP 4 Appendix 09 (Further
Reading Ref: 15).

VAT L, EFREEETES)

4.11 | The regulated users of the system have the VAT AOHIR R —F—IX, XEEXA
ultimate responsibility for ensuring that JENY F— g CDFFHLE GxP BESEICHEE
documented validation evidence is available to CHMEL . L2 —TE 3 T T S
GxP inspectors for review. BREL A

4.12 | In addition to the validation considerations, the BEEIL, N T — g3V TCEETREHIE

WCINZ T, AR @/ = fr—  dg
SRTA SR TADEF 2 YT R T
TAAVNTHZEICHBELERSOTHA

9. T4 5% PIC/S GMP Annex 11 [#A#E1

|ZE0E X 41, APV Guidance T& HIZFEIR &

LT 5, APV Guidance @ = B —(3,

GAMP4 {14 09 EAE2l 2mBop = L (#E

RHELE15) &

Bt 0E 10
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PART TWO - IMPLEMENTATION OF SYSTEM

B

VAT ADELE

5. IMPLEMENTATION OF COMPUTERISED SYSTEMS
5. AV Ba—F T AT ADEE

5.1

The assurance of the reliability of a Supplier’s
software products is attributable to the quality of
the software engineering processes followed
during development. This should include design,
coding, verification testing, integration, and
change control features of the development life
cycle, (including after sales support). In order for
customers to have confidence in the reliability of
the products, they should evaluate the quality
methodology of the supplier for the design,
construction, supply and maintenance of the
software* . A formal, extensive review of the
history of the Supply Company and the software
package may be an option to consider where an
additional degree of assurance of the reliability of
the software is needed. This should be
documented in a Supplier Audit Report.
Prospective purchasers should consider any
known limitations and problems for particular
software packages or versions and the adequacy
of any corrective actions by the Supplier.
Appropriate, comprehensive documented
customer acceptance testing should support the
final selection of the software package. Errors
often come to light after implementation and it is
important for the Supplier to advise/assist the
Customer concerning any problems and
modifications to resolve errors. For so called
‘standard software packages’ and COTS (as
referenced in the GAMP guide and commercial
literature), it is important that purchasers are
vigilant in maintaining reliable systems. This may
include documented reviews of their own
experiences, (e.g. log books and error reporting
and resolution), from reading relevant literature
or from interacting with application ‘User
Groups’ to identify and resolve any serious
problems. Conclusions and recommendations
from such activities should be recorded.

BT ITAYORMES D YT by = TR
L CIEHEMEZRFETE D008 9 %, BAFERE
RSNV 7 vy 2T =7 )
Tt ADRERE TH DL, BIZIX, %%
4’7%4’ 7w (BRFRH%HOYHR— s EEte) |
uab/3~7rf/7/%%ETx}»/m
A/¢Eﬂ/%ﬂ~»@ﬁ@ ETHDH, BE
ELE OEFMEIZ O W THERE AR 15 D 72912
ﬁ V7 Ny =T OGS S RS
BT 59 7 T4 YO NETFEE TR X
Thd4Yy V7RI =TICONWTEBITEE
TRAEFEMERRE RS LB L I DA, 7T A4 Y
DR PREDY 7 N =T Ny — VDR
DEREIZOWT, EXe, L#ilel Ba—%
FhT 52 bR T & ThDH, LS
T PEBEREGES L L CE LT RET
Hb, VAT LAOWEANETETDHEIEL. VT
N =T Ry lr— 8= 3 v OBEM O
RS, MOV T T4 YL DR EHE
OEINEERFTRETH D, YT by =T
R =V ORHEEIT, WY ERERR
XEESHE, BEIZL SR Arxﬁ i)
Bt FonsaX&EThsdb, =7— %I
FEINDZ ENZNT=8, 47“7“74’ V3
BT L CRIBEASST 7 — L&D 7= DIEIE
WZOWTT RRA RS ZRTHZENEET
H5, (GAMP A R EARE2D R (iR oD
BRI CERINTVD LY 7)) Wbhbwd [iE
Wy 7 b7y r—y ) MY 7 b
U= TICOWNTIE, VAT LD A MR
THEDIT, BAFMI M2 TEEZELR
WZ EREETH D, FlxiX, A8 E
FEE LR35 72012, Aol b T3 L7
ZE B mr Ty TR S AR
FERIHERIORE, X7 7Y r—va v

4 Refer also to 1SO15504 (1998) ‘Information Technology Software Process Assessment’ and see GAMP 4 Appendix
M2 ‘Guideline for Supplier Audit’.
5 A minority of suppliers are not responsive to requests for an audit. The need to perform a supplier audit should be
linked to the regulated user’s risk assessment and quality assurance standards.

ST —ERTH D,

BAZZR L TOISELZRS W T T4 Y OIFEET D, Bl

KFPEaL—F—D Y X7

TRAAL N EWERGEREIZESWTY 7T 1 YRR 2 Ehi T 2 BEZMEZ W ~& TH 5,

% B 1
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(2= =T —T] ORI TS L
TLE=2—L, XEETSZENEEND,
LT 2T o BT 1 b i & S
FHIFIT Gl T & TH B,

5.2 Where the reliability and structural integrity of MY 7 by 7RI OEHE M & S A
complex software products cannot be directly VFT VT 4 REET AR FTEX R,
assessed, or completely evaluated, then itis even | IEEAICITMET S = LR T X AR UVES .
more important to assure that a good construction (TS AFNR) Ty Ravz RSy
process has been used and has been properly . .
documented. It is recognised that complex 7HEAR . (good construction prociss) fzﬁﬁ:
commercial proprietary applications can be VN, DOmEENC B LTV D L AR T
extremely difficult to assess due to commercial HIENIBIZEHEILRD, Y774 YA
secrecy and rivalry between suppliers, competing | DEHEZRTTIRT 7'V r—2a LIk T 257 &
for market share® . Market research plus focused A2 A M., FHELFOMESTHSE Y =7 4%
quality system and product specific audits’ of the AW T T A Y EILEOEESEDT- DT, FEFIZ
supplie?rs by Fhe regulated'user (or by an ' HEThH T LB INTVWSS ZDL )
accredited thlrd party auleqr) may be b.eneﬁmal Aol X%, HIBIHAICINZ . xS —
here. The business/GxP criticality and risks P (IR S e R8T ¢ — ol
relating to the application will determine the e 2 o . Wtf 1 oo
nature and extent of any assessment of suppliers BH) ICLD, VT TAYOREALAT L&
and software products. GAMP Forum and PDA il 2 DRLGIZAE B LIZEA T RAETH A
have provided advice and guidance in the GxP Y, EVARRSGXP OEEE, KT 7V
field on these matters. r—alPYRAIICEoT, Y TT AL

V7 R U2 TREOTEA A NOMWE L
PHANRE S5, GAMP Forum & Uf PDA
1T, GxP REFICHIT 5 2D K D REHIZON
TT R RALTAZ o AL T 5,
5.3 At all times there is a need for complete and I 2 —H R T ADKRG T = — X, E

accurate documentation and records to cover all
aspects of the design phase, implementation &
validation of the computerised system(s).
Operating and reporting requirements for the
important phases of the Software development
Life Cycle related qualifications and testing
exercises and commissioning should be covered
by comprehensive Standard Operating
Procedures or quality plans. The need for control
and documentation of the development,
implementation and operation of computer
systems is extremely important for the validation
of the system. There needs to be a strong
emphasis on quality assurance in the development

SR OINY F =5 DT F T N—F 5
SERDIEFER L EEE GRS TN T
B, BTG SOP X [T B atiz, #rs1t
Pl & 7 X FDETT, R OFHEEIZE TS
T N THEE T A TV A DEEELR

T — X5 1T B R EREGIZ 00 TDZE
WE#d NETh s, I E=2—K X7
ADFIRS ~EL A GE = fr—a L, X
BT S5 L FHRT 5 EIT AT AEN
VF—2rg295 52 CHEIZCHETSH 3,
FFIZBIFER 7 — N2 551T S i ERFFIC H 5 7
B NETH S, dnERAF S/ X ZEPE
XTFADF T, S RATATAL TH A N E

® The UK Government’s Interdepartmental Committee on Software Engineering (ICSE) and the Real Time Engineering
Group, have referred to such software as SOUP (‘Software of Uncertain Pedigree’) (1999).

¢ JE[EBURF O Interdepartmental Committee on Software Engineering (ICSE) X (F Real Time Engineering Group 1.
ZDOX9H7Y 7 N =T % SOUP ( ISoftware of Uncertain Pedigree | )& FEA TUWN 5,

7 Audits are not mandatory but are considered ‘good practice’, and it is for the regulated user to determine any auditing
needs, scope and standards.
TEERIIMATIIRVR, [y RTI7 7T 4 A ThHhHEBEZAOLND, BEOLEME, fH, EELRET
5 DIFHRA G2 —F—Th 5,
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stages. It is fundamental for system life cycle
documents to be controlled and maintained
(version, audit trails as appropriate), within a
quality assured document management system
and available for inspection, if necessary.
Regulated users may choose to implement these
requirements using either robust paper, electronic
or hybrid systems.

g pha—al, H#FL N—3 &
FZYN U TEBALBS) | £ BHFIC B ES TREME
TEBLIICT ST /I TH S, Hik%
Gia—HF—1F, Tno0ELE, K E
B, XEIANA T Uy ROWTNhD kLR
WU, BERVAT LEREESHZ LT
Do

6. THE STRUCTURE AND FUNCTIONS OF THE COMPUTER SYSTEM(S)
6. AL 2—F U RT AOREE L

6.1 A recent USFDA document?® identifies three B D K E FDA g S UE w13 v 7 |
premises that constitute the basic principles of VT Y= T U IS S NS B
quality assurance, which apply to software SEDHAJER] L LTI T O 3 >ORHE % 261F
engineering: <3

e Quality, safety and effectiveness must be o WH., M, KOEMMEEZRE
designed and built into the software. L. Y7 b TIZHABAER TN

(ESA PN

e Quality cannot be inspected or tested into o MANIITANTIE, Y7 UxT
the finished software. ICAEEEV AT Z LIXTE 720,

e  Each phase of the development process . %%70 HREADKT 2 —Xx 3 b
must be controlled to maximise the —NL L. SERLT-Y T TN
probability that the finished software }_( D EE R O3 O RE A3 7=
meets all quality and design FIREME A K IRIC L7 AU e B 72
specifications. N

[FR7E] FDA @ General Principles of Software
Validation D FIFRIZ-DUVNTIE,
https://bunzen.co.jp/ 2,

6.2 A computerised system is composed of the Oyt a—H LT AT AT, ara—F Y
computer system and the controlled function or AT A, LHIEIESHAHE CUI7ak®R)
process. The computer system is composed of all | 5. ¢ e x4 72 R e O A N =
computer hardware, firmware, installed devices, ATDAYE 2B D= R 2T Ty
and software controlling the operation of the . _ NN
computer. The controlled function may be A v I 7 A L 4}1/ < %Lf‘Tf\/r AR
composed of equipment’ to be controlled and O3 Ea— 2 OERERIEATSY 7 MY =
operating procedures that define the function of TSN D, filHlEnD Hé (&, il
such equipment, or it may be an operation, which | A2 8% ° & % OHIR OHEEE "I DO
does not require equipment other than the EFIRIC L VR SN 5E b z!bm:t\ BE
hardware in the computer system. Interfaces and PIFC, avEa—H L AT ADN N— T =
networked functions through LAN and WAN are | & pyof gz i b | 72 0B S 3 5

$  ‘Final Guidance for Industry and FDA Staff: General Principles of Software Validation’, CDRH, January 2002
(Further Reading Ref. 5).
% e.g. automated equipment and laboratory or process related instrumentation.

OB HEMERESS, MO AT b I T v ARE O,
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aspects of the computerised system and operating
environment potentially linking a multitude of
computers and applications. A firm’s GxP system
environment, functionality and interactions with
other system(s) needs to be clearly defined and
controlled in respect of GMP Annex 11 (4). It
may be necessary to equip personal PC
applications and Internet/ e-mail/ personal data
filing/ etc., with appropriate security and design
measures to protect GxP systems whilst
permitting authorised users to control the personal
applications on their desktop PCs.

LANX° WAN (2L DA v & —T = —A KN
X U — 7 B SRR, 2o
Va—40T7 U r— g R EET S AHE
Hodhsd, arEa—2 by AT AR OEH
REORETH D, =0 GxP v AT LB
B OHSEE. O AT AL O Y 1L,
GMP Annex 11 (4) ERREI 2 BSUNCTHHREC
EFRL, 2 ba— VT 0B NRH D, Al
SNfca—Y—NEHEDT A7 hv 7 PC Lk
TR—=YFNANT SV r—varzaybo—
N DL EFFAT S Z IRV, E
ANHAPCOT TV r—vary, KA o H—
v bSEBEFA—NSANT —FDT7 7 A
VUKL CEI X 2 U T LG
FREHFEL, GxP VAT LEf#ETHZ LN
METHA D,

Figure 1 Schematic (below) identifies the relationship of the various components of a computerised

system in its operating environment.

M1EHRREICBIT 22 Ea— 2 by AT A0%a R—3xr hOBRERLIZK (B

) s

OPERATING
SOFTWARE PROCEDURES

AMD PEOPLE

HARDWARE
EQUIPMENT
Firmwares
COMPUTER SYSTEM CONTROLLED FUNMCTION
(Controlling System) OR PROCESS
COMPUTERISED SYSTEM
OPERATING EMVIRONMENT
(including other networked, or standalone computerised systems, other
systems, media, people, equipment and procedures)
% 0
MRS 30E 14
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6.3

A large variety of computer systems are used in
regulated user organisations. These range from the
simple standalone to large integrated and complex
systems. For example, a significant proportion of
programmable electronic systems and proprietary
automated equipment for manufacturing,
laboratory or clinical use, contains ‘firmware’
with embedded software in place (for further
details on firmware and embedded software refer
to the glossary. Also, see Section 15.1 of this
document for approaches to be taken with
different systems. Firmware and operating
systems are usually qualified for the intended use
(including version, release or related criteria) as
part of performance qualification / process
validation. Regulated users should have an
inventory of all their computerised systems,
ownership, supplier/developer, functionality, links
and validation status. A policy and validation
master plan for computerised systems should also
be available for inspection.

B S — P — O/ I, RSk =
VEa— X VAT ABEASNTWS, I
WZIE, B A2 o KT ey VAT LD,
RERMEG SN AR AT LETH D,
Bl 21X, Ko ra s o~TVEFV AT
L KROWIYE ZARZ RY L IEBRTCTHOW O
5%774%@a@a@m%“ . Y7 b
=T BRAENT [T 7 =T =T B
BN TWD (77— 7 =7 LUFLAA
BV 7 Ny =T OFEMIE. HiEEEZR)
T, BRARVATATHLDRET T r—
FIZOWVWTIIAED 151 EBELBROZ L,
Tr =TT EFR—F 4 TV AT L
I, BRI SR B Bk 2 R A
(R—=V g, VY—2, XIEE4 % Hue
Ete) 1, —PICHEREEEIENE T e
EANYF—ar0—BE L TIThils,
BNz — =)L, 2TDZE =2 —5(k
SRTA, F—F =T T P
FE, ERE, V2, RN T =220
RTF— XX [FEHTS] AR HET &
ThE, 22— X T ADGFFEN
Y7 =g v R I G BEEFIC IR
TEBLIICTTRETH S,

7. PLANNING AND LIFE-CYCLE MANAGEMENT
7. BHEETA TV A I NVER

7.1

A high level of assurance of quality and reliability
cannot be attributed to a computerised system
based simply on a series of tests solely designed
to confirm the correct function of the software and
its interaction with hardware. There needs to be a
formal planned approach by the developer to
assure that quality is built into the product. ISO
9001 provides a quality system model for quality
assurance in design, development, production,
installation and servicing. The objective of testing
during software development at the supplier
should be to try to break the structural integrity of
the software and find any weaknesses through a
rigorous testing regime. Audits of suppliers
conducted by or on behalf of regulated users
should cover these issues when project related
risk analyses deem it to be necessary.

V7 RU 2T DEFEEEN— R =T LD
SR ) %ﬁ%muj—éi INRREF L T=— @0)5—:
A N EHMICFEET 5721 TiE, 2 Ba—
AL AT LD E&Uhﬁi%mf (ZPRFE
THZ LI TERY, mENHMITHAAE
méiﬁmﬁﬁﬁﬁzﬁkﬁﬁbf7fn—
fﬁ%%f&éomowmm\mﬁ/%%/
s SR Y — B ARG T PRAIE
@kb@%E/XTA%TN%%@LTP

Lo WTIANYNY T b7 2 TBIFEFIIT O
TANOBEBIE, BAERT A R HIEICKY
VT N =T OREENA T 7T 4 L
T, BOWPIFRELAOTHEI LT52
ETHDH, Tar=l MIBITDU AT 08
DOFERTHEE LW SN 5E, Hklxg

a—YP—HH Iz oREHEICL L2V 7 T4
YEATINOGDOHREEZ I NN—F XX ThH

Do
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7.2 ISO/TEC 12207:1995 provides guidance on ISO/IEC 12207:19951%, IT- Y 7 by =7 7
acceptable practices for Information Technology - | .t 741 7 L7 & 2 CHHFR ARE/MBITIC O
Software life cycle processes and ISO 9004, ISO | \\cpp 3 ¢ o 2 %424 LTV 5, E£7-.
ai‘l?i;ﬁafageﬁggza%’:;‘Siteeilgzx:n‘t’g ISO 9004, 1SO 10005 K TF ISO 10007 I,

> Jo s =R o fets LeFas
including quality plans and configuration ols E‘EE%EEEU\ED = ”+@v ¢ *%Ek ol ? e A
management. IEEE 1298 is specific and 7T LEFRITOV \“C:@i'/ AL A ’%"/T P/’C A
prescriptive on what should be addressed in %o IEEE 1298 [ZFHHICH Y EIF 5~ & 58
planning. ISO 9126 concerns software quality and | Z EARRJIZHIE L T\ 5, ISO91261%, V7
defines the quality attributes for critical My =T WEERRE L, BERT Y r—
applications. The GAMP Guide also provides LA NIONWTORNEBREAEHR LTINS,
relevant guidance for the pharmaceutical sector. GAMP # A | VERIRIE2] ¢ s 7 22— |7 %f
TLBEEN A X A BB L TN D,
7.3 1t would be expected that the regulated user’s IR 2 — =D 7= 3 > H#fF KT

Validation Policy or Validation Master Plan
(VMP)!’ should identify the company’s approach
to validation and its overall philosophy with
respect to computerised systems. The VMP'!
should:

e Identify which computerised systems are
subject to validation.

e Provide brief descriptions of the
validation strategies for different
categories of computerised systems as
well as other validation activities.

e  Qutline protocols and related test
procedures for all validation activities
including computer systems.

e Define reporting requirements to
document validation exercises and related
results.

e Identify key personnel and their
responsibilities as part of the Validation
Program.

NY Fmrg v XH gt (VMP) '’ T/,
BHDNY F— g AT ONT DT T —F
LT E 2 = X T AT S ARG
EX G ENT I EPFSILS, VMP! IZ/E
LIFPBETH B,

o NUF—grxtBlirbhay
o — b AT AEEET S,

o ILVEa—HVAFLEADHTIY
WIS U F— g UERIE . KON
DO NY F—3 g YEENZ OV T
HUZHAT 5,

o ALV a—HIAFLAEELETD
N F— g AFENZHOWT, FEli
FHE N OBEE T 2 N FNEOMETE 2 0
‘a—‘(}

o NUF— g UERNE L ZFORE
B LEALT D20 OWAETEM % EF
T 5,

e NUSF—S g ualIrhn—RBL
LCELERDIEE L ZOEELFT
T 5,

10 Refer to GMP Annex 15 for more details concerning the VMP requirements.
0VMP O EAOFEMIZ DUV TIL, GMP Annex 15 2 2,
11t may be appropriate to refer to established policies, SOPs or individual validation plans to meet these requirements.
2N OEMZTT-FITIE, ML S8 SOP, X4 DAY F—a VEtEZ ST 2 2 & A
UItH s,
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8. MANAGEMENT AND RESPONSIBILITIES
8. BHLAME

8.1

1t is important for a regulated user to have in
place a comprehensive policy and procedures for
the specification, purchase, development and
implementation of computerised systems. Ideally
these procedures would cover all computerised
systems; this PIC/S document will only concern
itself with those systems that have an impact on
GxP requirements.

B Gz — = B2 — S X T A
DIEFRATFA TS FERENZ D0 TEITHIR
GEFE FNEEED TES & ELIFTHEETSH 5,

FDFNTETDI 2 — S X T AF
IN—=T&E 5 I EREETIED 50, KE

%, GxP BRI ELE RIET VAT LDOI%E
®RET D,

8.2

The organisation should regard disciplines related
to the introduction of a computerised system as in
accord with the basic principles of project
management. Achieving the quality, performance
and reliability objectives for any project requires
competence in engineering and design. Where
regulated users do not have the resources for
engineering and design within their own
organisation, there is a heavy reliance on the
supplying company’s resources.

O 2 —F ALY AT LD AT A A
X, ey VEHEOEARFANZEDE D
REThHDH, Tuv=r N TWE MG
FEMED AR AR T A 7012, = v=T
Uo7 L RETORENNDMLETH D, Hileg:
Z—PF—NZOMBMNIcZ =T ) L
ROV V=R EE R WRE, YT A
SOV Y —RCRE LKA THZ LT

D

8.3

To satisfy the quality, performance and reliability
objectives, the regulated user needs to assure that
the supplier’s management policies; systems and
related procedures will achieve the desired
objectives. Enlightened suppliers should provide
such evidence and added value to all customers,
whether large or small, through the recognition of
industry standards from GAMP Forum, Supplier
Forum, PDA, ISPE, etc., and also through shared
audits, user groups, and product certification
arrangements.

xR — Y — 2l MEREEHEME O B
BEERT H7-OIIE, 774 YOEEY
&t AT LB TINEN R B & Rk
HHDTHDLI EERIET HVLERH DL, +
DERELCWDT T T A i, BEOKRK/NE
fi1#>7". GAMP Forum, Supplier Forum,
PDA. ISPE S DEFURREL KT 52 &
;OEAREROLYE /a2 —F—T—7
rmDRBEMEDOHEEZITH Z & T, BTOEEK
X LT, & 9 W\ o TR & DA S & S 4
THTHSD,

8.4

1t is important to acknowledge that the scope and
level of documentation and records needed to
formalise and satisfy basic project management
requirements for critical systems will be
dependent upon:

o the complexity of the system and
variables relating to quality and
performance;

o the need to ensure data integrity;

o the level of risk associated with its
operation,

o the GxP impact areas involved.

HER R T AZONT, O L~
T ERGIERE XL T HUE, EL90 7 =7
S s FEREN L, HETSZE
(RS DT, LU FICIKFT & 2 & 2k L
TES SEPREBETH S,

o S XTADHMS, ROE S EE
IZ BT 5 B

o T—X T T  BHEEIZTS
i

o EHICHHET S Y X L~

o GxP IZ#HED B 5 il
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8.5

Within the regulated user organisation there
should be clearly defined responsibilities for the
management of all ICT'? products, computerised
systems and projects. Management should cover
the full spectrum, from simple input/output
devices and programmable logic controllers
(PLCs) through to integrated supervisory or
information systems and business management
levels. These responsibilities should involve
development and administration of policies on
purchase of IT products, as well as the
introduction, commissioning and maintenance of
IT products. The responsibilities should extend to
development and implementation of formal
monitoring, auditing and servicing of each system
and designate the related documentation and
records for such activities.

Hiflxf g — P —fAfkN T, 2 To ICT? #
M, 2o a—2 o 2AT A, T2y
7 MZOWTEET 2 HTEWEICER T
X Thod, BEGIL, Bl A7 34
2AReTFu s anYyrary ka—7

(PLC) M5, A SINTERY AT L /1E
WL AT AR VR AEHLLE T, IBIA
KHANR—FTRETHDH, ZNOLOEMEITIE,
IT ®F OB A FUEIECLRSF2T T <, B
R OWEAIZET 2 H#toEHLEEND,
&V AT DR D BRI A —
E R AR FETH L EEICED. O
5 L7IRENC BT % CE L kA ED H X
xThD,

8.6

BS 7799: 1999, (13), is issued in two parts (Part
1: Code of practice for information security
management, and Part 2: Specification for
information security management systems) and
provides recommended guidance on a
comprehensive set of controls comprising best
practices in information security’> . These
controls and measures (or the equivalent) are
recommended for adoption within this PIC/S
guidance. They will assist in drafting the internal
control standards and procedures to be
implemented by IT management and
administration departments.

BS 7799: 1999, (13) IZLL D 2 #5#4nk THIT
SATEY, [FHREF=2 V7 DRI pTZ
T4 APEHEEING, ETHI Rk
72—/ Z D TOHELEY 1 5072 X 13 2155 L
Td,
Part 1: Code of practice for information security
management
Part 2: Specification for information security
management systems
AKETIL, DL o= =LK
(KIZ[FZED Y D) TS Z & 2L
TV &, ZAabE, IT EPER BP0 %
KT BN =2 p 7 — L DI T & i
759X TRLDOTHS 9,

121CT = Information and Communications Technology
13 Relevant recent guidance is also provided in ISO/IEC17799:2000 on Information Technology — “Code of practice
for information security management” and also in the pre-amble to FDA’s 21 CFR Part 11 171

[FR¥E] 1SO17799 1 X B TIX 1SO27002 & 725 Cu 5%, Part 11 Preamble D FIFRIZ- DWW TlhE
https://bunzen.co.jp/ Z &,
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9. USER REQUIREMENT SPECIFICATIONS (URS)
9. 2 —¥P—ERIARE (URS)

9.1 When utilising a computerised system within a HEFRE F Ca vy Ea—% b AT L %2FH
regulated environment it is appropriate to T 584, [ x1F. GMP Annex 11(4) [
establish system control documentation or a N cERINLTWS LD K)o X Fh = A
system descrz)%ion, [e.g. as required by GMP N e 3ty N Al
Annex 11(4)],"* giving a written detailed - o e S g =k ~ “ = 15
description of the system, also covering & h\‘ VAT higlE “Pﬁ L F_%EJ% & f\%#
development and maintenance.'® This system bAA=FTLHLELN, 2 @“‘/7\ 7 L= b
control document may include a record of, or a n— L CGEICE, T — R
reference to, the documented ‘User Requirement | (URS)] D 7 A 7% A 7 N ICEOFLERXIT
Specifications’ (URS), or other life-cycle SN GENDLTHAH, [(ZOXFEIF] &
documents. It should also be the definitive ZF AN LT TS0 . LTI
statement of what the system must or must notdo. | ;370\ = LA EHAETETHH S, LH L —
This document is also important for legacy 2T A . N PN o \ -
systems and those systems under development.!® ;C ié E;f’f?) j,j 012 AT HIEBNTH IO

9.2 When properly documented, the URS should be BN K EE X472 URS 14, Z2 T, FEH
complete, realistic, definitive and testable. BEET., BHINVFINI PR, 7R FEgERD
Establishment and agreement to the requirements | 7 L 7> 2 149G % B, VTN TR
for the software is of paramount importance. o Az - = <
Requirements also need to define non-software /M, /Z; ;ﬁu/i—i ;i gz;%%féfj fﬂﬁ
(e.g. SOPs) and hardware. N R FEIE e T b B TS

@ 50
9.3 “User Requirement Specifications”, (URS), [z — P —FRA1 4% ZE) (URS) DELEIE, LU

requirements should satisfy the following criteria:

e  Each requirement document should be
reviewed, authorised and uniquely
catalogued.

o There should be no conflict between
requirements.

o FEach requirement, particularly those to
be met to satisfy GxP expectations,
should be specified in a manner such that
compliance with the requirements is
capable of being verified objectively by
an authorised method, e.g. inspection,
analysis or test.

FORHEZl7e T NE Th S,

o HKEMXFTILE=—, Hilll, —
BICY X METSZ &,

o ZHELRATE LR L IICT S
o

o FKIHLE FFZ GeP DEIIF TS
JEDIZH BTN E BT, BEEA~D
BEPERI =L (P - R,
PR XIFT R R) IS0 EBIE
PRAF CE S L DICGl# T RX&E TH
Do

14 Linked, approved system life-cycle records may very well meet the requirements for the system control
documentation/system description.

BRI B AL, KRSNTEV AT LDTA T A Z AT, VAT hay br— A XE VAT ALK
TOEMZ DW= THAS I,

15 Development and maintenance information may often be held in separate (referenced) documents for large complex
systems.

BRI CHEMER T AT TR, BRPRSTICET 2 EHIIAEO (ZREan) XFEICRHHIND Z &N
%0,

16 Risk assessment in the URS phase also needs to be addressed.

SURS 7 = —RICBIF B U A7 THA AL MCOWTHEIET D LERD 5,

%0
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o The URS, although independent of the
supplier should be understood and
agreed by both user and supplier'’.
There should be a clear distinction
between mandatory regulatory
requirements and optional features.

o  The URS should contain functional and
non-functional requirements:
functionality, effectiveness,

o URS/IV 7 Z4T6/IHr LD
DTHEP, 2——ELH 771 F
DRKGPEEREL, G5BT NEHDT
BHo, BHDMHENE T T T
AEREITIEIZ X TN & Th &,

o  URS IZ/THERER ONHEREREZE (1
FE. BEME, RTFPE RIS &
P& Th D, ZEIZTEBIIIC %

maintainability, usability, etc.

Requirements should be objectively
verifiable.'®

9.4 Evaluation of the URS and the functional
specifications should allow identification of the
GxP requirements covered by the system.
Additionally the URS will provide information as
to where there are important interfaces between
the system and manual operations. The URS
should also form the basis for a risk assessment of o
the system for GxP compliance requirements, in X2 R (PIZIL, ZEMHFD) o) X2
addition to other risks such as safety. The risk ETERXANTOEEDRARE 2S5, VX2
analysis may be based on the FS, which is related | H7/Z, (FilZ2 1T, VXX AR FATIE)
to the URS, (e.g. for bespoke systems). The risk URS [ZBG# 55 FS #/H (775 =& 65
assessment and the results including the reasons 3. UR I TFERA PR NEDFELT
for the ranking as either: ‘critical’ or ‘not PN .
critical’ should be documented.” The nature of fﬁij ; {}ﬁ;ﬁ“%j /Izﬂtgbf:ﬁﬁg &< é
any GxP risks should be clearly stated. (CXFETNETDHS ", GxP I /%7 7T
TDOY X%, T DIEE & DI il 75 4
HRH 5,

AFTES L 52T RETH S,

URS K OBEREAEARE 29~ 2 BRI, v AT
LRI N—F % GxP B AFFE L Tl &
ThbH, IHIZ, URSIZIEZ, EZIZvAT A
ETEHBEOBOEZ A VX —T7 2 — AN
HHDOMEVSTERbEEND,

URS /32 R 75D GxP 5 5 ZEEIZ x5 5 Y

17 Note: This is straightforward for a bespoke system. However, for marketed proprietary systems or configurable
packages then it is for prospective users, integrators and suppliers to discuss and review proposed user requirements,
versus package functionality. It is essential to determine the ‘degree of fit’ and then control any necessary configuration
work, modification, coding, testing and validation requirements in line with this guidance.

TER : SOZEEFARZ LV AT LADOBEEIHAATH D, TSN TOL T 7T A VB D Y AT L0
GERE FTRE 72Ny r— Y OGEIE, FIHEZBF L Wb a—F— AT 7 —% ROV T7 T A vH, #
RENTza—PF—BHE2 Ry F—UBRBICHRO LTEREL, L a—7 2, TEAMEOESV) 24l L.,

R EEE A MEEE,/ a—T 47 /T AN/ N T =2 a VETILEROIUIARTA X AiR> T2
Yha— T A EBRMEATH D,

¥ When choosing a ‘standard product’ or component, the URS may be developed compiling required features from the
supplier’s specifications.

B TR | T2 R =R hEBET D L &I, T T T A Y OEERED S LA ERE £ R L T URS
ZAER L TH L,

19 Risk assessments and analyses can be useful at various stages during the entire system life-cycle and not just for the
FS or URS, (see also GAMP 4 ‘M3°).

VY 2 73l & U 27 581%. BIZFS XX URS DR T, AT LDTA T A 7 NVBIROE~L
R BEPE TSNS (GAMP4 ‘M3 &),

% B 2
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9.5

All computerised systems should have been
subjected to documented prospective validation or
qualification. Readers should refer to Section 15
of this document for validation strategies for
different categories of software and systems.
However, as user’s systems evolve through
modification, enhancement or integration and in
response to additional regulatory requirements, it
may be necessary to conduct additional re-
qualification and revalidation work on the existing
systems. The URS and ‘System Description’
document should be correspondingly updated as
validation life cycle evidence.

Figure 2 (see Section 11 below) shows the
relationship between URS and performance

qualification (PQ).

ETCOarEa—2 by AT A%, XEES
N TR AR T = g oA R %
FHETCEBIRLERNDH D, thaxlehTITIDY
TRNY 2T VAT AONY F— 3 R
IZOWTEHAED 15EEZROZ L, 7272
L. 22— =D 2T LAHMEE, JERPHS
WZED . U e B IS T A 729
I LT 728, BER T AT AIZHNT
B A RO AN T — 3 VB E
M HMENEC D551 H5H, URS & [+
AT LR E] 1L, TOEICAN)T—va v
FTATHA 7 NVOFHLE L THEHITXEThH
Do

B2 (LU 11 55 RME) (2 URS & 1HERER
VT (PQ) DR &,

10. FUNCTIONAL SPECIFICATIONS (FS)
10. HEpEfEARE (FS)

10.1

From the URS, the supplier (this would include
in-house developer) of the software would be able
to develop the functional specifications (in the
case of bespoke programs) or clearly identify the
functional specifications for selection and
purchase of off-the-shelf systems. The functional
specifications should define a system to meet the
URS, i.e. the customer’s needs.

V7RI =2T OV T T4 FENBRREESE
Te) 1. URSZ b LI LT, HEREMHARE (&
AB LT T T LADOYRE) BEHRLIZD, X
LIRS AT ADEEMEA DT OHEEE

FEAIREICEFE LD TEDHTHA D, HiE
fEREIL, URS, 3 2bbLbEED=—X, %
Wl T VAT LAEERTDHLDTH D,

10.2

The functional specifications should provide a
precise and detailed description of each of the
essential requirements for the computer system
and external interfaces. This means descriptions
of functions, performances and where applicable,
design constraints and attributes.

MREREEICIZ, a0 P a—F P 2T LK
IERA B — T = — AR A R IR Ao
W COIREDOFEMZ2 R 2 B 0 AT R & T
HDH, DFEV ., BEEE. e, KO YT 5
BAE) et EoflE & BrEic W TRtk
D

10.3

For particular types and levels of systems it may
be appropriate to have a combined URS and FS.
Section 14 of this document gives further details
of validation strategies for the five different
categories for computer software as identified in
the GAMP Guide.

SRXTLADK A TE LA~ Lo TiE, URS
EFFS&FELDE T ERRELRLGENRD S,

AKFED 14 FT/L, GAMP v F1Errel o
I TNBE I E o —5 T T 7D
5 DD T TY AT SNY T g el
T EILHICFF LS AT 5,

10.4

The regulated user should be able to provide
documentation describing the computer system(s)
to include logic flow or block diagrams where
practical, also giving an indication of hardware
layout, networks and interaction. These basic
schematics should align with the functional
specification and be traceable to the URS. Within
the EU it is logical for this information to be held

B Gez ——F, 22— XX T A
EHT S TGN TESL T RET
HS, TOXEIZ|L, BHYREGEIT =z > 2
Tr—XlE7r 2 KEED, N— DT
DL TR, T h7—2 RORVIRY
NGNS L INZT RETH S, ZDL 50HE
KA IT, FEREIFRICEL S & /2H 5

% B 21
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within the controlled ‘System Description’ LoiZl, URSICHI L THPL—XTEEL 9
document, required by GMP Annex 11 (4). (2T RETHSB, EU I TIE, GMP Annex 11
(4) VERREN s XTIV L 512, 2D
LOLlEHE 2 P I [ X TA
FE) ICFIHT S Z EPEEEHITH S 9,

11. SUPPLIERS, SOFTWARE DEVELOPERS AND QUALITY
MANAGEMENT
1. ¥ 7I74%, Y7 by =THEE, FOWEEHR

Figure 2 below maps the relationships between UTOX 2%, v AT AOHFRER, %5t/
the key specification and qualification elements as | f55  KNF &2 F DK BRI IG U7 B 7o fH4E
the system is specified, designed, built and tested. | » BRSO B E O RBE A 7 LTS,

LIEEER REQUIREMENTE
SPECIFICATION

F 3
3

Verifiea
o

FURCTHONAL
SFECFICATHON

F 3

Werilies

¥

DESIEN
EFECIFICATIONE

Weriles

v 1

ENETEM ELILD

Figure 2. Basic framework for specification and qualification (based on Figure 6.2 of GAMP-4)*°
2 (145 & B ERM OFEARHG 2 it 2 (GAMP4 VSRR D[] 6.2 (25 ) 2

20 This is an example only. Regulated users would be expected to comment on their own particular model. They should
also interpret and define the relationships between various life-cycle elements as appropriate.

VZNFHL ETHTH D, HfibeGa—F—3BtED (B3] 7 MICHOWTHRAT L Z &l sh
Do ETMBIIE LT A TH A 7N Okkx R BRBOBMREZMR L, ERTX&EThHD,

%0
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based to some extent on the recognition of
relevant certification of a company’s software and
hardware development methodology and QMS to
ISO 9001 standard, such as (for example) TickIT
certification and utilisation of ISO 9000 related
guidance. However, it is essential that the
assessment scope and schedules applied by the
certifying auditors for these schemes should cover
the engineering quality standards, actual practices,
controls and records in place including non-
conforming product (error feedback from the
market), corrective actions, change management
and so forth for particular products and versions.
These can be very useful benchmarks for the
design engineering, replication and maintenance

11.1 | The quality controls and quality assurance mEay ha—)L b VEREEOFNE, =
procedures, documentation and records related to EPa—XRIAFADY T N7 Lon—FR
the development and production of the software v 7 OB L YT A S ?Eﬁ%li I
gnd hj;rdwari:r }flor computer szsten}s are otf (ziritical WCEHEETHS, VY7 7T HEFIC -
importance. There are a number of accepte
mopdels for software development, e.g. tﬁe spiral ’t;}x CBOONIETNDBE DD (fﬂ
model of development, the waterfall model and A TIVET N T E \5’ I A b:?T
the life cycle model. All models have their own . TATHATIVETIIVE) o KFETILIC
special attributes. As an example the GAMP IEENENFEDNH D, BlE LT, GAMP
guide adopts, but does not mandate a “V” S R BARE g v 7L — AT —2 (F
framework (see figure 2 above). (Note: The URS | 2 25 08) AL TWAR. Zihd
and FS may be combined for smaller projects. I/ (LR - NS 25 ATl URS
These are related to the OQ.) LESEELHTH LS. BT 0Q Ik

IETD)

11.2 | Supplier and developer reputations and trading YT EBREOTH, VT o7
his.tories for the software p.rod.u.ct provide some SIZOWTOERB BRI, 4 X AL
gulQanc(i: tto tt}}:e levgl otf rehal;ﬂgy ;Zat may be COREEEIETX A0 AT — B0 & 72
assigned to the product supplied. The 2 e - e o
phalg’maceuticalp regulatedlg;er therefore should 30 %Z;;;gijfg%f; 7_;; Wﬁi%;ﬂ;;,z?
have in place procedures and records that L ’ e
indicated how and on what basis suppliers were BT ~N&EThHS,
selected.

11.3 | Compliance with a recognised Quality ﬁFﬁ TRO LN MEEE Y AT A (QMS)
Management System (QMS) may provide the WCEATAZLICEY ., VAT ATHAIN
regglated user and r'egulatory agenci'es wiFh the TWAY T h o PR Lo Ry - LR
des1re;1 corllﬁ<il§n§i .1tn thedstructu.ral 1ntegr1;[ty% DHEENIA LT 2V 5 ¢ /8 OIS/
operational reliability and on-going support for . . 2 . R
S(I))ftware and hardwa};e produc%s ut%lise%pin the BEHI72 YR — ME D TR R — Y — &
system. The accreditation assessment schedule MLl é' JROBL LS 2fEMEfRLS I ENTE
and scope of certification needs to be relevant to Do WBAET B AR NDRT YV 2 — R G
the nature of the proposed application. Structural | #iIL, IBESNTVWLT 7V Fr—r a3 0
integrity and the application of good software and | PEE A2 7T A X F T 59 2 TCEHROHH L
hay;lware engineering practices are important for DETAVENRD D, BEHERL AT AL S
critical systems. T, WA > T 7 VT 4, ROV T Ry

TN Ry TNy R =T )
TIIT A AEWNTHZ LITEETH D,
11.4 | Confidence in the structural integrity may be 20T v T o= Ry =T ORRF

ERAT D DOFNRRFEEZ T TND Z ERN
i, #ERA T U T 4 D HFRE
BRI ENTED, £ (&) QMS
X (B 203 TickIT FR3ES° 1SO9000 Bs# o> 77
A X AOR D) IS0 9001 itk (FRAEA
ZIFTNWDHZ L] WKV ERT AN TE
Do LMLENGE, TNOHOEY AT
LR R DFEFIC L DT A A hOK
HEeArya—nn, SticBirsorv=
TV WEEE, EEOET, 2 he—
b, ik (FREOHGC/NN—T 3 O T
OREE W (HHIrLOZT—D7 — K
Ny 7)) | RERE, ZEEREEZED) &

% B 2
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standards in place at suppliers of large proprietary
packages and can assist pharmaceutical clients
with short listing and selection criteria.

HNR—=LTWAZEBVATHD, Zhb
(OFFE) 1, KREUWEZRMB Ny r— T %42
T 29774 Y OFORFTZ V=T
7GR RSF O SEE A R D T d D
Fv—2r L LCHBITHEDTHY . EELE
ROBENY T T4 Y EKiAF, BETD
Bt &2 s,

an independent commentary on PIC/S GMP
Annex 11 and provides specific advice on quality
and operational matters to help ensure compliance
with the PIC/S and EU GMP. Users and suppliers
need to ensure that software, hardware and
systems are:

e quality assured;

e fit for their intended purpose; and

e supported by appropriate documentation
for quality and validation traceability.

11.5 | However, an assessment of the supplier’s QMS L)L, 774 FYDOQMS TEA AL R
and recognised certification alone is unlikely to be | 28401 X 1 7-2R3E 7715 Clt, EEAL VAT A%
the fglal grbiter for criticall1 sg/st.em;. The BB ET BRI BT S
criston oy ey vl e et o | 5. i fAXSTR TS b Lt

. , - 5 AapE A % NS
may wish to consider additional means of AR @C{ 7 f{fﬁn ’ ﬁ?%y)(fﬁj , 7 ‘.
assessing fitness for purpose against 1%, B0 COED L IEZE ﬁ‘?%/ TH
predetermined requirements, specifications and ENS Y RZIZ00 T, FIH ABI~D 51
anticipated risks. Techniques such as supplier G TERA T B EODLEYNITFEE 7T
questionnaires, (shared) supplier audits and LTHLNTHS S, V771 F~DEH
interaction wi?h user and sector Sfocus groupscan | ZE  (JF) 751 VEE, KRz —H—
be hfelpﬁ'tl. This may alsoflnc.lufle the spe(lzllﬁc LR b R e L DR IR D
conformity assessment of existing, as well as F o= 21T TCH S, AU, HAR
bespoke software and hardware products. GAMP A RENBY T NI 2T e B = Tl
and PDA guideline documents identify a need to Do . - - .
audit suppliers for systems carrying a high risk AR 72 TR < %EﬁO)‘/ 7R =T AR R
and have detailed guidance on supplier auditing U TR T AEAET EAA L ML E
procedures/ options. FNOHTHA5, GAMP & PDADTTA KT

A UHETIERI AT DV AT AIONWTH
TIA VY eEAET ONENEEZALCL, Y
7T A YEADOFNEBEPULIZ SV TEHM 722
A B Azm L TND,

11.6 | Appendix O9 of the GAMP 4 Guide incorporates | GAMP 4 Guide [* #7721 O fh§k 09 Tl

PIC/S GMP Annex 11 VERRELL = b= 7 0 F
DX hEHHE L. PIC/S X TEU GMP 12
EFITHEAET 5720 5E K OGEH o BAREY
hEERMtL VWD, 22— =LY T T 1
X7 b 2T SN RO =T S RT A
EMFEIZUUTO LT HILERND D,
o SWEMNMRIEINTWD,
o EMLEFMHEMICEELTWD,
PO}
o BERINIF—g2DpL—H
E Y T P e XEIZ Lo TEA
IT65R TS,
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12. IMPORTANT QMS AND SOFTWARE STANDARDS ATTRIBUTES
12. QMS £V 7 vy = THEOEE R BMH:

12.1 The Standards ISO 9001, ISO 9126 & IEEE ISO 9001, ISO 9126, KX TN IEEE 1298 D #if%
1298 have a number of important features that 21T OFEBERHSNHY . LLTFTDO XS
can be summarised in the following points: ICEHTX S,

e They are structured around a QMS o NOHLOBKKITY T MU =T DM
approach to the development, testing and & T AN, ROERE 8UYWE YR
documentation for software design, DL T D QMS 7 7 1 —F
production and installation. LIRS LT D

e Compliance with the standard requires o HUEKICTHET AT, ML HE
formal systems for control, traceability Bz ha—)L, hL—HEY
and accountability of product(s) and F 4. DIHEEICET A ER SV R
personnel. F ARMLETCH S,

e The standard outlines the features and o HKITY T MU =T HLE (THRE))
requirements of a life cycle approach to DITA T AT IVT T a—F DR
software production ( “manufacture” ), LEMEOMEA R L, BFE oL b
with emphasis on the importance of a o — )L FNEO \EM: AR LT
change control procedure. %

e The need for, and importance of, testing o HMgETYTZ b uTHRIFOT A D
of software product/s is identified by the VEEPE EBEMEEZHLMNILTE
standard as it requires a tiered approach V. T A MR UREEREH AT S —
to testing and identifies three levels of FEERL. V7 My =TIok Lk
testing for software: D3 L~ULDT 2 b & LT

2o
- Unit code testing; - Hig= . K72 }:
- Integrated module testing; and - MAEEY2—ATADB
- Customer acceptance testing. - HEDOZANT A b
- The GAMP Guide is also widely used as - GAMP A R VBRRE2] ¢ s iade 1
an industry standard of relevance here. Hfg L LA EHEIN TV A,
12.2 There are a number of advantages in V7 by =T RO EEEIZQMS T

organisations utilising a QMS approach for
development and changes to software product. It
would be expected that this approach if utilised
by developers and producers of software should
ensure (within the limitations of the quality
management system approach) the following:

e Management commitment to quality and
design control by instituting systems for
quality control, documentation and
quality assurance.

e Development, production and
installation based on quality plans,
verified by quality records. The QMS
requires development, testing and
programming standards.

n—F 2T MM, 5 < OFIE
NHL7-H3Nb, ZOT7 7 a—F%Y 7k
U = 7 OREE & BEF BRI TR,

(BB AT ADT 7 a—F OfFHEN
T) LAFWHESEC 5 Z E NS D,

o WHEzoY bhrm—L, WEAL, WEE
FEDV AT LERITHZ EITE S,
B EEREIO I hr— L ~DORRE
gDy b AU,

o SWERNEICHESOX, MEREIZE -
THRRRIE S L 5 BHgs8iEPaet,
QMS TIEBZ,/ T A N/ T a7 Z 3
VT DIEMENRVHE L 72D

% B 25
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e Adherence to quality assurance
disciplines such as internal audits of the
processes, corrective & preventative
action procedures and control of non-
conforming product.

e  QMS methodology to establish
requirements for purchased
(subcontracted) software product.

o (WHEMRFEOHEOBT (Fl 21X, 7
2t AONEHEELR, 2IETHHEE
%J”/E\ REEmDO=ay ha—)u

)O

o WAL (HFEL) Y7 b7
SRS e VY- X g (S5 A B W el 51 0D)
QMS ik,

13. TESTING

13. 7A b
13.1 | Assurance of reliability of software is achievedby | ¥ 7 o =7 %%7 o BT A LS E
execution of quality plans and testing during the ETFARNOZITIZEY V7 My = T OEHE M
software development process. This involves unit | - 443 AREENE SN S, ZHUCiE. ISO

code testing and integration testing in accordance
with the principles of ISO 12207, IEEE 1298 and
IEEE 829 ‘Software Test Documentation’' . See
also the corresponding sections in the GAMP
Guide. The development and testing of hardware
and software should be done under a quality
assurance system, documented and formally
agreed between the various parties. This can
ultimately provide evidence in support of GxP
quality compliance (e.g. Annex 11(5)). Locations
and responsibilities for testing (depending on the
category of the software and system) are outlined
in the GAMP Guide, gv.

12207, IEEE 1298, IEEE 829 [Software Test
Documentation] 2! DJFRNZHE - - Hfka— R
TANEMET A NDBEEND, GAMP 5 A
R AR ppgi A m L B &, N—
Nz 7 727 Nz TR T XA
I, ARERFES R 7LD TS RET
bV, XEEESh, FLEFEEHTIEXIZEE
SABLERD S, T LD REAIIC,
GxP 3 E~DBEH (I - Annex 11 (5) EFRE
) 2EfFSAMEESEENTES, 7
X NEITOBIRPEE (V7 P =T
RTADY T T VIZIKIFTS) 1Z, GAMP
o FVERRELL BN S T S D TE
o=~

13.2

One of the most critical aspects of development of
software is the integration testing phase where
individual elements of software code (and
hardware, where applicable), are combined and
tested during or prior to this stage until the entire
system has been integrated. Extra benefits may be
achieved by code walk-throughs including
evaluation of critical algorithms and/or routines,
prior to testing. Errors found at the integration
testing phase are much cheaper to correct than
errors found at a later stage of testing. Code
review (walk-through) is best done as early in the
process as possible, preferably before submitting

/7%7;7%% BiFsdbo b b EERE
43 D — oi%m7xb7m~xf%@\_@
x%—?ﬁli%%’\y7bﬁl7:—F
(KOS T HEAIE =R T =T) OFHE
RrfEeLl, TAMTI, ZHULTV AT AR
ERFE SNDETERYIET, 7 A NEMA]
WCEBERT LAY ALK (XT) v—F
®ﬂﬁ%€@2~F?¢~7xw~%ﬁof
BLZEIZED, EBHIZEWEENREOLND
ThA A, HhH Txh71~xfﬁ0#o%
TT—X. ZO®%RTITONDT A RNTRSM)M

21 This testing is defined as verification of the software element. Verification is defined as the process of determining
whether or not the products of a given phase of the software development cycle fulfil the requirements established
during the previous phase.

DZDTAMIVIZ N2 TEBERIET LI HLDTHD, ZOHEORIEE X, V7 N TREYA 7L

WZBWT, A7 = —XOEWDS,

TuEADI L ThAH,

ZORIDT =— A TED LN B EN T L TG0 EHErT 5

Bt 0E 26
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a module to test. Code reviews are best performed
before formal unit code testing (i.e. before a unit
or module is frozen and enters formal testing).

HET—XD /e IKa X N TEIETE

5D, A—RNbbta— (U4—7 ZA/—) &,
AREZR[R Y Tt A D7 B R BT T
IEMRHTHY, TENEEY 2 —NET

MZETGRNIATS ZEREE LY, 3—F
Lo =i, ERVRERa— R7 X b (4

bbb, HIKYZTEY 2 — AREE S, IE
X727 A MIADHI IZEMT DO KD X
l,\

to or controlled by the computer system would
require additional 1Q, OQ and PQ testing regimes.

13.3 | For some simpler GxP systems, for example B2 GxP > AT A (Bl 2 1 X—E0 PLC,
certain PLCs and systems based on basic ROHATLITY XL Yy NMIED &
algorithm'sdor lggic sets, the functi?nai.te:tli.ng . 25 1) Thihid, BieFr 2 Mok ay
maypovidsadeit e ol I of | 2 377 st £ @O

. H /\ N
complex systems the verification testing that is DL ZJ);C ELLanbL. HERD (X
conducted at the 1Q, OQ & PQ stages provides E) @%f VAT A T: > IQ/OQ/‘PQ ;:
only a limited level of assurance that the system 7 VTCEMSNDMFET A T, VAT A
does what it purports to do, reliably. This level of | MEHMELZFFo TEHI LI Z L2 FEITTE D
testing provides only limited assurance of the L HEEEIMEIFT A LIITER Y, D
operation and reliability of hidden functions and LT A . BV 2— RO
code: For complex systems there should also bea | s L (RIALEIC K LT3 B AU IRAEIC IR Y
igh level of assurance that the development o B, WML AT AT, VT R 2T
the software has ensured delivery and operation of % (ot ) Ck V. EaEomS (b
a quality product that is structurally sound, clearly | % 1 H m HRER nR
defined and controlled. DAl Sau, BRI ESR = > br—b
SNTWVD) PHEFRICFIEZEL EHESNT
WS Z L DOEERRIENLETH D,

13.4 | Test scripts should be developed, formally SR T APIEZ T B, IR R
documented and used to demonstrate that the LTS LR T EDIE, RN YT
system hgs beei'a install.?d, ;Zd is operatl:ng and rEMER L. ERICENL L, TN T
houtd beselated o he User Reguivemenss | D50 SOK IBTA P27 VT Mds AT

— =cq /=) 2) -
Specifications and the Functional specifications A D — P — BORLLKRFF L BERE (KR A1~ IR
for the system. This schedule of testing should be M SLED DS, ZDT A b \%X TV a—
specifically aimed at demonstrating the validation | /V9 DBRIZ, FFHI VAT LDV Z FERES
of the system?? . In software engineering terms HZEEAMETRETHDL 2, YTy
satisfactory results obtained from the testing T =FT VT, T A MBS AT
should confirm design validation. EAREERIC LD | O MER %;}3 sh
Do
13.5 | Any processing equipment and activities related O a—H AT AZEET S, XTIz

Fa—HZ3 AT Mo Taryiie—Lih

22 The supplier/developer should draft test scripts according to the project quality plan to verify performance to the
functional specifications. The scripts should stress test the structural integrity, critical algorithms and ‘boundary value’

aspects of the integrated software. The test scripts related to the user requirements specification are the responsibility of
the regulated users.

YT ITA Y BRI, RIS LERARGET 27207 r Y =7 S OMEREICENT R b A
7V T P EERTRETHL, ZORZ VT T, #E /7%7;7@%LM4/77)74 HERT
LY XA KO THEME] OfEOT A MIERZEL XETHD, 22— —FREFEEICEET 57 A
F 227 U7 MM R —DEETH D,
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It may be appropriate to combine test phases and
test scopes for a group of equipment or activities,
and this should be defined in a test plan or
strategy.

L. ALEREEE (N TAEE) SOIEENCIL, B
172 1Q,/0Q,/ PQ DT A MAHI A H 7= 12 B
LB THADH, —HOIEESIEENIZ DU
T, TARN 7 =2—A K NT A MNHE 7 L —
T HZ ENEURGEELHY, FDOZ L
L7 A B EHE TS IS TER L TR RE
Thd,

13.6

Regulated Users should be able to demonstrate
formal acceptance of systems after testing and
controlled transfer into the live operational
environment.

AR — Y —1L, 7 A N ROAREBEER
FE~Dar hr— L INZBITORIC, VA
T A ERICZT AN EEHHATE S X
INCTRETH D,

14. VALIDATION STRATEGIES AND PRIORITIES
14. N F—3 g VEREE & B SRIEAL

14.1 | Regulated users need to be able to provide B — Y —i%, B CHEHLTWS =
evidence for their computerised systems to VB a—Z ALY AT BT OWTHEITE, M
demonstrate their range, complexity, X R, arv hrE—L, RUOARUF— g
functionality, control and validation status. L RT B A AR AER TR B L S T

—é— 6 %\gzﬁ 25) 6 o
14.2 | For the validation of computerised systems there L a—H AT DN T — g T

should be a system in place that assures the
formal assessment and reporting of quality and
performance measures for all the life-cycle stages
of software and system development, its
implementation, qualification and acceptance,
operation, modification, re-qualification,
maintenance and retirement>*. This should enable
both the regulated user, and competent authority,
to have a high level of confidence in the integrity
of both the processes executed within the
controlling computer system(s) and in those
processes controlled by and/or linked to the
computer system(s), within the prescribed
operating environment(s).>* (See also Section
‘4.6”)

X, VY7 T S AT AR T A T A
TIVDETDAT—I DG EMRED 7K
O EEMERHME &N, EH, EE,
PR PEREM, R5F, U XA T A2 RMZoOW
TOIERXLRTERRX S P EREGET DV
AT LABRETHD 2, 2k v, Hifilx
Ga—HF— LY R[OOI R, FRNTED LI
TIERERRICBNT, T sarBa—4
VAT LANTEITSND AR NZED 2
YV 2 —Z AT NIHIE R (0F) Vv
7 EINDLTaRADWMIEDOA T 7 VT 41T
DT, BV LV OREIEEFFOZ LN TE
52 (ldae) mHLEHH)

2 Tools and controls within the QMS, such as audits, change controls, configuration management and continuous
improvement programmes may feature here.
BEAE AW ar ho—)b, ERER, M ARWE T 0 7T A%, QMSHNTOY —/LE 3 ha—/Lit
I TOEER—TH D,
24 The italicised-bold part of this definition should be interpreted as requiring controlled documented methodology and
records based on best compliance practices. This is to ensure that firms have generated documented evidence (electronic
and/ or paper based), that gives a high level of assurance that both the computer system and the computerised system,
will consistently perform as specified, designed, implemented and validated. Related validation dossiers for complex
integrated projects should be clearly cross-linked for audit purposes.

B ZORBRRORMERTRILIDIE, XA a7 ITA4T A7 77 4 A (best compliance practices) 23D
TERIND, arbue—rInie, XFESNFTELRBETHL I LE2RKLTVD, ZHT kb ot

Bt 0E 28
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143

The regulated user’s range of computerised
systems needs to be formally listed in an
inventory and the scope/extent of validation for
each detailed in a consolidated written Validation
programme®. Validation scope should include
GxP compliance criteria, ranked for
product/process quality and data integrity risk
criticality, should the system fail or malfunction.
This process represents one of the most important
pre-requisites of Validation Master Planning (see
PIC/S doc. PI 006), in that it is essential to assign
priorities and attention to those systems (and
features within systems) that represent the highest
potential for disaster, should they malfunction or
become inoperative. The risk analyses and the
results, together with reasoning for critical or
non-critical classifications, should be
documented. Risks potentially impacting on GxP
compliance should be clearly identified. There are
a number of techniques to help identify and
analyse risks and to select risk reduction and
control measures. For further information refer to
the GAMP Guide appendix and the GAMP Forum
special interest group paper on ‘Functional Risk
Assessment’.

Bz — P —D I B2 —Z X T
(&, EHIZRTABBRA~T X MEL, Ei
EHDNY 7 =23 Dl FREZ, H
IREONEODNY =g TR AKX
G TP, N T =3 CEHIC

1%, R T A BPESCHERE N RPFEAE L 255
D, Bl T REXDGEE T =5 T
YT ICRIFT VX2 DEBEFEITNSECTF
I T L e GxP B 5 H G 58 N&E Th D,
R ST EERRERF I e R DB 24 < AT e
DS D AT A (K AT LANOKRE)
EESEL, BEOERITAZENEETHD L
WHEET, 2o/t FEARYF— g
~ AKX —5tH (PIC/S doc. PI 006 2Z/6) O
b EEQRFHREMED 1> TH D, VAT
Wr&zoriRix, (T8 X3 [FEE 2
LRI E A TCELTRETH

%, GxPH#EEIZEEBERIF LSD Y A7 1L,
HIEIZHFET RETH D, VAT OFFE/ Iy
raXEL, VA7 286,/ 2> ha—Ld
DHIREIBIRT H720DT 7 = 7 1345%<
FET D, FELWERICOWVTIL, GAMP %
A R AL o ff 4k & GAMP Forum Special
Interest Group @ [Functional Risk

Assessment| (ZEIT A LEESRDOZ L,

14.4

GxP compliance evidence is essential for the
following aspects and activities®® related to
computerised systems:

e data input (capture and integrity), data
filing, data-processing, networks, process
control and monitoring, electronic
records, archiving, retrieval, printing,
access, change management, audit trails
and decisions associated with any
automated GxP related activity;

. 2P a—F AT Ll a B a—FbV AT LAOMER, HEEER I,

GxP A DIHLT, 2o P a—Xbs 2T A
WZB8 5 LLTF ORI & 15 ) 261288V TR AR
Thb,

o T—HAJ] WEXOA T T
FA) T—EDT AT TF—
ZRPR Ry hU—2 Tk R
AR, ERREk, T AT
B, BRI, 727 ® &, BEEH,
BEEASREMR, HEMb S e GxP BEEE
TR HIRE,

BEr S, HSh, Y

FT—bhahiceBnio, —BLTEMET L2284, SEICHRIET 27200 E LS (BE1ADT (X
(1) A=) ZAERE R TH D0 D, BMERRE T vy =7 FOBEES LY 7= g VERITE
BXIEDTZDIZHNDRLTSAHAEY 7 LTEIRETH D,

%5 The scope or extent of validation for each system can be detailed in individual validation plans. A hierarchy of linked
validation plans may be appropriate as outlined in GAMP 4 guidance Appendix M1: ‘Guideline for validation
planning’.

BEVATLONY F—3 g VHEIFSOIREZ, fHx DO F—v g VEHEICEEMICR T Z LR TE 5,
GAMP4 7 A & o 2 VERIE2L £548 M1 [ Guideline for validation planning] (ZHfFE STV D X 9 1c, BHEOAN
V7 —va VRHEZAZRL, BWELT52Z2AELTWDI5ELH D,

26 These examples are intended to be illustrative, not exhaustive.

BINHOBNE, ETEMEET 2O TR, fIRzERLIELDTH D,
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e in this context, examples of GxP related
activities might include: regulatory
submissions, R&D, clinical trials,
procurement, dispensing/weighing,
manufacturing, assembly, testing, quality
control, quality assurance, inventory
control, storage and distribution, training,
calibration, maintenance,
contracts/technical agreements and
associated records and reports.

e T Z T, GxPBhEIFEN DML LT
&, B EoHEE. R&D. TRER,
., AL EHE, BOE ML, TR
k. l:'lzl':l}%f:j/ fa—n, WE Ff%nft
FEzay ba—v, (RE . b
L—=7, ¥ U7 L—3a,
RS, 2K Hilr Lo/ R, BET

LR EMEEREDRD D,

14.5

Historically, these systems have relied on manual
systems, some electro-mechanical controls and
paper based documentation. The introduction of
computerised systems does not diminish the need
for compliance with GxP requirements and
guidelines.

BEkRIE, 2D LD AT A, FEE, E
SRERR IR R — 2T R A SUEITIRIE L
TWie, avEa—4{Lv AT LAEEANL T
by GxPEM: S TA RTA N ET HLE
MK L 22D DT TiE e,

14.6

The current Good Automated Manufacturing
Practice (GAMP) Supplier Guide provides
essential guidance to suppliers of software to the
Industry. The guide also provides a concise
explanation of the interrelationship between
various stages of software development and the
requirements for Installation, Operational &
Performance Qualification. The GAMP Guide
identifies five different categories of software.

71D Good Automated Manufacturing Practice
(GAMP) Supplier Guide {Z1%, ZERMIT Y 7 k
T2 T OV T T A VKT HDEBERTA X
AN ENTNWD, £, Y7 by =T B
OB/ AT—VOMARR, LOVIQ,/ 0Q,/
PQ DEIZHOWT HIRICHH L T\ 5,
Z D GAMP H A K ERREAD i3 v 7 b
VT DOHT AV ESOITHTELTND,

15. GAMP VALIDATION APPROACH BASED ON DIFFERENT
CATEGORIES OF SOFTWARE PRODUCTS

15. V7 b= THIE

TIYED GAMP DR F—2 g7 Fu—F

15.1

The GAMP Guide may be referred to as
appropriate for detailed guidance both in the core
project management section, the quality narrative
and the specific appendices. The following are
category summaries from GAMP 4:

GAMP W A R ERRED 3 - s v, 4%
Ehbrure s NMEHORE, WEOBH,
KOk Z . S A X AL LTS}
5L, UTFIZGAMP4D AT Y 2 F
LD THD,

Reproduced from the GAMP 4 Guide (with permission) Appendix M4
GAMP 4 Guide #7721 fiH45 M4 205 (FFAI 215 C) 4B

% B 30
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Table 2.1: Summary of Software Categories

#£21 V7 T HTIIDOEELED

Category Software Type Validation Approach

AT Y IT7 =T EAT NY)F—var7Fua—F

1 Operating System Record version (including service pack). The
FRVV—F 4 VT VAT A Operating System will be challenged indirectly by

the functional testing of the application.
N=Vary (M—vx 7 zGte) Zrik
Th, AXL—T A VT VAT AET T
r—3a UHERET A D OBICHIEEANICT A b

Shd,
2 Firmware For non-configurable firmware record version.
Ty —byxy Calibrate instruments as necessary. Verify

operation against user requirements.

R ETERNT 7 — LT = T IZDONT

[FRIE] 2008 4EICHAT S 72 GAMP S | N—V 3 U &8RS 5, HBEIZIE U CTHRRE
TEAT Y 21FHIBRS ., RFEL Fr T L—vardd, - —BEHR
Ay 5L CEMEZRAES S,

For configurable firmware record version and
configuration. Calibrate instruments as necessary
and verify operation against user requirements.
R EWTREZR 7 7 — LU = TIZ DWW T,
N—V g v EHERGERE Z Rk T D, MEITIR
CTHmEFry U 7 L—ra L, 8ffx
=PRSS L THRRET 2,

Manage custom (bespoke) firmware as Category 5
software.

HAZNT 7 =L =TX, 7Y 5Y7
=7 & LTERT S,

3 Standard Software Packages Record version (and configuration of
B 7 N 2T Ry r—v environment) and verify operation against user
requirements.

Consider auditing the supplier for critical and
complex applications.

N=Va v (RUBREOMAGRE) % Rihk
L. 82— —ZECI S L CTREET
5, BETEMRT 7 ) r—va iy 7o
A YEREDFEMZ R 2,

4 Configurable Software Packages Record version and configuration, and verify
BREREFREY 7 by =T /3y/—3 | operation against user requirements.

Normally audit the supplier for critical and
complex applications.

N—=Ua v EHRGERE ALk L, ElfEE 2 —
PR L TRGET %,

AN, BETHEMELRT ) =3 il
ONWTH T ITA YR T D,
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Category Software Type Validation Approach
BT Y VTR =2TEATS RNYF—vgr7Fu—F
Manage any custom (bespoke) programming as
Category 5.
HAZ LT T I IRbIUL, A
T2V S5V 7 b7 & LTERT D,
5 Custom (Bespoke) Software Audit supplier and validate complete system.
HAZLI) T N =T %774?%WEL AT WK TN
— hT 5%,
15.2 | However, this pre-defined category approachmay | L72>L., ZOHEFNICERINI- AT I 2

be difficult to apply to complex integrated
computerised systems where different GAMP
category ‘levels’ are effectively combined. Many
systems span the category levels. For all critical
systems a holistic risk-based approach is
necessary. This should consider the risks from the
entire pharmaceutical application. Quality
assurance controls, qualification work and risk
reduction measures can cascade from this to
consider each of the elements comprising the
computerised system. GAMP guidance is
considered to be scaleable for large, medium and
small, complex and simple systems. Where
software and systems do not appear to fit readily
into this category system then it is for users to
apply judgement in determining particular quality
measures, validation strategies and acceptance
criteria. For instance, under particular
circumstances the operating system configuration
may contribute to the overall risk of the system
and the level of validation should reflect this.
Inspectors will be interested in the company’s
approach to identifying GxP risks and the criteria
for assessing the fitness for purpose of the system
application.

WeT 7 a—FE, Bk&x 72 GAMP 7 =
[L~UL ) BflAGDbENT-, HHETHAS
Nizarva—2 b AT AZHEHATHZ &
IIREETH A9, ZL DU AT LIEEOD
T3 LU ETEN - TWND, ETOEE
IRV AT MR, KRR AT X=X 77
O—FNUETHD, ZO-OITITREKT
Vir—a 2K /120 27 2etd
b W TEEMRGEa v b a— b, ERSPERE
ifESE, KOV A7 TR Z I L, =2
Vo — bV AT AEBERT HEERIZON
THFIT %5, GAMP 5 A R FERRE2D 3 - e
SN EHE B T AT TR L
A —F3TNThbHEEZEZLND, YT B
VT VAT AN ONFEHFRNICEDE E
BTEHELRNGE, WEFR NYT—
Toa UGS AFERRET D DT —
HF—Thd, HlZIEX, R E>TE, A2
V=T 4 VT VAT DO EN, VAT
A@i%%ﬁ)xﬁ*%£%5z5 Emd
DN, N F— /a/O)I/f\/I/é X, FDZ
EENBT REXTh D, & BRI
ﬁé\QP/Xi%#ET577ﬂ*f\&
NS RT AT 7Y r—2 3 > DFH HEJ~D
BEEE T XX TS HE I & 1>
T 5,

153

There are a number of additional important
aspects that would be required in the
documentation and records necessary to support a
validation exercise. These aspects relate to on-
going evaluation and system maintenance. As a
result the documentation and records for
validation of a computer system would also
require information and records for the following
aspects of system control:

WY F—a UEEEMT D DI E
CE LRI, B < OB E B INRFIH
NRDOEND, ZNHlE, A IF—A o TFE
i > 27 MESFIZBHET 26D TH D,
BZ, v ¥ a—HF T AT LONY T —

Ta UIGE/RERICIE, LTV AT Aa v
b= UZDOWTOfFHR & LR MLEIZ R D
ThHAHI,
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e  Evaluation records to demonstrate that
the system works as described in the URS
(verification stage and on-going
monitoring).

e Records of operator training
(introduction and on-going training).

e Procedure for on-going monitoring, this
procedure would interlink the error
report system and the deviation reports
system with the change control
procedure.

e Maintenance of user manuals and SOPs
for all systems.

SR TFAPURS IC7# I B0
CHERET S = & o T A Al AR (R
GER T—b g = =K
Yo2),

o JRIEE | L —= T DFER (EAMF

Pl—=22l—=22),

o FT—g S EmH Y T DFE

N, ZDFNEICLE D, =7 —HE>
R T AR RG> X T L EETE
2 pr— L FNFIZ Y 2 B,

o ATHDIRAFADZ—H—v==27
L& SOP DHEFFEPE,

16. RETROSPECTIVE VALIDATION
16. [EIERINY F— 3 v

16.1

Retrospective validation is not equivalent to
prospective validation and is not an option for
new systems. Firms will be required to justify the
continued use of existing computerised systems
that have been inadequately documented for
validation purposes. Some of this may be based
on historical evidence but much will be concerned
with re-defining, documenting, re-qualifying,
prospectively validating applications and
introducing GxP related life-cycle controls.
Reference should also be made to GAMP
Forum’s forthcoming guidance on ‘Legacy
Systems’. Inspectors may be interested in seeing
whether ‘system descriptions’ are available and
that documented evidence exists that the system
has been checked/tested against URS and other
specifications. Risk and criticality analysis and
assessment of supplier may also be relevant. A
documented evaluation of system history i.e. error
logs, changes made, evaluation of user manuals
and SOPs would also be expected to provide some
of the documentation relating to the ‘controlled
system’ in place of formal validation evidence.

BIEEAY N F—3 g AP Y F—3 g
v ERETIT WD, (EEENANY 7 —

g d) B LW AT AITHOWTIIIRIR
X2 5720, N F—2 g D= E
B REE B 2 B a— 2 b AT L%
Mkt L CEEAT 20 ThUE, £ OIEYEH
ERTIEEROLNDTHAH, BEDIE
WEFIHTZH2HD0LHD0H LIV,

2ET TV r—varEEER L, LEL
L. FFEmMEGMm L., PRI AN 57— L,

GxPEHHEDT A 7 A 7 ray ha—LaiE
AT HZEIZDTHAH, GAMP Forum 73
TAFITTATED [LH— ZF A 1T
BT HHA X AL RETHDH, &L
Bt [ RTAGAE) PRSI S
S, FL TR FAD5URS oM D(FFEE
ICHO L TT w2 TR PIAEXEES
GRS TEE T S0 E 0 700, 12D B

B, YRZATHEEDGY, ROV Z 1 F
TERA P EHE)THS 5, IEZNY

F— g S DFFBTE P VIS, X T A
DJEIFIZ T3 LA STl (77005
I F—Dr GRS 2~~~ =2 T
JLDFEML-SOP) &, =2 fr— &
SRTAL) BT KED G E LRSS EPE
I 5,
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16.2

A significant number of legacy systems may
operate satisfactorily and reliably, however, this
does not preclude them from a requirement for
validation. The approach to be taken is to provide
data and information to support the retrospective
documentation of the system to provide validation
and re-qualification evidence. GxPs have required
the validation of computerised systems for many
years. It should therefore be noted that a lack of
prospective validation evidence for computerised
systems would increasingly be seen as a serious
deviation from GxPs by a number of regulatory
authorities’’. However retrospective validation
might be justified if a non-GxP system is newly
classified as a GxP system.

MR DED LT —3 AT L5, iR,
FREMEZ L > TEIEL TV D20 Ltk

N, FOZ Lo TN T—va a2 L
<THIneEwny ZEiidzabny, bR
7 —FL, BEIZ Y AT L& CEL
THIENTEDLL I T —& LIFREMHE
L, NU T — 3 > & g IR O FEL 2
RTZETHD, GPITREFEICHTEY =2

Pa—H b AT LN F—2 g UEEEL
LC&Tz, #o T, ZSDHHS /7, i
NEETFT I 2 — S X T ADTH
HIoN Y 7= 5 2 DFFRD KA 5 754 7 GxP
B EZRLT THES5 5 EICHETNETDH
B L, BEIZGxP 2R TFATIELR

Do b DI, Bl GxP >R T AT L
B XA EIE, ARG N Y 7 — 23 2 IE
LIRS ERD S,

16.3

The principles identified above for computer
systems validation should be addressed where a
retrospective validation approach has been
undertaken for a legacy system. For legacy
systems, because of their age and unique
characteristics, the system development
documentation and records appropriate for
validation may not be available. As a result the
approach taken to establish and document system
reliability and on-going assurance based on the
“build-in-quality” concept for software
development would, of necessity, be different to a
current system.

LAy — AT Mk LR R Y F— 3
YEITOOTHIUR, ERRTHLMMNI L
VEa—H AT ANYF—2 g OJFAC
SETRETHDH, HFLH— AT AT,
TNENFHEFFEDN R D720, N T —
Ta VICHIHTEZE ) I AT ARRRE S
FLEKIIATFTE R0 E Ly, £
Ay V7 M= THFEO TREOIED AR
DORERIZIEAD N2, AT LOEEME K A
A=A U TRGE T WS SCEACT AT
n—Fx, BUTV AT A LI ® b0l 72
HTHAD,

27 Compared with 10 to 20 years ago, when GxP related applications were often rudimentary and ‘standalone’, there are
now many more integrated, ‘infrastructure’ computer systems to consider, especially when regulated users are striving
to achieve ‘so-called’ paperless systems. Some specific national GxP compliance regulations, such as the US FDA’s 21
CFR Part 11: ‘Electronic Records and Electronic Signatures’ have set specific requirements in this field. For legacy
systems, firms often have to consider retrospective validation, upgrading or replacement.

TGxPBEDT 7 r—va Ly DIFEALEN, FAIT [AZ 0 R7r ] ThoT 10~20 FERETIT A
T, BERHE SN, (M7 TR T7F ] arvCa—F Y RAT ARPRYELRo>T0 5%, Ml
Boa—F—0R Tnbpd| R=R—LRAVAT AOEBZHEL T AEAIERICE ) Thd, HFE L~
® GxP WA FIDOFIZI%, FDA21 CFR Part 11:  [Electronic Records and Electronic Signatures] ZEM kL 9 12,
OB TREDEMHZED TNDLONRHH, BFHITEXIZL T, V=V AT AIZOWT, BN
VF—vay, Ty 77 L—FR, UFL—=20WFNETI DERH LARTIIER SR,

%0
BZLib124-PICS_CS_r0.docx

Bt 0E 34



PIC/S

Good Practices for Computerized Systems in Regulated “GxP” Environments

No. BZLib-124

16.4 | Nevertheless, the validation strategy would be LTz, VY=Y AT AONRNY T —3 g
consistent with the principles established for VRIS IT . DESROBEIEIANY F— g DT
classic retrospective validation where the DICHESr SNTEAIE — B LD LR 5T
assurances are established, based on compilation 575, ZOEAE T 17% F. RSF. =5 —
and formal review of the history of use, ST R RIS
maintenance, error report and change control grzg( ':'\\EE U\R% =~ hn ” i]; /T{ 7 A OLE,
system records and risk assessment of the system WNE AT L &L DORERED U A 7\‘717 A A
and its functions. These activities should be based | ~ M PEEZ T LD, ThbHEZ L E2—7 5
on documented URS’s?® . If historical datadonot | Z L IZ K VIRFEZMENL.TE L LWV LD TH
encompass the current range of operating Do ZAUD OIEENTSCE(L I 7z URSPICHE
parameters, or if there have been significant SLREXTh B, BEF—ZNHITOEH S
changes between past and current practices, then S A= RO E T A— LTRSS, X
Validation of he curent system, 1| VB E SEOT CM A5 18

R Bt ERET— 2 1 THBITY 2T AD
NY)F—a U EREMTHZLIFTER,

16.5 | The validation exercise for on-going evaluation of | L J'>r—2 X7 AL 4> T —0 2 V7T 5
legacy systems should entail inclusion of the BEDNY F e g AEREIZIE, BT X T A
systems under all the documentation, records and | ;- T3 T D YR FER S FNE D EEE T
Burvent system. For oxample.change conol, | TSNS AEFHNE CHE. f2I.

: g , 7R . — L AN ) A
audit trail(s), (where appropriate), data & system d :f/ rE “/‘p\ fy Sk L , ﬂfﬁ"f
security, additional development or modification B, 2794_57& KX T4 @f‘;’;l V7,
of software under a QMS,”* maintenance of data | OMS ‘7\—73@ 7k 7 = T DENFE M
integrity, system back up requirements, operator | 1, T —X 4272V T ¢ DFEFF, X7 A
(user) training and on-going evaluation of the DN 2T o THEpE R (22— —) A
system operations. L—=2 D RTAEHDS T

FHTH B,
16.6 | Ultimately, regulated users have to be able to IS G — 4 —1F, RN L F g~
demonstrate: ERTERITHINTZRE 20,
e  Defined requirements o EFHINTEN
e System description, or equivalent o S XTAFIWE, X/ZFEEDH D
e Verification evidence that the system has o X TADPBEIETIM I, ZITA
been qualified and accepted and that GxP A EH., 730 GeP FEL = XA E
requirements are met LU 5 REFD I

16.7 | In the absence of adequate ‘retrospective WL a1 alEE e N T
qualification or validation” evidence this could be | 5—2 5 > ) D20 BEL, L >—2
a reason to suspend, discontinue or turn-off any X TN B HEE I I KT E R I
legacy system(s). BEI A ) 725,

28

‘Experience reports’ supported by additional testing have reportedly been used to retrospectively derive a URS.

BIEMT A M &> TEATF B/ TExperience reports| % HVTIEIEIYIZ URS Z{ERR L7= 2 & BA#iE S

TWn5,

2 QMS = Quality Management System
PQMS=inHAEH T AT I

HALH E 35
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PART THREE - SYSTEM OPERATION / INSPECTION / REFERENCES
BEE - VAT LADOEMEE/BEER

17. CHANGE MANAGEMENT
17. BEEH

17.1

It is important for proper control that a
comprehensive change management system is
instituted. This may take two forms in that during
the Design phase it may only be necessary to keep
records pertaining to the project up-to-date
without formal “sign-off” approvals for all
changes. However, once the project reaches a
point where specifications are under development
and conceptual aspects have been finalised, then a
formal change control procedure should be
established which will require clear, prescriptive
and accurate documentation and records. It is
important for the responsibilities of participants in
the change control procedure to be carefully
defined.

W72 e — L &7 5 - DITiE, afEn
IREEEH AT AERIT L ENEETH
5o ZHUFTRD 2D ERY 155, &E
72— AT, Fudzs NIET AR
BT A 72010, R TOLEEITHON

T, EXRARO [EB4) 2L T (=2 b

o—L&) 179, UL, HEERMER S,
WS L~UnfEE L=, EXREF= b
n—/LFIEERE L, FfET, FHMT, Ef
RE G ERDDL LOICTRETH D,
B oy hu—/ L RRICED S EDOELICD
WTC, HERSERTDHZENHEETHD,

17.2

As discussed previously, it is appropriate for
regulated users to have a system control document
or some other record system to achieve a
documented baseline record for the description of
the computerised system. The system control
documentation should be the definitive statement
of what the system must do. The control
document should also provide a record of the User
Requirement Specifications. The change control
procedure for the computerised system “project”
should be integrated with the Master change
control procedure for the regulated user
organisation®®. The change control procedure
will need to take account of the corresponding
procedures and records used by suppliers,
integrators and other parties contracted to
support the particular system and applications.
Validated decentralised arrangements for change
control may be a feature in large complex
regulated user companies.

AR O X 51z, Bl R—F—Z X7 A
oy hr—)V3CE, IMTENOFEERY AT
LAEHEL, arEa—X by AT A&k
THEDDR—RAT A itdkaE LET D L
X, YAFLharbhe— ) XEL, VAT
AWMl LR T UL b7 0oz iIcES
TH5HLOTHDH, 2 ba—LXEITIL,
a—P—FREERORSE b EEND, 2
Ea—HXbv AT A [Fadey b OEF
2y b e—/LFNEIE, B G —
DV ALK —EFTary ha— L FIRICHAE T
XTHDHN, FHE= pz— L FNE T, &
DRTH ST Y =g DR — pF
G Je VT T oy T LS DY
FEE PRI T SEE =22 17—/ FNE 7R
GEET BLEND 5, RIRE TR HLH
MG —P—2fhTiE, AR ar br—L%
ANY T — N ST HURHITTIT 5 2 & D3R
N LitZewny,

30 It is important for regulated users to ensure that change control management is in place during all system life cycle
phases, i.e. from design and development through operation, maintenance, modification and retirement. The
arrangements should be described in the validation plans for the project. Records should be kept with the project files.

WHHIR R ==L > T, VAT LIDETATVA IV T =2—RIBWT, T2bbLRE. B¥ENLE
. h5F. BIE, VAAT AL MIEDLET, BHaL bo—VOEBREZRITL LT ENERICE
BThb, 2oV olHEITITa 2l hoORXYF—r g VEFEICER T RETH DL, ERITe s b
D77 ANE—FEIRGETRETHD,
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17.3

Common IT infrastructure features may need to
be controlled centrally by IT systems and security
management. Key roles, responsibilities and
procedures need to be clearly documented in
relevant internal and external Service Level
Agreements, (SLAs), or equivalent documents.

HEDOITA 7T AT 7 F v HEEEIL, IT
VAT L X VT o R E IS
a2 =T HERERHLNE LIV,
FEpEE B, KOFIRIE, BET 54t
Wt & D H— X L~ A EZE(SLA).
MITFEFEOCEIT L0 AR CE b T A8
Nd 5,

18. CHANGE CONTROL AND ERROR REPORT SYSTEM
18. BEar tr—n x5 —HEIL T A

18.1 The formal change control procedure should FRXAZEFa o — LFETIE, LLFORHE
outline the necessary information and records for | 4 G/ BE /o W S04k AT X ThH B,
the following areas:

e Records of details of proposed change(s) o EEINTEZEDFEMNE FDPEH &
with reasoning. SNT AR,

e System status and controls impact prior o EBRHEWBIDRTADKIE =2
to implementing change(s). hz—iL fDZEE

e Review and change authorisation o L E2—EAERERRD L (12.5 5
methods (also see 12.5). ),

e Records of change reviews and o ZRHDLE=2—EHE (KR XIZH]
sentencing (approval or rejection,). ) DEFIER

e Method of indicating ‘change ’ status o XEN IEE) ShiZlE Tl
of documentation. 2

e Method(s) of assessing the full impact of o ZHDFEZTEXAXPT B
change(s), including regression analysis W BTN U, BEREBT T S
and regression testing, as appropriate E DI EHEREBTT 7 X P &5
(EEE). (IEEE),

e [Interface of change control procedure o ZHEzpr— L FNEEEE P
with configuration management system. XTAEDL L — T 2 — X,

18.2 The procedure should accommodate any changes | Z°F =2 p 7 —/LFNEFTIE, =R 75 DFEE
that may come from enhancement of the system, WHIZFBEE (T0pt 77 x s FELE
i.e. a change to the user requirements P 1R S TNl g o o — P — B
specifications not identified at the start of the HE~DET) 2O S5 & ThS, Ei-
project. Or alternatively a change may be made in | . = . . :‘_
response to an error, deviation or problem = % /‘;_f‘ /5 7:? ﬁ/@ qb/t#/é /é;ﬁ]i - ?
identified during use of the system. The procedure L FGEIEIE TS 72 DIZ{T P S Z &
should define the circumstances and the bdo, SOFMTIE FQZEL (14> F
documentation requirements for emergency T 2 X)) FIT O NELME X DELF
changes (“hot-fixes ). Each error and the B EZHT RETHS, TXCD [ZFFEMIZ
authorised actions taken should be fully PES] T F—RONER L AR FT a2
documented. The records should be either paper | R T NE Th S, G THEN—
based or electronically filed. X LB FHINE T 7oA T
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system should not be undertaken without review
and authorisation on behalf of all stakeholders
responsible for the current user requirements. It
may be appropriate for this to be undertaken by
the system owner and QA representative. Test
scripts, determined by the project plan, q.v., (of
defined test type and extent of tests), should be
used to verify the acceptability of the software
element developed in response to a change
request. Integration testing may also be necessary

before release of the new software version’! .

18.3 | Computer systems seldom remain static in their a2 —Z AT M, BAERELEHAES
development and use. For documentation and B THUEITAZ EIRIFE AL, CE
computer system control it should be recognised BRay Pa—R AT ADaY ha—L%
that there are several areas that would initiate BEFS. UIEFES L o —d 55T
change or a review for change. These are: X R

omhY . TNHEUTFTHL,
e adeviation report; o M
e an error report; or o TT—ERE, XiT
e arequest for enhancement of the o UV a—H VAT LAOBKEHEYLIRIK
computer system; i
e hardware and software updates. o N—RKUx=T /Y7 7T DOEH

18.4 | The results of periodic reviews may be helpful, EHLE 2 —DfERIL, flAE7 e AnE
e.g. in indicating process drifts and the need for T, EERXMETHLIZ LA TRT I
change. Quality systems procedures should ensure | = 45 B¢ ¥ % 9 o BB XA FNEIC
that the changes are clearly documented and 0. T ,-)Z—i-//g L. 7oog kT
closed out after actions have been completed. The | _,°, _ o - - L o /\
change control procedure should complement and 7 iﬂ X TSI é)ﬁ;@h A Ti
link with the deviation and errors report system. So 4“% = {: H b_/i 5'2//[ / if , %ﬂ ;"?7%&75
Various GAMP 4 ‘Operation’ appendices include | L. M. ~"T = _7;% AT A LT E
guidance in these areas. TH S, GAMP 4 15757521 D fif i3

IOperation 12 = DEEIED A 572 R 7378
ERTVS.

18.5 | The supplier of the sofiware should have its own TN TDY T IE, HREbDE
change control system in place and there should FHa2 fa— I R TFAZEHNTERETH
be clear and agreed procedures covering the . ST FDOEF T h2—I XA
interrelationship of the suppliers and users b2 DEF 2 2 XA DI
change control system. Where changes are made - . Az .
then the modifications of software should be Eﬁ% TP ?7‘17/\ j;é @?ﬁﬁ/éjﬁ)oi & éni'f//ﬁ
undertaken following formal QMS documentation, PR TD S, :“)Eg DIATPAIE 5, B LEF 72
records and procedural requirements. OMS DX Z - 7ltk~FNDZ FIZ >~

FO = TOBIEZE T NE Th D,
18.6 | Any changes to the validated computerised N)F—hrEhlara—2{by AT LD

ERiE, BITO2—Y —F I E T2 o2
TDOARAT—IHRINVE—DREFICLD LV E2—
EAERAR LIZEEME T N & TlIevn, Zhidy
AT DA —F— L O QANREMNE T S Z &
DG THAD, (7R PDOFEHE L FolH z il
T B) Tz fFHETED SR TR
rZ2 Y7 P RWT, BRI IS X B
FREINTZY 7 b =T HERPZT AIUATEED
ML R&ETH D, FHlLi T p Dz ToN—
TauEl—XTBENHG T R PP
12385055353,

31 It may be necessary to regard proposed changes to infrastructure as a special case and define a set of stakeholders.
WA TITANT I F I LARRENTCER 2Rk — AL R L, AT =7 AN F—2JNED D T &
MLEEIRDGENH D,
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19. SYSTEM SECURITY, INCLUDING BACK-UP
19. N7 v T8y ATLDEX2) T4

should assure that the following basic
requirements are satisfied:

o Access rights for all operators are clearly
defined and controlled, including
physical and logical access.

e Basic rules exist and are documented to
ensure security related to personal
passwords or pass cards and related
system/data security requirements are not
reduced or negated.

e Correct authority and responsibilities are
assigned to the correct organisational
level.

19.1 | The security of the system and security of the data | > AT LD EF 2V T 1 T —XDEX=2 D
is very important and the procedures and records | 5 ¢ |ZIEFICEETHY . LT AT
pertaining to these aspects should be based on the | jig . HEIR S o —F—o IT 58T
IT policies of the regulated user and in %O CRETHY . HoRET 2
conformance with the relevant regulatory A S X N . )
requirements. The use of a computerised system b i—a— & f BB, PO L :ac G:’E‘;qﬁ <
does not reduce the requirements that would be no7—4 j < ke FA}‘ v ‘IE F2 VT 4OR
expected for a manual system of data control and | fFiE, T Ea—2 Ly AT A& LIz L
security. ‘System owner’s’ responsibilities will LTHER SN D DT TiERy, [2AT7 A
include the management of access to their systems | 4 —7—| OE(LIZIL, VAT LT 7 AE
and for important systems the controls will be HREFENLTBY, BEAL AT LD
implemented through an Information Security O— LR X 2 U T RS 2T A
Management System (ISMS). (ISMS) 12 £ 0 EIESNDHTHS .

19.2 | Itis very important for the regulated user to B Ge 2 — 3 — 3 X T AT X T
maintain the procedures and records related to B FMNE - FosR & HEFFE G5 = b (1T
the access to the system(s). There should be BCHB, S RATFADEF= T o RO
clearly defined responsibilities for system security TR 2 I NE T 5. it
management, sqzta.blefor both small and complex IS % 7 A HEME L s R A b FT
systems, including: N . N

TEoLombnt L, LTaEe,

e The implementation of the security o  TF = VT HIEDEN HEIRTE#E
strategy and delegation

e  The management and assignment of o JFHEDEPLEHY
privileges

e Levels of access for users o Z—WF—DT I EIL~NJIL

e Levels of access for infrastructure o [TIFRPIFIF¥ (AT
(firewall, backup, re-booter, etc.). Dg—Jb, N T 7 Y TS—&

F) DT X LA
19.3 | The examination of the procedures and records FNG - GERE F o 7 L, L DOEKEE g3

WIS ZE TR NE TDH D,

o IRIFEDLEDT It XFED, WEEH
Jb DG PERG L0 7 2 & R 3 50 THIRE
ICEHZESIN, 2> =& TL
50

o HAN—IPFEHEL, XEHZHT
B, IADNR T — FX[FNX
= FDotF=2 V7, RO XT
LT =D F =2 Y T BEED,
FES 220 TR W RITHEZNIZ X T
WRNE & EEEIZT S,

o IELUVVHEREZIFIIE LU #E L~
JHZEID 2T TS,
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e  Procedures are in place to ensure that
identification code and password
issuance are periodically checked,
recalled or revised.

e Loss management procedures exist to
electronically invalidate lost, stolen or
potentially compromised passwords. The
system should be capable of enforcing
regular changes of passwords. Precise
change rates to be justified within the
ISMS.

e Procedures identify prohibited
passwords.

o An audit log of breaches of password
security should be kept and measures
should be in place to address breaches of
password security.

o  The system should enforce revoking of
access after a specified number of
unsuccessful logon attempts.

o Measures are needed to ensure the
validated recovery of original
information and data following back up,
media transfer, transcription, archiving,
or system failure.

o Attempted breaches of security
safeguards should be recorded and
investigated.

o Some equipment, such as standalone
computerised systems and dedicated
operator equipment interfaces and
instruments may lack logical (password
etc.) capabilities. These should be listed,
Justified and subjected to other
procedural controls.

o D Z— NENID— NDOFEITEIER
HIE F = > 2 N 7] & HEE
(ZTT 9 720D FMEDFE R S 41 TLo
50

o WMAKIALED, HKEIHLZD, IGHH
BT o JENR T — N a3
HIZHEZNIE T3 #p KB BEFNE D 17TE
TS, INR DT — NDEBIF) B &
SRTAICL o THFITEEL 51
I RETHS, BHERETHE DR
2P, ISMS T3,

o XN T — NIE FNEIZ L
D IFET B,

o NIXU—PNEFa2 T iZRKDEE
72 ZYIRIFL, NA DT — NeFa2 Y
T BN TS K& T SN
FTHS3,

o HEIFFE R TG DEAIC
R LA SR TAPN T L R
Bl & i) 7N & TH S,

o NI T PEANDEE, fE
il T4 T KIL R T A EED
BT, AU T NDFHR ST 5D
(N F—=FE ) YN S
FNZTBL DR HFPLETH B,

o TF2UTt—TH— NICHTS
ERDFAANTFIER L, BT NE T
b3,

o XFZLPNTriDIE 2 —H L
R TA, BB DL L 7
AL, (NR T — NED) an PEERE
B TOBHEPH S5, Zib
1V X MEL, GPERIRPEH &7
L, FMHIZLS 2 h2—I 57T
NEXTH S,

19.4

It should be realised that when absolutely
necessary Inspectorates of the national competent
authorities may need to be able to access a firm’s
encrypted GxP data. In such circumstances, either
keys for decryption would need to be made
readily available to the Inspectors working for the
competent authorities, or decryption would have
to take place under the inspector’s supervision.

EOLTHMEL o2 5A, FEOEBERE
X, St SN GxP T —HIZT 7 &
ATHMLENDDLZ L E TNV, 29
L7RIL T, YRAEZEEICE S bod 2 f2it
THM, NIIEEEN R CWLEICTE ST
HVLEND D,
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19.5 | The validated back-up procedure including F—=BA T TVT 41X, AN TF—= IR
storage facilities and media should assure data N 2 T FFME R ER B OVMEER 2o
integrity. The frequency of back up is dependent TORHEET) ICLVRITETREXTH S,
on the computer system functions and the risk Nyl T FHEE. 9y Ea—& 25 A
assessment of a loss of data. In order to guarantee Py A . -
the availability of stored data, back-up copies %%H'ﬁ‘\k Z: ZHREKD Y 27 03 TEARA L RZ
should be made of such data that are required to & P RET Do IR ﬁ Sner H 7 @DEUEH (£
re-construct all GxP-relevant documentation RAEST D70, Ny 7T vy 7aer—id, &
(including audit trail records). TO GxP BEE R (BEAREB OFLERE ETe)

R T L OICNE L INDT 21D
W T ~ETh D,

19.6 | There should be written procedures for recovery VAT ANKE LT E XIS X TAE T N
of the system following a breakdown; these JFBEODKENSIEFNEEHET B X
procedures should include documentation and Thb, ZOFIMEICIT. GxP EHROEU &
record requirements to assure retrieval and ; e i By P
maintenance of GxP information. The %g%gg e 7;;;/,‘);2 é%;ﬁﬁO)%{i z Zi;_
examination of the procedures and records should . SR (’;,g'/ = S ’
assure that the following basic back up and _@/\ 227> f); ,:‘@/Hﬂ)%ﬂ%ﬂﬁ e i
disaster recovery requirements are satisfied: e dZ & E ST NE TH S,

e There should be procedures to assure o TF—HE FEERSBT—XIEGIT
routine back-up of data to a safe storage DB B T S AT T
location, adequately separated from the GxP F— 4D U X 2 40 prlZ <M
primary storage location, and at a JEC. [N 2 T TG
frequency based on an analysis of risk to i) .

CxP data. & ?ﬁ%’i@“A TS FMAEIT 57 T0
SUEDD S,

e  The back-up procedure including storage o IEMIMER S G L TN
facilities and media used should assure T TFNHZL Y, T T
data integrity. There should be a log of UF o BRAFTRETHS, N r
backed up data with references to the F o P H D2 P RFETRE T
media used for storage. Media used o - .
should be documented and justified for 4 C lj 7“/L (HREIIEN L IER 1 E
reliability. Wl 9 & Th S, (7T SHMNEIE

XEE L, TDIFHEIEIZO0 TR
GITNETH D,

o All GxP related data, including audit o PATDGxP T —5 (E&abls

trails should be backed-up. =) DNy I T L FZRET
@ 50

e Procedure for regular testing, including a o NI Tl HETEIHFNEIZA] T
test plan, for back up and disaster BEH 7 X FDOFNE (7 X FFtEjE
recovery procedures should be in place. 27p) BHUISZNETH S,

e A log of back up testing including date of o NI T wITFXpDORZ (FX P
testing and results should be kept. A EWH EAEE 2 Zdr) #RETNE
record of rectification of any errors ThB, TF—FF IELEFRS T
should be kept. NCREFFTRE TS

19.7 | The physical security of the system should also be | FFrR] D72\ T 7 A, HEEEIC L A8E XX
adequate to minimise the possibility of = L ABE,. T X LD RREM: A K/
unauthorised access, wilful or accidental damage | -4 2 2 7- 95 |213. o 2 F LD YEHG+
by personnel or loss of data. Fou U F LR LD LT RETH D,
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20. DATA CHANGES - AUDIT TRAIL/CRITICAL DATA ENTRY

20, T—H¥EF - BEEFH/EBEET—FZDAT

the audit trail to be deducible from and in

such systems.

20.1 | Where applicable, the audit trail for the data
integrity may need to include functions such as
authorised user, creations, links, embedded
comments, deletions, modifications/corrections,
authorities, privileges, time and date, inter-alia.
All linked components are to be immutably*’
linked in an IT system security controlled audit
trail. All original data records and masters and
any subsequent alterations, additions, deletions or
modifications are to be retained accurately and
comprehensively within the retrievable audit trail.
The nature and context of transactions logged in

agreement with, the firm’s approved Standard
Operating Procedures for information security
management for the particular computerised
applications and user’s authorities®. Firms will
need clearly documented policies, standard
operating procedures, validation reports and
training records covering such system controls.
Information Security Management standards such
as ISO/IEC 17799:2000°! may be of assistance
with the design, implementation and control of

TR AT T VT 4 DO T DA
REBS S BRI E . (BEE T o 72) FFAr &
Nl —H— AEpk, Vo, HbiAHa X
v b, HIBR, BIERTIE, HEBR, FrE, B
RS DOREZ G0N ERH D, 2 TDY >
IR =R M IT S R T ADE
Fa2 7z ha—sFIZH S EBEAPN
TKFEHNZ P V> 2 XSS RETH S, £TD
TV T NDT =K GRS~ R —, K NE
DEDERE, EU, HIER, EIEIL, B ATRE
TR BB R I IE 9> (fT B (R T~ &
ThHS, FDLoppF¥ a8 &
DI 5 R BHE TEB N G55 23, =
2 =BT =g b — P —
BRICEST & R Sie) I[ERtF= U7 1
BPISOP )68 EZH L, THEFIELRL
L oIZd S8, KT, ook X7
LT 2 G N5 IS X X
= TER SOP, NYTF—2og CEREZ b
L—= 2 TR R B T 5 D,

ISO/IEC 17799:2000% ZED gt + = V7 ¢
EPIDHE IS, = 5 LS R T ADRG %
B S N2 — IO TH S D,

20.2 | Where applicable, there should be special

procedures for critical data entry requiring a
second check, for example the data entry and
check for a manufacturing formula or the keying
in of laboratory data and results from paper

PN LT, A NVF =y 7528 RT 5 L
IR HE T — 5 DA T D= 8D DIFER 72 Tl
HETRETHD, Flzix, ®EHECEY
HT—=HDANITRTF =7 XITEDFLHR
BDOTRT N T —EMERO XA T N1
WD P, FalEhi=2 NHDOEN, 4.
ID., HEfZ kL, F—FR—FnhH07—#
ANEBIHLTH L, g AP —0
X210) 7R TV MNE
VRSB S, T — X R EBEIUET 5 H

32 Penguin English Dictionary: ‘Immutable [imewtab’l] adj unchangeable; without variation - immutably adv.

32 Penguin English Dictionary ® Immutable ®EF 2L BEb L0, RED)

33 The systematic contextual ‘labelling’ of transactions in the electronic audit trail log is recommended as it can have
automated functional feedback control links with security validation features.

BEFERG e 712X, T v a VoERRNZ, a TR A NMISUTE TRV T BTl
AR S, 2T, BF 2 DT AN T =g URREL O, BEIZREEERY Y 4 — RNy 7 2 ba—b

Uo7 afoledTho,

34 Information Technology - - “Code of practice for information security management” BSI/DISC and national
standards bodies. Other guidance will be found in the guidelines supporting FDA’s 21 CFR Part 11.
3* Information Technology - - “Code of practice for information security management” BSI/DISC and national

standards bodies. FDA ® 21 CFR Part 11 2% R —rTD5H A RTA4 N HLZDMMD T A X ANRGEHE I T

W,
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records®. A second authorised person with
logged name and identification, with time and
date, may verify data entry via the keyboard. For
other automated systems featuring direct data
capture linked to other databases and intelligent
peripherals then the second check may be part of
validated system functionality (e.g. in a
dispensary). Special access, system control
features and/or special devices such as
identification code bars, and the inclusion and use
of an audit trail to capture the diversity of changes
possibly impacting the data may facilitate this
check.

L AT AT, 22O0HOF = v 713"
F— hENTZT AT LHERED —EBICHHAIA E
NHETHAH, ZOLHI T = v 7 ZA[HEIC
T25HDI2IE, ID 2 — RA—ZDRRI7 T
JRA, VAT AT ha— U BERER Y (X
) Rk T A A, ST —F T By
FFE LTS Db & 1028 B % GRek 9 5 B A R
BEOHEA/FHNSD 5,

data/control/monitoring interface(s) between the
system and equipment ensure correct input and
output transmission.

20.3 | The records pertaining to the audit trail events EEBFEB) (DR E2D) A XV NCfT S
should be documented, ideally as features of the AT, AR, AL —TF s VR
operating system, database management system F A, T AR REE L AT A (DBMS) .
(D(]?M}?), dogument;naqagem;pt syls.telin (gDDi[lS) TR 2 F A (DMS) . o> EET 7Y
and other major applications. Time-linked audit <. i % on
trail records should be available, if required, in a T Vf /(@%HE & Lf%%ﬂ:j—:% TH N
human readable form as required by the Do WANZHHT T O V7 BRI Eaﬁ%: 2
inspector’®. GxP Inspectors may see evidence for FRFIZ, EEEFORDITSC T, AMNTILe
different forms of audit trail depending on the ZENTELRATRMETE D L) ITT &
regulations prevailing in the intended regulated T DS, GxP BEE 1T (Fih K137 — %703
markets for the products or data. KR E 7B T DB U7 4 7k

D) BEBABI DG 5 S Z L P TE S,

20.4 | Itis expected that appropriate controls will exist | GxP & ik M OB TEL EZFHT A9
such as the maintenance of a register of’ o, FriShrzz—W—, ID =2— N, FAa
authorised users, identification codes, scope of KRS T S5 P DEED B K T A
authorised actions, in support of GxP electronic DTy ha— LA B T b SIS
records and electronic signatures. g

ns,
20.5 | There should be records of checks that the AT ANEMEOMOT—Z /a2 fa—)L

SERICET A2 v A —T 2 — R TBW T,
ELWANE ORIk snz2 L
D Fx 2GR T RETH D,

33 This is an established compliance requirement in the GMP discipline.

3 2. GMP OEL L TS ENT-HWEEMTH D,

36 It should be noted that for the USA market it may be a requirement in for audit trails to be available in electronic
form, not just paper, but the implementation and enforcement of compliance with 21 CFR Part 11 is under review by
FDA in 2003, (see Ref. 11).

SOREMS AT O5A.

ARSI IR ST CTRh<EFERNTHET 2 Z LR EFD X 9 THH A, 21 CFR

Part 11 ~Di#& DFH & FATICOWTIX, 2003 4£HF,5 T FDA IZRBFIT TH S (BEEE 11 25M) Z LI
BB X7,

Bt 0E 43
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21. ELECTRONIC RECORDS AND ELECTRONIC SIGNATURES
21. BB ETEA

GMP Guide are in Chapter 4 and there is no
requirement here that documents be in writing.
Indeed in paragraph 4.9 the section amplifies
Article 9.2 (see above). It references electronic
data processing (EDP) systems and implies a
number of good practice measures that should be
in place to protect the data:

e access by authorised personnel only

e use of passwords

e creation of backup copies

¢ independent checking of critical data

e safe storage of data for the required time

Such systems also require evidence to
demonstrate:

e (fundamental) the use of validated, secure
computerised systems

e the systematic use of an accurate, secure,
audit trail, (where appropriate)

21.1 | EC Directive 91/356 sets out the legal EC Directive 91/356 (2% EU GMP Dk 2
requirements for EU GMP. The GMP obligations | J3R X3, CUVN 5, 20D GMP 121, SCEV R
include a requirement to maintain a system of FABHEET 2 T L NEBT ATV S
docu.mentation, (Artigle 9)*’. The main (Article 9) 3. ZDE7 HELT. HEIxE
requirements here being that the regulated user R KT NESY T b L. B
has validated the system by proving that the . e . P
system is able to store the data for the required NWOHMT — X ZRE T&, T —F D3k
time, that the data is made readily available in DHLBANTHHOTHRHAETHY . K
legible form and that the data is protected against | XIXEENOT — X 2T HZ L TH D,
loss or damage.

21.2 | The guidelines relating to documentation in the GMP Guide D LEICEEET AT A 54 1%

Chapter 4 |[Zf#, SN TH Y . CENKTRIUT
UL B2 D BT e, B, 2o
4.9 IHTlE, Article9.2 (LFE&H) Zifd
LTCWb, £ZTlE, BT — X0
(EDP) ¥ AT AZHOWTIHRR5NTEY .,
T D XD 77 — 2 RED T DI E g R
BEL DTy RTTF70T 4 AD IR ERLT
W5,

o HFAISNIEEEORIZELDT V7 EA

o NRNRAU— KD
o Ny IUT v ar—ofERk
o FHIAT—H DML LT [(ARALS
D) Fxvl
o FRINIZHMIZBIT LT —HX DR
7R RN
ZH LIV AT AT, LN &R REILL &4
B\ B,

. (LR EE:) NY F— h a2
glpa v a—H b AT A0

o (EHUIRGE) IEHE, ZELEARE
BR DR 72 4

37 The main requirements in Article 9.1 are that documents are clear, legible and up to date, that the system of
documentation makes it possible to trace the history of manufacture (and testing) of each batch and that the records are
retained for the required time. Article 9.2 envisages that this documentation may be electronic, photographic or in the
form of another data processing system, rather than written.
7 Atticle 9.1 O T/ BT, STHEDWIRE,CHIFEATRE T TH Y . LEV AT ALY Fy FOE
(LT A M) ORBEMBHAGETHY , LEHMGTERLZRFET L0 D TH D, Article 9.2 1%, (HF
MFEHZ LW L0IL, EF8. TEOFIH, XIhoT7 —Z WX THDH Z L2 MEL TV 5,
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choice as to whether to use electronic records or
electronic signatures instead of paper based
records. When regulated users elect to use
electronic records for GxP applications then it
will be necessary for the companies to identify the
particular regulations being applied and whether
they are to be considered legally binding and
equivalent to their paper-based counterparts.
Regulations applicable to particular GxP
disciplines may impose specific rules e.g. when
electronic records and electronic signatures are
used as a primary source of data, records and/or
evidence.

1t is for the regulated user to explain and justify
the technologies and controls in place.

An appropriate form of Electronic signature® or
authentication / identification” should be applied
where

21.3 | The central consideration here as in Directive Directive 91/356 IZH 5 L D12, ZZTEILH
91/356, is that records are accurately made and BT 52 L. FAREIERICIEE L, 8%,
protected against loss or damage or unauthorised P FEE DLW RHET S = Th
alteration so that there is a clear and accurate Y. BRSO BB XD, WO
audit trail throughout the manufacturing process ) A= it ) s iy s
available to the licensing authority for the l?[%’&‘ ﬂfﬁﬁfgﬁé}éﬁ (CEHFERTE S L
appropriate time. INETSZETHD,

21.4 | The situation for an authorised wholesale B SNIHFREEICHOWT Y, A IRGE
distributor is similar for records covering DL EEL I N—FT 53048 (K, 2B a—
purchases/sales invoices, (on paper or on % b I FoMoER) I SR
computer, or any other form>®). The requirements BECdh % B, S04k 5 2 B REC & 1
for records are clear: “Records should be made... N !
in such a way that all significant activities or ﬁgfi/jf COBLLFBKITA > P70
events are traceable... and are clear and readily ‘%75 REINAFH SIS NG TDHS <
available”. T, HETH O, 22207 ICEIETE S L

5K¢N%fﬁéoj

21.5 | Regulated user companies generally have a —IRENZ I Rz — S — 2121, A~ —

X DFEROICERE | TEFildt EFEF &
1/ TS B DH 5, BB — =7
GxP 77U &r—3 g A Fal#r# /75
= & IR LB, B S S & EE
L. EBTiltRPERIR ) DB S b D EE X
HABNE DD E L THN—XDgltrkE A
BETHINE I, W ECT SLERD
So GXP ZMEFIZ o TITHIH I H5 5172 8 H 7
L THSHEEDRD S, Pzt GFiltkd
BrELE, T GRS GO 7T A~
Y= ELTHNSHETH S,
TS5 E = Fr—Fa L, 222
MEEFRTZ LIz — = DEETH
Do

LU DHEIZ, EFES Y XIZ8G0E el
DL R IECF T RE Th S,

38 The relevant EC directive being 92/25, Article 6(¢), as amplified in the GDP guidelines (94/C 63/03). Article 8 of
92/25 requires that the documentation system makes it possible to trace the distribution path for every product.

”%@ﬁémmmmwwaimmwa@immﬁ4F?%ycwcamafﬁﬁénfwéoHmmmw
92/25 @ Article 8 1, LEVAT ALY EREOFERR OBHZ FTREICT 5 2 L2 ZRL TV D

3 It has been proposed via industry comments that a signature should be unique to the owner of that signature but not
necessarily unique to the system. It has also been argued that it may be desirable to issue and maintain only one
signature across a multitude of systems. Regulated users may need to explain and justify such arrangements, controls
and logic.

PERDOOAAL RT, BAFEOFAEICH LEATHL SN, LT LLYAT A LTEAT
BHMEITRNWERBIN TV, o, BHU AT LR LBAZOEDIEITRITL, #FFT 52 L nE
FLVEWIFEmb Do, HEDTREI—Y =T, ZIHOVoHE, arte—n, ROmEZHAL, %
U2 RS BN D D,

40 The regulated user is expected to justify the choice of methods to be used to ensure compliance with regulations and
GxP, (see glossary ‘Advanced Electronic Signature’, ‘Electronic Signature (3)’ etc.

ORGSR — =13, BHL O GxPIZHEFRITHE ST 572012, EHT 2 HAOBRBZY ThoZl L %
REZERHfFEN D, (HFEED THERE %%@LT*%%%mjééﬂ%)
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e external access can be made to a o GxParta—HZ LI AT LTINS
computerised GxP system MHLT VB ARRETH D,

e the system electronically generates GxP o  TRAT LANE T GxP B3 GEd
regulatory records, or BEAERTSH. T

e key decisions and actions are able to be o FTBEAALH—Txz—A%I L, FE
undertaken through an electronic MRERST Vv a v EETE D,
interface.

21.6 | Generally there is no requirement for records and | —#%HJIZ1EL GxP D72 DIZIER & H, #HEFFS L
documents created and maintained, as part of DEEE/ CEN, [FEX ) TR
(?Pmmemmg“mmﬁMﬁﬁfwm SR E WD B A L N)%~}§h
ol provisions 0 he contary this wilarguably | 1=, KERET /Y 3L BROEND, =
extend to “electronic signatures”. Certainly, @) Sl Fﬂ%ﬁ ETORBLRNZ LD,
where regulated users have elected to use BEH< HEFEA) 1T é':c ii é\ vz
electronic records in place of paper-based LTHA9, Hikxt %1““9‘“‘73‘%&&“‘} D
media, then it can be argued, (from the forgoing | BAD KD YV ICEF-FED A %i@iﬁ L7-%
requirements) that for accurate, authorised, secure | &, FHE7, nl]iT Nz, &2 E0ERS
electronic record systems these systems would 2T DI, R IR & [/( AT A
log.ilczgly r.eql'lire an attacﬁed imdmztable c;ulc{itk' BT S, 77@& s (HEEE L. 1L
raleniing b, ine e 0NN | e 3y 790 it

' ’ [ A TR B Bk
systems may utilise a combination of human 715413) m%ﬂf/f“ﬂf?ﬁ\ﬂ =T 8%) 2 { (Hliﬂ;@
actions together with other automated functions ESARALY l‘:x- Lo L2 Z/‘A . Z_A e
and a variety of media for GxP data processing, Tl GxP 7 —5 DIFE - GE#R G DI &
records and information. Such systems may be 12, NICLB T2 a8, HEIEBEERE
described as ‘hybrid’ and in such cases FEPLIR & Ao TEHTE6D6 65,
a’.ocumented procedural ?ontrols with recorded S IOLESRTAIE g Y N E R
llnk;, by refei}encehand Zgnatbfli’es may have to be B, ZDE 5 LABANTIT. R 1N — X
vl 8 mistre of paper based reeord® and | 2% LA RS
electronic files. ox A /- i Bl &0/ o7 _

W, BHEEFIZL DO &GRS S LD
. XEE X FMNERG = > b —b &N
LRIRIER 5RO THS 3,

21.7 | Whilst EC Directive 2001/83* requires a EC Directive 2001/83% [Z/X > F28 U U — A D
Qualified Person to “certify” in a ‘register’ that WBESA ZN - LTS 2 & A& Qualified
batches for releeflse meet thg requ}ilred conldition We | person 7% 30 4afH J BT TREE] 5 -
r s oy pofion it UL | R L LG 5, OISV

S0 = N =] - P
handwritten certifying signature. Validated and LR, RO “f,m‘“ GRS 0)% s ?‘% = H,E( &
secure electronic data processing systems may ECE iﬁ é‘ eH7R0, fEo E oLk
therefore be used in this context. K TIE, NV TF—h& ﬂf:\ LRI

?~&m@yx?A%ﬁﬁbf%;mo

! In this context ‘writing’ meaning ‘written by hand and/or signed by hand’ on paper media.

HZZT,

2 Including printouts from computerised systems.
R arvBa—F L AT ML DHITEE T,
43 Superseding 75/319 Atticle 22 following codification.

B e k%, 75/319 Article 22

o TRb 2,

Pwriting] TR TREE S KO (X

13) FEEXBLINE] OBEWRTH D,

% B
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compliance in the use of electronic signatures
include that:

o Documentary evidence of compliance
exists for all aspects of infrastructure,
system and specific application.

4 See previous Section (°20.1°).
HETOE (1201 3 &S,

21.8 | The key aspects of infrastructure, system and b= B INS ST TR T
specific application to be controlled and managed | 4~ 2574~ 7 71 br—2 g 2D FHL
are: Wi & LTI,

e the authorised user log-on for a specific o FH ISz =TT —
application g NI T8,

e aunique combination of user ID and o Z2——ID Lt NXT— D2 =—2
password called for by the computerised RGP B2 — S X
system and linked to the user s authorised FAEEDFRS ., Fh (7
account for the use of a specific U br— g DS F A S A0)
application AP P Y MY 2 X

o,
e permitted task functionality for that user o YFm— It (ZFFR I H R
FE,

e the system to have defined time zone(s) o S RTAIEHFINES AL —2
and date standard referencing with E A DHEIEZFFH, 5972 P
relative transaction linking, (complex G g DRI PR
systems may span several time zones) B, (HMS s X7 A TITHESRD 5

A =ANEFEPSEZ ERHS,)

o the audit trail” o EGFBFY

e other physical and logical system o MDYYPEI K i PE97% > X 7 Al
information security infrastructure HEeF2 YT s DA T TSNS
control features. F =22 h L ERE,

21.9 | Issues to consider when assessing GxP PLFITETFEAZ AT DRI GxP @ e %

TEAA L NTHBICRFTTREHETH
éo
o S TTRITIFy T RTAS
T r— g DT DB O
Tl 537 GF L ZE P 1 E 75
2,
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o Where risk assessment concludes that the
use of a digital signature may be
necessary (e.g. Certification to a third
party or in GCP field data collection and
transmission) that adequate security
measures exist to protect the key to a
digital signature. The level of security
that is appropriate depends on the
sensitivity of the transaction and the
possible impact of the unauthorised use
of the key. Public Key Infrastructure
(PKI) may be appropriate where risk
assessment indicates that a high level of
security is required.

o A register of entities that are authorised is
being maintained.

e There are procedures that ensure that
entities authorised to use electronic
signatures are aware of their
responsibilities for actions initiated under
their electronic signatures.

e Personnel administering the systems have
appropriate security clearances, training,
skills and knowledge.

e  Procedures are in place to record the
printed name, or ‘identity’ , of the
signer, the date and time when the
signature was executed and the meaning
associated with the signature.

e  Procedures exist to try to detect the
unauthorised use of an electronic
signature or compromised ID password
combinations.

o URXRITERXPMZILY, (BIZIE
=2 X/TGCP D7 ¢ —s FF—
L DIRLE P (5875 T 5 (RAFD /= &
) FEHNEE DRI TH
B Ligafi =585, T8
EH DO T (RFET SHGREF =Y
T RPN 50T B0, VB
X2 VT4 LV, T W
7 va v OEEWEROFFA 72 #Hx
FHTA2Z LTIV LT3N E
BIZL-oTRED, VAT EAR
Y hNORER, BEREX2Y T 4N
WV THDH I ENREINTEZSGE, A
BREEZNEE AL (PKY) (OFIM] 23

gITcH s,
o WA SN EL HOBERENNERF &
LTS D,

o BIBAHZMEHTIHWEZLEZON
HEIZXH LT, BODOETFBELDD
B LT=T 7 v a Tt D EE
EREFICERER ST D X O 7 FHEER
FHNTWD D,

o VAT LAEEHTLEEN, #HLLR
tF2 YT 2 VT TR, P L—
= ERE, X F, Mk A L
W20,

o BAEOTETHA L TID). F4 )
mMENTZAREREZ, ROELDOFE
Bk Rldk 9™ 5 P E T TN D
7%

o RA[ENTWRWETEL DR,
XIFfEFab L7z ID,/ /XA T — RO
HrEbLEORM LR T 27200 F
NERFE T BTN B D,

21.10

Issues to consider where electronic records are
used to retain GxP data:

e Documentary evidence of compliance
exists

e Archiving procedures are provided and
records of use exist

e  Procedures exist to ensure accuracy,
reliability and consistency in accordance
with the validation exercise reported for
the electronic record system

LUT1Z GxP 7 — % & (RIFT S AR TEFilhk
EE T SEN A TN EREETH S,

o i EI T A EIHI AT D D%

o T TFIHRFET B, AL
TZRRERDMFAE L TV D D%

o EIRMRIVAT LONY T =3
(CRY . IEREVE EHENE A
RIS L. MET D FMPRITEH
T35y
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e  System controls and detection measures
(supported by procedures) exist to enable
the identification, quarantining and
reporting of invalid or altered records

e Procedures exist to enable the retrieval of
records throughout the retention period

o  The ability exists to generate accurate and
complete copies of records in both human
readable and electronic form

e Access to records is limited to authorised
individuals

o Secure, computer-generated, time-
stamped audit trails to independently
record GxP related actions following
access to the system are used™”.

o MEANIpfiER, MITETE I 7ol
Ze, il REE mE T DT
AT h2—I PR DT
(FNEZNZ L 0 BfF 1T 5408) 2377
FET 377,

o RFHIH TP ORLEO I 2 AIREIC S
% FHMEDZT 55T B 7%

o EMTHREAREGDIE—E, AR
MT 2 L NTE B L B
DR T, AT LA TES
7,

o FEE~DOT VAN, TR EXNT-E
MNITHIRE STV D D,

o I XTA~DT I EIHFIZ, GxP Y
DT 2 g8 (HRIEFEIL) Wir
SUTCFIRT S, 22 E2—5I2)
DAEKIING, ZEREAARL
TN DB AR E I T B700%,

provision for external access*:

e The system has a method of ensuring that
external access and inputs come only
from authorised clients and that they
come in the correct format, for example
as encrypted, digitally signed mail or data
packets. A mechanism must exist to
quarantine external inputs where security
conditions are not met. The information
security management arrangements need
to cover the quarantine, notification and
the final sentencing of such inputs.

21.11 | Procedures exist to ensure that change-control EHEay br—EWET GBI MEEHI
and revision (additions, modifications, deletions) | (&) » T W7 o g v AERIRNCHEEIC
transactions are documented in the audit trail. S8kt D FMERRIT 5 TS,

21.12 | Issues to consider when the GxP system has a LULTIEGXP = X T APHELE T 2 R e fe 7

BHLIMA T ERETH B,

o HNEHMNLDT IEARLAIIN, FH
AL TA T S DERITE
v, IELO 74—~ b (B2 I3
BlbENn, TUXNEBL SN A—
NXNET—H")ry h) ThHhbHIE
ERERICT DR D FRN VAT A
> TWD, tF=2 V75
PEDS 7 SF 500 B AN 700 6 D
AT N ERET S X = XA F
BATRVTIUL 2 67200, FlEx =
VT ¢ BHIRHIT, 29 LieA v
7y N ONEEE R AR IE &
N—FT HVNERNH D,

45 A database management system (DBMS) will have this included as an optional feature, but for other systems it may
be necessary to ensure that it is an added function. Regulated users will then need to ensure that it is left ‘switched’ on.
BT =B R ZEP AT 5 (DBMS) IZ1E, A7 v a UHRRE L CZOBRENLEM SN TV D0 s Lt
B MDT AT L TIEE D Vo HERABIM SN TN D Z L Z2MERICT 2UEND 20 LvZav, Mk
BLa—P—XZDOWREN [RA v TFF ] SNTWDLZEEMRIITINEND D,

46 Sometimes referred to as ‘open’ systems

W IF—=Tv] VAT LHEMHIND Z DD D,

% B 49
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e  Mechanisms are in place to ensure that all
external access can be tracked. Each
element of the processing stage should
incorporate logging and monitoring
facilities. However, inspectors may
expect to see less onerous tracking for

‘read only’_access to a suitably
secure and protected system.

o The capacity should exist to keep copies
of data and to re-send them from one
stage to another if they get ‘lost” or
corrupted at a later stage of processing.

o BTOINET 7 & A EMEIITEHT
DXV T AN =R LN BD
M, PR 7 — DX IE, 2
Fo b B DOFERE 7 M A IA T, L
DL, +RHCELTRES ISR
TAND [FEHRY BN T2 'R
T, BEEIH. LYV AE#HADSD
RV BB GIEEHRFFT S0 6 LALR

vy

o T—HDIE—FRIFL, BHEED
R T TT— 8 TRy LD
BENED LEBEIE, EDT—5D
ZE—FHETESL IZR> T
570

21.13

Additional security arrangements and controls
will be needed for GxP computerised systems
which electronically generate regulatory records,
allow external access, or enable key decisions and
actions to be undertaken through electronic
interfaces. These requirements are being
determined largely by international initiatives to
establish electronic commerce*’. However, where
firms are interfacing such open system (external
access) functionality, in whole or in part, with
their GxP systems, then the security, control and
validation information will need to be documented
and available to GxP inspectors.

HHIH B2 DGR 7 B FHN ALk T 5, SHT
ZERERD TS, KILHEGD 5 = Z 008
JEXRT 2 a o mE TS S P TE S GxP
I 2 —Z S X T AT FBNDEF 2 Y
T T N2 — L B 5, D
£ ERE, EICE RG] Y 2T D
EEA =3 T F k> THRD LA TN

Lo L, 2o LA —T v AT A (Ut
W7 7 R) BEREO IR T —E% GxP v A
TAEER L TWAIGRIE, tF=2 V77,

T ha—sb, RN 7 —2 g Agile X
ZHE L, GxP BEFICIZHETE S L 51275
BERH 5,

47 Including 21 CFR Part 11. Title 21 Code of Federal Regulations Part 11 (21 CFR Part 11), which was issued by the
US FDA in 1997 and provides criteria under which that agency considers electronic records and electronic signatures to
be equivalent to paper records and hand-written signatures. In Europe EC Directive 1999/93/EC (December 1999) on a
community framework for electronic signatures and EC Directive 2000/31/EC (May 2000) on electronic commerce in
the internal market are important. These directives were implemented during 2001. It is not the purpose of GxP guides
to reproduce such business and commerce requirements.

4721 CFR Part 11 5 dp, Z4UiE, FDA 23 1997 FEICHAT L= b O CE ik B EH DO FHX
B ERI%ETHD L FDA R THRELRTHLOTH D, BINTIE, BFELIT OV TORRMN MO
2B % F545 EC Directive 1999/93/EC (1999 4F- 12 A), BRM 35N O 7 RHS [1Z B3 5 4545 EC Directive
2000/31/EC (2000 4F- 5 H) WEETH D, i DOFESIL 2001 FIFEE Iz, GxP HA FRTZH LY
XA BRG] EOBEEMRY KT Ob D IER,
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22. PERSONNEL
22. BB

Note: 22.1 to 22.7 is based largely on the APV
Guideline*® , q.v., with judicious editing where
necessary to fit the context of this document.

HE 22132 56 2272 E TIEEIZ APV
Guideline® |2 SN\ b DO TH Y | MLEITIG
UARZEDOARIZE 9 & 9 ITEER AW O 5 2
WMEL TS,

automated control (or the introduction of a new
automated operation) it is important that project
staff consider any quality assurance and safety
issues as part of an impact assessment of risks.
Risk reduction measures may need to be
incorporated into the systems design and
operation®’. (Additional risks to the quality of
GxP related products/materials should not be
introduced as a result of reducing the manual
involvement in the process).

22.1 | There should be sufficient, qualified staff with the | i1 —YF —DEEE2HFT 5. a2
relevant experience to carry out tasks for which Vo — XLy AT AOEE, A A (GE
the regulated user is responsible in connection M) . 7V r—varoaryivs v
with the planning, introduction, application a Eﬁ;ﬁﬁ’j FRBEIH AR D B A Y B AT B 7
(operation), application consultancy on, and A x =
regular monitoring of, computerised systems. :;/;X; ﬁg; fj @Zf) /%rg] f?’; f%f Fo. @

P CIPZERARA °

22.2 | Ideally staff qualifications should be assessed on HAEMIZIX, 2 Ea2—Z 2T L5000
the basis of professional training, education and W, BT 259 2 COHEMWRE N L—=
experience in handling and developing 7GSRBS T 2 2 T Ok
computerised systems. The field of work in which %= {ﬁﬂﬁ‘ REThHD., RE T INEEF B
the staff will be operating should determine
qualification requirements. Staff should only be KOGIEZ L o TR PED 2 RD 5~ %
deployed in areas suited to their skills and VC&)‘Z‘)O X;/ ik, EDOXFL fL—=
training. »‘/7/: :ﬁgﬂ :/)ﬁo Tﬁﬁﬁf’\g’ T@

g
Do

22.3 | The individual areas of responsibility should be 82 O FEERITZL THEL, FAZ 7
laid down in writing and be clearly PDHHEICHETX AL ICTRETH DB, =
understandable to every member of staff. The fact | » o — x b 27 28 (AOKDPVIZ) &
that computerised systems may take over Ao T
decision-making functions does not affect the éﬂ%{iz,; G E ; E; . ii Cﬁ; U] j?ﬁb)
legally prescribed responsibilities of the persons ) crE L £
in key positions.

22.4 | Prior to converting a process from manual to F#ar bo—nAmbHEBIa bar—b (X

WEE LW HBENMEEEROEA) (27 rk A &R
W DRI, Y X2 DEESET X A2 pD
—RELT, a7 MRAX TN, WE
PRAE & ZRMEOMEA T L T 2 ENHE
ECThbd, VAT LORFCERIZY A7 K
TR 2L AT LB N B v h LAL7R N 4,

(Fat Rz ié%%%%ﬁ%btﬁ%
GxP BE#E OB, /A B O SWEIZH 7272 U A

JIEL72NE D Lﬁ"\%f&)éo )

48 Section 22.4 has been substantially re-worded compared with the original (English language version) APV guidance,

for clarity
W4T IAY U (FEEERR) @ APV guidance |2

o

49 <«

> AN QN

AL 2 D7D KEEZ DRV EEL T

Account should be taken of the risk of certain aspects of the previous procedures such as quality or safety being

lost as a result of reduced operator involvement following the introduction of a computerised system.”(to quote the APV

document)
Y ITarBa—2 Ly AT AOBARITANLV—F OGN L Z LX) WEXITLZenE, WEDOF
JECTE TWeZ ENKDONLD ) A7 BB T XEThH D, ) (APV XFEDLIH)

20

% B 51
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225

The regulated user is responsible for ensuring all
staff who have to perform tasks in connection
with computerised systems are given the requisite
training and relevant guidelines on computerised
systems. That should also apply to system
developers, maintenance and repair staff and staff
whose work could affect the documented
operability of the systems.

HAl R —Y—ik, arva—%{v AT
DD D H AT EFTTHASY v 728

2, 2 Ea—2 by AT DRI 5 L2 E
r—= T EBET ST N R
WZIRMET 2 EER S DH, Tt AT AR
RBE. RTF. KOMBEHORAZ v 7 NI
F(LENTZV AT D OEIEMICHEE 5.2 5
L OREEICBEDb I AX v 7IZbhiEA S

o

22.6

Apart from a basic training in computerised
systems, newly recruited staff should also be
trained in the tasks assigned to them personally.
Furthermore, ongoing/awareness training should
also be undertaken according to standard training
programs and the effectiveness of the training
assessed periodically following implementation,
(through testing).

FHEAAZ v 71213, 2 Ea—F kv R
FLADOERE RN L —= 7 23RN, HABIC
FD LB THNEXAZIZONWTH hL—=
TIRETHDH, BT, fEEFL—=22
7'r 2 Z A NA I — A 7 SR R
FL—=r 7 %% L, EARIZTEHINIC
(FAMZBLT) ML—=UTOFMEE
TEAA T RETHS,

22.7

In connection with training, the GxP and life-
cycle concept and all measures to improve
understanding and application of the concept
should be explained. Training measures and
qualifications should be documented and stored
as part of the life cycle documentation. (Training
records may be stored in accordance with
regulated user procedures)

FL—=UZCEELT, GxP &£ T4 7V A
I NVORES, KOE OEEOESE L S % &
FETL00HLP5 I RENHTRETH
o No—=U7ORELEEEIZ. 7147
YA I NLEO—BEE L TXENL, RIFT
RETHD (Fl—=2 7 25F T x5

2—P—DFIEIZHEVMEEL TS L) o

23. INSPECTION CONSIDERATIONS
23. BRIZOWTORNEIR

23.1

The attention paid by inspectors to the assessment
of the GxP implications of computerised systems
on a site (and between sites), will be determined
to some extent by the overall site history and risk
assessment carried out by the inspector in
preparing for the inspection. Information
computer technology management arrangements
for the procurement and validation of software
and systems may be centralised at the regulated
user’s headquarter site rather than at the site of
inspection. In such circumstances the controls,
SOPs and records in place to ensure GxP
compliance at inspection sites will need to be
made available on site. In some circumstances it
may also be necessary to consider an inspection at
the HQ site.

BEEN, A MZhHD (ROYA MIER
ND) arEa—2L AT LD GxP H D
TEARA L N EDORREDOBLE T S ML,
PRI Vo P DOEEE B & L CEE
TH YR TEIX ML > TH DR
FoTL b, Y7 NT=2TRVAT LDjfiE
RN F—2 g OV TDIERa B a—
X EATE BRI, BRIV A h TR

<, BHETEHNENTWIEAERH D, 29
L7RILTIE, GxP A ZHESRIZT 5720 D
oy ha—/LNE, SOP, MOGEHE, A%
KB A N CHETELLIICL T LE
Nbb, WAL > TH, AETHETHZ
EEBRETTAMERS L0 L/,
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23.2 | Clearly where a site has a lot of automation and YA MZHEHLY 2T L0 E SN = /
integrated computerised systems - and Vo — 2L AT AREEATIE L. Fl 21T
manufellc;[ui}els a tr}ilnge tof stt-erlile_ pl)(ro;iucts - éfo}r) B2 7P IRE L A U LTV BEA . B
example), then the potential risks from a Gx _ .
failurg, (whether col:nputer related or otherwise) 0; g’;)@gﬁ%;;;g E Lﬁg 25 gg Ef’]i U% ib 5&?
for the patient are high. However, where such o = g ) -
automated systems are well designed, '_’ Vo Ll 295 LEZHBNEY AT A73i
implemented, managed and controlled, then vﬂd'/ KIS EH /2y har—rEhT
potential risks to product quality (and to patients) | V \ﬁ“b I, BWASomE (ROHEE) ICkIEFLE
may be considerably reduced, compared with HY AL, EENTIOERIC tl:f\“‘fitﬁ B
!abour intf:nsive operations, as'the.: !atter carry IS L TCTWAAEEMER H A, T Lo EsE
inherent risks from human Va.rlablhty and CITOTS. | 47t Y ] T3 /8T WV 080 &\ 5 AT K
Ipetos v o come  udgmen Y | 75 11 55655 0y . BT
the technology aspects (through the application of 725 @‘?Ef% &, (GAMP S/l L7=) 1T
GAMP etc.) but also the GxP risks identified HIRE7E1F 1272 <\ (PO FREFEFE Y 2
(through PO’ reports and such-like). 5) FFEXNTE GP U X2 DELE6 bR

LT, ZOHWz TSR g b,

23.3 | Humans design, build, test, implement and ZDX D IEHEI AT A NEDiRE
change these complex systems and there is 8T AN s B AGA . EYICE
opptortuni:y for iriticgl i:lrlrolr. ;vith ailtomlated HLUARWEY . 54 THFA I LDHHDD A
systems at any stage in the life-cycle unless <«
p}rloperly manzged%The GAMP guide provides ; + gg 3 %;2?;2 7 A -3 %?‘tgﬂjﬁ? 7 - ?f?
relevant guidance on these aspects. . e T e L\\

GAMP 7/ A R ERRE2 3 70 97 A 500 A
L T 5,

23.4 | Itis not intended that this guidance should be Zlii'l A B ABETOF YA NERIC TH
used as a ‘blunt instrument’ for all on-site J Dk 9 AT AZ CIEEK LTV
inspeptions but insp;ctors should use it selectively L BEEIL. D UARTA XL R BRI
to gulld u[ly a .ilearfplctu{e ofa coinp.anil.’s s(cale fﬁ WT. KDY A MBI AT B a—
and complexity of on-site computerization (or
automatir(;n) ar}lld investigate se?ectively the critical 2e (LA B @ﬁ*‘%é B s iconT
systems and risks. As stated in ‘2.7’ of this PIC/S TR L, BELVATALLDO) 2T
guidance, inspectors may wish to consider WZOWTERIRNICHET NE TH D, AT A
evidence for compliance with GxP as indicated by | # > AD [2.7 %] Tik~_7= L o2, BEF
italicised text throughout the document. Table 1 X, KAV A Z o 2R EcEIR I TW
(pagjc 34) immediately folloyving this sectiqn % GxPEA DI AEBRET AL LW THA
prov1de§ a sugge.sted checkhsf[ fosr1 information to 5. KEOTCRICHHFE 1L, BEEFICK
be considered prior to inspection’. SHLIEI DL EROF =« v 7 U 2 RC

7o TN D S

23.5 | Where little is known about computerizationona | #A kD =2 ¥ 2 —Z{LOARITIZ DN T DIF
site, then it may be necessary to use a pre- WNIFLALEENLE X T, A P RHT—
inspectioy quest{onnaire to amplify the Site 7 7 A NEIET B 12D pre-inspection
Master File details. questionnaire % AN & LU,

30 PQ = Performance Qualification

50 PQ:

PEREE AR LR

51 An electronic keyword search of GxP documents will reveal specific compliance requirements to assist in preparing

for particular topic inspections. Keywords such as:...

[FREE] MRS R 72h, ATAE

[FRiE]

B LE LT,
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systems validation policy together with linked
SOPs and plans, including a listing, or inventory,
of all their computerised systems - classified as to
their use, criticality and validation status. For
long standing systems, validation may have been
carried out retrospectively and for systems
purchased or implemented in the last few years,
the validation should have been carried out (and
recorded) prospectively. Firms should have plans
to complete any outstanding retrospective
validation of GxP related computer systems
within a reasonable time period depending on the
risks and complexity of the systems. The
continued use of critical systems that are
unsupportable by suppliers and cannot be
validated must be justified by regulated users,
supported by alternative fail-safe arrangements
and considered for urgent phased replacement.

23.6 | Inspectors should select the GxP critical BEE L, BN EERE S LI EELR
computerised systems from the information GxP 222 — % (f X T AFEEL, &3
provided and consider firstly the validation IZZEDY AT MMIAONTDNY F—z 2D
evidence for the sellected S};stfm(s) gnd .th.en the ZEH. WC (EHECIEmETX 5. A7k %
routine operational controls for maintaining a — T . .
valid sysiam that is accurate and reliable. ¢ 7 Af&ﬁ? 6 7~ 252) ») A Hﬁ;‘:ﬁ%ﬁi = F
Inspectors may find that different departments in 7 /LR RS 6‘“‘ ETHD, BERLITBY
pharmaceutical companies will have T, W/ EVFA (DITY AT L) O
responsibility for GxP aspects of commercial, or GxP BHH R L~ v rE X3 b
business (IT systems) and lower level process O— LY AT MMIOWTERRATENFL A
control systems. Look for evidence of HoTWnWaztbbsdn, Z0XHpL X3,
inconsistency, or muddled standards. —BEHERIEY . R TEED B L T

3. LVo LA EHET

23.7 GxP critical computerised systems are those that GxP FEE oV B a—X b AT A LT,
can affect product quality and patient safety, B O SV N OVRE O\ CHEN e
either directly (e.g. control systems) or the RET AT A (] - B 2T L) L XU
idnte%.ritt}l of pr.oduct related ilnfgrmationd(_e.g. LT L (] a— oS

ata/information systems relating to coding, s N : N, =

randomisation, disilribution, prodguct recallsg, VEZ%{Eé ik, ;@% '3!”5/ Eﬁ[ﬂ%@ﬂﬂiﬁ%%\aﬂ

clinical measures, patient records, donation Bk H@%E%@E HOTHRT N T 4% G; paH

sources, laboratory data, etc.). This is not intended THT =2 NEME AT L) DA T 7Y

as an exhaustive list. TAICEEBERIZLEDL DO THD, b,
ZZTHEIEAITETEMEELZDOTIER
AN

23.8 | It is essential that firms have a computerised KrpL, T B — S X T AN T —

> hERE T, BT 5 SOP K UG
B (2 TDIE2—X X T7A8, FH
AH), EEE, N T— g 2 RRE T L
VR PNRITEIRE &) 2HETSZ LR
BHTHS, EN6dH DT AT AXEREIIC
NYF—=2arENTHHTHAH L, lwE
BAEORIZEASNTEAN SNV AT A,
NYF— g URRIFRETIICHER S U (R
FkSi) TWAHIETThDH, GxPBED =
Ea—H AT LAONY) T — g U RE
THIUE, VAT LD AT LEMESITST
T, ZYRWENICEIE AN T —a U &
SET SEDHEHFEZEF > TWTRLERETH

b YT7I7A4XICLDYHR— b EZToNT
NYF— FTETWRWEER Y AT LAk
T 2581, Bl R—F—1xED
ZLEOREMAEFBHTETSLOICLTEBL &
Ehiz, REBO7 o/ Ve—THEEHE

L. FEBICEMNRY) 7L — 22 L
DR N E AR AN

% B 54
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23.9 | The firm’s validation approach should follow a ZHONRYF— g o7 Fa—F %, KHA
life-cycle methodology, with management oA (ZZiZiFarer 20BN
controls and documentation as outlined in this ANTFTIT 4 AHA RFA NG ENTH
guidance, which contains consensus best practice %) CHEE LA T kL b A

idelines. s = N e = N
BHEETeS RIETA THA I VFRIHED RETh D,

23.10 | Inspectors should review the firm’s Validation BEEIL, BIRLEZVATAIZDONTANY
Summary Report’?, (VSR) for the selected system | 55— o o~ I —#i/E3 (VSR) 2% L
and refer as necessary to the System Acceptance Pa—L, BEIZELTS X FAZAF I A
Test Specification and lower level documents. AR O TR L LD L E % BT % T
They should look for evidence that the % EE"&’E@ %fg%ﬁégﬁﬁﬁiﬂlg}/ﬁ 5
qualification testing has been linked with the 0 ﬁm : 1 s i f L= e
relevant specification’s acceptance criteria, viz: g‘%gngﬁ j_ 7{ ; Z ST S a1

NET 0 Ay :
e PQ versus URS e PQ & URS
e 0OQ versus FS** e OQL FS3
e IQ versus DS or DR** e 1Q & DS X% DR*
e Supplier audit reports o VT ITA YEEAREFHE
e Validation and *quality plans. e.g. o NUF— g EHHE & E R
Validation Master Plan, (VMP) or Policy. ) - RN F— g o~ AKX —EH
#F (VMP) X358t
(*For big projects there should be a project R T oYz 7 FTlE, XE DO
quality plan and a QMS for the documentation. (2, Tr Y= M EERHERS QMS A% T
For smaller projects established SOPs may BLRETHSL, IMNHEATE 2 r M T
suffice) . S SOP THAYTHAS D, )

23.11 | Inspectors should look for the traceability of BEFIE, FEALEXZIZB T, BETST
actions, tests and the resolution of errors and s g, TR T TF— B OET O
deviations in selected documents. If the firm has NThL—HE Y7 3T RETCHS, 2
not got proper change and version controls over HR S R FAD T T I Y EE LAY
its system life-cycle and validation documents, N . ZFE .
then the validation status is suspect. 7 /j E“/“ DV THYREL i/ )

Z—ILEoN—=g = To T
RIIAL, DN 7 —2 5 HEITEED L
i

52 VSR=A best practice high level report, summarising the validation exercise, results and conclusions, linking via cross
referencing to lower level project records, detailed reports and protocols. This is useful for briefing both senior
managers, in regulated user organisations and for reference by auditors/ inspectors.

R2VSR=EFE L ~NJLDRANT T 7T 4 ZADOREET,
L. TALL~ LD F - r itk

NYF = a C OFRNE /TG R i A 2K
AR A S, ROEREFEAEAZRT 52 L THEMITS, Zh

(T MH G — P — kO LA EE ORPSIIH, L OEES EREOZRMA L LT, BHFICAMT

H5,

33 OQ = Operational Qualification; FS = Functional Specification

3 OQ=1EIRHEHEMERTAMT, FS=FEREAARTE
34 I1Q = Installation Qualification; DS= Design Specification; DR = Design Review
HIQ=1ETRFE S VERIAT . DS=fFHEKE, DR=T 1 Lt a—
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23.12

Inspectors should consider all parts of PIC/S
GMP Annex 11 for relevance to particular
validation projects and in particular, the
‘Principle’ and items 1, 2, 3,4, 5 and 7.

BT, NYF—grles M
L TPIC/S GMP Annex 11 O£ TDH5 K
W TIRAN CE 1, 2, 3, 4
TH, B STEKE O 7HE AT 2 m g
Th 5,

23.13

The lack of a written detailed description of each
system, (kept up-to-date with controls over
changes), its functions, security and interactions
(A11.4); a lack of evidence for the quality
assurance of the software development process
(A11.5), coupled with a lack of adequate
validation evidence to support the use of GMP
related automated systems may very well be
either a critical or a major deficiency. The
ranking will depend on the inspector’s risk
assessment judgement for particular cases. (NB.
Since 1983, the GMPs have called for validated
electronic data-processing systems and since
1992 for the validation of all GMP related
computer systems).

(BEB =2 p 2 —/L SRR BEIIR =
V) B AT ADFMLHY, €OBEE. T
F2z V7, BRORYVRY 508 LEIED
HEV (A1L4), VT P THET2E XD
A3 B RAEDFEAIHEL Y (A11.5) &0 Q%
T, X512 GMP BH#ED H B> X 7 A DRE
JH & BT BB 2N Y T —2 3 > DI
HENE LB E, Critical X/d Major 2 X &
RVEE, [(FEHD] 72 IdEFHNICH T
BEEEDY X2 TERA FOHBFIZ Lo
THRES, EE ;1983 ELIE, GMP /3-¥
V7= PSRBT =X T A5 E
RLTEY, 1992 ELIEE, £ TDGMP &
DA E2—F T RFTADNY F—5 %
ERLTHE),

23.14

If satisfied with the validation evidence,
inspectors should then study the system when it is
being used and calling for printouts of reports
from the system and archives as relevant. All
points in Annex 11 (6, 8-19) may be relevant to
this part of the assessment. Look for correlation
with validation work, evidence of change control,
configuration management, accuracy and
reliability. Security, access controls and data
integrity will be relevant to many of the systems
particularly EDP (i.e.: Electronic Data
Processing) systems.

N T g CDFFLPIE TE S 6D TH
FUL, KIS R T ADIESHIRH &7~ =X
FAR (FhTSEGENL) T w1 T I
TEWRE DI & KD 5, Annex 11 (456 4,
819 ) (ERRE DA TRy PG

MBI T 5, N T g NEE, &
Rz ha— L DGR, FEREERE,  IEREIER
NGO G EZ G ~5 = F, tF=V
TS TR h =L = T
YTy (NS E) L ES DR T
A, FFIZEDP (B+7—5WFE) > X 74
Lo THZTHS I,

23.15

Consider also PIC/S GMP 4.9 and EC Directive
91/356/EEC Article 9(2) for EDP systems.
Guidance on the common industry interpretation
of Annex 11 is given in the GAMP Guide, from
the German APV.

EDP > X 74 (220 T/4 PIC/S GMP 4.9 X OF
EC Directive 91/356/EEC Article 9(2) & S /57~
So Annex 11 VERIELL g 32 58> —file iy 70 g fR
I%. German APV |2 X% GAMP A | [EAiE
zEHEH s TV,

23.16

Deficiency ratings applied by Inspectors will be
based on the relative risk of the application and
their judgement of risk criticality.

EEEIE, TTY —g CDEMNEGT X2
R FY X2 DEEEIZDON TDHBFICE T
TR DRE ZHET S,
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24. CHECKLISTS AND AIDE MEMOIRES
24, FouvJURPEEE

Table 1
1

Table 13.5 in the publication ‘Good Computer
Validation Practices’, (Suggested Further Reading
Ref.1), provided a summary of typical
information to be made available to an inspector
as part of preparation work. As it is still largely
relevant, it is reproduced in updated form below,
with the author’s permission, for information:

7% 13.5 1% [Good Computer Validation
Practices| (HELEZEEEL Ref. 1) (ZHHiS 1
TWLHDOTHY, BEEVERIFETATF
TORENREREE L DD TH D, Bl
ETHIZERDITHLT=D, 25 L L TERK
BHOHFA ST TROF2EXTHEL
7=

INSPECTORS - PREPARING FOR AN
INSPECTION

BEEE—BEEHFOLDIC

Details of the organisation and management of
IT/Computer Services and Project Engineering on
Site.

A MBI HIT 2 Ba—Fh—E X,
EO7ayxl b o=T Y o TOMERE

identified in “7° please provide additional
information as below:

2. The regulated user’s policies on procurement of | GxP 3 CEHAT 2/ N— KK =7, Y7 k
hardware, software and systems for use in GxP YT HONV AT AOREEIZHOWT O
arcas. W — DIkt

3. The regulated user’s policy on the validation of GxP a2 Ea—H T AT LDONY FT— 3
GxP computerised systems ANTONWTOHFIx G —F—DH#,

4. A list of IT/Computer Services Standards and IT/ a2 Ea—F—EADHNAE SOP DY
SOPs. 2,

5. The project management standards and a7 7V r—a o ORBICHEINT
procedures that have been applied to the X7-udxey MEBO MU L FE,
development of the various applications.

6. Identify work contracted out routinely for systems | < 25 LD PR — K EARSFO 7201 A HHIIZ
support and maintenance. AEL TOAEEDRE,

7. A list, or inventory, of all Computerised Systems | %1 MZIHAETDa L a2 —Z{LT AT A
on site by name and application for business, AR EHAXYS. SR, B, AEbkr
management, information and automation levels. | - S\ v L= D 2 b T EE, —DY
The list should also indicate validation status and 2 Mz, A ﬁv’f»— CaLREL YR DT
risk ranking. (Include basic schematics of o Cx - o
installed hardware and networks). / 7 B h 5 SETHDL, FERTT R

RY =7 ROxRy b U —7 OFEARN2XEZ S
te, )

8. Identify and list those systems, sub-systems, GxP KOG iVE ICB#E T 5 AT A, H 7
modules and/or programs that are relevantto GxP | & 25 A P2 — KON (XE) Fus s
and product quality. Cross-refer to the lists LAOMEEEL Y 2 M, 3 (8 6IH] OV %
provided for ‘6’ above. REZEXADES

9. For the GxP significant elements and systems RS T 7TH) CRFE L7z GxP LEZE/R TR

KON AT BZHOWT, LU FOENEHRE A
%“a‘%)o
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are readily available, well organised, and key staff
are prepared to present, discuss and review the
detail, as necessary.

INSPECTORS - PREPARING FOR AN ERE—BBEFODIZ
INSPECTION

10. Details of disaster-recovery, back up, change- KEEH, X7 7, EBEar b
controls, information security, and configuration . B UT 0. HREED Iﬂé-ﬂ{]
management.

11. A summary of documentation that generally exists | B LS AT LD OFERIR ZFHAT A5V~
to provide up-to-date descriptions of the systems UNREEL., WHEMERE,. 5—% 77— i
and to show physical arrangements, data flows, DY ATFHEDRVEY . G4 THA T LD
interactions with other systems and life cycle and | =, L] = s / Db % o
validation records. The summary should indicate gﬁj;%g/\ i ;J 5 0;/3\ <o uﬂfj?l“z:; )N
whether all of these systems have been fully R N ] w\i ST ],7
documented and validated and confirm the (=3 = ks, AYTF—hanTns 7?) &9
existence of controlled system description MZ7R L, £72EUGMP ALl (4) TEREH
documents as required by EU GMP A11 (4). Hary hua— LIl AT AFLIRENFE

ﬁ_é_kﬁ)ﬁﬁntufgé%}a)fﬁé k

12. A statement on the qualifications and training AL a2—Zb AT LAORE, a—F 1
background of personnel engaged in design, T F AR, NYF— g0 B ERHIC
coding, testing, validation, installation and WETAEBOWEEMEL FL—=2 7120
operation of computerised systems, including DE= ; ALK s g
consultants and sub-contractors, (specifications, ; L ;ZO (HRg 3%‘& Héﬁ?k E&U\n /]: %iﬁ i))j
job descriptions, training logs). o ‘ 7 -

7R .

13. State the firm’s approach to assessing potential BIEW N~ R =T /7 v =T /A

suppliers of hardware, software and systems. FLAOMBEE T EAA L FT A0SO
77 = P‘%%gﬂ%ﬁj‘éo

14. Specify how the firm determines whether BEASE TR L=V 7 ho =772, QA
purchased or “in-house” software has been VAT NI TR SN E 9 e et
produced in accordance with a system of QA and | 3 vy ;- HITHIET LTV D 0, RO R E
how validation work is undertaken. DEHCAY F et g AR ER LT D

n, ERIET D,

15. Document the approach that is taken to the AV T NFERBARNEY) TH HGAE .
validation and documentation of older systems AZATFLADNY)F— g 0 L XEDT- DI
where original records are inadequate. U7 Fu—F 5kt 5,

16. Summarise the significant computer system BiElOBELE O Va2 — 2 AT ADE
changes made since the last inspection and plans HAAEHE, NOUSkOBRAFEEE LD 5,
for future developments.

17. Ensure that records relating to the various systems | £ % 703 27 A O BREEEED . T ITHRLR]

RETHY ., BWUNHER SN TEY, HE| EE
CEERY v TDRFEMIC OV TIER, i,
LEa—TO0MlENRDDZ L 2MERT D,
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Table 2
72

Software Related - Inspector’s Aide Memoir™
VT hU =T BEEOBERE DR E S

Life Cycle Stage
FATHAINART—Y

Project Stage Activity
Fulxy FRT—Y
DT ITAET 4

Evidence for Review
L B = —DOIEHL

1. Development Develop URS/FS/DS URS/FS/DS Documents
i URS/FS/DS #AER T %, URS/FS/DS (&
1. Development Plan Testing Test plan and test scripts
PH & TAMEEET D, TARNGHHEET A NAZ YT B
1. Development Plan documentation of Testing Written document describing how
Bl 7 T A MOXEALE T D, testing should be documented.

T A RDOLENDO T EEZHIIT S
I%o

2. Implementing
eSS

Select programming language and tools
Tnr 7 IV IEEEY -V EER
T %,

Document recording programming
choices

T s T I T OERELET D
L,

2. Implementing
ES S

Write/create software program.
VT N =TI us T Al ME
Y%,

Documented source code with
comments; explanation of function;
in-data and expected out-data for

each structured module. How
modules influence each other. If
program is purchased, how is access
to source code guaranteed>®?

ER STz Ay Mb&x Yy —2
a— R, BEREDOFH, SIS kT
Va—VOANNT—Z KOTHS
NWAHMNT — & PR s v T
Do BV a— N AEWIEDL D
B LD DD, Tu T hEhE
AT %A, V—Aa—R~DT
7RI ED LI ITRFEEND

56
b

35 Some of the details below are not relevant for COTS but it is necessary to have clearly defined the requirements for
intended use and to have assessed the application’s fitness for purpose.

ST OFMOPITIE, TlRY 7 by =T IT#EA SN2 Db & 50, RIZHOWTOEA:Z B E
O, BET TV —va BRHIZE STV DANEIPOTEAA L FEFEETWINLERD D,

36 Under some circumstances, access to source code cannot be guaranteed. Regulated users are expected to have
assessed the business risks and put in place contingency measures in the event of the business failure of the supplier.
SORBUC L - THE, Y—=RAIT—= F~DT7 7 EARGIEESNRNZ LD 5, BlikGr—F—F, EUxR
YR DT EAAY REITO, FTTA4 X DOE DR ANKK LB AICIHTE FREHE 2 £+ 25 2 & 2815%
o,
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Life Cycle Stage
FATHAINART—T

Project Stage Activity
Fulx ) NRT—Y
DT ITAET 4

Evidence for Review
L B = — Ol

3. Testing (Modules)
(BEV2—1D) TR
]\

Make sure each module only accepts
allowed in-data and gives only allowed
out-data. Testing should discover
incorrect data and logic errors.

BEY 2a— A PRROONTAT)T —
HDHZZIT AN, O b
T=2DHEMNTDLEIITT D,
TAMIEY, #ofeT —& Lini
TT—ZREATRETHD,

Sample reports from testing if
possible. Has testing covered
boundaries of limits and also the
input of invalid data? Have all tests
been documented? Have all
errors/failures been followed up?
TAMREFEDOY TV (AEER
Ba) o 7 A MIHIROEESR, K&
OS2 T — 2 D AT % T3 /3— L
TV, &TOT A MISCGEL
ENTNDh, BTOTT— /I
X7+ —7 v TS Tnd
b

Testing (Integrated
Modules).
HEEY2—1D) T
A b

Same type of tests but applied after
integrating the modules.

(EREE) MLEAATDT AR
B, BV a—/URERICEM S
Do

Same kind of review of evidence. If
the program is purchased, then
validation proof needs to have been
assessed by regulated user.

(ERL &) [RIERDFEHLD
Ea—, 7077 h%iEANLTY
BlE. Bl HRE ==Y
T—varyOiatET B A AL b
LTBLERDH D,

4. Maintenance
R5F

Correct errors, update versions when
needed.

TT—ZEIEL, LENHIT—
ValrEEHT 5D,

Formal routines and records for
configuration management and
change control. Regression testing
and periodic evaluation (as a system
goes through multiple changes over

time)
BRREB ATy ha—/LDIE
Xl HE¥ES ik, (VAT A

PSR DA B DI
T 1) WHEMTT 2 b LE
SHRF A,

5. Documentation

3GE

System documentation (including
software) correct and updated.
EMET, BH SNV AT LE
(Y7 =T EEL)

User handbook, supporting SOPs,
correct versions.
2PN KTy s P R
9% SOP, IELWWAI—T 3,

6. Re-validation.
BT —v g

Re-validate when changes are made to
the program.

A AN 3 OVt et V)
T—varEERT S,

Changes are reviewed and decisions
documented. Routines and records
are in-place, scoped dependent on the
size/complexity of the changes
EENVE 22— i, IRENPLE
ftEiLTWod, AHEESNED D
NTEY, BB FEL, £HED
BB HEHE SIS U Cl A b 3
RHHENTND,

% Bt
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Life Cycle Stage Project Stage Activity Evidence for Review
FATHAINRT—D Tulxy hAT—Y U E 2 — DL
DT ITAET 4
7. Other matters Alternative routines are put in place for | The alternative routines are
Z DO OEFEIR system failure and training includes this. | documented, including training

AT NHBERFICACER O H B R DY | records.
EiEshbd, F—=yZlconn | REDOREESH CE LI TH
é\\iﬂ«cb\éo é ( ]\ V_:ngaﬁ%gﬁ) o

Table 3
#*3

Computer System Validation Related - Inspector’s Aide Memoir
AU — X VAT AN TV a VHEIZOWTOREEORE

Number Element Control Measure Checks
EE BEXR a2y br—NVEFROF =T
1 Define Is the system defined? What should it do? Is there
T a written validation plan? Are there full

specifications? Are there written protocols?
(Including acceptance criteria).

VAT MMIEFRSNTNDN?2 VAT ART
NEZ &2 CE b SN TN T =
VEENE D D s 2 AARITTE R ? CEL S
TeFERFENLH 202 (R AREEELFT)

2 Testing Do the test records show that ‘in” and ‘out’ data
T Ak meets the specifications?

T A Mgy TAJ1) =& W 7—
ANHAEZE - L TWAZ EERLTVA

N2
3 Documented results Are the results complete and documented?
EL S TR FRITTETHY, LFE LI TWDLE?
4 Verify correctness Are data and documentation correct and
FeEX 2Rt 5 complete? Have these been verified by the

regulated user?
F—H L UEFEWIHOTEERLDOTH D
22 TS IFHHIR R o — Y — 2 Ko THREE

INTND)?
5 Compare with Acceptance Criteria Have competent responsible personnel carried out
S ANFEUE L g % the validation and review work? Is this all
documented?

W MEHEH T HEENANY T —var b
Ea—OfEEA2FERL TWHN? ZITET
LEINTWNE N ?

%0
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Number Element Control Measure Checks
E5 G aryrue—LVEROF v
6 Conclusions Are conclusions complete, meaningful and based
Fil s on results? Are acceptance criteria fulfilled? Are

there any conditional conclusions?

fhmmIeE T, BRAH Y, FRICESH
bOTH L) ? XARKEZIZ L TND 0 ?
TSR B DI 2

7 Approval Has approval been formally recorded? Was there
HGR any QA/QC involvement at the regulated user?

ARITIERICFRER STV D 7 2 Hiix 5
=P —[lITD QA QC DEEFITH %512
8 On-going evaluation What is the procedure to ensure on-going

v I —A L TEEM evaluation of the system? What are the change
control procedures?

VAT AOF A=A TN E I T D
FIHIZED LS R b DN AT a Ly fr—L
FIEZED XL > 72 b D92

Table 4

<4
Annex 11 - Inspector’s Checklist ,
Annex 11 -&EEEOF = v 7 J & | FEAREL

Point Requirement Inspector’s Check/Comment
NA B BEEEDF =y 7/ aRr b
Personnel (1) Key personnel/computer specialists co-operate.
HH THEHER /A a— S ARy U X MR
LT3,
Personnel (1) Project and user personnel are trained and any
C= necessary experts are involved.

TuYxl h RO —Y—EEN L —=

2. REIS CHEMFENEE L TWD,
Validation (2) Life-cycle model; formal policy and procedures in

N5 — g | place.

FTATHA I NDET N, EXZRTTEE FIEN

TN TND,

System (3) Influence of environment
VAT A BRET D
4) There is a written, up to date, detailed description of
the system.

B O v AT MGl ERH D,

(5) Software has been produced according to a quality
assured system.

BERFEY AT DS TY 7 MU = 7 DIMERR
INTND,

%0
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Point
wA Vb

Requirement

2t

Inspector’s Check/Comment

BEEEDF =y 7/ aRr b

(6)

Checks of data and calculations built in.

TR LHEEOTF = v 7 PNHIAEIL TN D,

(7)

System tested and validated. Verified against
previous/or manual system being replaced.

VAT HIRT A BER, N T—=hERTH
5, BEMIAIOTAT L, T FEEDOL
S LB L TREES LTV D,

(8)

Data entry and change only by authorised personnel.
Password / security management.
T—=HDANEELITFF A SNTEEICRE S
NTWD, NAT—FR/X=2 T ¢ FH,

)

Critical data (GXP data) verified by a 2nd person, or
by a validated electronic method.

HET =4 (GxP7—#) (I, HEE L35l
DF, XIFINVF—hankE TR L -
THEES LTV 5,

(10)

Audit trail for data entry and processing.
T =2 DN LB DN T DEEATEDR,

(11)

Alterations to system and programs subjected to
rigorous change controls, including re-validation and
approvals.

VAT LROT 0T T BTKRT HEEL, A
V7 =g v LKR A STk KB = v b
12—/ U ZHE > T 5,

(12)

Printed copies of electronically stored data available
if needed?

VETRG 6. BTHICREFESNIZT — % ZHI
L7ca b =N AFHRETH D,

(13) and GMP 4.9

Physical and logical protection of data. Information
security management and change management.

T — 2 OB N O ERO R, ROt =
U7 1 BB L AR,

(14)

Data back up procedures; separate and secure media
and locations.
T=ZDONy T v TFIE, BEnTZE ZAILH
D BZARTRIAR & ORE ST,

(15)

Alternative routine arrangements established in the
event of system failure.

VAT LRI LT A OB O B E ¥R
DIRHIDHEL SV TW D,

% Bt 63
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Point Requirement Inspector’s Check/Comment
RA Vb 2o BEEEOF =y 7/ arx b
(16) Validated alternative arrangements (15) defined and
documented. Records of failures and remediation
exist.

NYF— b ERTAREBEOK (15) NERS
M, CESN TN D, gk & Lo FLgEk D7
Ej—éo

17) Records show the analysis of errors and corrective
actions taken.

T T — DT &G U R IEAE D gk ST
%o

(18) Service level agreements or contracts in place for
services provided by outside agencies for
computerised systems at regulated user’s sites.

Bt G2 —F =DV A Mlhdarva—4
L AT LOTZDIZHEB D At 5 — &
ANZONTH—E R L~ UL A EE IR EN
HET 5.

(19) Responsibilities in chain of release of batches
defined and linked to QP.
—HDONy TV Y =R OV TOEENERS
. QP UL Iz vy s T 5,

[FR7E] Qualified Person ,

Table 5
75

General Points for Inspectors To Consider On Inspection

BRENEERC AT & iy

Number Area Remember
x5 TEIR HER
1. Personnel Is there only one key person? (Dependence on only one person may be
CENS| catastrophic).
FmN=Y T NTLADORN? A ZHDOHUEFT D LI, REF
ZMEHED)
2. Organisation Is management involved?
HELfAk BEHIEAEE L TWDn?
3. Organisation Is the Quality organisation involved?
HELAR an B SBE G L TS 2
4. Data system Early during the inspection, ask for a complete overview of the system(s)
F— R AT I including flow of data.
BEOYNCT —F 7 —a G0 T AT ADOTERIRE 2 ER
Do
20
At E 64
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Number Area Remember
E5 TR HER
5. Data system The use of ‘parallel’ systems may indicate ‘grey’ areas and potential
T AT I system weaknesses.

NFF] S AT LZHERAL TS EWS & Xk, [JKEA] OfEEN
HHENIZLTHY ., AT LAOWEFENH DH00H LIV,

6. Validation Has terminology actually been defined? Is it used correctly?
Ny F—var ERRICHENERIN TNV D22 HEEITEMICHNORTWD 2 ?
7. Security How is access controlled? Information Security Management?
X2V T4 TI7REAZEDOL I bu— L ENTVEN 2 HEREF 2 Y
TAER X85> T0DHMN] 2
8. Maintenance Is there a maintenance manual of each system detailing what to do on a
55T periodic basis? (Daily, weekly, monthly etc). Are there corresponding

records of compliance?
FEVAT LAORSF =2 T ARG EHMN (EH. . 54
) AT O RE T L EAFEMICELE L TW A0 2 A AR T RLER DS B

D2
9. Control of System Routines for configuration management, and change control in place?
VAT AOaY | HERERE, KOEEaL hr— O HEEEBNED LN TN SN2
—)
10. Self-inspections Are self-inspection routines in place?
SRR = HOAZOHEESPED LTINS ?
Table 6
*6

Overview of User Responsibilities (from GAMP 4 Table 7.1) ¥’
2—F—DOFLOME (GAMP4 H42 3k 7.1 k) 77

Step Task Description
AT Ay FEA
1. Identify system Each automated system should be assessed and GxP regulated
AT ADOERTE systems identified.
HHEES AT L2 il L, GxP B DX R L 72D v A
T LERET D,

2. Produce URS The URS should define clearly and precisely what the user
URS D1ERL wants the system to do, state any constraints, and define
regulatory and documentation requirements.

A—PF=N AT MIHIFFS S 2 L & URS ICHfED
IEMEICERT D, BN ST L, B & SCE LD
P ERT D,

37 Refer also to Section 15 for context (validation strategy for different systems).
T DR BEr VAT ATONTONRY F— g VI (ICOWTIEE 15 EL B M,
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Step Task Description
AT 9T B2y At
3. Determine validation strategy
Y F =y R OIE
e Risk Assessment An initial Risk Assessment should be carried out during
VDRI TEAA B validation planning. Further assessments should be performed
as specifications are developed.
NYF =g VEHETIIHI Y A7 7' A A b & Ei
T 5, HERDPIRET DITHE, HRDT B A A M &AT
76
e Assessment of system System components should be assessed and categorized to
components determine the validation approach required. The output from
AT AT LUIR—F this assessment will feed into the Validation Plan.
VRrOTERAL N | VAT AIUR—R MDTEBERRA Y NEATVD, HEEE
ENAHZNVT—v a7 Fua—FERETDHDITHNHE
T2, ZOTEAAV MEROT U R Ty MIANYTF—
Ta VEMEIFICHAIA TN D,
e Supplier assessment Suppliers should be formally assessed as part of the process of
Y54 T A A selecting a supplier and planning for validation. The decision
vk whether to perform a Supplier Audit should be documented
and based on a Risk Assessment and categorization of the
system components.
VI IAYEET 0B ARONY F—3 9 COFHHERE
D—ERELT, V7 IV HZERITEZA AL M5,
V7 IAYEEZERT D0ENEZRE L, XET
Do WEIZVAI TEARAY NEVAT AayR—Fy
~ DIPFRIZEEDNTAT 9,
4. Produce Validation Plan The Validation Plan should define the activities, procedures,
N F—3 g UEHEEO/ER | and responsibilities for establishing the adequacy of the
system. It typically defines what Risk Assessments are to be
performed.
NYF =g VRIBEETIE, VAT LAOZGEE ST
LI OIEE),/ FI/ FEEZED D, — R, EDX
IRV AT TRAAL NaeFT DINEED D,
S. Review and approve The user should review and approve specifications produced
specifications, including the by the supplier.
system description 22— =177 A Y OERR L TR D L B 2 — UK
VAT AL EE G TERRD | 28A4T7 5,
LB 2 — R UOEGR
6. Monitor development of system | The user should monitor development and configuration
VAT LS DR, activities against an agreed plan.
==L, BH¥RERERE DIEE &2, A S AV
RS LTERT 5,
7. Review source code The user should ensure that source code is adequately

V—RXa— ROl Ez—

reviewed during system development.
a—P—E, YV —RAa— FRV AT ARFEHICEDIC L
Pa—&SNbZ LaEIITS,

Bt 0E
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N F =g REEOER

Step Task Description
AT w7 B2y At
8. Review and approve test The user should review and approve test specifications prior to
specifications formal testing.
TAMBRDO LV E 2= ROUK | 22— =%, EXRT A M2E/T LA, 7 R Mikk
e L Ea— MOKRT D,
9. Perform testing The user may be involved in testing, as a witness during test
T A b O FEE execution, or as a reviewer of test results.
=P, TAMNEBFHONLRE, TT A MERD
LEa—FELLTT A MDD,
10. Review and approve test reports | The user should approve the test reports and associated test
T ABMREEDOL B2 — & | results.
KGR A—P—IT A MREFLEET 5T A MR KR T
o
11. Produce Validation Report The Validation Report should summarize all deliverables and

activities and provides evidence that the system is validated.
NYF =2 a VREE TR, £ TORRY &iE8) 2 )
L. VAT LB F— b SREFELE R T,

VAT LY ZAT A b

12. Maintain System Once the system has been accepted, the user should establish
VAT DDORST adequate system management and operational procedures.
VAT LN, =XV AT LA EEREHT S
12O DY) 2 FNAZ ML 20
13. System Retirement The user should manage the replacement or withdrawal of the

automated system from use.
a—HPF—FHEME AT LOE L, XITERELE
BRI D,

25. REFERENCES FOR RELEVANT STANDARDS AND GMP GUIDES /

CODES

25. EHEHIK & GMP HA R/ HAlDosEEE

(1) EU Annex 11 to the EU guidelines of Good Manufacturing Practice for Medicinal Products.

(2) Annex 11 to PIC/S Guide to Good Manufacturing Practice for Medicinal Products, Document PH 1/97 (Rev.

3), PIC/S Secretariat, 9-11 rue de Varembe, CH-1211 Geneva 20

(3) GAMP Guide for Validation of Automated Systems, GAMP4 (ISPE (GAMP Forum), 2001)

(4) Australian Code of GMP for Medicinal Products, August 2002.
(5) WHO Guideline for GMP for Manufacture of Pharmaceutical Products.
(6) Relevant CFR sections of the USFDA Register:
Hardware
21 CFR 211.63, 67, 68
21 CFR Part 11 Electronic Records: Electronic Signatures
Software
21 CFR 211.68, 180, 188, 192
21 CFR Partl1 Electronic Records: Electronic Signatures

Quality System

21 CFR 820 Quality system regulation
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GLP
21 CFR 58 Good laboratory practice for non-clinical laboratory studies

(7) ISO standards:
Quality management and quality assurance
ISO 9000-1 Part 1: Guidelines for selection and use.
ISO 9000-3 Part 3: Guidelines for the application of ISO9001:1994 to the development, supply, installation
and maintenance of computer software. See also current Tick-IT Guide for construction,
software engineering, assessment and certification (see ref. 12 re:BSI DISC London)

Quality Management and quality system elements

ISO 9004-1 Part 1: Guidelines.

ISO 9004-2 Part 2: Guidelines for Services.

ISO 9004-4 Part 4: Guidelines for quality improvement.

ISO 10005: 1995 Quality management - Guidelines for quality plans.

ISO 10007: 1995 Quality management - Guidelines for Configuration Management

Life cycle management
ISO/TEC 12207:1995 Information Technology - Software Life Cycle processes
ISO/TEC 17799:2000 (BS 7799-1:2000) Information technology — Code of practice for information security
management.
(8) IEEE Publications:
IEEE 729 Glossary of Software Engineering Terminology
IEEE 730 Quality Assurance Plan
IEEE 828 Software Configuration Management Plans
IEEE 829 Software Test Documentation
IEEE 830 Guide to Software Requirements Specification
IEEE 983 Guide to Software Quality Assurance Planning
IEEE 1012 Software Verification Plans
IEEE 1298 Software Quality Management System Part 1: Requirements
(9) British Standards:
BS 7799: 1999 “Information Security Management”, BSI DISC 389 Chiswick High Road, London W4 4AL
(Tel:+44 181 995 7799 Fax:+44 181 996 6411 http://www.bsi.org.uk/disc)
BS 7799: 2000 Information technology — Code of practice for information management
(10) DISC BSI Guides
DISC PD 5000 series of ‘Codes for Electronic Documents and e-Commerce Transactions as Legally
Admissible Evidence’ (including DISC PD 0008:1999 in Pt 1):

Pt1 Information Stored Electronically

Pt2 Electronic Communication and e-mail policy

Pt3 Identity Signature and Copyright

Pt4 Using Certification Authorities

Pt5 Using trusted Third Party Archives

DISC PD 3002 Guide to BS 7799 Risk Assessment and Risk Management (ISBN 0 580 29551 6)
DISC PD 3005 Guide on the selection of BS 7799 controls (ISBN 0 580 33011 7)

(11) ‘Guidance for Industry, Part 11, Electronic Records; Electronic Signatures - Scope and Application’ , US
Dept. of Health and Human Services and all FDA Centers/ Offices, February 2003.
(\CDS029\CDERGUID\5505dft.doc) - draft guidance for comment ¥

[FR7E:] Part 11, Electronic Records; Electronic Signatures - Scope and Application’ |ZBEIZHATIHE A TH 5,
(https://www.fda.gov/media/75414/download)
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26. SUGGESTED FURTHER READING

26. HEREZEER

1. Good Computer Validation Practices — Common Sense Implementation [Stokes, Branning, Chapman,
Hambloch & Trill. Interpharm Press, USA: ISBN: 0-935184-55-4]
2. Computer Systems Validation for the Pharmaceutical and Medical Device Industries [Chamberlain. ISBN 0-

9631489-0-8].

3. Validating Automated Manufacturing and Laboratory Applications, [Wingate et al., Interpharm Press, USA:

ISBN 1-57491-037-X]

4. Validation of Computerized Analytical Systems, Interpharm Press, L. Huber, ISBN: 0-935184-75-9, 1995
5. General Principles of Software Validation - Final Guidance for Industry and FDA Staff (FDA, CDRH,

January 2002)

6. PDA Technical Report No 18, “Validation of Computer-Related Systems”, PDA Journal of Pharmaceutical
Science and Technology, 1995 Supplement, Vol. 49, No.S1

7. PDA Technical Report No. 32, “Report on the Auditing of Suppliers providing Computer Products and
Services for Regulated Pharmaceutical Operations” (PDA, 1999)

8. “Validation of Process Control Systems: a Guideline by GMA & NAMUR’, in Section 5 of GAMP-3 (1998)

Vol. 2, Best Practice for Users and Suppliers.

9. PDA Technical Report No. 31: “Validation and Qualification of Computerised Laboratory Data Acquisition
Systems”, PDA Journal of Pharmaceutical Science and Technology, 1999 Supplement, Vol. 53, No.4

10. Guidance for Industry - ‘Computerized systems used in Clinical Trials’, US FDA, April 1999

11. GLP Consensus Document ‘The Application of the Principles of GLP to Computerised Systems’, 1995,
OECD/ OCDE/GD (95) 115 (Environment Monograph No.116)

12. Computer Systems Validation in Clinical Research, 1997, ACDM/ PSI Working Party. (ACDM, PO Box 129,

Macclesfield, Cheshire SK11 8FG England)

13. ICH Topic E6: ‘Guideline for Good Clinical Practice’. (ICH-GCP/CPMP/ICH/135/95)
14. EU GMP Guide Annex 15, ‘Qualification and Validation’, European Commission, July 2001, (based on PIC/S

recommendations)

15. APV Guidance, Appendix 9 to GAMP4 ‘Guide for Validation of Automated Systems’, ISPE (GAMP Forum),

2001

27. GLOSSARY OF TERMS
27. FFE&E

This glossary has been extracted predominantly from
the (1) EU GMP Annex 15, Qualification and
Validation document, [see ‘Further Reading Ref:14];
(2) the GAMP Guide; and (3) the PDA Technical
Report No 18. The list of definitions has been
compiled to reflect the current terminology generally
accepted internationally. Inspectors may have to
correlate or adapt the terms in the light of internal
policies, standards and guidelines used by regulated
user’s companies and relevant SDLC methodologies.
The sources of each of the definitions have been
identified in the following manner:

e EU GMP Annex 15 PIC/S document
definitions are recorded as (1);

e  GAMP definitions are recorded as (2);

AMFERIZFICUL T B8R LT,

(1) EU GMP Annex 15, Qualification and Validation
document (HEEEZEEE} 14 25 H)

(2) GAMP HA K [BARTE 2]

(3) PDA Technical Report No 18
COMFEROERIT, —RINCEERRICEED 5
TN\ D T HRE & SR 3 5 &9 ITHRdE LTz,
HREL., s OHEERIRL—Y —=
FEDME T DN O T8 B T A KT A
V. KOBHET 5 SDLC FiEA I E 2729 %
T, BES THRT 52, BEIST 2 LERH
Lok Ly, EEOMIMT, UTD XS
XAl L TR LT,

e EUGMP Annex 15PIC/S K& = A h®D
EFIE (1)
e  GAMP DEFIT (2)
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e PDA technical report no. 18 definitions are
recorded as (3);

e EC Directive 1999/93/EC on a Community
framework for electronic signature, (Official

Journal of the European Communities,
19.1.2000), (4);

e Definitions elaborated in this PIC/S document
do not carry a suffix number.

e PDA technical report no. 18 D EF i (3)

e EC Directive 1999/93/EC on a Community
framework for electronic signature, (Official
Journal of the European Communities,
19.1.2000)(% (4)

o KRETHMAIIEKRLEERICOWTITE
FLOO SR O R B3R5 1350 L7220,

[FR7E] (2) GAMP 4 PERTE2] | = 5T 1% ISPE
LD FORRAHIIR STV A2, JFn 62
FINTHHEN TS, MAIICRL
77

Advanced Electronic Signature

(EU) means an electronic signature, which meets the
following requirements:

(a). it is uniquely linked to the signatory;

(b). it is capable of identifying the signatory;

(c). it is created using means that the signatory can
maintain under his control; and

(d). it is linked to the data to which it relates in such a
manner that any change of the data is detectable. (4)

BELEBFES
(EU TIX) LT OB & 7o 3 B4 2 5k
ERAP

() BAEZEAITHAT T STV 5,
(b) BAFEFFETZ 5,

) BLENHOLDa Y hr—LDb & MR B
TEXDLFEZHTEREN D,

(d) EFELITLET —F ~OEHEN IR
TE 589700 5 CHEMIT b T —2IZ
AT ST D, @)

Application-Specific Software
A software program developed or adapted to the
specific requirements of the application. (3)

T =g B T R T
HREDT U r—3 g UEEO T OICETE X
BHEN-Y 7 by =T Ta s T h, (3)

Automated System

Term used to cover a broad range of systems,
including automated manufacturing equipment,
control systems, automated laboratory systems
manufacturing execution systems and computers
running laboratory or manufacturing database
systems. The automated system consists of the
hardware, software and network components, together
with the controlled functions and associated
documentation. Automated systems are sometimes
referred to as computerised systems; in this Guide the
two terms are synonymous. (2) (GAMP 4 (3) “Scope’

page 14)

BEHE R T A

MBIAWS AT D I AN—FTHHFETHY
HENREEEE . IS 2T A, HEVEBRS XT
A, BLEFATV AT AN, A7 MY TEED
FeBR— AL AT A ETTHa L Ba—
X, wET,

HEMLL AT A, "—FKy=7, Y7 U=
7. MOy FU—7 Lok &, IS
NoHiRE, ROBESCEN ORI D, BE)
by AT AiFarBa—2 b AT AL HIER
NHMN, KAETIE, 202 >DMEEILFEFETH
WTUW5, )(GAMP 4 (3) [Scopel page 14)

Bespoke
A system produced for a customer, specifically to
order, to meet a defined set of user requirements. (2)

GRS A
EFSINTZ O —Y —FIEE7-T 7201
AR DIEX E BV ICHE SNV AT A, (2)

Bug
A manifestation of an error in software (a fault). (2)

Ry
VI T =T DT —REHLELD (KK)
(2)
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Change Control

A formal system by which qualified representatives of
appropriate disciplines review proposed or actual
changes that might affect a validated status of
facilities, systems, equipment or processes. The intent
is to determine the need for action that would ensure
that the system is maintained in a validated state. (1)

[Authors note: FDA may specifically require evidence
of pre and post implementation reviews of changes.
The latter to detect any unauthorised changes that may
have been made despite established procedures. These
are quality assurance activities. ]

BE= pP—b

RINT CUIFEEED) NYF— ki
WOVAT AW T e ADRRBICRE L
OB, B FF oMY 22 855 DR
ENLEa2a—TAHAERR AT LA, ZOEX

X, N T —hENTZV AT DREEZHERFT 5
ZLEMFEICTHIZDDT 7 a NSNS
MWERETDHIETHD, (1)

[FE#H LD AF — FDA 132 8 F2 i nl & Fhith
DR ZFERT D500 LI, $%RE 1L, L
ENT=FIERD DI HLT, FraeliTbh
- ER AT A0 LDTH S, T,
EREDIEEN TH D, ]

Commercial off-the-shelf (COTS)

Configurable Programs- Stock programs that can be
configured to specific user applications by “filling in
the blanks”, without (COTYS) altering the basic
program. (3)

Vil A YAV

MR ERER T u /T h—ARKT 0 7T Lk
BRI [EZRICATNTAHZET) 2—H—
DYFEDT 7V ir—3 g ZE b THERGRE
TXDHIERFEHDOT 0 7T b, (3)

Computer Hardware

Various pieces of equipment in the computer system,
including the central processing unit, the printer, the
modem, the cathode ray tube (CRT), and other related
apparatus. (3) (See also Figure 1, page 8, of this
document).

I —FN— N T

L2 —H AT KRBT DR TR,
CPU, 7'V v %, &7 A, CRT, %Dt BEEHE
BraEt, 3) KAEU—UDX1 LB, )

Computer System

Computer hardware components assembled to
perform in conjunction with a set of software
programs, which are collectively designed to perform
a specific function or group of functions. (3) (See also
Figure 1, page 8, of this document).

T2 —F T A

U2 —F D= R = T E AN T,
—HDY T N =T Fu s T hEMBEDET
;METHHLDOTHY, —IKE 72 TREDHHE
SOTHERERE 2 AT T 2 L O IRt &SN D, (3)
(KEUR—TVOK 1 BB, )

Computerised System
A computer system plus the controlled function that it
operates. (3)

[Authors note: Today this may be considered to be
rather a narrow definition, especially in the context of
integrated computers. The definition should therefore
include all outside influences that interface with the
computer system in its operating environment. These
may typically include monitoring and network links,
(to/from other systems or instruments), manual
(keypad inputs), links to different media, manual
procedures and automation. The term also covers
automated instruments and systems. See also the
definition for ‘automated systems’ in this section and
Section 26, Reference 11, the GLP OECD consensus
document. PIC/S GMP Annex 11(4) is relevant here
regarding documenting the scope and interaction of
systems. |

I 2 —F R TA

O a—F AT MY AT ADEN)T
FlE S oEEZ A= b D, (3)
[(EHICLD AT —4HTIE, Bk
Ea— 2R HAaInsRinaEx s &, Eid
ITREBEOERETHDL LS 2D, - T, ZOE
FBIENREICBWTa sy Ea—F L AT 4
EAVHE—T 2= AT HENENLDH L DD
BEGDHRETHD, ZbITiE, &KW
2, (Lo 27 L0 & O D) BER
Fy NT—=27DY 7 FAT (F—"v KA
71) . Mo FEE BEbE DY oD
ORNY EET, ZOMREIL. BEMLER L v
AT LI N—=T 5, KED ALY AT
L] DEF, #26 EOSEEE 11 GLP OECD
consensus document H 2D Z &, AT LADHF

At 0E 71
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PHEA BT 09 OXEAICE L PIC/S
GMP Annex 11(4) [EARE 23B89~ 7% ]

Configuration

The documented physical and functional
characteristics of a particular item, or system, e.g.
software, computerised system, hardware, firmware
and operating system. A change converts one
configuration into a new one.

1BERE

EDT AT A, XUIT AT (B V7 b
7, A b a—H b AT A, N—FKTx
T, 7707 KAV —T 4 T
AT L) OSCEAL I T W BRERME K OB RE R
P,

EHEEMZ D & BEFORERRGRE D H LUK
HEILED D,

Configuration Management

The process of identifying and defining the
configuration items in a system, controlling the
release and change of these items throughout the
system life cycle, recording and reporting the status of
configuration items and change requests, and
verifying the completeness and correctness of
configuration items. (2)

1742

VAT BB DIERT A T LERFE R
L. VATLTATHA I NVEZHBLTT AT A
DY Y —REEFEZay ba—L L, T A
THEEFHERO AT — X A& iedk/ W5 L.
WERRT A 7 L D52V & EReME 2 FiGEd 5 7 o
2, (2)

Debugging (IEEE)
The process of locating, analysing, and correcting
suspected faults. (2)

7\ 2 (IEEE)
b LWKIZ RS, L, BET 571
2, (2)

Electronic Signature

An electronic measure that can be substituted for a
handwritten signature or initials for the purpose of
signifying approval, authorisation or verification of
specific data entries. See also definition for
‘Advanced Electronic Signature’, above.

ErEL

FEDT —# N2 AR, §Fal, UIHGEE L 7=
ZEERTHMWTIT) FEESBAXITIA =y
NoRbY L7 bE TR, Lo TEEx
ErEL) ODERELSROZ L,

Electronic Signature (FDA)

21 CFR Partl1 defines this as: The computer data
compilation of any symbol or series of symbols
executed, adopted, or authorised by an individual to
be the legally binding equivalent of the individual’s
hand-written signature.

EFE4 (FDA)

21 CFR Partll OEHFITKOEY ., [FEXEL
ERIZEDIEN RN B 5 60 & L TRADE
K, BH. KRBT L REEA Ea—FT—H
ELTHRELLEDLD, |

Electronic Signature (EU)

1999/93/EC states: ‘electronic signature’ means data
in electronic form which are attached to or logically
associated with other electronic data and which serve
as a method of authentication. (See also ‘Advanced
Electronic Signature’) (4)

BFEH(ED)
1999/93/EC TIZLL F D L H IR RT3,

[ TETEA X, toB 7 —ZITHEL
TWD 0, BRI BEE T O TV D ETFE
RKOT—HThV, BREHFAE L TORE Z R
T bDEENRT D, |

( IBERBETESL OHLBHROZ L, ) @)

Embedded System

A system, usually microprocessor or PLC based,
whose sole purpose is to control a particular piece of
automated equipment. This is contrasted with a
standalone computer system. (2)

AT X 7 A

Wi, v 7ua7at vy NILPLC ZX—R &
LT AT A THY . HiEd BE b DR E
oy EHIET S Z EICRESNTWS, I

X, AZ L R7 L yDasEa—F AT hE
strteEinsd, (2)
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Executive Program (ANSI/IEEE/ASO)

A computer program, usually part of the operating
system, that controls the execution of other computer
programs and regulates the flow of work in a data
processing system. (2)

B8~ 27 F A (ANSI / IEEE / ASO)

BEIX, ARV =T 4 VTV RAT ADO—EHTH
Hara—F7a s I L5THY, o=

Ea—27ar 7 hOFTEGH#EL, 7 — 20
Y AT MBI HT—7 7o —%Hlild 5,
(2)

Firmware

A software program permanently recorded in a
hardware device, such as an EPROM. (3) (Note:
EPROM stands for ‘Erasable Programmable Read
Only Memory’)

Tr—ADzT

EPROM %5 D N— R = 77 /3 A AT KK FD
ganizy 7 bhv=77urs7n, (3) (EE—
EPROM /% [Erasable Programmable Read Only
Memory] DOIEFET, [VHZEWEEZR PROM| D Z
Eo )

Functional Requirements (ANSI/IEEE)
Statements that describe functions a computer-related
system must be capable of performing. (3)

HEGEZELE (ANSI /IEEE)
O a—FEEY AT AREFTTERITE
2R WEREER R RT-E S, (3)

Functional Specifications

Statements of how the computerised system will
satisfy functional requirements of the computer-
related system. (3)

B
O o — XY AT AOMEEE A o
Ea—Xb o AT ANED X DT nE b

~NIZEE, (3)

Functional Testing
A process for verifying that software, a system, or a
system component performs its intended functions. (3)

HagEr < P

VTR =2T VAT A, XFTVAT L
A= "N ERERBYITHEEET D Z & 2 /iE
T57atA, (3)

Hardware Acceptance Test Specification

Statements for the testing of all key aspects of
hardware installation to assure adherence to
appropriate codes and approved design intentions and
that the recommendations of the regulated user have
been suitably considered. (2)

N=FOzTRATX MEEFEE

N=RY =TS OETOEERMEEZT A b
THILOESTHY, %47 2 HAIKLOEE
SNERFFOFHICHEA L, Bl Ga—9—
~OHERFEPNEYNCEE SN Z & 2 RGET
HHD, (2)

Hardware Design Specification (APYV)

Description of the hardware on which the software
resides and how it is to be connected to any system or
equipment. (2)

N— Rz TEREHIEFZE (APY)

V7 N =T RNER SN NN RT =T KO
IN— R 2 TN AT AR 12 WD DN S5 X
D DIZHONT ORI, (2)

Hybrid Systems
Refer to Section ‘21.6” of this document

N TY » FXTA
AKED 2163 22O L,

Integration testing (IEEE)

An orderly progression of testing in which software
elements, hardware elements, or both are combined
and tested until the entire system has been integrated.

2

#4572 P (IEEE)
whHlsneTr A MEfTO—EHTHY, VYT b
T T HEE, N— Ry o7 EE IHEE
BINTAFEIND, ZTHULT AT DERDHE
BEINDHETITONLD, (2)

Interface (ANSI/IEEE)
A shared boundary. To interact or communicate with
another system component. (2)

+ > % —7x —X (ANSI/IEEE)
HHEINLERA S, MO AT A3 R—x
YRERVIERY ITWBEEITO DD HED, (2)
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Legacy Computerised Systems

These are regarded as systems that have been
established and in use for some considerable time. For
a variety of reasons, they may be generally
characterised by lack of adequate GMP compliance
related documentation and records pertaining to the
development and commissioning stage of the system.
Additionally, because of their age there may be no
records of a formal approach to validation of the
system.

LY —a Bz —Z X T A

BA%, DRV OHMEH SN TE LI AT A
DT ExEVH, I, xR BENS, 1
)72 GMP & 2~ BIESGE, KOV AT LD
BRI FEER D B IZ B9 2 FogkAs kAN L Ty
HTEMB, EHIT, BB L TWS T
IV AT LN F—2 g VOIERRT 7 a—
FOEENFIELRWEAEND D,

Life Cycle Concept

An approach to computer system development that
begins with (PMA CSVC) identification of the user’s
requirements, continues through design, integration,
qualification, user validation, control and
maintenance, and ends only when commercial use of
the system is discontinued. (2)

FA YA 2N DEES

AL Ea— X VAT ABEOT Ta—FDOOE
DTHY, 2—VF—BEORFENGIRE D | 37
B WG, WML, 2 — P —DNNY F—

vay, arhba—, KUMRSFIZED £ Thi
o VAT LOREHFIAMEIE LI BEICDH
BT+ %5, 2) (PMA CSVC) EA#E]

Loop Testing
Checking the installed combination of elements
characterising each type of input/output loop. (2)

Jo—7"7 2

P T ONTEEROMAEDOE T, FHEOA
YTy NSTURNT Yy hOL—T OREE RS
bDEF v I THIE, (2)

Network (ANSI/IEEE & GAMP)
(a). An interconnected, or interrelated group of nodes.

(b). An interconnected communications facility. A
Local Area Network (LAN) is a high bandwidth
(allowing a high data transfer rate) computer network
operating over a small area such as an office or group
of offices. (2)

K> P U —2 (ANSVIEEE & GAMP <7521 )
(a) FAAE B Sz, XIS AEICEE 3% ) — K
DEFY,

(b) R AR S N2 B1E R, LAN 1@ HH8iE
(BT — AR EED) OarPa—F %y
FNT—2THY ., 7 4 ARERDA 7 ¢ A%
DOFNHIPH THEET 5., (2)

Operating Environment

Those conditions and activities interfacing directly or
indirectly with the system of concern, control of
which can affect the system’s validated state. (3)

EHRE

KR AT MTEEEXTEEEICA 2 —

7 —ATHREENEBTHY, Ok
=LY AT LD T — ~ ERTRBEIC R
BERKIFTLEDHD, (3)

Operating System

A set of software programs provided with a computer
that function as the interface between the hardware
and the applications program. (3)

AR —F ¢ TR TA

N=Ry 2T T r—varrual a0
MoA 2 —T7x—AL L THEREET S, =

ta—& b iRfisns —ED Y 7 |

WA i=2/ A VN )

Public Key Infrastructure

Public Key Infrastructure (PKI) provides a
framework for secure communication, using a
combination of public-key cryptography and
Digital Certificates.

PKIs can exist within many different domains but
essentially there are two types:

A Private PKI is deployed by a corporation for the
benefit of its business and any related parties (e.g.

LGSR A AR
ABREEERAEEAR (PKD) X, ABBORE LTV
Z )VRBFEDMAE R E AW TR EE o
*AE AT 2,

PKI %, #£7225% < OFEBTHFEL TNDHD, K
BHNITLL T O 2 R S 5,

Private PKI 1%, &t THWHH, FOEtoOEY
FALBHYEE (F . HlE. Y774 F) ©
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customers, suppliers).

Public PKIs (using ‘Trusted Third Parties’) are
deployed on open systems, such as the Internet and
facilitate security between previously unrelated
parties.

DI HNBN D,

Public PKI ( [MEHEOB T 15 =F] ZH\\25)
I, A v F—%y NEDF—T T AT LA TH
WHIL, BEIZEEREFF > T WY HEM O
X VT 4 ZMIBICT 5,

Raw Data’*®

Any work-sheets, records, memoranda, notes, or exact
copies thereof, that are the result of original
observations and activities and which are necessary
for the reconstruction and evaluation of a work
project, process or study report, etc. Raw data may be
hard/paper copy or electronic but must be known and
defined in system procedures. (2)

LT =58

VT NVOBRE T 7T 4 BT 4 OFERT
bHU—7— b, fiEk. AE, BE UFEZ
DEMLa—ThV, {EXEitHE, YrkX,|
e EE O FH L OGHEIC L2 b 0, &
F =B IN— R D a e — XXEAFHRY
BNBDHIN, UIRAET =2 %] B,
VAT ATFIETER L T2 TER 57

W (2)

Regulated User

The regulated Good Practice entity, that is responsible
for the operation of a computerised system and the
applications, files and data held thereon. (See also
‘User’)

B Rz —F—
Ry 7T 0T 4 AOFEEEKTHY
A2 — AT A KOVE ZITRFES
HT IV r—ay/ Tr AN F—FDF
L—ya VlEEERFSE (([2—W%—] DIA
L)

Revalidation
Repetition of the validation process or a specific
portion of it. (2)

BN F—g
NYF—=var7atA EZEDO—HEH#Y
BT &, (2)

Security (IEEE)

The protection of computer hardware and software
from accidental or malicious access, use,
modification, destruction or disclosure. Security also
pertains to personnel, data, communications and the
physical protection of computer installations. (2)

tF= J 7 (IEEE)

A2 —FDNN—Ry =T YT T =2T D
WEOIIEREOH DT 72 A, FHH, £H,
e, BRI ORE, EXa VT 01, =
B, 7—%, @E. K= Ea—Z M0
MEREICLBRT D, (2)

Source Code (PMA CSVC)

An original computer program expressed in human-
readable form (programming language), which must
be translated into machine-readable form before it can
be executed by the computer. (2)

Y —XZ— F(PMA CSVC 'H73T )
AR ENTEHREA (s 7107
SiE) TRIEINIEAV U ADa B a—H
Tl T ATHY, A a—Z N HHETED
FRICHRR L T b ar B a—ZIT k> THET
b, (2)

Standalone System

A self-contained computer system, which provides
data processing, monitoring or control functions but
which is not embedded within automated equipment.
This is contrasted with an embedded system, the sole
purpose of which is to control a particular piece of
automated equipment. (2)

RH > RTa s X 7A
HOEMMoary Ea—F Y AT L THY .,
T HAER BRSO R A R S
25, BEMEEERR O HFIITHAA E TV,
ZhUE. BEMEEERRORFE RSy & S 5 Mk
[ZIRE LA 27 A sttb S D, (2)

38 PIC/S Author’s Note on ‘Raw Data’- For information: FDA’s 21 CFR Part 11 requires the retention of electronic

records in electronic form... 7]

[FRIE] WER RV, AERBICBLE LK,

HALH E 75

%0
BZLib124-PICS_CS_r0.docx




PIC/S

Good Practices for Computerized Systems in Regulated “GxP” Environments

No. BZLib-124

Structural Integrity (Software)

Software attributes reflecting the degree to which
source code satisfies specified software requirements
and conforms to contemporary software development
practices and standards. (3)

a7 s (VTP T)
V—RAa— KPREINTZY 7 U =T HEE A
WL, Y7 U =T BR DR OEAT & FEYE
WS> TWAHRREZRT Y 7 hU =7 DM,
(3)

Structural Testing

Examining the internal structure of the source code.
Includes low-level and high-level code review, path
analysis, auditing of programming procedures and
standards actually used, inspection for extraneous
“dead code”, boundary analysis and other techniques.

EEET X P

V—Za— ROWNEHEELZH~L Z &, KL
NS EmL LD a— R Ea—, 258, 7
0777 FIRE EERICHEH S AEEOR
. RO [dead code] DA, B

Requires specific computer science and programming *FE > %@&m%é‘\iﬁo ‘%ﬁlﬁii\ EAS AN
expertise. (2) 7 DR EDOHEMMGZ LE LT D, (2)
Structural Verification FEE e GE

An activity intended to produce documented
assurance that software has appropriate structural
integrity. (3)

V7 N =T PEEIIAEENA T T T 4 &
FoZ Lo ENT LA BT 5 2 L &
BEX L7158, (3)

System Acceptance Test Specification (2)

The system acceptance test specification is a
description of those tests to be carried out to permit
acceptance of the system by the user. Typically it
should address the following:

System functionality
System performance
Critical parameters
Operating procedures

The tests should ensure that the product operates as
indicated in the functional specification and meets the
user requirements as defined in the URS. The tests
typically include limit, alarms and boundary testing.

The System Acceptance Test Specification is a
contractual document and, as such, should be
approved by both the supplier/ developer/ integrator
and the end user. An example procedure for producing
a System Acceptance Test Specification is given in a

SRTARAT X MEFEE(2)
VAT AT A MERET, =Y —I12L D
VAT LDOZNET AT HIZDICEET HT A
FOFLIRTH %,
WE . TR,

o AT LMERE

o HERNRTA—H
BAETNA

ZOT A MZX Y S SRR ISR E S
TWHED ITHERET A2 &, KOV URS TERS
NTNDa— VP —B A3 2 & 2 fEEICT
%o ZOT A MIUT—MKAIZBIME, 77—
L, ROBESYEOT A N BREEND,

VAT LT A MIEEITIRRLETHY |
VTIAYBHRE AT T2
Ro—4f— DB TF 12K - THRR SNHRET
Hb, VAT LZAT A MEEEEOERTIER]
I GAMP 77 A K g VAR 2 il S T

GAMP Guide Appendix. %,
System Software SRXTAVZ P T

Software designed to facilitate the operation and
maintenance of a computer system and its associated
programs, such as operating systems, assemblers,
utilities, network software and Executive Program
programs. System software is generally independent
of the specific application. (3)

A a—F VAT ARREOE T v 7T A
(ARV—FT 4 VTV AT A, TR T T,
2—74 V74, Xy NIT—=2 I T U =T,
B 7 n T AT OER ERTFERSICTD
EOICRHENTZY 7 =T, VAT AV T
FY = TNl 2 DT T r— g b
SITIMSZ LTV D, (3)
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System Specifications (PMA CSVC)
Describe how the system will meet the functional
requirements. (2)

SR T A(LFRE (PMA CSVC (#7737
VAT LI ED F O ITHEREEA Al 7o A ad
I 2. 2

Unplanned (Emergency) Change (PMA CSVC)*°
An unanticipated necessary change to a validated
system requiring rapid implementation, also known as
a “hot-fix”. (2)

p: Eﬂ (%ﬁ) Z’{E(PMA csVve /7,;%7?//?/7&31)59
NYF— hINTET AT MMIKT HBEN DY
BT T D R R Ei 05k b D,
Ry hT7 4w 71 LB 9, (2)

User

The company or group responsible for the operation
of a system. (3) (see also ‘Regulated User’). The GxP
customer, or user organisation, contracting a supplier
to provide a product. In the context of this document it
is, therefore, not intended to apply only to individuals
who use the system, and is synonymous with
‘Customer’. (2)

oz —F—

VAT LOERICETE ORI, TS v—
7o ) ( TSR —F— ] OEHHSH)

P 7T A v L BB O A fE A TV D GxP
ORI o) @g, d=a—F—#fk, %o
T, AETEH, VAT 22T AT T
72, THE] LLHEFETHD, (2)

Utility Software (ANSI/IEEE)

Computer programs or routines designed to perform
some general support function required by other
application software, by the operating system, or by
system users. (2)

zZ—F Y77 Pz 7 (ANSIVIEEE)
thoT 7V r—var 7 vy T ., AL —
TAUTVAT L, NIV AT ha—H—(Z
Ko THEE SND— K72 AR — MEREZ 52
T3kt sni-arva—47n 77 A
XiIn—Fr, (2)

Validation of Computerised Systems
See text Section ‘14.2° for definition.

I E 2 — S RTFANY F— g
EFNZHOWNWTIE (51427 2B,

28. ABBREVIATIONS USED IN THE DOCUMENT

28. KETHWBIKE

ANSI: American National Standards Institute

APV: Arbeitsgemeinschaft fur Pharmazeutische Verfahrenstechnik E.V.
BSI: British Standards Institute

DCS: Distributed Control System

DR: Design Review

DS: Design Specification

39 This can be very risky. ‘Fix’ testing/ implementation work should ideally not be carried out initially in the live
environment. All changes to the live validated system(s) must be subjected to the firm’s change control, configuration
management and validation procedural controls, to ensure compliance with GMP and the maintenance of a validated

state.

OHMEADEFITLETHLY R RHD, [BIE] OF A N/ EHEOEEIL., BOIARERE CEE LRV
EREABERTH D, NVT—FENTEAZB L AT AIMZ5E2TOER L, 0L T ho—b, Rk
BH, RONYF—2a rFEOay bur—LOxXHRE L, GMP ~DE &N 77— b IR IREEOHER:

EREFEIZ LT U b7,
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DQ: Design Qualification

EDP: Electronic Data Processing

EU: European Union

FDA: US Food and Drug Administration

FS: Functional Specification

GAMP: Good Automated Manufacturing Practice

GCP: Good Clinical Practice

GDP Good Distribution Practice

GLP: Good Laboratory Practice

GMP: Good Manufacturing Practice

GxP: Compliance requirements for all good practice disciplines in the regulated pharmaceutical sector
supply chain from discovery to post marketing.
B ROREEY 7 2 =280 5, BEERPLTREE TOF T 74 F - DR
7 BT T 0T 4 AR L a5,

IEC: International Electrical Commission

IEEE; Institute of Electrical and Electronics Engineers, Inc.

1Q: Installation Qualification

ISMS Information Security Management System

ISO: International Standards Organisation

ISPE International Society for Pharmaceutical Engineering

LIMS: Laboratory Information Management System

LAN: Local Area Network

MRP: Materials Requirements Planning

MRP-II: Manufacturing Resource Planning

0Q: Operational Qualification
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PDA: Parenteral Drug Association

PIC/S: Pharmaceutical Inspection Co-operation Scheme
PKI Public Key Infrastructure

PLC: Programmable Logic Controller

PQ: Performance Qualification

QMS: Quality Management System

R&D: Research and Development

SCADA: Supervisory Control And Data Acquisition

SLA: Service Level Agreement

SOPs: Standard Operating Procedures

URS: User Requirements Specification

VSR: Validation Summary Report (see footnote to Section 23.10”)
WAN: Wide Area Network

I
SRR ~— PRI E 72 b O % UL F I L,

51 An electronic keyword search of GxP documents | - FHJIZ GxP LEDXF—TU — REHET 52

will reveal specific compliance requirements to LICEY, BEDO M v ZIZHOWTEEDY
assist in preparing for particular topic inspections. | fus) - 47 BAKRY 2054 B o5 Th
Keywords such as: ‘document’, ‘specification’, Z 5 [ 573 (document) MRS

‘formula’, ‘procedure’, ‘record’, ‘data’, ‘log . . .
book’, ‘instruction’, ‘written’, ‘sign’, ‘approve’, (specification)| . [} (formula)] . [FIH

‘writing’, ‘signature” are particularly helpful for | (Procedure)] . [RCEE (record)) | 17—
records, data, documentation, authorisation and (data)] . 277> 7 (logbook)l . [f&7R
signature issues. (instructions)| . [3CEAL (written)] . [E4
(sign)] . [7KG® (approve)| . [FHim
(writing) | . T[4 (signature)] &7z
F—U— N, Friciesk, 7—%., CE E
R, XOBAICET2MEICAEHTHA 5,
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58 PIC/S Author’s Note on ‘Raw Data’- For T — 2|5 PIC/IS DEEZED AT —S%
information: FDA’s 21 CFR Part 11 requires the | {5343 : FDA 21 CFR Part 11 TlX. & 7-3l6%
retention of electronic records in electronic form (R bbEFIICINE IS [k

(thus including raw data electronically captured or F | Lty OBIHRTOMRLZ TR

recorded). Also, for all good practice disciplines R P U
regulated by competent authorities it must be LTng, i, BERTDBRET 27

possible to reconstruct studies and reports from K777« /:< fEdE (4 GxP fHIK]) TIiX, ] it
raw data and the electronic records may be needed FRWE LT —H Z}): SREBTE R
to support any paper printouts. 53, MORIRY Z AT 2 Lk As 2
ERDGAEN DD,
[&RERE]
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