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Preface (FF3X)

This guidance represents the current thinking of the
Food and Drug Administration (FDA or Agency) on
this topic. It does not establish any rights for any
person and is not binding on FDA or the public. You
can use an alternative approach if it satisfies the
requirements of the applicable statutes and
regulations. To discuss an alternative approach,
contact the FDA staff or Office responsible for this

guidance as listed on the title page.

KA 5 R, HF PE ZIZO0 T, B
EFadn i (FDA X112 )m) DBHHEDEZ &
T, KU Z X E, DR SEITH LT HIE
&5 2720 756D TIE2<, FDA X/T145%
FFT S b DTITRY, B IS EHRO
DO EE &7 TR Y . KA 507 X TR &
RN DB LT Lo, (CEES
I BT S HHIC O T, FRZ 1T 7280
o R F O FDA JiE X /4 FDA 575
PRIz X0,

I. Introduction' (FFE )

FDA is issuing this guidance to provide
recommendations on computer software assurance
for computers and automated data processing
systems used as part of medical device production or

the quality system. This guidance:

e Describes “computer software assurance” as a
risk-based approach to establish confidence in the
automation used for production or quality systems,
and identifies where additional rigor may be

appropriate; and

FDA 13, ERESROMES 2T L WE Y AT
LO—HE LTRSS 2 Ea—% KUH
BT — A AT LD Ea—F T R Y
= 7 {RiE (computer software assurance) (ZB3 5
LR IHA R T T20IT, KU A X A% FAT
Do RAAZLLAFTUTOZ L ZFERH LT
Do

o l[auVa—XY7 b yxoThE %, W&
VAT LBV AT MEREND A — b
A= a VOEMEMSLT D7D ) A7~
— AT 7u—F L LTHATLEEBIZ, &
570 D SN E 2 THUEZ R D D) E HE
W29 %,

! This guidance has been prepared by the Center for Devices and Radiological Health (CDRH) and the Center for
Biologics Evaluation and Research (CBER) in consultation with the Center for Drug Evaluation and Research (CDER),
Office of Combination Products (OCP), and Office of Inspections and Investigations (OII).

VR A X2 A1, Center for Devices and Radiological Health (CDRH) % O Center for Biologics Evaluation and
Research (CBER) 7%, Center for Drug Evaluation and Research (CDER), Office of Combination Products (OCP) &
" Office of Inspections and Investigations (OI) & ik L THER L7z b D TH B,
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e Describes various methods and testing activities o TUE2—HYT NY=TIRFELFESL L, Bl
that may be applied to establish computer software VLA A il 7 9 BRI A 15 2 72 0 DA <

assurance and provide objective evidence to fulfill 7R FIERT A MEENZOW T 5 2, =
regulatory requirements, such as computer ZC. HHIEARIE, quality system obligations
software validation requirements in quality system (21 CFR Part 820 (LL T, Part 820) Z{:% 5
obligations, including requirements in 21 CFR o) lIZBITFAa Ea2—HY)T7 vy TN
Part 820 (hereafter referred to as “Part 820”).2 T—a VEMETHD,
This guidance supplements FDA’s guidance, ARITA X AL, FDA DI A ¥ A TGeneral
“General Principles of Software Validation” Principles of Software Validation] (UL, Software
(hereafter referred to as the “Software Validation Validation guidance) Z &9 5 H D TH DM,

guidance”) except this guidance supersedes Section Software Validation guidance D% 6 & [H#) 7' &
6: Validation of Automated Process Equipment and T AL ONWE AT LAY 7 b7 O

Quality System Software of the Software Validation T—ay] F RTAX AL EEH

guidance. bbb,

[GR7E] FDA @ General Principles of Software
Validation D FIFRIZ- DV TIE,
https://bunzen.co.ip/ &,

For the current edition of the FDA-recognized AIGE TSN TV S FDA O ER BRI
consensus standard referenced in this document, see DEcHThRIZ. FDA Recognized Consensus

the FDA Recognized Consensus Standards Standards Database’ 2D Z &,

Database.?

2 On February 2, 2024, FDA issued a final rule amending the device Quality System Regulation, 21 CFR Part 820, to
align more closely with international consensus standards for devices (89 FR 7496, available at
https://www.federalregister.gov/d/2024-01709). This final rule will take effect on February 2, 2026. Once in effect, this
rule will withdraw the majority of the current requirements in Part 820, including 21 CFR 820.70, and instead
incorporate by reference the 2016 edition of the International Organization for Standardization (ISO) 13485, Medical
devices - Quality management systems — Requirements for regulatory purposes, in Part 820. As stated in the final rule,
the requirements in ISO 13485 are, when taken in totality, substantially similar to the requirements of the current Part
820, providing a similar level of assurance in a firm’s quality management system and ability to consistently
manufacture devices that are safe and effective and otherwise in compliance with the Federal Food, Drug, and Cosmetic
Act (FD&C Act). When the final rule takes effect, FDA will also update this guidance, including the references to
provisions in Part 820 in this guidance, to be consistent with the rule.

2202442 A2 B, FDA %, ERHEBOEE 2 £ AFEHEIC S HITH D KO BRI E v AT A8
] (21 CFR Part 820) % t&1E9 D &R &2 31T L7z (https://www.federalregister.gov/d/2024-01709 @™, 89 FR
7496 TATFHHE), T DA 2026 452 A 2 RICEDT 5, ZOBAIOFEZTL Y 21 CFR 820.70 %
“te, Part 820 OBEDBEEO KRy AMEl <41, Y IZ, Part 820 | International Organization for
Standardization (ISO) 13485, Medical devices - Quality management systems — Requirements for regulatory purposes
D 2016 FFRHSZMUC LV MAIAEND Z L1l 5, BAHANCRHE SN TND L 512, 1SO 13485 D HHF
T, BARLLTRS L BUED Part 820 DEF L EEICFAMRTH Y | EOWEFHI AT HL LET
HHM)TH Y | Federal Food, Drug, and Cosmetic Act (FD&C Act) (ZYEHL L 7= M2 — B L CRET 568
TNZOWT, RO LIV ORGEZ RIS 2, BASHAIRE T 5 & FDA 1Z, KT A X2 AN O Part 820
DBE~DBREED, RAA X AL AL —FT D Lo ICHEH SN,

3 Available at https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfStandards/search.cfm
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In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the word
should in Agency guidances means that something is

suggested or recommended, but not required.

—fXHIZ, FDA DI A X A%, ERIERE] 0
HOBEMLEZMNLT HHDOTIERY, L LATA
ZU A%, D FEw 712895 FDA OBE
DEZFEHHATHHDOTH Y, FE OB
IHIERIEAEN I SN TWZRWERY | B nHE
WEIHL QAR INHREHLDOTHD, FDADA
A Z AT Ishould] "™WH ZHWTW5G & &

I, AT REIIHERE L TV D b DD, M
TRV L E2ERT D,

[FR7E] Tshould) 1% T~~_EThs| [~k
ERHDH] LFRL. Tmust] 13 T~722F 7
L] EFRL TV D,
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II. Background (\Xv 7 77 UV R)

FDA envisions a future state where the medical
device ecosystem is inherently focused on device
features and manufacturing practices that promote
product quality and patient safety. FDA has sought to
identify and promote successful manufacturing
practices and help device manufacturers raise their
manufacturing quality level. In doing so, one goal is
to help manufacturers produce high-quality medical
devices that align with the laws and regulations
implemented by FDA. Compliance with quality
system obligations including those in Part 820 is
required for manufacturers of finished medical
devices to the extent they engage in operations to
which those obligations apply. Quality system
obligations include requirements for medical device
manufacturers to develop, conduct, control, and
monitor production processes to ensure that a device
conforms to its specifications,* including
requirements for manufacturers to validate computer
software used as part of production or the quality
system for its intended use.>® The recommendations
on computer software assurance in this guidance are
intended to promote product quality and patient
safety, and correlate to higher-quality outcomes. This
guidance addresses practices relating to computers
and automated data processing systems used as part

of production or the quality system.

FDA (I, EFRESROTa T 2T LITBNT, &
AR DFRFECCRUEEA TS, M2V ATD X S 1T
L OMWE & BEOREERET 5 Z L ICHEA
ZE L L) IRk A ROV TS, FDA I,
R LT S BGEIETT A2 DT TIRD TV 2
& CEFRER G EE OREWE L-~vm B x
FELEIY>ELTCE, T2 TOI—LD—D
%, BLEEE A B L, FDA OEfT9 HIEHEK
OBHNCID - 7= E i OEFRgE 2 T & 2
EOICT22LThHD, EFRERREERTOR
EHERIT, YT D2EBHINEFT HHIFHT,
quality system obligations (Part 820 @ obligations
Bate) I[CHERLT D Z LR BN D, Quality
system obligations (1%, PEREHERR TG SEH ) Y
E7a AR, FEh, 2 b —L RO
L, EEESRSIERGEA LTS Z & 2
FKIZTHEWHIEM NHY, FITiFEY
AT L WEY AT AO—EE LTRSS
A a—H YT Ny =T 2 EK LI RISk
LN F—=va v &17H5 2L L) BHERE
Eb S, KIAX L AZBITHa L Ea—H
V7 MU = TRAEICET D HER I IT, o
mE L BFEORELEEL, LY EMEORFR
IZORMBZEHHBELTWD, KA X
AT, B AT LS WEV AT LD b
LTEHEN a2 Ea—¥ KOHENT — X AL
2T NMZEATOEITEIROE O,

4 See 21 CFR 820.70.

5 See 21 CFR 820.70(i).

¢ This guidance discusses the “intended use” of computer software used as part of production or the quality system (see

21 CFR 820.70(i)), which is different from the intended use of the device itself (see 21 CFR 801.4).

8§ KA XL ATIE, WES AT L/ BV AT LD e LTSNSy Ea—F Y7 vy T O
B L7-Hi&) (21 CFR 820.70() #ZM) IZOWTHHT 5, Zhid, EFREHFBAROBERM LZHE (21

CFR801.4 #Z M) LT D,
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In recent years, advances in manufacturing
technologies, including the adoption of automation,
robotics, simulation, and other digital capabilities,
have allowed manufacturers to reduce sources of
error, optimize resources, and reduce patient risk.
FDA recognizes the potential for these technologies
to provide significant benefits for enhancing the
quality, availability, and safety of medical devices,
and has undertaken several efforts to help foster the

adoption and use of such technologies.

Specifically, FDA has engaged with stakeholders via
the Medical Device Innovation Consortium (MDIC),
site visits to medical device manufacturers, and
benchmarking efforts with other industries (e.g.,
automotive, consumer electronics) to keep abreast of
the latest technologies and to better understand
stakeholders’ challenges and opportunities for further
advancement. As part of these ongoing efforts,
medical device manufacturers have expressed a
desire for greater clarity regarding the Agency’s
expectations for software validation for computers
and automated data processing systems used as part
of production or the quality system. Given the
rapidly changing nature of software, manufacturers
have also expressed a desire for a more iterative,
agile approach for validation of computer software

used as part of production or the quality system.

WHEOREE, B ART 4 7 A, ¥ Ialb—3
V. TOMOT VX NEET ORRSE & G e liE
HEifoRREIZLY , REEE T T —DFRET
oL, VY —R&gmwb L, BEDOY XY
FWETE DL DT/ oT-, FDA L, B
OE - AT - AR ESE 59 2 TH
KipkB 2Rl ThHAHH, ZnbOHFIOR
TUVXNVERBHLTEY, b OO
A LR ZRET 5720120 < DO ER Y LA
PIT-oT&7T=,

HAKRHIIZIX,. Medical Device Innovation

Consortium (MDIC), [E#EH R REEH ~D VA
R, ROMhZER (7] BHEhE, FEE) &0
RF~v—F T HBLUTAT =T RNLH LB
D5 ET, BRAEMICENZIRLRWE I
THEEBIZ, AT —IHRIVENS HITHEE
RT D9 A TORBECHEZE J 0 RS HEL X
9 & LT&E, 2o OfkeRI 2B ML 23
W, EREaRREES 1T, G AT L0
B AT LD E LTSN a2 B a—
AR OHET —Z B AT DY T by =T
WY F =33 DN TOYFO IR % Bt
LTIELWEDOMEZERH L TWe, -l
EHIT, BB L TN YT by =T oM
BaEz, WEV AT L WEY AT LD
WmELTERAINSayEa—F Y7 =T
N F =2 a NZEOVRERTT Vv A NVRT
Ta—FEHNEnEDOHLELERI L T,
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Traditionally, software validation has often been
accomplished via software testing and other
verification activities conducted at each stage of the
software development life cycle. However, as

explained in FDA’s Software Validation guidance,

software testing alone is often insufficient to
establish confidence that the software is fit for its

intended use. Instead, the Software Validation

guidance recommends that “software quality
assurance” focus on preventing the introduction of
defects into the software development process, and it
encourages use of a risk-based approach for
establishing confidence that software is fit for its

intended use.

FDA believes that applying a risk-based approach to
computer software used as part of production or the
quality system would better focus manufacturers’
quality assurance activities to help ensure product
quality while helping to fulfill validation
requirements. For these reasons, FDA is providing
recommendations on computer software assurance
for computers and automated data processing
systems used as part of medical device production or
the quality system. FDA believes that these
recommendations will help foster the adoption and
use of innovative technologies that promote patient
access to high-quality medical devices and help
manufacturers to keep pace with the dynamic,
rapidly changing technology landscape, while
promoting compliance with laws and regulations

implemented by FDA.

INETOY 7 hy=T AN TF—va i, %
SOBFATBNWT, Y7 hu=THEITA 7Y
A I NDHFBEFETEBESND Y 7 b T =TT A
~oE OO RRGFEEE) 208 U TRk L TE 7,
7272 L. FDA @ Software Validation guidance T
M ENTWS ESIZ, Y7 U =T HREML
TEHRBICHEEG L TWD 2 L DERAEHLT 57
OIZIX, Y7 b =T OT A NETTIEA+
ThHhdHI ENE, % I T Software Validation
guidance |¥, (7 A b —fT<] V7 b
U= 7 SERAE] IZBWTY T F U =T BT
B ZRCRERAAVIAERNI ST DHZ &I
BRAESZEAHEL, VA= T '
—FEEALTY 7 by =7 BER LIZHREIC
BWELTWD ZEDEMEMSLT 5L 95 L
TWa,

BUYESEF NG S 2T L B Y AT WD —E
LTSN Ay Ea—X Y7 by =TT
YA R=AT7 7 u—F 28 HTHIX, ZOk
BHRAHEENCRBW T, N F—v g EA A
Lo OME LR T HZ LIZb o &4
FTXDHL22D5THAH, FDAIZZD LD
REERND | ERESORNES X T L E Y
AT LAO—FE LTSN a2 Ea—2 Kk
NHETFT —ZWH AT 2D a L Ea—" YT
FY =T RAEICET D HER I AR L LD &
LTW5, b OHEEEREN, BEICHELE
REFRSER A~ DT 7 2 AR RHET D L 5 7 i
7RO L 2% L L, REEE N
A F 2w 7 ORI EAL T D Bl
b9 5 Z & 28T, 73> FDA OJifT3 % i
K OB ~OTE A 2 He LD 5 Z L IT&NLD &
EZTW5,
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II1.Scope (FiBH)

This guidance provides recommendations regarding
computer software assurance for computers or
automated data processing systems used as part of

production or the quality system for medical devices.

This guidance is not intended to provide a complete
description of all software validation principles. FDA
has previously outlined principles for software
validation, including managing changes as part of the

software life cycle, in FDA’s Software Validation

guidance. This guidance applies the risk-based
approach to software validation discussed in the

Software Validation guidance to production or

quality system software. This guidance additionally
discusses specific risk considerations, acceptable
testing methods, and efficient generation of objective
evidence for production or quality system software

through the life cycle of the medical device.

This guidance does not provide recommendations for
the design verification or validation requirements for
device software functions, which are software
functions that meet the definition of a device under
section 201(h) of the Federal Food, Drug, and
Cosmetic Act (FD&C Act). For more information
regarding FDA’s recommendations for the validation
of medical device software, see the Software

Validation guidance.

KA L 2T, EFREGR OGS 2T L
B AT LDO—HE L TERHESN a2 Ea—
2 ITHET — B AT LD A B a—H
Y7 MU= 7 IRAEICBE T 2 HER I 2 1Rl
Do

KRIAZT L ANE, VT h =T RN TF—vay
DT X TOFAIZZRIZHI T2 Z LITEKL
TUWRW, FDA [ZLLHT Software Validation
guidance T, Y7 NV =T T4 7Y A 7 )LD—
HELTEELZERTLHZ 2T, YT MY
=T N F =g COFAZERAE R TH D,
ARHA # AT, Software Validation guidance
THHENTVWDY 7 by =T R F—v g
IZxtT DV AT R=AT T a—F %, #iET A
TS WEVATADY 7 by =T IZEA LT
WD, RIA XU AT, EEREHRO T A 7
A7 NVEE U T, BIRER Y A7 ETEmE, §7F
KARERT A MHIE, RORYES X7 L inE
VAT LDV T MY =T IZBT HEBRIEELO
BRI IR B HEIC DN T BT 2,

KA L R, EFEEERY 7 U = TR

(972> % Federal Food, Drug, and Cosmetic Act
(FD&C Act) Section201(h) (Z331) 5 EHMELR D
ERIZET LY 7 MU= THRE) OiXGHRGE
RNY F— g VEARICET D HESE R I A fR it
TLHLOTERY, EFRELSRY 7 U =T O
U7 —3 3 BT % FDA OHEREFIHOFEM
(22U T U Software Validation guidance % 2+
Dk,
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IV. Definitions (EZ&)

[FR7E] ZOEOEZEOFUIMNIATEIE AN THHROFLHEERERE TPA)DFR (SP 800-145,2011 429 H) %

HEIZLT-,

The following definitions apply for the purposes of

this guidance.”

Cloud Computing (Cloud): Cloud computing is a
model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction.
This cloud model is composed of five essential
characteristics: on-demand self-service, broad
network access, resource pooling, rapid elasticity,
and measured service. The cloud is composed of
three service models: software as a service (SaaS),
platform as a service (PaaS), and infrastructure as a
service (IaaS). The cloud model is also composed of
four deployment models: private cloud, community

cloud, public cloud, and hybrid cloud.®

KA L AT, LTOEEPENSND T,

77V RKarvCa—74v7 (VYK 77
U RayEa—T 4 %, BUNROBEEIEES
P—ERAT N L LD Y TRHEIZT 1
BV a = RN Y — A TE D, AR E ATHE
BRALEa—T 4T )Y =R (Ry NT—7 |
== A VL= TV =z P—
B2 O S —~D, xR 2 X TER R
Fr T REy NI =0T I AEERICT
LETNCTHDL, 2OV 7Y RET VX, T
VU R BATH—ER MBENR Y NU—0 T
7RA VY =AOHAG AE—T 4 TpiLiRE,
P—EARFHUFRETHDH Z L. &) 5ODH
BRE TR E N TV D, 7 7 7 Rid, software
as a service (SaaS), platform as a service (PaaS),
infrastructure as a service (IaaS) @ 3 DD ¥ —E X
ETNTHREND, 7T U FET ML, E6IC
TIAR=rITUR, aia=T47T7K,
NIV 77T R ATV RITT7RD 4
DOEEET N THERESND S,

7 Some of the definitions originate from other FDA sources (e.g., Software Validation guidance) and are applicable in

those instances.

T —EDOEFIL. FDA Ot D&} (Software Validation guidance %) D EFH A HWTW 5,

8 This definition is derived from the National Institute of Standards and Technology’s “The NIST Definition of Cloud
Computing: Recommendations of the National Institute of Standards and Technology,” available at
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

8 Z M EFIL. National Institute of Standards and Technology’s “The NIST Definition of Cloud Computing:
Recommendations of the National Institute of Standards and Technology,”
(https:/nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pd0)IZ F-5< ,
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Infrastructure as a service (IaaS): The capability
provided to the consumer is to provision processing,
storage, networks, and other fundamental computing
resources where the consumer is able to deploy and
run arbitrary software, which can include operating
systems and applications. The consumer does not

manage or control the underlying cloud

infrastructure but has control over operating systems,

storage, and deployed applications; and possibly
limited control of select networking components

(e.g., host firewalls).’

Platform as a service (PaaS): The capability
provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired
applications created using programming languages,
libraries, services, and tools supported by the
provider.'® The consumer does not manage or
control the underlying cloud infrastructure including
network, servers, operating systems, or storage, but
has control over the deployed applications and

possibly configuration settings for the application-

hosting environment.'!

AVIFGRANF I F %« TR 7 « =X (%
—ERADETRESINDIA LV TTAINTF I T %)
TaaS: FIHE TSN HHEREIL. BEMKGE, X
F—2, Xy NU—7 ZOMOERH 2B
—T 4TV Y= RAEEETHETHY, £
T, 2—WFEIARVL—T 4 VTV RTLART Y
= alEEEED Y 7 U = T B EEL
EOLELZENTED, 2—FITERICHDL A
T7IANT I FxREHRLILVa s br—L L
70T LTV, AXL—=T 4 T AT
L AMVL—Y BEINET TV r—a 10l
KT oar e —ERRD, BT o TEks
EDFy U —7 ariR—x Mg (B z21E
RARNT 7 AT T4 —/L) IZOWTORERL =
v b — L HEERRRO Y,

T N T7F—L TX T P —ERX (—V
ADTRIESIND ST v b7 4 —2) PaaS: F
MBI SN DHREIX, 77U RO T TR
N7 Fx BlCa—RERE LIoE AL
77V r—varxdFETL52LTHY, £D
TV —va i a g XRYiR— 195
TR IIVIERE TATTY, P—ERA B
Y= ZHOTERHINTZHDTHD 1Y,
a—PIERICHDLAN T TANT I F v &, I
v hU—7Thih, b——ThiL, AL —7F
AT VAT LA THIL, A ML=V Thi, EH
L7z :‘/M:f~ﬂ/b7‘:©¢>:>:&&if£b‘o —J
2—FIFESNEE LT TV r—varv it
Ak oTizFOT ) = armERANT
HEBBEOREICONWTa Y ha— /LR 1

? 1d.

10 This capability does not necessarily preclude the use of compatible programming languages, libraries, services, and
tools from other sources.

10 Z OHEEIX, LD Y —ANLDOEBEOH D T e ST I ERE,
Rz BT LHIIT 5 6D T,

11" See footnote 8.
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Software as a service (SaaS): The capability
provided to the consumer is to use the provider’s
applications running on a cloud infrastructure. The
applications are accessible from various client
devices through either a thin client interface, such as
a web browser (e.g., email), or a program interface.
The consumer does not manage or control the
underlying cloud infrastructure including network,
servers, operating systems, storage, or even
individual application capabilities, with the possible
exception of limited user-specific application

configuration settings. '?

I7b9x2T «TRXeT « B—ER (—ERXD
BTRItESND Y7 hy=7) SaaS: FIHHIZIE
s omElL, 7 IV KDA T T AT I F
¥2 ETEHL WL m AL X HkOT 7Y 7
—2arThsb, 77V r—va il 794
TV MO IREEBNG, v T TR LD
BRI IAT MU —T oA A (%
X, V=T AN | FREF TR ST AL H—
T2 ADNTNNEBLTCT 7 AT S, 22—
PIIEBRICHDEA T TANT I F v a2, Xy b
J—7Thil, —"—Thil, XL —FT 1
TYVAT A THIL, AL —UThiv, 77
r—va HRETT L, HELIEY 3 hr—L
LT LiF72n, 2720, 2—FIZEHFD
TV = a DO EILE DFIS L 72
A9 12,

12 1d.
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V. Computer Software Assurance (2 E =2 —#% YV 7 N U = T{R3E)

Computer software assurance is a risk-based
approach for establishing and maintaining
confidence that software is fit for its intended use.
This approach considers the risk of compromised
safety and/or quality of the device (should the
software fail to perform as intended) to determine the
level of assurance effort and activities appropriate to
establish confidence in the software. Because the
computer software assurance effort is risk-based, it
follows a least-burdensome approach, where the
burden of validation is no more than necessary to
address the risk. Such an approach supports the
efficient use of resources, in turn promoting product

quality.

In addition, computer software assurance establishes
and maintains that the software used in production or
the quality system is in a state of control throughout
its life cycle (“validated state™). This is important
because manufacturers increasingly rely on
computers and automated processing systems to
monitor and operate production, alert responsible
personnel, and transfer and analyze production data,
among other uses. By allowing manufacturers to
leverage principles such as risk-based testing,
unscripted testing, continuous performance
monitoring, and data monitoring, as well as
validation activities performed by other entities (e.g.,
developers, suppliers, cloud service providers), the
computer software assurance approach provides
flexibility and agility in helping to provide assurance
that the software maintains a validated state

consistent with applicable quality system obligations.

A= F YT MU =TIRGES I, VYT FU =
TREMLIEHARICEAL TS EWIEHE
WSt L, MEFFEERT 27200 ) 27 R—RAT7 71
—FThd, ZOT7Te—FTlE, (Y7 U=
TONEEEY ICHRE L Ip ol & & D) [EHRHE
FOLEME, LU ((XiT) mEREZ2DbILD Y A
T hEZ, VT N TICHT HIEREMWNLT D
7o OIZ BN 2 RAED I O AL A « TEE) L~V 2 PR E
T5, A Ea—% Y7 N7 =T IRIEOY fH A
TV A7 SO TH D0, b AHEID
BT T rn—FIH, Thbb, NUTF—Ta
YOAMITY AT ITHHLT B T2 O I e B AR R
RbDLTAhH, ZOLHRTFa—FIckn, U
V= AENRANMHTE D LI 0| KR
IR O E DA R D,

A2 —F YT My TRGEE, 62, flE
VAT AN WEVAT ATHERENRD Y T b Y
=T, TATHA I NV EEB L Cay hr—L &
NiRRgIZ L, Z2OREE ( INVTF—a VigsH
DIRKE] ) EHHERFERT D, EEEN, o
EEALSCHR e, S ~OEERE, G —2 0
HRECONTEDTDIZa Ly B a— 20 BN L
VAT AZETETRGFET DL OICRoTVD
e, ZHFEERZIETHDL, BEEEN
YA R=ZT AN, AT VT T AN, ke
HIRT F—~ o AL, 7T — RS DOIRA], &
OMbiEAE (1 - BRFEHE . e, 7 7 U Ry —b
AT ANA YLK DN T — g AREN AR
THZECarvEa—X Y7 Ny =TRiET 7
0—F IR ORE b DL VEH I D
quality system obligations |Z{i>72, NV T — =
VIEHROREEMRERT D L ORFEICK ST
DTHA9,
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Software that is fit for its intended use and that
maintains a validated state should perform as
intended, helping to ensure that finished devices will
be safe and effective and in compliance with
regulatory requirements (see 21 CFR 820.1(a)(1)).
Section V outlines a risk-based framework for

computer software assurance.

BRI LEASICEAEL, N T—Ya ViEROIR
BEDHERFE RS NL- Y 7 h o =7, BXEY I
BE L, AR 2N 22 2 D 2h BT I A
(21 CFR 820.1(a)(1) #&M) &7 5 2 & &k
RIZTHTHAI, VETIE, avta—4V7
Ny 2T HRAEDTZDOD Y AT RXR—RAT L— AU
— 7 ZOW TR 5,

A. Computer Software Assurance Risk Framework
(BYE2—FYT7 N =2TRAED Y R 7 7L —LTU—7)

The following approach is intended to help
manufacturers establish a risk-based framework for
computer software assurance throughout the
software’s life cycle. The approach outlined can be
applied, but is not limited, to automation tools (e.g.,
BOTS or automatic workflows), data analytic tools,
artificial intelligence/machine learning tools, and
cloud computing when used as part of production or

the quality system. '3

Examples of applying this risk framework to various
computer software assurance situations are provided

in Appendix A.

UTFIORT T 7e—FiF, fEEENY 7 hrx
TIATHA I NVERIZDIE>Taryta—4
VTR 2THRAEDY AT R—=A T L — AT —
JEMENLT D LSBT HIDDEDTH 5.
o7 7u—Fi%, BE{LY —L (BOTS R°EHH)
U—r7na—"%) | T2y —n, NTHEE
ISR Y — v KOOGS AT b B AT
LO—FELTHERESNSGZ TV RarbBa—
T AU ZIZEATFRETH L0, ZNHIZREI
5 HDTIEARN B,

A, ZOV R T —AT—T % vt

2—HX YT N TREEIT) S ESE G
V2 3 B & R,

13 Cloud computing used as part of production or the quality system, including when supporting associated
recordkeeping and manufacturing activities, is within the scope of this guidance. Cloud computing used as part of
device software functions are not in the scope of this guidance.

BV Rarta—7 40 7EREVAT L/ WAV AT A0 L LTHEMT 256 (B4 5 it
BORGERB OV AR — M EED) (X, AVA XU AREN SND, 7T U Rara—7 1 o 7 e EFRER
V7 LU =THEO L LT OHAIE. AT X A0 HEHATH D,
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(1) Identifying the Intended Use (B X U 7= F& D HrE(L)

The regulation requires manufacturers to validate
software that is used as part of production or the
quality system for its intended use (see 21 CFR
820.70(1)). This includes various cloud computing
models related to computerized systems, such as

IaaS, PaaS, and SaaS.

To determine whether the requirement for validation
applies, manufacturers must determine whether the
software is or will be used as part of production or
the quality system (whether directly or to support

production or the quality system).

Software with the following intended uses is
considered to be used directly as part of production

or the quality system:

o Software intended for automating production
processes, inspection, testing, or the collection and

processing of production data; and

e Software intended for automating quality system
processes, collection and processing of quality
system data, or maintaining a quality record
established under applicable quality system

obligations.

Software with the following intended uses is
considered to be used to support production or the

quality system:

BililL, BEEES, BBV X T L/ REV A
TAO—EE L THERAIND Y 7 NV =T &%
DEX LRI L TN T =23 &2(7H
Z L ERDTUVD (21 CFR 820.70(1) % &),
Z3UZiX, laaS. PaaS. SaaS EWo/fma B
— b AT MIEHET A I EIERI TR
a2 —T 4 U TETIANEGEND,

NYF =2 g UISBENE D EHET 5720
2, BEREEIL, 20 Y7 by =T RRE SR
TLSWEYAT LO—EE LTER ST
Dh, XIHEHEND TEND D0 (EHEH
SNHh, XFES 2T LB Y AT D
PAR—MEHASNDD) ZHBT 2 0ER D
D

WKOREBEEZBER LY 7 vy =T, #iE 2
TN BV AT LAO—EE L CHEBHEH SN
HERREND,

o T HER, BE., T A MOHBME, XX
G — 2 DINESCUH 2 BEX LY 7 b
=7,

o WEVATLAOTmEADABNL, META
T LT —Z OPURRCE, SUTEH S b
quality system obligations (27 > TIER S 4172
B LR OMERIE A EX LY 7 h U =
7

WKOREEER LY 7 o7, 8y 25
LWEY AT LY R— T A0S
nadERBEIN5,
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e Software intended for use as development tools
that test or monitor software systems or that
automate testing activities for the software used as
part of production or the quality system, such as
those used for developing and running scripts or
software embedded in the production equipment

(e.g., firmware); and

e Software intended for automating general record-
keeping for production or the quality system that
is not part of the quality record.

Both kinds of software are used as part of production

or the quality system and must be validated under 21

CFR 820.70(i). However, as further discussed below,

supporting software often carries lower risk, such
that under a risk-based computer software assurance
approach, the effort of validation may be reduced

accordingly without compromising safety.

On the other hand, software with the following
intended uses generally is not considered to be used
as part of production or the quality system, such that
the requirement for validation in 21 CFR 820.70(i)
would not apply:

o Software intended for management of general
business processes or operations not specific to
production or the quality system, such as email or
accounting applications; and

o Software intended for establishing or supporting
infrastructure not specific to production or the
quality system, such as networking, user
authentication, or continuity of operations (e.g.,

backup and restore).

o VI NUT VAT LET A MITERT S
fFY — L LTSNS Y 7 b =T,
XIFES AT L WEY AT AO—HE L
THEREND Y7 b =7 D7 X ME#Z H
b+ DY —LE LTHERSNS Y7k
v (f]: A7 VT FOBA%E « FEITITHW
6%6?7%7:7) XL (Zr—bU=x

EHD) BERMEICHAAENTZY 7 U =
7o

o WMERBKIZEEN, BE AT A NE
AT L O— R O B E LA BN
L=V 7k 0T,

WTHOREOY 7 by =T b, fIEVAT A
E AT LAO—FHE L THEHINTEY,
21 CFR 820.70(i) (ZHESNWTARY F—v g %
Tt by, =720, LUF T4
L9, YR—=FYT7 b= TIRY 27K
w:&ﬁgwtw YA R—=ADALE 2—
27 N2 TREAET T a—F T, BetEEiE
&9:&&<\Ux7:mtTAU?—v5y

DHFNEREST 2 Z ENTE D,

—F5. BERLIEHEBUTOLE SRy 7 by =
TN BLE S 2T b E Y AT LD
HELTHEASND ST ShiRnZD, 21
CFR 820.70(1) TRDHNY F— 3 VNIARET
Ho,

o B A—NREHT TV r—va s Zo, @
EYAT L E Y AT DAZEEE L 22U
EYRARATuR RS EHEOEREEX LT
Z N7

o WHEL AT L/ WE Y AT LTI ARWA
YT TANT I F X EMESL AR — T DT
DY T vy =T, Wif\*ykv—ﬂ\
a—YRHEE, UTEBME (N7 T v TRk
U A R T5E),
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FDA recommends manufacturers focus on the
intended use of the software when considering cloud
computing models, as not all cloud computing models
are “directly” used as part of production or the quality
system. For example, an laaS cloud storage solution
falls into the category of infrastructure, but may be
used to store quality records established under
applicable quality system obligations, in which case
the TaaS cloud storage solution would be considered to
be used directly as part of production or the quality
system. In this example, FDA recommends
manufacturers focus the assurance effort on the
features or functions relevant to the integrity of the
records and 21 CFR Part 11 requirements applicable

to the records intended to be stored.

Conversely, an TaaS cloud storage solution may
support infrastructure to store production and process
data; this would not be considered an established
quality system record. In this example, the [aaS
cloud storage solution does not support production or
the quality system, and the requirement for
validation in 21 CFR 820.70(i) would not apply.
When storage of data in the cloud is independent of
whether or not the data is part of the quality record, it
is the manufacturer’s obligation to determine what
the appropriate level of risk is for that application.
Manufacturers may consider a least-burdensome
approach to assuring the IaaS cloud storage solution

is adequate for their business.

TRCHOI TRy Ea—T 4 TET IR,
HEAT L WEVAT LO—HE LT [E
P2 R S5 DT Tlidanizw, FDA (3HE¥E
Flixt L, 77y KarvCa—T 4V ITETNVE
BT 08Iy 7 by =T OBEM L HiEICE
MAEBEL ZLHHIEL WD, BlxiE, TaaS 7 7
JRARNL—UY Y a—valii, AT T AL
T Fx L LTHEINDD, BE#ET 5 quality
system obligations F TR S V72 dn/E fidk & PR A7
TLREDIHENEND GG H D, ZDO%H . TaaS
I RARL—Y YY) a— g d, fEY R
TLS BV AT AO—HE UCHEHEEH SR
LH0ERMREND, 2D X D75 A, FDA (1
WEELITR L, koA 7 7V T 1 OFERICH
M7 FFEOUIRERE & | AR OFEE I S
% 21 CFR Part 11 BPFIZORFED LY fL A % £
SELEOHREL TV D,

W, laaS 7 I U RARL—Y VY 2—2 g
ZHNT, B - a2 T =X 2T 5 A
VIITARNT I FxmYAR— T A5 I
XN ST VE VAT AiEk & TR R S e
WV, ZOBITIE, TaaS 7 7V KA RL—Y VY
a— g VFES AT NS B AT AR
A— K LT au7=, 21 CFR 820.70(i) TR
DHNY T = a VFABETHD, T —X D n
BRSO ThH L0 E ) o LI ERERIC Y T
U RANT—HERHL TODEE, 77—
Ta DY AT Lo EEYNCIRET D O 1F
EEEDODER Ch D, WIE¥EEIL, laaS 7 T ¥
RAML—=U V) a—varyRNELOE YR A
I LTS Z EARRIET 2 9 2T, AN E
LR DT e —FERET A LN TE
Do
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FDA recognizes that software used in production or FDA (X, & A7 4/ WEHV AT LTS
the quality system is often complex and comprised of | 115 Y 7 U = 7 BN LIXLITHHETH O | K

multiple features, functions, and operations; !4 DFFE - FEHE - EHE THRINTWVWD Z L A2
software may have one or more intended uses LTV N, VT ho =T Offl x DR - B
depending on the individual features, functions, and e« EBISLT, Y7 hry=T 2T 1 DT
operations of that software. In cases where the U EOBRKILIEHigre b, Y7 U T

individual features, functions, and operations of the DA & DFFE - BERE « BN, G X T A/
software have different roles within production or the | #HE > A7 LMW TR HEE 2 K- T
quality system, they may present different risks with | &, ZILHFNNY T — 3 Y ORY HAD L

different levels of validation effort. FDA JVIRBRDbDERY bbb ENDH VAT

recommends that manufacturers examine the HipolebD b ThA D, FDA L, HEHE
intended uses of the individual features, functions, HIN, E 2 DOFFY - BERE - EBOBX L&
and operations to facilitate development of a risk- AL, U AT X=X DOLRFEHEIE A L5 LT

based assurance strategy. Manufacturers may decide | W< Z & ZHEREL TV 5, BRI LEZHRICET

to conduct different assurance activities for T, R BERE R T L TR D RFEE B O

individual features, functions, or operations as iz RETOHALHDHTHA 9,

related to the intended use.

14 That is, software is often an integration of “features,” that are used together to perform a “function” that provides a
desired outcome. Several functions of the software may, in turn, be applied together in an “operation” to perform
practical work in a process.

W7 oz 713% < O%5E TR (feature)] A SN2 DO THY | THHH (feature)] NEE ST 1HOD
[B&RE (function) ] #3473 %, [HRE (function) | IIRD LN HFEREZRMT D, V7 by =7 OEHKD
"B (function) | 2EDE 5T 10 T3 (operation) ) IV HALS, 35 (operation) | (%1507

RPN T D RAE I LOLAN AR (op ey Y
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For example, a commercial off-the-shelf (COTS)
spreadsheet software may be comprised of various
functions with different intended uses. When
utilizing the basic input functions of the COTS
spreadsheet software for an intended use of
documenting the time and temperature readings for a
curing process, a manufacturer may not need to
perform additional assurance activities beyond those
conducted by the COTS software developer and
initial installation and configuration. The intended
use of the software, “documenting readings,” only
supports maintaining a record of the process
information and poses a low process risk. As such,
initial activities such as the successful vendor
assessment and software installation and
configuration may be sufficient to establish that the
software is fit for its intended use and maintains a
validated state. However, if a manufacturer also
utilizes built-in functions of the COTS spreadsheet to
create custom formulas that are directly used in
production or the quality system, then additional
risks and data integrity considerations may be
present. For example, if a custom formula
automatically calculates time and temperature
statistics to monitor the performance and suitability
of the curing process, then additional validation by

the manufacturer might be necessary.

Bz X, Tk (COTS) EKFHE Y 7 b =TI,
BT B LTz ik % Fi otk 2 7eiRe ) & ARk
ENTWD, L7 vt A DR & IREOHE
xRk T 52 2BEMULIHEE LT COTS
KR Y 7 b0 = T OFEARN e N SHkRE % 4
T 556, COTS V7 b7 = THIFREICL D%
AEEY, ROWIHIA A h—L - BERGERELL |
DB MFFHEBI VN E RN TH S D, VT
Ny =T OBEMLUIEH®RTHD THIEMZ Gk
T5HZE] X, e REROOE DO E
HEFFEHT D2 AR— T 575 THY,
TRV bbb ek R Y A7 ITK

W, D7, (BSRICERI NI 2T
BARAV ROV T T 2T DA A=) - Hf
AR ESE D) FIENEENC LD, Y7 b= TR
BRLEHBICEEG L, N T —va ViERD
RREZHEFFEEL L TV D Z & & H I GRE T
HTHAD, T2, WhEEHZNZD COTS £
FHEY 7 N =T OMARIAZBEEZFIH LT,
BES 2T L WEY AT ATHEBHEH SN D
T AL LEPRAREAE T 256, Filcx) A7
T =R A T T VT 4 ORFTEE/HTL 5
AIREMED D D, B2, (LT BB RAD/T
—v VALY S BT DO, DAL A
SRR L0 REE SR E OFE A B BIICEHE
T2 X0 RGE, WEEFITEMON) F—
3 U EEBTHILERDHDL0E LIV,
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For the purposes of this guidance, we describe and
recommend a computer software assurance
framework where manufacturers examine the
intended uses of the individual features, functions, or
operations of the software. However, in simple cases
where software has only one intended use (e.g., if all
of the features, functions, and operations within the
software share the same intended use), manufacturers
may not find it helpful to examine each feature,
function, and operation individually. In such cases,
manufacturers may develop a risk-based approach
and consider assurance activities based on the

intended use of the software overall.

FDA recommends that manufacturers document their
decision-making process for determining whether a
software feature, function, or operation is or will be
used as part of production or the quality system

through their quality management system.
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(2) Determining the Risk Based Approach (U R 7 X— X7 70 —F DIE)

Once a manufacturer has determined that a software
feature, function, or operation is or will be used as
part of production or the quality system, FDA
recommends using a risk-based analysis to
determine appropriate assurance activities.
Broadly, this risk-based approach entails
systematically identifying reasonably foreseeable
software failures, determining whether such a failure
poses a high process risk, and systematically
selecting and performing assurance activities
commensurate with the medical device or process
risk, as applicable. Manufacturers should select an
appropriate frequency for performing assurance
activities based on their risk-based analysis and
accounting for their processes and procedures, as

appropriate for the software and assurance activities
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being performed.

Note that conducting a risk-based analysis for
computer software assurance for production or
quality system software, as described in this
guidance, is distinct from performing a risk analysis
for a medical device as described in the International
Organization for Standardization (ISO) 14971:2019
— Medical devices — Application of risk management

to medical devices.

The risk-based analysis for production or quality
system software focuses on those factors that may
impact or prevent the software from performing as
intended, such as proper system configuration and
management, security of the system, data integrity,
data storage, data transfer, or operation error. A risk-
based analysis for production or quality system
software should consider which failures are
reasonably foreseeable (as opposed to likely) and the
risks resulting from each such failure. For example,
in a risk-based analysis a manufacturer may consider
the risks resulting from a power outage, which may
not be likely to occur but is reasonably foreseeable to
occur over the life cycle of a production or quality
system. This guidance discusses both process risks
and medical device risks. A process risk refers to the
potential to compromise production or the quality
system. A medical device risk refers to the potential
for a device to harm the patient or user. When
discussing medical device risks, this guidance
focuses on the medical device risk resulting from a

quality problem that compromises safety.
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Specifically, FDA considers a software feature,
function, or operation to pose a high process risk
when its failure to perform as intended may result
in a quality problem that foreseeably
compromises safety, meaning a medical device
risk. This process risk identification step focuses
only on the process, as opposed to the medical
device risk posed to the patient or user. Examples of
software features, functions, or operations that are

generally high process risk are those that:

Maintain process parameters (e.g., temperature,
pressure, or humidity) that affect the physical
properties of product or manufacturing processes

that are identified as essential to device safety;

Measure, inspect, analyze and/or determine
acceptability of product or process with limited or

no additional human awareness or review;

Perform process corrections or adjustments of
process parameters based on data monitoring or
automated feedback from other process steps

without additional human awareness or review;

Produce instructions for use or other labeling
provided to patients and users that are necessary

for safe operation of the medical device; and/or

Automate surveillance, trending, or tracking of
data that the manufacturer identifies as essential to

device safety (e.g., cybersecurity) and quality.
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In contrast, FDA considers a software feature,
function, or operation not to pose a high process risk
when its failure to perform as intended would not
result in a quality problem that foreseeably
compromises safety. This includes situations where
failure to perform as intended would not result in
a quality problem, as well as situations where
failure to perform as intended may result in a

quality problem that does not foreseeably lead to

compromised safety. Examples of software features,

functions, or operations that generally are not high

process risk include those that:

e Collect and record data from the process for
monitoring and review purposes that do not have a
direct impact on production or process

performance;

e Are used as part the quality system for Corrective
and Preventive Actions (CAPA)routing, automated
logging/tracking of complaints, automated change
control management, or automated procedure

management;

e Are intended to manage data (process, store,
and/or organize data), automate an existing
calculation, increase process monitoring, or
provide alerts relevant to managing data when an

exception occurs in an established process; and/or

e Are used to support production or the quality

system, as explained in Section V.A.1 above.

FDA acknowledges that process risks associated
with software used as part of production or the
quality system are on a spectrum, ranging from high

process risk to low process risk. Manufacturers
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should determine the risk of each software feature,
function, or operation as the risk falls on that
spectrum, depending on the intended use of the
software. FDA is primarily concerned with the
review and assurance for those software features,
functions, and operations that are high process risk
because a failure also poses a medical device risk.
For the purposes of this guidance, FDA is presenting
the process risks in a binary manner, “high process
risk” and “not high process risk.” A manufacturer
may still determine that a process risk is, for
example, “moderate,” “intermediate,” or even “low”
for purposes of determining assurance activities; in
such a case, the portions of this guidance concerning
“not high process risk” would apply. As discussed in
Section V.A.4 below, assurance activities should be
conducted for software that is “high process risk”
commensurate with the medical device risk and “not
high process risk” commensurate with the process

risk.

Example: An Enterprise Resource Planning (ERP)
Management system contains a feature that
automates manufacturing material restocking. This
feature automates material ordering and delivery to
appropriate production operations. However, a
qualified person checks the materials before their use
in production. The failure of this feature to perform
as intended may result in a mix-up in restocking and
delivery, which would be a quality problem because
the wrong materials would be restocked and
delivered. However, the delivery of the wrong
materials to the qualified person should result in the
rejection of those materials before use in production;
as such, the quality problem should not foreseeably
lead to compromised safety. The manufacturer

identifies this as an intermediate (not high) process
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risk and determines assurance activities
commensurate with the process risk. The
manufacturer has performed an evaluation of the
ERP vendor, the ERP system information, and has
configured the ERP system for its operations. The
manufacturer implements any remaining assurance
activities associated with the material order and

delivery automation.

Example: A similar feature in another ERP
management system performs the same tasks as in

the previous example except that it also automates

checking the materials before their use in production.

A qualified person does not check the material first.
The manufacturer identifies this as a high process
risk because the failure of the feature to perform as
intended may result in a quality problem that
foreseeably compromises safety. As such, the
manufacturer will determine assurance activities that
are commensurate with the related medical device
risk. The manufacturer has previously performed
assurance activities on the material identification
data system, the automated material scanning
systems (barcode scanners), evaluated the ERP
vendor/information, and has configured the ERP
system for their operations. The manufacturer
implements any remaining assurance activities
associated with the ordering and delivery

automation.

Example: An ERP management system contains a
feature to automate product delivery. The medical
device risk depends upon, among other factors, the
correct product being delivered to the device user. A
failure of this feature to perform as intended may
result in a delivery mix-up, which would be a quality
problem that foreseeably compromises safety; as

such, the manufacturer identifies this as a high
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process risk. Since the failure would compromise
safety, the manufacturer will next determine the
related increase in medical device risk and identify
the assurance activities that are commensurate with
the medical device risk. In this case, the
manufacturer has not already implemented any of the
identified assurance activities, so the manufacturer
implements all of the assurance activities identified

in the analysis.

Example: An automated graphical user interface
(GUI) function in the production software is used for
developing test scripts based on user interactions and
to automate future testing of modifications to the
user interface of a system used in production. A
failure of this GUI function to perform as intended
may result in implementation disruptions and
software updates to the production system being
delayed, but in this case, these errors should not
foreseeably lead to compromised safety because the
GUI function operates in a separate test environment.
The manufacturer identifies this as a low (not high)
process risk and determines assurance activities that
are commensurate with the process risk. The
manufacturer already undertakes some of those
identified assurance activities so implements the

remaining identified assurance activities.
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(3) Production or Quality System Software Changes

@EERT L WEVATADY 7 b =T DER)

For devices with approved premarket approval
applications (PMA) or humanitarian device
exemptions (HDE), PMA/HDE supplements are not
required for changes to the manufacturing procedure
or method of manufacturing that do not affect the
safety or effectiveness of the device if they are
reported to FDA in a periodic report (usually referred
to as an annual report).'> PMA/HDE supplements
also are not required for modifications to
manufacturing procedures or methods of
manufacture that affect the safety and effectiveness
of the device; these are submitted in a 30-day
notice.!® Changes to the manufacturing procedure or
method of manufacturing may include changes to
software used in production or the quality system.
For an addition or change to software used in
production or the quality system of devices with
approved PMAs or HDEs, FDA recommends that
manufacturers apply the principles outlined above in
Section V.A.2 in determining whether the change
may affect the safety or effectiveness of the device.
In general, if a change may result in a quality
problem that foreseeably compromises safety, then it
should be submitted in a 30-day notice. If a change
would not result in a quality problem that
foreseeably compromises safety, then the change

may be appropriate to report in an annual report.!”
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1521 CFR 814.39(b), 814.108, and 814.126(b)(1), and the “Annual Reports for Approved Premarket Approval
Applications (PMA)” guidance.

1621 CFR 814.39(f), 814.108, and 814.126(b)(1). Changes in manufacturing/sterilization site or to design or
performance specifications do not qualify for a 30-day notice, see 21 CFR 814.39(a).

16 21 CFR 814.39(f), 814.108, } T} 814.126(b)(1), TEARE LT DA R | UTRFHCHEREMEARDZEHIZ DN T
I%. 30-day noice DXFERITIE7 5720, 21 CFR 814.39(a) 2B WD Z &,

17 Manufacturers should also consult the “Enforcement Policy for Certain Supplements for Approved Premarket
Approval (PMA) or Humanitarian Device Exemption (HDE) Submissions” guidance...
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For example, a Manufacturing Execution System
(MES) may be used to manage workflow, track
progress, record data, and establish alerts or
thresholds based on validated parameters, which are
part of maintaining the quality system. Failure of
such an MES to perform as intended may disrupt
operations but not affect the process parameters
established to produce a safe and effective device.
Changes affecting these MES operations are
generally submitted in annual reports. In contrast, an
MES used to automatically control and adjust

established critical production parameters (e.g.,

temperature, pressure, process time) may be a change

to a manufacturing procedure that affects the safety
or effectiveness of the device. If so, changes
affecting this specific operation would be submitted

in a 30-day notice.
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(4) Determining the Appropriate Assurance Activities (B8] 72 PR EETE B) D IR E)

Once the manufacturer has determined whether a
software feature, function, or operation poses a high
process risk (a quality problem that may foreseeably
compromise safety), the manufacturer should
identify the assurance activities commensurate with
the medical device risk or the process risk. In cases
where the quality problem may foreseeably
compromise safety (high process risk), the level of
assurance should be commensurate with the medical
device risk. In cases where the quality problem may
not foreseeably compromise safety (not high process
risk), the level of assurance rigor should be
commensurate with the process risk. In either case,
heightened risks of software features, functions, or
operations generally entail greater rigor for assurance
efforts (i.e., a greater amount of objective evidence).

Conversely, relatively low risk (i.e., not high process

REEFIL. V7 MU =T ORHEBRE
WZEmWnWrrte R Y AT (MR D) Z LN
TR TE2MERE) BHD0E D nEHEL
To% T, EFEERY A7 X7 e R Y A7
IS U EEE 2 D ST 20BN B 5, b
BN R EER ) Z L2 TR TE D256
(W2 Y 27 RGE VIR S
JAZIIGE T2 b DIZT H0ERH D, SHEH
ENEEMEEER ) Z LB TR TERVES

(FL< 72T rte A 27, RAEDEER S D L
AT T a R Y A7 ISR UL DI T A M
WD, WThogas, —KIZ, Y7 o
= 7 OFFHE BB B D) AT BNEL D

b BREORVMEAITEVEK 2D, L0
< DEBBVLFHLA LI L 72 5, W, ZR

PE. ROV (T SE A O U A7 Y
Ty (DFED, BT atvRr) 27) 8

% HwASHt & 26

0
BZLib-141 CSA(final) r0.docx



FDA

Computer Software Assurance for Production and Quality System Software

No. BZLib-141

risk) of compromised safety and/or quality generally
entails less collection of objective evidence for the

computer software assurance effort.

A software feature, function, or operation that could
lead to severe harm to a patient or user would
generally be high medical device risk. In contrast, a
feature, function, or operation that would not
foreseeably lead to severe harm would likely not be
high medical device risk. In either case, the risk of
the software’s failure to perform as intended is

commensurate with the resulting medical device risk.

If the manufacturer instead determined that the
software feature, function, or operation does not pose
a high process risk (i.e., it would not lead to a quality
problem that foreseeably compromises safety), the
manufacturer should consider the risk relative to the
process (i.e., production or the quality system). This
is because the failure would not compromise safety,
so the failure would not introduce additional medical
device risk. For example, a function that collects and
records process data for review would pose a lower
process risk than a function that determines

acceptability of product prior to human review.

Types of manual or automated testing that may be
considered as part of the assurance activities
commonly performed by manufacturers include, but

are not limited to, the following:

e Unscripted testing: Dynamic testing in which the
tester’s actions are not prescribed by written

instructions in a test case.!® It includes:
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18 TEC/IEEE/ISO 29119-1 Second edition 2022-01: Software and systems engineering — Software testing - Part 1:
General Concepts, Section 3.133
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Scenario Testing (Also referred to as Ad-
Hoc Testing): A specification-based test case
design technique based on exercising
sequences of interactions between the test
item and other systems.'® (Users are
considered to be other systems in this

context.)

Experience-based testing: Class of test case
design techniques based on using the
experience of testers to generate test cases.?’
Experience-based testing can include
concepts such as test attacks, tours, and error
taxonomies which target potential problems
such as security, performance, and other

21

quality areas,”' and can include:

- Error-guessing: A test design technique
in which test cases are derived on the
basis of the tester’s knowledge of past
failures or general knowledge of failure
modes. The relevant knowledge can be
gained from personal experience, or can
be encapsulated in, for example, a

defects database or a “bug taxonomy.”??

- Exploratory testing: Experience-based
testing in which the tester spontaneously
designs and executes tests based on the
tester’s existing relevant knowledge,
prior exploration of the test item
(including results from previous tests),
and heuristic “rules of thumb” regarding

common software behaviors and types of
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19 1d. at Section 3.72.
20 Id. at Section 3.36.
2l Id. at Section 4.4.5.
22 Id. at Section 3.32.
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failure. Exploratory testing looks for
hidden properties, including hidden,
unanticipated user behaviors, or
accidental use situations that could
interfere with other software properties
being tested and could pose a risk of

software failure.?

e Scripted testing: Testing in which test cases are
recorded (e.g., document in a test management
tool or in a spreadsheet) and can then be executed
manually or executed automatically using an
automated testing tool. The level of detail required
for each test case and the evidence necessary to
establish the software feature, function, or
operation performs as intended depends on the
risk posed by the software feature, function, or
operation. For example, depending on the intended
use, a more robust scripted testing where the test
cases and evidence may include detailed
requirements for repeatability, traceability, or

auditability may be appropriate.

This guidance describes a risk-based approach
manufacturers may consider in meeting regulatory
requirements. It is not an exhaustive list of software
testing methods and principles. FDA recognizes that
there are software testing methods and approaches,
beyond those referenced in the guidance, that
manufacturers have the flexibility to consider and

utilize, as appropriate.?*
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2 See id. at Section 3.37.

24 For additional resources on current software testing methods and validation approaches, manufacturers may refer to
various software standards and industry guidance, such as, but not limited to GAMP5 — A Risk-Based Approach to

Compliant GxP Computerized Systems (Second Edition).
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For example, the “Cybersecurity in Medical Devices:

Quality System Considerations and Content of

Premarket Submission” guidance, which is applicable
to devices with cybersecurity considerations and
describes recommendations regarding the
cybersecurity information to be submitted for devices
under certain premarket submission types, includes
recommendations for cybersecurity testing used to
demonstrate the effectiveness of design controls.
Manufacturers may consider utilizing the
cybersecurity testing methods described in that
guidance when conducting the assurance activities

described in this guidance, as appropriate.

In general, FDA recommends that manufacturers
apply principles of risk-based testing in which the
management, selection, prioritization, and use of
testing activities and resources are consciously based
on corresponding types and levels of analyzed risk to
determine the appropriate activities. For high process
risk software features, functions, and operations,
manufacturers may choose to consider more rigor
such as the use of scripted testing or a hybrid
approach of scripted testing and unscripted testing,
scaled as appropriate, when determining their
assurance activities. In contrast, for software
features, functions, and operations that are not high
process risk, manufacturers may consider using
unscripted testing methods such as scenario testing,
error-guessing, exploratory testing, or a combination
of methods that is suitable for the risk. The testing
examples discussed for high process risk and not
high process risk are not exclusive to those
categories. Manufacturers should apply the
principles of risk-based testing to determine the
appropriate type of testing to perform. For example,

unscripted testing may be better suited to assure the
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software performs as intended even for high process
risk features, functions, and operations. Conversely,
a manufacturer may find it more effective and
efficient to develop scripted testing and automate it
for not high process risk features, functions, and

operations.
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(5) Additional Considerations for Assurance Activi

ties (FRAETEBNZ B 2B DE EFIEH)

When deciding on the appropriate assurance
activities, manufacturers should consider whether
there are any additional controls or mechanisms in
place throughout the quality system that may
decrease the impact of compromised safety and/or
quality if failure of the software feature, function or
operation were to occur. For example, as part of a
comprehensive assurance approach, manufacturers
can leverage the following to reduce the effort of

additional assurance activities:

e Activities and established processes that provide
control in production or fully verify processes in
which software is involved. Such activities may
include procedures to ensure integrity in the data
supporting production, subsequent inspection or
testing, or software quality assurance processes

performed by other organizational units.
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Established purchasing control processes for
selecting and monitoring software vendors. For
example, the medical device manufacturer could
incorporate the software development practices,
validation work, and electronic information
already performed by developers of the software
as the starting point and determine what additional
activities may be needed. For some lower-risk
software features, functions, and operations, this
may be all the assurance that is needed by the

manufacturer.

Additional process controls, including activities to
reduce cybersecurity exposure,? that have been
incorporated throughout production. For example,
if a process is fully understood, all critical process
parameters are monitored, and/or all outputs of a
process undergo verification testing, these controls
can serve as additional mechanisms to detect and
correct the occurrence of quality problems that
may occur if a software feature, function, or
operation were to fail to perform as intended. In
this example, the presence of these controls can be
leveraged to reduce the effort of assurance

activities appropriate for the software.
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25 See the “Cybersecurity in Medical Devices: Quality System Considerations and Content of Premarket Submission”

guidance.
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e The data and information periodically or
continuously collected by the software for the
purposes of monitoring or detecting issues and
anomalies in the software after implementation of
the software. The capability to monitor and detect
performance issues or deviations and system
errors may reduce the risk associated with a failure
of the software to perform as intended and may be

considered when deciding on assurance activities.

o The use of tools supporting software development
and system life cycle activities (e.g., bug, anomaly
tracking, requirement traceability tools) for the
assurance of software used in production or as part

of the quality system whenever possible.

o The use of testing and results done in iterative
cycles and continuously throughout the life cycle
of the software used in production or as part of the

quality system.

FDA recognizes that manufacturers may have limited
access to information from the software vendor as part
of an assessment and recommends manufacturers
establish and apply a risk-based analysis of the
software vendor as part of their assurance approach.
The manufacturer’s assessment may consider various
sources of information when deciding the appropriate
level of control for the software vendor (e.g.,
purchasing controls). To evaluate the vendor’s
capabilities, whether cloud-based, on premise, or a
hybrid, the manufacturer may consider activities

including but not limited to:
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Onsite audits of the vendor, if applicable. FDA
acknowledges that it may not be feasible or
appropriate for a device manufacturer to audit the
software vendor. Manufacturers may consider any
alternative combination of information, as
applicable, in a risk-based analysis of the controls

and capabilities of the software vendor;

Review of the vendor’s accreditations and
certifications (e.g., Service Organization Controls
reports), and industry standard certifications (e.g.,

ISO certifications);

Review of the vendor’s practices and
documentation for software development,
software quality assurance, cybersecurity (e.g.,
security risk assessments, threat modeling,
security design reviews, software bill of materials

(SBOM), and testing) and risk mitigation; and

Review of the vendor’s or software’s data integrity

capabilities or controls such as, but not limited to:

¢ Retaining records, archiving data, and
generating accurate and complete copies of

records;

¢ Securing data at rest and in transit (i.e.,
maintaining secure, computer-generated,
time-stamped audit trails of users’ actions and

changes to data, encrypting data); and/or

¢ Establishing and maintaining access controls,
electronic signature controls and

authorization checks for users’ actions.
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A manufacturer should establish and maintain within
its procedures the requirements it has for suppliers
on the basis of their ability to meet specified
requirements and define the type and extent of
control to be exercised over the product, services,
and suppliers. Manufacturers should consider
appropriate sources of information regarding the
vendor in their evaluation decision. FDA
recommends that manufacturers establish a risk-
based approach to the evaluation of the vendor of
software or service, the evaluation activities, and the

appropriate objective evidence to retain.

For example, supporting software, as referenced in
Section V.A.1, often carries lower risk, such that the
assurance effort may generally be reduced
accordingly. Because assurance activities used
“directly” in production or the quality system often
inherently cover the performance of supporting
software, assurance that this supporting software
performs as intended may be sufficiently established
by leveraging vendor evaluation and validation
records, software installation, or software
configuration, such that additional assurance
activities (e.g., scripted or unscripted testing) may be

unnecessary.
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Example: A CAPA automation system is being
written in Java script and a debugger tool is used to
set up breakpoints and step through the code. Once
the code is debugged, all the debugger content is
removed prior to implementation. In this situation,
the debugger tool is used to assist a software
developer during the coding of a quality system but
is not subject to quality system obligations because
the COTS tool, which is not integrated with
production or the quality system, is not used as part
of production or the quality system. FDA
recommends manufacturers establish a least-
burdensome approach to ensure the tool performs as

intended.

Example: A manufacturer is using a cloud storage
solution for production data. The system has a
network load specification, and a parameterization
tool is used to simulate anticipated peak load of the
production system. The load testing results shows
objective evidence that the system can absorb the
required user load and becomes part of the validation
package. The parameterization tool is not the system
of record of the testing result because it does not
alter the code within the production system and the
testing does not add any data to the production
system. FDA recommends manufacturers establish a
least-burdensome approach to ensure the tool

performs as intended.
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Manufacturers are responsible for determining the
appropriate assurance activities for ensuring the
software features, functions, or operations maintain a
validated state. The assurance activities and
considerations noted above are some possible ways
of providing assurance and are not intended to be
prescriptive or exhaustive. Manufacturers may
leverage any of the activities, or a combination of
activities, that are most appropriate for risk

associated with the intended use.

ROEXFEIX, V7 MU =T O WRE ¥
MANY F =g VEHORBEHERERT 5 Z
& EARGET D 7o O Y A RSB 2 R ET D
H(TLAFFD, L OMRINGE) & Rt FHEIL, R
FEEARMET B 720D, W OO AR FIET
HY | AEEEZMPCHET 2O TR, £
oM T H v, BUEEF L. BERIL-HR
WZBET 2D Y A7 1Tk b Lo iE8 A — Dk
Sy XIMAAEDETIERT D & L,

(6) Establishing the Appropriate Record (EY) 725k DIERK)

When establishing the record, the manufacturer
should capture sufficient objective evidence to
demonstrate that the software feature, function, or
operation was assessed and performs as intended. In
general, FDA recommends the record include the

following:

e The intended use of the software feature, function,

or operation;

o The result of the risk-based analysis of the

software feature, function, or operation; and

¢ Documentation of the assurance activities

conducted, including:

¢ A description of the testing conducted based

on the assurance activity.

¢+ Issues found during testing (e.g., deviations,

defects, and/or failures).

RS EE DGR AAERT DB, Y7 b =T D
Wil HHE ¥ T B A A P L, EXEY
WZENE L 72 2 & &3+ I R BLRREIL 2 IS
TOMENRD D, —MIZ, FRERITITRONE
BEhb I, FDAIFHERE L T\ 5D,

o VT MUT ORI MERE EHB OB LI

&,

o VT N =T DRHEFEEEFEXD Y AT X

— AT DR

o FEfi SN IRFEEENOCEEEL, LT aaE
e

o PRAEEENCIEESNTHEBL7ZT X MO
H)%O

¢ TARMPIER SN (B i
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+ A conclusion statement declaring ¢ BRLZEHBICHLTY 7 by =T h%
acceptability of the software for its intended AFIRBECH D Z L HEHET Db, ik
use. If issues were found, FDA recommends NROM- 7286 FDA 1L, fEimD—4h
including resolution of issues found as part of E LT, RO i BEOFRK %25 8
the conclusion statement. The manufacturer HTEEHEL WD, BEEEFIL. K
may consider including process controls DOWTNNEEZD D & EmatT 5,
implemented to address any impact from the - ZOMENEMLUIZHRIZE X 5%
issues to the intended use or appropriate risk BT Sl FzZEINT 7 e
justification addressing why the issues found A br—b XX
will not impact the intended use. - IREIER S NCREDER U R

(B LRV ON 587 )
27 DE B 727

+  Record of who performed testing/assessment ¢ TANTERAAVNFElE, KOT A B
and date the testing/assessment was /7 A A NI H AT OFLER,
performed.

+ Established review and approval when ¢ NS Ea— AR (B MBI
appropriate (e.g., when necessary, a signature JECT, BAMEREOEN &AM (&
and date of an individual with signatory G725 6 DR,
authority).

Documentation of assurance activities need not TRAEE O SCEEBHIE O DREHUE. FiE S
include more evidence than necessary to show that 72U ARZIZH L TY 7 T =7 ORHEHERE

the software feature, function, or operation performs | BN EXIEV ICEMET 5 Z L AR T 72D
as intended for the risk identified. FDA recommends | #2726 OLSMIANETH 5, FDA 1T, FodkIZir
the record retain sufficient details of the assurance AEEE O+ i AV AL Lozl (R
activity to serve as a baseline for improvements oras | #k%) WED =D DX—R T A > KOG
a reference point if issues occur.?® HELIEZDBRBIZHND Z ENTEDL LI

T5HZ L EHERET D 26,

26 For the Quality System regulation’s general requirements for records, including record retention period, see 21 CFR
820.180.

2 FLERCRAT IR 2 BT, RRERICBT DA E v AT AHAIO R EFIZ OV TIE, 21 CFR 820.180 ZZ M0 =
k o
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Advances in digital technology may allow for
manufacturers to leverage digital retention of results,
automated traceability, automated testing, and
electronic capture of work performed as objective
evidence, reducing the need for manual or paper-
based documentation. As a least-burdensome
approach, FDA recommends incorporating the use
of digital records, such as system logs, audit trails,
and other data generated and maintained by the
software, as opposed to paper documentation,
screenshots, or duplicating results already digitally
retained by the software when establishing the record
associated with the assurance activities. When using
digital records, FDA recommends manufacturers
consider the intended use and the need for accuracy,
reliability, integrity, availability, and authenticity of
the record as part of the risk-based assurance

approach established.

Table 1 provides some examples of ways to
implement and develop the record when using the
risk-based testing approaches, including testing
approaches identified in Section V.A.4 above.
Manufacturers may use alternative approaches and
provide different documentation so long as their
approach satisfies applicable legal documentation

requirements.

TN ORI LY BOEEH N, R
DTV ENVTORME, BE M L—HEUT 1,
HE)7 2 b, ROEBIHYRFEILE L COENE
(DB THRYTTF A EEHNTELLITRD,
FAEZE TR — 2 D SCEAL DM BT - T
&7, FDA L, bAENDRNT Fr—F L
LT, BEEEDRAETEE)NC BRI 5 5i8k &
LT HBRC, MOXEER, 27 ) —ray
M, XIZV 7 F =TI Lo TBRICT X VB
KTHRE STV ORROBEBRTIT R, (¥
AT hu7 EEIEH, ROV 7 hy=712&
S THERRUHREBEIND ZOMDT —#
Fp) TUANREGOEREZ RIEEENC]) H
BiATeZ L EBHELCWD, T U LR AR
M3 %856, FDA L, SN A7 =2
RAET 7 m—F D —g & LT, RIEEHN TR
DOEX L7 &, KOUEREME (accuracy), [S#H
P (reliability), £ > 7 27 U7 1, "M%
(availability), E.IEPE (authenticity) O E4:%
BT DHIEEHEL TV D,

11X, FREVA4AETRHRESNLZT AT
n—F &g, VAIR—ZADT AT T u—
FEMERT DT (T A &) EhgL, ks
VERRT 2 FIEOH Z WL D2vr LT 5, fliE
KA, ZUT L CEERNIET AN A
W7z d Ry, TR 7 Fa—F 2

L. BIF LR CEERZ/ER L TH LW,

[FRIE] AT S0, EOFICRIL ZFLHEH

FIZ, TEOERDRITR LKz filS 7=, Tablel D
AU TR 1 - REEESE) & ek OBl 2,
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Table 1 - Examples of Assurance Activities and Records

Assurance

Activity Test Plan Test Results Record (Including Digital)
Scripted Test objectives Result record Intended use
Testing: Test cases (step- obtained for each Result of risk-based analysis
by-step procedure) test case Detailed report of testing performed
Robust Expected results Details regarding Result for each test case
Independent any Issues found
review and failures/deviations Conclusion declaring acceptability of
approval of test found the software for its intended use,
plan when including the resolution or appropriate
appropriate risk justification of issues found
Record of who performed testing and
the date the testing was performed
Established review and approval when
appropriate
Scripted Limited test cases Result record Intended use
Testing: (step-by-step obtained for each Result of risk-based analysis
procedure) test case Summary description of testing
Limited identified Details regarding performed
Expected results any Result for each test case
for the test cases failures/deviations Issues found
Identify found Conclusion declaring acceptability of
unscripted testing the software for its intended use,
applied including the resolution or appropriate
Independent risk justification of issues found
review and Record of who performed testing and
approval of test date the testing was performed
plan when Established review and approval when
appropriate appropriate
Unscripted Testing of features Details regarding Intended use
Testing: and functions with any Result of risk-based analysis
no test plan failures/deviations Summary description of features and
Scenario found functions tested, and testing performed
Testing Issues found

Conclusion declaring acceptability of
the software for its intended use,

including the resolution or appropriate
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Assurance
Activity

Test Plan

Test Results

Record (Including Digital)

risk justification of issues found
Record of who performed testing and
date the testing was performed
Established review and approval when

appropriate

Unscripted
Testing:

Error

guessing

o Testing of failure-

modes with no test

plan

e Details regarding

any failures/

deviations found

Intended use

Result of risk-based analysis
Summary description of failure-modes
tested, and testing performed

Issues found

Conclusion declaring acceptability of
the software for its intended use,
including the resolution or appropriate
risk justification of issues found
Record of who performed testing and
date the testing was performed
Established review and approval when

appropriate

Unscripted
Testing:

Exploratory
Testing

Establish high
level test plan
objectives with
pass/fail criteria
for each objective
(no step-by-step
procedure is

necessary)

Details regarding
any
failures/deviations

found

Intended use

Result of risk-based analysis
Summary description of the objectives
tested, and testing performed

Issues found

Conclusion declaring acceptability of
the software for its intended use,
including the resolution or appropriate
risk justification of issues found
Record of who performed testing and
date the testing was performed

Established review and approval when

appropriate
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The following is an example of a record of assurance
in a scenario where a manufacturer has developed a
spreadsheet with the intended use of collecting and
graphing nonconformance data stored in a controlled
system for monitoring purposes. In this example, the
manufacturer has established additional process
controls and inspections that ensure non-conforming
product is not released. In this case, failure of the
spreadsheet to perform as intended would not result
in a quality problem that foreseeably leads to
compromised safety, so the spreadsheet would not
pose a high process risk. The manufacturer
conducted rapid exploratory testing of specific
functions used in the spreadsheet to ensure that
analyses can be created, read, updated, and/or
deleted. During exploratory testing, all calculated
fields updated correctly except for one deviation that
occurred during the testing of the update. In this
scenario, the record would be documented as

follows:

PLFE, BRLEZAHEN, 2 hae— &k
BER AT MM STV D RS T — 4 %
WELTITZI77bTHZETHLAT Ly K
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Rar ba— LV EREBEEHEI LTS, 20
e, A7 Ly Ry— bNERE D ICEE L 72
TH, BN Hiebid & TR TEHWME
MBEIZIE SRR bRz, A7 Ly Ry— |
MENTBERAY R L7022 Eixn, ik
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Intended Use: The spreadsheet is intended for use
in collecting and graphing nonconformance data
stored in a controlled system for monitoring
purposes; as such, it is used as part of production
or the quality system. Because of this use, the
spreadsheet is different from similar software used

for business operations such as for accounting.

Risk-Based Analysis: In this case, the software is
only used to collect and display data for
monitoring nonconformances, and the
manufacturer has established additional process
controls and inspections to ensure that
nonconforming product is not released. Therefore,
failure of the spreadsheet to perform as intended
should not result in a quality problem that
foreseeably leads to compromised safety. As such,
the software does not pose a high process risk, and
the assurance activities should be commensurate

with the process risk.

Tested: Spreadsheet X, Version 1.2

Test type: Unscripted testing — exploratory testing

Goal: Ensure that analyses can be correctly

created, read, updated, and deleted

BMLI-A®R: 2 7Ly Ry—RE, v b
02—/ SNTEER Y AT DTSN TN D
REET —ZEZWNELTT 7 7T 57D
HEHTLZEE2BEMLTEY, fiE 2T A
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EURATEENCHEA S A RBEO Y 7 b o =
T LIRS,
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TIEEREAERT -2 ZE L, £RT5H7
DIZOAERINTEY, FlEGRLEZY Y
—AL7RWE DT T H7OIZBMM e 7 m &
A3y ha—LEREDHEL ST D, #E
ST, A7 by Fy— FAEKE Y [Z8fEL
< ThH, BeEMN DD Z ENTHIT
X5 X0 RWERIBEIC RN D Z LT,
FDSH, V7 M u=TEEn T rERY X
IBHLEIFNAT, ReHEENLI T kR Y
AT LT b D LT EMEND S,

F 2 MR Spreadsheet X, Version 1.2
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Testing objectives and activities:
¢ Create new analysis: Passed

¢+ Read data from the required source: Passed

¢+ Update data in the analysis: Failed due to
input error, then passed re-test

¢+ Delete data: Passed

+  Verify through observation that all calculated
fields correctly update with changes: Passed

with noted deviation

Deviation: During the testing of the update, when
the user inadvertently input text into an updatable
field requiring numeric data, the associated row

showed an immediate error.

Conclusion: The spreadsheet is acceptable for its
intended use. Incorrectly inputting text into the
field is immediately visible and does not impact
the intended use. A new validation rule was placed
on the field to permit only numeric data inputs.
The testing was performed again with the
validation rule and the update passed all testing
objectives. No additional errors were observed in
the spreadsheet functions after the validation rule

was implemented.

When/Who: July 9, 2024, by Jane Smith
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T A M BT A M July 9, 2024, by Jane
Smith
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B. Considerations for Electronic Records Requirements (& 7 ek EHHICEHT 2B K)

Manufacturers have expressed confusion and
concern regarding the application of 21 CFR Part 11,
Electronic Records; Electronic Signatures, to
computers or automated data processing systems
used as part of production or the quality system.

Manufacturers should refer to the “Part 11

Electronic Records; Electronic Signatures - Scope

and Application” guidance (hereafter referred to as

the “Electronic Records guidance”), when

determining whether and how to apply 21 CFR Part
11 (hereafter referred to as “Part 117).

The regulations in Part 11 set forth the criteria under
which FDA considers electronic records, electronic
signatures, and handwritten signatures executed to
electronic records to be trustworthy, reliable, and
generally equivalent to paper records and
handwritten signatures executed on paper (see 21
CFR 11.1(a)). In general, Part 11 applies to records
in electronic form that are created, modified,
maintained, archived, retrieved, or transmitted under
any records requirements set forth in Agency
regulations (see 21 CFR 11.1(b)). Part 11 also
applies to electronic records submitted to the Agency
under requirements of the FD&C Act and the Public
Health Service Act (PHS Act), even if such records
are not specifically identified in Agency regulations
(see 21 CFR 11.1(b)). The underlying requirements
set forth in the FD&C Act, PHS Act, and FDA
regulations (other than Part 11) are referred to as
“predicate rules.” In addition, where electronic
signatures and their associated electronic records
meet the requirements of Part 11, FDA will generally
consider the electronic signatures to be equivalent to

full handwritten signatures, initials, and other general

3513, 21 CFR Part 11, Electronic Records;
Electronic Signatures O & A7 A/ 'E o A
TLAO—HE LTENSND a2 B2 —4 X
F &5 — & AU AT BW~Oi IOV THREL
RS ERIIL T& 7, WERAIT, 21 CFR

Part 11 (LLF, [Part1l) ) Z#HT 2209
EREDLDICHEMT 202 RET DI

[Part 11, Electronic Records: Electronic
(LR, &
TR A KX R) ZBRTDUENH D,

[FR7E] Part 11 2O Scope and Application 7 A
K ADFIERIZ DUV T, https://bunzen.co.jp/
Z

cy
=~

Signatures - Scope and Application |

Part 11 B TlE, Bk, B4, KUE
FRLERIC R SN FEEEBL D, AN
(trustworthy) & fZFEME (reliable) 23%H Y . HEKOFL
Gk OO EDOFFEEFEL LIRFEDO SO & FDA
DR TR A EL R LTV D (21
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signings as required by agency regulations (21 CFR
11.1(c)).

For computer software used as part of production or
the quality system, the applicable predicate rules
include those under Part 820. A document required
under Part 820—including, but not necessarily
limited to, a document Part 820 requires to bear a
signature—and maintained in electronic form would
generally be an “electronic record” under Part 11
(see 21 CFR 11.3(b)(6)). To determine when a
record is required under Part 820, manufacturers
should consider, among other things, whether the
record would be necessary as evidence to document
required validation. If a manufacturer maintains in
electronic form a document required under Part 820,

then Part 11 generally applies.

Example: Documentation demonstrating that a
management enterprise system correctly and reliably
automates checking materials before use in
production would generally be necessary as evidence
for a manufacturer to support a validated state. In
this example, Part 11 would generally apply to the

documentation if in electronic form.

Example: Upon application startup, a COTS
automatically saves routine activity logs. However,
in this case, these activity logs are not necessary as
evidence for a manufacturer to support a validated
state. In this example, Part 11 would not apply to the

activity logs.

As discussed in the Electronic Records guidance,

s 2T A WE Y AT A O—E L LT
INparva—4Y7 =T ORA, #EA
S % predicate rules [ Z1%, Part 820 OHLHINE
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discretion policy described in the Electronic

Records guidance (concerning validation of
computerized systems used to create, modify,
maintain, or transmit electronic records) expressly
does not apply to the validation requirement for
computer software used as part of production or the

quality system arising under 21 CFR 820.70(1).

This guidance recommends that manufacturers base
their approach to computer software assurance on a
justified and documented risk assessment and a
determination of the potential of the system to affect
product quality, patient safety, and record integrity.
Manufacturers may utilize a least-burdensome, risk-
based approach outlined in this guidance to provide
assurance that the software that maintains electronic

records subject to Part 11 performs as intended.

guidance |ZFRH STV A HITEHER Y v —
(B OMER, [E1E, MERFEE, U Bk
RSN a2 Ea—F b AT DN T
— a T L HD) X, BIHIZ, 21 CFR
820.70(i) TEDH D, WE AT L WWE Y AT
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Footnotes (JI1¥)
Footnote 17

Manufacturers should also consult the
“Enforcement Policy for Certain Supplements for
Approved Premarket Approval (PMA) or
Humanitarian Device Exemption (HDE)
Submissions” guidance, which describes FDA’s
general recommendations for limited modifications
to devices required to have an approved PMA or
HDE to help address manufacturing limitations or

supply chain disruptions.
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Appendix A. Examples (ff#& A. #1)

The examples in this section outline possible application of the principles in

this guidance to various software assurance situations.

ZOETHETLHNE, SEIERY T MY =T RIEEITHHHE T, K
HA B ATRYFRAZ ED L DICHEATE 202 T2 b0 TH
Do

Example 1: Nonconformance Management System (%] 1 : FEASEHE T X

7 1)

their nonconformance process and is applying a risk-based approach for

manage the nonconformance process electronically.

As part of the assurance activities, the manufacturer performs a thorough
assessment of the software vendor that includes:

¢ Evaluation of the vendor’s software development life cycle,

e Review of the vendor’s quality management system and relevant

certifications, and

plans as well as relevant certifications.

A manufacturer has purchased and configured COTS software for automating

computer software assurance in its implementation. The software is intended to

e Review of vendor’s cybersecurity documentation and life cycle management
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Based on the manufacturer’s established SOP for evaluating suppliers, the BEAAE A RIS 5 72 OITHESL L7z SOP (IZED\W T, R pnfiliEdEss
vendor’s capability to meet the manufacturer’s requirements are deemed DEZN TR, Y7 b =T ORI LI HRICR LT A
acceptable for the software’s intended use. The manufacturer maintains a REEEX DD, WEEFIL, ML SNTEE = e — L FIRICHE
record of the evaluation according to their established purchasing control o> TRl OFLER & MEFFE BT 5,
procedures.
The following features, functions, or operations were considered by the PG, U AT = ZADIRGEERIE 2 L 52T 5 B CLUT ORI
manufacturer in developing a risk-based assurance strategy: e W & Mt L7z,
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Table 2. Computer Software Assurance Example for a Nonconformance Management System

Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Nonconformance Initiation

Operations:

¢ A nonconforming event results in
the creation of a nonconformance
record.

o The necessary data for initiation
are recorded prior to completion
of a nonconformance initiation
task.

e A Nonconformance Owner is
assigned prior to completion of
the nonconformance initiation

task.

The intended uses of the
operations are to
manage the workflow of
the nonconformance
and to error-proof the
workflow to facilitate
the work and a
complete quality record.
These operations are
intended to supplement
processes established by
the manufacturer for
containment of non-

conforming product.

Failure of the
nonconformance initiation
operation to perform as
intended may delay the
initiation workflow, but
would not result in a quality
problem that foreseeably
compromises safety, as the
manufacturer has additional
processes in place for
containment of non-
conforming product, which
include separation of
affected product, alerting
line management, and
labeling the affected
product. As such, the
manufacturer determined
the nonconformance
initiation operations did not

pose a high process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. In
addition, the manufacturer
supplements these activities
with exploratory testing of
the operations. High level
objectives for testing are
established to meet the
intended use and no

unanticipated failures occur.

The manufacturer documents:

the intended use

result of risk-based analysis
summary description of the
operations tested

the testing objectives and if
they passed or failed

any issues found
conclusion declaring
acceptability including
resolution of issues

record of who performed
testing and date the testing

was performed
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Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Electronic Signature Function:

o The electronic signature

execution record is stored as part
of the audit trail.
The electronic signature employs
two distinct identification
components of a login and
password.
When an electronic signature is
executed, the following
information is part of the
execution record:
¢ The name of the person who
signs the record
¢ The date (DD-MM-YYYY)
and time (hh:mm) the
signature was executed.
¢ The role of the signatory
associated with the signature
(such as review, approval,
responsibility, or

authorship).

The intended use of the
electronic signature
function is to capture
and store an electronic
signature where a
signature is required
and such that it meets
requirements for

electronic signatures.

Failure of the electronic
signature function to
perform as intended may
compromise or delay
compliance with regulatory
requirements and
established SOPs but would
not result in a quality
problem that foreseeably
compromises safety. As
such the manufacturer
determined that the
electronic signature function
did not pose a high process

risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. To
provide assurance that the
function complies with
applicable requirements, the
manufacturer performs
scenario testing of this
function with users to
demonstrate the function

meets the intended use.

The manufacturer documents:

the intended use

e result of risk-based analysis

e testing performed

e any issues found

e conclusion declaring
acceptability including
resolution of issues

e record of who performed
testing and date the testing

was performed
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Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Product Containment Function:

e When a nonconformance is
initiated for product outside of
the manufacturer’s control, then
the system prompts the user to
identify if a product correction or

removal is needed.

This function is
intended to trigger the
necessary evaluation
and decision-making on
whether a product
correction or removal is
needed when the
nonconformance
occurred in product that

has been distributed.

Failure of the function to
perform as intended would
result in a necessary
correction or removal not
being initiated, resulting in
a quality problem that
foreseeably compromises
safety. The manufacturer
therefore determined that
this function poses high

process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. The
manufacturer determined
the function is a high
process risk. The
manufacturer performed
assurance activities
commensurate with the
medical device risk and
established a detailed
scripted test protocol to
exercise the possible
interactions and potential
function failures. The
testing also included
appropriate repeatability
testing in various scenarios
to provide assurance that the

function works reliably.

The manufacturer documents:

the intended use

result of risk-based analysis
a detailed test protocol
detailed report of the testing
performed

pass/fail results for each test
case

any issues found

conclusion declaring
acceptability including
resolution of issues

record of who performed
testing and date the testing
was performed

the signature and date of the
signatory authority according
to the manufacturer’s

established SOP
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Example 2: Learning Management System (LMS) (] 2: ZEEEH Y X7 A (LMS))

A manufacturer is implementing a COTS LMS and is applying a risk-based
approach for computer software assurance in its implementation. The software

is intended to manage, record, track, and report on training.

As part of the assurance activities, the manufacturer performs a thorough
assessment of the software vendor that includes:

o Evaluation of the vendor’s software development life cycle, and

e Review of the vendor’s quality management system and relevant

certifications.

Based on the manufacturer’s established SOP for evaluating suppliers, the
vendor’s capability to meet the manufacturer’s requirements are deemed
acceptable for the software intended use. The manufacturer maintains a record

of the evaluation according to their established purchasing control procedures.

The following features, functions, or operations were considered by the

manufacturer in developing a risk-based assurance strategy:
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Table 3. Computer Software Assurance Example for an LMS

Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Access Control, User Management,

and Notification Functions:

e Create and manage user log-on
features (e.g., username and

password).

e Assigns trainings to users per the

curriculum assigned by
management.

o The system notifies users of
training curriculum assignments,
completion of trainings, and
outstanding trainings.

o The system notifies users’
management of outstanding

trainings.

These functions are
intended to manage user
access, user workflow,
and user notifications

regarding training.

Failure of these features,
functions, or operations to
perform as intended would
impact the integrity of the
quality system record but
would not foreseeably
compromise safety. As
such, the manufacturer
determined that the features,
functions, and operations do

not pose high process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. In
addition, the manufacturer
supplements these activities
with unscripted testing,
applying error-guessing to
attempt to circumvent
process flow and verify the
access controls of the

system.

The manufacturer documents:

e the intended use

e result of risk-based analysis

e asummary description of the
failure modes tested

e any issues found

e conclusion declaring
acceptability including
resolution of issues

e record of who performed
testing and date the testing

was performed
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Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Record-keeping and Reporting

Functions:

e The system captures evidence of
users’ training completion.

o The system generates reports on
training curriculum assignments,
completion of training, and

outstanding trainings.

These functions are
intended to capture and
maintain evidence and
records of user training
completion and
generate analytic
reports on the records
for review by the

organization as needed.

Failure of these features,
functions, or operations to
perform as intended would
impact the integrity of the
quality system record but
would not foreseeably
compromise safety. As
such, the manufacturer
determined that the features,
functions, and operations do

not pose high process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. In
addition, the manufacturer
supplements these activities
with unscripted testing to
“break” the system (e.g., try
to delete the audit trail),
verify record integrity, and
the report generating

functions.

The manufacturer documents:

the intended use

e result of risk-based analysis

e asummary description of the
failure modes tested

e any issues found

e conclusion declaring
acceptability including
resolution of issues

e record of who performed
testing and date the testing

was performed
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Example 3: Business Intelligence Applications (] 3: EVRAAL VTV V2V AT Y r—vay)

A medical device manufacturer has decided to implement a commercial
business intelligence solution for data mining, analytics, and reporting. The
software is intended to better understand product and process performance over

time, to identify improvement opportunities.

As part of the assurance activities, the manufacturer performs a thorough

assessment of the software vendor that includes:

o Evaluation of the vendor’s software development life cycle,

e Review of the vendor’s quality management system and relevant
certifications, and

e Review of vendor’s cybersecurity documentation and life cycle management

plans as well as relevant certifications.

Based on the manufacturer’s established SOP for evaluating suppliers, the
vendor’s capability to meet the manufacturer’s requirements are deemed
acceptable for the software intended use. The manufacturer maintains a record

of the evaluation according to their established purchasing control procedures.

In addition to the vendor assessment, the following features, functions, or
operations were considered by the manufacturer in developing a risk-based

assurance strategy:
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Table 4. Computer Software Assurance Example for a Business Intelligence Application

Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Connectivity Functions:

o The software allows for
connecting to various databases
in the organization and external
data sources.

The software maintains the
integrity of the data from the
original sources and is able to
determine if there is an issue with
the integrity of the data,
corruption, or problems in data

transfer.

These functions are
intended to ensure a
secure and robust
capability for the
system to connect to the
appropriate data
sources, ensure integrity
of the data, prevent data
corruption, modify, and
store the data

appropriately.

Failure of these functions to
perform as intended would
result in inaccurate or
inconsistent trending or
analysis. This would result
in failure to identify
potential quality trends,
issues or opportunities for
improvement, which in
some cases, may result in a
quality problem that
foreseeably compromises
safety. As such, the
manufacturer determined
that these functions posed
high process risk,
necessitating more-rigorous
assurance activities,
commensurate with the

related medical device risk.

The manufacturer determined
assurance activities
commensurate with the
medical device risk and has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities.
Additionally, the
manufacturer establishes a
detailed scripted test protocol
that exercises the possible
interactions and potential
ways the functions could fail.
The testing also includes
appropriate repeatability
testing in various scenarios to
provide assurance that the

functions work reliably.

The manufacturer documents:

the intended use

result of risk-based analysis
detailed test protocol

a detailed report of the
testing performed

pass/fail results for each test
case

any issues found

conclusion declaring
acceptability including
resolution of issues found
record of who performed
testing and date the testing
was performed

the signature and date of the
signatory authority according
to the manufacturers

established SOP
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o The software provides the user a

help menu for the application.

to facilitate the
interaction of the user
with the system and
provide assistance on
use of all the system

features.

perform as intended is
unlikely to result in a
quality problem that would
lead to compromised safety.
Therefore, the manufacturer
determined that the feature
does not pose high process

risk.

necessitate any additional
assurance effort beyond what
the manufacturer has already
performed in assessing the
system capability, supplier
evaluation, and installation

activities.

Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations
User help Feature: This feature is intended Failure of the feature to The feature does not The manufacturer documents:

the intended use

result of risk-based analysis
record of who performed the
assessment and date the
assessment was performed
conclusion declaring
acceptability including

resolution of issues
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Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Reporting Functions:

e The software is able to create and

perform queries and join data
from various sources to perform
data mining.

The software allows for various
statistical analysis and data
summarization.

The software can create graphs
from the data.

The software provides the
capability to generate reports of

the analysis.

These functions are
intended to allow the
user to query the data
sources, join data from
various sources,
perform analysis, and
generate visuals and
summaries. These
functions are intended
for collection and
recording data for
monitoring and review
purposes that do not
have a direct impact on
production or process
performance. In this
example, the software is
not intended to inform

quality decisions.

Failure of these functions to
perform as intended may
result in a quality problem
(e.g., incomplete or
inadequate reports) but, in
this example, would not
foreseeably lead to
compromised safety
because these functions are
intended for collection and
recording data for
monitoring and review
purposes that do not have a
direct impact on production
or process performance.
Therefore, the manufacturer
determined that these
functions do not pose high

process risk.

The supplier of the reporting
software has validated the
ability of the software to
create and perform queries,
join data from various
sources to perform data
mining, perform statistical
analysis and data
summarization, create graphs
and generate reports. Beyond
this, the manufacturer has
assessed the system
capability and performed
supplier evaluation and
installation activities. As
such, the manufacturer
determined that the reporting
functions of the software do
not necessitate any additional
assurance effort beyond these

activities.

The manufacturer documents:
e the intended use
o risk-based analysis

e record of who performed the

e conclusion declaring

assessment and date the

assessment was performed

acceptability including
resolution, justification,
and/or process controls
implemented addressing the

impact of the issues
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Example 4: Software as a Service (SaaS) Product Life Cycle Management System (PLM) (Software as a Service (SaaS)

BB S5 4T A 7 NEEL AT A (PLM))

A medical device manufacturer has decided to implement a SaaS-based
Product Life Cycle Management System (PLM). While the PLM Saa$S solution
has the capability to automate the management of various life cycle stages of a
product development, the manufacturer intends to use the solution for broad
project management. The SaaS PLM is intended to automate the intake of
project requirements, develop project plans, monitor/track project execution,
and maintain relevant records, signatures, and deliverables upon project
closing. This intended use of the system does not directly impact patient safety
or product quality but does maintain a quality system record where integrity of
the data is needed. The manufacturer does not need any customization of the
“out-of-the-box™ capabilities of the SaaS product and only needs to perform

basic standard configuration of the SaaS product (e.g., user roles, accounts).

As part of the assurance activities, the manufacturer performs a thorough

assessment of the SaaS vendor that includes:

o Evaluation of the vendor’s software development life cycle,

e Review of the vendor’s quality management system and relevant
certifications,

e Review of vendor’s cybersecurity documentation and life cycle management
plans as well as relevant certifications, and

e Review of the vendor’s infrastructure support including availability and

reliability.
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Based on the manufacturer’s established SOP for evaluating suppliers, the
vendor’s capability to meet the manufacturer’s requirements are deemed
acceptable for the software intended use. The manufacturer maintains a record
of the evaluation according to their established purchasing control procedures.
The manufacturer also establishes a service agreement with the SaaS vendor
that includes requirements for security, data integrity, privacy, availability,

change management, and business continuity.

Automatic Updates:

The SaaS vendor provides the manufacturer documentation summarizing the
changes, testing, and testing results of all automatic updates made to the SaaS
system functions identified by the manufacturer as part of the service
agreement. The manufacturer performs an assessment of the changes and the
effect they may have on the intended use. The manufacturer performs risk-
based assurance testing of the changes appropriate to the impact identified. The
manufacturer maintains a record summarizing the risk assessment of the

change and any assurance activities performed.
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Table 5. Computer Software Assurance Example for SaaS PLM

Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Project Initiation and Planning
Function:

o The software allows for the
creation of a new project.

e The software is able to assign
team members and roles to the
project as assigned by the
manufacturer’s management.

o The software intakes and updates
project requirements and
specifications.

o The software is able to develop a
project plan, with tasks,
dependencies, milestones, and
deliverables.

o The software monitors changes to
data maintained by the project

record.

These functions are
intended to automate
the creation of a data
record for the project,
maintain user roles,
assign responsibilities
for key project data to
team members, intake
the key data relevant to
the project, maintain the
integrity and
associations of the
project data, and
monitor changes or
updates to the project

information.

Failure of these functions to
perform as intended would
impact the integrity of the
quality system record, but
would not foreseeably
compromise safety. As
such, the manufacturer
determined that the
functions do not pose high

process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
established service
agreements with the SaaS
vendor. Based on the risk-
based analysis, the
manufacturer performs a
configuration verification
and User Acceptance
Testing (UAT) using
exploratory unscripted

testing.

The manufacturer documents:

e the intended use

o risk-based analysis

e summary description of the
objectives tested, and testing
performed

e any issues found

e conclusion declaring
acceptability including
resolution, justification,
and/or process controls
implemented addressing the
impact of the issues

¢ record of who performed
assessment and date the

assessment was performed
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Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Electronic Signature Function:

.

o The electronic signature
execution record is stored as part
of the audit trail.

e The electronic signature employs
two distinct identification
components of a login and
password.

e When an electronic signature is
executed, the following
information is part of the

execution record:

The name of the person who
signs the record

The date (DD-MM-YYYY)
and time (hh:mm) the
signature was executed.

The meaning associated with
the signature (such as
review, approval,
responsibility, or

authorship).

The intended use of the
electronic signature
function is to capture
and store an electronic
signature where a
signature is required
and such that it meets
requirements for

electronic signatures.

Failure of the electronic
signature function to
perform as intended may
compromise or delay
compliance with regulatory
requirements and
established SOPs but would
not result in a quality
problem that foreseeably
compromises safety. As
such the manufacturer
determined that the
electronic signature function
does not pose a high process

risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
configuration activities. To
provide assurance that the
function complies with
applicable requirements, the
manufacturer performs
scenario testing of this
function with users to
demonstrate the function

meets the intended use.

The manufacturer documents:

the intended use

o risk-based analysis

e testing performed

e any issues found

o record of who performed
testing and date the testing
was performed

e conclusion declaring
acceptability including
resolution, justification,
and/or process controls
implemented addressing the

impact of the issues
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Features, Functions, or Intended Use of the Establishing the appropriate
>, ’ Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Access Control and Traceability

Functions:

The function controls user roles,
associated permissions, and
system access (e.g., user log-on).
The function monitors and
maintains records of access and
modifications of the final data
records maintained in the system.
The function produces time
stamped reports of the system
access, authorization, change, and
the associated user for
modifications made to final data
records maintained in the system
as established by the

manufacturer’s procedure for

These functions are
intended to provide
appropriate access
control, establish user
roles, and maintain
individual user
accounts.

The functions are also
intended to monitor,
maintain, and report a
time-stamped logging
of access or changes to
the training records or
electronic signature
events to ensure the
authenticity, reliability,
and integrity of the final

Failure of these functions to

perform as intended has a
significant impact on the
overall intended use and

system operations, and as

such, may result in a quality

system integrity and
compliance issue.

Since these functions are

intended to ensure integrity

of the data record for a

quality system requirement

only, the manufacturer

determines that a failure to

perform as intended would

not foreseeably lead to

compromised safety and

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
established service
agreements with the SaaS
vendor.

Based on the risk-based
analysis, the manufacturer
performs a configuration
verification and develops an
automated test script that
will quickly exercise the
access controls to also
support verification of
future changes.
Additionally, the

o the intended use
o risk-based analysis

e summary of automated test

e any issues found and results

e conclusion declaring

The manufacturer documents:

cases in the test script (or
electronic version of the test
script) and a summary
description of the objectives

tested, and testing performed

of the automated test script

acceptability including
resolution, justification,
and/or process controls
implemented addressing the

impact of the issues

auditing. records established by therefore does not pose a manufacturer performs User | o record of who performed
the manufacturer to be high process risk. Acceptance Testing (UAT) testing and date the testing
maintained. of the reporting capabilities was performed
using exploratory unscripted
testing.
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