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PRINCIPLES OF ICH GCP (ICH GCP D JFHI)

Clinical trials are a fundamental part of clinical
research that support the development of new
medicines or uses of existing medicines. Well-
designed and conducted clinical trials help answer
key questions in healthcare and drug development.
Their results are essential for evidence-based
healthcare decisions. Trials with inadequate design
and/or poorly conducted trials may place participant
safety at risk, yield inadequate or unreliable results
and are unethical. They waste resources and the

efforts and time of investigators and participants.

The Principles of GCP are designed to be flexible
and applicable to a broad range of clinical trials.
This guideline, along with ICH E8(R1), encourages
thoughtful consideration and planning to address
specific and potentially unique aspects of an
individual clinical trial. This includes evaluation of
trial characteristics, such as the design elements, the
investigational product being evaluated, the medical
condition being addressed, the characteristics of the
participants, the setting in which the clinical trial is
being conducted, and the type of data being
collected. Careful consideration of factors relevant
to ensuring trial quality is needed for each clinical

trial.
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The principles are intended to support efficient
approaches to trial design and conduct. For
example, digital health technologies, such as
wearables and sensors, may expand the possible
approaches to trial conduct. Such technologies can
be incorporated into existing healthcare
infrastructures and enable the use of a variety of
relevant data sources in clinical trials. This will aid
in keeping clinical trial conduct in line with
advancing science and technological developments.
The use of technology in the conduct of clinical
trials should be adapted to fit the participant
characteristics and the particular trial design. This
guideline is intended to be media neutral to enable

the use of different technologies.

The design and conduct of the clinical trial may be
supported by obtaining the perspectives of
interested parties, such as patients and their
communities, patient advocacy groups and
healthcare professionals. Their input can help to
reduce unnecessary complexity, improve feasibility
and increase the likelihood of meaningful trial
outcomes. The use of innovative trial designs and
technologies may enable the inclusion of a wider
and more diverse population of participants and

thereby broaden the applicability of trial outcomes.

ZOFHNX, IBBROT VA K OFERITHKT D
R T T e —F e XETH 2 ARE L
TWa, BlziE, V=7 7700t E0T
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BT Y= FOERA V7 TITHAA
T2 LT, IRBRICKIT Dbk A RBET — & Y —
ADERMNATRE L 72D, ZAUC KD BUFEHIN
DS DOE CTIRBRZFEM T 5 2 LN T
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ZINE OFHE L OEBI OIBERT A NS A
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EEEKL TS,
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BRMES 2 BI L, EBTREELED, AR
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Clinical trials should be designed to protect the
rights, safety and well-being of participants and
assure the reliability of results. Quality by design
should be implemented to identify the factors (i.e.,
data and processes) that are critical to ensuring trial
quality and the risks that threaten the integrity of
those factors and ultimately the reliability of the
trial results. Clinical trial processes and risk
mitigation strategies implemented to support the
conduct of the trial should be proportionate to the
importance of the data being collected and the risks
to trial participant safety and the reliability of trial
results. Trial designs should be operationally

feasible and avoid unnecessary complexity.

The overarching principles provide a flexible
framework for clinical trial conduct. They are
structured to provide guidance throughout the life
cycle of the clinical trial. These principles are
applicable to trials involving human participants.
The principles are interdependent and should be
considered in their totality to assure ethical trial

conduct and reliable results.

1BBRIE. TRBRSINFE DM, 224 Kk O AL Z )
L, MROBEMEZHET LT v
T HMETH D, Quality by design ZE A L,
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MENTWD, Zhbid, AEMEE LIZIRR
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III. ANNEX 1

4.

AR K& OTRBRIKIRE)

DATA GOVERNANCE — INVESTIGATOR AND SPONSOR (7 —# /X v R - 1RBRE

This section provides guidance to the responsible
parties (i.e., investigators and sponsors) on
appropriate management of data integrity,
traceability and security, thereby allowing the
accurate reporting, verification and interpretation of
the clinical trial-related information. This section
should be read in conjunction with corresponding
responsibilities for the investigator and the sponsor
as defined in sections 2 and 3, along with ICH

E8(R1), ICH E9 and ICH E9(R1).

The quality and amount of the information
generated in a clinical trial should be sufficient to
address trial objectives, provide confidence in the

trial’s results and support good decision making.

The systems and processes that help ensure this
quality should be designed and implemented in a
way that is proportionate to the risks to participants

and the reliability of trial results.

The following key processes should address the full
data life cycle with a focus on the criticality of the
data and should be implemented proportionately

and documented appropriately:

(a) Processes to ensure the protection of the

confidentiality of trial participants’ data;

AREIX, BEE2AT M8 (Thbb, tRE
RER R ONEBRIKEEE) oL, 7—% A1 T
774, hb—HEV T4 KOEF2 T o
ZHEUNCEIT D000 A X v AT 5
Z LT, IRBRICBIET D M S EREIC WA . MR
FE, IR SN D L O THLDOTHD, A=
X, 2 \EEAON 3 wmICHES LD W IRBR (T
PR S IRBIKEE TN Eh O ER,. S HIZICH
E8(R1), ICHE9, K TNICH E9(RI1) & fftCHie
tLREThHD,

[FR7:] A# (T ICH GOOD CLINICAL
PRACTICE (GCP) E6(R3) Step 4 % ¥ /5 M2 Fn 3L
WRLZbDTHDHD, 2%
INVESTIGATOR } T} 3 # SPONSOR (Z-2U T
TR RO &,

BB CAERSINDIEROE L ZIILLTFEIT 9
ZTHFRRbDETRETH D,

o IRERDHMIZKHET D,

o IFRMRAFHTELIbDLET D,

o WUIRERERELIHET D,

OV WEEMIEICT DI EEIET DY
AT LR OT a2 %, RBRSME~DY 27
K ONEBRAERDEHEMEICAE T2 HETT A
YL, FETLILERD D,

DUTFoxHEFT ek R L, 7—FOEEMHICER
BUTODT—H T4 7Y A I NVBRITDIZ-
THILTRETHY ., [(F—FOHEEMN]) 1TL
UM L, MUIIEFE T RETH D,

(a) JBBRBINE DT — % ORI % e 21 %
HETAHEDOTaE A,
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(b) Processes for managing computerised systems
to ensure that they are fit for purpose and used

appropriately;

(c) Processes to safeguard essential elements of
the clinical trial, such as randomisation, dose

adjustments and blinding;

(d) Processes to support key decision making,
such as data finalisation prior to analysis,
unblinding, allocation to analysis data sets,
changes in clinical trial design and, where

applicable, the activities of, for example, an

(b) AL Ea—2 Ly AT LEERT LT 1
TR, artva—2T AT AR HEMIC
HWE L, BUICERIND Z L2
THEDDOHD,

(c) |IERAL, HEME., ShLE. BHo
Mupz I §HR 2 RET DT A,

(d) HEALABERRELZET L2 70 X, #
ZUE, RETEIOT — 2 i, R
bR, fi#trT — 2 v O, 1RBRT
AVOEEL, (YT HEHE) MLT —
zx=41rr7EZE2 (IDMC) DT 7

responsibilities with respect to data handling and
provision of data access at sites, data transfers,
database review prior to planned unblinding and
statistical analysis across all appropriate stages of

the trial.

IDMC. FET 1,
4.1. Safeguard Blinding in Data Governance (7 — % #/\F 2 X281} 5 EMRMEDOILRE)
4.1.1 Maintaining the integrity of the blinding | 4.1.1 BRMEDA T 7V T 1 HERE RS
is important in particular in the design of systems, L2 EITHEETHLN, &V DOITEEZRONLL
management of users’ accounts, delegation of TT®» 5,

o VATFLDTYA

o I—HThUL NOFH
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DAL

o T —HHRE

o FHEISNI-EMMBROFNCFERM S 57
— A R—=ZA L B 2—

o VRO TOMEYI LM TITHhN DM
FHRAT
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4.1.2 Roles, responsibilities and procedures for
access to unblinded information should be defined
and documented by all relevant parties according to
the protocol; this information may also be included
in the data management plans and statistical
analysis plans or other trial specific
plans/instructions and site staff delegation records.
For example, in blinded trials, sponsor staff or
service providers who are involved in operation of
the trial and directly or indirectly interact with
investigator site staff should not have access to

unblinding information except when justified by the

trial design (e.g., use of unblinded monitors).

4.13 In such cases, suitable mitigation
strategies should be implemented to reduce the risk
of inadvertent unblinding of the blinded investigator

site staff.

4.14 The potential for unblinding should be
part of the risk assessment of a blinded trial. Any
planned or unplanned unblinding, including
inadvertent or emergency unblinding, should be
documented. Any unplanned unblinding should be
assessed for its impact on the trial results, and

actions should be taken as appropriate.

412  BHETAETCoOMRRIE. EhstEEc
o T, BMRMIEDHER STV S (unblind) 1
WA~DT 7 AT 2%E, BEAOFIEE
BEL, XELTREThDH, ZOFRITT—
B YA N EHEERCH AT R B EE OIR
BRE A OFHmEATRE, K ONRBR MR D
AH T DFALFEEICE D TH LW, Bz,
BBV T, IMBRIKIEHE DA v 7 X
P— B RRME T, IBBROEEICHES L. 175k
FEMSRR DA > 7 & ERE) XM AT
Wb DHEIT, BRUEDMRENTVWS
(unblind) [HFHIZT 7 B ASHEHRE TIEIR
W, 727U, IBBRTY A ko TEMSLEN
2856 B ERibEn T nE =X —0ff
M) 3BR<,

413 ZOXI A, AMEEBICLY, B
L ENTWDIRBRFES MR D A X > 7 DEMHME
DHEHIND Y AT BT H7-012, w7
PR & F i T 2 BN H D,

414  EBERABRICBONTIE, VAZTEAA
Y MCEBRMUEDSE O D AREEEGEHHXET
b5, TEINZ, XIXTENO SRR (K
HRE L ERESR S UIR A ERMERE ETe) 1T
TR LT T2 By, FHES O B R
BRICOWTIE, IBRRR~DHEELT A A
L. WY RE A LR TR b0,

4.2.

Data Life Cycle Elements (7—% 7 A 7% A 7 VOEFR)

Procedures should be in place to cover the full data

life cycle.

T =BT T A I NRIKRENEET D FIRZ
i ~EThH D,
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4.2.1. Data Capture (7—ZIN£E)

(a) When data captured on paper or in an
electronic health record are manually
transcribed into a computerised system (e.g.,
data acquisition tool), the need for and the
extent of data verification should take the

criticality of the data into account.

(b) Acquired data from any source, including
data directly captured in a computerised
system (e.g., data acquisition tool), should be

accompanied by relevant metadata.

(c) At the point of data capture, automated data
validation checks to raise data queries should
be considered as required based on risk, and
their implementation should be controlled and

documented.

(a) MXILE T ORRGLEIC G SN2 T —
Bharsa—2 Ly AT7T N (] 7—
SN —)v) ICFE TR T 256,
T =B R T =g ONLEERCH
X, 7 — X% OEELREZEICAND W
ERH D,

b) 2 a—Hbv AT A (Bl T—HFIL
Y —) ICEBENEEND T —F5E,
EDEIRY—ANBINEESNDE T —4
ThoTh, BETHIAXT —F b —Hf
WZINET DR E N D 5,

() VAZWETIL, 7—FIUERRT, A
T =N T =g T v J BT
W, T—H 7Y BT L ENRD
HBNTWNWDEEEBEZLRETHY, (HE)
TN T =g Ty D) Kk
raryhbr—LL, XF;TETH
%o

4.2.2. Relevant Metadata, Including Audit Trails (B#E 35 2 #5—% (BEEIEH 2 ZTe))

The approach used by the responsible party for
implementing, evaluating, accessing, managing and
reviewing relevant metadata associated with data of

higher criticality should entail:

(a) Evaluating the system for the types and

content of metadata available to ensure that:

(i)  Computerised systems maintain logs of

user account creation, changes to user roles

and permissions and user access;

ELA2A T 58605, L0 EELT — & (B
TOAZ T2 R G, TR B
LV E 2—%1T 2 BICHWD T 7 a—F 2
UTOHERZZDLHZ L,

(a) AFA[HE/R A X T — X OFEE & WA
WTCV AT LEFHMI L, LT 23423
50

(i) 2 Ea—H Ly AT AIZBWT, 22—
BT AT MERR, 22—V ORE] - HEIR
DEHR, 2—FT7 7RO THr s
DHERFE RSN D,
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(il))  Systems are designed to permit data
changes in such a way that the initial data
entry and any subsequent changes or deletions
are documented, including, where appropriate,

the reason for the change;

(ii1)  Systems record and maintain workflow
actions in addition to direct data

entry/changes into the system.

(b) Ensuring that audit trails, reports and logs are
not disabled. Audit trails should not be
modified except in rare circumstances (e.g.,
when a participant’s personal information is
inadvertently included in the data) and only if
a log of such action and justification is

maintained;

(c) Ensuring that audit trails and logs are

interpretable and can support review;

(d) Ensuring that the automatic capture of date
and time of data entries or transfer are

unambiguous (e.g., coordinated universal time

(UTC));

(e) Determining which of the identified metadata

require review and retention.

(i) 7—F OERZFHATH551E, 7—
ZDRMDNT), ‘KO DEDER /H
BROSFEERSNLD L9V AT LaT A
L. BEDE U TEREH b REsd
o

(i) ¥ AT DIZBWT, VAT LA~DEH
DF —HZ ANSEFITMZ, V—r 71—
DT 7 a RS, HEEFEEIN
%o

(b) BEEFEWR, LaR— b, KOm 7B EL L
INDHZEDRNE DT D, BEAFEW
IFEESNRNWEDICT D, EL, £
FUZRRBL (B - BN OfEAAERFR -
TTF—ZIZEENTWBEEHE) T, 0D
&9 7 HE & 2 OIS YEE R RR R
FEHINTWDGEITZDOMRY Tidi
VY,

(c) BEAREH X O e 7 3SR THFE T L
Ea—%aYR—-FTEDHL912T 5,

(d) 7 — % AN 37— Z ik < H BT B
SN HERBIRIZ 260X 9127
5 W) WEHREE (UTC) ],

EMESINIAXT—HDI L, Enk L
Ea— L0 RELEZDTA20ERD D
DNERET D,

é§;9 Bt XE 8
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4.2.3. Review of Data and Metadata (77— KA ZT—F DL E'a—)

Procedures for review of trial-specific data, audit
trails and other relevant metadata should be in
place. It should be a planned activity, and the extent
and nature should be risk-based, adapted to the
individual trial and adjusted based on experience

during the trial.

RREG 0T —4 , BEATEH R OV Ol o B
FTHARTF =25 LY 2—F 5 FIELEEHT
EThDH, ZHIFERT 7T 4 BT 4 Th
HRET, (A¥T—4DOLba—0) #EKk
OMEEIXY 27123 fAx OIRBRIZAILT-
bDE L, BRI I RRER LSV T
B REThD,

4.2.4. Data Corrections (7—4# DIEIE)

There should be processes to correct data errors that
could impact the reliability of the trial results.
Corrections should be attributed to the person or
computerised system making the correction,
justified and supported by source records around the
time of original entry and performed in a timely

manner.

RS ROERMEICRELY T RO H 5
TH TR EIET DT u R RAERIT HE
Thd, BEEICHZ> L, BEEE{To72EX
T Ba—2 by AT ARRFETE URE

ME] . BEEZ) EX{ETE, Oxd A%
Tl ORI L > TEMT L Z &N T
T, FALVIZEMESNDULENRH 5,

4.2.5. Data Transfer, Exchange and Migration (7°—% Dizi%, 234, #17)

Validated processes and/or other appropriate
processes such as reconciliation should be in place
to ensure that electronic data, including relevant
metadata, transferred between computerised
systems retains its integrity and preserves its
confidentiality. The data exchange/transfer process
or system migration should be documented to
ensure traceability, and data reconciliation should
be implemented as appropriate to avoid data loss

and unintended modifications.

NYF =g FEHLrOTrE A ROV ()
MED X > o7 22T, a2
Va—2 o A7 A CHESND, BT —
2 (HEFTLHAXT—2525T) OA T 7Y
T A DMRFES AL, BB TN D Z L RS
T R&ETH D, T —FRHMEET v A
T AT BT CE L, hL—dEY T ¢
EREEIZTREThD, £, 7 —XOHEEKL
B LRWEARZERET 572012, BEIZIST
TT—2REZEETRETH D,
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4.2.6. Finalisation of Data Sets Prior to Analysis (FEATRI DT — & & » b DEA#&AL)

(a) Data of sufficient quality for interim and final
analysis should be defined and are achieved
by implementing timely and reliable processes
for data capture, verification, validation,
review and rectification of errors and, where
possible, omissions that have a meaningful
impact on the safety of trial participants

and/or the reliability of the trial results.

(b) Activities undertaken to finalise the data sets
prior to analysis should be confirmed and
documented in accordance with pre-specified
procedures. These activities may include
reconciliation of entered data and data sets or
reconciliation of relevant databases,
rectification of data errors and, where
possible, omissions, medical coding and
compilation of and addressing the impact of
noncompliance issues, including protocol

deviations.

(¢) Data extraction and determination of data
analysis sets should take place in accordance
with the planned statistical analysis and

should be documented.

(a) RO AT 24T 5 B CTHor7edh
Baffor— 22 ERTLHLENDD
. FIUTLLFIZOWTDOH A LU 9o
BHECTE2 7w A2 Eii+ 52 & THE
WTE 2,

-T2 S
(F—%) RV T 4 r—vav
(F—%] N F—va v
(F—%) LEa2—

IRBRBINEOLE, KO () 165
fE R OEHEMEICE R B LY KT T =
77— (WREZRYGE) RIEDFTIE

(b) FRICHE S = FIRIZHEV, TR
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4.2.7. Retention and Access ((RE R N7 7 & X)

The trial data and relevant metadata should be
archived in a way that allows for their retrieval and
readability and should be protected from
unauthorised access and alterations throughout the

retention period.

1GBRT — 2 LB 2 A X7 — 213, MR L
HILY PATRBIR FIETT — A 7 L, PRAFHIH
ZELTARET 7 B AREE N LIRS DM
N D,

4.2.8. Destruction (FZZE)

The trial data and metadata may be permanently

applicable regulatory requirements.

destroyed when no longer required as determined by

S DB S U TRE LB S
e, WMBRT — 2 L A 2T — S TR AR
LT%)J:U\O

4.3.

Computerised Systems (2 ' 2 —F LT AT L)

As described in sections 2 and 3, the responsibilities
of the sponsor, investigator and the activities of
other parties with respect to a computerised system
used in clinical trials should be clear and

documented.

The responsible party should ensure that those
developing computerised systems for clinical trials
on their behalf are aware of the intended purpose

and the regulatory requirements that apply to them.

It is recommended that representatives of intended
participant populations and healthcare professionals
are involved in the design of the system, where
relevant, to ensure that computerised systems are

suitable for use by the intended user population.

2ERON3 EE P ZEE O L0 | JRERCHE
Hanhdarva—2 by AT AT HIE5R
IKEEE SRR EEEMOER., O OfhoR
REDOEBEZAMEIZL, XE T RETH D,
[#R7E] ICH GOOD CLINICAL PRACTICE
(GCP) E6(R3) Step4 ¢ 2 # INVESTIGATOR
N3 8 SPONSOR ([ZOW T LA B RO =
L,
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A AT D BT bORb 0 ICERET HH
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EEICRHESELMLELRDH D,
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4.3.1. Procedures for the Use of Computerised Systems (2 > & = — #{LT X7 A DfEFHFNE)

Documented procedures should be in place to
ensure the appropriate use of computerised systems
in clinical trials for essential activities related to

data collection, handling and management.

XE SN FIEZ R L, IBRICB T 57—
Z OISR, B, MOVEBICBEE T L EERT
IJTA4ET 4BV CaryEa—2{Ly AT A
DN SIS Z L2 MEICTRETH
Zap

4.3.2. Training (kL —=27)

The responsible party should ensure that those using
computerised systems are appropriately trained in

their use.

Ea AT 5/61%. 2o a—2s 2T A
EHERHTDEN, FOMERICOWCE#EYZR L
— =V EBEEIIZTOND L IICTRETH
ZDO

4.3.3. Security (B¥x =V 7 1)

(a) The security of the trial data and records
should be managed throughout the data life

cycle.

(b) The responsible party should ensure that
security controls are implemented and
maintained for computerised systems. These
controls should include user management and
ongoing measures to prevent, detect and/or
mitigate security breaches. Aspects such as
user authentication requirements and
password management, firewall settings,
antivirus software, security patching, system
monitoring and penetration testing should be

considered.

(c) The responsible party should maintain
adequate backup of the data.

@ T—FT7AT7HA I VEBLET, RRT
— & SO F 2 ) T B ERHT X
TH D,
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(d) Procedures should cover the following:

system security measures, data backup and
disaster recovery to ensure that unauthorised
access and data loss are prevented. Such
measures should be periodically tested, as

appropriate.

() RIET 7 B AT — X R E IS IR
T 570, FIEIZIE, AT 208X
2 VT4 R, T—=H R0 T v TR
KEBIHZEVIADRETHD, ZDOX
2 IR RIE, MG U TEMMICT A
FRETh D,

4.3.

4. Validation (VN T — 3 V)

(a) The responsible party is responsible for the
validation status of the system throughout its
life cycle. The approach to validation of
computerised systems should be based on a
risk assessment that considers the intended
use of the system; the purpose and importance
of the data/record that are collected/generated,
maintained and retained in the system; and the
potential of the system to affect the well-
being, rights and safety of trial participants

and the reliability of trial results.

(b) Validation should demonstrate that the system
conforms to the established requirements for
completeness, accuracy and reliability and
that its performance is consistent with its

intended purpose.

() BEfEEATHMMIE. AT L7474
A NVEBL TV AT LD T — g
SREBEMRT O RMEEAS, 2
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(c) Systems should be appropriately validated
prior to use. Subsequent changes to the system
should be validated based on risk and should
consider both previously collected and new

data in line with change control procedures.

(d) Periodic review may be appropriate to ensure
that computerised systems remain in a
validated state throughout the life cycle of the

system.

(e) Both standard system functionality and
protocol specific configurations and
customisations, including automated data
entry checks and calculations, should be
validated. Interfaces between systems should
also be defined and validated. Different
degrees of validation may be needed for
bespoke systems, systems designed to be
configured or systems where no alterations are

needed.
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(f) Where relevant, validation procedures (until

decommissioning) should cover the following:
system design, system requirement,
functionality testing, configuration, release,

setup, installation and change control.

(g) The responsible party should ensure that the

computerised systems are validated as fit for
purpose for use in the trial, including those
developed by other parties. They should
ensure that validation documentation is

maintained and retained.

(h) Validation should generally include defining

the requirements and specifications for the
system and their testing, along with the
associated documentation, to ensure the
system is fit for purpose for use in the trial,
especially for critical functionality, such as
randomisation, dosing and dose titrations and

reductions, and collection of endpoint data.

(1) Unresolved issues, if any, should be justified

and, where relevant, the risks identified from
such issues should be addressed by mitigation
strategies prior to and/or during the continued

use of the system.
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4.3.5. System Release (X7 ALY U —2X)

The trial-specific systems (including updates
resulting from protocol amendments) should only
be implemented, released or activated for individual
investigator sites after all necessary approvals for
the clinical trial relevant to that investigator site

have been received.

BREA DO AT K (GRS HEE OEIEIC
Lo EHEGET) (13, %@/‘*%ﬁ;’%ﬁmﬁm%ﬁ Z B
T LHIRBUMER T N TOABITF LIS
DI, il 2 DIGBRFE s (25 LT3, U Y
— A, UFAIMET D LERDH D,

4.3.6. System Failure (327 AJ&E)

Contingency procedures should be in place to
prevent loss or lack of accessibility to data essential
to participant safety, trial decisions or trial

outcomes.

BAXISOFIEZ A L, 16BRBINE DL4
BB 2 BERRE, ITIERER (0FF
i) \CMIHE R DT —H DT 72 ANFEARIC

IXEICROND Z EZBC Lo IcT X
Th D,

4.3.7. Technical Support (727 =H V¥R — k)

(a) Where appropriate, there should be
mechanisms (e.g., help desk support) in place
to document, evaluate and manage issues with
the computerised systems (e.g., raised by
users), and there should be periodic review of
these cumulative issues to identify those that

are repeated and/or systemic.

(b) Defects and issues should be resolved
according to their criticality. Issues with high
criticality should be resolved in a timely

manner.
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4.3.8. User Management (2 —HF <R A })

(a) Access controls are integral to computerised

systems used in clinical trials to limit system
access to authorised users and to ensure
attributability to an individual. The security
measures should be selected in such a way

that they achieve the intended security.

(b) Procedures should be in place to ensure that

user access permissions are appropriately
assigned based on a user’s duties and
functions, blinding arrangements and the
organisation to which users belong. Access
permissions should be revoked when they are
no longer needed. A process should be in
place to ensure that user access and assigned
roles and permissions are periodically

reviewed, where relevant.

(¢) Authorised users and access permissions
should be clearly documented, maintained and
retained. These records should include any
updates to a user’s roles, access permissions
and time of access permission being granted

(e.g., time stamp).
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Glossary (F7E

[FRIE] LLT 4 BICBhET 5 HFED AR LT,

Applicable Regulatory Requirement(s)
Any law(s) and regulation(s) addressing the conduct

of clinical trials of investigational products.

B &h 5 HmIES
BBREEDOIBROFEN 2 HET 2 & bW H ik K
OV,

Audit Trail

Metadata records that allow the appropriate
evaluation of the course of events by capturing
details on actions (manual or automated) performed
relating to information and data collection and,
where applicable, to activities in computerised
systems. The audit trail should show activities,
initial entry and changes to data fields or records, by
whom, when and, where applicable, why. In
computerised systems, the audit trail should be

secure, computer-generated and time stamped.

)
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Do
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QB a—H|Z

Certified Copy

A copy (irrespective of the type of media used) of
the original record that has been verified (i.e., by a
dated signature or by generation through a validated
process) to have the same information as the
original, including relevant metadata, where

applicable.

RAEMT EHE
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Computerised Systems Validation

A process of establishing and documenting that the
specified requirements of a computerised system
can be consistently fulfilled from design until
decommissioning of the system or transition to a
new system. The approach to validation should be
based on a risk assessment that takes into
consideration the intended use of the system and the
potential of the system to affect trial participant

protection and the reliability of trial results.

a2 —F AT AN F— g
a2 —H LT AT AOREED BN, &E
NH VAT AOBEFEXTH v AT L~DBITIC
EHFTEHLUlESNDZ L EFEHIL,
ko7, NV TF—vaixtT LTS
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BRZ N OOk K ORGSR OIS B %
B2 5FREMEZBE LIV A7 TR A RC
KO RETHD,

Data Acquisition Tool (DAT)

A paper or electronic tool designed to collect data
and associated metadata from a data originator in a
clinical trial according to the protocol and to report

the data to the sponsor.

F—HZ LY —/L (DAT)

TRBR SN 5 THE (2 fE > T, 1GBR T data
originator 2> 67 — 4 L BET D A X T — X &
NE L., £OT7— & ZIRBRUEE IZRET 572
OIZERFT ST SUTE Y — L,

The data originator may be a human (e.g., the
participant or trial staff), a machine (e.g., wearables
and sensors) or a computer system from which the
electronic transfer of data from one system to
another has been undertaken (e.g., extraction of data
from an electronic health record or laboratory

system).

data originator |%, A (ZINE SUITEERA #
v 7% W (V=T 7T RO Y
) L XUEH DU AT ANBHID Y AT D
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— =y EAN
T (EL2h

Examples of DATs include but are not limited to
CREFs, interactive response technologies (IRTs),
clinical outcome assessments (COAs), including
patient-reported outcomes (PROs) and wearable

devices, irrespective of the media used.

DAT OHNZIE, A SD AT ¢ 7Btk
<. CRF, interactive response technologies
(IRTs), patient-reported outcomes (PROs) % & ¢e
clinical outcome assessments (COAs), 7 =7 7
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Data Integrity
Data integrity includes the degree to which data

?—54V?¢9?4

— XA T T UT 2R, T2 0N RENE

fulfil key criteria of being attributable, legible, ﬁﬁmf o IRIREME . AR, IERENE, ek, &

contemporaneous, original, accurate, complete, e, FEEESEOFE fcﬁ%f@ i 1o T A,

secure and reliable such that data are fit for purpose. | 2 F D T —X NHWIZHEE L TV DL EA VRS
ES AN

Metadata ABT—H

The contextual information required to understand a
given data element. Metadata is structured
information that describes, explains or otherwise
makes it easier to retrieve, use or manage data. For

the purpose of this guideline, relevant metadata are

FEOT — X BRI T HDICNE LD
:y%%xb%ﬁ A LT — 2L S
FHRThHY, 7—F &Lk LD, S L
Dxlﬁﬁﬁ/ﬁ%/ﬁﬁéﬁglbkbﬁé
LDOTHD, AHA RTA ATBNTIL, B

those needed to allow the appropriate evaluation of | 3% X %7 — % & X185k SEHE O U1 72 A 12 &
the trial conduct. BERbDTHD,
Service Provider P—ERBHEE

A person or organisation (commercial, academic or
other) providing a service used by either the sponsor

or the investigator to fulfil trial-related activities.

FIH &5 Y — B 2 RIS U TR ST
ERRCIRHET S (BERIERY, BOEKE, X3z
Do) FAITHHETH Y . IRBREET 7 7
4 BT 4 ZFITT D,

Signature

A unique mark, symbol or entry executed, adopted
or authorised by an individual, in accordance with
applicable regulatory requirements and/or practice
to show expression of will and allow authentication
of the signatory (i.e., establish a high degree of
certainty that a record was signed by the claimed
signatory). A signature may be physical or

electronic.
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Source Records

Original documents or data (which includes relevant
metadata) or certified copies of the original
documents or data, irrespective of the media used.
This may include trial participants’ medical/health
records/notes/charts; data provided/entered by trial
participants (e.g., electronic patient-reported
outcomes (ePROs)); healthcare professionals’
records from pharmacies, laboratories and other
facilities involved in the clinical trial; and data from
automated instruments, such as wearables and

SE€nsors.
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Trial Participant

An individual who participates in a clinical trial
who is expected to receive the investigational
product(s) or as a control. In this guideline, trial

participant and participant are used interchangeably.
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