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Data Integrity and Compliance With Drug CGMP
Questions and Answers
Guidance for Industry'

This guidance represents the current thinking of the
Food and Drug Administration (FDA or Agency) on
this topic. It does not establish any rights for any
person and is not binding on FDA or the public.
You can use an alternative approach if it satisfies
the requirements of the applicable statutes and
regulations. To discuss an alternative approach,
contact the FDA office responsible for this guidance

as listed on the title page.

KITA X AL, BiZ FEy Z71Zo0nW T, Bl
RIS R (FDA XY ) OBIEDHE 2 5 %R
T, RHA L ZE, W DEITH LT HHE
FE527-032H0TiEAR<, FDA XIA
REMETHHOTIERY, #E@HINDESK
OB OB GG T TBRY | R A X A TR
SNTEHERDDLFEEZHNTS L, (A
FFEICET 2 MERIC OV T, EBRRICET 72K
A X ANZEAT % FFD FDA ST EE S
iz,

I. INTRODUCTION (F+30)

The purpose of this guidance is to clarify the role of
data integrity in current good manufacturing
practice (CGMP) for drugs, as required in 21 CFR
parts 210, 211, and 212. Unless otherwise noted, the
term CGMP in this guidance refers to CGMPs for
drugs (including biologics). FDA’s authority for
CGMP comes from section 501(a)(2)(B) of the
Federal Food, Drug, and Cosmetic Act (FD&C
Act). Part 210 covers Current Good Manufacturing
Practice in Manufacturing, Processing, Packing, or
Holding of Drugs; General; part 211 covers Current
Good Manufacturing Practice for Finished
Pharmaceuticals; and part 212 covers Current Good
Manufacturing Practice for Positron Emission

Tomography (PET) Drugs. All citations to parts 211

KA B 2O HBIIE, 21 CFR part 210,
211, KO 212 TERENTWD L DI, EH
ik @ current good manufacturing practice (CGMP)
CBITIDT =24 T 70T 4 OREI =W
THILETHD, RSB LOIRY . ATA
B AR D CGMP L5 HIEEIE, EHRA
(8 % &) 0 CGMP %457, FDA O
CGMP (Zx}3 B #EFRIZ. Federal Food, Drug, and
Cosmetic Act (FD&C Act) D5 501 Z&(a)(2)(B)IZ
Hi>k4 %, Part 210 |% Current Good
Manufacturing Practice in Manufacturing,
Processing, Packing, or Holding of Drugs;
General, part 211 X Current Good Manufacturing
Practice for Finished Pharmaceuticals, part 212 (X

Current Good Manufacturing Practice for Positron

! This guidance has been prepared by the Office of Pharmaceutical Quality and the Office of Compliance in the Center
for Drug Evaluation and Research in cooperation with the Center for Biologics Evaluation and Research, the Center for

Veterinary Medicine, and the Office of Regulatory Affairs at the Food and Drug Administration.

VKA A & > A1 Center for Drug Evaluation and Research (CDER) @ Office of Pharmaceutical Quality & O
Office of Compliance 73, FDA @ Center for Biologics Evaluation and Research (CBER), Center for Veterinary
Medicine (CVM) M X Office of Regulatory Affairs (ORA)EH /1L, fERR L= D TH D,
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and 212 in this document pertain to finished
pharmaceuticals and PET drugs, but these
requirements are also consistent with Agency
guidance on CGMP for active pharmaceutical
ingredients with respect to data integrity.> This
guidance provides the Agency’s current thinking on
the creation and handling of data in accordance with

CGMP requirements.

FDA expects that all data be reliable and accurate
(see the “Background” section). CGMP regulations
and guidance allow for flexible and risk-based
strategies to prevent and detect data integrity issues.
Firms should implement meaningful and effective
strategies to manage their data integrity risks based
on their process understanding and knowledge

management of technologies and business models.3

Meaningful and effective strategies should consider
the design, operation, and monitoring of systems
and controls based on risk to patient, process, and
product. Management’s involvement in and
influence on these strategies is essential in
preventing and correcting conditions that can lead to
data integrity problems. It is the role of management
with executive responsibility to create a quality

culture where employees understand that data

Emission Tomography (PET) Drugs % %}5: & L C
W5, AILETpart 211 K212 #5145

BR. Wb IR E S K OV PET BT D
WCBIHLTWAR, T4 AT 7T 11
BLTIE, ZhboBMTEIESARIR S D

CGMP (2R84 5 FDA DA X AL —HL T
W52, RITA K AE, CGMP EIZE-> T
T — 2 DVERL & AFIT BT 5 S R OBIEDE 2
FERLTWD,

FDA X, 7 X TOTF—#PMEH#HTE, EfET
b EEMHELTCND ([HFR 0oFEE2S
M) . CGMP OHfl & A XAk, 7
— AT VT ¢ OREE IR O 5
72D DFHERTY R 7 _R— 2 DMK N T RE & 72
b, ABFEF, T /R IUREVRAETIVICH
THTuv AOERE T Ly DERIZESW)
T, T—2A T T7VT 4 VR BEHRT LT
DO EFTORB LIS A FE i T 2 LER &
%3,

BERCHRMREIE AL THITIE, AT A
DOFEE - B - B, KO he— i
B TaEA LOREES~O Y 272D T
Bt _&Thd, T—XA T VT 4 DM
REIZ D728 D ATRENED & 2 R % B 1k & OME1E
THIDITIE, D OERBE~DORE DRI 5

WENRARTChDL, 7T—4A T 7 VT4
DR DO 2T N 2—Th b Z & B EEENH
iR L, WEBNT —X AT 7 V)T 1 OREE

2 See the International Council for Harmonisation (ICH) guidance for industry Q7 Good Manufacturing Practice Guide

for Active Pharmaceutical Ingredients. We update guidances periodically. To make sure you have the most recent
version of a guidance, check the FDA Drugs guidance web page at
https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm.

2 International Council for Harmonisation (ICH) guidance for industry Q7 Good Manufacturing Practice Guide for
Active Pharmaceutical Ingredients| %SO L, A XU ADERFREATLTND Z L 2HERT HITIX,

FDA [ESEILT A 22 2D Web ~=—3

https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm Z fEE2 D Z &

3 See ICH guidance for industry Q9 Quality Risk Management.
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integrity is an organizational core value and
employees are encouraged to identify and promptly
report data integrity issues. In the absence of
management support of a quality culture, quality
systems can break down and lead to CGMP

noncompliance.

In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the
word should in Agency guidances means that
something is suggested or recommended, but not

required.

FeE L CRslICHET 5 2 kﬂ“%éﬂéi?
IREE LA BERL T D 2 L1k, REETE R
%a@@&JT&éom”IMA®ﬁﬁ@®%
A= IR WGE, WE AT LARAAEL .,
CGMP REAIZO7ZR08 0 7vdaZpuy,

—f%IZ, FDA DA A X v ALEITIXIER ]
HDOBLELITED LILTWRY, e LATA
FoAE (Y o) FeEyZIcBET 5
BRMOBIEDOZZ HaiitlT 26D THY | Ff
TE DR XATIEE ARG H STV 720 R
D, HZRHHREFRRE L TRRINARETH
o BROHA XL ATHEHIND TN&EE W
IEE, MDD REXIHREINDL 2R
T DHOTHY, MAEL VI EKRTIEIRD,

II. BACKGROUND (& %

In recent years, FDA has increasingly observed
CGMP violations involving data integrity during
CGMP inspections. This is troubling because
ensuring data integrity is an important component of
industry’s responsibility to ensure the safety,
efficacy, and quality of drugs, and of FDA’s ability
to protect the public health. These data integrity-
related CGMP violations have led to numerous
regulatory actions, including warning letters, import
alerts, and consent decrees. The underlying premise
in §§ 210.1 and 212.2 is that CGMP sets forth
minimum requirements to assure that drugs meet the
standards of the FD&C Act regarding safety,
identity, strength, quality, and purity.*

Requirements with respect to data integrity in parts

T4, FDA |X CGMP DL 4 %< OF
— 2 ATV T 4ICBT 5 CGMP &K A i
RBLTWD, ERDEELORENE, AR

PE. RONRE AR T D &0 ) BLE R
9 2T, £7- FDA BARBELIRET DO %
T, T—FA T TIVT A MRKITTH &

ii%&%f?%é:tﬂ . ZDOHEELR
BHL WS, =217 7 ) T ¢ |ZfE

#5&%@@ﬁﬂ\?¢%:V7V&*\%
AT T — b, FEHRE, %< OBHIFE
\ZORB>TUWVND, §210.1 KN §212.2 DX
AW 72RIHEIX. CGMP (2 XV, B3R NZ 4
P, F—ME. 0, SWE. ROWIEEIZBIT 5
FD&C Act DFEWEA 7232 & 2RI T 572
DOFAKRBOFEZEDHTND ENH ZET

4 According to section 501(a)(2)(B) of the FD&C Act, a drug shall be deemed adulterated if “the methods used in, or

the facilities or controls used for...

(RRIE - BE 4 1IARFRBICHE#R L, ]

%0
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211 and 212 include, among other things: b5 4, Part211 K212 DF7 —4 AT 7Y

§ 211.68 (requiring that “backup data are
exact and complete” and “secure from
alteration, inadvertent erasures, or loss” and
that “output from the computer... be

checked for accuracy”).

§ 212.110(b) (requiring that data be “stored

to prevent deterioration or loss”).

§§ 211.100 and 211.160 (requiring that
certain activities be “documented at the
time of performance” and that laboratory

controls be “scientifically sound”).

§ 211.180 (requiring that records be
retained as “original records,” or “true
copies,” or other “accurate reproductions of

the original records”).

§§ 211.188, 211.194, and 212.60(g)
(requiring “complete information,”
“complete data derived from all tests,”
“complete record of all data,” and

“complete records of all tests performed”).

§§ 211.22,211.192, and 211.194(a)
(requiring that production and control
records be “reviewed” and that laboratory
records be “reviewed for accuracy,
completeness, and compliance with

established standards™).

T A BT 2 EMTIE, FICRO b DR E E

o,

§211.68 ( [N 77 v FF—HRE
W OERTHD) . [HEA, RNiE
BICXDWME, UIHEO LIES R
TWa] , KX TarBa—Fh60
M BRI o) &R
RKLTWA, )

§212.110(b) (F—# % 5L ITIHK
P SToOITHT 2 Z & Z2ERL
Tnb, )

§211.100 TN 211.160 (K& DILEH
MSef S -Rplciigk s s . KO
AERED 3 ho— L3 TRMERAY I
ETHDH] ZEEFERLTND, )

§211.180 (Gidk% A4V U F Ltk
Xix TEiEae—] | o T4
UGS O ERERER) L UTRE
THZEHEERLTWD, )

§211.188, §211.194, KT 212.60(g)
( [FERpiEm) . T ToRED
bFonhicwskr—4%) . [FC
DT —H D5ERIRFE] . KO [5E
SINTT RN TORBROTERIRFH] %
R LTW5, )

§211.22, §211.192, } 1§ 211.194(a)
(g O hr— L OfERE L
Ea—32%) Z&, RUOREBRGERY

NEfEME, 5ot MOWESL S uiztk
WEADOHEPUZHS N T L Ea—T 5] =
EEFRLTND, )

%0
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o §§211.182,211.186(a), 211.188(b)(11),
and 211.194(a)(8) (requiring that records be

“checked,” “verified,” or “reviewed”).

When considering how to meet many of these
regulatory requirements, it may be useful to ask the

following questions:

e Are controls in place to ensure that data is

complete?

e Are activities documented at the time of

performance?

e Are activities attributable to a specific

individual?

e (Can only authorized individuals make

changes to records?

e s there a record of changes to data?

e Are records reviewed for accuracy,
completeness, and compliance with

established standards?

e Are data maintained securely from data
creation through disposition after the

record’s retention period?

This guidance helps answer these questions and
enables an understanding of key concepts behind

the regulatory requirements.

While not in the scope of this guidance, data
integrity-related CGMP violations can also impact
or be directly linked to application filing, review,

and regulatory actions.

o §211.182, §211.186(a), §
211.188(b)(11). K TR§ 211.194(a)(8) (RLl
& TFxyr) . EE) . U
VE=2—) #5258 RLTW
%, )

INHOHBIERDSL DL ST
MERETTHEICIE, ROEMZT 5 Z &0
BT HOTHA D,

TR EREITHDDay fba—
JVFERIT BTN D 02

o HENIEM S NFICFIER STV D

D ?

o THENIFEDMANITIFIET 572

o FLIELHETZ DD,
ND I 2

FFAr S 7 fE

o T—HDOEHEDIFKILIHDHN?

o GLERDOIEHENE. Mt MOWESL SN
7 HME~DERUZ SOV T L B2 — X
TWDH M ?

o T—XHX, T—HEMERKINTHND
(eSO RGFHIEI®RIC) FEEINDS E
TREICHEFEEINTWE )N ?

RKIFAHF AL, T OERNCE 2 5D
BTG, BB EOERICH D FEE S
BT 5951295,

KITA L ZADHIPEAN T DN, T—F A
T 7 VT 4 ICB#ET 5 CGMP & X, HIFED
e, Fh, KUHHHEICEEL 52 7
V. BT S RN D D,
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Electronic signature and record-keeping
requirements are laid out in 21 CFR part 11 and
apply to certain records subject to records
requirements set forth in Agency regulations,
including parts 210, 211, and 212. For more
information, see guidance for industry Part 11,
Electronic Records; Electronic Signatures—Scope
and Application, which outlines FDA’s current
thinking regarding the scope and application of part
11 pending FDA’s reexamination of part 11 as it

applies to all FDA-regulated products.

B4 L OGRS IRE OEA4IX, 21 CFR part
1IZHESNTEY, part210, 211, KT 212
Z e R OB TE® b fisR B O Xt
LLpbitCEN E NS, FEBICOVT
IZ. guidance for industry [Part 11, Electronic
Records, Electronic Signatures—Scope and
Application] W ZBBOZ L, ZHUT part
11 O#iPH & 38 HIZEE9 % FDA OBUEDE 25
AL L TWD, ek part 111X, XTOH
FDA Biffill M2 2 IZEH SN D720,
FDA C part 11 DFF#HEPRE T TH D,

[FR7E] SCEARIE https:/bunzen.co jp/library/Z
IS}

Ao

%0
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III. QUESTIONS AND ANSWERS (E [ & H%)

1. Please clarify the following terms as they relate to CGMP records:
(CGMP FE&ICBIET DU T OB EHBIZLTT SV, )

a. Whatis “data integrity”?
([F—=51>2727 Y7 ) EIFATTD?)

For the purposes of this guidance, data integrity
refers to the completeness, consistency, and accuracy
of data. Complete, consistent, and accurate data
should be attributable, legible, contemporaneously
recorded, original or a true copy, and accurate
(ALCOA).>

Data integrity is critical throughout the CGMP data
life cycle, including in the creation, modification,
archival, retrieval,

processing,  maintenance,

transmission, and disposition of data after the

KA B ATIX, 7—F7 727k
X, T2 ot B KOUEREEZ
T, wEMERHY, —BERHY . KON
DodHLT—F LIE, REER SV | HFHMER &
D, FRFICEEER S, Y P A EIHEIE=a Y
—THV, EMETHD (ALCOA) VENDH D

5

o

T—=EA T TIVT 1, T—F DOIERK, &
E, JVER, MEFFEER, T—A 7, B, 5
% RO GREORIFHIRAKE T L7zt D) B
FExETL CGMP OFT — X F A4 79 A4 7 VAR

IZOloTHETHD O VAT LOREE 2
Yhar—Z kY, T—E T4 T A TR
IZhleo T, =7 — Wi, RORE QKL
BAHRETELO0E N B D,

record’s retention period ends.® System design and
controls should enable easy detection of errors,
omissions, and aberrant results throughout the data’s

life cycle.

5 These characteristics are important to ensuring data integrity and are addressed throughout the CGMP regulations for
drugs. For attributable, see §§ 211.101(d), 211.122, 211.186, 211.188(b)(11), and 212.50(c)(10); for legible, see §§
211.180(e) and 212.110(b); for contemporaneously recorded (at the time of performance), see §§ 211.100(b) and
211.160(a); for original or a true copy, see §§ 211.180 and 211.194(a); and for accurate, see §§ 211.22(a), 211.68,
211.188, and 212.60(g).

INHOREX, T—X AT VT 4 BEFEIZTH ETEETHY, EIRLICBET H CGMP BlHl &k T
By EFsnTnd, FHEMECOWTIE, §211.101(d). §211.122, §211.186, §211.188(b)(11). SN
212.50(c)(10) &/, H@ A OV TIE, §211.180(e) KT §212.110(b) 2B, RO /AhFIE (FE4THE)
WZOWTIE, §211.100(b) &Y §211.160(a) =S, HAK/ZEIE = E°—ZOW T, §211.180 KU
2n1%@)%ﬂ% IEFEPEZOWTIE, §211.22(a), §211.68, §211.188, KN §212.60(g) 2ZMDZ &,
® For examples of record retention periods, see §§ 211.180 and 212.110(c).

6 SERDRAFHAM OB SN TIE, §211.180 K TS 212.110(c) %M,

9 20
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b.

What is “metadata’”?
( [XZT—=50) LI TTH?)

Metadata is the contextual information required to
understand data. A data value is by itself meaningless
without additional information about the data.
Metadata is often described as data about data.
Metadata is structured information that describes,
explains, or otherwise makes it easier to retrieve, use,
or manage data. For example, the number “23” is
meaningless without metadata, such as an indication
of the unit “mg.” Among other things, metadata for a
particular piece of data could include a date/time
stamp documenting when the data were acquired, a
user ID of the person who conducted the test or
analysis that generated the data, the instrument ID
used to acquire the data, material status data, the

material identification number, and audit trails.

Data should be maintained throughout the record’s
retention period with all associated metadata
required to reconstruct the CGMP activity (e.g., §§
211.188 and 211.194). The relationships between
data and their metadata should be preserved in a

secure and traceable manner.

ABT—=RX, T— X EBRT DT DI
AVTHXAMERTHD, T—HEIZ T—F
(BT 2 BINERA 2T, ENEETIEE
WA 7R E7\0, AXT—21%, ZLOHAE, T
—XICET AT LTSN, A¥T
— 21k, T—F &M, R, SUTER LT
T HEDORELINTERTH D, B 21X,
Bl 23" 1%, B ART "mg" DX HRAX
T A NRITIUTERE RS, flZIE, &
BT —HDAFT—HIZ1E, T—EZBEEIN
THEZFLSR LB/ 2 A DA T T —H
AR U TR Ui & Fhi L 7 KD —H
ID, 7 — % OEAFITAE ] S 728885 1D, #EFA
T B AT =2 MRS . MO AR
DEHEENDGEN B D,

T —4#1%X, CGMP {5H) (§211.188 %> § 211.194
%) AHBT 570 E T RCTOREET 5
ABT =L LB, LEOREHMICDZ-
THERFEHT 2MER DD, T—HEZTDAH
T4 L OBRIT, LA TEYATRE 7L TR
FF9o0ENRd 5,
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C.

What is an “audit trail’?
( &R E120TCTT 70 ?)

For purposes of this guidance, audit trail means a
secure, computer-generated, time-stamped
electronic record that allows for reconstruction of
the course of events relating to the creation,
modification, or deletion of an electronic record.
For example, the audit trail for a high performance
liquid chromatography (HPLC) run should include
the user name, date/time of the run, the integration
parameters used, and details of a reprocessing, if
any. Documentation should include change

justification for the reprocessing.

Audit trails include those that track creation,
modification, or deletion of data (such as processing
parameters and results) and those that track actions
at the record or system level (such as attempts to

access the system or rename or delete a file).

CGMP-compliant record-keeping practices prevent
data from being lost or obscured and ensure that
activities are documented at the time of
performance (see §§ 211.68,211.100, 211.160(a),
211.188, and 211.194). Electronic record-keeping
systems, which include audit trails, can support

these CGMP requirements.

KA H 2 AR, EEAPRL, &
FLEROER, EE. XIXHIBRICBEE S 2 —H
DAXY NOFBLAARICT D, ZaTay
Ea— XXV ERINTZZ A LAZ Tt
TOEFEAEEWT D, B2, mERE
sua~ K777 4— (HPLC)DEEAREHFIZ
X, =YL FATO BAEEZ, R LA
YT —va v R A= RO (L
7295 6) BUEOFMEZD LNERS D,
CEERHCIX, FORREERTH L E L
EHEOEHHHEZTD L MNEN D D,

BEARERMCIE, (T 537 A —F2 05 R
ED) T2 OERk, BE, HikRABHT 5
HLoL, IV ATALULTO (VA
T ILNDT 78 X ITRT 7 A VDA RIEE
SHIBSED) 77y a Ly EBIT DS ORE
EFh o,

CGMP (ZHEHL U 7= RERERE DIEITICNE S T
T =X DMIOMHEEPIE B & TR
fEFICFEERSND L HI1CT 5 (§211.68, §
211.100, §211.160(a), §211.188, K& T* §
211.194 22 [R) , BEEAGEE2 & o 1 Fo gk it
B AT KT, 2 H O CGMP EifE (ML
Y R—K"TDHTHAI,
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d. How does FDA use the terms “static” and “dynamic” as they relate to record formats?
(FDA/Z, FL#/EFIZBI LT T3] ROF TEG) &0 5 G KDL 5 R M THIO THE
772 2)

For the purposes of this guidance, static is used to RKITA K AT, FAANIHRR D FLERSCE T 1

indicate a fixed-data record such as a paper record BO XD REET — X ke T 2O

or an electronic image, and dynamic means that the VN, BT RS AN 2 — W LSRN A DE

record format allows interaction between the user TORY LY NAEETHL Z L EERL T
and the record content. For example, a dynamic %, BlzIX, Bl v~ N7 T 7 4 —FoEk
chromatographic record may allow the user to TiE, 2=V RR—RF AV ZEEL, /1

change the baseline and reprocess chromatographic ~ NI T4 =T AR T 5 LT
data so that the resulting peaks may appear smaller WRELTELNAE—7 /&L, XEK
or larger. It also may allow the user to modify SRR THZENTELHTHAY, Fiz,
formulas or entries in a spreadsheet used to compute (B2 5ee BN Cid) = —H i3, HREBREER
test results or other information such as calculated RFE SN E 0 FOFHRE LS 2 2
yield. Ty RU— FOFARANNEEHETEHT
b5,

e. How does FDA use the term “backup” in § 211.68(b)?
(FDA/Z § 211.68(b) T /N2 70 7 B S MHihas EDL 5 REMRTHO THET D ?)

FDA uses the term backup in § 211.68(b) to referto | FDA %, §211.68 (b) D N2 7 7L N9

a true copy of the original record that is maintained MEEIX, AV T AREOEIEa E—Th

securely throughout the record retention period V. FEEROLRFIAM (§211.180 %) [Tz -
(e.g., § 211.180). Backup data must be exact, TERIHEREHEIND L O L) BIRTH
complete, and secure from alteration, inadvertent WTWD, Nl T v 7T —HL, EfEND
erasures, or loss (§ 211.68(b)). The backup file FERTRTUEIRLT, B, REEICEK

should contain the data (which includes associated DIHE, ITHENORE LRI 672
metadata) and should be in the original format or in VY (§211.68(b)) o NI T T 7 A IV,

a format compatible with the original format. T—4 (BH#ETLIAZT—ENEEND) &
., VTN UTA Y A e
HEMOH LN THLNEN B D,
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FDA’s use of the term backup is consistent with the
term archive as used in guidance for industry and
FDA staff General Principles of Software
Validation.

Temporary backup copies (e.g., in case of a
computer crash or other interruption) would not
satisfy the requirement in § 211.68(b) to maintain a

backup file of data.

FDA (2 X% Ny 2 7 75 lEEDEH]
. guidance for industry and FDA staff

[ General Principles of Software Validation] '™
HofHENTWD 7—v7 709 HGE
—HBMERH D,
ARIE] SCERRIT https:/bunzen.co.jp/library/Z*

—

HH

Ao

(A Ea—2DT T vy aR0F OOk
BIEZ DT ODO—BF 2Ny 7T v 7 a
=) VE TR I T T T A NVEHME
FEBTLZEa2RDD §211.68(b) DEfF:
Zii 7= LU Ru,

f- What are the “systems” in “computer or related systems” in § 211.68?
(§211.68D 22 B2 —X K IFBHE X TA) D [ XTh) E/FfTT 0 ?)

The American National Standards Institute (ANSI)
defines systems as people, machines, and methods
organized to accomplish a set of specific functions.”
Computer or related systems can refer to computer
hardware, software, peripheral devices, networks,
cloud infrastructure, personnel, and associated
documents (e.g., user manuals and standard

operating procedures).®

American National Standards Institute (ANSI)

X, VAT b%, FEEOKRREEBT 720
(SRR S 2N BRI, TIELERLTWD
Ty, A2 —FKIHE R TALT, 2
Va—HDON—FKy=7, Y7 o7, 8
Wi, *y b =27 7T RA T TR
FZ 7 Fx, WA, KOBEEXE (=2—¥~
=2 7V FIRES) 25,

7 American National Standard for Information Systems, Dictionary for Information Systems, American National
Standards Institute, 1991.
8 See guidance for industry and FDA staff General Principles of Sofiware Validation.

[FR{E] SCERR T https://bunzen.co.jp/library/Z: i,

%0
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2.  When is it permissible to invalidate a CGMP result and exclude it from the determination of

batch conformance?

(CGMP R ZEHC L TRy FEEAHEDOHEN DRI THZ LRHAENZIDIXED L S 4

BAETIN?)

Data created as part of a CGMP record must be
evaluated by the quality unit as part of release
criteria (see §§ 211.22 and 212.70) and maintained
for CGMP purposes (e.g., § 211.180).° Electronic
data generated to fulfill CGMP requirements
include relevant metadata required to reconstruct
the CGMP activity captured in the record.
Invalidating test results to exclude them from
quality unit decisions about conformance to a
specification requires a valid, documented,
scientifically sound justification. See, for example,
§§ 211.160(b), 211.188, 211.192, and 212.71(b) and
the guidance for industry Investigating Out-of-
Specification (OOS) Test Results for
Pharmaceutical Production. Even if test results are
legitimately invalidated on the basis of a
scientifically sound investigation, the full CGMP
batch record provided to the quality unit would
include the original (invalidated) data, along with
the investigation report that justifies invalidating the
result. The requirements for record retention and
review do not differ depending on the data format;
paper-based and electronic data record-keeping

systems are subject to the same requirements.

CGMP GgkD—i & L TR ST —#
WX, U U —REENE (§211.22 R (N§212.70 5
) o—f L LTiE2=y M Lo TRl &
L. CGMP D 7= IZHERFE B S 721 e
5720 (B: §211.180) °, CGMP 4% 7=
TEDIER SN E T —ZIIEBEEA ¥ 7 —
EWEEN, TAULRERIZIE S CGMP TE
e fHET 572 DICNETH D, RERRES 2 MK
LT, dE= =y MRS OB A PE A f]
Wrd 2B E DRV THIUE, BLodH 5,
LEL ST, BHERIC IR 7 S ERITL 23
WCThD, BlzIE, §211.160(b), §211.188, §
211.192, §212.71(b), S O* guidance for industry
[ Investigating Out-of-Specification (OOS) Test
Results for Pharmaceutical Production| % 2o
Z L, BHERICRE RIS TR R
ZIEL72BRIC LV B LG ATho T
b, B =y MRS D584 CGMP
Ny FFEERICIE. AV VD (ERhR) T—
& & RO A G ERRICE T D AR
NG END, EEOFRE L L E 2 —nEft
i, T=AERIC L > TRRD LD TITR,
M= Thi, BT THNT — ¥R E
DT, 7 CERIZHE D,

° For purposes of this guidance, the term quality unit is synonymous with the term quality control unit. For the

definition of quality control unit, see § 210.3(b)(15).

SKHA L AT, ==y PO HiEIIHE

Ba prm—z=y FPOERZHOVTIE, §210.3(b)(15) ZEMH,

e pr—z=y FEWO HFELRIZETHWD, 4
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3. Does each CGMP workflow on a computer system need to be validated?

(A E2—F T RTAEDCGMP V—20 70 —FIINY T —a Vv ETOLENRHY T

2 ?)

Yes, a CGMP workflow, such as creation of an
electronic master production and control record
(MPCR), is an intended use of a computer system to
be checked through validation (see §§ 211.63,
211.68(b), and 211.110(a)). The extent of validation
studies should be commensurate with the risk posed
by the automated system. When the same system is
used to perform both CGMP and non-CGMP
functions, the potential for non-CGMP functions to
affect CGMP operations should be assessed and
mitigated appropriately.'©

If you validate the computer system but you do not
validate it for its intended use, you cannot know if
your workflow runs correctly.!' For example,
qualifying the Manufacturing Execution System
(MES) platform, a computer system, ensures that it

meets its relevant requirements and specifications;

Yes, (FEFELEFRXEFA (MPCR) OFERSF
D) CGMP UV —7 7u—|X, a2 bEa—4
AT LOEMINTCHETHY, N TF—T =
VR0 TF v END (§211.63, §
211.68(b), M T* §211.110(a) % B HR), /NU F—
a COHIEIZ, BEfEY AT AL THTE
HBENDVARAZIZAGSTEHDETRETH
by —ODY AT LT CGMP HEEE & JE CGMP
BERED I G % FATT 2856, I CGMP HRED
CGMP #EIZ 8% 5 2 5 HetkE % 7 & A
YhU, (VRARZ %) @EUNRET 5 LERH
%10,

ALV Ea—H VAT ADNY T =3 U ETo
7L Th, TORKESNIZHBZENY T —
2 LRWRY, U= 7 —RIELL ETS
NEMWEIPEMDHZ LI TERN !, a Y
a2 —& T A7 A Bl % 1L Manufacturing Execution
System (MES) 77 v K 7 4 — A Z i@ #& EREA

No. BZLib-136

T5Z LT, BT LM SR AR LT
LT L HMREIZTDHILITTE L, MESIZX

however, it does not demonstrate that a given

MPCR generated by the MES contains the correct

10" See note 8.

" In computer science, validation refers to ensuring that software meets its requirements. However, this may not meet
the definition of process validation as found in guidance for industry Process Validation: General Principles and
Practices: “The collection and evaluation of data ... which establishes scientific evidence that a process is capable of
consistently delivering quality products.” See also ICH guidance for industry Q7 Good Manufacturing Practice Guide
for Active Pharmaceutical Ingredients, which defines validation as providing assurance that a specific process, method,
or system will consistently produce a result meeting predetermined acceptance criteria. For purposes of this guidance,
validation is being used in a manner consistent with the above guidance documents.

W ara—FY A2 ATE, NI F =253 Y7 MU= T REFEGIZ L TVD ZEE2RFEICT D
Z LRI, 2L, T, guidance for industry [ Process Validation: General Principles and Practices/ \Z
s Tng, [Fee2Rn—B L CEMEORMZRIETE D LWV ) B PRREIL A LT 5.7 — 2 D
IEE LF i, | WD TN T =29 P DEREMTIZ L TCWRWAEEME N H 5,  ICH guidance for
industry /Q7 Good Manufacturing Practice Guide for Active Pharmaceutical Ingredients ] HZD = &, KA X
VAT, ANV T g 2 liE FEOT mE A, A T AT L0, FANTED b2 AN T
il R AU TAERT 2L 2RI TLHI L, EERSNTVD, AW Z L AZBNTE, Y
J7=2g AZERAA F o ALELE B LEERTHN TN D,
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calculations. In this example, validating the
workflow ensures that the intended steps,
requirements, and calculations in the MPCR are
accurate and perform properly. This is similar to
reviewing a paper MPCR and ensuring all
supporting procedures are in place before the
MPCR is implemented in production (see §§
211.100, 211.186, and 212.50(b) and the guidance
for industry PET Drugs—Current Good
Manufacturing Practice (CGMP)).

FDA recommends you implement appropriate
controls to manage risks associated with each
element of the system. Controls that are
appropriately designed to validate a system for its
intended use address software, hardware, personnel,

and documentation.

> THRSNTZFFEDMPCRICIE LWEHR NG
FNTND Z EIFERESNRV, ZOFITiX

U= 7a—0NY)F—ar&f1H LT,

MPCR OEX S 7= FIE, EfE, ROFHENE

ETHY GHUNIFATIND Z EDMEFEIZ D,
i, MO MPCR # L B 2—9 52 LT, &
FEIZ MPCR Zf\WAD HHTIC, X TOHR—
N FIEAHERCETWDHZ L 2 fERICT LD L
T2 (§211.100, §211.186, §212.50(b), M
O guidance for industry [ PET Drugs—Current Good
Manufacturing Practice (CGMP)| % Z ),

FDA I%, VAT LDOFREFICHET LV A7 &
BEY Lot ay e — L T 5
ZEEHEREL WA, mUlCERE S, A
TLAOBEMUIZHBIIHT AN T —va 0
arhe—LZF, V7 2T, N—KRKU=x
7. BB, RKOXCEERNEGEND,

4.

How should access to CGMP computer systems be restricted?

(CGMP a2V B a—HF VAT A~DT 7R RAZED L I ITHIBINIEZLIWTLL I 0 ?)

You must exercise appropriate controls
toassure that changes to computerized MPCRs
or other CGMP records or input of laboratory
data into computerized records can be made
only by authorized personnel (§ 211.68(b)).
Other examples of records for which control
should be restricted to authorized personnel
include automated visual inspection records,
electronic materials management system
records, and automated dispensing system
weighing records. FDA recommends that you
restrict the ability to alter specifications,
process parameters, data, or manufacturing or
testing methods by technical means where

possible (e.g., by limiting permissions to

AP SNTHRB O BN, a v a—2{baivc
MPCR %% DOftho> CGMP Figk a2 H L7z

D, RBET— X E2arBa—2 LI i-ieke
LTANLIEVTHZENTEXAH LT, Y]
eay ha— L ETORITIER B0 §

211.68(b)), = hE— L CHFAINZMEIC
FIBR T2 BN & H ALk DO Of & LTix, H
B H AL Aek, EMEHE LY X T AR,
HENFHR S AT A OGRS B 5H, FDA
X, FIREZRFR D GREST — ¥ DA HFF Al 4 il
BRI 5%0) FINTEIZL Y, Tk, ek
AN A—=F T AFETE R T
LR H T DHERZHIRT 5 2 L 2T 2,
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change settings or data).

The system administrator role, including any
rights to alter files and settings, should be
assigned to personnel independent from those
responsible for the record content. To assist in
controlling access, it is important that
manufacturers establish and implement a
method for documenting authorized
personnel’s access privileges for each CGMP
computer system in use (e.g., by maintaining a
list of authorized individuals) (see § 211.68(b)).

(77 ANRERELERT HHEREET) A
T LNEREOKEENL, FLENADOEEE D B
SLTERRBICEID Y TORERS D, TR
DAy hr— LV EIAETHIDIC, WEEE

I, AT O CGMP 2 B a—X VAT A
IZoWnWT, Bl #FarsinzE@ADY 2k
EHEFFEBIT 52 L2 X)) el sz ikE o
T U AMER A ST D ik A RN L, TRk
TAHZENEETHD (§211.68(b) Z2ZM),

5.

Why is FDA concerned with the use of shared login accounts for computer systems?

FDAR ALV Ea—F VAT ADEEC S AL T HU Y FOBHEZBEEL TV RETY

2 ?)

When login credentials are shared, a unique
individual cannot be identified through the
login and the system would not conform to the
CGMP requirements in parts 211 and 212.
FDA requires that system controls, including
documentation controls, be designed in
accordance with CGMP to assure product
quality (e.g., §§ 211.100 and 212.50). For
example, you must implement documentation
controls that ensure that the actions as
described in question 4 are attributable to a
specific individual (see §§ 211.68(b),
211.188(b)(11), 211.194(a)(7) and (8), and
212.50(c)(10)).

0y VERERPIEE SN T AGA, 1l
AL TEANE—BIZRFETE T, 20
AT Al part 211 TN 212 O CGMP ZE |2 ¥
U722 27 %, FDA X, B OMNE %
RAET D720z, LEERO=a Y br—LE
Gie) VAT LY ha—/L% CGMP IZHE-
TEFHT D2 L 2RDTND B : §211.100
F O §212.50), BilzIE, E 4 TREINT
WDT 7V a YIMEFICEEE O NIRRT &
LE0IT Lo EEROa L Fr— VAT L
TR B 720 (§211.68(b). §
211.188(b)(11). § 211.194(a)(7) & (8). §
212.50(c)(10) % & HR),
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Shared, read-only user accounts that do not
allow the user to modify data or settings are
acceptable for viewing data, but they do not
conform with the part 211 and 212
requirements for actions, such as second person
review, to be attributable to a specific

individual.

2—YPRT—F SREEETERNE D 125
HWMOEROET HU v b, T—HEHE
THZELEFFRINDN, GB_HFLLTOL
E o —%D) FEDOEA~DIFEMEN KD B
L7 7 a AT D part 211 KON 212 OEAE
WZHEHL L Tl 7euy,

6.

How should blank forms be controlled?

(FTFv 77+ —hiFEDE3icary bre—AThIEINTTN?)

There must be document controls in place to assure
product quality (see §§ 211.100, 211.160(a),
211.186, 212.20(d), and 212.60(g)). For example,
bound paginated notebooks, stamped for official use
by a document control group, provide good
document control because they allow easy detection
of unofficial notebooks as well as any gaps in
notebook pages. If used, blank forms (e.g.,
electronic worksheets, laboratory notebooks, and
MPCRs) should be controlled by the quality unit or
by another document control method. As
appropriate, numbered sets of blank forms may be
issued and should be reconciled upon completion of
all issued forms. Incomplete or erroneous forms
should be kept as part of the permanent record along
with written justification for their replacement (see,
e.g., §§211.192,211.194, 212.50(a), and
212.70(f)(1)(vi)). All data required to recreate a
CGMP activity should be maintained as part of the

complete record.

BELOMWE ERFET 720121, XFEar b
— L ERT R T IRR B 20y (§211.100, §
211.160(a), §211.186, §212.20(d). &O* §
212.60(g) &M, FlxiX, E=a hr—
TN—TNAKHEARZ T EN, Ui~
—VREBEMED /) - T w7 EES Z LT, FE
NRD ) — T IR0 — 8T v T D=9
THBHEIRHTE D720, Bz CEa 2 b
n—/LEZAREIZT D, 7T Tk —L (BT
J—27v— 1k, Bk — b, MPCR %) ZfiiH
TLHOTHIVUE, WE2=y MR FE=
Yhar—HEICEsTay be— 1t 5 pE
N5, BEISEUT, BEfE0A7 +—
LDty FEFITL, BTSN TXTDOT +
— AN ADBKDSTZRICHRET 2 0LENH
Do RELADT +—ALFFLARY OHDH 7 +
— A%, RYEEHE O ERICL D AEY
R E L b, KAGERO I E L TRET
HUENH D (B §211.192, §211.194, §
212.50(a). MO § 212.70(H)(1)(vi) Z&MH) .
CGMP {FB) O FHLUMLE /2T X TOT —H
(X, SERRFERO—H L U CHERFE BT 5 038
Wb,
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7.  'Who should review audit trails?

GEVNEEMPEZ L Ea—3RETLLIDN?)

Audit trail review is similar to assessing cross-outs
on paper when reviewing data. Personnel
responsible for record review under CGMP should
review the audit trails that capture changes to data
associated with the record as they review the rest of
the record (e.g., §§ 211.22(a), 211.101(c) and (d),
211.103,211.182,211.186(a), 211.192,
211.194(a)(8), and 212.20(d)). For example, all
production and control records, which includes
audit trails, must be reviewed and approved by the
quality unit (§ 211.192). The regulations provide
flexibility to have some activities reviewed by a
person directly supervising or checking information
(e.g., § 211.188). FDA recommends a quality
system approach to implementing oversight and

review of CGMP records. 2

BRI OLE2—L, T—F%ZLE=2—75
BUCHR DT IEEFTZ 7B ARA L M50 LT
W5, CGMP 23S < Gk L B = —DFRLH
X BB A L E 2 —3 2T, ZOREIC
BEAHT BT — & O W % fodsk U= AT
iz L Ea—F 2 0ENH 5H(§211.22(a), §
211.101(c) BT (d). §211.103, §211.182, §
211.186(a), §211.192, §211.194(a)8). KT §
212.20(d)), BIxIX, EEEIEM ZEZTT R TD
EFER DA br—/VIZBT DEekE. B
=y MZEY L E 2 —KROERB IR ITUEZR
BV (§211.192), ZOHIHNL, —EBOIGE)
., HEMIERZEE XTI =y 7 $25FIC
LEa2—SHOND XD RMELFF-E TS
(%1: § 211.188), FDA I%. CGMP #ékiZ oW T
R L2 —%2ETHODMES AT A
T7a—FEHERE L T D 1

8. How often should audit trails be reviewed?

EEFHLI LD DVOHEETLE2—F30ERH Y ET9?)

If the review frequency for the data is specified in
CGMP regulations, adhere to that frequency for the
audit trail review. For example, § 211.188(b)
requires review after each significant step in
manufacture, processing, packing, or holding, and §
211.22 requires data review before batch release. In
these cases, you would apply the same review

frequency for the audit trail.

T—H DL —HEEN CGMP il THE S
NTHWDHEHEAIE, BEIEOL E2—THLZ0
BEEEICHED Z &, BlZIE, §211.188(b) Tl
g, et X e, XIIRE DR/ EER A
Ty T DRIV E2—ZROTEY, §211.22
T, NyF VY —=RAFIIT—H DL Ea—%
RKOTWD, ZOXEH>RGEEIT, AL E2—
B A BEARERNC B 5,

No. BZLib-136

12 See guidance for industry Quality Systems Approach to Pharmaceutical CGMP Regulations. See also guidance for
industry Contract Manufacturing Arrangements for Drugs: Quality Agreements for information about auditing as it

relates to contract facilities.
12" Guidance for industry [Quality Systems Approach to Pharmaceutical CGMP Regulations| % 2/, ZHIfEa% 2

B D BEE A IZ DOV T O HIZ DUV CTiX, guidance for industry
Drugs: Quality Agreements | * 2,

[ Contract Manufacturing Arrangements for

%%%; HASt X&E 19
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If the review frequency for the data is not specified
in CGMP regulations, you should determine the
review frequency for the audit trail using knowledge
of your processes and risk assessment tools. The
risk assessment should include evaluation of data
criticality, control mechanisms, and impact on

product quality.'?

Your approach to audit trail review and the
frequency with which you conduct it should ensure
that CGMP requirements are met, appropriate
controls are implemented, and the reliability of the

review is proven.

See the audit trail definition in 1.c. above for further

information on audit trails.

T =X DL o —HED CGMP Bl THE
NTWRWEESIE, Fuat 2T 5HEke Y
AT TRAA L NV — V& FWT, ERIEHRO
Ve o —BHEARET ODMNERNDH D, VAIT
TARANIL, THAOEEE, o ha—
VAT =R RO VB ~ DR B O R %
GOLMENDD 13,

AL 2 —~DT7 7 —F & EEE
£V . CGMP ZEDi7z S 4v, #b)7e = b
m—LREE I, L E 2 —OEFEMENGE S
N5ZEEWEICTIVNEND D,

EEEZER DM O\ TIE., RO 1.c. OEE
T O EFRESROZ &,

9. Can electronic copies be used as accurate reproductions of paper or electronic records?

(EFar—

i3, BXITEFREDERZER L LTHEATE X9 ?)

Yes. Electronic copies can be used as true copies of
paper or electronic records, provided the copies
preserve the content and meaning of the original
record, which includes all metadata required to
reconstruct the CGMP activity and the static or

dynamic nature of the original records.

Yes, B —ix, AV VT AREONE L
EWARFI SN TERBY . U U ratkil]
CGMP {GB DO HBLUZMEIR T X TDOA X T —
2 REEI, ﬁUV%w%ﬁ@%%Xi@%ﬁ
PEMMERFSNTODEHAICRY . #OUTE
ﬁﬁ@EE:t—&Lfﬁ%f%éo

No. BZLib-136

13 Risks to data include, but are not limited to, the potential to be deleted, amended, or excluded without authorization
or without detection. Examples of audit trails that may be appropriate to review on a risk-based frequency include audit
trails that capture instrument operational status, instrument communication logs, and alert records.

B F—=2ZxT 50 A21iE, FFARL . XidsitEn g 2 e HIkRMEE BRI S LD ATRE
D05, ZHUCIRE SN D H O TR,
LTI,

HERE E
URAZICHASWHHETLE2—35 2 & NEY R ER TN o5 &
MR OBENMER T — % X 308k 9 2GRN, MEsmiEn s, KO 7 — hiddEi g En s,
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True copies of dynamic electronic records may be
made and maintained in the format of the original
records or in a format that allows for the content
and meaning of the original records to be preserved
if a suitable reader and copying equipment (e.g.,
software and hardware, including media readers) are

readily available (§§211.180(d) and 212.110).

BHE kO EIEa v —E, F U D)L itsk
DA TIER - MEFFEBEL TH LWL, 3
Yiip) —F—ROavr—#ds Bl AT 4TV
— =Gt 7 b =T KON— R =7)
MWD THRIATE 256, AU PV itiEo
WA K NERZREFCE DBATIER - MRS
FLTH LU (§211.180 (d) &N §212.110),

10. Is it acceptable to retain paper printouts or static records instead of original electronic records

from stand-alone computerized laboratory instruments, such as an FT-IR instrument?
FTIR EEBEDRE  F7 o ar a—Z{LRREENOIE LS Y VTV ETFRRED
Kb vz, ROHRYAIH#NRLEEZRE L TH XN TT 2 ?)

A paper printout or static record may satisfy
retention requirements if it is the original
record or a true copy of the original record (see
§§ 211.68(b), 211.188, 211.194, and 212.60).
During data acquisition, for example, pH
meters and balances may create a paper
printout or static record as the original record.
In this case, the paper printout or static record,

or a true copy, must be retained (§ 211.180).

MO ENRM) SUTHERIFLERIZ DWW TR, A
U T ARSI A Y U ARk EIEa B —
Thor5E REE AW Z2enTED §
211.68(b), §211.188, §211.194, K& T® § 212.60
w2 M), FlAIX, pH FH& RIFE, 7 — XU
15 NN INAYE N il /Ao ORANTRN & S ) B A D)
gk E LCTIERT 2, Z oA, oY,
Rk, UIFOEEaE—Z2 & LT
X7 5720 (§211.180),
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However, electronic records from certain types
of laboratory instruments—whether stand-alone
or networked—are dynamic, and a printout or a
static record does not preserve the dynamic
record format that is part of the complete
original record. For example, the spectral file
created by FT-IR (Fourier transform infrared
spectroscopy) is dynamic and can be
reprocessed. However, a static record or
printout is fixed and would not satisfy CGMP
requirements to retain original records or true
copies (§ 211.180(d)). Also, if the full spectrum
is not displayed in the printout, contaminants

may be excluded.

You must ensure that original laboratory
records, including paper and electronic records,
are subject to second-person review (§
211.194(a)(8)) to make certain that all test
results and associated information are
appropriately reported. Similarly, in
microbiology, a contemporaneous written
record is maintained of the colony counts of a
petri dish, and the record is then subject to

second-person review.

Document control requirements in § 211.180

pertain only to CGMP records.

For more information on static and dynamic
records, see 1.d. in this guidance. For PET
drugs, see the guidance for industry PET
Drugs—Current Good Manufacturing Practice
(CGMP) for discussion of equipment and
laboratory controls, including regulatory

requirements for records.

72120, FFEDX A 7 ORBEEE DS OE i
FRiZ, AX U RTruhRry NT—7 BRI
TWDIDEb 6T, BTHY, [(ZDR
FkD) FIRISOIFFRIRLERIL, Bt U
RLERO—ER & L CoOBMREE A REL T
720, BlZIE, FTIR (7 — U =B RN
%) TERESNIZ AT MV T 7 A VITEIRY T
HY . FUENRETH D, L LR LERY
PRRLERSUIFIRI B E S v Cck . AU U
NEHXITEEa b — 23875 L0 9
CGMP 2 (§ 211.180(d)) Z 7= L TUWh7auy,
F7-. HIRIC 7 0 227 ROVSHIR & 0T
RONGEIE. TBYE BRI S D FTREED &
Do

(HEOFERRCE T L T 1) AU VT L0
BRELERIC OV CHESEIZEE L a— (§
nn%@@»%ﬁw F AT ORGSR & B
EIFRAEOICHRE SN D KXol LT nidz
BV, [AIRRIC, BAEMZ ] O BRI, 7R
KEXHD-ALN YLD a0 =—3 D50k Ak
FEIL, ZORIIHONTHE _HLta—%
179,

§ 211.180 D XLE = hu—/LEHX, CGMP
RERICOAH S D,

FRANELEK & BIAYRLEROFEMIZ DWW TIE, AT A
B AD1d &SRO L, PET EHEMBIZON
T, FCERDOBIHIEMFE D, B M O BRE D =
> b —/WIZBd 2% guidance for
industry [PET Drugs—Current Good
Manufacturing Practice (CGMP)| %#ZMdD 2
Eo
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11. Can electronic signatures be used instead of handwritten signatures for master production and

control records?

BERNERAIC, FEIBLORDVICEFEALAZFEATEIETR?)

Yes, electronic signatures with the appropriate
controls can be used instead of handwritten
signatures or initials in any CGMP required record.
Although § 211.186(a) specifies a “full signature,
handwritten,” an electronic signature with the
appropriate controls to securely link the signature
with the associated record fulfills this requirement
(21 CFR 11.2(a)). See part 11, which establishes
criteria for when electronic signatures are
considered the legally binding equivalent of
handwritten signatures. Firms using electronic
signatures should document the controls used to
ensure that they are able to identify the specific

person who signed the records electronically.

There is no requirement for a handwritten signature
for the MPCR in the PET CGMP regulations (21
CFR part 212).

Yes, CGMP CHERFLERkIL, FHEEZEBALA
=Y rofbYIic, @R ay hr— A
AT-EFEBELEHENTHZENTED, §
211.186(a) 1% 5227 E4, FEHEE) LHEL
TWDHD, B ZBEET DRLEICLRICY 7
T 5y b — NV EE A E T EA L,
Z DEM AT LTV (21 CFR 11.2 (a)),
Part 11 Cl, EFELNFEEZDOEA LF%
DIERRR ) 2RO L Rig SN 256 O REEL
EHTWD, EFELEHENT 3T, iR
\ZEFINCES LT IR T 572012
HoTwsay he— a2 E T 5081 H
Do

PET ® CGMP {11 (21 CFR part 212) (214,
MPCR D FE X DB & RO 5L /20,

12. When does electronic data become a CGMP record?
(BFT—F 1TV > CGMP ZRRICR Y E£3H?)

When generated to satisfy a CGMP
requirement, all data become a CGMP record. "
You must document, or save, the data at the
time of performance to create a record in
compliance with CGMP requirements,
including, but not limited to, §§ 211.100(b) and
211.160(a).

CGMP Ef: &= 72 DI AR S =4 T
DT —Z 1% CGMP itk & 72 % 4, CGMP ZA}:
(§ 211.100(b) 2 1§ 211.160(a) Z&TeA, Zih
DIZIRE Sevy) ICHEIL L 7-Figk & AT 5
ik, EE) FEATEFRRCT — & & fldk U
AT L 72 T U B,

-
—

14 Under section 704(a) of the FD&C Act, FDA inspections of manufacturing facilities “shall extend to all things
therein (including records, files, papers, processes, controls, and facilities)...

[GRYE : I 14 1 IAREREICHEE L, ]
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FDA expects processes to be designed so that
data required to be created and maintained
cannot be modified without a record of the
modification. For example, chromatographic
data should be saved to durable media upon
completion of each step or injection (e.g., peak
integration or processing steps; finished,
incomplete, or aborted injections) instead of at
the end of an injection set, and changes to the
chromatographic data or injection sequence
should be documented in an audit trail. Aborted
or incomplete injections should be captured in
audit trails and should be investigated and

justified.

It is not acceptable to record data on pieces of
paper that will be discarded after the data are
transcribed to a permanent laboratory notebook
(see §§ 211.100(b), 211.160(a), and
211.180(d)). Similarly, it is not acceptable to
store electronic records in a manner that allows
for manipulation without creating a permanent

record.

You may employ a combination of technical
and procedural controls to meet CGMP
documentation practices for electronic systems.
For example, a computer system, such as a
Laboratory Information Management System
(LIMS) or an Electronic Batch Record (EBR)
system, can be designed to automatically save
after each entry. This would be similar to
indelibly recording each entry
contemporaneously on a paper batch record to
satisfy CGMP requirements. The computer
system described above could be combined

with a procedure requiring data be keyed in or

FDA 1%, [BUHIEMEC) ARk & OHERFE BES
ROONLT—F &, EELEEEZETZ L7e<
BETERWVWEIICT L rERE&iHT 52
LML TS, BRI, /e~ T T T4
—T—2%, —HEOFEADOKTREE WD LD
b, K LRESE TREUITEARE (B2 — 7 F85y
SHIRAT v 7 EADKT AR/ k)
(KRR R RETHY . 7~ b
TT77 4 =T —ERFEA = T ADER
X, EEARENCRER T DM ER D S, Pk Ei
TR ANIARGTERZREANIL, BEAGENCGosR
L, AEL, BHEMNICHATINERD S,

T—H MR L, T — & &k R e iR
J— MIEEFL L7ctklc, (O %) BEFES
52 LIRS LR (§211.100(b). §
211.160(a), K U§ 211.180(d) % Z&MR), [AIkE
(2, KRR FRER AR SV LD ITHERET
XD HECTETRLERERNT 2 Z LI D L
AR

B VAT HIZENT CGMP O CEERHT D
WCOBEFT AT -oic, =y hr—
Nl Ty o — LB AS E TERAT
% & vy, B z1X, Laboratory Information
Management System (LIMS) < Electronic Batch
Record (EBR) Y AT AED AL Ea—HF A
T hE, AN D L EICHBIRICRGFT D X
INCRRFTT D&M TE D, Thid, CGMP
DEAE AN T2 72D, D/ FREdR RIS
FRFENC AN ZRdk T 2D LTV D, Fikod
AU — X VAT ATIE, T BERSH
e ZNTTITZATT o0, IIHOFHIET
ANTH e ZmBRT D LV TZFIEEMAE
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otherwise entered immediately when generated.

For PET drugs, see the “Laboratory Controls”
section of the guidance for industry PET
Drugs—Current Good Manufacturing Practice
(CGMP).

PELZLEINTED,

PET [E3£HIZ2W\Cik, guidance industry

[ PET Drugs—Current Good Manufacturing
Practice (CGMP)) @ [Laboratory Controls |
EBROZ L,

13. Why has FDA cited use of actual samples during “system suitability” or test, prep, or

equilibration runs in warning letters?

(FDA 7% warning letters DT [ 27 A@EME (RER]) | & CUIRRR%H,CHE{LET
B EEBOY L A DFERICOVWTHEHBE L TV HDIEIRETTH?)

FDA prohibits sampling and testing with the goal of
achieving a specific result or to overcome an
unacceptable result (e.g., testing different samples
until the desired passing result is obtained). This
practice, also referred to as festing into compliance,
is not consistent with CGMP (see the guidance for
industry Investigating Out-of-Specification (OOS)
Test Results for Pharmaceutical Production). In
some situations, use of actual samples to perform
system suitability testing has been used as a means
of testing into compliance. FDA considers it a
violative practice to use an actual sample in test,
prep, or equilibration runs as a means of disguising

testing into compliance.

FDA |%, ¥PEDRRZENT L HT, XE
AR TERWEREZETHNT, 7Y 7
DR EIT O (Bl - BELWEERP GO
HETRRLV T NORBRETD) Z itk
IELTWD, ZOWITIX, testing into
compliance (#5475 F TIT 9 #) & b T
. CGMP (D& ZF] IZH > TR
(guidance for industry [Investigating Out-of-
Specification (OOS) Test Results for
Pharmaceutical Production| % /), FEEEDH
VINEMERLTY AT AEAERR A i
% Z &3, testing into compliance D F-x & LT
RSN TWDIEERH S5, FDA X, #8/
g VA EETTRFICFEBE DY T2
% Z &%, testing into compliance % &3 FB T
HY ., EBHATALEZ D,
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According to the United States Pharmacopeia
(USP), system suitability tests must include
replicate injections of a standard preparation or
other standard solutions to determine if
requirements for precision are satisfied (see USP
General Chapter <621> Chromatography). System
suitability tests should be performed according to
the firm’s established written procedures—which
should include the identity of the preparation to be
injected and the rationale for its selection—and the
approved application or applicable compendial

monograph (§§ 211.160 and 212.60).

If an actual sample is to be used for system
suitability testing, it should be a properly
characterized secondary standard, written
procedures should be established and followed, and
the sample should be from a different batch than the
sample(s) being tested (§§ 211.160, 211.165, and
212.60). CGMP original records must be complete
(e.g., §§ 211.68(b), 211.188, 211.194) and subjected
to adequate review (§§ 211.68(b), 211.186(a),
211.192, and 211.194(a)(8)). Transparency is
necessary. All data—including obvious errors and
failing, passing, and suspect data—must be in the
CGMP records that are retained and subject to
review and oversight. An investigation with
documented, scientifically sound justification is
necessary for data to be invalidated and not used in
determining conformance to specification for a
batch (see §§ 211.160,211.165, 211.188, and
211.192).

For more information, see the ICH guidance for
industry Q2(R1) Validation of Analytical
Procedures: Text and Methodology and VICH

United States Pharmacopeia (USP) (Z X5 &, ¥
2T NG TERER TIE, REER AT E
D Izl 572l BREER ST ofih
DIEEERIR O RKAIENE Z O T LR 5720
(USP General Chapter <621> Chromatography %
ZM), VAT LEAETERBRIL, St TED
ELENTEFIR (F ZICEFEAT 2RO
FEE & E ORIROBINE D) KUK
NICHFEEXITZL T OREEDE 7T 7
(§ 211.160 KON §212.60) (ZHE- THEET 25 &
N D,

OV TN AT AEATERBRICE AT
O THIVUE, WEUNZRERB DM Sz
TAEHETH HRETH Y, CELIN-FIEE
EO, TR MWERH Y | T 7 TR
RGOV TNV TR DNy FNLDHD L
FTRETHDH (§211.160, §211.165, KN §
212.60) , CGMP DAY U L itdkidse 4T
FiiE7e 59 (B : §211.68(b), §211.188, §
211.194) | @WEI7R L B 2 —Z2 2T Rl
572Uy (§211.68(b). §211.186(a). §211.192,
J O §211.194(2)(R)), BHAMENRMETH 5,
HOENRT T =G, G, BbLnwr—
B aEe T _RTCOT—H L, CGMP fldki
FNTRESN, LEa— L ERoxG L b
RIFIUR AR B, T BRI L, Ny F
DR~ OHEAVEZ BT~ D BRI L2 &
INTT BT, L baniz, BEmicsere
A EAHZ ) AN LETH D (§
211.160, §211.165, §211.188, M T* §211.192
B,

FEHIC OV TR,
TQ2(R1) Validation of Analytical Procedures: Text
and Methodology] K TO* VICH guidances for

ICH guidance for industry
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guidances for industry GL1I Validation of Analytical
Procedures: Definition and Terminology and GL2
Validation of Analytical Procedures:
Methodology."

industry [GLI Validation of Analytical Procedures:
Definition and Terminology and GL2 Validation of
Analytical Procedures: Methodology| % ZfdD Z
LIS

14. Is it acceptable to only save the final results from reprocessed laboratory chromatography?

BEUBEIN-RBR 7 a~v N9 7 4 —DORERKERDOHLEZRELTHHED Y SHAD?)

No. Analytical methods should be accurate and
precise.!® For most lab analyses, reprocessing data
should not be regularly needed. If chromatography
is reprocessed, written procedures must be
established and followed and each result retained
for review (see §§ 211.160, 211.165(c),
211.194(a)(4), and 212.60(a)). FDA requires
complete data in laboratory records, which includes
but is not limited to notebooks, worksheets, graphs,
charts, spectra, and other types of data from
laboratory instruments (§§ 211.194(a) and
212.60(g)(3)).

No, ST FIEIZEREOREE THH & Th
%, RERIZE T 2 KOs ClL, 7 —4
ORI TIE T TS BT, Z7u~v M7
7 4 — & LT 2561, CE LS NI FIE
ZED, LUV, B Rka L B2 — Ik
BLARTIEZR B2 (§211.160, §
211.165(c). §211.194(a)(4). M §212.60(a)
ZZH) . FDA IIRBRGLE W TR T —
AEERLTEY, Zhicik, /—bh, V—7
b, ITT7, Fr—h, A7 ML KD
RERAEE ) D OMOFEEDO T — & G T3,
AVHIZIRE S D & DO TIEZRU (§211.194(a)
B Y §212.60(2)(3)) »

-
—

15. Can an internal tip or information regarding a quality issue, such as potential data falsification,

be handled informally outside of the documented CGMP quality system?
BENRT — 2 WS AFEOMERMEICET 2 NRERCERIT. XELEh CGMP B E
VAT AOBNTHEARICAEBTE ETH?)

No. Regardless of intent or how or from whom the
information was received, suspected or known
falsification or alteration of records required under
parts 210, 211, and 212 must be fully investigated
under the CGMP quality system to determine the
effect of the event on patient safety, product quality,
and data reliability; to determine the root cause; and
to ensure the necessary corrective actions are taken

(see §§ 211.22(a), 211.125(c), 211.192, 211.198,

No, BN E S Hiv, ElfRELEDOLD
2y UTRED D Z T S T2 IThhb 57,
Part 210, 211, K (X212 TR 55 50ekIZ %S
T4, b LW UIBEM OIS T S AL,
PLFOBMID =812 CGMP S Y AT LD T
THZHRE L2 TR 5 7200 (§ 211.22(a),
§ 211.125(c). §211.192, §211.198, §211.204,
KON §212.100 &5 [R),

BEORZENE, WhhE, K0T —#

15 VICH=Veterinary International Conference on Harmonisation.
16 See ICH guidance for industry Q2(R1) Validation of Analytical Procedures: Text and Methodology.
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211.204, and 212.100).

FDA invites individuals to report suspected data
integrity issues that may affect the safety, identity,
strength, quality, or purity of drug products at
DruglInfo@fda.hhs.gov. “CGMP data integrity”

should be included in the subject line of the email.
This reporting method is not intended to supersede
other FDA reports (e.g., field alert reports or
biological product deviation reports that help
identify drug products that pose potential safety
threats).

DA LT T VT AT DA D
R 5720

o IRARINZRFET S0

o MEBIEHENHEL OND & AR
FIZT D20

FDA I%, BEHEOReM, F—r%, Jffi, &

B, IHMEICEELE 5208\ 0b 5T —4
A 77 VT 4 ORi#E% Druglnfo@fda.hhs.gov
(ZHET D L EANTFONT TS, A—L
DOE4IZ [CGMP data integrity | % & 8 5 M3
DD, ZOWETEZ, tho FDA ~DO#E
Bl : 74— R 7 T — FRERAEY TR R
WA — R R DB A b T b E
LS DFFEICZNLD) LEESHR DB

VY,

16. Should personnel be trained in preventing and detecting data integrity issues as part of a routine

CGMP training program?

MEICXH LT, EHHR CGMP hL—=U 7 Fu S 50—8RELT, T—FA 0T 7Y
T 4 ORIEZBIEROBRHT 37200 ML —=U T2 EETAMNERH Y ET202)

Yes. Training personnel to prevent and detect data
integrity issues is consistent with the personnel
requirements under §§ 211.25 and 212.10, which
state that personnel must have the education,
training, and experience, or any combination

thereof, to perform their assigned duties.

Yes, 7—4A T 7 VT 4 OREZRS LK
RHTH-DICMEE NL—=2 279252 L

X, BEDNEID Y TCONTREE T 5700
WCHE, PL—=r7 BB UIEn b oMM
HE DR ERZ2TIER BN &R TS
§211.25 KO8 §212.10 OFkE Off: L — Bk

nwd s,

17. Is FDA allowed to look at electronic records?

(FDA IIBFEEHEZHET A L BNHFEENTHETI?)

Yes. All records required under CGMP are
subject to FDA inspection. This applies to
records generated and maintained on
computerized systems, including electronic

communications that support CGMP activities.

Yes, CGMP CT#HEEFHT HNTWHTXTOR
#kiX, FDA OEZEXISR LD, Zhix, =2
Va— 2ty AT A ETAEREOHRFEBL S
%itdk (CGMP k&% 7R — b3 5% @15
rEty) WEA IS, BlziX, NyFUY—
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For example, an email to authorize batch
release is a CGMP record that FDA may

review.

You must allow authorized inspection, review,
and copying of records, which includes copying
of electronic data (§§ 211.180(c) and
212.110(a) and (b)). See also the guidance for
industry Circumstances that Constitute
Delaying, Denying, Limiting, or Refusing a
Drug Inspection and section 704 of the FD&C
Act. Procedures governing the review of
electronic records are described in chapter 5 of
the Investigations Operations Manual (IOM) at
https://www.fda.gov/iceci/inspections/iom/defa
ult.htm.

A EHAT HE T A —/ViE, FDADR L E 22—
TAHEEEMEDH D CGMP 78 Th 5,

RLEKIZHOWT, A SN, LEa— Kk
Nav— (BEBr7r—¥oavr—x&gte) &#ifaf
LR T AT 5720 (§ 211.180(c) & Tr §
212.110(a) * (b)), guidance for industry

[ Circumstances that Constitute Delaying,
Denying, Limiting, or Refusing a Drug
Inspection] }O'FD&C Act #F 704 5 H B D
Z&, BRSOV E 2 —2EET 5 FIEIT
https://www.fda.gov/iceci/inspections/iom/default.ht

m D [Investigations Operations Manual

(IOM) | @ 5 FEZFEH STV D,

18. How does FDA recommend data integrity problems be addressed?

(FDA IXF—F A T 7V T 4 DREICED X I LT B #HER L TWVETH?)

FDA encourages you to demonstrate that you
have effectively remediated your problems by
investigating to determine the problem’s scope
and root causes, conducting a scientifically
sound risk assessment of its potential effects
(including impact on data used to support
submissions to FDA), and implementing a
management strategy, including a global
corrective action plan that addresses the root
causes. This may include retaining a third-party
auditor and removing individuals responsible
for data integrity lapses from positions where
they can influence CGMP-related or drug
application data at your firm. It also may
include improvements in quality oversight,
enhanced computer systems, and creation of

mechanisms to prevent recurrences and address

FDA I%. LLFIC kv, MEEAE 2 RMIctE L
T EEBHTHEEREH LTS,
[ DFPH & ARAFIA 2 F 4 L.
BIEM72 502 (FDA ~OHFEICEH &
NOT —H~DEEEEFT) ITONT
DOFVFHNERIR ) AT T'A A K
Z S fi L
EHERE (IRARIRNC LS 5 7 e —
AV ERERE A B ) A FEMT
5
Z izl

Z BB OREEELRESTZD, T4
AT 7 VT 4 OREICEEZ RO N2 24t
N CGMP BT — & CEH G HFET — Z |1

BT B 2 DA D & DD BT Z L
GBENDHTHAD, £z, WHEHEBOUGE, =
YV a—Z AT A0k, BEEIEL, 7

— S AT VT A ERALS DD AT
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data integrity breaches (e.g., anonymous
reporting system, data governance officials and

guidelines).

These expectations mirror those developed for
the Application Integrity Policy. For more
detailed information, see Points To Consider
for Internal Reviews and Corrective Action
Operating Plans at
http://www.fda.gov/ICECI/EnforcementAction

s/ApplicationlntegrityPolicy/ucm134744.htm.

=L (Bl EARE AT L, TR AT
VADHBERTA FTA ) OMELEEN
LHTHAHD,

b OHIFFFEEIE, Application Integrity
Policy THRE SN/ b DEKBEL TV 5, Ff
HIZ DOV TIE,
http://www.fda.gov/ICECI/EnforcementActions/Ap

plicationIntegrityPolicy/ucm134744.htm

[ Points To Consider for Internal Reviews and
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Footnotes (FI{E)
Footnote 4

According to section 501(a)(2)(B) of the FD&C
Act, a drug shall be deemed adulterated if “the
methods used in, or the facilities or controls used
for, its manufacture, processing, packing, or holding
do not conform to or are not operated or
administered in conformity with current good
manufacturing practice to assure that such drug
meets the requirement of the act as to safety and has
the identity and strength, and meets the quality and
purity characteristics, which I tpurports or is

represented to possess.”
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Footnote 14

Under section 704(a) of the FD&C Act, FDA
inspections of manufacturing facilities “shall extend
to all things therein (including records, files, papers,
processes, controls, and facilities) bearing on
whether prescription drugs [and] nonprescription
drugs intended for human use ... are adulterated or
misbranded ... or otherwise bearing on violation of

this chapter.” Accordingly, FDA routinely requests
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