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Electronic Systems, Electronic Records, and Electronic Signatures
in Clinical Investigations
Questions and Answers
Guidance for Industry'

This guidance represents the current thinking of the
Food and Drug Administration (FDA or Agency) on
this topic. It does not establish any rights for any
person and is not binding on FDA or the public.
You can use an alternative approach if it satisfies
the requirements of the applicable statutes and
regulations. To discuss an alternative approach,
contact the FDA staff responsible for this guidance
as listed on the title page.

KITA X AL, BiZ FEy Z71ZO0nW T, Bl
EIEALR (FDA XXM ) OBIEDHE 2 5 %R
Ty AHA X AT, W RDHEICKH L THHE
FuE5 27203280 TIEAR< . FDA XIA
REMETHHOTIERY, #E@HINDIESK
OB OB GG T T BRY | R A X A TR
SNTHERDDLFEEZHNTS L, (A
FFEICET 2 MEIC VT, EBRICET72A
HAZ v ANZE L2 FD FDA A X v 7 1285
ST,

! This guidance has been prepared by the Office of Medical Policy in the Center for Drug Evaluation and Research
(CDER) in coordination with the Center for Biologics Evaluation and Research (CBER), the Center for Devices and
Radiological Health (CDRH), the Center for Food Safety and Applied Nutrition (CFSAN), the Center for Tobacco
Products (CTP), the Center for Veterinary Medicine (CVM), the Office of Regulatory Affairs (ORA), the Office of
Clinical Policy (OCLiP), and the Oncology Center of Excellence (OCE) at the Food and Drug Administration.
VAR H A H# 2 A1E CDER @ Office of Medical Policy 73, FDA ¢ CBER, CDRH, CFSAN. CTP. CVM,
ORA, OCLiP, FU'OCE LI, B L7cb D TH S,
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I. INTRODUCTION
I. FX

This document provides guidance to sponsors,
clinical investigators, institutional review boards
(IRBs), contract research organizations (CROs),?
and other interested parties on the use of electronic
systems,® electronic records?, and electronic
signatures® in clinical investigations® of medical
products,” foods, tobacco products,® and new
animal drugs.® The guidance provides
recommendations regarding the requirements under
21 CFR part 11 (part 11), pursuant to which FDA
considers electronic systems, electronic records, and

electronic signatures to be trustworthy, reliable, and

ARICEF, ARV, HBRIEMELE . 1A%
#ZE% (IRB) . ZeEWZE7m b=
(CRO) 2 M ONZ DMBMRE T DITA 2 A
Thy, EFEMLT, B, 33l FHL
WK © DERRRER S CTHWABF VAT A
3. BREk A KOVETFEL SOERICET LS
DTHD, AHA X AT, 21 CFR part 11
(part INIZHASL, BV AT A - Bk -
B4 DME H T = (trustworthy), [EHHTX
(reliable), M O—RICEDOFLERFEZDEL
WEFEETH D LD DDV E R EZD
WTOHESRERIR 2 T2l 3 5,

generally equivalent to paper records and

handwritten signatures'® executed on paper.

2 A sponsor may transfer responsibility for any or all of its obligations under 21 CFR part 312 to a CRO (21 CFR
312.52). The requirements and recommendations that apply to sponsors throughout this guidance also apply to CROs to
the extent they have accepted responsibility for the sponsor’s obligations pursuant to § 312.52.
2 AR HIE, 21 CFR Part 312 FCED b EHITHT 2 —H T TR TOEEZLZ CROICEHET L2 L
NTE 5 (21 CFR312.52), KA A X2 ATBITF D AR PICH S 580 & HERETE L, §312.52 (I26E->
T, ARV OERBITH L TEEZZT ANHIAICB N T CROICHEHA SN D,
3 Terms that appear in bold at first mention are defined in the Glossary.
SR RF TERR SN D HFEIMFER TERINLTV D,
4 See § 11.3(b)(6) (21 CFR 11.3(b)(6)).
5 See § 11.3(b)(7).
¢ For FDA’s regulatory definitions of clinical investigation or investigation, see, e.g., 21 CFR 50.3(c), 56.102(c),
312.3(b), and 812.3(h), respectively. In this guidance, the terms clinical trial, trial, clinical study, study, clinical
investigation, and investigation are interchangeable.
8 FDA |2 & % clinical investigation X investigation DRI LD EFRIZOWTIL, £, B2 1% 21 CFR
50.3(c). 56.102(c). 312.3(b). KO 8123(h) &M &, KU A X2 ATIX, clinical trial, trial, clinical
study, study, clinical investigation, } (N investigation &> 5 HFEIZF UEMRCHEHT 5,

[(FRE  AETEHWTR L THRARRER] LR, ]
7 In this guidance, the term medical products refers to human drugs and devices intended for human use, including
those that are licensed as biological products.
TARIA L AT, TEFERE) &0 HEE, EpFRin e LR s Tnwd bozate, AHO
EHLKROADENT L2 L2 BRE Loz iad,
8 Part 11 requirements apply to electronic records that are created, modified, maintained, archived, retrieved, or
transmitted under any records requirements. ..

(RRYE « MAVE 8 IZAEREICHIM L7z, ]
® See § 11.1(b).
10 See § 11.3(b)(8).
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This guidance expands upon recommendations in
the guidance for industry Part 11, Electronic
Records,; Electronic Signatures — Scope and
Application (August 2003) (2003 part 11
guidance)'! that pertain to clinical investigations
conducted under 21 CFR parts 312 and 812. Other

related guidances are listed in the Appendix.

In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the
word should in Agency guidances means that
something is suggested or recommended, but not

required.

RAA K AL, 21 CFR Part 312 Jx OV 812 OF
T S A B ERARFRERIZ- DU T, guidance for
industry [Part 11, Electronic Records; Electronic
Signatures — Scope and Application| (2003 4 8
H) (2003 4F part 11 A &2 A 1) OHELEHRTE
EYLRLICOGOTH D, MOBET A &2 A%
kIR LTz,

—WIZ, FDA O A X 2 ZACEIZITIER TR
HDOBLFTITED LTV, L LATA
oAz (v EFon) My ZIcET5
BRMOBIEDOZZ HaiilT 26D THY | FF
TE DI SXATIEREE G H STV 7220 R
O, HRHMRFRE L TRRINARETH
o BROHAZ L ATHERHEND [~
EWVIOFER, MONEEIHEINS Z &
EEWTLHLOTHY, MAHELV D BEWRTIIZR
Y,

' We update guidances periodically. For the most recent version of a guidance, check the FDA guidance web page at
https://www.fda.gov/regulatory-information/search-fda-guidance-documents.

WA B RTEMNCEF IND, TA L ADERFN— 3 LIZOWTIE, FDA A #2 AD Web <
— ¥ (https://www.fda.gov/regulatory-information/search-fda-guidance-documents) % FEaRD = &
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and Answers

II. BACKGROUND
I &

In March 1997, FDA published a final rule to
establish criteria that generally must be met when a
record required by a predicate rule is created,
modified, maintained, archived, retrieved, or
transmitted in electronic form in place of a paper
record and when electronic signatures are used in
place of handwritten signatures.'? A predicate rule
in this guidance refers to any requirement set forth
in the Federal Food, Drug, and Cosmetic Act
(FD&C Act), the Public Health Service Act, and
FDA regulations other than part 11. Additionally, in
this guidance, archive and retain are
interchangeable terms. FDA considers electronic
records to be equivalent to paper records'? and
considers electronic signatures to be equivalent to
traditional handwritten signatures when they meet
the requirements under part 11,'* subject to specific

exceptions for electronic records and signatures.

1997 4= 3 A, FDA | part 11 fcf& R &2 %617
L. predicate rule TR HALHFLERDS, FDLK
DYIT, BRI MELE HERE R T —
A7 /B BEELD EE, KOFEEE
HORDYICEFEAZHND L ST RIIC
W7z ST bR AL R LT 12,
KT A K ANZEBUNT predicate rule & 13,
Federal Food, Drug, and Cosmetic Act (FD&C
Act), Public Health Service Act, O part 11 LA
S+ FDA il THE Sh TV D B 25
£l BAA X AT, [ 7=017] &
MRE) FEBIEDH D MFEL LTHWS,
—HBEISNTEH D b DD, FDA VL, & RLERA
part 11 OBMEZ47- LW D4, EFiihk
OGP LRI TH DL LR L, BFE
HEIECRODFEFEZIDEL LRFETHD L AT

14

o

12 See § 11.1 and 62 FR 13430 (March 20, 1997).
13 See § 11.1(d).
14 See § 11.1(c).
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and Answers

In August 2003, FDA issued the 2003 part 11
guidance.'® The 2003 part 11 guidance provided
recommendations that were narrowly tailored to
reflect the technological environment that prevailed
at that time. FDA continues to apply a narrow and
practical interpretation of the part 11 regulations as
described in the 2003 part 11 guidance. FDA
reminds regulated entities, however, that electronic
records must still be maintained in accordance with
the underlying predicate rules,'® and the Agency
can take regulatory action for noncompliance with
such predicate rules. In this guidance, the term
regulated entities refers to sponsors, CROs, clinical
investigators, and IRBs to the extent they are
responsible for regulatory obligations under a
predicate rule to which the recommendations in the
guidance pertain. The recommendations in this
guidance primarily cover activities performed by
sponsors, CROs, and clinical investigators, but more
general recommendations (e.g., with respect to
certified copies and system controls) are also
applicable to IRBs’ electronic records and

electronic systems.

2003 4= 8 A . FDA 1% 2003 4 part 11 A %
AZFATLIZ 1S, 2003 4E part 11 HA X AT
%, MR EIE T o 7o HINBREE A Rk U 7o B
FARFR DV O HELEEETIE 2 7] L7=, 2003 4F part
11 A X AZFRE STV LB DI,
lmA@mnnﬁﬂ®&%#oﬁ£%&%ﬁ%
WA LB TnWa, 72720, EitskImR e
L CTHEAE & 72 B predicate rules (29> CTHEFFE
HLZRTUIRET 1 FDAIZZDO L H 72
(B E %
HUDZEMTEDZ La, B SMARRICE
B LTl &, RHA X ATIE THH
SIBAHE LD AR (KT A B ZDHE
TERETIENBAGR T 5 predicate rules D Bl 325512
EEAAHHPET) AR Y, CRO, RERE
EETE ., KOVIRB #f579, AW A X AD
HEFHIE I B AR Y. CRO, K OGABRE
MEELE DT HOIREN Z X5 L LTWDH 2, XD
— MR 7R HESE TR (] fREE X TV AT
LEH) 13 IRB OEFFLECE TV AT LI
biEH N5,
[FRIE] narrowly tailored IXIEEHFETH D |
BRI - Ok S ITEE R T— NV EERT D D
ZCHER/NRR DL T 52 L EEWT 5,

predicate rules (Z3E X L7255

15 Note that the 2003 part 11 guidance was prepared and issued by CFSAN, CVM, ORA, CDER, CDRH, and CBER.
152003 £ part 11 /A %> A1, CFSAN, CVM, ORA, CDER, CDRH, M U'CBER (Z &> CTIERK « %17

ST,
16 See § 11.1.
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FDA recognizes that since 2003, advances in
technology have expanded the uses and capabilities
of electronic systems in clinical investigations. In
addition, electronic systems and technologies are
used and managed in novel ways, services may be

shared or contracted between organizations, and the

FDA [, mm%uh\&m@L Z &0 REIR
R ICIIT ysz@ﬁ%k% EOMER
Lt_&%mﬁbfwéoé%m\%%vx%
L EHIRIEH LW HIECHER - FEE L, —
EATE R DM O M TIA TR S, 3
AT AEOFFT—H4 70— 3LV hFRL s

electronic data flow between systems is more ., EVEXRLTETCWD, BFVAT LOMK
efficient and more prevalent. The capabilities of REIXM EL TRy, BEkIhz BARZ O Z
electronic systems have improved, and features such | 1 LA % 7 BEEEGEHF, 582 CIEME/R 2 B —

as automated date and time stamps, audit trails, and
the ability to generate complete and accurate copies
and to retain records are standard components of

many electronic systems.

Accordingly, this guidance provides additional
recommendations regarding the risk-based approach
to validation described in the 2003 part 11 guidance
to continue to ensure the authenticity, integrity, and
confidentiality of electronic data and records for
clinical investigations when they are created,
modified, maintained, archived, retrieved, or
transmitted. See Q7 for additional information on

validation.!”

AR L TRl 2 RE T DHEEES L. < DE
%VXTAK‘PT@ﬁﬂyﬁ—XVFKﬁo
Tb\éo

L7=Do T, RTA XA, BIREBRO -9
DEFT — X R OGSO AR MEIE MRS B
ST =RAT7 B MBEICE D E TOREIENM
(authenticity ") A LT U T 4 ROEE
P (confidentiality) Z 5| X #E X FERIZT D720
(2. 2003 4F part 11 A X2 AZFEHEH I LT
HNRNY T =2 ailBiFH) AT R—=AT I r
—FIZONWTOHELEEIH 2B CTRAET 2,
validation [Z B3 2 BIMEWRIC OV TIL Q7 &
M7,

[FRIE] Authenticity # A% TH 5 =
HIEMEEFR LT,

LDET

7 SEMNZ DN TIE 2003 4F part 11 A Z 2 A p.6,

For more information, see page 6, Section III.C.1. Validation in the 2003 part 11 guidance.
HL.CANY =T =2 a VOREEBROZ &,
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This guidance also addresses the applicability of
part 11 requirements for electronic systems and
information technology (IT) services used to create,
modify, maintain, archive, retrieve, or transmit an
electronic record as well as for the use of digital
health technology (DHT) to remotely acquire data

in a clinical investigation.'8

RHA X AL, BTk D AR MEIE,/ HEFF
BT —hA 7 B MRS DE
F AT LR OEREN AT) y—E 2 2256
NIRRT — 4 2V £ — h TSI 572
DOT VX~V AEF (DHT) OffE %3
% part 11 BHEOEAMEIZH SR LTS 18,

III. QUESTIONS AND ANSWERS
I B e EE

Good clinical practice (GCP) is an international
ethical and scientific standard for designing,
conducting, recording, and reporting clinical
investigations that involve the participation of
human subjects.’® Compliance with FDA’s GCP
regulations provides public assurance that the rights,
safety, and welfare of subjects (i.e., participants) are
protected and that the clinical investigation data are
credible.?’ The appropriate use of electronic
systems is an important component of GCP, and
part 11 regulations help ensure that the electronic
records and data for a clinical investigation are

trustworthy and reliable.

Good Clinical Practice (GCP) %, #ZBR3FE 220
95 BRI ARER 2 G 1+ S - ROk - AT D
D O EFRA 22 R B L OB R T H 5
¥, FDA @ GCP #ifi| Z @425 Z L2k b,
W (TR ORBRBINE) ONR - 24 -
fEAEARE SN TR Y | BARRERT — 2 2MEHE
TEDL LWV R RIRFEEFD Z N TE D
0, BF VAT LGNNI 5 Z &1 GCP
DOEERERTH Y | part 11 FHfiliE, ER
BROBAFiek - 7 —F HEFIEHTE, B
TEDL LT HIOITELD,

18 See the guidance for industry, investigators, and other stakeholders Digital Health Technologies for Remote Data

Acquisition in Clinical Investigations (December 2023).

19 See the International Council for Harmonisation (ICH) guidance for industry E6(R2) Good Clinical Practice:

Integrated Addendum to ICH E6(R1) (March 2018). GCP principles also apply to the conduct of studies to support new
animal drug approval.

19 International Council for Harmonisation (ICH) guidance for industry [E6(R2) Good Clinical Practice: Integrated

Addendum to ICH E6(R1)) (2018 4F-3 A) &M Z &, GCP OJFHIIX, Hr LW W H = 3K 5 O 7GR % ¥k —
OO FERIC bEA SN D,

20 See, e.g., 21 CFR parts 11, 16, 50, 54, 56, 58, 312, 314, 320, 511, 514, 601, 812, and 814. See ICH E6(R2).
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A. Electronic Records

A. ETRC&E
Electronic records used in clinical investigations R FABR CREH S D B Rk D 9 B part 11
that fall under the scope of part 11 requirements FORA a—TOxG LD DX, LA
include: BEND,

e Records needed for FDA to reconstruct a o FDA DEGIRFER & FFELT 2 72 DI B
clinical investigation that are maintained and RL#k, predicate rules (ZEDWTHEAT
retained under predicate rules in electronic 3722 < BF A THEREH L OMRE S
form in place of paper form or where the L7, XITHHROTES & FEhi 3 5 72
electronic record is relied on to perform DIZEFFLERIRAFT D55 2
regulated activities?! o predicate rules |ZH:ADWTEFJEAT FDA

e Records submitted to FDA in electronic form (IR S DRk, £ D X D IREEN
under predicate rules, even if such records are FDA Hifil]| TEARPIZRFE STV
not specifically identified in FDA Abat 2
regulations??

2l See § 11.1(b). For examples of relevant predicate rules, see §§ 312.57, 312.58, and 312.62 (for drug and biological
product INDs) and §§ 812.28 and 812.140 (for IDEs).
22 See § 11.1(b).
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Q1. Are electronic records from real-world data sources submitted to FDA as part of a marketing
application or under other predicate rules subject to part 11 requirements?

Ql. UTNT— NV RF—F %Y —R LT HEFREHEIT. BGEARBEFO—E L LT, Xitfho

predicate rules {ZE-3\\ T FDA IC#RHT 2356 part 1 BEEORRERD F5H?

As stated in the guidance for industry Use of
Electronic Health Record Data in Clinical
Investigations (July 2018), FDA does not intend to
assess compliance of an electronic health record
(EHR) system?* or other electronic systems that are
sources of real-world data (RWD)?* with part 11
regulations. These electronic systems may contain
electronic records (e.g., hospital admission records,
pharmacy records, laboratory records, imaging
records) created during the course of patient care or
for other purposes that are used to support
marketing applications or other submissions under a
predicate rule. Once the electronic record enters the
sponsor’s electronic data capture (EDC) system,

FDA intends to assess compliance with part 11.%3

Guidance for industry [ Use of Electronic Health
Record Data in Clinical Investigations] (2018 4~
7H) ICEE# SN TWD X 51T, FDA X, &
TRWGLEE (EHR)Y AT A B T Z O DE
FTYAT AT, YT NI — )L RTF—X

(RWD)* @Y — A L7251 DIZOWT part 11
BllEaEE 7' A A M T DERITAR,
INDLOEFVAT AL, BETT O
TR S L7e, I B D 7= DI/ &
WicEAFEk (B 0 ABcridk, HRREk. M
HRoEk, ERELE) PEENTEY, Th b
73 predicate rule (23 < AR 5E KGR I FEE D H
A AT B0 &5, FDA 73 part
11 ~DHERET ¥R A M 201%, BT
Fk23 AR D electronic data capture (EDC)

VAT AIZBRVIAENTHLTHDL B, T—
ZIRTeR EO LD ITAER,MERE B RE S
IR, AR VY iF~—F T 1~
TT TV = a VEOREERMNT D0
RSN T —XOMEEA T TV T 4
ZEEICT OREDNH D 2,

Regardless of how the data were originally
generated, maintained, or retained, sponsors are
responsible for ensuring the quality and integrity of
the data they submit in support of marketing

applications and other submissions.?¢

23 The guidance for industry Use of Electronic Health Record Data in Clinical Investigations was prepared and issued
by CBER, CDER, and CDRH.

2 Guidance for industry [Use of Electronic Health Record Data in Clinical Investigations] 1%, CBER, CDER,
K OVCDRH (2 & o TIERE - J84T S 417z,

24 See the guidance for industry Considerations for the Use of Real-World Data and Real-World Evidence to Support
Regulatory Decision-Making for Drug and Biological Products (August 2023) and the guidance for industry Data
Standards for Drug and Biological Product Submissions Containing Real-World Data (December 2023). These
guidances were prepared and issued by CBER and CDER.

24 Guidance for industry [Considerations for the Use of Real-World Data and Real-World Evidence to Support
Regulatory Decision-Making for Drug and Biological Products (2023 % 8 ) | & U guidance for industry [Data
Standards for Drug and Biological Product Submissions Containing Real-World Data (2023 £ 12 A))] &0 =
Lo TNBHDOH A Z AL, CBER & CDER (T X - THERL « 31T Sdiz,

2 See, e.g., the guidance for industry Use of Electronic Health Record Data in Clinical Investigations.

26 See, e.g., § 314.126.
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Q2. If a sponsor is conducting a clinical investigation with a non-U.S. (foreign) site, are the electronic
records submitted to FDA as part of a marketing application or under other predicate rules
subject to part 11 requirements?

Q2. ARPPKRES () ORBRERHR CHMARRRE EE L TW556. RFEEARBHFED

—E & LT, XidftdD predicate rules {25V T FDA ([Z#2H & 5 B Fiodkid part 11 EH D%t

RLBRVETH?

If a sponsor is conducting a clinical investigation AR, IRBREEHGE (IND),InRis o
with a non-U.S. site under an investigational new k% (IDE)/ JRERENY) FHHSE (INAD) 7 7 A /v
drug application (IND), investigational device (ZHD N TR ES 3R T2 i it 7% C il R FR
exemption (IDE), or investigational new animal 7 FEf LTV D5E. X% FDA il oxt4:
drug (INAD) file or other clinical investigation & 72 HERIRER Z 320 L T\ 5455, part 11
subject to FDA regulation, part 11 applies to records | % predicate rules CZR S 115 8D FEHk
in electronic form that are required under predicate (MR AGR I FE % D HFE 2 AT 272012
rules, including electronic records submitted to FDA [Zf2t S 2 dE Fitdk a3 de) (A S
FDA in support of a marketing application or other s,

submission.?’

27 See, e.g., §§ 11.1(b), 314.50, 514.1, 601.2, and 814.20. But see § 11.1(f) through (p), listing specific cases in which
part 11 does not apply.

27 5l 2 1§ 11.1(b), §314.50, §514.1, §601.2, M U§814.20 # =MD Z &, 7ok, §11.1(H ~ (pIIHBWNT
part 11 2% H S e WEAR 72 r — A& FIZE LTV D,
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When a foreign clinical investigation is not A DERATABR DY IND (2 HD W TN ST
conducted under an IND and the sponsor wants to BHT, AR IND IFTHRGEATE G &
rely on such data to support an IND or a marketing HAFD72DICFENSDOT — XL L 720
application, the sponsor must ensure that the study By, AR YIXREREERDYS 312.120 (ZYEHL

complies with § 312.120. A sponsor or applicant LTWDZEEFHEEICLZLS TUELR LR,
who submits data from a clinical investigation AR Y ATHEEE 1L, IDE X3 Okt
conducted outside the United States to support an HKERHEE R A AT D 70 DI KES TF
IDE or a device marketing application or e S AV BRIREER T — & 42T 2356, §
submission must comply with § 812.28. For 81228 [THEHL L 72 < TIER B 72\, AR
sponsors to rely on such data in support of a DMRGEAGEH G R OEMIT L LTEND
marketing application or submission, sponsors must | D7 —% ZF|HT H5H, AR U ITEKR
ensure that the data and results of the clinical BRr — 2 LRERDEHTE, OERTHD
investigation are credible and accurate.?® For ZEHMERIIL 2L TR b0 B, FRAKR
clinical investigations conducted at sites outside of R 3 K[ES D% T IND» /IDE® INAD?! |2
the United States and not under an IND,? IDE,3° HESNFICFEE I NG, FDA IZHRE S

or INAD,3! the quality, integrity, and authenticity %7 —41%, IND,/IDEINAD |Z £33\ TIYL
of the data submitted to FDA should be equivalent LEINTT—F EREOWE - AT 7T
to that of the data collected under an IND, IDE, or 4 s BIEMEETOIVNEND D,

INAD.

28 See, €.g., §§ 312.120 and 812.28(a)(1); FDA Bioresearch Monitoring Compliance Program Manual 7348.810

Sponsors and Contract Research Organizations, available at https://www.fda.gov/media/75916/download; and FDA

Bioresearch Monitoring Compliance Program Manual 7348.811 Clinical Investigators and Sponsor-Investigators,

available at https://www.fda.gov/media/75927/download.

2 For more information about foreign clinical investigations supporting INDs or drug marketing applications that are

not conducted under an IND, see § 312.120. See also § 314.106 discussing marketing approval of a new drug based

solely on foreign clinical data.

¥ IND Z ¥R — M DS OBRRFER, T IND (ZHEDW THEM S ATV 2R W SRS O IR FEAGB I FE DR

HZOWTIE, §312.120 22D Z &, Fio, WS OERIKRERT — % OIS HEEOIREARIT OV
TiE, §314.106 2D Z &,

30 For more information about data from clinical investigations conducted outside the United States to support an IDE

or a device marketing application or submission, see § 812.28 as well as the guidance for industry and FDA staff

Acceptance of Clinical Data to Support Medical Device Applications and Submissions: Frequently Asked Questions
(February 2018).

30 IDE U R DO ARGCAR S /T2 & BT T 5 72 DI K ES CHE N S M 7 B IRERER 7 — & OFERIC D
UNTIE, § 812.28 2 TN guidance for industry and FDA staff [ Acceptance of Clinical Data to Support Medical Device
Applications and Submissions: Frequently Asked Questions] (2018 -2 A) L L HIZHZRDOZ L,

31 For more information about foreign clinical investigations supporting new animal drug applications or submissions,

see the guidance for industry Use of Data from Foreign Investigational Studies to Support Effectiveness of New Animal
Drugs (October 2021).

SUCHTEN SRR /12 H 2 AT 2 O ERIR R OFEIZ DV Tld. guidance for industry [ Use of Data from
Foreign Investigational Studies to Support Effectiveness of New Animal Drugs| (2021 /£ 10 A) 2B &,
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and Answers

Q3. Should regulated entities maintain and retain a certified copy of clinical investigation electronic

records?

Q3. HiflxZMMkL. BMARRROBFERORIN EBELHEREE - RE L TR LERDHY

EIH?

If a regulated entity intends to maintain and retain a
copy of an electronic record required for the clinical
investigation in place of an original paper or
original electronic record, the copy maintained and
retained should be a certified copy that includes the
date and time when the copy was created. A
certified copy is a copy (irrespective of the type of
media used) of the original record that has been
verified (i.e., by a dated signature or by generation
through a validated process) to have the same
information, including data that describe the
context, content, and structure, as the original.*?
For example, for conversion between paper and
electronic records, sponsors should rely on validated
processes (e.g., scanning or printing) to generate
certified paper or electronic copies. An original
record can be discarded after a certified copy is
created. Regulated entities should have written
standard operating procedures (SOPs) to ensure

consistency in the certification process.

PSTNEIDS =SS E /AN 7 Nt N A A e e ST 5
Oavr'—%, AU ILOMIAY P
DEFFLEEONRD VI, MEFFER - R L K
DT LA, MERER - RE SN —
X, a E—0MERR SN2 B EFO R S Lo R
AT EEGEETHLERD D, Rt G
ik, (BEHESNIZ AT 4 7 OFEFICBIfR 2
<) AV Froitégkoar—7T, &Y IF
VERER LRl —Da T F A b - NE - k%
T 2T =2 2B UIERPEENTND Z
Ex (AR ADBLAIZE T, XIANY T—
FENTZTm BRIV AEKRTHZ EIZE -
T) BAEL7= b D TH D 32, FlxiX, KEE
FREERDFI CTEMZAT O 6. AR,
TRAEFE S DR TEF 2 B — 2T DR

W2, N TF—hEniz7 et R (AFx X
IR ZW2D0ERH L, AV U
ROERIE. PRAEST T MERR S L7 1% THESE
THIENTE D, Bl ST CE L s
AV AR VERERS FIRE (SOPs) Z k), fRAEY
2 2ADO—EMEZHRTXETH D,

32 See the Glossary of ICH E6(R2).
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When providing certified electronic or paper copies | & FLEkDE A SUIRO RIS T X EE 22
B DERITIX, AV P EEERO BT D A
BF—% (. AV OFNLOT—HPIES
NI AR OZ A DAL T T =2
AONTZER) bEOLINERDD, AUV
FAREORD D IHERFE B - IRE SN DR
AL S EEOREHIRIL, 4D ¥ J Lt
GaLRLTHD 3,

of electronic records, the associated metadata of
the original record should be included (e.g., the date
and time stamp for when the original data were
acquired, changes made to the data). The retention
period for certified copies maintained and retained
in place of original records is the same as for

original records.*

Q4. Is FDA recommending that electronic records from medical service providers not involved in the
clinical investigation be certified?

Q4. FDA 1%, EEREBRICEEG L TWARWERY—E X7/ Zhb AF T D EFFEEIRIE

(certified) INDT EEHBLTNETN?

No. FDA is not recommending certification for No, FDA %, EEREERIZES S L CTUWRUE
Be., MAi=E, IEREFEFOERY—E
AT AN ENH ANFT L8 OE a8 —
(3] = B AR AR 0D SRR B UE 2 i 7 920l L
TV AEFERIKT DB EHRE LTV T D
T O H S 4L 2 IETER SN O IR 3 Frafik

electronic copies of records from medical service
providers such as hospitals, laboratories, or health
care practitioners not involved in the clinical
investigation (e.g., copies of paper health records or

EHRSs containing a potential participant’s medical

history sent to a clinical investigator used either to
determine eligibility for the clinical investigation or

to report treatment for an adverse event).

INT-AROBIGLEE XL EHR @ 2 B —T, &
BEREEEICEINDLO) MEESLD
T EEHELE L Tueuy,

3 See, e.g., §§ 56.115(b), 312.57, 312.62, 511.1(b)(7)(ii), 511.1(b)(8)(i), and 812.140(d).
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QS. How should regulated entities retain electronic records from a clinical investigation?

Q5. Hif R SfkIL. MRKRROBFEHEREZ EDO LS ITRETNETLEIA?

There are various ways to retain electronic records;
for example, in electronic storage devices and using
cloud computing services.>* Regulated entities
must ensure the authenticity, integrity, and
confidentiality of the data and also should ensure
that the meaning of the record is preserved.’ The
electronic records and all associated metadata
should be preserved in a secure and traceable

manner.

Regulated entities must ensure that electronic
records are maintained for the applicable retention
period,?® and these records must be available for
inspection in accordance with any applicable
requirements.3” When records exist only in
electronic form, sufficient backup and recovery
procedures should be in place to protect against data
loss. For example, records should be backed up
regularly to prevent loss. Backup records should be
stored in a secure electronic location separate from
the original records as specified in appropriate
system documentation or in an SOP. Backup and
recovery logs should be maintained to facilitate an
assessment of the nature and scope of data loss

resulting from a system failure.

B R IRE T D HIEIL, BT A
AR F Y Rava—T 4T —EAD
S, Bkx e kR d 5 34, Bl GsiEk
X, THOHEEWN - ATV T 4 - B
P2t L, RREOBEW®S (b6 712) &k
FFEND T ERMEIC LTI B0

¥, BTREKOHEET LT XTORAZT—
ZlE, BRPOBIRER LTRSS
REThD,

BRI SRR X, BT Rk 3 D IR
MIFICHERFE B SN D Z L 2 fEFIT L < T
TR 57360 T b OFLERITIE Y T 5 EffIC
o> THEEOIZDIZFIH L LT T
UL 57200 Y, Gl N E T CORFAE
TLH5E, T—FDOHERES T ENTED
+372 Ny 7T TR N FlEERT
THEBLIRERD D, FlxIX, ekiTmkath
STeDITEMINC ANy 77 v T T HMEN D
Do Ny T w7 IRIREE, #Pe v A
7 ASCGEL SOP THRES N TW DY 1T,
AU DF ek & TR DR R 7R
WRIFTRETH D, NI T v T RN A
NYOa T EHERFEEL, VAT AREICK
STHEUET—ZHEKOMWE L@EE 7' A
AU RNTEDLEIICLTBIMENRD D,

34 See also section I11.C of this guidance for considerations when using IT service providers that provide cloud
computing services.

¥ 70 RarEa—T 47— RZRET HIT - AT a S X 2EHT 256 0BEFHIZS
WTIE, ZOHA X ADNCELSHOZ L,

35 See § 11.30.

36 See, e.g., §§ 56.115(b), 312.57(c), 312.62(c), 511.1(b)(7)(ii), 511.1(b)(8)(i), and 812.140(d).

37 See, e.g., §§ 56.115(b), 312.58, 312.68, 511.1(b)(8)(i), and 812.145. See also section 704(a)(5) of the FD&C Act.
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As part of an inspection, FDA may request that
regulated entities provide all records and data
needed to reconstruct a clinical investigation,
including associated metadata and audit trails.>®
FDA may request copies of these records (e.g.,
screenshots or paper printouts) and data in a human-
readable form. These copies should include
metadata and audit trail information. When systems
are decommissioned and cannot be recommissioned
or a contract with a hosted system ends, sponsors
should ensure that the metadata are obtained and

retained and can be linked to each corresponding

FDA |3 &I HIHIRI SRk LT, BRIR
RER AT 5 - DI BB R T T O -
T—4% (B4 5 A 47— 2 ORI 2 &
te) ZiRtT 2K 5KRDLGENRH D %,
FDA (X, Zh b ofgk (B« B = & — X%
IR S48 RO —% O a v —% AW3EE
DL TERTLGERH LN, b D
VTR, A YT A OEEEME R A S
DLVEND D, VAT LHBEIE
(decommission) &4V, Ml (recommission) T
XRVEA. XITARA BT AT L& DOBKIR
BTLTWAEES, ARUYIE, A¥TF—4

data element.>° EANFLOMRE L, (AT —2N] wHed
HETF —HBEREITHSITON TS Z L 2

RITDBENDD ¥,

Q6. Are electronic communication methods (e.g., email systems or text messages) addressed by 21
CFR part 11?

Q6.21 CFR part 11 iXBEFEEFHE (BFA—NVATLAXIEITHFA A vE—V%) 2HELT

WK

Part 11 Ml IXE 1B T EIC OV TIEIHE L
TRV, BB SR, 5k S D ERIR
RERTEH OFEEAIZ X L CRE 1185 1A Y)
WCRZETHDLINEIDEHET 5 & & BT,
SINHEDT T A N —IZiH S35 ATREMED
HHMDETOEMEEZZET HMENH D,

Part 11 regulations do not address electronic
communication methods. Regulated entities should
determine whether the electronic communication
method is appropriately secure for the type of
clinical investigation information being transmitted
and should take into consideration any other
requirements that may be applicable to participant

privacy.

38 See §§ 312.58, 312.68, 511.1(b)(8)(i), 812.140, and 812.145.

3 For the purposes of this guidance, data element means “a single observation associated with a subject in a clinical
study. Examples include birth date, white blood cell count, pain severity measure, and other clinical observations made
and documented during a study.” See the guidance for industry Electronic Source Data in Clinical Investigations
(September 2013), which was prepared and issued by CBER, CDER, and CDRH.

¥ IOHAF L ATIE, FFEFLT TR ORI CHET 2 - - 0B8R2 E®RT 5, flé LT
X AEFEA R, BIEREL WAOEIEE, WFETICEN S VLR S T2 OO BRIRBIR R ER T b
%, | CBER, CDER, CDRH 23:MEfRK « 1T L 7=, guidance for industry [Electronic Source Data in Clinical
Investigations| (201349 A) 2O L,
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B. Electronic Systems Deployed by Regulated Entities
B. HHIRZHEHBRKIC L > TEASNDE VAT A

This section describes recommendations for
regulated entities regarding electronic systems they
deploy in clinical investigations to create, modify,
maintain, archive, retrieve, or transmit clinical
investigation records. Regulated entities can deploy
their own electronic systems or the systems of an IT
service provider*’ to conduct clinical investigation
activities such as randomization; data collection;
collection and processing of adverse event reports;
documenting informed consent; maintaining and
retaining clinical investigation records; and medical
product dispensation, administration, and
accountability. Regulated entities should ensure that
these systems are fit for purpose and implemented
in a way that is proportionate to the risks to

participant safety and the reliability of trial results.

AREECIXERR B ALk & A il MEIE,/ HERFE R
ST =4 TSR ARET eI, BERR
BRICE AT HEA VAT LT 2 BHIR 2
BEA~OHEEFIEICOWCRid T 5, B4
WiE. MEOBEBF AT LAXIIT Y —E RS
ONRAZODY AT LEEALT, TUH A

b, 7=, AEFRREEFEDONE - &L

B, A T7r—bFartr hoxEl, BK
RS OMERFE L L R RIS OFA - B
P - SRS ORRRBRIEE 4 £t 425 Z &
INTE D, BRI GMRIL. ZNHDT AT A
WNHIIZHEA L, ZNEOZEMICHT 5 U R
7 & BRIRERERAS R OIS HME (reliability) 12 H&
STEHETFEEISNTWD Z L EHERITT D0
DD,

40 See Q1 for information about the use of EHRs
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Q7. What should be considered when using a risk-based approach for validation of electronic systems
deployed in clinical investigations?

Q7. BRRRCTEASNDIBF VAT LADONY T =Y a VY RIR=RT7Fr—F VDB

WWEDEOIRZLITEBETNITINWTLE S0 ?

The 2003 part 11 guidance states that FDA intends
to exercise enforcement discretion regarding
specific part 11 requirements for validation of
computerized systems.*! The 2003 part 11
guidance recommends that industry base its
approach to validation on a justified and
documented risk assessment. Accordingly, we
recommend that regulated entities use a risk-based
approach*? for validating the electronic systems

they deploy.

2003 4 part 11 A &4 > ATiX, FDA 232
BEa—2{bT AT LDONY T — 9 T
HEFED part 11 BLEICHOWT, HUT4 R ET
LHEMERL TS 4, 2003 4 part 11 A %
VAT, NV TFT—varyrrue—F%, E
B, poEENTEY A7 TER R
MIES D I EEHERL WD, TR
IZHEV, HHDS SN EANT DB AT
LaNYT— T LRI, VAT R=AT T
a—F 2 EHND I EEHLRET S,

41 See page 6, Section 111.C.1. Validation in the 2003 part 11 guidance (describing how FDA intends to exercise
enforcement discretion regarding the requirements in § 11.10(a) and corresponding requirements in § 11.30).

#2003 - part 11 A X ADp. 6, NLC.LE [N F— a0 BZROZ L&, (FDA 73§ 11.10(a) DEH K
W§ 11.30 OXRHST H2FEICEA L TED L D ITHITEHREZITHET 5 TETH L0 EFHH L T D),

42 This guidance does not provide comprehensive detail on how to perform a risk assessment. There are many risk
assessment methodologies and tools from a variety of industries that can be applied. For more information, see the ICH
guidance for industry Q9(R1) Quality Risk Management (May 2023). Also, see the International Organization for
Standardization’s standard ISO 31010:2019 Risk management — Risk assessment techniques.

RRTA L ATIEY A7 THAA L P OFFMRFERTIETE 720, BRa RERTERE DY 27T R
AV RNFESRY =R’ 5, FEMIZ OV TIL, ICH guidance for industry Q9 (R1) Quality Risk Management |
(2022 4F 6 H)Z&HdD = &, X 5|2 180 31010:2019 Risk management — Risk assessment techniques 275
& X,
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For the purposes of this guidance, validation,
including user acceptance testing, is a process to
establish and document that the specified
requirements of a computerized system can be
consistently fulfilled from design until
decommissioning of the system or transitioning to a
new system. The level of validation may vary
depending on the nature of the electronic systems
(e.g., bespoke or customized systems, systems that
are designed to be configured for the proposed use,
and systems where no alterations are needed).
Considerations when applying a risk-based
approach for validation of electronic systems

include:

e The intended use of the system;
e The purpose and importance of the data or
records that are collected, generated,

maintained, or retained in the system; and

safety, and welfare of participants or the

reliability of trial results.

e The potential of the system to affect the rights,

KHA KX ZZBNTUE, 2—FZAT X b
EteN)F—a bt BESh-a
B o —Z L AT AOBEN BRENS VA
F ADEFENIH S AT LA~OBITETE

LCli=snbdZ L afsr L, E T LT
Ot ATHD, BFIATLOME (F : 4

EXNFAAE A RSNV AT A, BES
NI HRICH e TR SN D K 5 IZRRGHS
NIV AT A, BERRERVAT L) ITX

STARYF =2 g DL REDLLENE L

N, BEFIATLON)FT— 902
AT R—=AT I —F &M+ 5RICEET

NEFEBITLL TR EEND,

o EBEXENTVATLORRK

o AT ANTINE MERL MEFFEEL IR
FEEIhb7T—% /5o By & Bk
VAT DINBINE DR « 24 « fE Ak,
LR R BRSO S HEME I B A T
AT REME

Validation should be applied to system functionality,
configurations specific to the clinical trial protocol,
customizations, data transfers, and interfaces
between systems (e.g., interoperability and
communication). When validation is performed by
an IT service provider, the regulated entity that
deploys the electronic system may consider
reviewing the IT service provider’s documentation
to evaluate whether the electronic system is fit for

purpose, including the following:

N F—a IV AT LERE, v hany
WD E, DAZYA R, T—H
A, ROV AT AMA v Z—T = — R
(B = AR FLE AP E) 16 L TEMT 2
VENRDDH, BFVATLINITH—EAT 0
NAZIZ LT F =S H56, BA
T DA R, B AT AR EMIC
HELTWDHZEEEETHDIT, IT H—
EAT N, EONEERZL E2—T52
LEBRBILTHINWTHAS, ZTNHOE
BERHZITILL TR EEN D,
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e Processes for developing and managing the
system

e Validation processes

e Functional testing of the electronic system

e Change control procedures and tracking logs

Electronic systems should be validated prior to use
in an investigation using a risk-based approach.
Changes to electronic systems (including software
upgrades, security and performance patches,
equipment or component replacements, and new
instrumentation) should be evaluated and validated
throughout the life cycle of the system depending
on risk. Changes should not adversely affect the
traceability, authenticity, or integrity of new or
existing data. All changes to the system should be

documented.

If, based on the sponsor’s risk assessment,
validation is conducted by or on behalf of a sponsor,
FDA may request documentation of system
validation during an inspection. It is the
responsibility of the regulated entity to ensure such
documentation is available if requested for review
during an inspection, including documentation

created and maintained by the IT service provider.*3

o VAT LERRW-EHTL SRR
o NUF—v g7k R

B VAT LOWKRET A b

o A¥arhu—/ LFIRLBH RS

BV AT AL, VAIR—AT o —F%
AT, R CREHT SR 7 — b
TOMEND D, BTV AT LNOER (Y
T 2T DT v F T L—R, X2 VT4
KORT =< AD/Ny T BERX Tz
N— v FOZH, F LOEHHSR 2 5 Te)
X, VAZIZRL T, VAT LDTA 7% A
INVERIZDTE>TEEL, NV T— T 5
VNS D, BHEIZEL ST, T —% E
BEAFT — % OB aTRet: " HiEM A T 7
U7 4 \HERER R ATIER B0,

AR DY AT THEARA L MTHADNTA
UF—va B ARCTEEN, UTARY
Yofb iz UTH—v R T rNg HR3) 5%
i L7235 E . FDA IZELEHICT AT ANY T
—va Y OXEEREZERT LI LBH D,

BELEPIZLEa—FT5Z LEROLNTY

&, ENHOXFEEE (ITH—EeRx7mAg
HNZ F o THERK - MERFEBR S LD SUEE B2
i) HWFIRMImETE D L IITTEDIL,
B RABOFETH D 4,

4 See, e.g., §§ 312.58(a) and 812.145(b).
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Q8. What will be FDA’s focus during inspections of the sponsor for electronic systems that fall under

the scope of part 11, and what documentation should the sponsor have in place for such systems?
Q8. Part 11 DEAFEHAICEENDIBEF VAT AIONWTARV P EHET DB, FDAIXE ZIZHE
BLETH?2ER, ARVIRFZDLIBRVRAT AZONTED L ) 2XERRZ AR L TRL

SETTD?

For electronic systems that fall under the scope of
part 11, FDA will generally focus on the following

during a sponsor inspection:

e Data collection, data handling, data security,
and data management plans and procedures

e The life cycle of the electronic system, from
design and implementation to
decommissioning or transitioning to a new
system

e Processes and procedures that are in place to
ensure that the data and records required to
reconstruct the clinical investigation are not
altered in value or meaning including during
the transfer of data to durable electronic data
repositories

e Processes and procedures to ensure only
authorized individuals are given appropriate
access to electronic systems

e Change control procedures and any changes

Part 11 23 SNDE TV AT HITHONWT,
FDA IZi@% . AR P DOELEDES
HHT 5,

o T—HWE T—HUH, F—FEXx=
U7 4, ROT—2EHOFHE - FIE
o W IVATLDTATH AN (it
NS REE IV AT L~OBITE
)
o (KBHIEBETT—FIVFRT M) ~DOT—
ZERET S E W) KRR E BT 57
DIZHEIRT —H « FLERDESCE RN E
BINRWESICT D72l bhn
atv A - FJE
o A ENTMENDOIIZE S AT LD
WURT Ve R B2 bhD T L AR
295 7rE A - FIAE
o AW oy bhu—/LRE, KOMEHRLGE
WV AT ATIMR BT
o ITH—ERT A ZXTZEDOMDEL

ZIRD RIT

20

made to the system once in use St & OFERE & BAEOREM 2 BUE L 7-BdiE
e Relevant contracts with IT service providers HRSE
or other contracted entities that detail their o T—HA LTI VT 4 XIBINE ORE
functions and responsibilities R RIT T L FHRICE 2 b
e Corrective and preventive actions T =R D T O I E S S
implemented to address errors and LaelE « THHRE
noncompliance that may reasonably be
expected to impact data integrity or the
protection of participants
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For each clinical investigation, the sponsor should AR PR, BERGERAREIC
document (1) the electronic systems (e.g., EDC (1) BIET 5B Fsk O AR METE Hikr
system, clinical trial management system, T — A7 B AREIAE
interactive response technology system, electronic SNDHEFAT L (B EDC VAT
clinical outcome assessment) used to create, A, BERABREI Y A7 A, IRT ¥ A
modify, maintain, archive, retrieve, or transmit 7 L, eCOA) . KON
pertinent electronic records and (2) the system 2) VAT HEM:
requirements. Documentation should include a L EAT DMEND D, CHEERNC
diagram that depicts the flow of data from data — & OIERED b R8T — & @%ﬂ’ili]i T
creation to final storage of data. T =2 DN ERTHEEZODNERD D,

Consistent with a risk-based approach to validation NYF =g TOY AT R=AT Fu—F

(see Q7), sponsors should consider (1) the intended (Q7 M) ITih» T, AR HIZL

use of the system; (2) the purpose and importance of (1) A7 Lr0EHENTHiE, KO

the data or records that are collected, generated, (2) ¥ AT LINTIUE ARk HEFFE B
maintained, or retained in the system; and (3) the REINDT —Z IilskO HRY & &
potential of the system to affect the rights, safety, DR

and welfare of participants or the reliability of trial (3) VAT LRBINE DR - 24 - 13
results to determine when documentation or SOPs ik, ST PR BB SR OE FE MR 52
addressing the following are appropriate: % RAE T AREME

ZEBLC, (BHbo) EEEXIL
SOP NEA FOHEAZ MY I /N— LTV DH 0
EOME T OMERNDH D,
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e System setup, installation, and maintenance

e System validation (e.g., risk assessment,
validation plans, execution, and reports) and
any assessment performed by the sponsor to
demonstrate that the IT service provider’s
electronic system functions as intended

e  User acceptance testing

e Change control procedures

e System account setup and management,
including user access controls

e Data migration, data retention, data backup,
data recovery, and contingency plans

e Alternative data entry methods (in the case of
system unavailability)

e  Audit trail and other information pertinent to
use of the electronic system (e.g.,
interoperable data standards)

e  Support mechanisms in place, such as training
(including training records) and technical
support

e Roles and responsibilities of sponsors, clinical
investigation sites, and other parties with
respect to the use of electronic systems in the

clinical investigation

Documentation related to the bulleted list above
should be retained as part of the clinical
investigation records and be available for
inspection by FDA in order to assess whether such
records contain information bearing on the
sponsors’ adequate compliance with relevant

requirements.*

o ARTALDEBEYNT VTS, AR R—
Vo ROHERFE BR

o VATAINYT—vay Bl VRIT
AR NYF =g R - 5
i« W) . RONIT —E AT aN(F
DEFV AT LAPER LT & B0 KR
T L ERTTZDITAR PN ER L
=7 EARA

o I—HPZAT AL

o ZA¥oarhu—/LFJA

o I—HWTFrEvRaIL PO —LEEIHTA
TLTHT L NORE & B

o TEBAT. T—HRE. T—HF vV
Ty T2 Y BN ROERARER)
S I

o (VARTANBFIHTERWEED) R
T — % N1k

o ERIEHR, ROE VAT A0 AICE
Y5 OO (B« FHEEH ATRE
T — KA E)

e hL—=7 (FL—=27i8k%sE
te) OB SARED Y AR — b

o HRFEBRICKITHEF VAT LOMMIZ
B4 2 AR, RBRERSRR. £ Ofh
DBRE OEEI & BT

EFRRY R MCBET D SCEE RN, ERR AR
RLERO—I L U TRE L, FDA IC X D& L2
IR TE DX IC L TBLBERD D,
(FDA IX]) & 95 W oofigkic, AR HHE
T DB A BMUNIESTT LT\ Z & AR T
BERREENTNWDENEIDETEAA L b
T 54,

4 See § 312.58(a) (for a discussion of FDA inspections related to a clinical investigation and access to records and
reports related to a clinical investigation conducted under an IND).
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Q9. What will be FDA’s focus during inspections of clinical investigators for electronic systems that
fall under the scope of part 11?

Q9. FDA PR EMBEE 2 BT IEIC Part 1 PEAESNSGBTF VAT LAOEZCERLETY

2

FDA will generally focus on the following issues
related to electronic systems that fall within the
scope of part 11 during a clinical investigator
inspection:
e Records related to staff training on the use of
electronic systems®
e Procedures and controls for system access,
data creation, data modification, and data
maintenance*®
e Documentation regarding the use of electronic
systems in the clinical investigation, including
that users have their own accounts and
appropriate access; that sponsors are notified

of changes in clinical trial personnel so that

FDA [Xi# %, #BRFEHEH(TH O LZHIT part

1 23EHESNADE AT HMCEET LT

WZEHT S,

o BAIVATLDHEHIZOWTDAZ T
FL—= BT Haiek S

o VAT AT IRRST—HIERST—H
BT —HHEREBROIODFIAL =
v ha—jL 46

o [REKRHBRIZBITAE AT LAOMAIC
BT 5 CEERCUTERT HDOEE
ir,

- a—FPMEOT Tk LR T S
T AR TNDZ &,

- AR EERBER IR Y E O @

S, 77 BAMEZRVIET ZLNTE
52k,

JFREERD N> 7 T T EHE L) J1 8T G
] BRI IGEE 2Y (FEERIC) A &
nTnspI ey,

access rights can be revoked; and that any
backup, recovery, or contingency plans for

source records have been used*’ -

4 §312.58(a) MR (FFIRARBRIZEEHE T 5 FDA O L& IND [ZHESW THEHE S AU 72 BRI RER (2 B 5 5 Fodk
EREEA~DT 7 RTONTOHER) o

4 See § 11.10(0).

4 See § 11.10(d) and (k).

47 See § 11.10(d) and (k). In this guidance, source records are “original documents or data (which includes relevant
metadata) or...

(RRIE - BE 47 13AFEREICEH# L7, ]
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In addition, if a clinical investigator deploys their
own electronic system to create, modify, maintain,
retain, or transmit electronic records under the
scope of part 11 (e.g., an EDC system deployed by
clinical investigators, an electronic investigator site
file for a clinical investigation), then investigators
should retain the documentation related to that
system described in Q8 and make it available during

inspection.

ST, RBRFEMELE 1T part 11 2SEH S 4L
DB REkE R MEE HERE LR
RETAH-DITMAOE L AT 5 (] &
BR IS ETHE D E AT D EDC ¥ A7 A, HiR
RN OB RIS B EE YA 7 7 A
V) EEAT L6, RREMBTEITED
VAT KIZOWT Q8 IZREH S AL T 5 B
TOXEERZRE L, ARPIRIETED
KL TBILERD D,

Q10. During an inspection, will FDA review the reports of audits performed by sponsors or other

regulated entities of IT service providers’ electronic systems, products, and services?
Q10. FDA [IERRIC AR P EDORHRMN BB R L 72 IT Y- AT u " FOBEFV AT
A, Bl RO —ERZOWTOEEREEL L E=2—LETH?

Sponsors and other regulated entities often conduct
audits to assess the IT service provider’s quality
management plan and the content of and
compliance with relevant SOPs used in the design,
development, and maintenance of the electronic
system, product, or service. Sponsors and other
regulated entities also often conduct audits of
clinical investigation data in electronic systems to

ensure the functionality of the system.

FDA will generally not review audit reports of the
IT service provider’s electronic systems, products,

and services.*®

AR HEORBIR ML, LT UITERE

WCEDITH—ERT L XD

o SREEEEGT

VAT LB EADORG
BHFS « MERHE PR 48 X% B SOP 0
N

o ZiILH D SOP OB

BT RAA T D, R AR HEDOR

KIGHRRIL, AT A DOBEREIC OV THERE

(XY koY N L AT ANOREBRT — 4 %

EATHZ L0,

o
e,

FDA [T X IT — 2 a3 (4 X¥DOET
VAT A, B FOYW—E R IZOW TR

HBE N

HREEZ L E2—725Z L1370 %

4 Compliance policy guide CPG Sec. 130.300 FDA Access to Results of Quality Assurance Program Audits and
Inspections, available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cpg-sec-130300-

fda-access-results-quality-assurance-program-audits-and-inspections.
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Q11. What are FDA’s requirements and recommendations regarding the use of security safeguards

for electronic systems deployed by regulated entities?

Ql1. AR BN EAT EEF VAT AIHNT X2V T 4 REROFHIZ OV T FDA i

fIZER - HER L TWETH?

Regulated entities must ensure that procedures and
processes are in place to safeguard the authenticity,
integrity and, when appropriate, confidentiality of
electronic records.* Logical and physical access
controls should be integral to electronic systems
used in clinical investigations to limit system access
to authorized users, particularly for systems that
provide access to multiple users or systems that are
accessed through networks.>® The selection and
application of access controls should be based on an
appropriately justified and documented risk
assessment to protect the authenticity, integrity, and

confidentiality of the data or information.' Part 11

Hier Skl L, EFismoBEEM, 17
VT 4. R OWBELTS U TR 2 (i
HI=ODOFNE - Fat APNHERICEmBS D
iéﬁb@ﬁﬂ@@%&w”ovx%A77
T AEFFA SN —FICHIRT 5728

B AR CEEH SN 5 F %/XTA(% @
BO2—FIT 72 AZRMET VAT LN
Iy NU—IRRITT 7 BEAESND VAT

L) IZBW R M O BRI 72T 78 A o
Vbu%wiﬁﬂkﬁgfk?&%fhé
N, TRy ha—)L [FEK) X, @#EY)

KEéMén\iéméht(?~&Xﬂ%
WOBENE - A 277V T 4 - BB %R

THEDD) YRITTHAA L MIHESNT
BIRL, AT _&ThDH 5, Part 11 OELF
TiE, 77&®RAary be— L a2RET 570
DOFFEDFTRITIEE L TR, T78A=
vhe—v FR) 12k, ZERBRE. 58
mua A CEREER, KO UL AR
2 (BEEEE, R BAE Y b Mg AK
YUE) DEENLD,

requirements do not specify any particular methods
for implementing access controls. Access controls
may include multifactor authentication, strong login
credentials, and/or biometrics®? (e.g., facial

recognition, fingerprints, voice prints, iris scans).

49 See §§ 11.10 and 11.30.

30 See §§ 11.10(d) and 11.30 (for requirements to limit system access to authorized individuals).

! Part 11 differentiates electronic systems as closed or open (§§ 11.10 and 11.30) and describes additional measures
that may be necessary for open systems. Because of changing technologies and the increased risk of cybersecurity
threats, a risk assessment should be conducted for all electronic systems for the selection and application of appropriate
security safeguards.

SUPart 11 TlE, VAT LR 70— A RVAT ANZIA—T AT A (§11.10 ZT§11.30) (ZXABIL
A =T VAT DML IR D THAIBMFRIZOWTIRHALTWS, 77/ nVofbe A —kF
2 VT A OBBEO) A7 OWRICEY , @Rt )7 4 (R#EREZ RN - @I 572012, $XTOE
VAT LKL TY R T EAA Y VR ERTHLEND D,

2 See § 11.3(b)(3).
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A record should be maintained of all clinical trial BT AT LT 7 BAT L TS
personnel who are authorized to access the 72T R CORKRBRA YL E Ok, KOT 7
electronic system as well as a description of their B AMEROFA 2 HEFFE BT D MLERH D,
access privileges. This record should include the ORI, =R BINSnE B, £
date when a user is added, the user’s access rights Da—FOT 7 & AR - FFrl. KOMER -
and permissions, and any changes to rights and I N2 TOEENEG ENDHHLE

permissions. These records should be accessible for | 238 5, ERILfEETE D HEEICEY) 2T 7
clinical investigators to ensure trial personnel have T AMERR A B ARRBR S F A 5 TE 5 8 H
been granted appropriate access and for inspection (2. £72FDA OELDT=DIZ, T H DR
by FDA (see Q8 and Q9). PkaT IV EATEL LI LTEBLILENRD
% (Q8 LR QY A&,

Individuals should work only under their own BENZ. BHOZ—VHLERAT—FK, X
usernames and passwords or other access controls XMoo T 78 Aa ha—/L FTORE
and should not share login information with others. (T RETHY, v/ AT HEODEHRE
Steps must be taken to prevent unauthorized access i —H L T RETIERV, VAT A

to the system.”> For example, individuals should SORET 7B AZ[ 1T 5720 O E %5
log out of the system when leaving their CRTHUT7R b0 3, Bl 203, 2 N3
workstations. An automatic logout of the system RKNOHEND L EIZV AT AT U b
may be appropriate for idle periods. The system TOMEDRD D, FEEZ L TOVRNEFIT A
should be designed to limit the number of login TLAMOHEIR ST Y N5 2 DY
attempts and to record unauthorized login attempts. Abdbd, VAT AZ, v s A TR A
Processes should be in place to detect, document, R L, NiEZRm 74 T aiisk T 589
report, and remedy security protocol breaches IZRET T OMERH D, RERITKD T LT
involving attempted and confirmed unauthorized RSN AIET 7 BEREOEX2 VT 471
access. A REEA R, SCER, 5. KOEE

THDDT AT HUENRD D,

Regulated entities should conduct a risk assessment | FfilxIGfEfkILY 27 7& A X > b & 5E
to determine appropriate procedures and controls to L, RERAXIZEEDODEIZLDT 7

secure records and data at rest and in transit to 2 &R TelT, frd e QR OFEsk -
prevent access by intervening or malicious parties. T X RET LR FIRE 2 hr—L
%ﬁ%ﬂi?é%‘gzﬁ 3?) ZDO

53 See § 11.10(d).
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Security safeguards (e.g., firewalls; antivirus, anti-
malware, and anti-spyware software) should be in
place and updated, as appropriate, to prevent, detect,
and remedy the effects of computer viruses;
replicating malware computer programs (i.e.,
worms); and other potentially harmful software
code on clinical investigation data, software, and
hardware. Other safeguards, such as encryption,
should be used to ensure confidentiality of the data.
In the case of security breaches to devices or
systems, regulated entities should address the
continued validity of the source data.>* Security
breaches that have been internally investigated and
confirmed as impacting the safety or privacy of
participants or the validity of source data should be

reported to the IRB and FDA in a timely manner.

X2 UT A IRi#ER Bl 77 AT U —

. TANVAFER, w2 TR, ASA
TxTRKY T N =T) EEAL, SHEIC
JIGLTHEHTHIET, avyEa—FUA)L
A, R~V 2T A Ca—4Ta s T N
(V=L & b)) FOBENICHEERY 7
Ny =7 a— RPRBRT — 40V 7 b7
RN— R =TI 52 5885 T8 - i -
BEETLVERD D, TOMDOEx2U T ¢
RER (b)) #RAL. 7 —% Ol
PEHBFEICTHLERGH D, T3 ATV
AT AT X2 VT A RENFELL
Srtr. Bl Gk L. T — & Oflkfery 7z
BRIWEARFERT D BN B D 5455, NEFHAE
WZED ., ZMEFOLRENIT T AN — KD
JRT — 2B RAET AR O H 5 F 2
U7 MRENHER SN HA1TE, EHIZIRB
KON FDA \ZHE T 2 LEN D 5,

Q12. What are FDA’s expectations for the use of audit trails by regulated entities?
Q12. FDA [3HM R SARRIC & 2 EEABF OB ONTED KSR LEZHF L THETHN?

Audit trails provide a means to verify the quality,
authenticity, and integrity of data, allowing
reconstruction of significant details about clinical
investigation conduct and source data collection.
Electronically generated, time-stamped audit trails,
in addition to other security measures, can also

capture information related to the creation,

EEAGENT, T2 OWE - BEEM - AT
7 VT 4 GRS FE AR L, BRI
D FEN & JRT — & OB T 2 EE 7R
EHBT 52 EEARRICT S, EHICAER
SNTHA LAY T E OB 2, il
DX VT4 HFREAGDEDHZ LT, &
ROERDVERL, 25T/ HIBRIZ BT~ 5 1 2 UYL

3 Note that this security functionality should be part of the validation process of the software.
¥ IZoEF2 VT AL, YT MU =T ORI T =g T aERATHANA—FTRETH D,

55 For the purposes of this guidance, source data means “all information in original records and certified copies of
original records of clinical findings, observations, or other activities in a clinical trial necessary for the reconstruction
and evaluation of the trial. Source data are contained in source documents (original records or certified copies).” See
ICH E6(R2).

5 RHA X AT, FE7—4) Lid. TEHRERBROBFHR LM LE,, BERRRICBTSTR. A
g, IXZDOMOIEEID A Y P FINFEEE A U D F VRGO S EEICE END T X TOIEREER
T35, BT —2%, FEE (U T AREIIMREEFEET) (CEFEN5, | ICHE6RDESHDZ &,
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modification, or deletion of electronic records.
Record changes must not obscure previously

recorded information. >

To ensure the trustworthiness and reliability of
electronic records, audit trails must capture
electronic record activities including all changes
made to the electronic record, the individuals
making the changes, and the date and time of the
changes®’ and should include the reasons for the
changes. Audit trails should be protected from

modification and from being disabled. Periodic

to ensure data quality, authenticity, and integrity.

on a risk assessment of the clinical investigation,

place.

%6 See §§ 11.10(e) and 11.30.

review of the audit trail may be helpful for sponsors

The decision to review audit trails should be based

considering the systems, procedures, and controls in

BT enTE D, REELTT HERU
ANCFLEk SN TV REHE L Tid b

VY 560

B RO IEME (trustworthiness) <P{FEFEME

LR D72, BEAGEBNIIXE FRidkic
KT HTIT AT 4 (EFREICIA BN

T _XTOEE, BREITo7EA, AHH
WF 7 &2 5de) MELEkS AL, AREOBH bk
SINRTUT RS0, BEAENIZE I
o0 EGLI NN K S RET D BN D
%, BEEIESEZEMNICLEa—F 52 L
. ARCY BT —XONE - EEM - A
TITVT 4 EREIITLHEOICHAHTHA
Do BRI Z L E 2 —F 5 E 5%, Bl
RO AT L, FIH, kO=ar ba—L %
BRI, SiZRRABRDO Y 27 71 A
AU b (FER) BB L CRET HLEND
Do

57 Ibid. See page 5, Section II1.A.3. Data Element Identifiers in the guidance for industry Electronic Source Data in

Clinical Investigations for additional information.
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All audit trail documentation on the creation,
modification, and deletion of electronic records
must be available for FDA inspection.®® A risk-
based approach should be applied for retaining
information on the individuals who accessed the
system and the times they did so. For example,
regulated entities should retain audit trail
information on individual system access for
electronic systems or files that contain unblinding
information to verify the authenticity and integrity

of the blind throughout the clinical investigation.

FDA recommends that the audit trail be retained in
a format that is searchable and sortable. If this is not
practical, audit trail files should be retained in a
static format (e.g., PDFs) and clearly correspond to
the respective data elements and/or records (see Q3
on certified copies). The information should be
complete and understandable with clear and concise
terms to describe the components of the audit trail.
Audit trail components must include (1) the date
and time the data element or information was
entered or modified (see Q14), (2) the individual
making the change (e.g., user ID and user role), and
(3) the old value and the new value.> The audit
trail should include the reason for the change if

applicable.

The 2003 part 11 guidance states that FDA intends
to exercise enforcement discretion with respect to

specific part 11 requirements, including but not

BB OIER, ZAE, KOHIERICET 28
BRSO T X TOLEEEHL, FDA DELIC
L TE LT LATE RSN 8 v
AT LT 7 EALTMENEZDT 7 & AR
GNCEAT DIEREIRETD2ME D NT VR
JR—=AT T —F|IZL D RETRETH

5. BlxIX, ERRBRAAEEZE L CTEROE
EMEEA T 7T 4 AR D720, #
il Sk X E MR A R OB T AT
LDINL T 7 AN~ &2 DY AT LT 78 A
BT D EAGEMER A RE T RXETh D,

FDA (%, BEAREWI & sk vl Hen~> Y — b AlEE
A CTHRETDZ EEHEL VD, Zh
DELENTRWGEIE, A Y 7 A4 V&
#7200 (PDF %) & LTIRE L. £h T
NOT—HEHRRD (L) FoeRIZ PRI
JIESELMEND D PRFEFTEEFIZB L T
XQ3 #2M) , (EEATEEF) fdux, BA
AL O R B S & IR O R e S T
L. BENPDEM LTV EDLETRETH
D, BRI ORRERIZIZ, (1) 7—F %
FROMHRDBAS IEFE SN HEE (Q14 =
) . Q) BEEITSEEAN (2—F DX
a—HFr—5E) | (3) HUVMEROE LVMVE
EEDIRTIUIR 20 Y, 4T 55,
AN I AT OB A2 S 05 LEND
Do

2003 4 part 11 HA Z 2 AIZBWT, FDA I,
A 2 —F THERSNIZEA LA T E
DREAFERRE DU < DD part 11 BAFIZBI LT

8 Audit trail documentation must be retained for a period at least as long as the period required for the subject
electronic records and must be available for FDA review and copying (see §§ 11.10(e) and 11.30).

S EEAFEBA SCEE RN, IRERDIEFEHIROONDIHM EF UELL ERE S, FDAICL S L
B o — KON B8 Al REZR IR BB IR 72 TR T AT 22 B 720 (8§ 11.10(e) KON 11.30 2 B HR),

% See § 11.10(e).
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limited to computer-generated, time-stamped audit | BFUTZ L ET L BRI H H & ab~7- 023 i H
trails.®® Persons must still comply with all S5 T RTO predicate rules (ZIFEKARE LT
applicable predicate rules. Even where there are no | {372 17 #U1X72 572\, predicate rule (Z3CE(b
predicate rule requirements related to BT 2 BN NWVGETHH-TH, EiL
documentation, it is nonetheless important to have | SkDOIFIRMEEHME A MR T D 72012, BEARE

audit trails or other physical, logical, or procedural
security measures in place to ensure the
trustworthiness and reliability of the electronic
records (see Q11). FDA recommends basing a
decision regarding whether to apply audit trails or
other appropriate measures on the need to comply
with predicate rule requirements, a justified and
documented risk assessment, and a determination of

the potential effect on record integrity.

B, SOOI OWEERY, FREEAY . SUTFIRIC X
X2 VT A HFRERTLHDZENEETHD
(Q11 ZMR) , FDA IZ. AR XX oY)
RIGRZBAT 2008 9 hOPRiExE L FIZED
WTITH 2L aHER L T D,

predicate rule O EMFIZIHE G 3 5 LB

ES L= SN2 A7 TR A A
PN 36}

RERDA T T T 4 ~DOITER 7R
D7

Q13. Should an audit trail record every key stroke?
Q13. BEEFBFC TR TOF—X bu—7 ZRETOILERDH Y £32°

It is not necessary to record every key stroke in an
audit trail. However, the audit trail should record
deliberate actions that a user takes to create, modify,
or delete electronic records (e.g., save or submit).
Any edits to completed fields should be captured in
the audit trail. If an edit check exists for submitted
data and prompts the user to make a correction, the
audit trail should include the original response, the
fact that the edit check prompted a correction, and

any change made in response.

BEARERNC T R COF—RA ha—7 Z5tdkd
LRI, 2L, 22— RERIIZE
TRiEk A VER AR AR o7 7 2 a v

(B - PRI SUTEE) 1 AEWRMZ FOg% T
REThHD, WAFHT 4 —/v ROFEILT
RTINS SO NEN D 5, et
ENET =X L TCE=T 4y =yl %
TV, 2 —VFIEEZRTHA. BAN
X, AV OFLDINE, RETF =y 7IZko
TEEMEINIZE W) FE KOS
CTITONTEEENEENDLMNEND D,

60 See page 6 of the 2003 part 11 guidance.
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Q14. What controls should be in place to ensure that the electronic system’s date and time are

correct?
Q14 BYF VAT LADOBMRELZINE L X ZHEEICTHEDIZ, EDXS BRary tue—nzF
ETITM?

Controls should be in place to ensure that the

T D~

VAT LD RAMELOEL S EHEEICT S

system’s date and time are correct, and individuals WO hr—)LEEIT, VAT ADBRX

with system administrator roles should be notified if | (ZFFZDO X L3 Sz AICIE, VAT
a system date or time discrepancy is detected. The LEBE OB 2 R o %D’J‘ % WaBLI
ability to change the date or time should be limited bD. A UTRZ AR 2 HERRIZ

to authorized individuals with system administrator | 7 AEFRE OEE| 2R, a3z ﬂEU\

HIRS 2 HER DV . B IR DA
TANTRREISIETBEND D,

roles, and any changes to date or time should be

documented.

For electronic systems used in clinical
investigations that span different time zones, the
sponsor should indicate the time zone that
corresponds to the date and time stamp or indicate

that times are recorded as Greenwich Mean Time

BIp DB A LY — N E T2 D G ARRER CfE
HENDE TV AT LO%E, AR HILH
MIFA D H A DAL TNEDE A D —
XS D D0 E R UTREER 7Y =
VHEUERF (GMT) & LTtk Tnp 2 &

(GMT). BT LER B B,
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Q15. What are the requirements and recommendations regarding training of individuals who use

electronic systems in clinical investigations?

Q15. [RRARCTEF VAT 22T HBAITK D P L—=2 FIZOWNTRER - #RSh

TVETH?

Anyone who develops, maintains, or uses electronic
systems subject to part 11 must have the education,
training, and experience necessary to perform their
assigned tasks.®! Relevant training should be
provided to individuals regarding the electronic
systems they will use during the clinical
investigation. Training should be conducted before
an individual uses the system, during the study as
needed, and when changes are made to the
electronic system that impact the user. Training
should cover processes and procedures to access the
system, to complete clinical investigation
documentation, and to detect and report incorrect
data. Training should be documented. Current
training materials should also be available for
reference to clinical trial personnel and participants
during the clinical investigation. See Q8 and Q9 for
more information on retention of training

documentation.

Part 11 OXG L7 DT AT NEB%/HE
FEE MEHT &1, oY Tohnizs
7 RATT DI DICHEREE - hL—=V
7 B Ao TR U e 5720 01 i
KRBT 5BV AT AICONT, i
72 F b —= 7 2K EANTK LTRSS
VBEND D, bL—=271F, AR RT
LT D0, (LEIRE) PR AR 5 i
2. MOVETF VAT DMZa—WITBer 5 2
HEIREEND T & FTFEMT HMENR
Hb, LTIZOWTH hL—=2 79 508
N5,

VAT ARIT VR AT AT R - FE
BB DO L EE R A SER S L 7 ek
A - FIE
RNIERERT —Z 2L, ®ET 571
2 - FE

N—= U ZIECE LT D HER D D, IR
AR, B R OBIE OSBRI
RO —= 78R EAFTEDL LI
THMNENRD D, FL—= 7 CEEEOR
IR DA OV TIL Q8 KR Q9 B
DIk,

61 See § 11.10(i).
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Q16. Does FDA provide preliminary evaluations of electronic systems to be used in a clinical

investigation to determine whether they comply with part 11 requirements?

Q16.FDA %, BEERRBRCHERAINDIBF TV RAT L0 part 11 OBHIZHEHLL TWE0E D 2 EH]

W 57D DTFREEEZRIE L THETD?

No. FDA does not perform preliminary evaluations
of electronic systems (e.g., EDC system, electronic
clinical trial management system) to determine
whether they comply with part 11 requirements.
These systems will be evaluated during an

inspection.

==

No, FDA (%, &3 A5 L (EDC ¥ AT
2, eCTMS %) 798 part 11 OB ZYERL L C
WDHE D DRI 572D O Pl E AT
STV, ZHS5DY AT AL, B
BEIND,

C.

C. BHEHRr—EXFa ", RN —E R

Information Technology Service Providers and Services

Regulated entities can contract with IT service
providers for IT services in a clinical investigation
(e.g., data hosting, cloud computing software,
platform and infrastructure services). Regulated
entities are responsible for ensuring that electronic
records meet applicable part 11 requirements. When
determining the suitability of the IT service and IT
service provider, regulated entities should consider
the following regarding the IT service provider’s
ability to ensure the authenticity, integrity, and
confidentiality of clinical investigation records and

data:

HUH R SRR X, BRRRBRICB T 5 ITH—b
AT —=EHRAT 47, 77T Raryta—
TATIT =T TTy M TF—b A
VI TARNT I F P —ERE) [ZTONWTIT

P—E AT a NS FLRETH LN TED,
e S iakI L, E-RCEk2S part 11 OB S

NDBEMZEWT-T 2 L HEEICTHEEND

5, ITH—EAKWNIT h—E AT a1 XD
W)X 2T S B, BRRRBR O - T —
DOEIEME (authenticity), 1 7 27V 7 ¢ RO
MR MERIZT A7, BUHIR SR 1T

P—ER T BN FOREINCDWTIRD S5 E
BT O0ERD D,
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Policies the IT service provider has in place to
allow the regulated entity to perform oversight
of the clinical investigation activities provided
by the IT service provider

Processes and procedures the IT service
provider has in place for validation of specific
IT services to be used in the clinical
investigation (see Q7)

Ability of the IT service provider to generate
accurate and complete copies of records and
to provide access to data for as long as the
records are required to be retained by

applicable regulations (see Q5)%?

B SRS IT P —E A7 a4 XD
AT 2R T 77 0 €T 4 R
THZELEHTD AT —EA7 A
A EWFTTND) KUY —

BRRBR CRE SN D IT h—E 2D Y
TF—var Q1) ITETL AT ¥ —
EAT 0L ERRITTND) T et
A - FlE

IT —E X7 m A ZH Foeka EfED
DR A —2ARNT DEE ). KO
AENHHHENC LV BHMST LT D
FLERR T HIRIC s CT— %~ T 7
AR 20T (Q5 M) @ (&F
T 50 )

62 See, e.g., §§ 56.115(b), 312.57, 312.62, 511.1(b)(7)(ii), 511.1(b)(8)(i), and 812.140(d).
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Processes and procedures the IT service
provider has for data migration, data backup,
recovery, contingency plans, and retaining
records and making them available for FDA
inspection for as long as the records are
required to be retained by applicable
regulations (see Q5)%*

Access controls used by the IT service
provider for specific IT services used in the
clinical investigation, including SOPs for
granting and revoking access (see Q11)
Ability to provide secure, computer-
generated, time-stamped audit trails of users’
actions and changes to data (see Q12)
Ability to secure and protect the
confidentiality of data at rest and in transit (as
appropriate for the content and nature of the
record)

Processes and procedures the IT service
provider has in place related to electronic
signature controls (see section IIL.E of this
guidance)

Relevant experience of the IT service provider

T—EBAT, N T w7 UhNY
BRI IS F A K OV F AT RE 7 B LT
X0 BEMT STV 5 AR
bl o TRlskaRE L FDA A22REIC IRk
THZEIZHOWTH ITH—ExF
A ZNEITFTTND) Fatx - FEH (Q5
) 6

BER BB CEA T2 IT —E A 2BV T
ITY—ERATaSZREHTL7 7k
Aav ha—)v (777 ADOFFR] KOHEL
DIHL D SOP Z&Te)  (Ql1 &)
2—YDT 7T a R T — X ERIZON
T, BRle, aryEa—ZERISni:,
B A DAL TN E OB & SRk
LHES] (Q12 &)

(FEERDO N E MRS U C) ARHREE &
MBIERFDT — & OB Z el L, R
T DR

EFBL O ha— BT 5 IT
— BT R AL ERRITTND) Tk
2« FllE (KHA X AD ILE EHR)
ITY—ERXTa A X0 (BEEEOH
%) #RER

 Tbid.
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Q17. What should regulated entities include in agreements with IT service providers?

Q17. HAIRBHEMBRIL. ITH —ER oL F =L DB ED L IR L EZED DX TTN?

FDA recommends that regulated entities have a
written agreement (e.g., a master service agreement
with an associated service level agreement or
quality agreement) with IT service providers that
describes how the IT services will meet the
regulated entities’ requirements. Before entering
into an agreement, the regulated entity should
evaluate and select IT services based on the IT
service provider’s ability to provide data integrity
and data security safeguards (described in the
bulleted list in section III.C of this guidance) that
are relevant to the IT service being provided. The
agreements should address services that provide
data integrity and data security safeguards, such as
participant confidentiality, data reliability, and
adherence to applicable regulatory requirements.
This should include, but not be limited to, the

following:

The scope of the work and IT service being
provided.

The roles and responsibilities of the regulated
entity and the IT service provider, including
those related to quality management. Sponsor:
are responsible for any regulatory obligations
related to the clinical investigation not
specifically and lawfully transferred to and
assumed by an IT service provider.®*

A plan that ensures the sponsor will have
access to data throughout the regulatory

retention period.

FDA (X, Bl Gk 2s IT h— XA 7 a3 g
ZLEmMLHEN B HETLIY—ERA L
AR AT ER O 2 G~ A X —)—E R
LK) AfERE L, IT H— BRI L0 Bilxs
FREDENZ ED X DIl T ONEEDTE
T EARHLET 2, BUHIRTGHRRRIL, B A
W AENC, ITH—vxTaxfZ0) F
—HZALTITVT A ROT—F X2 VT 11}
HER ATA X ANMCEDOESGEZ Y A L
B HRHETHENCESHNTITH—E R
AHEEL, BIRL TEBMNERDH D, EHEIC
X, (SINEoEME, T—2 OfEENE, KO
S D BHEEOMESFED) T—2 A T
TUVT 4 T —28x 2 VT 1 RERZ R
LY —ERAEREVIALMEN DD, ZIUTIELL
THREENDN, TIURESINLD DO TR
|

RSN DIEERRIT H—EAD AT —
-

B Sk & 1T h—E A7 a4 X0
T & EE (WEERICEET 2 0%
ETe) o ARVIE, BRI B
LB EOEFEDO I L, ITF—E A7 "
A ZIHAEP O BIERICBE ST
2N XTBIEZIT B THRNT T
DEBIZONWTELEHA D 4

Bl (CESREND) RAMMAERICH
T TCARUYNT =T 7 EATE

5 T & aERITT DR

64 See § 312.52.
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Q18. What should regulated entities have available to demonstrate that the IT services are
performed in accordance with FDA’s regulatory requirements?

QI8.IT H—E A FDA OFHBIE I > TEITEINTND Z L FFEHT B 720121k, HHlxtg

BRI Z AR L TR RERETLE I N?

Regulated entities that outsource IT services should
make the following available for FDA upon request:
e Any agreements that define the sponsor’s
expectations of the IT service provider
e Documentation of quality management
activities related to the IT service, including
documentation of the regulated entity’s
oversight of IT services throughout the

conduct of the trial

IT $— A& ZFtd D HlxSMfkiL. FDA ©

FRITIS U T T 22T 2 MER B 5,

o ARUYDITH—E R T o ZIHH
THZEEERLIZTRTOHEY

o ITH—EXIZEET L MEFHETOR
Fk, AR FRIER O FE I 72 o THIH]
KGN IT Y — R Uitk a
e,

Q19. Would FDA inspect or investigate IT service providers in a clinical investigation?

Q19. FDA REBERBRIZBWTIT Y —ERXTu M FE2EE HELEITN?

FDA may inspect IT service providers who have
assumed regulatory responsibilities as described, for
example, in § 312.52 or other relevant provisions.
FDA may also conduct focused inspections of IT
service providers to ensure the accuracy and
reliability of trial records; for example, when there
are concerns regarding the integrity of trial data,
regardless of whether there has been a transfer of
regulatory obligations.® In all cases, the sponsor
should have access to all study-related records
maintained by IT service providers because those
records may be reviewed during a sponsor

inspection. %

FDA 1%, §312.52 XIE# O BEHLE I HLE
SNTWDL LI, Bl LFoBFEZzA->THD
IT P —E AT a A HEBETLHEERH
%, FDA %, HifIFEBOBE OAF EICRER
<. BIZIERBT — 2 DA T 7 VT 4 (BT
DIREDN B DG, REBRELER O IEMENE & (S
EHERT D202, ITH—E AT m A X
% UCBRER (focused) 72824 Fhid 25 = &
LD S, WTNOBEL, AR EEES
LRI NG OfERE L E 2 —F D AlREMEN B
H728, ARCHIIIT H—E AT a3 A F|T
Lo THEFFE B SN TV DT _RC OB AR R BRES
HELERIZT 7 B ATE D L9 IC L T LEN
&% o,

5 See section 704(a)(5) of the FD&C Act (21 U.S.C. 374(a)(5)), which was added by section 3612 of the Food and
Drug Omnibus Reform Act of 2022 (Public Law 117-328, 136 Stat. 5869-71).

% See, e.g., § 312.57 for specific requirements related to recordkeeping and record retention for studies conducted
under an IND.

66 IND (250 CHM X A 5 B BR 0O Reds B K OVRRaR R (2 B3 5 BARMY 2 B lc W T, § 312.57
FeZRoZ L,
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D. Digital Health Technologies
D. FIYZN~VREMN

For the purposes of this guidance, a DHT is a
system that uses computing platforms, connectivity,
software, and/or sensors for health care and related
uses. DHTs for remote data acquisition in clinical
investigations can include hardware and/or software
to perform one or more functions. DHTs may rely
on or work with other technologies that support
their operation, such as general-purpose computing
platforms (e.g., smartphones) and communication
networks. Examples of DHTs include wearable
sensors, environmental sensors, or mobile
applications to measure clinical events or
characteristics. Regulated entities can use DHTSs to
record and transmit data during a clinical
investigation. The recommendations in this section
apply to DHTs used in a clinical investigation,
whether the sponsor provides the DHT or the
participants use their own DHTs and/or other

technologies.

The guidance for industry, investigators, and other
stakeholders Digital Health Technologies for
Remote Data Acquisition in Clinical Investigations
provides recommendations for sponsors,
investigators, and other stakeholders on the use of
DHTs for remote data acquisition from participants
in clinical investigations that evaluate medical
products. The guidance provides recommendations
for ensuring that a DHT is fit for purpose, which
involves considerations of both the DHT’s form

(i.e., design) and function(s) (i.e., distinct

KA X AT, DHT L1, ~V A7 70/
T LHBOZOIZ, avCa—T 4077
v N7 r—A, B, Y7 hveT RO (X
1) B —FE2 T LA TATHL LT
%, WERBEBRIZBIT D) E— T — X BEHD
DHT |21%, — 2L EOES FATT 51— R
v, RO (L) VT R TREEND
BENH 5, DHT Xz v Ea—F 1 v
7Ty R T —h (Av— T+ UE) RWE
Xy NT—2% ZOMELYR— 5o
T a IKFELZY, LY T 555
N, DHTOBIE LTCiE, V=777t
= BREER U — UTERR A R R ROKF
PWERESTDENRANT TV r— g i En
2T oD, Hilr gk, RSB H
IZDHT i L CTF—# &5tk L, (5575
ZEINTED, ZOETRTHEREER L, K
RER TR X5 DHT, KOV (LX) Zofth
DA (AR BT L5E L HUT, &
MEREZObDZENT 256 6H D) 12
Hahs,

-
—

Guidance for industry, investigators, and other
stakeholders [Digital Health Technologies for
Remote Data Acquisition in Clinical
Investigations| 1%, EFHE % AT 5 MR EER
TDHT #fEH L TSIENB Y E— T —X
WHET DB DAR Y REBERTEE. &
O Do B T T HELEFIH 2 4248 L Tu
Do AHA KX ATIE, DHT 8 HRYIZHE G L
TWD Z & R D720 OHELERIED IR S
NTHY ., ZAUTIEDHT O GrEH) &
HE (FRRFRERIZ I T 2R ARY) O 0%
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purpose(s) within an investigation). The guidance
discusses, among other things, selection of DHT's
that are suitable for use in clinical investigations;
verification, validation, and usability evaluations of
DHTs;¢” use of DHTS to collect data for trial
endpoints; training for trial personnel and trial
participants on using DHTs according to the
protocol; and identification and management of
risks associated with the use of DHTs during

clinical investigations.

The principles previously discussed in sections I1I.A
through C of this guidance regarding electronic
systems are applicable when DHTs are used to
record data in a clinical investigation. In addition,

the following questions and answers discuss

BREEND, HA X AT T OHEIEE 23

L5,

o [RIREBRICHE L7 DHT D&

e DHT Ok, NV T —vay, KOz —
P U T FAM 7,

o [HHERBROTY FRA v FOF—F Ik
D 7= ® DHT D

o HBRBIRE K ORRBBINE IZxrd 57 1
ka2 e~ 7= DHT OfFEFICEET 5 L

—=7
o HEH O DHT OFEHICEET LY 27 D
e -

BT VAT AL TARTA X A TLA FE~
C = CTaitll LR A%, DHT ZfEH] L CRRIR
R CTT —F 2T LA ICEH IS, &
BT, LLTFO Q&A Tk, KRBT 2

DHT 726 D7 — Z IEIZBAT % part 11 HEHLIZ

specific considerations regarding part 11 B4 5 BARI e B EFHHIZOWTHIT 5,
compliance for data collection from DHTSs in a

clinical investigation.

7 As in the guidance for industry, investigators, and other stakeholders Digital Health Technologies for Remote Data
Acquisition in Clinical Investigations, the terms verification and validation as used in this guidance are not intended to
be synonymous with these terms as defined for the purposes of quality management system obligations for devices
under 21 CFR part 820 or the terms software-verification and validation as described in the guidance for industry and
FDA staff General Principles of Sofiware Validation (January 2002).
7 Guidance for industry, investigators, and other stakeholders [Digital Health Technologies for Remote Data
Acquisition in Clinical Investigations] & [RARIZ, KT A X ATHEAINTWD Tverification] K&
lvalidation) &\ ™9 FFEIX. 21 CFR part 820 (ZFE S5 TNA ADFWEEH I AT LAREDO B TERINT
W5 HRE. XUZ guidance for industry and FDA staff [ General Principles of Software Validation (200241 H) |
T SN TNV D [software verification| O Tvalidation] &> 5 HFE L FIFE TRV,
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Q20. When using DHTs to record data from participants in clinical investigations, how do sponsors

identify the data originator?

Q20. DHT 2 H L CTRERSME D DT —F Z5EH T 5B A, AR V1 data originator % £ D

I ETNIEEWNTL X 90 °

As part of an audit trail, each electronic data
element should be associated with an authorized
data originator®. The data originator may be a
person, a computer system, a DHT, or an EHR that
is authorized to enter, change, or transmit data

elements via a secure data transfer protocol.®’

If a participant manually enters data into the DHT
(e.g., when using an electronic patient-reported
outcome mobile application or when performing a
task-based measure, such as a cognitive test), the
participant should be identified as the data
originator. In cases where another individual (e.g.,
clinical trial personnel, health care provider, parent,
or other caregiver) enters data on behalf of the
participant, the individual entering the data should
be identified as the data originator, and the reason
that the participant is not the data originator should

be documented.

If a DHT, such as an activity tracker or a glucose

sensor, transmits data automatically to the durable

8 For the purposes of this guidance, data originator means “each data element is associated with an origination type

AR O T, ZhENDOEFT — X EHR
L. FFA S 4172 data originator (2 BEEIfH T B4
TWAHMEDRH D 8, data originator X, A, =
YEa—4 AT A DHT, XL EHR TH
V. BERRT—HEET 0 ALz LTT—
FEBRENTER Mok T D5 TR SN
HETHD O,

BINED (ePRO DENANT TV ZHH LT~
D, BT A NEDHZ R 7 X—ZOWE % Eh
L72Y L) DHTIZT—%# & F AT 25
. T ORERZ NG )Y data originator & 725,
AOMEA GBS E EREAE 8 2o
fONHEEE) PRBRSINE IRb>TTF—4
B ANNTLH5E, T2 AN LI AN % data
originator & L. &1} data originator & 72
TORWEH 2R 2 MERH D,

TI7TA4ET A b T v h—XFT Vva—Rk
H—%D DHT 3, ARSI ATHZ LR LICH

that identifies the source of its capture in the eCRF. This could be a person, a computer system, a device, or an

instrument that is authorized to enter, change, or transmit data elements into the eCRF (also sometimes known as an

author).” See the guidance for industry Electronic Source Data in Clinical Investigations.

8 KA X ATIX, data originator & 1%,

47 — 2 B3RS, eCRF TORUGIL &+ 255755 A 7

-
—

BhEfHT 5N TWD Z 2B T 5, ZiUE, eCRFICT — X R A2 AT/ ER MREDFTFAI I TS A
M/ a2 Ca—R AT LS TAA ARSI THD (ERRE & IEEN %) . | Guidance for industry
[ Electronic Source Data in Clinical Investigations| Z=ZMRD T &

' See page 3, Section III.A.1. Electronic Source Data Origination in the guidance for industry Electronic Source Data

in Clinical Investigations for additional information.

0 FEMIZ DU TIE, guidance for industry [Electronic Source Data in Clinical Investigations| @ p.3, 1ILA.1 &

[ TET— 2 DR EBROC L,
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electronic data repository without any human
intervention, the DHT should be identified as the
data originator. In these cases, a data element
identifier’® should be created that automatically
identifies the DHT as the originator of the data
element. This and other information associated with
a data element, such as the date and time the data
are recorded and the unique identifier of the
participant to whom it applies, are considered part
of the DHT metadata and should be recorded in the

durable electronic data repository.

In some cases, data from DHTSs are obtained in the
course of medical care and entered manually or
automatically into an EHR. The EHR data can, in
turn, under appropriate circumstances be used in a
clinical investigation and entered into the EDC
system. In this situation, identifying the EHR as the
data originator is sufficient because sponsors are not
expected to ascertain the details about all of the
users and DHTs that contribute information to the

patient’s EHR.

The sponsor should develop and maintain a list of
authorized data originators, which should be
available during an FDA inspection. When
identification of data originators relies on unique
codes, usernames, and passwords, access controls
should be employed to ensure the security,

authenticity, and integrity of the authorized

T — X ZKNEF 7T — 2 UARY FUIC
{51579 541X, DHT 7° data originator & 73
Do TDOXH YA, EDDHT 87 — 2 Bk
® data originator (272> T\ 5 D)% HBAYIC
kBT D T DIT T — & BSEERAIT- (data element
identifier)® Z LT DN H D, T DIFHRMK
U7 — 2 BRI 5 2 ohofFa (57—
DELER SN AR, BT 2 3N D =—
7 70 F5) X DHT A ¥ 7 — 2 D—f& R
REA, KFRE ST — X U ARY MU IZEER L
TEILEND D,

DHT 726 D7 — & WNEEIT 2 O CHUS &
. FEIXIXHENT EHR IC A SNH AN
HbH, ZOLH 7 EHR 7T —X %, Y72k
T, BB L, EDC ¥ A7 AIZA
T ENTED, ZOHEITEHR % data
originator & 57217 CTHThHhbH, LW HD
AR, BEO EHRIEHOE & &7
%9 _XTCOFHE KO DHT OFEA % 5 2
ZERHIFF SN TV RN TH D,

AR YIE, FFA S 472 data originator O U A
MR L, HERFEELL . FDA AAEEIHITH
ATELL2ICLTELEDRH D, data
originator Z &A% 7281
K, 2—¥4, KORRAU— REFEHT 55
I, 77t Rar br—nZ kY sz
(2—H%D] 2—FHLART—FDEF=a)

loa=—r7pa—

0 For the purposes of this guidance, data element identifier means “information associated with a data element that
includes the origin of the data element, the date and time of entry, and the identification number of the study subject to
whom the data element applies. Once set by the computerized system, this value should not be alterable in any way.”
See the guidance for industry Electronic Source Data in Clinical Investigations.
ORI AF AT, T FEEMNA L, [T ERICEEM T bl (52 ERORE, A
7'7 A, ROT —Z RN SN D888 OF 52 El) 2BWRT 5, ZOfE, arta—2v %
DI E S T—ERESNIE, WPRDFTETOERETERNIEIIZTETHD, | Guidance for
industry [ Electronic Source Data in Clinical Investigations| &=ZB DT &,
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usernames and passwords (see Q21).7! When
fingerprints or other biometrics are used by data
originators in place of username and password
combinations, controls should be designed to ensure
that the biometrics cannot be used by anyone other

than the data originator (see Q27).7?

T4 BN AT VT 4 BREFRICT D
ERH D (Q21 Z5MR) O,
~$@kNXU~F®ﬁﬁAbﬁ®ﬁb@K%

EOERRIEEZMEN T 256, RGN
data originator LASFOFEIZ B S 2 &
EHEFEICTHIZDDa Ly ha— L EHREHT DM
TR D (Q7 &) 72,

data originator 731

Q21. How should data attribution be ensured when DHTSs are used to record and transmit data in

clinical investigations?

Q21. BEEERABRIZ
TAZIEITHIEINTL L 9 0?

BWTDHT 2L CTF—4% &5t - ET 256

Sponsors should ensure that data obtained using
DHTs are correctly attributed to the data originator.
Approaches may include the use of access controls,
participant education, and data monitoring. Data
attribution concerns should be addressed during
clinical trial protocol development and at the time

of DHT selection.

DHTs should be designed to prevent unauthorized
changes to the data stored on the DHT. Access
controls (e.g., personal identification numbers,
biometrics, multi-factor authentication) should be in

place for a mobile application that relies on user

AR L, DHT 2 L T s h e 7 —
% 73 data originator [ZIE L <JFBL TW\WHZ &
EHERIZTOMEN DD, TDOIDDOIEL L
Tix, 77kRa2r be—1LOFH, SNMED
BE, THAE=L Y TERNDD, T—HD
IHFEMEICBI T ARSI W TiE, e ha )k
FCH &% O DHT BB ERHI L L TR < BN B
D,

DHT IZRF SN TWAT —F ~DRIERE T
ZBi1Ed % X 912 DHT Z %t 2 MR H
e =T —FEANNSHELENANT T
Vor—TarTlid, 77k8Aar bae— (A
NFBIR B, ENRTERE, SEERIS) 2

v T—EDRBEEEREEIC

71 See § 11.10(d) and (g) and § 11.30 (for additional information related to the requirements to limit system access to
authorized individuals and the use of authority checks to ensure that only authorized individuals can access and use the
system).

(AT LADT 7 A TR SITENICHIR T D 720 DB, ROFF AT SHTEAND IR AT LI
TI7RALTHMATE 522 L 2MERICTT DD OMRT = v 7 O HIZET 2 BMHFHRIZOWTIR) §
11.10(d), (g). XU§11.30 xS5O &,

2 See § 11.200(b) (for additional information related to the rule regarding electronic signatures based upon biometrics).
See page 3, Section III.A.1. Electronic Source Data Origination in the guidance for industry Electronic Source Data in
Clinical Investigations for additional information.
2 (ERREREIC S S EAFBA ST 2 BHINC
IZ2ONWTIE, guldance for industry [Electronic Source Data in Clinical Investigations| p. 3.
Source Data Origination| #ZM D &,

é%%g HASt X&E 42

RE9- 2 BIITEERIC OV TIR) § 11.2000b) 2D = &, FEH
MLA.1 # T[Electronic
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entry of data to ensure that entries come from the
participants, clinical trial personnel, or other
individuals authorized to enter the data (e.g., health
care providers, parents, or other caregivers).”
Clinical trial personnel, participants, and other
individuals should use their own usernames and
passwords and not share them with others or use

access controls belonging to others.

For certain DHTs (e.g., wearable sensors), access
controls may be difficult to implement. Sponsors
should consider how they will address user
authentication and data attribution for these DHTs,
particularly when the data collected from such
DHTs will be used to support a clinical
investigation endpoint. The clinical investigator
should discuss the appropriate use of such DHTs
with participants. Participants should be instructed
that only they should wear or use such DHTs. This
discussion should be documented in the clinical

investigation records.

g AR, BINE, REBREYE, I —H
AN ZFFr SN2 OMOMEAN (B
Bl TOMONEEE) OO BHEICL Db OO0
AR DN DD B, MRS E, S

#F. KOZOMOFEANIL, BoHHO2—Y4
ENAT=REHTRETHY, TbZfh
FLIFLEZY, EOT 7R3 fa—L
ZAE AT _E TIER Y,

¥¥ED DHT (V =7 7 7 vk ¥ —5) Tl
TrEZa hr— L OFEERE LR E N H
5, BCHEERBROT RARA V FE2YR— b
THEDIZZIDE S 7 DHT MO IUES =T
— 2 &I 556, ARCHEIRALD
DHT O — ¥R L 7 —Z Btz o\ &
DI NS D0 ZE T 20BN B L, R
BRI A 1L, 2 X 5 72 DHT Ot 22
FIZOWTESMELFHELE O RNERHDH, ZO
& 972 DHT IZARANDH DG H A3~ &
ThHZEEDMFITH L THERT 20 ENH
5o ZORELAWVICOW TGS ST
HWEN DD,

Q22. What should be considered during the transfer of the data from a DHT to the durable

electronic data repository?

Q22. 5 —# % DHT D»bABHBEFT —F VRY ) ~NGEET I ME2EZEETIXITLL Y

H>?

Data recorded by a DHT and any relevant
associated metadata should be transmitted by a

validated process to a durable electronic data

DHT [ LV itdk ST — X LT 5 2 ¥
F—HT. HOEL LD AR YNEDT-ZHHEIZ
WrT, NI TF— R MEADT BERITI-THK

73 See § 11.10(d) and (g) and § 11.30 (for additional information related to the requirements to limit system access to
authorized individuals and the use of authority checks to ensure that only authorized individuals can access and use the

system).

B (VAT LA~DT 72 AT SN ANSHIRT 5720 OB R OFFA SIVIZAENDBD > AT LI

TI7EALTHHTELLDICTH7DDOMHERT = v 7 O HIZEET 2:800FHRIZ OV TIE)  § 11.10(d).
(g). MU 1130 ROz L,
w1
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repository according to the sponsor’s pre-specified
plan. Transmission should occur
contemporaneously or as soon as possible after data
are recorded. The date and time the data are
transferred from the DHT to the electronic data
repository should be included in the audit trail. Data
stored in a durable electronic data repository can be
moved to a different durable electronic data

repository using a validated process.

BHE T — 2 VARY NV IBET D LERD
Do REIL, T RREERSNTDER, UTE
AR S VTN R KBRS HNTAT O ENR B D,
?H&ﬁDHnmaﬁ%T X VARY b VITHR

EENTC AR Z RGN G O 2 LERH D,
KEHIETT — X VARY NV IRFES T —
HiZ, N T — R EFEHLOTrRERIZL ST, B
DXFGEHETT—Z VAT NV ICBETH 2 L
MTX D,

Q23. For inspection purposes, what is the location of the source data recorded by a DHT?

Q23. EEDERPD, DHT IZX VREINTZRT—F ORI

[Z7RD Eg?

FDA does not intend to inspect individual DHTs for
source data verification. For inspection purposes,
electronic source data are considered to be located
in the durable electronic data repository (e.g., EDC
system, clinical investigation site database, cloud-
based digital platform) into which the data
(including all metadata) recorded by the DHT are
transmitted via direct, uninterruptable, and secure
connection according to the sponsor’s pre-specified
plan (including the information security plan). See
Q8 for the information that may be reviewed during
an inspection regarding the validated data transfer
process. FDA may verify the data the sponsor
submits in support of an application or submission
against the electronic source data during an

inspection.’*

FDA |3V — AT =2 XY 7 4 lr— 9 »Diz
DI % D DHT Z#Fi~52% Vi3, A%
OBRTE AL, 7 —#1X, DHTIZ LV it
BENTZT—4 (TRTCOAZT—Z &ETr)
B, HHDPUDAR N EDFHE (Tt
o VT o FHEEET) IS T, EEEIC, P
WrEihsd Z & DRWERREER T L TRES

NI SeOXfEE 7 —42 VAT Y (EDC

VAT A, RRFIMSEH T —FX—RA, 7T
RR—ZADTHNT T v N7 4 — L5 1T
ETsEEFZExN5, NV T—hSNeT—H
fRE7T o AL T, BERETLE2—x% &
RO EDERICONVTIZIQ8s 2D Z L,

FDA (. &Z£HIC, HEEIIRHBFHOEN
JELTARCYRRBHLET =% %, EFIR
T—H LG L THRET 2560305 7,

7+ See § 11.10(b). For more information on the protection and retention of DHT-recorded data, see section IV.G of the
guidance for industry Digital Health Technologies for Remote Data Acquisition in Clinical Investigations.
*§11.10(b) #ZMOZ &, DHT fték7 — & O & RE OFEMIZ DU TIX, guidance for industry [ Digital
Health Technologies for Remote Data Acquisition in Clinical Investigations] O IV.G BxZBO T L,
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E. Electronic Signatures

E. BT84

An electronic signature is a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to
be the legally binding equivalent of the individual’s
handwritten signature.” In general, a signature may
not be denied legal effect or validity solely because
it is in an electronic format, and a record relating to
a transaction may not be denied legal effect,
validity, or enforceability solely because an
electronic signature or electronic record was used in

its formation.”®

In general, electronic signatures and their associated
electronic records that meet all applicable
requirements under part 11 will be considered to be
equivalent to handwritten signatures.”” Part 11
specifies that signed electronic records must contain
the printed name of the signer, the date and time
when the signature was executed, and the meaning
associated with the signature.”® When an individual
executes a series of signings during a period of
single, continuous controlled system access, the first
signing must be executed using all electronic
signature components, but repeated (subsequent)
signings may be executed using one electronic
signature component that is only executable by and

designed to be used only by the individual.”

75 See § 11.3(b)(7).

BEA LT, WARET B/ ERT D,
FEEO—OXTHOL RV ERDTa
2—HT—HDEFVTHY, TOEADOTE
B4 L FAHFEOIERR N 2R OHDTH D
B, —ENZ, BAEL, BETEXTHLEVD
B 720 TR ) U3 AR S E S D 2
L1E7< FBENCET 2REEkIT. £ OIERK

BrEATEFESENSER SN W) HE
mﬁﬁfﬁ%%ﬁ\ﬁﬁﬁxﬂm%ﬁﬂ%ﬁﬁ
BEENDZ EHRNTS,

— AT, part 11 (2535 3 TOEM 2
e EFEA R OREET 2 E ik, FEE
BAHELRIELEBIIND T, Part1l1E, BHE
NIZEAFFLERICIE, ETFRDOEBEL BT R, B4
FATHRE, ROEAICBEMNT b E®WAE

ENTOVWRITNIERLRNEHELTND T,

EAD, H— O e filil SNz AT L7
7 AMM PRI HOBEL ZFATT D56, &
WDOBELITT R TOETEL IV R—FR Y b
AL CTEITLARTIZ R B0, MYiEL

D (D) BAIEL, ZFOEANDOHNDFIATARE
THY, TOMEMAOLBMEHAT S X 5 ICiFFE
N-1-o0EEFEL T R—FR2 A LT
FITTHENTEL P,

76 See the Government Paperwork Elimination Act, enacted on October 21, 1998 (Public Law 105-277), and the

Electronic Signatures in Global and National Commerce Act, enacted on June 30, 2000 (Public Law 106-229, 114 Stat.

464) (15 U.S.C. 7001-7006).
77 See § 11.1(c).

78 See § 11.50.

7 See § 11.200(a)(1)(i).
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In addition, electronic signatures must be linkedto | £72, BEFBALEZETNENDEFRLERIZY 7
the respective electronic records to ensure that the THZ LT, BmEONEEZHWTHIRR a2 —
signatures cannot be excised, copied, or otherwise | /HAEIZ KV B FLERMAE S NN K DI L
transferred to falsify an electronic record by RFNER BN, EFBEABROEEL S

ordinary means.® Any changes made to the record, | ¥, FREKITINZ BV AT IT TN TREAERNC
including those subsequent to the electronic KSR T U B8 BT B4 215 E
signature, must be reflected in the audit trail.*' In SNT-BAMICEE TERWEAIL, E1EE

situations where electronic signatures cannot be
placed in a specified signature block, an electronic
testament (e.g., “I approved the contents of this
document”) should be placed elsewhere in the
document linking the signature to the electronic

record.

i(%:fﬂm:®i%®ﬁﬁ%%mbtj)
Z SCENOBOLEATICEE L., B4 % & itk
WY T AREND D,

Q24. What methods might be used to create valid electronic signatures?

Q4.ED &5 RHEERATNIAEDREFEBLZERTEETHN?

Although part 11 specifies criteria under which
FDA considers electronic signatures to be
trustworthy, reliable, and generally equivalent to
handwritten signatures executed on paper,® part 11
regulations do not specify a particular method to
create a valid electronic signature. Examples of
methods used to create valid electronic signatures
include, but are not limited to, the use of computer-
readable ID cards, biometrics, digital signatures,®3

and username and password combinations.

Various commercial off-the-shelf electronic
signature services are available to create valid
electronic signatures. Regulated entities should
ensure that these services conform to part 11

requirements based on information from the

Part 11 ClX, FDA RN EFEALZEHTE, &
HATE, 2 o—RMICKIZR ESNT-FEZEEZDOE
A ERI%ETHD LR INDEELBEL T
% 823, part 11 BlHITIX, AR ETFELE

BT DT O O FFIEITFRICHIE L T, A
IR EA B ERT DO S s ik
OFNZIE, A a—F TimsARNns ID 71—
R, ARGRRE, TV FNEL B R —T4,
ERAT— ROMAEDLEDHERNEEND

D, ZHHIZRESID DO TR,

,.
\—-\

A EFBLEERT HoOIC, SEIER
COTS BB —EARREI N TND, Bl
Hilx SRkl L,. COTS EFEAL T —E AT B A
A ZMOHELNTER, IIMNEIE T THSY
L TH—ER%E Y F— |k LEEfERIZE S

3

0

See § 11.70.

' See §§ 11.10(e) and 11.30.
2 See § 11.1(a).

3 See § 11.3(b)(5).

© 0
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commercial off-the-shelf electronic signature T, DOV —E X7 part 11 OEARZHEHLL T
service providers or their own validation of the WS T EEMEEIZTLNERND D,

services when warranted.

Q25. Does FDA consider signatures drawn with a finger or an electronic stylus on a mobile platform

or other electronic system to be electronic signatures?
Q25.FDA L, ENANT T v 87+ — A XIFEDOMOEF AT LA LTHEXIIETFRAFZA T AT
MPNIBLEBTEL AR LUETH?
No. Signatures drawn with a finger or an electronic | No, {5 ILE T A ¥ A 7 XA T IZ &4 1T
stylus are considered handwritten signatures.®* A FEEEBEL LB IND Y, EFRERIZFETS

handwritten signature executed to an electronic NEEFEZBLT, EREROEFRIHEICY
record must be linked to its respective electronic J SIVTWRITIUI R BN S, BAEENE
record.®®> The handwritten signature should be NOETFFLERICY 7 /Lo, FEEE

placed on the electronic document just as it would | £ 1%, FIRS 72 CEICERRSNDHD LRI U L
appear on a printed document to link the signature N, BEFLELRET I2LERD D,

to the respective electronic record.

Q26. How should regulated entities verify the identity of the individual who will be electronically
signing records as required in § 11.100(b)?

Q26. FERICEFEL T HEAT OV THRHEARGHEBIT L D L 512 §11.100(b) TER S TV D Y

ABFEEZITAIELWVWTLE 92?2

Part 11 regulations do not specify a particular Part 11 Hilfill Ti%, Fi8kICEFBA T HMAN
method for verifying the identity of the individual UBANTHDZ L ERFET D12 DITHEITRITHR
who will be electronically signing records. EL TR, Y AGRRED HikE LTU T %
Methods for verifying an individual’s identity may | FIH T2 FIENEEN DL, ZHUHIZRE I
include, but are not limited to, use of official BHHDTIER,

Government-issued identification, security o BUNFRATORRTe & /iiE i E

questions, or strong digital login credentials o tX=VUT ¢ ER

accompanied by multi-factor authentication or video | o ZERFFEULE T AR A LF 5 @70
observation. TUHN a A CRGEFHROM

8 See § 11.3(b)(8).
85 See § 11.70.
8 See § 11.100(b).
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Q27. What requirements must an electronic signature based on biometrics meet to be considered
acceptable?

Q27. AHFIEICE SIS BFBAVBZITIANDNDIZIE, EO XS RBEHEZHAIRITNIROR

WTLXIM?
Biometrics are a method of verifying an individual’s | ZEfRFERE & 13, E A O S REYFHSCU I AE R 72
identity based on measurements of the individual’s | fTTEIZHE L, E ORI (L) 1TEZ
physical feature(s) or repeatable action(s) where OENZEASRERRETH 5 Z LIZHEDN
those features and/or actions are both unique to that | T, EANY AN TH S Z & Zi8GET 5 HIETH
individual and measurable.®” Examples of %8, EERFEFEOFNZIX, faR. Forik (&
biometrics may include, but are not limited to, DRIRLFOULDH A X) | R/ T — |
fingerprints, hand geometry (i.e., finger length and | M/ X% —> | FREEDNH DD, T HIZRE
palm size), iris patterns, retinal patterns, or voice SNDHDTIEHZR,
prints.
Electronic signatures based on biometrics must be | ZEAFHFEIZEE S BFEA L. E4prA#E L
designed to ensure that they cannot be used by SADMEHTE 720K D IZEREF L2 T ude b
anyone other than their genuine owners.% Suitable | V)38, #Y) 72 EMGREEE X, AAEZZ=—7|C
biometrics should be uniquely identified with the Ak TCE . ORFHOREIZ LV AL LRV
individual and should not change over time. DTHD,
Electronic signatures based on biometrics that meet | Part 11 subpart C O ZLA: % i 7= A ARFE R
the requirements under part 11 subpart C are <ETBEAIL BHTE, BEHTE, ho—
considered trustworthy, reliable, and generally BN FEXDOBALLERESETHD ERREIND
equivalent to handwritten signatures.’ 5,

Q28. Does FDA certify electronic systems and methods used to obtain electronic signatures?

Q28. FDA (3B FEA ZBR/T D OIMER S NDEF VAT AR OHIELZBELETN?
No. FDA does not certify electronic systems and No, FDA %, EFEA TG T 72O H
methods used to obtain electronic signatures. FDA | SILDHE TV AT AR PNFEEZRET HZ LI
would consider electronic signatures to be 72\, FDA 1L, ETE4A L ZNICEET 5E
trustworthy, reliable, and generally equivalent to F-FLERDS part 11 OFEZ w7 IR . EHS
handwritten signatures if electronic signatures and | AU CWAKFEDT 7 / m ¥ — T 7 7 RIZH
their associated electronic records meet the 72, EBFEANEHNTE, BETE, 2o

¥ See § 11.3(b)(3).

% See § 11.200(b).

8 See § 11.1(a) and (c).
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requirements of part 11, regardless of the particular

technology or brand used.”

RN FEFEZ OB LRFETH D L BRI T
H5 9%,

Q29. Are users of electronic signatures required to submit letters of non-repudiation to FDA to

certify that an electronic signature is the legally binding equivalent of a traditional handwritten

signature?

Q29. BFEL D2 —HiX, BFBAVERDFEZEL LRFEOENWR A ZFOZ L 2FERAT
B 7=, FDA IZ letters of non-repudiation Z#HTAMENDH Y 50 ?

Yes. Before or at the same time a person uses an
electronic signature in an electronic record required
by FDA, users of electronic signatures must submit
a letter of non-repudiation to FDA to certify that the
electronic signature is intended to be the legally
binding equivalent of a traditional handwritten
signature.’’ Organizations may submit one letter of
non-repudiation to cover all the electronic
signatures used by that organization. Information on
how to submit the certification either electronically
or by mail is on FDA’s web page on letters of non-

repudiation agreement.”?

Yes, FDA 7320R9 2 B rldk CREFE4 208
M 500, TR, EFFAO—FIE,
BB PIERD FE XL L RIFOIERHIR
NEFOZEEZEMLTWD Z L ZiEHT 572
»IZ, FDA |Z letters of non-repudiation Z#&H L
RITIULIR B0, FHARIE, —1# D letter of
non-repudiation Z#E&H T 52 LI LD, TDOHM
BT 23X COBETFBELZWHET DL &
MTE D, iEAFEZE I SUIEE TRIET S
FIEZOWTIX, FDA @ letters of non-
repudiation agreement |Z 3% Web ~— %%
Moz L2,

% Tbid.

o See § 11.100(c).

92 See Appendix G: Letters of Non-Repudiation Agreement, FDA Electronic Submissions Gateway User Guide,
available at https://www.fda.gov/industry/about-esg/appendix-g-letters-non-repudiation-agreement.
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GLOSSARY
ikt

Audits: Systematic and independent examinations
of trial-related activities and documents to
determine whether the evaluated trial-related
activities were conducted and the data were
recorded, analyzed, and accurately reported
according to the protocol, sponsor’s standard
operating procedures (SOPs), good clinical practice
(GCP), and the applicable regulatory

requirements.”?

B R EETEE) &K O SCE ORI
MSE LT TH Y | EE RGO iR G 5R B
JEB, 7'm b o, AR OEEEE IR
# (SOP), good clinical practice (GCP), & UV
H SN BHIEIC > THEBI L, T—F N0
LBk S AL, TS AL, EfEICHE S E D
MW 572012179 %,

Cloud Computing: A model for enabling
ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing
resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management

effort or service provider interaction.’*

779 Rava—7 407 f/NROEH
BT —ER T a A Z LD Y Tl
W7y a= I kN U —RATEXS, 1#
ARER A Ea—T 4 7)Y =X (Xy b
J—7, —=n_"— AL L= TFUFr—
gy, —bv2%) oFTS—L~D, EF
BACERN IR AT~ Ry NU—0 T &
A% A[RRIZ T HET L%,

Durable Electronic Data Repository: An enduring
database that is electronically protected from
alterations and maintained until the end of the

record retention period.

KB FT —Z VRV MY  ASAbHE
FHYICORE S, FLERRAFIIF O T £ THERF
BELT DKM IR T — 2 N— A,

Electronic Data Capture (EDC) Systems:
Electronic systems designed to collect, manage, and
store clinical investigation data in an electronic

format.

EDC YR T A : BiKRERT — 2 2B 7 HAT
IR - B - AT D oIRGB TV
AT L

Electronic Systems: Systems, including hardware

and software, that produce electronic records.

BY VAT A B EERT H N — K=
TR T N =T 2 Eirs AT A,

% See, e.g., 21 CFR parts 11, 16, 50, 54, 56, 58, 312, 314, 320, 511, 514, 601, 812, and 814; see also ICH E6(R2)
%4 See the National Institute of Standards and Technology definition of cloud computing, available at
https:/nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf.
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Metadata: The contextual information required to
understand the data. Metadata is structured
information that describes, explains, or otherwise
makes it easier to retrieve, use, or manage data.
Examples of metadata include a date and time
stamp for when the data were acquired, data
originator, and other audit trail information

associated with the data.

AT —F TR E BT DT DI E o
VTXANMER, AXT—HIE, T—XOHUH
SR E A, Gl LY, SBHLEY .
LT T 572D OEE L INTIHERTH
Do AXT=H2OEE LTI, T BEEE
NI AR LA D2 A WAL T data
originator, M N7 — Z ITBEAT T & AL72 % DAfh
DEEATEME®RD D 2,

User Acceptance Testing: A phase of testing in
which users test the electronic system to ensure
required tasks can be performed according to
specifications. User acceptance testing helps ensure
that the program aligns with user expectations and

business needs before it is officially deployed.

Z2—HPZATZAK : TAID1IODT =— AT
b, 2—YFREFATLET AL, A
(ZHE> CHBER A A BB CTE 5 2 L 2k
295, 2—VPZAT A ML, 70 r T ARIE
KIZEAINDRENS, 2D T 0T T Apna—H
DR EVRA=—XICABELTNDHZ L%
e\ T D DI,
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APPENDIX: RELEVANT FDA REFERENCES
f+8%: EBiE4 5 FDA % 3CHR

The following FDA references, among others, have | LA T FDA 25 SCkiZ1X, 21 CFR part 11 (2B
additional information pertaining to 21 CFR part THEMERPFTLHSINLTND L, ZbiE,
11." They are listed in the order referenced in this | AT A X L ALE TR I TV DIEF T~
guidance document. HbNTVD,

1.

10.

11.

12.

Guidance for industry Part 11, Electronic Records; Electronic Signatures — Scope and  Application
(August 2003)

[FR{E © SCEEAR IS https://bunzen.co.jp/library/Z: i ]
International Council for Harmonisation guidance for industry E6(R2) Good Clinical Practice:

Integrated Addendum to ICH E6(R1) (March 2018)

Guidance for industry, investigators, and other stakeholders Digital Health Technologies for Remote

Data Acquisition in Clinical Investigations (December 2023)

Guidance for industry Use of Electronic Health Records Data in Clinical Investigations (July 2018)
[GRIE : SCHEEER I https://bunzen.co.jp/library/Z: i ]

Guidance for industry Considerations for the Use of Real-World Data and Real-World Evidence to

Support Regulatory Decision-Making for Drug and Biological Products (August 2023)

Guidance for industry Data Standards for Drug and Biological Product Submissions Containing Real-
World Data (December 2023)

FDA Bioresearch Monitoring Compliance Program Manual 7348.810 Sponsors and Contract Research

Organizations, available at https://www.fda.gov/media/75916/download

FDA Bioresearch Monitoring Compliance Program Manual 7348.811 Clinical Investigators and

Sponsor-Investigators, available at https://www.fda.gov/media/75927/download

Guidance for industry and FDA staff Acceptance of Clinical Data to Support Medical Device
Applications and Submissions: Frequently Asked Questions (February 2018)
Guidance for industry Use of Data from Foreign Investigational Studies to Support Effectiveness of New
Animal Drugs (October 2021)
Guidance for industry Electronic Source Data in Clinical Investigations (September 2013)

[FR{E: : TR https://bunzen.co.jp/library/Z: i ]
Guidance for industry Q9(R1) Quality Risk Management (May 2023)

! We update guidances periodically. For the most recent version of a guidance, check the FDA guidance web page at
https://www.fda.gov/regulatory-information/search-fda-guidance-documents.
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13. International Council for Harmonisation draft guidance for industry £6(R3) Guideline for Good Clinical
Practice (May 2023)?

14. Compliance policy guide CPG Sec. 130.300 FDA Access to Results of Quality Assurance Program

Audits and Inspections, available at https://www.fda.gov/regulatory-information/search-fda-guidance-

documents/cpg-sec-130300-fda-access-results-quality-assurance-program-audits-and-inspections

15. Appendix G: Letters of Non-Repudiation Agreement, FDA Electronic Submissions Gateway User
Guide, available at https://www.fda.gov/industry/about-esg/appendix-g-letters-non-repudiation-

agreement

2 When final, this guidance will represent FDA’s current thinking on this topic.
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Footnotes

Footnote 8

Part 11 requirements apply to electronic records that
are created, modified, maintained, archived,
retrieved, or transmitted under any records

requirements set forth in Agency regulations and

Federal Food, Drug, and Cosmetic Act (FD&C Act)
and the Public Health Service Act; therefore, part 11
requirements do not apply to a proposed use of an
investigational tobacco product at this time. See §
11.1(b). However, we encourage sponsors, clinical
investigators, and other interested parties to review
this guidance for recommendations related to the use
of electronic systems, electronic records, and

electronic signatures in clinical investigations.

those submitted to FDA under the requirements of the

Part 11 ZfEE, HROBMHIHE SN TN D
RLEREME IS W TR ME IR MR B
T—=hA 7 B Ak S o E R K&
® Federal Food, Drug, and Cosmetic Act (FD&C
Act) & Public Health Service Act D EAf}:(ZFES
WT FDA (ZHR N S 2 & FRedkI i S 4

5o LIZ23- T, part 11 B, BEFSTIX
investigational tobacco product D% S #u7= M H
W S ey, §1L1b)E SR, 72721,

AR BBRERRESE . KO OMOR
FREIE, BARBRICB T 2E VAT A, &
Frodk, KOEFZLOEIET o HER S
HIZOWT, AHA Z o A ahEgdd 25 2 L
EE LV,

Footnote 47

See § 11.10(d) and (k). In this guidance, source
records are “original documents or data (which
includes relevant metadata) or certified copies of the
original documents or data, irrespective of the media
used. This may include trial participants’
medical/health records/notes/charts; data
provided/entered by trial participants (e.g., electronic
patient-reported outcome (ePROs)); healthcare
providers’ records from pharmacies, laboratories and
other facilities involved in the clinical trial; and data
from automated instruments, such as wearables and
sensors.” This definition also appears in the Glossary
of the ICH draft guidance for industry £6(R3)
Guideline for Good Clinical Practice (May 2023).
When final, this guidance will represent FDA’s

current thinking on this topic.
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F1X,. ICH draft guidance for industry [E6(R3)
Guideline for Good Clinical Practice] (2023 5
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