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Electronic Systems, Electronic Records, and Electronic Signatures
in Clinical Investigations
Questions and Answers
Guidance for Industry'

This draft guidance, when finalized, will represent
the current thinking of the Food and Drug
Administration (FDA or Agency) on this topic. It
does not establish any rights for any person and is
not binding on FDA or the public. You can use an
alternative approach if it satisfies the requirements
of the applicable statutes and regulations. To
discuss an alternative approach, contact the FDA
staff responsible for this guidance as listed on the

title page.

KHA LA, S %ik, Y% e
Y ZIZHOWT, BMERENF (FDA) OBED
BEXFERTODOERD, RIA X AT, W
DR HEICH L TCHMHERE 52720 56D T
1372 <, FTZFDARARZWHRT 55D TiX
720N JE ] S D IES RO O Bk 2 i 723
RO, KA X ATRESNTEFHERDD T
EERWTS X, REBEITEICET DI
WTIE, BRSBTS TR T A X AE L2 FF
D FDA A ¥ v 7 TEH&E STz,

! This guidance has been prepared by the Office of Medical Policy in the Center for Drug Evaluation and Research
(CDER) in coordination with the Center for Biologics Evaluation and Research (CBER), the Center for Devices and
Radiological Health (CDRH), the Center for Food Safety and Applied Nutrition (CFSAN), the Center for Tobacco
Products (CTP), the Center for Veterinary Medicine (CVM), the Office of Regulatory Affairs (ORA), and the Office of
Clinical Policy (OCLiP) at the Food and Drug Administration.

VAR H A A A% CDER @ Office of Medical Policy 23, FDA @ CBER, CDRH, CFSAN, CTP, CVM, ORA

KLOVOCLIP 1L, 1B L7=bDTH D,
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I. INTRODUCTION
I. FX

This document provides guidance to sponsors,
clinical investigators, institutional review boards
(IRBs), contract research organizations (CROs),?
and other interested parties on the use of electronic
systems,’ electronic records, and electronic
signatures in clinical investigations* of medical
products,® foods, tobacco products,® and new
animal drugs.” The guidance provides
recommendations regarding the requirements,
including the requirements under 21 CFR part 11
(part 11), under which FDA considers electronic

systems, electronic records, and electronic

ARICEIE, VRBRIKIEE . IRBRETER . TRBRE
#ZE2 (IRB) | ZREWF5EHERES (CRO) 2,
ZDOMOBRENTOHA X ATHY, EH
TN e LT N P S - I T DAY ) 7/P SR e,
BRCHWD BFRATA3, BTN O ET
EE ' OFHICET L0 THD, AUA KX
A TlX, FDAWR, BV AT L - Bk -
B EAIZOWT, 1§ H T E (trustworthy), &
#HC X (reliable), N O—fRICHRDFLELSTEX
DEXELFRIFETH D ERBO DT B
(21 CFR part 11 (part 11) OEf&ETe) (120
T HHELTRIE AT B,

signatures to be trustworthy, reliable, and generally
equivalent to paper records and handwritten

signatures executed on paper.

2 In some clinical investigations, a sponsor may transfer responsibility for any or all of its obligations under 21 CFR
part 312 to a CRO (21 CFR 312.52). The requirements and recommendations that apply to sponsors throughout this
guidance would also apply to CROs to the extent they have accepted responsibility for the sponsor’s obligations.
2 —EROIRBR TR, IRBRIKIEA (X, 21 CFR Part 312 FCED bNHEBITHT 5 —H T TR TOHELE
CRO IZK##ET D Z N TE D (21 CFR312.52), AT A X v ZZBITF DIEBRIKTES (2 H S b 850 & HilE
HIT, RBKIEE ORBIH L TEEZ 2T AN H#FICH W T CROICHEM S D,
3 Words and phrases in bold italics are defined in the Glossary.
S XFEREOHFELEMITIMNERE TERIN TV D,
4 For FDA’s regulatory definitions of clinical investigation or investigation, see, e.g., 21 CFR 50.3(c), 56.102(c),
312.3(b), and 812.3(h). In this guidance, the terms clinical trial, trial, clinical study, study, clinical investigation, and
investigation are interchangeable.
* FDA (2 & % clinical investigation X 13 investigation DHL LD EFIZ DWW TIX, il 21X 21 CFR 50.3(c).
56.102(c). 312.3(b), KT 812.3(h) 2D &, RKIA X ATIL, clinical trial, trial, clinical study, study,
clinical investigation, X (¥ investigation &\ 5 HEEILFE UEMW CTHEHT %,

[FRE  AFETIEHWTRE TABR] LERLT, ]
5 In this guidance, the term medical products refers to human drugs and medical devices, including those that are
licensed as biological products.
SHRTA L AT, TEFERE) &0 R, EpFin e LG EshTnwd bozate, MO
PR3 Je O R R 2 469
6 Part 11 requirements only apply to records required under predicate rules; therefore, part 11 requirements do not
apply...

(RRYE « MAVE 6 IZAEREICHIM L7z, ]
7 See 21 CFR 11.1(b).
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This guidance revises the draft guidance for
industry Use of Electronic Records and Electronic
Signatures in Clinical Investigations Under 21 CFR
Part 11 — Questions and Answers (June 2017).3
This guidance expands upon recommendations in
the guidance for industry Part 11, Electronic
Records,; Electronic Signatures — Scope and
Application (August 2003) (2003 part 11 guidance)
that pertain to clinical investigations conducted
under 21 CFR parts 312 and 812.

When finalized, this guidance will supersede the
guidance for industry Computerized Systems Used
in Clinical Investigations (May 2007). Other related

guidances are included in the Appendix.

In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the
word should in Agency guidances means that
something is suggested or recommended, but not

required.

RAA L AE, ERAT T T ST Z A
[ Use of Electronic Records and Electronic
Signatures in Clinical Investigations Under 21 CFR
(2017 4E 6
AV EUFT LT D TH D, KIA X AL,
ERBNTHA XA [Part 11, Electronic
Records,; Electronic Signatures — Scope and
Application] (2003 48 H) (2003 part 11 7 A &
R)DHERERIEA S L2, 21 CFR Part 312 &
UM 812 T T S 2 1RBRICEE L THRE L7
LDOThHD, RITA X ANREKbLSNT- &=
L. ERWT A XA [Computerized Systems
(2007 45 H)
FESMADOLDO LD, MOBET A Z A
EERECS b By e

Part 11 — Questions and Answers |

Used in Clinical Investigations ]

—WIZ, FDA O A X 2 A CEIZITIER TR

ND&HBEARITED LIV TN, b iC,
A XA (Y s ey ZIicB
TOYROBUEDBE 2 iHHNT 5D TH

V. FEEOHBISURENZEER S H ST
WIRD | B DR RIH S L CRARIND R E
Thbd, YROTAX L ATHEAIND [T
& LW SR, MMER IR S D
ZEEEWRTLILOTHY, MHEL W EKET
(ESAAN

8 When final, this guidance will represent FDA’s current thinking on this topic. For the most recent version of a

guidance, check the FDA guidance web page at https://www.fda.gov/regulatory-information/search-fda-guidance-
documents.

SKHA X v A, b ZOT —~ 2B 5 FDA OBIEOEZ 2K T LD LD, HA X ZADRFIK
IZ2WTIiE, FDA A Z > A Web ~X— (https://www.fda.gov/regulatory-information/search-fda-guidance-
documents) ZHERD T &,
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II. BACKGROUND

II. 5

In March 1997, FDA published a final rule to
establish criteria that generally must be met when a
record required by a predicate rule® is created,
modified, maintained, archived, retrieved, or
transmitted in electronic form in place of a paper
record and when electronic signatures are used in
place of traditional handwritten signatures.'® FDA
considers electronic records to be equivalent to
paper records and considers electronic signatures to
be equivalent to traditional handwritten signatures

when they meet the requirements under part 11,!!

1997 4= 3 HIZ FDA I part 11 B & 5847
L. predicate rule’ TR 5L HFLFkDS, HDOIK
POIZ, BFRICIER. BIE, MEFFE B, 7 —
AT, RHFEE SN & &, ROMERD
FEEEBLORDVIZEFBLZTHWD L X
— XA 2 TR & AL R L7219 FDA
1L, BRiEk & B4 BT D program-specific
rules? [ZHE > T, BAFFOEDS part 11 OEF%
7z L CWaHEE. B iiska osiek &[5
ThoHEHRIL, BEFELEZICRDOFEZDE
A EFETHD ERRT N,

subject to program-specific rules for electronic

records and signatures. !?

% The underlying requirements set forth in the Federal Food, Drug, and Cosmetic Act (FD&C Act), the Public Health
Service Act (PHS Act), and FDA regulations (other than part 11) are referred to in this guidance as predicate rules. See
21 CFR 11.1.

® FD&C Act, PHS Act &2 O" (part 11 LS @) FDA Bl CEO BV D, SRR B2 KT A X A TiX
predicate rules W5, 21 CFR11.1 #&BOZ &,

10 See § 11.1 and 62 FR 13430 (March 20, 1997).

1 See § 11.1(a).

12 Note that the 2003 part 11 guidance was prepared and issued by CFSAN, CVM, ORA, CDER, CDRH, and CBER.
CTP continues to consider the relevance of the recommendations and policies in the 2003 part 11 guidance to tobacco
product submissions.

122003 part 11 A # AL, CFSAN, CVM, ORA, CDER, CDRH, & UFCBER (Z & o TIERKL UFEIT &
NIZZ EITERET D2 L, CTP L, # NG ORHICKTT 5 2003 part 11 7 A & 2 AOHELEEIE - F7#tn
YTEELhz Il EHEMET L T D,

& 0
BZLib-129 FDA ERES-CT-Q&A
(draft) r0.docx

% Bt & 4



FDA Guidance for Industry (Draft Guidance)

Electronic Systems, Electronic Records, and Electronic Signatures in Clinical Investigations Questions

and Answers

No. BZLib-

129

In August 2003, FDA issued the 2003 part 11
guidance. The 2003 part 11 guidance provided
recommendations that were narrowly tailored to
reflect the technological environment that prevailed
at that time. FDA continues to apply a narrow and
practical interpretation of the part 11 regulations as
described in the 2003 part 11 guidance. FDA
reminds sponsors and other regulated entities,
however, that electronic records must still be
maintained or submitted in accordance with the
underlying predicate rules, and the Agency can take
regulatory action for noncompliance with such

predicate rules.

2003 /£ 8 H. FDA 132003 part 11 7 A % > &
AT LT, 2003 part 11 A X2 ATiE, 4
IRF F291 C db o To BATER 52 2 SOk U 72 B {R IR
R D HEAE IR AR X 4172, FDA (%, 2003
part 11 A X ARl Sz & B0
(2. part 11 B OB DD BLFM) 70 fR IR % 1
HALUFETTWD, LLens, B 1riekld
predicate rule |Z9€ > THEFFE B U IR S /e
AT 59, % Z T predicate rule 23E5F S 4
TWRWEE | FDA I3 E 2 B D 2 &
TEHT La, A HEEWEL TKL,
[FRIE] narrowly tailored IXIEEHFETH D |
HLAI - ORI SITHER A=)V ZERT D O
R CHERNRR D ETH I E2EWT 2,

%0
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FDA recognizes that since 2003, advances in
technology have expanded the uses and capabilities
of electronic systems in clinical investigations. In
addition, electronic systems and technologies are
used and managed in novel ways, services are

shared or contracted between organizations, and the

FDA I%, 2003 4ELARE, i OHEARNT L 0 165k

BB AT LOMH EBEREN LR L
:k%mﬁbfmé IHio, BIVvATLE
I LW HETHEALOER I, —t
AT B DR OB CHA IR E N, VA
T AOE ST —F 7 a— 1;Dﬁ$mém

electronic data flow between systems is more FOEXLLTETND, BT AT LOKRE
efficient and more prevalent. The capabilities of mELTEY, BEKk é ATz BATRER D & A

electronic systems have improved, and features such
as automated date and time stamps, audit trails, and

the ability to generate complete and accurate copies

ALY T BB iR TR 2 Ak
L TRl e 7 — 0 A 79 D EEFIL, £< 0
%%vz%Am‘wfﬁﬁﬂym~zybmg
2 TW%, FDAIZE > T, 16BRICE

7E

and to archive records are standard components of L
many electronic systems. Understanding the ik, BV AT A, KOVE ?%L% D, ’iq‘ bl
evolving uses of electronic records, electronic ool T DL BT 5 2 L id, HR5EKER
systems, and electronic signatures in clinical SFRMZ TR — M 5720 S ﬂf:? —
investigations is important for FDA in its 4% O EEM(authenticity), 1 727 V7 1, K&
assessment of the authenticity, integrity, and OMEHENE (reliability) 2 7l 9~ 2 BRICEZE CTH

reliability of data submitted in support of marketing

applications or submissions.

Accordingly, this guidance provides additional
recommendations regarding the risk-based approach
to validation described in the 2003 part 11 guidance
to continue to ensure the authenticity, integrity, and
confidentiality of electronic data and records for
clinical investigations during their creation,
modification, maintenance, archival, retrieval, and

transmission. 13

%o

[FRIE] Authenticity # A THDH Z L DET
EOEME LR L7228, ZHIHES 4 O ERJES 8
FERIC BT AEIEME S IZFRIFR S TR O 20,

L7eMRo T, BRAA X AT IBROTZDHDE

F7 = R OGO, BIE, MERFEE, 7
—A 7, B, BEICED ETOHEIEM.
(authenticity), 1 7 7 U7 ¢, KUBEEME
(confidentiality) % 5| Z#E X MEFEIZT D721
2003 part 11 A &> A2 STV BHANY
F—=ar BTV AT R=AT T u—F
(ZOWTBIMOHERE FIH 2 f2 k4~ 5,

13 For more information, see the 2003 part 11 guidance. See also footnote 9.
BRI DUV TIX 2003 part 11 A 22 AR OREORE 9 25D = L,
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This guidance also addresses the applicability of
part 11 requirements for electronic systems and
information technology (IT) services used to
create, modify, maintain, archive, retrieve, or
transmit an electronic record as well as for the use
of digital health technology (DHT) to remotely

acquire data in a clinical investigation.

No. BZLib-
KRKITA X AL, Bk ARk, BIE, Hkr

B, T4 7, I, mEcEN S D E
TV AT LR OEREEN AT) #—EX, 725
WIZIEBRCTT—4 %V E— h TR T 57200
T ZE ANV RERT (DHT) OE IR 2
part 11 EfEOBEAMEICE S K L TN D,

III. QUESTIONS AND ANSWERS
L R & [m

Good clinical practice (GCP) is an international
ethical and scientific standard for designing,
conducting, recording, and reporting clinical
investigations that involve the participation of
human or animal subjects.'* Compliance with
FDA’s GCP regulations provides public assurance
that the rights, safety, and welfare of subjects are
protected and that the clinical investigation data are
credible.'3'® The appropriate use of electronic
records is an important component of GCP, and part
11 regulations help ensure that the electronic
records and data for a clinical investigation are

trustworthy and reliable.

Good Clinical Practice (GCP) 1%, ARIXIZE®)
DWERE NSNS D168 A G - FEh « Fodk -
AT D 72 O EFRA 22 B K OVFF Y 72
HCTdh 2 Y, FDA O GCP Hiffil %857 25 2 &
(XD HERE OMER, LA, kD RE S
. BT — 2 MEHETEL LD THDL E V)
ANHTRRAEE D Z LN TE 5D D16, B 1-fdk
AU TS Z L1E GCP DEEAREHRT
H Y| part 11 HlX, [BBROE Rk - 7 —
X mESRIIEH TZ (trustworthy), [FfHTZX 5
(reliable) X 929 D 72dIT&KILD,

14 See the International Council for Harmonisation (ICH) guidance for industry E6(R2) Good Clinical Practice:

Integrated Addendum to ICH E6(R1) (March 2018).

15 See, e.g., 21 CFR parts 11, 16, 50, 54, 56, 58, 312, 314, 320, 511, 514, 601, 812, and 814.
16 See the ICH guidance for industry E6(R2) Good Clinical Practice. Integrated Addendum to ICH E6(R1).

%0
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A. Electronic Records
A, EROE

1RERCHE ] SN 5 B FRLdk D O B part 11 2
that fall under the scope of part 11 requirements DAA—=T DR LD DITITU TR EENR

include: Do

Electronic records used in clinical investigations

Records needed for FDA to reconstruct a
clinical investigation that are maintained and
archived under predicate rules in electronic
format in place of paper format or where the
electronic record is relied on to perform
regulated activities !

Records submitted to FDA in electronic

format under predicate rules, even if such

FDA MR 2 BEL 5 72 OB 5E
#k, predicate rules {2 SV TRIE Tl
L BB THFEBRL T — A4 7
SNDD XITHHIR R OTER) 2 FEhi 3
LI OIZE LRI T 256 1,
predicate rules (ZZ DWW TE 1T FDA
(IR S DRk, £ D X D IREEN
FDA #fil CEARMITRE SN TW7RW

records are not specifically identified in FDA AbEl S

regulations'®

17 See § 11.1(b). For examples of relevant predicate rules, see 21 CFR 312.57, 312.58, and 312.62 (for drug and
biological product investigational new drug applications (INDs)) and 21 CFR 812.28 and 812.140 (for investigational
device exemptions (IDEs)).

18 See § 11.1(b).
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Q1. Are electronic records from real-world data sources submitted to FDA as part of a marketing
application or under other predicate rules subject to part 11 requirements?

Ql. IRFEAFBHFEO—ER L LT, Xidftd predicate rules (ZE-SV\ T FDA IZfEH B U T U

—)V RF—& I — XD BT part 11 BEHEOXGRLERY 502

Yes. 21 CFR part 11 requirements apply to Yes, 21 CFR part 11 O ZfR1E, FDA #fillZE
electronic records from real-world data (RWD) O ONTEMED S & TER, BIE, MRS
sources that were created, modified, maintained, B, 7047, B XiHMeES D, 8
archived, retrieved, or transmitted under any records | 1%, HFR I EIRELEYELTE (FD&C ¥E) X
requirements set forth in FDA regulations or FARGE Y — B R (PHS AW TY

submitted to the Agency under requirements of the R END, Y TAD—N FF—%
Federal Food, Drug, and Cosmetic Act (FD&C Act) | (RWD) Y —ADEFREICEH INS, 2D
or the Public Health Service Act (PHS Act), even if | Z &1&. Fo&kn)d FDA B THEARMIZRFE
such records are not specifically identified in FDA ILTCWRWEEBFEEETH S 1%, RWD Y —2X
regulations.'” FDA acknowledges that there may be | DFEFFLEkS, #7 L b, IRIEARHHEDO—

instances when electronic records from RWD # & LT FDA IR 2 2 & 2/ &EHIZ, part
sources were not originally created in part 11- 1 IZHERL LU 722 A7 A CHERR STV B ol
compliant systems with the intention of being TIERWZ LT FDA & LTHFEFRL TV D

submitted to FDA as part of a marketing B, EINSFERTH-TH, TOHMIIZ
application, but such records can be used for that EHT2Z LI TH D, RITEAFEHEED

purpose. Sponsors that intend to rely on such datain | EffHiF & LTED L D 27 — X OFIHZ TiE
support of a marketing application should ensure the | L TW A IRERIKHEE 1L, £ D OEFLHERD
quality and integrity of such electronic records.? B EA T VT 4 BHERICT HMERD
% 20

19 See §§ 11.1(b), 314.50, and 601.2.
20" As stated in the guidance for industry Use of Electronic Health Records Data in Clinical Investigations (July 2018)

(2018 guidance),...
(FRIE « I 20 IXARERBICHE#K L7z, ]
%0
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Q2. If a sponsor is conducting a clinical investigation with a non-U.S. (foreign) site, are the electronic
records submitted to FDA as part of a marketing application or under other predicate rules
subject to part 11 requirements?

Q2. IFRIEE RES (ML) DOIEREMMR CHHERE ER L TV 556, RFEEARBHFEDO—

EE LT, Xidfho predicate rules (225U T FDA [Z#H X 5 B FELEIX part 11 BEFORE

LR EIH?

If a sponsor is conducting a clinical investigation TRBRIKHEF D3 K ES D Jitik Cialk 2 90 L <
with a non-U.S. site, part 11 requirements generally | 5355 part 11 O ZE{ETEE predicate rules
apply to records in electronic form that are required | 2! T EEE N L EFEROFHE (RFEHKFE
under predicate rules,?' including electronic records | FiFE XIXZ DO HFEDESFIT & LT FDA
submitted to FDA in support of a marketing IR SN OB Filska Ede) ICHH S

application or other submission. Do

2l See, e.g., §§ 11.1(b), 314.50, 514.1, 601.2, and 814.20. But see 21 CFR 11.1(f) through (p).

%0
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For any data submitted in support of a marketing JR7e AR FE U ZF Do 2 AT 572
application or other submission, FDA recommends DI EIN DT —ZIZOW T, FDA 13155k
that sponsors ensure electronic records used in REE I L, IR CEH S5 E ik
clinical investigations are credible and accurate. For | EfMENH VY EMTH DL Z L 2MEICTLHZ
example, the quality of data collected at foreign L é’?ﬁﬁ@“ Do BlZIT, IBBRIZRB VTSN D
sites during clinical investigations that are not RCNESINDT —F DMEIX, IND2/
conducted under an IND,?? IDE,* or IDE?®,/INAD (investigational new animal drug
investigational new animal drug file INAD)?** or file)* IZEDNTICHEE I NT-HA Thin,
that are submitted to FDA in support of a marketing | MIFIR7EEKFEHGE UIIRHOFESIFT & LT
application or submission should be equivalent to FDA (2 &1 556 CThiv, IND,/IDE,//

the quality of data collected under an IND, IDE, or INADZ [ZEESWTIE SN LS T —F DiVE &
INAD.? Namely, for sponsors to rely on such data | [FIETHLXETHDH, T7oDOL, IRBRIKE
in support of a human drug marketing application or | #723t h HEIEM OIRFEAGEHGE UIEH %
submission, sponsors must ensure electronic records | 175 9 2T, £ 95 W\ole T —XITIEFET
used in the clinical investigation are credible and D7=DIiE, IR TR THE S D
accurate.?® BERENEETE, ERTHD 2 L 2EE
(L2 auidre b7 2,

22 For more information about foreign clinical studies supporting drug applications that are not conducted under an
IND, see § 312.120. Marketing approval of a new drug based solely on foreign clinical data is governed by § 314.106.
2 IND \ZEDSPTICHEME S e, EIRMHFEL EMT 572D DWW OIEERIZ OV T, §312.120 250
&, WESDIRIRT — 5 O ZIES FEOWIEARIL, §314.106 12 &> THl Sh D,
2 For more information about foreign clinical data supporting IDE or device marketing applications or submissions,
see § 812.28 as well as the guidance for industry and FDA staff Acceptance of Clinical Data to Support Medical Device
Applications and Submissions: F requently Asked Questions (February 2018).
2 IDE XI3BER OUR AR HGE ., XIFHR I 2 BAH T 2 DIERT — 2 12OV TiE, §812.28 RUZER KO
FDA BB 01 4 A & > A [Acceptance of Clinical Data to Support Medical Device Applications and Submissions:
Frequently Asked Questions (2018 %-2 A)] #&MD = &,
24 For more information about foreign clinical studies supporting new animal drug applications or submissions, see the
guidance for industry Use of Data from Foreign Investigational Studies to Support Effectiveness of New Animal Drugs
(October 2021).
X LVEMWEO RS, IRHE VR — T WA OIREBRICOWTIE, ERMT A XA [Use of Data
from Foreign Investigational Studies to Support Effectiveness of New Animal Drugs] (2021 4F 10 A) # & D
&
25 See § 312.120 (for further information on the requirements for foreign clinical studies not conducted under an IND to
support an IND or application for marketing approval).
3 (IND (ZHD DI HME S 4172, IND U TR O7&KGR B E 2 AT 5 7280 O OIRBRO ZEIZ OV T
1) §312.120 2D = &,
26 See, e.g., § 312.120.
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Q3. Should sponsors, clinical investigators, and other regulated entities maintain and retain a certified
copy of clinical investigation electronic records?

Q3. IFRIKIEE . IBBRFEEM. K OZ DMOBRFIXSAEMRIL, BROBFREDRIEN T HEE

ZHERIER - RE L TR LENHY T2

If a sponsor, clinical investigator, or other regulated
entity intends to maintain and retain a copy of an
electronic record required for the clinical
investigation in place of an original paper or
original electronic record, the copy maintained and
retained should be a certfified copy. A certified copy
is a copy (irrespective of the type of media used) of
the original record that has been verified (i.e., by a
dated signature or by generation through a validated
process) to have the same information, including
data that describe the context, content, and
structure, as the original.?’” For example, for
conversion between paper and electronic records,
sponsors should rely on validated processes (e.g.,
scanning or printing) to generate certified paper or
electronic copies. The copy generated by the
validated process that is maintained and retained in
place of the original record should include the date
and time when it was created. Sponsors, clinical
investigators, and other regulated entities should
have written standard operating procedures (SOPs)

to ensure consistency in the certification process.

RIS . IRBRE(LER, XXZ oMo
BT SRR DS, TRBRIC M e B TRl D 2 v
—%&, AV TFIVORITA Y VI INDE
eV IZ, MERER - RELELO T
L%, MERFERE - RE SN D 2 B — L RFF
TEEELTHULERND D, Rl &H5 L
%, (BERHISNZ AT ¢ 7 OFFIZEARZ
) AV I NDFEGHFOa ' —T, VY T)
LRtk LRl —Da T xR b AR, kA
AT 2T = 2B URERPIETENTND Z
Ex (ARADEBAIZE ST, IR T—
FENTrBvRAIZKVAERT S EITE-
T) BREL7= b D TH D Y, flxiX, LB\
FREERDEMZAT O G, TR 1. Tk
REE A DORSUTE A 2 B — % AT D BRI
UF—hENE=Tat 2 (RF v oo
ERWLMERGS, N)TFT— ka7 m
TRZEVAEREINTZae—2F Y UL
FROMRD O ITHERFER - (RET2HA1F. &£
ARZ (2 —I1) BOL0ERH D, IR
BRKIEE . IRBRE(TER, KO Ol Hi ]
KGRI SO S IV SE S TR
(SOPs) # &%}, fRik7 vt 2D—BEVEA Meff
TRETHD,

27 See the ICH guidance for industry E6(R2) Good Clinical Practice: Integrated Addendum to ICH E6(RI).
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When providing certified electronic or paper copies
of electronic records, the associated metadata
should be included, such as units of the data (e.g.,
mg); a date and time stamp for when the data were
acquired; and the individual responsible for creating
the copy, size of file, and number of files.
Additional metadata are important for establishing
authenticity or integrity for certain record types,

such as digital photographs and audiovisual files.

RLER D E B TR D PRAEST X 54 2
1 Lo E, T X OB (Bl :mg) | T —
ZISIE ST B - R DX A LAK
7. abv—OERICEEEFFOBEA. 77 A
WP AR Ty ANEED, Bl L X457
— &b T OMERD D, TYFNEER
ROMER 7 7 A NV FEORFE DOFFADFLEKIZ D
WTCHEIENE (authenticity) °A > 7 7'V T 1 %
FERT 2D ThIUX, S6RDAXT =X
HELR D,

Q4. Is FDA recommending that electronic records from medical service providers not involved in the

clinical investigation be certified?

Q4.FDA %, JBBRIZEE L TWARWERF—E X a f Znb AFT 5EF &N RE

(certified) INDT EEHBLTNETN?

No. FDA’s recommendation to maintain and retain
certified copies of electronic records does not

extend to electronic copies of records from medical
service providers such as hospitals, laboratories, or
health care practitioners not involved in the clinical

investigation (e.g., copies of paper health records or

No, FDA |%, T ildk ORI & 5 & #EF
BHL - RETARE EHEE LTV AN, 2R
TRBRICE LT RVWERE, BfEs. ERNE
FELEQERYS—E AT 0 Ehb AFT
HFLEROE 3 — (] IRBRETE AU
SN DIBIER 2 BN ORI OFEHE S =ik

EHRs containing a potential participant’s medical DG T EHR O 2 B — T, JGBROER
history to a clinical investigator used either to FEEZT =T 0O, IR FFEGITHRT
determine eligibility for the clinical investigation or | 2{REDOHEIMHEH N D D) I[ZITEH S
to report treatment for an adverse event). The e, TRBRETLEANIFLER D Y — A &R
clinical investigator should retain documentation GE (B RBED BIE B ILTZ I N—— )
that indicates the source of the records (e.g., cover HRETLHMEN DD,
sheet sent by the hospital).
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QS. How should sponsors, clinical investigators, and other regulated entities retain electronic records
from a clinical investigation?

Q5. IBBRIKIRE . IRRFMEEM. £ DMOBM NSRRI, FROBFILEE LD K S ITRET

RETLLIN?

There are various ways to retain electronic records, LR AR T D EIR. KRR E
including in durable electronic storage devices and WT AL AR ZD P2 Bz —F g 27
using cloud computing services.?® Sponsors, —E 2D, xR FIEND D 2B, 18R
clinical investigators, and other regulated entities KEEE . IRBRETEER, 2 Ot K xS0
must ensure the authenticity, integrity, and ki, (ERRE SN O T — & DEIENE
confidentiality of the data from the point of creation | (authenticity), -« > 7 7'V 7 1| HEEME % fefr
and also ensure that the meaning of the record is L. SEROEWD (EbbLFI2) RSN D
preserved.? The relationship between records, L EERICTRETHDL Y, Gkt Ko —
source data, and all associated metadata should be &, BET 5T XToORXZ T —2OEOBM%R
preserved in a secure and traceable manner. PRI, Zan0BBR A RER TIE CTHREF S LD
REThD,

28 See also section II1.C for considerations when using IT service providers who provide cloud computing services.

B I RAYEa—T 4 7Y —ERAZRETDIT -2 T u M F—2HHT 5 L EOFEFHIZ
DOWTIHINLC EH SO Z L,

2 See § 11.30.
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FDA’s expectation is that sponsors, clinical
investigators, and other regulated entities will
ensure that records are maintained throughout the
records’ retention period per applicable
regulations® and, as applicable, made available to
FDA during an inspection.?! When electronic
formats are the only formats used to create,
preserve, and archive electronic records, sufficient
backup and recovery procedures should be in place
to protect against data loss. For example, records
should be backed up regularly to prevent loss.
Backup records should be stored in a secure
electronic location independent from the original
records as specified in an SOP. Backup and
recovery logs should be maintained to facilitate an
assessment of the nature and scope of data loss

resulting from a system failure.

As part of an inspection, sponsors, clinical
investigators, and other regulated entities may be
requested to provide all records and data needed to
reconstruct a clinical investigation, including
associated metadata and audit trails.3> FDA may
request copies of these records and data in a human-
readable form. Screenshots or paper printouts of
electronic records should include metadata and
audit trail information recorded in the electronic
system. When systems are decommissioned and
cannot be recommissioned, sponsors should ensure
that files containing the metadata are retained before
decommissioning and can be linked to each

corresponding data element.

FDA %, 1RBRIKEHE . TRBRE(TIER, 2 Dfth
OBLHI SRR, 1 S5 02 iE -
TRLER D PRAF IR 2RI o 72 o TREER DS HER?
BHE I, LEDG U T, BEMRFZ FDA (2
ks Z LWL TV D 3, B Eek
DOYERR, RIF. 7T — A ZICE T HROLN
FHINDEHE. T—FOWKE S
ZEWTEDLNY I T T - YUY OFE
ERTODMERD D, FIZIE, kT iz
55 T D@ N 7 T > 79 5 BN
b5, Ny I Ty IR, SOP T
EINTWAIEYIZ, 4V UF Ltk & 13
S L TE R AR E ARG GFTRETH
Do N T w7 e YRR aF E RS B
L, VAT LEECL>THELLET— XK
OMHE L H#HAZFMTE 2 LT H0EN
»HD,

TR . TRBREEAREERD, & OB

%ﬁ%i HERO—ER T, %%%ﬁﬁf%k
(B T oREk - 7T —% (BET 5

%5?*5¢%Eﬂ%%éﬁ)%%hféi
93K %ﬂé%/\#&bé 2, FDA IZ, ZiH
DOFtek - T —HDaL— 721’}\75‘ 5t H T
g*‘fé%/\#%é RLER D = B —
SUFHEIRI S 7/, BV AT ATELER
éﬂt%??*?@%ﬁﬁ%%ﬁ%é@%%
BERDHDH, VAT LDPEHE (decommission) S
. BB (recommission) T 2V E, 1R
BRiKEE 1L, (AT 2%) BRIET DA,
ABTF—=HDANST=T 7 A VHMRE ST,
(ZD7 7 AN KIET D8 7 —F BFT
DT HND Z L EAMEIITILERD D,

0 See §§ 56.115(b), 312.57, 312.62, 511.1(b)(7)(i), 511.1(b)(8)(i), and 812.140(d).
31 See §§ 56.115(b), 312.58, 312.68, 511.1(b)(8)(i), and 812.145.
2 See §§ 312.58, 312.68, 511.1(b)(8)(i), 812.140, and 812.145.
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Q6. Are electronic communication methods (e.g., email systems or text messages) for transmitting

electronic records addressed by 21 CFR part 11?
Q6. BF LB ELET 21O DEBEFERFEHE (BFA—NTVRATLIRTH R M vE—V%)

IZ. 21 CFR part 11 THEINTWVETH?

Part 11 regulations do not address electronic
communication methods used in the transmission of
electronic records. When electronic records required
by a predicate rule are transmitted via an electronic
communication method, the regulated entity should

ensure secure end-to-end transfer of that record.

==
CEf

Part 11 #Lil I, LR O SIS
BB T EIC OV TIIBE L TH72R,
& % predicate rule |2 X > CER SN 5 E 17T
RN D EABEHEEZ T LTS D%
B BUIDR SRk € D FLER DL 4272 end-to-
end DHRIEZFEFIZT HMER B DH, TRRIK

Audit trails in the sponsor’s electronic system HEE DBV AT LAOBEAGEFNIIE, B
should capture the date and time that electronic FRDNHRIE ST AIF & £ 5 OFLERD
records are transferred and the originator of those originator Z Fi#k T 2 MEN B D,
records.
%o
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B. Electronic Systems Owned or Controlled by Sponsors or Other Regulated Entities
B. JEBRIKIEHE XX OMOHHIXIGHMRIC L VA T2 b — L SNHETF VAT A

This section describes recommendations for
electronic systems that are owned or controlled by
sponsors or other regulated entities and are used by
such regulated entities to produce required records

in clinical investigations.

Examples of these electronic systems can include:

o  Electronic case report forms (eCRFs) and
electronic data capture (EDC) systems,
including EDC systems that capture source
data directly into eCRFs

e Electronic trial master files (¢TMFs)

e Electronic clinical data management systems
(eCDMS)

e Electronic clinical trial management systems
(eCTMS)

e Electronic quality management systems

e Interactive response technology (IRT) systems

Interactive voice response system (IVRS)

Interactive web response system (IWRS)

e Electronic IRB management systems

e Electronic informed consent (eIC) systems

e Centralized, web-based portals that display,
maintain, and archive essential data (i.e.,
electronic patient-reported outcomes (¢PROs),
electronic clinical outcome assessments
(eCOAs), DHT-collected patient data (see

section I11.D), or elC documents and records)

AREE T, RIS L2 O OBLHI %440
Lo T IZa vy ha— L ENDE TV
AT T, BUHIRI G K > TIRER Tt
FLEREAER T DDA SN D L DITXT 5
HESEFIH A 5T 5,

INHDEFT AT LOFZ L FIZZET D,

e Electronic case repot (eCRFs) } T},

electronic data capture (EDC) >R 7 A
(7 — & % [EH% eCRFs (ZHL Y iATe EDC

VAT hEET)

e Electronic trial master files (¢TMFs)

e Electronic clinical data management systems
(eCDMYS)

e Electronic clinical trial management systems
(eCTMS)

e Electronic quality management systems

e Interactive response technology (IRT) systems

Interactive voice response system (IVRS)

Interactive web response system (IWRS)

e Electronic IRB management systems

e Electronic informed consent (¢IC) systems

o WHT—HEFIR - MEFFER - 7T — A
T35, HE£HEID Web _— AR —H (T
7275 electronic patient-reported outcomes
(ePRO), electronic clinical outcome
assessments (eCOA), DHT |2 & 0 IUEE &
L& T —4 (LD =HM), XL elC

e Adverse event reporting (AER) and SCE - RLER)
processing systems o HEFLWE (AER) MU EFSUE
AT I
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Q7. What should be considered when using a risk-based approach for validation of electronic systems
used in clinical investigations?

Q7. IFRTHAENDIBEF AT ADNI T —va VLY RIR—RT S u—F 2 HVBEICE

DEIBRZLTEETNITINTLE I N?

The 2003 part 11 guidance, which states that FDA 2003 part 11 A % > ATiL, FDA2B =2

intends to exercise enforcement discretion regarding | = —#{LT AT LD F— 3 TS

specific part 11 requirements for validation of FEED part 11 Z (§§ 11.10(a) &Y 11.30 @
computerized systems (§§ 11.10(a) and KT D) IZoWT, HUTERHRET L E

corresponding requirements in 11.30), recommends ERLTBY, ERDEDL S 7Y F—
that industry base its approach to such validationon | * =2 7 7 a—F %

a justified and documented risk assessment and a o Mkt MOE SN RTT
determination of the potential of the system to affect TARXA B

product quality and safety as well as record o AT ANHEONE - LAEMRRERD
integrity.’* Accordingly, we recommend that AT VT TR T T A REMED

sponsors and other regulated entities use a risk- AW
based approach®* for validating electronic systems WZEEDE D T &AWL Tng 3, Leh
owned or managed by sponsors and other regulated ST, IR S OBLH Gk 2 T A X

entities. Eay ha— LT BET VAT LE N F—
}‘ﬁ‘éﬁ%ﬂl\ URTR—ZA7 Fa—F 3% H
B2 L E T S,

33 See the 2003 part 11 guidance.

34 This guidance does not provide comprehensive detail on how to perform a risk assessment. There are many risk
assessment methodologies and tools from a variety of industries that can be applied. For more information, see the ICH
guidance for industry Q9(R1) Quality Risk Management (June 2022). Also, see the International Organization for
Standardization’s (ISO’s) standard ISO 31010:2019 Risk management — Risk assessment techniques.

WRTAZ L ATIZY A7 T/ AA L FOFEMR IR IAETR A2, Hx RERTEHEZ DY A7 7R
A2 N FERY — VR FET D, sEIC DWW T, ICH A &4 > A Q9 (R1) Quality Risk Management |
(2022 4F 6 H)Z&HdD = &, X 5|2 180 31010:2019 Risk management — Risk assessment techniques 2 7%
LR AN
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For purposes of this guidance, validation means a
process of establishing and documenting that the
specified requirements of an electronic system can
be consistently fulfilled from design until
decommissioning of the system or transitioning to a
new system.?* Validation ensures that the
electronic system is correctly performing its

intended function.

Considerations when applying a risk-based
approach for validation of electronic systems
include the following:

e The purpose and significance of the record
and the criticality of the data (e.g., how the
record and data will be used to support the
regulatory decision and/or ensure participant
safety).

e The intended use of the electronic system
(e.g., used to process records’® that are
essential to the clinical investigation).
Validation is critical for electronic systems
that are used for activities such as data
integration, data analysis, adverse event
recording or processing, endpoint evaluation,
medical product dispensation, administration,

and accountability.

AKITAZL L ADBHN LT HE, N T —
aVDEWTDHE AT, B VAT LD
TESIVTZ BN, RN D VAT AOBEFEX
T LW AT L~DOBITET, —H LT
ENDHT LEMLL, T H T rEA
EWNWH LI D B, N T =T a ik
D, BFVATLANEKEY IEL S MRz %
TTDHZEEMEICTHENTES,

BFVATLONY T =2 g Y A7 _—

A7 7 u—F 2T o8E, T E2BET

RETh D,

o GlERDOHERY L HEME (significance), &
T — X ORZIE (criticality) (B : Fofk -
T — 2 BE EORE A AR — R L, K&
O (L) 1BRSINE ORE & fEFITT
HTDIZED LS ITHEH SN DD

o BFVATLOEKINT-HE (B : 1k
BRI AR AT R 72 Bk 2 LB % 30 7= oD 1A
A3 5, )
NY)F—=vaidk, 7—4HmE, T—F
IR, AEFZORLEUTNHE, = R
WA v N, EIELOLS - Bh - 3
FEBEOIEBN A SN DE VAT
DL > THEICEETH D,

35 See the ICH guidance for industry E6(R2) Good Clinical Practice: Integrated Addendum to ICH E6(RI).

36 In this guidance, to process records includes actions such as creating, modifying, maintaining, archiving, retrieving,
or transmitting.

0. RHA K RTBNTC [ FHERDOLFE) (i3 ER, 1BIE, MEFFEH, 7—hA4 7, B, skt o777
TarnEEns,
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The nature of the electronic system (e.g.,

commercial off-the-shelf (COTS) system,

customized electronic system).
For COTS office utility software, such as
word processing, spreadsheet, and PDF
tools, the extent of validation should be
guided by the organization’s internal
business practices and the intended use of
the software in the clinical investigation.
Generally, validation should not be
necessary for COTS office utility software

used as intended by the manufacturer.

For new electronic systems that are custom-
made or for existing systems that are
customized (e.g., IRT system or eCRF
system designed to meet the requirements
of the protocol), sponsors should review the
vendor’s SOPs, the system and software
development life cycle model, validation
documentation, change control procedures,
and change control tracking logs. In
addition, sponsors should perform user
acceptance testing (UAT) and document
the criteria for and results of testing to
ensure that the electronic system fulfills its
intended purpose. Alternatively, sponsors
should review the vendor’s UAT and
document that the UAT was reviewed and

was found to be adequate.

BV AT LOMNE (I #ifk (COTS)
SRATA, HRE A IINEEL R
7A)
J—R7uakyH, A7y F—Fh
X°PDF YV —/V5%®D COTS 2 —F 4 U T
4V TR 2T ONYT— 3 OFf
BRI, RN OZEFIETT. ROVRERIC
BV 7 Ny =7 OBEM IS
ZiholebD T 5, —fkiic, s
TTOEMEBYIZHEH S5 COTS =
—F 4 UT 4 YT hT=TIZONT
1L, NY T =3 IR,

AL DAL ROFLWE TV AT
L, XUFHA B~ A ZSTBEfFD
AT A (] TRER I G D B A
72T L 9 ICEKEH SN2 IRT & A7 A
N1% eCRF ¥ AT &) OA IRBRIK
FEF LN L DSOP, VAT ARV
TN 2T ORBETA THA 7 NVET
e N TF =g VERL BEEa s b
n—/LFIH, KOEHEa hr—/LiB
Wi 721 a—3 5 0EBRHD, &
b2, TBBRIKEE 1L =2 —FRA T X A
(UAT) %L, 7 A bR L FER
ENENLT, B VATLAPENS
NEZEMNERZLTWDZ L AR
T5, XIIXUFDUATZ L Ea—1L
[UAT # L Ea— L& ZAMYUTH
HZENMERTE ) LW )Rk ik
THENRD D,
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Changes to electronic systems (including software
upgrades, security and performance patches,
equipment or component replacements, and new
instrumentation) should be evaluated and validated
depending on risk. They should not affect the
collection, storage, and retrieval of existing or new
records or the traceability, authenticity, and
integrity of existing data. Changes that affect
operational limits or design specifications should be
validated. Finally, all changes to the system should
be documented. It may be appropriate for FDA to
request documentation of system validation during

an FDA inspection.

B VAT LANDER (YT Ny =T DT >
TTU—R, EX 2 VT 40T TR
DDy F | Hgge/ T OAZH, F L
L& (o) ) X, U AZ15 CTRHE
L. NUTF—= T 20ERHD, TNHDE
Hix, UTFICEBE 2500 TH- Tl

SRR

o BEfFOITH LWV EREROULEE, fRE. B
. X%

o BEfET— X OIBBIATRENE, EIEME, A
T7UT 4

EERIIRCaR M AR IC BT DA HIINY 7
—FTOMERDH D, mRBEORA ML
T, VAT AT HERITRTILELTS
VN D, FDA IFMENZL U CTHELEHRIZY
AT INY F— g o OXELATRT LGS
Wb,
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Q8. What documentation should the sponsor have in place for electronic systems that fall under the
scope of part 11, and what will be FDA’s focus during inspections of the sponsor?

Q8. JBRRKIEE 1L, part U DEAINDIBTF VAT AIZONTED LI RXEBLZHBEL THLI L

BERHY ETH, £, FDA RBBRKEE 2 ERTHRICEZICERLEID?

For each clinical investigation protocol, the sponsor | {RBRIKEEF 1T, 1RBAGHEIERIC, 1BBRT — &

should describe the electronic systems (e.g., IRT DONEIHHENLEF AT L (] IRT
system, EDC, eCOA) used to collect clinical AT I, EDC, eCOA) &, BH#HT5HE
investigation data as well as the electronic systems FUERODIERL, BIE, MEFFEEL, 7—0A 7
used to create, modify, maintain, archive, retrieve, B IR IZFEH S NDE T AT AT
or transmit pertinent electronic records. Sponsors WCHAT 2 BN 5, IR X, 1F
should create a diagram that depicts the flow of data | K AL T2 FEANTHE I N D ETDT —
from creation to final storage. Z DO R TR T 2 R B D,

Consistent with a risk-based approach to validation NYF =g TOY AT R=AT Fu—F

(see Q7), sponsors should consider (1) the purpose (Q7 /) ITih» T, 1RBRIKEE X

and significance of the record and the criticality of (1) "egkoo HAY & EEM: (significance), KT}
the data, (2) the intended use of the electronic T — X OERAE (criticality).

system, and (3) the nature of the electronic system (2) EF AT LrOEHINTZME, kO

to determine when documentation or SOPs 3) EF VAT LOME

addressing the following are appropriate: ZHERE LT, LURIZR30ER SOP 23w bl 7»

ED WS D LERD D,
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System setup, installation, and maintenance
System validation (e.g., validation plans,
execution, and reports)

UAT performed by the sponsor or vendor
Change control procedures and change control
System account setup and management,
including user access controls

Data backup, recovery, and contingency plans

Alternative data entry methods (in the case of
system unavailability)

Information pertinent to use of the electronic
system (e.g., audit trail information,
interoperable data standards)

Support mechanisms in place, such as training
(including training records) and technical
support

Internal and external audits of electronic
systems and of vendors that are performed or
provided by the sponsor or independent
consultants (see Q10) to ensure that the
system is functioning and is being used
consistently as intended

Roles and responsibilities of sponsors, clinical
sites, and other parties with respect to the use
of electronic systems in the clinical

investigation

VAT LDy T A VA R—
b, MERRE R

AT AN F— g v (f
g OG- FEE - )
TREBRIHE A ST Z N ENfi§ 5 UAT
FHEary ha— L PlEEERa br—
JV

R A/ =0 N = Ty WYl S 3
TLRTHT . S ORRE &
T—=BDONNy 7T T YUINY KN
BR R s

(AT LPFHTERWIGED) AR
T — % Nk

BTV AT LOMHIZBE S 5 1E#H
(B - BEAFERME TR, AH A EM ATRET —
4 JEYE)

FL—=v7 (b—=r 7% E
Te) BT SARE O AR — MATH
VAT ADPHEREL, BEMEINnEBVIC
—EMEr b o THEHEN TS Z L% H
FIZTD20D, IRBREKEEHE XML L
T B o BT & - TEM TR
ENTELF VAT LRORC LT D
N EBK OSNT & (Q10 2 1R)
BBRICBITDE AT 2O IS
DIRBRIKIEE . IRREElEa% . = Do
BafRE D&E & FAT:

A
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Documentation related to the bulleted list above
should be retained as part of the clinical
investigation records and be available for inspection
by FDA in order to assess whether such records
contain information bearing on the sponsors’

adequate compliance with relevant requirements.

FREOREEEE Y X MIBEET HCEE, IR
BEiERO—E & L TIRE L, FDA I X D&%
FFCHRIETE 2 X2 I L TR VER D D,
(FDA 1) TEBRUEEE 23 B3 2 Bk 25 6
WZHESF L TWe Z 2R iEHRAZE S Vo lo
FERICEENTVDEINE I DETEAA L b

For electronic systems that fall under the scope of T 5, Part 11 NEHINDEF VAT LD
part 11, FDA will generally focus on the following A, FDA (T8 HE . 1RBRIKEE OEZDOFRIZK
during a sponsor inspection: DRIZEBRT D,

e Data collection, data handling, and data o T—HXIE T—HUNE FT—XEHD

management plans and procedures

e The life cycle of the electronic system, from
design and implementation to
decommissioning or transitioning to a new
system

e Processes and procedures that are in place to
ensure that the data and records required to
reconstruct the clinical investigation are not
altered in value or meaning

e Authority checks in the electronic systems to
ensure only authorized individuals are given
appropriate access

e Change control procedures and any changes
made to the system once in use

e Any contracts with vendors or other delegated
entities that detail their functions and
responsibilities

e All corrective and preventive actions
implemented across all relevant activities and

systems

FHE & FIE
o WIVATLDTATHA TN (&
NS EEUTH LY AT A~D
1T£7T)

o RBREZEIITHIDICHERT—F i
FROESSERNERE SN NWE 21275
ORI b7 e - FA

o FFRISNTMENCORED T 7 AN
HEZ2b5NTn5Z L aMEICT L2

B VAT MBI DHERT = > 7

. %Ezykm—wiﬁ\&wﬁ%%%&
WV AT KA b H

o NUXEHOTATLI TR L ORE & K
EOFEMEHIE LTzd 5 5K E

o BIHET LT RTOIFBEIE AT AIZON
THEBEINDTXTORIE - PRIHE
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Q9. What documentation should be available at clinical investigator sites for electronic systems that

fall under the scope of part 11, and what will be FDA’s focus during inspections of clinical

investigator sites?

Q9. Part 11 N EH EINDBETF VAT AIONT, IBREBEHER CEDOLIBRXELHE L TRIT

IXEWTL & 9P

F 72, FDA I XIBBREMMEER DELERFICE

TIWCEBLETH?

Sponsors should provide information to clinical
investigator sites regarding electronic systems used
in the clinical investigation that are owned or
controlled by sponsors and vendors and that fall
under the scope of part 11. This information may
include policies and procedures related to system
account setup and management, access controls and
user access privileges, system user manuals, and
system training materials and records. The clinical
investigator should retain this information for
review during an FDA inspection so that FDA can
assess whether such records contain information
bearing on the sponsor’s adequate compliance with

relevant requirements.

Clinical investigator sites that own or control
electronic systems used in the clinical investigation
that fall under the scope of part 11 (e.g., site-owned
EDC system, electronic clinical investigator site
file) should retain the documentation related to the

use of the electronic systems as described in Q8.

TRBRIKIEE 13, TBBRIEE KON TR
XiZ=zv ba—/ L, part 11 N SN DHTE
BT A2EF AT LT HIE®RER
BRERER R T A NERH D, FD LD
IRIEHRITIZLL T BES 2 58t - FIEAE F
b,

o VATLTHIUL NORIELER

o TU¥RARaLE—La—FT IR

FENR
o VAT Aa—HYWw=aT/)L
o VAFTARL—=L T OEE LI

BB EATEMIL, FDA BAEZEPICL E2—T
THEOIC, TNHDEFRERE L THBL &
Enbb, 72T HIELETFDAIL, Ziuh
DFLERIT . TEBRKIE S A3 B9~ 5 T 4 J b))
IZHSF LTV 2 E AR ERA S ER TV
HINEIIMETEAA L N TE D,

Part 11 2N SN DR CTEMA SN HET

AT L (IRBRFEMEHIRE 23T 3% EDC v A7
LRLEFISF VAT L5E) A X = b
o —/L T IR ERiZ T, Q8 IZFii I T
Wb LT, BYVAT AOMHICEET 2
LEEARETDLERD D,
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Clinical investigator sites may have their own SOPs
and documentation pertinent to the use of electronic
systems. Such information may include, for
example, SOPs that ensure users at the clinical
investigator sites have their own accounts and
appropriate access; SOPs for notifying sponsors of
changes in clinical investigation personnel at the
site so that access rights can be terminated; backup,
recovery, and contingency plans for source
documentation retained at the site; and site-
generated user training. Clinical investigator sites
should retain this information for review during an

FDA inspection.

FDA will generally focus on the following during a
clinical investigator site inspection:

e Records related to staff training on the use of
electronic systems?’

e Procedures and controls in place for system
access, data creation, data modification, and
data maintenance’®

e Use of electronic systems at the clinical
investigator site to generate, collect, transmit,

and archive data’®

TRBRFERSERR 121X, BTV AT LAOMHEMHICE
T 2HHE D SOP L ENFLET DHENH
Do OV TFEROFNINILLT DD D,

o JRBRFENMiMiEE DL —F A, FAEHOT
b EYIRT I AMERFEOZ &
ZfEFT D72 D SOP

o URBRKIEHEN) T/ R AMEEK T T&
HECT D7D, JEERRICEED Y
F O 2R (2@ 5 SOP

o IRBRFEMME CRE T DHERID Ny 7
T U ANY | BRARERISE

o JiigX CIERRENIz2—Y L —=27

IR IEhE % (X, FDA NELEPIZL E2—T

ELEDICZOFERERE L T LERD

Do

FDA (3@ . 1aBREfa O &L IZLLT O

RIZEBT %o

o EAIATLDEHIZOWNWTDOARL 7
hL—=2 7 2B D ReEk YT

o VATATIVRA, FT—HER, T—X
BHE, T — A HERFEBOT-OITR T b
TFNEE =2 fa— 38

o IRBRFEMIMIEXICIIT D, T —HF B,
WEE, Bk, T—HATTH72DDE
AT LOER

7 See § 11.10(i).
3 See §§ 11.10(d) and (k).
3 See § 11.10.
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Q10. During an inspection, will FDA review the reports of audits performed by sponsors or other
regulated entities of I'T service providers’ electronic systems, products, and services?
Q10. FDA (I EZERHIIERIKIEE S ORFINEMEMRPEE L7 IT V—E 27 FDOBETV A
T o, BE RO —ERCOVTOEEREEEZ L Ea—LETH?
Sponsors and other regulated entities often conduct TR 5 OB SR I X, IT #—E'X

audits to assess the IT service provider’s quality TN ZD

management plan and the content of and o SHEE PRI

compliance with relevant SOPs used in the design o BAFIVAT L P —EADRE
and development of the electronic system, product, BRAFE LT S 41 5 B SOP D IN%F

or service. Sponsors and other regulated entities o  ZHLDH D SOP MESFIRIL

also often conduct audits of clinical investigation Ml 2720, BET L2 &N, £
data in electronic systems to ensure the functionality | 7Z{RERIKHEE SO HHI I GHARRIL, v 2T A
of the system. DIEBEIC DWW THEREZ 1§D 7212, BT A

T LHNDIRRT — 2 ZEATHZ L b0,

FDA will generally not review audit reports of the FDA [T H L IT —E X7 1/ 1 X DFE
IT service provider’s electronic systems, products, AT A B KO — B RO AR E
and services.* ZLEa—7925Z &idRn,

40 Compliance policy guide CPG Sec. 130.300 — FDA Access to Results of Quality Assurance Program Audits and
Inspections, available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cpg-sec-130300-
fda-access-results-quality-assurance-program-audits-and-inspections.
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Q11. What are FDA’s requirements and recommendations regarding the use of security safeguards?

Qll. ¥ =2V F 4 {RERDOMEAIZHOVTD FDA DEM: & HEREIH I T H?

Sponsors, clinical investigators, and other regulated
entities must ensure that procedures and processes
are in place to safeguard the authenticity, integrity
and, when appropriate, confidentiality of electronic
records.*! Logical and physical access controls
should be integral to electronic systems used in
clinical investigations to limit system access to
authorized users, particularly for systems that
provide access to multiple users or systems that are
accessed through networks.*> The selection and
application of access controls should be based on an
appropriately justified and documented risk-based
approach that protects the authenticity, integrity,
and confidentiality of the data or information.*3
Part 11 requirements do not specify any particular
methods for implementing access controls. Access
controls may include multifactor authentication,
strong login credentials, and/or biometrics (e.g.,
facial recognition, fingerprints, voice prints, iris

scans).

TRBRIKHEE . IRBREIEERT, 2 O BHI%S
Gk, EFRLEROEEME (authenticity),
AT 7 VT 4, ROWEIZIG U TSN A
R#ET D7D DOTFIA - 7 1t 2D eI FENE
SNDEINTTHMENRDH D Y, VAT LT
7 A ERENTZ2—PFITHIRT D720
2, BB CHERShDE AT A (FRCE
BO2—FIT 72 AZRMET D27 A
R, XY NT—TRHTT 7 EAESNHT A
T L) BN TERER L O BRI 72 T 7 7 A
BHIIRAIRRERLETRETHDL R 77
R bu— GR) O@REE I
UICIES kS, CE ST (F—F X
L& O B IEME (authenticity), 1 > 7 27 U 7
4. EMERETDT2DD) VAT R—2R
T —FITESNTIT O BERH D 4,
Part 11 OEHTIL, 778 A2 ba—%
FHEFT DO ORED T RITIEE L T
W, TRz he— (FE) KX %
WERFE, WA n A UEKER, KO
(X0%) ZM45RFF (BRE. ek, wF 7Y
VMR AX Y %) RNEENRD,

41 See §§ 11.10 and 11.30.

42 See §§ 11.10(d) and 11.30 (for requirements to limit system access to authorized individuals).

43 Part 11 differentiates electronic systems as closed or open (§§ 11.10 and 11.30) and describes additional measures
that may be necessary for open systems. Because of changing technologies and the increased risk of cybersecurity
threats, a risk-based approach to validation should be used for all electronic systems.

B Part 11 THX, BIVATLAE IO —ARVAT AES =T A7 A (§§11.10 LTV 11.30) IZXBIL, A
— T UVATADIMEL R D THA I BMGTRIZOWTHHLTWS, 77 /a0 A \—kFa
VT 4 DBEDOY A7 OERIZED, TRTOBEF VAT AL TN T = a r TOY AT R=T
a—FEHND LERDH D,
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A cumulative record should be maintained of all
clinical investigation personnel who are authorized
to access the electronic system as well as a
description of their access privileges. These records
should be accessible for use by appropriate clinical
investigation personnel and for inspection by FDA.
System administrators should not be involved in

data collection or clinical investigation assessments.

Individuals should work only under their own
usernames and passwords or other access controls
and should not share log-on information with
others. Steps must be taken to prevent unauthorized
access to the system.** For example, individuals
should log off the system when leaving their
workstations. An automatic log off may be
appropriate for idle periods. The system should be
designed to limit the number of login attempts and
to record unauthorized login attempts. Processes
should be in place to detect, document, report, and
remedy security protocol breaches involving

attempted and confirmed unauthorized access.

Sponsors should conduct a risk assessment to
determine appropriate procedures and controls to
secure data at rest and in transit to prevent access by

intervening or malicious parties.

BTV AT LT 78 2T DR EFOT
T ORI Y & O Bk, KO 7 & A4
FROGHZMERFFEHET 2L ERSH L, Zb
DFLERIE, BERIRBRESE LRI LY,

FDA BELE LIV THLXITT 7 BATED
LT HMENHDL, VAT LT RI=

FL—2I%, T FIERIERO T B A A
MZBGFRETIER,

FENT, BoOa—FHERAT =R X
XZDMOT 7 A3 b —L FTORE
(T RETHY, a7 F o T570DEHRE
il —H L T RETIEARV, AT A
~ORIET 7 & 2 ZB51ET 5 120 OHEE %
CHMEND D ¥, I3, AEANTEmARD
HEEND L XV AT AL T A 7T 54
EnhD, EEE L TCORWEHCHE R 7'
735 ENEYRGEbH D, VAT A

X, A CRATERRARIR L, RIEZRe 7
A VRITERERT D L O ICERETT A NEL D
Do REIHKbDoTZ LR INTERIET 71
AEDOY X2 VT 470 k)R EE KR,
XER, Wl KOEET 007 r kR
AR T DMERD D,

BRI E XY A7 T8 A A M EER L,
NMABREEDOS DU EHIZL DT VA%
B <7=dls, RAFHF K OHRIEF OT — & &R
ES LY FIEE 2 ba— L ERET D
NS D,

“ See § 11.10(d).
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Security safeguards (e.g., firewalls; antivirus, anti-
malware, and anti-spyware software) should be in
place and continually updated, as appropriate, to
prevent, detect, and remedy the effects of computer
viruses; replicating malware computer programs
(i.e., worms); and other potentially harmful software
code on clinical investigation data, software, and
hardware. Other safeguards, such as encryption,
should be used to ensure confidentiality of the data.
In the case of security breaches to devices or
systems, sponsors and other regulated entities
should make reasonable efforts to ensure the
continued validity of the source data.*> Security
breaches that could affect the safety or privacy of
clinical investigation participants and data should be

reported to the IRB and FDA as soon as possible.

X2 UT A IR#ER Bl 77 AT U4 —

. TANVAFER, T = TR, ASA
VTR T hv e T) BEAL, MEC
Ji U CHEBERIICE 5 2 & C, a2 Ba—
FOANA, Gl 2T ar =27
075 (T—bEH0ND) | KOZEDOMOD
BEMICEERY 7 by =7 a— RPNRBRT
— ARV T N 2TRN— R =T IZH 2D
BT - il - BETOVLERD D, T
— X OB ZTEFICT A 72010, Bk
DD F 2 VT RERZMH T & TH
Lo TNAA ATV AT KT HEF2
TARENRELISGE, IBRIEHE SO
HRI AR X, T — & DRk e 2k %
MR 2 7o DICEHM R 24T O WER &
%8, IBRSME KR OT — X OREXTT
AN — B E RITT RO DX =
U7 2EFZ, ATRAYESLHNT IRB XU FDA
WCHRETORERD D,

4 Note that this security functionality should be part of the validation process of the software.
B ZoEF2 YT AR, YT MU =T ORI T =g T aER0—HETREZLITEET LI L,
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Q12. What are considerations for sponsors and other regulated entities when implementing audit

trails?

Q12. BEAFEW % I 5 BITIRRIKEE F OHHI M SHMRIIME BRI RETL L I 0?

Audit trails provide a means to verify the quality,
authenticity, and integrity of data, allowing
reconstruction of significant details about clinical
investigation conduct and source data collection.
Electronically generated, time-stamped audit trails,
in addition to other security measures, can also
capture information related to the creation,

modification, or deletion of electronic records.

Audit trails must capture electronic record activities
including all changes made to the electronic record,
the individuals making the changes, the date and
time of the changes, and the reasons for the
changes.*® Original information must not be
obscured by the use of audit trails or other security
measures.*”*® Audit trails should be protected from
modification and from being disabled. Periodic
review of the audit trail may be helpful for sponsors
to ensure data quality, authenticity, and integrity.
The decision to review audit trails should be based
on a risk assessment of the clinical investigation,
taking into account the systems, procedures, and

controls in place.

46 See §§ 11.10(e) and 11.30.
47 Ibid.

BEARERM X, 7 — X OE, HEiEM
(authenticity), 1 7 7 U T 4 ZiRaEd 5 FE
ZERHEL . RO I & T —Z OINEIZE
T L EBRME A HERT 52 L A2 RIS
Do otEF VT 4 FRIIMA T, EFHY
ARSI Z A DA S TR & OB GEHR
IZ K-> THEFRREOIER., BH, UIHIBR
(BT DIEREIET D ENTE D,

BRI ik loxt 357 7 T 4 BT
# (BRI 6Nz X CTOERE, &
BaiTol A, EHAKE, ZRARHLE

te) T DMEND D Y, BRGNS D
X2 VT4 FREAWDZ L THY VS
HHRBHEND L2 BB IR B
VA8 BEREERN AT S b Rk E
RNE S RETDVEND D, BRI A T
HIC L Ea—35 2 L1E, RBRIKEE DT
— X OE, HIEYE (authenticity), A 7 7
VT 4 2WEICTHEODICAERTHA D, B
BRI A L E 2 —3 25008 9 0E, BlkeR O
VAT L, FIE, KO=ar he— L a2EEIC
ATz, BEIBRDO Y A7 72 A A MK
DWTIRET DM ERH D,

4 See the guidance for industry Electronic Source Data in Clinical Investigations (September 2013) (2013 guidance).
Note that the 2013 guidance was prepared and issued by CBER, CDER, and CDRH. CTP continues to consider the
relevance of the recommendations and policies of the guidance to tobacco product submissions.

B FRWAIT H A X A [Electronic Source Data in Clinical Investigations] (201349 H) (2013 FEH A ¥ v
) #BWOZ L, 2013 FEDHA X AL, CBER, CDER, XU CDRH (T &> TIER S 4L, BTS2
LITEET D2 L, CTPIX, WA X ADHEIRFIHL AR Y =R N aflfiOHGEIC EORER#E L T\
WG| E Rt E R 5,
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All audit trail information on the creation,
modification, and deletion of electronic records
must be available for FDA inspection.*® A risk-
based approach should be applied for retaining
access logs (i.e., records of individuals who
accessed the system and the times they did so). For
example, regulated entities should retain all system
access logs for electronic systems or files that
contain unblinding information to verify the
authenticity and integrity of the blind throughout the

clinical investigation.

FDA recommends that the audit trail be retained as
a dynamic file (i.e., a file where the audit trail can
be seen in the system while the record is being
reviewed). If it is not possible to retain a dynamic
file, the audit trail should be retained as a fixed-data
document (e.g., PDF) provided that the copy of the
audit trail information is a certified copy and is
clearly linked to the respective record (see Q3). The
audit trail information should accompany all copies
of the record, including those retained by clinical
investigators (whether at the clinical investigation
site or at an alternate location). The information
should be complete and understandable with clear
and concise terms to describe the components of the
audit trail. Audit trail components must include (1)
the date and time the data element or information
was entered or modified; (2) the individual making
the change (e.g., user ID and user role); and (3) the
old value, new value, and reason for the change if

applicable.>

Bk OER, ZH, HIBRICET 53T
DOEERFEHMERIT, FDA OB TE S
ol Ladndablen®, 7orezxn s
(TRDOBLYAT AT 7B A LA L%
DT 7 & AR OFLER) ARET D0 E D h
1TV A7 R—27 Fu—FIC LY RET R
Th o, FlZIE, Bl Skt mRae
ZilE U CEMOEIENE (authenticity) & A > 7
7 VT 4 HRRET AT, BTG %
FFOBEF VAT LAXILT 7 A NN~DFTXTD
VATAT VAU T ERETRETHD.

FDA I%, BE&AE 2 &~ 7 AV (DFE DR
PrE L E a2 —T BBEIC S AT AN CEEAZEYT
EHERTEDLL Y277 740) L LTHRET
LT LML TWD, BT 7 A LE LT
RE TERWEEIL, BEEIE A EET — 4
X#E (PDF%) & LCIRETHMNERDD
N, TOHE, BEAIEMMERO 2 ©—MEGE
fTEEETHY | KiigcHEIZ) 7 Sh
TWbZE (Q3BH) MM ed, BEARE
BRESRIT, TRBRRATEMY (FRBR IR S
OB FTT) RELTWDHDOLED, i
PEOTRTOA—ITI/MITE2RERH D,
(BEARERR) L, BEATEF O EEHR %
BB SR SEECHA L, 28 DBfR
LT VD LT RETH D, BEAIIOH
RCERICIE, (1) 7T—XEE A ERNBANT)S
EEINARE, (2) BEEEZ{ToZEA (=
—FIDRXx—PFr—1%) | (3) dVE,
BrLVE, ROEREOHE G247 554)
T m DD LEND D N,

4 Audit trail documentation must be retained for a period at least as long as the period required for the subject
electronic records and must be available for FDA review and copying (see §§ 11.10(e) and 11.30).
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In the 2003 part 11 guidance, FDA stated that it
intends to exercise enforcement discretion with
respect to specific part 11 requirements, including,
but not limited to, computer-generated, time-
stamped audit trails (§§ 11.10(e) and (k)(2) and any
corresponding requirement in 11.30). Persons must
still comply with all applicable predicate rules.
Even where there are no predicate rule requirements
related to documentation, it is nonetheless important
to have audit trails or other physical, logical, or
procedural security measures in place to ensure the
trustworthiness and reliability of the electronic
records. FDA recommends basing a decision
regarding whether to apply audit trails or other
appropriate measures on the need to comply with
predicate rule requirements, a justified and
documented risk assessment, and a determination of
the potential effect on product quality and record

integrity.

FDA I, 2003 part11 A X AT, a2 a—
B THERENTZZ A DAZ T & OBEAFHEYR
(§§11.10(e) KO (k)(2). KN 11.30 OXHT 5
FF) MORFE D part 11 EHIZE L CTHITA
HETLHEMTHD LB TWD, 2L, i
HAEN DT _XTO predicate rules (21K E L
THEDL R TR 5720, predicate rule (230
LICBET B R R WEAE TH-oTH, &

L8k @O {5 M& £ (trustworthiness) <° 15 ## 1
(reliability) Z fEfR -5 72 1T, BEAREHIOM D
WE, B, UIFIEICE DX 2V T o
GRERTDENEETHD, FDA L,

AR O BN 72 TR 22 W4~ 2 22 8 D 7ok
TE 7
o predicate rule DEA/FIZI G D B,

IEX LS E SN2 R 7 T ' AR
SN 40)
Lo MmE
IBERY 2

IZEESNWTITH Z

LEERDA T T T 4D
SO Wy
LAERHEREL TV B,

Y AT CE L, L R DB A REEICRD D WM & R UZE Ll BRE S 4, FDA IZ X AR
P B —NAREZRIBIZR TN TORIT IR S 720y (§§ 11.10(e) K TN 11.30 2 &H8),
30 See § 11.10(e).
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Q13. Should an audit trail record every key stroke?
Q13. BEHEABCT RTOF—R br—2 2R TILENH D 52

It is not necessary to record every key stroke in an
audit trail. However, the audit trail should be
available once the user has taken a deliberate action
to create, modify, or delete electronic records. Any
edits to completed fields should be captured in the
audit trail. If an edit check exists for submitted data
and prompts the user to make a correction, the audit
trail should include the original response, the fact
that the edit check prompted a correction, and any

change made in response.

EE AR ST R COF— A b e —7 Z5edkd
HMLEIIR, 2L, 22— R EXPIICE
FReER A AR, AE, XITHIBRT 57 7 v =
VR FAT LTI, BEARERS &R RTRE IS
RETHD, CAFEHT 4 —/v FOREITS
RTINS SO MNERH 5, ek
ENET—HH LT 4y b2yl %
TV, 2—PFIHEEZETHA, BRI
I, AV VT NULOIRE., wETF =y 71k -o
TIEEMESNTEE WO FHE, ROENIIG
CTATONTZERNEENDLERH D,

Q14. What controls should be in place to ensure that the electronic system’s date and time are

correct?

Q4 EF VAT LDOBAMBAPIELNZ L ZHRTH7DIT, EDXIRary br—&ERITD

NETEM?

Controls should be in place to ensure that the
system’s date and time are correct. The ability to
change the date or time should be limited to
authorized system administrators (see Q11), who
should be notified if a system date or time
discrepancy is detected. Any changes to date or time
should be documented, except for automatic time

changes made by systems for daylight savings.

For electronic systems used in clinical
investigations that span different time zones, the
sponsor should indicate the time zone that

corresponds to the date and time stamp.

VAT AOAMREROIEL S EEEICT LT
OO M=)V ERITHLVENDD, B
WP A 53 DAERRIT, FFA] ST AT A
7 RI=ZX =% (Qll M) IZRET
HMENRD D, VAT LD HAF IR DX
LM SN HBA1E, VAT AT RI=

N—Z BT DN ER D D, AR DT
HDY AT KM KD BB R T A2 BR

X AR ORI LT R CRigRIC iR T
WEND D,

BB HA LY =N CFE TN DIERTHEH &
NDEF VAT LOLE, BB 1T A
BA DX A DAR LT INEDH A L — 0T
WZXINT D DN ETRTHLEND D,
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Q15. What are the requirements and recommendations regarding training of individuals who use
electronic systems in clinical investigations?

Q15. IFRTEF VAT 2 &MATIMAILKHT D ML —=2 ZICANTED & 5 B H L HERES

EHRHY E30°

Anyone who develops, maintains, or uses electronic
systems subject to part 11 must have the education,
training, and experience necessary to perform their
assigned tasks.’! Relevant training should be
provided to individuals regarding the electronic
systems they will use during the clinical
investigation. Training should be conducted before
the start of the clinical investigation and as needed
during the study when changes are made to the
electronic system. Training should cover processes
and procedures to access the system, to complete
clinical investigation documentation, and to detect
and report incorrect data. Training should be
documented. Current training materials should also
be available to clinical investigation personnel and
participants during the clinical investigation if
needed. See Q8 and Q9 for more information on

retention of training documentation.

Part 11 DX LI DB AT L& PFE, HE
FREE, UIERT &L, B Y Toii
HAAY BT T DI HEREE - FL—
=27 B E R o TR AU B 7
S JBBRICHE T 28V AT AMTON T,
FAENICHEY R b L—= 0 Z AR B
Wb, bL—=71%, IBBROBRMGE., &
NBBRTICE AV AT AMCEFENNZ bz
EXTMBEITR U TCHEBT DML ERD H, L
THho—=2 7T 50ERHD,
o VATAITI/EBRTAHIutR - FA
o IRBACEZRERIEDL TR - FA
o AREMART—ZZRIL. METL7H
2 - FE
FL—= U ZIISCEART D MER DD, K
IS T T, TR S KON NIRRT
BHO N —=0 TEREAFTED LI
THOMLENDH D, bl—=2 7 LEOHEFFIC
B3 23EMIC OV TR, Q8 KT Q9 & MdD
zk,

51 See § 11.10(i).
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Q16. Does FDA provide preliminary evaluations of electronic systems to be used in a clinical

investigation to determine whether they comply with part 11 requirements?

Q16. FDA X, IBRRTER SN DEF VAT L% part 11 DEMFIZHERL L TWDE 0L S 2§

Bl DD PR Z R L TWHETH?

No. FDA does not perform preliminary evaluations
of electronic systems (e.g., EDC system, eCTMS) to
determine whether they comply with part 11

requirements. These systems will be evaluated

during an inspection.

==

No, FDA (%, &3 A5 L (EDC ¥ A7
2, eCTMS %) 798 part 11 OB ZYERL L C
WDHE D DRI 5 72D O PRI T
STV, ZHS5DY AT AL, B
P E D,

C.
C.

Information Technology Service Providers

and Services

BHERr— X X RN —E R

Sponsors and other regulated entities can contract
with vendors to provide IT services for a clinical
investigation (e.g., data hosting, cloud computing
software, platform and infrastructure services).
Sponsors and other regulated entities are
responsible for ensuring that electronic records meet
applicable part 11 regulatory requirements. When
determining the suitability of the IT service and IT
service provider, sponsors and other regulated
entities should consider the following regarding the
IT service provider’s ability to ensure the
authenticity, integrity, and confidentiality of clinical

investigation records and data:

TR S OBLHDS G, N & & 3K
L. IBBADIT Y —E R (F—FKRAT 4~
g, 77y Raryta—s 47V 7 by

T, 7T NI =L, AT TANT I TF ¥
P—bRE) ORMEEZITLZENTE D, A
BRAKHEE S5 O X BRI, #E R8RS part
11 O S D BRHI B AT L Tnd 2 &

EHERIZTLHEMENH D, ITH—EZKIT
= AT m A X OmEY) S W S, 8
BRoGigk - 7 — X OHEIEM (authenticity), A >
TITUT 4, WEMELHEEICT L7201, IR
KA T OHHS S LT —E XA 7 N
A HZDREINTDONWT, RO [ ERET H BN
BHd,
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Policies the IT service provider has in place to
allow the sponsor to perform oversight of the
clinical investigation functions provided by
the IT service provider

Processes and procedures the IT service
provider has in place for validation of specific
IT services to be used in the clinical
investigation (see Q7)

Ability of the IT service provider to generate
accurate and complete copies of records and
to provide access to data for as long as the
records are required to be retained by

applicable regulations (see Q5)?

IT —E X7 m o ZHRRMET 50RO
BEREIZ DWW TIRBIKIEE N E T 5 2 &
ZABEICT D (& ZED) ITY—F
AT ANA ZPRFEITTNDHRY —
BERCHEHSINDITH—EZADNY F—
T arOEDITIT h—ERT a8 Z)N
BRIFTnbE7eE2 - FH (Q7 M)

IT — B X7 1A ZHGEERD ERfED)D
FERRAC—ZAR L, WS B
2 &0 BHT BT D ReEk R A7
\Zbleo T, T—X~DO7 7 &R &4
T 5HE7) (Q5 M) 2

52 See, e.g., §§ 56.115(b), 312.57, 312.62, 511.1(b)(7)(ii), 511.1(b)(8)(i), and 812.140(d).
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Processes and procedures the IT service
provider has for retaining records and making
them available for FDA inspection for as long
as the records are required to be retained by
applicable regulations (see Q5)**

Access controls used by the IT service
provider for specific IT services used in the
clinical investigation, including SOPs for
granting and revoking access (see Q11)
Ability of the IT service provider to provide
secure, computer-generated, time-stamped
audit trails of users’ actions and changes to
data (see Q12)

Ability of the IT service provider to secure
and protect the confidentiality of data at rest
and in transit (as appropriate for the content
and nature of the record)

Processes and procedures the IT service
provider has in place related to electronic
signature controls (see section II.E)

Relevant experience of the IT service provider

IT —E 27 1w A ZH3 0 56 rTRE 72 8L
HilZ X 0 ZHAHT LT D ResRiR A7
lZHle > T, FedkaRE L. FDA O
LI ATRRIC T Do TR - F
JIg (Q5 &)
BRCHEH SN IT h—E AT L TIT
=R Ta NS EBERT LT 7R
ayvba— (778 AT LEYIH
L®SOP #&1e) (Ql1 &)

IT —ERXTFa A ZR 2—FDT 7
T arRT—HOELIIONT, BA
72, AU a—FERINTE, A LA
X T & ORI A 1R 5 hE
(Q12 &)

TRATH K QMRS TR DT — & OMSEENE % i
L, (RETHITH—EATa (XD
e GEERONAEELMEIIG LT bD L
+5)
ITH—ERT O A REFEHDT Y
FE—/LZONTRITTWDH T rER L
FlE (ILE =HMH)
IT—ERXFa g2 (BEEDH
%) RER

53 Tbid.

38

%0

BZLib-129 FDA ERES-CT-Q&A
(draft) r0.docx



FDA Guidance for Industry (Draft Guidance)

Electronic Systems, Electronic Records, and Electronic Signatures in Clinical Investigations Questions
No. BZLib-129

and Answers

Q17. Should sponsors or other regulated entities establish service level agreements with IT service

providers?

Q17. BRI EFE OHBIRGHMRIL, IT F—ER T oS F LY - R LN EREET S

VEPRHY £95°

Yes, FDA recommends that sponsors and other
regulated entities have written service level
agreements (SLAs) with IT service providers that
describe how the IT services will meet the sponsor’s
requirements. Before entering an agreement, the
sponsor or other regulated entity should evaluate
and select IT services based on the IT service
provider’s ability to provide data integrity and data
security safeguards (described in the bulleted list in
section III.C) that are relevant to the IT service
being provided. The SLAs should address services
that provide data integrity and data security
safeguards, such as participant confidentiality, data
reliability, and adherence to applicable regulatory
requirements. This should include, but not be

limited to, the following:

The scope of the work and IT service being
provided.

The roles and responsibilities of the sponsor
or other regulated entity and the IT service
provider, including those related to quality
and risk management. The sponsor is
responsible for any duties and functions
related to the clinical investigation not
specifically and lawfully transferred to and
assumed by an IT service provider (e.g., via a
transfer of regulatory obligation (TORO)).>*
Details regarding access to the data

throughout the regulatory retention period.

Yes, FDA (T, 1RBRIKHEE 5 ORISR
MWITH—ERAT B AL X EERMIILDL F—E
R L~ULERG (SLA) wfifE L, 1T h—E AN
RIS OB 2 L O X ) It onEE
DT T EAHLET 5, IRBRIKIEE % OHLH
RIGAARRIL, BRERR TSR0, ITH—E
ZZBAET S (L.C EOESEEES U A Tt
L) =204 T 7 VT 07 —4&X
2 U7 4 ORERZRIETED2DNE VS IT
=R T B NS FXDOREINZESNTIT +—
E R &R - BRI D ME N H D, SLA IS

X, SINFEOEN., 7 — 2 OEEME, A
SNDBUGIEEOBETFED) T—F2A T 7
T eT—HeXa T RERERMT DY
—EREEVIADMEND D, TAUTIZLL T A
HENDN, ZTIUTRESNLD H DO TIER,

Rt SN DIEE L IT — 2O

TRBRIKHEE 2 OFHIR G & 1T 9 —1E
AT AN, X OEEE BT (WE -V A
7 EHICEET S LD EETe) BRI
FEE L. ORRIEBOBER (TORO) ZEiC
X 0) ITH—v 2T a o XD
BEMIIBEES LTV, XI5 &5
JHINTWRUWEERICBIET 29X T
FH R OMERBIC DWW TET AR D 54,

Bl (CEREND) RIS AEICH
12T —H2~DT 7% AT DM

54 See § 312.52.
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Q18. What should sponsors and other regulated entities have available to demonstrate that the IT

services are performed in accordance with FDA’s regulatory requirements?
Q18.IT ¥ —E R\ FDA OHBIBEMFIZHE-> TEITINTVD Z L ZFEHT 5720121k, 1RBRIKE
EZEOBRFIR GBI AR L TR SERETLLIN?

Sponsors and other regulated entities who outsource
IT services should make the following information
available for FDA upon request:

e SLAs and any other agreements that define
the sponsor’s expectations of the IT service
provider

e All quality or risk management procedures
related to the IT service

e Documentation of ongoing oversight of IT

services

IT $— B X 2 Z567 D IR IEE %5 O Bt

GHARRIL, FDA OZRIZIE U CROERZ 1

e 2 LB H 5,

o JRBRIKHEE D IT —E 27 131 FiTxt
TOWRAERT H SLA FEDOEK

o ITH—ERIZEHT LT XTOME Y
A7 EHTNEE

o IT —E X &k A BE L 72 isk

Q19.
Q19.

Would FDA inspect or investigate IT service providers in a clinical investigation?

FDA IXEBRIZCBWTIT —E R a (¥ 2ER RELETN?

FDA may inspect IT service providers who have
assumed obligations in an IND set forth in a TORO
in writing as described in § 312.52. FDA can also
request to conduct focused investigations of IT
service providers for examination of trial records,
regardless of whether a TORO is established. An
investigation is a targeted information-gathering
activity triggered by a specific regulatory concern;
for example, concerns regarding the integrity of trial
data. Regardless, the sponsor should have access to
all study-related records maintained by IT service
providers since those records may be reviewed

during a sponsor inspection.>’

FDA 1%, §312.52 IZHESN TS X I,

TORO (ZEH THIE 72 IND OEFH &5 &
ZUFTIT = AT A, e BET H5E
23d %, FDA (X, TORO 23N ZFL TV D
E ) MR < AR A TRBRGLEKICKL > T

ITH—ERXA7 m A Zox L CHREZERT S
LB TED, B WBRT—F DA T
U7 1 IZBT 2 ESE, Bl LoREE & o
FELTTH . R EKL S T ERIUETRECTh
Do WTAUZLTH, IBRIKEHE 2 BET DR
IZZN D OFLERE R T 2 ATREME D & D 728D,
BRIEEE T IT Y — X"l Z2 Lo T
HEFFEBE SN T DT T OTRBRBIE ISR T
JTEHATEHEICLTBIMLERNDHD P,

55 See, e.g., § 312.57 for specific requirements.
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D. Digital Health Technologies
D. T YVHIL AL

For the purposes of this guidance, a DHT is a
system that uses computing platforms, connectivity,
software, and/or sensors for health care and related
uses. DHT's may take the form of hardware and/or
software.*® In many instances, DHT software may
run on general-purpose computing platforms (e.g.,

mobile phone, tablet, or smart watch).

Sponsors, clinical investigators, and other regulated
entities can use DHTs to record and transmit data
during a clinical investigation. The
recommendations in this section apply to DHTs
used in a clinical investigation, whether the sponsor
provides the DHT or the participants use their own

DHTs.

ARHAH 2 ATIE, DHT &lE, ~VATF TR
BET 2 @D dic, avEa—T 477
Ty T —L, B, Y7 b7, KD
D) P —EE2HENTLVATLTHD
£ %, DHT I3N—Ro =7, KO (i)
V7 N =T OFERE LD 0, £ OGE,
DHT Y7 FU =7 3= Ea—TFT 4 7
7Ty M7 —b (HEEERS, Y7Ly b A
~—F UxvTFE) ETIEITEND,

TBBRRIEE . IRE(TERT, KO O HiH]
SEEERRIE, TRBIRI T DHT 2610 L <7
—HEFiEk L, mETHILENTESL, ZOE
TR HELTRIRIL, 1RBRCEEM S 415 DHT
(BB E DRI 256 b biuE, S
PWHZOLDOEERT 56 0H2) ICHEAS
o,

%6 In this guidance, the term hardware includes its firmware (i.e., software that is embedded within the hardware and
that is essential to the core operation of the hardware). The term software refers to other software (e.g., a mobile

application) that is not part of the hardware
S ZDHA K ATIL,

— R =27 OaT7EMECRARRY 7 v =T) BNEENRD,

7@*§Lﬁflif£l/\ﬁﬁ®Y7 ]\ 17:]:7 (%/{4)/1/7709 0‘*“/5 \\/%) %?E‘j—o

[N Pz 7] ENH BT 7 —A 27 (= Ry = TISHBA T,
o7 pozT7) WS HEEILZ, ~—FU=
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When final, the draft guidance for industry,
investigators, and other stakeholders Digital Health
Technologies for Remote Data Acquisition in
Clinical Investigations (December 2021)%7 will
provide recommendations for sponsors, clinical
investigators, and other parties on the use of DHTs
for remote data acquisition from participants in
clinical investigations evaluating medical products.
The draft guidance discusses, among other things,
selection of DHTs for clinical investigations;
verification, validation, and usability testing;>® use
of DHTs to collect data for clinical investigation
endpoints; training on the use of DHTs; and
identification and management of risks related to
the use of DHTs in clinical investigations. The draft

guidance also provides recommendations for

R WA T OMOFIERRERT T 7
~# A % A [Digital Health Technologies for

Remote Data Acquisition in Clinical Investigations
(2021 412 H) 7] il aind &, 3
%S 5188 C DHT 2l L CBIME DD
JE— P F—ZPRET D56 OB . 16
BREAEIERN, 2 OO BISRAE 18 HELE FIH D 2

flkxnb, RT7 ML X AZ, IBBROTZH
@ DHT O#ER, NYF— 3 2—%FrY
F 4T AR, JEBROT RRA V hDOTF—X
INEEDT=> @ DHT Offif], DHT Offi HIZ-DW
TORL—=7, %%:%wfmn%ﬁ%
T 25U A7 OFFE - HEHFIZOWTHHL TV

Do ik:@F?7bﬁ4ﬁy2Tm\mﬁ
AL FA A TEIRBR DR FHZ DWW T OHELERIR
Bt L TV 5,

designing clinical investigations incorporating

DHTs.

57 When final, this guidance will represent FDA’s current thinking on this topic. Note that the draft guidance covers
drugs, biologics, and devices.
TZDHA L AFRAMINT, 2O My 72T 5 FDA DBIEDOEZ Z KM T 56D L7225,
A X AL, EIRM, ERA, ERESREIRE LTS ZEICERETS L,
8 As used in the draft guidance for industry, investigators, and other stakeholders Digital Health Technologies for
Remote Data Acquisition in Clinical Investigations (December 2021) (when final, this guidance will represent FDA’s
current thinking on this topic), the terms verification and validation are not intended to be synonymous with the terms
defined in 21 CFR 820.3(aa) and 820.3(z) under the Quality System Regulation for devices (21 CFR part 820) or the
terms device software function verification and validation as described in the guidance for industry and FDA staff
General Principles of Software Validation (January 2002).
S8R MR, EOMOFIEFERREINIT O KZ 7 A ¥ A [Digital Health Technologies for Remote
Data Acquisition in Clinical Investigations] (2021 12 H) (&R TIX, ZOHTA X ALZD M v 7
B9 % FDA OBUEDEZ X FE KT 5 Z L1272 %) THEHA I TS [verification] O Ivalidation] &\
5 FEEIE.  Quality System Regulation for devices (21 CFR part 820) | ¢ 21 CFR 820.3(aa) & O® 820.3(z) T
B S Z"L’Cb O HRE. UTER L FDA A v 7T DA A # 2 A [General Principles of Sofiware Validation
(2002 81 H) | THHAINTWD Tdevice software function verification] KO Tvalidation] &\ 9 HFE & [F
FTIER,
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The principles previously discussed in sections III.A
through C regarding electronic systems are
applicable when DHTs are used to record data in a
clinical investigation. In addition, the following
questions and answers discuss specific
considerations regarding part 11 compliance for
data collection from DHTs in a clinical

investigation.

B VAT A L CILA #~C BTt L
72JF A%, DHT 2 H L TR CF — ¥ &3t
PO AICEAESND, 612, ATO
Q&A TiX, VBBRICIIT 5 DHT 7226 DT —# UL
££1ZB39 % part 11 ¥EHLIZBI 9~ 5 HARHY 70 Z 8
FHIHIZOW AT 2,

Q20. When using DHTS to capture data from participants in clinical investigations, how do sponsors

identify the data originator?

Q20.DHT #fEH L TIRBRBME NSO T — X ZINET 255, TRBKIEE X data originator % £ D

EORHEBTITELNTLE 9222

As part of an audit trail, each electronic data
element should be associated with an authorized
data originator. The data originator may be a
person, a computer system, a DHT, or an EHR that
is authorized to enter, change, or transmit data
elements via a secure protocol into a durable
electronic data repository, such as an EDC system,
a clinical investigation site database, and/or a
vendor database (e.g., database of the CRO, IT

service provider, DHT manufacturer).>

% See the 2013 guidance.

BEEFE OH T, ZhENDOE T — X R
1. B8R E 72 data originator |ZEHHELST T H i
TWAHMED®H 5, data originator L, A, =
Y B a—% A7 A DHT, XIXEHR TH
V. HAEDSHBEFT—F I P IIZ,
LR 7Ta havEf LTT — 2 ERE AT,
B, XX T HHEREZFFHOLEDOTH D ¥,
MAMED & 287 —4 VAR ~UIZiE, EDC
VAT A BRI DT — 2 N— A KDY

(Xi%)  (CRO, IT y—E AT m/A A X
DHT A —7—%) R Z DT —H = A5
H5
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If a participant manually enters data into the DHT
(e.g., when using an ePRO app or when performing
a task-based measure, such as a cognitive test) and
the data are then uploaded into a durable electronic
data repository, the clinical investigation participant
should be identified as the data originator. In cases
where another individual (e.g., clinical investigation
personnel, health care provider, parent, or other
caregiver) enters data on behalf of the clinical
investigation participant, the individual entering the
data should be identified as the data originator, and

the reason should be documented.

If a DHT, such as an activity tracker or a glucose
sensor, transmits data automatically to the durable
electronic data repository without any human
intervention, the DHT should be identified as the
data originator. In these cases, a data element
identifier should be created that automatically
identifies the particular DHT (e.g., name and type)
as the originator of the data element. Other
information associated with a data element, such as
the date and time of entry and the unique identifier
of the participant to whom it applies, should be

recorded in the durable electronic data repository.

In some cases, data from DHTSs are obtained in the
course of medical care and entered manually or
automatically into an EHR. The EHR data can, in
turn, under appropriate circumstances be used in a
clinical investigation and entered into the EDC
system. In this situation, identifying the EHR as the
data originator is sufficient because sponsors are not
expected to ascertain the details about all of the
users and DHTs that contribute information to the

patient’s EHR.

SINEDN (ePROTF VR LY., BT

A NFEDZAT X—=ADREZFE M LTZD L
T) DHT X7 =22 FANT 556 Th -
T, EOT—=E RO & HE T —4 U R
YRIICT vy r— RENDLHEEIT. ZOIER
ZHNE ) data originator & 725, BIOMEAN (&
BRIEYFE | ERRULE . Bl T OfoNHE
FE) MRBRSNE IR D> TTF—% %2 AT
L6, T—F & AT LI A% data
originator & L, ZOMHEZ kT 5 LENH
Do

TIOTAET 4 8Ty =T Vva—Rk W
—%E@O DHT 23, ADBATATHZ LR LICAS)
MNCT —Z HMMAEO S HE T —HX VAT K
V55T 58546 1%, DHT % data originator &
T5, ZOXOIRYGE. EODHT (B : 4
R, A1) 23— X R D data originator (272 5
TWD DMz BEIICERS DTl 75 &
FGF (data element identifier) % 5% % &
R b, 7 —FBRICBEET 2 EOMOEHR

(ATEIRRR, BT 22 INE O =— 7 725
BT ZAMEDOH 5EFT—F VAR Y
R T D E N D D,

DHT 726 D7 — & DEFAT 2 O CHUG
. FEIUIHEEITEHR ICA S SN HHEN
HbH, ZOXH 7 EHR 7T —# %, w7k
T THIUTIEERIZMEH L, EDC ¥ A7 AIZA
TN TED, ZOH%EILEHR % data
originator & 57217 CTHHTHD, LWV OD
I RIEBRIEE 121, BBE O EHR fHHO b & &
7253 TCOMME KO DHT OFEM A s
52 ENHIRESN T RN TH D,

-
—
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The sponsor should develop and maintain a list of
authorized data originators, which should be
available during an FDA inspection. When
identification of data originators relies on unique
codes, usernames, and passwords, access controls
should be employed to ensure the security,
authenticity, and integrity of the authorized
usernames and passwords (see Q21).9° When
fingerprints or other biometrics are used by data
originators in place of username and password
combinations, controls should be designed to ensure
that the biometrics cannot be used by anyone other

than the data originator (see Q27).6! 62

TRBRIKIE 13, 78T &7z data orlgmator DY
A b ARRR - MEFFEBE L, FDA 2AEZEIZH
MTELEOICTTHMERH S, data originator
EHAT L0l =—sa— K, a—W
% KMONRZAT— REfAT 2561, 77k
L0, Barsnica—94 L
ROEF=2U T 0, BHIEM
KROA T 7 VT 4 ZiEFEITT
HLMER DD (Q21 #ZM) O,
Na—HH L2 T— FOMAELEDORDY
(ZHERCE DO ERGRREZ R 2356, AR
73 data originator AFFDFEIZ HFEH Ziu/euvy X
T By b a— LR D SLEN
H5 (Q27 =) 616

Aoy bu—iZ
INATY —
(authenticity).

data originator

Q21. How should data attribution be ensured when DHTSs are used to capture, transmit, and record

data in clinical investigations?

Q21. JFRIZBWT DHT A L TF —Z I[N - 535 -

CTBITIEEITHITENTL X 9D ?

T HE. T A ORBHELHEE

Sponsors should ensure that data obtained using
DHTs are correctly attributed to the data originator.
Approaches may include the use of access controls,
education of participants, and data monitoring. Data
attribution concerns should be addressed during
protocol development and at the time of DHT

selection.

IBBRRFEE (X, DHT 24/ L CQsE N7
WCIELFELTWD Z
EEMEIIZT HDMENDH D, TDTDDIEE
LCit, 77%k®2ay ha—LofH, 2n&
DHE, T—HE=H VL TERHD, T—H
DIFBHICEET D& ICHOW T, TBRE
T R M O DHT 388 RF IS 6 AL9™ 2 L BLAS
Hb,

— & 73 data originator

0 See §§ 11.10(d) and (g) and 11.30 (for additional information related to the requirements to limit system access to
authorized individuals and the use of authority checks to ensure that only authorized individuals can access and use the

system).

088 11.10(d). (g). KN 11.30 ZBH (VAT LA~DT 72 A& Al SN ENCHIRT 2 72008, &
PHFAIENTENDBN Y AT DT 7 BA L THEHTEL LT HOOHBT = v 7 OFEHICEET 5

BIEHIZOVWT)

61 See § 11.200(b) (for additional information related to the rule regarding electronic signatures based upon biometrics).

S (ARRGEIC S S BB T 28
62 See the 2013 guidance.

RE9- 2 BINTE IOV TIE) § 11.200(b) % 2,
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DHTs should be designed to prevent unauthorized
changes to the data stored on the DHT before data
are transmitted to and recorded in a durable
electronic data repository. Access controls (e.g.,
biometrics, multi-factor authentication) should be in
place for a mobile application that relies on user
entry of data to ensure that entries come from the
clinical investigation participants, personnel, or
other individuals authorized to enter the data (e.g.,
health care providers, parents, or other
caregivers).® Clinical investigation personnel,
participants, and other individuals should use their
own usernames and passwords and not share them
with others or use access controls belonging to

others (e.g., biometrics).

For certain DHTs (e.g., wearable sensors), access
controls may be difficult to implement. Sponsors
should consider how they will address user
authentication and data attribution for these DHTs,
particularly when the data collected from such
DHTs will be used to support a clinical
investigation endpoint. The clinical investigator
should discuss the appropriate use of such DHTs
with participants. Clinical investigation participants
should be instructed that only they should wear or
use such DHTs. This discussion should be
documented in the clinical investigation records.
Periodic monitoring of DHT data during the clinical
investigation can help to identify situations where
data may be coming from individuals other than the

intended user.

T A BDMAED S HEFT —# VRY FVIC
Rk ENFEIN D £ TiE, DHT ICRF S
TWLT —H~ORERELEHIETH LI
DHT Z# st T o ME R HLH, 2 —HFIZT—%
EANNEEDENANT Y r—23 2T

X, 7R3y be—v (EEGRRE, £ER
WRESE) ZET. ADDIEBRSINE, H4EH,
XIFT —=F AN EFFR SN EomoA (=
PR . Bl TOMoON#EES) ) bkl
EXobDTHLNEHRET LINERH D S, 1a
BRfiSE . BNE, ZoMmoEA L, B HE
Da—YZENRAT— REMHTRETHD
TnbrmELEELEZY, EDOT /A2
v hw—b (ERGERESE) 2 ~& TR
VY,

¥R ED DHT (V =7 7 7 vk ¥ —5) T,
TR hE— L OFEEREE LA N H
%, IRBRMKIEF X, FFICZ O X 972 DHT v 5
W SN2 T —Z BIRRO T RARA &
N T DO T 255G, oo
DHT O — Wik & 7 — X fmEtEic E D X 5
WX D0 ERFTT D EN S H, RBRET
AL, Z X 57 DHT O 2 H Iz >0
TEIFELFE LA IMEND DH, IRRSINEIC
R LT, ZDX D 7% DHT IIARAND B33 H X
FHERATRETHD L E2ERTOLERD
5o ZOFELAWVICOWTILIRBRE SIS ET
HMEN DD, 1RRWIEIFIC DHT 77— 2 7E
Mz E=4 V27952 LT, T—FNREK
Lica—HLSDMEAD & Dd LIvZan &
IMRMERDITDHZENTEHTHA D,

63 See footnote 60.
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Q22. What should be considered during the initial transfer of the data from a DHT to the durable

electronic data repository?

Q22. ¥ —4 % DHT OHIMAMEDH BB FT —F VRY b ~FHmE T BRI 2B E S &

TLEOIMD?

Data captured from a DHT and any relevant
associated metadata should be transmitted to a
durable electronic data repository according to the
sponsor’s pre-specified plan. The durable electronic
data repository can be owned by sponsors or by
vendors such as IT service providers. Transmission
should occur contemporaneously or as soon as
possible after data are generated. The date and time
the data are transferred from the DHT to the
electronic data repository should be included in the
audit trail. Source data captured by a DHT can be
subsequently moved from one durable electronic
data repository to a different durable electronic data

repository using a validated process.

DHT 22 bLHfF ST — & LT 5 A %7
— 2%, &5 UOIRBRIKEE 1 E D T FHENIC
WoT, MADHLETT—H VAT VI
RETDMERD D, WAMEDH DE T —F
UARY kT, WEBREKEE XL (T —E R
TN FED) RXUEPFHAETE D, ok
X, T BERSNTER, UIEK SN
AT AT MR NAT O BN B D, T —F I8
DHT b &7 —4% U ARY F 2Rk Sz
H IRf 2 BE A REN S 2 0 2 03538 5, DHT (2
L VIESNTZRTT — X%, TDk, N T—
MNEHDTmE 2R 2R LT, MAEDH 55E
FF—=Z URY U nBRIOMAMD S 5 E
T—H IR NVICBETHZENTE D,

Q23. What is the location of the source data collected by a DHT, and what DHT-collected data
would FDA intend to inspect during an inspection?

WD E0?2 £7-. FDAITEZPIZDHTIZLY

Q23.DHT iZ ko TIREI N T —FIZ &

>~
—

NEINT—ZDOMEERTLIFETT?

Electronic source data are considered to be located
in the first durable electronic data repository (e.g.,
EDC system, clinical investigation site database,
cloud-based digital platform) to which the data are
transferred. FDA does not intend to inspect
individual DHTs for source data when the data
captured by the DHT, including all associated
metadata, are securely transferred to and retained in
the durable electronic data repository according to

the sponsor’s pre-specified plan.

WAIRT — XX, 7 — ¥ BRIk S 1D ) Ot
IMEOHHEFT—# VAT R (EDC v A
T 5, WBBRFEMNERR T — X N— A 7T R
—ADTIHENT Ty N7 — L) A\HFIET
LHEEZLBND, DHTIZ X » TINEES LT
(BET 2T RTCORAZT— 2 &5l T —X
3, B B U OIRBUKIEE 3 E O T FH I HE -
T, MAEDOHLE ST —2 VAT M VLS
ICHRE S AL, PRE SALDHIRY | FDA 13T —
X (ZHERT D) 72Dl %~ @ DHT Zii<%
2% D IEARN,
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FDA may verify the data the sponsor submits in
support of an application or submission against the
electronic source data during an inspection.®* As
discussed in the 2003 part 11 guidance, FDA
intends to exercise enforcement discretion with
regard to the requirements for generating copies of
records in human readable and electronic form for
inspection, review, and copying by the Agency (§
11.10(b) and any corresponding requirement in
§11.30).% However, such records are also subject
to requirements under predicate rules.®® FDA
recommends that sponsors allow for the inspection,
review, and copying of such records in human

readable form.¢’

FDA I%. BT, HFE TR EROEM
JE L TOEBRIREE SR LT — 2 &2, &
JR7—2 LRE L THRGET 2580 H 5 ¢,
2003 part 11 A ¥ AT L7 XK 91,

FDA I%, ¥RICLHEE, LEa2— kU=
=D, NFIRFEAEY FEE2RE
TR A B — % AR 5 BRI LT, #dT
BEEITHET L TFETHD (§11.10(b) KT
11.30 DS HEAR) S, 7272 L, 2Dk H7%
FLEKIT predicate rules D EFOXRTHL H D

66, FDA I&, 16BUKIEE 2 2 0 X 5 7p5déka A
MRFDHHATHE, LEa— Kat—
TEXDHEICTHZ L EHLET S O,

E.  Electronic Signatures
E. #ETEA

An electronic signature is a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to
be the legally binding equivalent of the individual’s
handwritten signature.®® In general, a signature may
not be denied legal effect or validity solely because
it is in an electronic format, and a record relating to
a transaction may not be denied legal effect,
validity, or enforceability solely because an
electronic signature or electronic record was used in

its formation.®°

=2

4 See § 11.10(b).

> See the 2003 part 11 guidance.
See, e.g., §§ 211.180(c) and (d).
7 See the 2003 part 11 guidance.
8 See § 11.3(b)(7).

- R A
>N

BEA LT, WA ET, B UK
REND, AEBEO—DO T —HDO Y VRNV EH
bTarvbta—47—2DEEHVTHH, ZD
EANDOFEEEL LRFEOERNI R ZFFOb
DTHDH B, —AIZ, BAIL, EFREATH
% &\ D B 720 TIEREN ) AT A S % A5 E
S Z Eidel, EBENIET 25T,
Z OVERICE B4 UXE oM ER Shis
&V BIR7ET TIERIRN . A, AT
AREMR T ESNDZ L LN THAH 9,

% See the Government Paperwork Elimination Act (GPEA), enacted on October 21, 1998 (Public Law 105-277), and
the Electronic Signatures in Global and National Commerce Act, enacted on June 30, 2000 (Public Law 106-229, 114
Stat. 464) (15 U.S.C. 7001-7006).
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In general, electronic signatures and their associated
electronic records that meet all applicable
requirements under part 11 will be considered to be
equivalent to handwritten signatures.” Part 11
specifies that signed electronic records must contain
the printed name of the signer, the date and time
when the signature was executed, and the meaning
associated with the signature.”! In addition,
electronic signatures must be linked to the
respective electronic records to ensure that the
signatures cannot be excised, copied, or otherwise
transferred to falsify an electronic record by
ordinary means.” In situations where electronic
signatures cannot be placed in a specified signature
block, a statement of testament (e.g., “I approved
the contents of this document™) should be placed
elsewhere in the document to state the meaning of
the signature and link the signature to the electronic

record.

—B9IZ, part 11 OF T O FHEE 2723
BB L OBE#T 2 E e, PEXEA
LRI E BRI SND 70, Part 11 1E, B4 S
ROERICIT, TEFHROBAERSL . B4 FAT
HRE, ROVEAICBEEMT DN BEERNE £
TWRITIIERGRWEREL TS, &5
W2, BT EBEAEZTNETNOEFReekicY) 7§
% Z & T, IEEOIIEE TR,
XIFEFIZ L D B EE SR nE 51z
L2 nE e nlen?, EFEAEEESINT
%@%:M%f%@mﬁAi B4 DEYE
T D72 EZEC (B TRAT 2 0XED
W@%ﬂmbtj)%Iim@%®%% (2B &
L, BAZETFLEIC) 7T DOMERD D,

o —,

Q24. What methods might be used to create valid electronic signatures?

Q24. ARNIeBTFEALTIERT DI

WX EDX D R FEEZERATNIIIVTT2?

Part 11 regulations do not specify a particular
method to confirm the user’s identity when creating
electronic signatures. Examples of methods used to
create valid electronic signatures include, but are
not limited to, the use of computer-readable ID

cards, biometrics, digital signatures, and username

Part 11 il CTlix, BTEA ZERT HERIC
— %Y NFRGET 5 72 ORFE D HIEITRE
TV, BB EBAEERT 5720 Kﬁ
MENDTFEOHNTIT, 2B a—F Thiri
WD ID — R, AERRGE, F5nE4. =
— W4 L RAY — ROMBE DR OMHNE E

and password combinations. DM, ZHUBIZRESND S DT,
70 See § 11.1(c).
7 See § 11.50.
72 See § 11.70.
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Various COTS electronic signature services are
available to create electronic signatures. Sponsors,
clinical investigators, and other regulated entities
should ensure that these services conform to part 11
requirements based on information from the COTS
vendors or their own validation of the services when

warranted.

BEADOERIZIZ, £ &£ COTS &
BLV—EAP RSN TN D, TRBRIKIEE
TRBREAEERT, KOV O B AR AR T
COTS XU AN B LNTNEH, UTHLEITIS
CCTHS-bTYH—ER22 )5 — K L7-/R
IZHADNT, TNHDOH—E A part 11 DEL
RIZHEHLL TV D Z & ZFEICT 20N B
%o

Q25. Does FDA consider signatures drawn with a finger or an electronic stylus on a mobile platform

or other electronic system to be electronic signatures?

Q25.FDA iZ, ENRXANT Ty b7 3 — b XIIZDHMDBEF VAT LA LETHERLSEFAZA T ATH

PIWICELEETELEHIRUETDN?

No. Signatures drawn with a finger or an electronic
stylus are considered handwritten signatures.”> A
handwritten signature executed to an electronic
record must be linked to its respective electronic
record.” The handwritten signature should be

placed on the electronic document just as it would

No, fERCE AKX A T ATHINT-EHITT

BEDOBHLEHIREND B, B RERICEITE
NI FHEEBLAIL, TNENOE eI
7 ENTVWDLRENRHD ™, ZOLIRFEX
AL, HIR SN CEICRRESNDLDLEFRT
Eolz, EFXELIIEKETHZ LT, BLE

appear on a printed document to link the signature | CAVEINDEFFLEKIZY 7 SHEDLMEDH
to the respective electronic record. D
73 See § 11.3(b)(8).
7 See § 11.70.
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Q26. How should sponsors and regulated entities verify the identity of the individual who will be

electronically signing records as required in § 11.100(b)?

Q26. IEBRIEHEE K OHRAIRSHBIL. §1L1000) TEREN TWAEHRICBETFEBLTHAEANY

ANFBFEZ ED XL D ITTHITEINTL XL 90 ?

Part 11 regulations do not specify a particular
method for verifying the identity of the individual
who will be electronically signing records.”
Methods for verifying someone’s identity may
include, but are not limited to, use of official
Government-issued identification, security
questions, or strong digital login credentials
accompanied by multi-factor authentication or video

observation.

Part 11 Biffi| T, FLEKICEFEL T HMEAN
YANTHDZLEERIET D12 ODOREDFHIEIX
BE L TWZRN T, 2 AGRRED FIEIZI, BUF
FATORAZRE REE, X2 U7 ¢ B,
ZHERRIEROET AR AL RN e T &L
07 A URRAEEROERERTENL, I
HITERE SN D D TIiTAV,

Q27.

acceptable?
Q27. AKFILICE S BETBLB®
WTL X ID?

What requirements must an electronic signature based on biometrics meet to be considered

FANLNDIZIE, EDKS RBEHEZWMIRTNIERG:

Biometrics are “a method of verifying an
individual’s identity based on measurements of the
individual’s physical feature(s) or repeatable

action(s) where those features and/or actions are

AEMFBRE SR, TEA O S RBR - AR 2
TEZRE L, € ORECATENIN Z O AIC]E
AIPOMEARETH D Z LITESWT, AR
HATHDZ &%wﬁﬁéﬁﬁjfﬁé“ 4

both unique to that individual and measurable.””° RRRREDBNZIZ, FERL, FOIR FEoR =X
Examples of biometrics may include, but are not FOOLDHA X\) MR R 2 — | i 2
limited to, fingerprints, hand geometry (i.e., finger FREEND LN, ZUBICRESND D
length and palm size), iris patterns, retinal patterns, | @ TiL 72 (AN
or voice prints.

75 See § 11.100.

7 See § 11.3(b)(3).
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Electronic signatures based on biometrics must be
designed to ensure that they cannot be used by
anyone other than their genuine owners.”’ Suitable
biometrics should be uniquely identified with the

individual and should not change over time.

Electronic signatures based on biometrics that meet
the requirements under part 11 subpart C are
considered trustworthy, reliable, and generally

equivalent to handwritten signatures.’®

ERRAEICES S BEFBEL I, EXRFTAEL
SMTIFERA TERWE S ITRRGH L 2R2ITIE R S
PRNTT YR AEAEEREE (X, AR =—Y
IZRRBI CE D MENR DY | FEOfRKE L & HIZ

BT _&ETIEAN,

Part 11 subpart C O B A i 7= J A (ARFERIEL

S ETFEALZ. [EHTE (trustworthy), 1;-*,5
TX (reliable), MO fINICFEZDESL L
A% ChDHERLIND T,

Q28. Does FDA certify electronic systems and methods used to obtain electronic signatures?

Q28. FDA [IBEFEL BB T2

R ESNDBF VAT AROGEEZRBELETH?

No. FDA does not certify individual electronic

systems and methods used to obtain electronic

equivalent to handwritten signatures if electronic
signatures and their associated electronic records
meet the requirements of part 11,7 regardless of
the particular technology or brand used. Sponsors
should work with COTS electronic signature service

vendors to ensure compliance with part 11.

No, FDA |%, B B4 IS T H 72D
SNAHEE DBEBFL AT AR EZRET S

signatures. FDA would consider an electronic Z LiE7ev, FDA VX, & B4 &2 BE
signature to be trustworthy, reliable, and generally | 3~ 2 B F-F0EkS part 11 OEAFZ 72T TRV |

RSN TWDREDT 7 /) r o —T 7 R
Rk, BT EANEHTE
(trustworthy) 1‘% T (reliable), O FEX
DELELIZEZERETHDL EHRRTTHAI T,
%%mﬁ%i COTS EFEHL Y —E AN H
W/ LT, part 11 ~OEMLE fERIZT H A
N 5D,

7 See § 11.200(b).
78 See §§ 11.1(a) and (c).
7 Ibid.
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GLOSSARY
ek

Audits: Systematic and independent examinations
of trial-related activities and documents to
determine whether the evaluated trial-related
activities were conducted and the data were
recorded, analyzed, and accurately reported
according to the protocol, sponsor’s standard
operating procedures (SOPs), good clinical practice
(GCP), and the applicable regulatory

requirements. %

B SIS OIRBREETEE 23 1REREE!
HE, TRBRKIEE OIEMERER FIEZE (SOP),
good clinical practice (GCP), M OV S 15 #
HIEARICHE > TEM S AL, 7 — Z Dk S 4L,
IHT S, IEREICHRE ST E D I a T
2722, IRBREETEE) &K O SCE ORI
MSZ LTESEG THRET 52 & %,

Audit Trails: Processes that capture details such as
additions, deletions, or alterations of information in
an electronic record without obscuring the original
record. Audit trails facilitate the reconstruction of
the course of such details relating to the electronic
record.?! Audit trails typically capture each change
itself, the individual making the change, the data
and time of the change and, when applicable, the

reason or reasons for the change.

EERSERS - AV U A oREENET LR
<. B RsANOFEHROBEM, HIFR, ZHEED
ARG T 5 e A, AN, ERC
I BT 5 FEM ORIB O BB EZ RS T D

81, BEAGERNC @, EREANE, BEEEZIT-
TN, ZEORE, MOET L5613 E
OFLHENFLER SN D,

Biometrics: Methods of verifying an individual’s
identity based on measurements of the individual’s
physical features or repeatable actions where those
features and/or actions are both unique to that

individual and measurable.??

AEARRBRE - B8 A DS RRRF U AR R 72 B 1
DPENZFESWTEAN 2 9 AFRET 2515, 2
B ORHE, KON CUT) 8RR, Z oA
EATHY, WEFETH D ¥,

80 See, e.g., 21 CFR parts 11, 16, 50, 54, 56, 58, 312, 314, 320, 511, 514, 601, 812, and 814; see also the ICH guidance

for industry E6(R2) Good Clinical Practice: Integrated Addendum to ICH E6(RI).

81 See the 2013 guidance.
8 See § 11.3(b)(3)
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Certified Copy: A copy (irrespective of the type of
media used) of the original record that has been
verified (i.e., by a dated signature or by generation
through a validated process) to have the same
information, including data that describe the

context, content, and structure, as the original.®

R EBE - 4 DI iiskoar— (fFH
INDAT 4 7 OFFICERZR<) T, (A
£t « BAEMNT, UINV T — hEFEALT LA
WCEVAKRTAHICELY) U U Liisk e F
Ul (2o 7% 2 M WA, MExiilT 5
T—HEET) EROZEDBREES N LD

83

o

Cloud Computing: A model for enabling
ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing
resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management

effort or service provider interaction.®*

7739 Rava—7407  K/ROER
R — B AT S X L0 By Tl
7R a=r kN Y —ATEDL, MK
AR a—T 4TV V=R (Ry b
=7 Y= AhL—=V TTY =3
. =R %E) oEFT—L~D, 2bFH
A CER AT Ry NU—0 T 7R
ZAREIC T HET /L 84,

Commercial Off-the-Shelf (COTS) System: A
commercially available electronic system (including
hardware or software) that can be purchased from

third-party vendors.

HEX (COTS) T AT A : 5 =F b
ATEATHROEBEA AT L (N—FRuxT X
TV 7 b =T EET)

Customized Electronic System: System and
software including functionalities that are adapted

for the needs of the clinical investigation.

HARAE A RSINTCBFVARAT A RO =
— XA bETSEEINT-EREE ST AT L
&UQY7 ]\T7i7o

Data Element: A single observation associated
with a subject in a clinical study. Examples include
birth date, white blood cell count, pain severity
measure, and other clinical observations made and

documented during a study.®’

T—HER  IRROPERE ICET 5 H— 0]
£, Ble LTiE, AFEA R AMEREL, pain
severity measure, - DL IEHRBIH F1Z i =
ALRLER SAVITIRR DT RAENE T b d %5,

8 See the ICH guidance for industry E6(R2) Good Clinical Practice: Integrated Addendum to ICH E6(RI).
8 See the National Institute of Standards and Technology’s definition of cloud computing, available at
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf.

85 See the 2013 guidance.
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Data Element Identifier: The information
associated with a data element that includes the
origin of the data element, the date and time of
entry, and the identification number of the study
subject to whom the data element applies. Once set
by the electronic system, this value should not be

alterable in any way.%¢

T—HERBHT - T — X ERICBEEAT S0
T HmTHY |, 7 — X FEFE O originator, A7)
ARE, KROT — 2 ERPEH S0 RRSINE
DHBEFEZNEEND, BF AT LITEST
—JERE SN AIE, ZOEIZW DR D HIET
HEBINDRE TIHAR 3,

Data Originator: Each data element is associated
with an origination type that identifies the source of
its capture in the eCRF. This could be a person, a
computer system, a device, or an instrument that is
authorized to enter, change, or transmit data
elements into the eCRF (also sometimes known as

an author).®’

Data Originator : %7 — & %3 (21X, eCRF

2, EIDOBIEE L TE e Ei#kilT 5
origination type 23EEAT T BN D, ZAUE,
eCRF (27 — X HHF 2 AN, ZH, HMak+
DHEREZFFONY, 2 Ea—S AT A T
WA A IR TH Y | author & HIFEIND
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Digital Health Technology (DHT): A system that
uses computing platforms, connectivity, software,
and/or sensors for health care and related uses.
These technologies span a wide range of uses, from
applications in general wellness to applications as a
medical device. They include technologies intended
for use as a medical product, in a medical product,
or as an adjunct to other medical products (devices,
drugs, and biologics). They may also be used to

develop or study medical products.®?

FIOHNAIVAERNF DHT) : 2 B2 —F ¢

YITTy T A=A BitE, VT FU =

7oA (E) Bt —EE LR T O
HWALRICERT 5 AT A, ZHLb O,
— R IR R BT Y r— 3 s D R
HETHRAVHBTHERIND, I HITiE,
ERdin & LT, EHRE-GNT, o ERF
B (B, EIM. AERAD omiBhe LT
AT ERHME LEEHINEEND, B
FRLL OB RICHER IND Z &1 H 5
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8 Tbid.
87 Ibid.

88 See the draft guidance for industry, investigators, and other stakeholders Digital Health Technologies for Remote
Data Acquisition in Clinical Investigations. When final, this guidance will represent FDA’s current thinking on this
topic. This draft guidance covers drugs, biological products, and devices. See also BEST (Biomarkers, EndpointS, and
other Tools) Resource Glossary (2016), available at https://www.ncbi.nlm.nih.gov/books/NBK338448.
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Digital Signatures: Electronic signatures based
upon cryptographic methods of originator
authentication, computed by using a set of rules and
a set of parameters such that the identity of the

signer and the integrity of the data can be verified.®

TV HNVEL : originator DY NFRFEE K51k
HFRIZEADNWTUTIBFELTHY, —HOL
— b —HDONTG A—=F L CEE AT
W, BAHEDPEANCTHL LT =2 AT T
U7 4 ZRREEd 5 %,

Durable Electronic Data Repository: An enduring
database that is electronically protected from
alterations and maintained until the end of the

record retention period.

TAMEDDH HEFT—F VRV MY e SA
MOESICHRE S, FRERRFHIR O T £
THEFFE LS DKEEHI 0 T — 2 N— A,

Electronic Case Report Forms (eCRFs):
Auditable electronic records of information that
generally are reported to the sponsor on each
participant, according to a clinical investigation
protocol. An eCRF enables clinical investigation
data to be systematically captured, reviewed,

managed, stored, analyzed, and reported.”®

eCRFs : —fiXIZ, TRBRERGTHIFIZNE - T,
TR IS S DB IRBRSINE IO\ T
DIFROEEA ATRE /R & f-iL#k, eCRF 2LV |
RRT —# 2 RREVCHSSG, L Ea—, FRE
RN, o, KRONREDSATREIC 72 D %0,

Electronic Data Capture (EDC) Systems:
Electronic systems designed to collect, manage, and
store clinical investigation data in an electronic

format.

EDC ¥ AT A : 65T — % & 7B TIL
5§ BH - BN A 0ICRE ESNTE VA
?Ao

Electronic Health Record (EHR) System: An
electronic platform that contains individual health
records for patients. EHR systems are generally
maintained by health care providers, health care
organizations, and health care institutions and are

used to deliver care.’!

BF2HLG (EHR) Y AT A : BEOEBIO
PRl E B OE 77 v 7+ —A, EHR
VAT ATWE, ERELE . EEERE. KO
EIRBEBEIC & - THERFE PR S 41, EER AR
HichIER SIS 0,

8 See § 11.3(b)(5).
% See the 2013 guidance.
91 See the 2018 guidance.
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Electronic Records: Any combination of text,
graphics, data, audio, pictorial, or other information
representation in digital form that is created,
modified, maintained, archived, retrieved, or

distributed by a computer system.*?

BFRE: 2L Va— XU AT AL > TE
R, EIE, #ERFEEL, 7—h4 7, B, Xz
Bifisivd, Z7VEANVEROTXA N, 7T 7
Ay T, T—F BE R, XIEE MO
WMERBEDTEOMAE DO 2,

Electronic Signatures: Computer data compilation
of any symbol or series of symbols executed,
adopted, or authorized by individuals to be the
legally binding equivalent of the individuals’

handwritten signatures.®?

BYEA - BARFT, A, KR LT,
AN DOFEHEEES & RFEOENRR T 2 Ffo—
DOXF—HDO RNV ERDT A Ea—F—
FT—HADEFY B,

Electronic Systems: Systems, including hardware

and software, that produce electronic records.

BY VAT A B ERT H N — K=
TR T N =T 2Eirs AT A,

Information Technology (IT) Services: Data
hosting and/or computing services, such as software
as a service, platform as a service, and infrastructure

as a service.

F@EAHT AT) ¥—E R : SaaS. PaaS. IaaS %%
DT —=BRAT 47 O (UF) =20
—F TP R,

IT Service Provider: A vendor who provides IT

services to sponsors and other regulated entities.

IT YV —ER7a/NAF  JREBREEEE S OB
SIESHHARIC IT P — R 24 5 R &

Medical Claims Data: The compilation of
information from medical claims that health care
providers submit to insurers to receive payment for
treatments and other interventions. Medical claims
data use standardized medical codes, such as the
World Health Organization’s International
Classification of Diseases Coding (ICD-CM)
diagnosis codes, to identify diagnoses and

treatments.

EEGERT —F  EREE RPN ODOEREE LD
72D THY | EREME DREE O ATt
T 5 HHNE LT B T2 DI ARRES AR
%o BEEGERT — & Tl RS EE O [E B
PR 2 — K (ICD-CM) 2o — Kl o
L SN EE o — REH LT, 2léia
P2 TR D 4

92§ 11.3(b)(6).
% § 11.3(b)(7).

% See the Framework for FDA’s Real-World Evidence Program (December 2018), available at

https://www.fda.gov/media/120060/download.
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Metadata: The contextual information required to
understand the data. Metadata is structured
information that describes, explains, or otherwise
makes it easier to retrieve, use, or manage data.
Examples of metadata include units of the data (e.g.,
mg), a date and time stamp for when the data were
acquired, data originator, and other audit trail

information associated with the data.

AT —F TR E BT DT DI E o
YT RAMER, AFT—FIE, T OHU
SR ER A, Gk L2 SBALEh | &
BT T 5120 O L S NI ERTH

Do AZT—=HOHIELTIX, 7 —% DHAL

(mg 72 &), 7T —Z0HUGS- B &R0
B A LAK T dataoriginator, O — (T
BREfT T B2 & DM OB EFEME R & 5,

Mobile Application: A software application that
can be executed (run) on a mobile platform (i.e., a
handheld COTS computing platform, with or
without wireless connectivity) or a web-based
software application that is tailored to a mobile

platform but is executed on a server.”?

ENANT IV F—vay EXNAMNVT Ty
N7 =5 (VA YL AERAEIC L B0
HHCOTS 2> Ea—T 477 Ty h 7
—2%) ETETTELY 7 =TT
—vay, XFXESNA VT Ty N7 —AmT
IZELN TV DL DODW—— ETHEITEND
Web X—ADY 7 Ny =T TSV r—a v
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Registries: Organized systems that collect clinical
and other data in standardized formats for
populations defined by a particular disease,

condition, or exposure.®®

VURANY REORE, KB, IREIC L
> CERINTZEHADIERT — &% K OE Do
T — 2 L SN B CIUE T DR L &
IT= S T I %,

Real-World Data (RWD): Data relating to
individual patient health status or the delivery of
health care routinely collected from a variety of
sources. Examples of RWD include data from
EHRSs; medical claims data; data from product and
disease registries; patient-generated data (including
data from in-home use settings); and data gathered
from other sources that can inform on health status,

such as DHTs.

V7 NVT—)L RF—F (RWD): SEXFRY
— A b BENCIEE SN D, fllx DEE Ok
FERRECER ORI T 57— %, RWD O
BlZiX, EHR OF —% | EfGERT—5,
M ORI LR P DT —5 BEICLVE
RIhieT7 —4% (EEHHRE»NLOT — 4 %
&) . KO DHT SREADIRAEICRE T 2 1F %
AL TE DD Y —2ANSINESNTEZTF — 2N
aEEND,

%5 For more information, see the guidance for industry and FDA staff Policy for Device Software Functions and Mobile
Medical Applications (September 2022).

% See the draft guidance for industry Real-World Data: Assessing Registries to Support Regulatory Decision-Making
for Drug and Biological Products (November 2021). When final, this guidance will represent FDA’s current thinking on
this topic.
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Remote Data Acquisition: Collection of data from
locations that are distant from the investigator or

trial personnel.”’

VEe— b TF—FEG . 7 — X ZIGBREEERM X
TIRBRBIGRE 2 DEEN T2 ST G IEET 5 2 &
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Sensor: A transducer that converts a physical,
biological, or chemical parameter into an electrical
signal; for example, temperature, pressure, flow, or

vibration sensor. A sensor is typically hardware.’®

Y IR, R, U T
A= EBRIEB IR D N T AT 2y
— (R, ED). R, URRBE Y

_) 980

Service Level Agreements (SLAs): Formal,
negotiated documents that define the terms of

service being offered to a customer.

P— R LULEH (SLAs) - BEICRRE S
D —ERADOEME EFRT D IEXIR W 3L

Ho

Source Data: All information in original records
and certified copies of original records of clinical
findings, observations, or other activities in a
clinical investigation necessary for the
reconstruction and evaluation of the clinical
investigation. Source data are contained in source

documents (original records or certified copies).”’

BT —4% AV Gisk, KOA Y U LEL
RO EEEOHRICH D, IRBRATR., 8
22, OMMOIRER O FRHLK O 24 B2 1R R
DIEFNZ DN TOFT X TONEH, BT —Z TR
BH CF U O VR CSUIRGE S 5 125
Fhd %,

7 See the draft guidance for industry, investigators, and other stakeholders Digital Health Technologies for Remote
Data Acquisition in Clinical Investigations. When final, this guidance will represent FDA’s current thinking on this

topic.

% See the National Institute of Standards and Technology web page, available at https://www.nist.gov/el/intelligent-

systems-division-73500/definitions.

9 See the ICH guidance for industry E6(R2) Good Clinical Practice: Integrated Addendum to ICH E6(RI).
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Source Documents: Original documents, data, and
records (e.g., hospital records; clinical and office
charts; laboratory notes; memoranda; subjects’
diaries or evaluation checklists; pharmacy
dispensing records; recorded data from automated
instruments; copies or transcriptions certified after
verification as being accurate copies; microfiches;
photographic negatives; microfilm or magnetic
media; x-rays; subject files; and records kept at the
pharmacy, at the laboratories, and at medico-
technical departments involved in the clinical

investigation).!'%

&R AV O VERL T—H 0 siek (B
JHPEDFLEE, clinical and office charts, fRALAD

k., BE EBREORRL/HETF =y 2 U R

b FmoOAERLE, BEESICRER ST
—4& ., Eff7ea bt —Tbhbo & HEESINFEH S
feav— iR, v A /nT7 4y va, BEO
FH, ~A 70T ) BIUTHRBER, X R,
WERE DT 7 A v, IRBRICEHE L72ER/, BA
., KOERHEIHS CRE STV HELEY)
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o

User Acceptance Testing (UAT): A phase of
testing in which users test the electronic system to
ensure it can handle required tasks according to

specifications.

2—YFFZAT A K (UAT): TA D 1HOD 7
== ATHY, 2—PNEFV AT LET A b
L., AR > TURERZ AT 2N TE 5 2
L EHEIEZT D,

Validation: A process of establishing and
documenting that the specified requirements of an
electronic system can be consistently fulfilled from
design until decommissioning of the system or

transition to a new system.'%!

NYF—vay BV AT LAOREOEN
W, BEEND VAT AOBEENIH LV AT
L~OBITET-H LTSN D 2 & &L
L. CHELETL7mE2 10

Vendor: A supplier that sells electronic goods or

services to sponsors and other regulated entities.

NUH IRBRUEE 5 OB Sk 2 -
i — B A ot D e

100 Thid.
101 Thid.
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APPENDIX: RELEVANT GUIDANCE DOCUMENTS

ok BRI A & 0 A3CH

The following guidance documents, among others, | A T DA A # 2 ACEIZIX, 21 CFR part 11 (2
have additional information pertaining to 21 CFR BT 2 BIME RN TEH I TS L, Zib
part 11.! They are listed in the order referenced in | £, AT A ¥ AXLFETSRIN TV BIEFT
this guidance document. BTV D,

1. Guidance for industry Part 11, Electronic Records, Electronic Signatures — Scope and Application
(August 2003).
[FRIE : SCEER I https:/bunzen.co.jp/manage/wp-content/uploads/2019/04/Lib053-
ScopeAppl_12.pdf 2]
2. Guidance for industry E6(R2) Good Clinical Practice: Integrated Addendum to ICH E6(RI) (March
2018).
3. Guidance for industry Use of Electronic Health Records Data in Clinical Investigations (July 2018).
[FR¥E : SCEEFR I https://bunzen.co.jp/manage/wp-content/uploads/2020/05/BZLib-
103 FDA_EHR rl.1.pdf ]
4. Guidance for industry and FDA staff Acceptance of Clinical Data to Support Medical Device
Applications and Submissions: Frequently Asked Questions (February 2018).
5. Guidance for industry Q9(R1) Quality Risk Management (June 2022).
6. Guidance for industry Electronic Source Data in Clinical Investigations (September 2013).
[FRIE : 3C3ERIT https://bunzen.co.jp/manage/wp-content/uploads/2019/04/BZLib-
114 FDA eSourceData r4.pdf 2]
7. Draft guidance for industry, investigators, and other stakeholders Digital Health Technologies for
Remote Data Acquisition in Clinical Investigations (December 2021).2
8. Guidance for institutional review boards, investigators, and sponsors Use of Electronic Informed

Consent in Clinical Investigations: Questions and Answers (December 2016).

! We update guidances periodically. For the most recent version of a guidance, check the FDA guidance web page at
https://www.fda.gov/regulatory-information/search-fda-guidance-documents.

L RAITAZ A FERNCEFHF L TNV D, A X ADFEHRIZ OV TIE,
https://www.fda.gov/regulatory-information/search-fda-guidance-documents ® FDA guidance web page /D =
Eo

2 When final, this guidance will represent FDA’s current thinking on this topic.
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Footnotes

Footnote 6

Part 11 requirements only apply to records required
under predicate rules; therefore, part 11
requirements do not apply to a request to use an
investigational tobacco product at this time.
However, we encourage sponsors, clinical
investigators, and other interested parties to review
this guidance for recommendations related to the
use of electronic systems, electronic records, and

electronic signatures in clinical investigations

Part 11 Z{X, predicate rules THH & X4
LRtk DA S D, LIeh - T, part
11 ZRE, BiFES Tl investigational tobacco
product O AZRICITEH S Zevy, 7272

L. 1RBRKEE . TRBREEER, T Do
AT, BRICBI 28BF AT L, &

Figk, EEAOMEICET 2 HELEEHEIC S
WT, ZOTA L AERET D 2 L 2@
Do

Footnote 20

As stated in the guidance for industry Use of
Electronic Health Records Data in Clinical
Investigations (July 2018) (2018 guidance), FDA
does not intend to assess compliance of an
electronic health record (EHR) system with part 11
regulations because, in general, they are under the
control of organizations not regulated by FDA (e.g.,
health care providers, health care organizations, and
health care institutions). These electronic systems
provide electronic records (e.g., hospital admission
records, pharmacy records, laboratory records,
imaging records) during the course of patients’ care
that may be useful in clinical investigations. As
noted above, FDA’s acceptance of data in support
of a marketing application or submission depends
on FDA’s ability to verify the quality and integrity
of the data during FDA inspections (see 21 CFR
parts 312 and 812). Note that the 2018 guidance
was prepared and issued by CBER, CDER, and
CDRH. CTP continues to consider the relevance of
the recommendations and policies of the 2018

guidance to tobacco product submissions.

ERENTDOHA X A
Health Records Data in Clinical Investigations |
(2018 47 H) QOIS H-H A X > A) IZit#i S
TW5 X 912, FDA | EF2HE4% (EHR)
X7 AN part 11 BIHIZHERL L T2 23l
T5Oo6 0T, Zhb (DT ATA) I,
FDA (2 X o THIM S v T Wi (R
i ERAERE. ERERS) oar bon—u
TiEhd, INHOET VAT AT, BEHEDIR
PEOBFE IRV TE sk (ABiidgk, IR
PR, MRAGLER. BIRELERSE) AT o8 £
DRI TIEBRI T NL O AR B 5, BTl
7ok 91T, IRFERRBHFE UT R &2 A —
%7 —H5 % FDA D2F AN D00 E 9 M,
FDA NEEHIZT—ZDOWEEA T 7V T
A ERREET D Z LN TEDLNE D DEAFT 5
(21 CFR part 312 & TN 812 & MR), 2018 £ 4
A %> A% CBER, CDER, CDRH (Z X~ TfE
LR OFITESNTZZ EICERT 52 &, CTP
13, 2018 FEH A X ADHELEHRIH L AR Y v —
& Z Rl OB EE L OB % 5| & & W
T %
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