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Glossary (FIFE£E)

Generally used terms

Unless otherwise specified (e.g. 'source data' or
'source document') and in order to simplify the text,
'data’ will be used in this guideline in a broad
meaning, which may include documents, records or

any form of information.

—HICAER Shs

( Tsource data (J777"—%)) X° [source document
(FEFD ] O X D1Z) FRNTHEE LRWIRY |
LEARITH2DIC, ZOHA K74 T
X 7 =% ZIRWVERTHEMRL, 3, &
gk, MIHowir7+—~y FOFEREETL D
DETD,

All references to sponsors and investigators in this
guideline also apply to their service providers,

irrespective of the services provided.

When a computerised system is implemented by an
institution where the investigator is conducting a
clinical trial, any reference to the investigator in this
guideline also includes the institution, when

applicable.

ZOHA RT A TIRIBIKERE K OVERET
ERNZE M L TWDEFTIT T, 2itsn
HYP—E RN LT, =X T rN A
Az b EShd,

MR a2 v B o — 2 by AT K E Rk
L. &2 CIEBRETERNRRZTT> T D
Ba. ZOHA RT7A4 U CIRBRETEMIZS
KU TWAEANE, SEICS U CEEER S
BOLHLDOET D,

The term 'trial participant' is used in this text as a
synonym for the term 'subject', which is defined in
Regulation (EU) No 536/2014 as 'an individual who
participates in a clinical trial, either as a recipient

of the IMP or as a control'.

[VEERZNIE (trial participant)] &\ 5 FGE
L, RETIE [#BZ (subject)) &9 HEE
ERFEE LT Y, ZHlE. Regulation (EU)
No 536/2014 T [IMP ##&5 357, Xit
SHERES L CIRBRICENT SN & LTE
FEINTWD,

The term 'responsible party' is frequently used
instead of sponsor or principal investigator. Please

also refer to section 4.2. and Annex 1.

[ EIEDH 5 4 F A (responsible party)| &\
o FHEEIL. 1RO LR EEER O
DY ITHBEICHE SN D, 42 EROMIEE 1
LD L,

The term 'agreement' is used as an overarching term
for all types of documented agreements, including

contracts.

[ BB (agreement)] &9 HEEIL, %
Gt TRTOMEOLE L ENT-AELE
AN AEE LTRSS,

é%;; BR&AE CE 1
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The term 'validation' encompasses aspects usually

known as 'qualification and validation'.

[N F—2rg 2 ) HEEIX, @ [
BEPEGFET AN Y F—2 g2 & LTHBNT
WDl & E e,

Artificial intelligence

Artificial intelligence (AI) covers a very broad set
of algorithms, which enable computers to mimic
human intelligence. It ranges from simple if-then
rules and decision trees to machine learning and

deep learning.

ANTLx0EE

NTHEE (AD 1%, 2 E=—Z N AH O
AT E D L2 T D, IERITIRIENT v
Y Xty FEANN—LTEY, Bl if-
then /L —/LOIRITEARMND | B ESORIE S
BHETEET,

Audit trail

In computerised systems, an audit trail is a secure,
computer generated, time-stamped electronic record
that allows reconstruction of the events relating to
the creation, modification, or deletion of an

electronic record.

BEAFERR

I a—F LT AT AT, BEARGNI=
VY a— B THERINTEA A LA T E
DEX 2T REFLETHY, EFLEOE
i,/ B HIBRICEE T 5 A Xk O EAEEE
ZARBICT D HDTH D,

Clinical outcome assessment

Clinical outcome assessment (COA) employs a tool
for the reporting of outcomes by clinicians, trial site
staff, observers, trial participants and their
caregivers. The term COA is proposed as an
umbrella term to cover measurements of signs and
symptoms, events, endpoints, health-related quality
of life (HRQL), health status, adherence to

treatment, satisfaction with treatment, etc.

Clinical outcome assessment

COA (21, BRIREE, TRBRIFZHMizx DA, +
TH— R IRBRBINE . KO O R MR
i a s T 57200 Y — RN BT
%5, COA &\ FHEEIE, Rk, A~
My T2 RARA b RBEBEDEDETEDOE
(HRQL). fEFCRAE, 109 (FHm) o#EsF, in
PR DN R SE 72 & ORTE 2 HEFET 2 el fihe 72
MFEE LTREIN TN D,

Computerised system life cycle
The life cycle of a computerised system includes all

phases of the system; i.e. typically

1) the concept phase where the responsible party
considers to automate a process and where user

requirements are collected,

a2 —FVTRTEATA TV A TV
AL Ea—H AT LT A THA T
X, AT LDTRTOT7 2 —ANEEN
b, DED, AT :

) WMa&E7 =X BEEOHLIUFEEN Tk

2O I RE L, =2 2R
B

é%;; BR&AE CE 2
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2) the project phase where a service provider can
be selected, a risk-assessment is made, and the

system is implemented and validated,

3) the operational phase where a system is used in
a regulated environment and changes are
implemented in a manner that maintains data
confidentiality, integrity and availability, and
finally,

4) aretirement phase, which includes decisions
about data retention/archiving, migration or
destruction and the management of these

processes.

2) ey hT7x—X - RTmEAA
FEBEL, VAZTERAAL FEATU,
VAT LEFEEL, N T D,

3) BH7=—R : VAT LA IR T O
MT 5, BHEIX, T—XOEEMNE, 17
U7 1 KOV E MR 2 515 TYT
PND,

4 VEAT AV N T 2= T =X 237
— AT I D BATT D0, XIS
HOWRE, KO0 T at' 2A0EH
DEEND,

Configuration
Configuration sets up a system using existing (out-
of-the-box) functionality. It requires no

programming knowledge.

AR E

WERGEEE TlX, A WD (out-of-the-box)
BEZHH LTI AT L2y T v 715,
TusT T OMERIIMNIELE L,

Customisation
Customisation modifies and adds to existing
functionality by custom coding. It requires

programming knowledge.

HAEBE<A R
HABZA AT, HAZ L3 —F 4 7T

Ko TEEFOMEEAZEEL L7V, BIIL7Y
T5, (DAFZ<A XL TulF7I70

HERNBETH D,

Data governance

The total of activities, processes, roles, policies, and
standards used to manage and control the data
during the entire data life cycle, while adhering to

ALCOA++ principles (see section 4.5.).

T =B I NF R
ALCOA+HDJFHI (4.5 BZ) [TV 5
F—HTATHA I NERITDIZ>TT—4
EEHEE N hr— 5 EH SR
DI, Tuv R, &E, RY o— RO
L BIRT D b D,

Data life cycle

All processes related to the creating, recording,
processing, reviewing, changing, analysing,
reporting, transferring, storing, migrating, archiving,

retrieving, and deleting of data.

T—FFA 7L IV

T2 OE, Fifk, A, LEa— &
WM. . BREE RIE BAT. T
A7, BEFE, KOHIRICEEST 297 ~XTD~
kX,
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Dynamic file formats

Dynamic files include automatic processing and/or
enable an interactive relationship with the user. A
certified electronic copy may be retained in
electronic file formats that are different from the
original record, but the equivalent dynamic nature
(including metadata) of the original record should

be retained.

BN 7V 7+ —~< v b

BT 7 A M, BB ZE 2, KDY (X
) 2=V —RA X T 7T 4 7IZRHTE
Lo BTRRRESE a e —iX, AV S
RLEkKE R DBF T 7 AN T+ —~ v P T
FELTH LW, AU DFuinsk & R 0E)
IR (A ¥ T — 2 &2 51e) ZIRFFT H0E
W%,

Event log
An automated log of events in relation to the use of
a system like system access, alerts or firing of edit

checks.

VAN -4
VATATVREAR TI—h, =T 4y bF
=y VFERERED, AT LD IR ET
LA NOHEIR Y,

Patient-reported outcome

Any outcome reported directly by the trial
participant and based on the trial participant's
perception of a disease and its treatment(s) is called
patient-reported outcome (PRO). The term PRO is
proposed as an umbrella term to cover both single
dimension and multi-dimension measurements of
symptoms, HRQL, health status, adherence to
treatment, satisfaction with treatment, etc. (Source:
CHMP 'Reflection paper on the regulatory guidance
for the use of HRQL measures in the evaluation of
medicinal products'

- EMEA/CHMP/EWP/139391/2004)

Patient-reported outcome

BRSINE I L TEERE S, RERLZO
TBIRIZ O W T DIRBRS I OFERRICEED < 7
TOT Y M L% PRO &FES, PRO &5
AlE. EMR. HRQL, fEEEIRRE, 150% (R
DEF AR T DR E R ED, Bkt
HITE K O IR STITE D 5 % 70 73— 2 el A5 1Y
RHFEE LTIREIN TS, (L : CHMP
'Reflection paper on the regulatory guidance for the
use of HRQL measures in the evaluation of
medicinal products’

- EMEA/CHMP/EWP/139391/2004)

Static file formats
Static files containing information or data that are

fixed and allow no dynamic interaction.

B TZ7 ANV T +—<v b
B UTT — X 2 G 7 7 A v, EHES
. BRI, =T 7 a N TERN,
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Validation

'A process of establishing and documenting that the
specified requirements of a computerized system
can be consistently fulfilled from design until
decommissioning of the system or transition to a
new system. The approach to validation should be
based on a risk assessment that takes into
consideration the intended use of the system and the
potential of the system to affect human subject
protection and reliability of clinical trial results.’

(ICH E6 R2 1.65)

NY)F—var

[ 2Bz =5l 2 X 7 A DIFE X L7
ICONT, RFDPHXTAY XL T X PR
1R R T ANDBITE T, —H L CiliZz7d =
EEmrL, XEET ST rtX, N)TF—
g ANDT T —F|T, R T ADHECHR
P IRFER VAT ROIGHENE~TE G 2 5 A
FEMEEZIE L 72 U X2 FHIIC D0 T S0 28
2 5,] (ICHE6 R2 1.65)

Executive summary (T 7B 77 4 7¥ <V —)

Computerised systems are being increasingly used
in clinical research. The complexity of such systems
has evolved rapidly in the last few years from
electronic case report forms (eCRF), electronic
patient reported outcomes (ePROs) to various
wearable devices used to continuously monitor trial
participants for clinically relevant parameters and
ultimately to the use of artificial intelligence (AI).
Hence, there is a need to provide guidance to all
stakeholders involved in clinical trials reflective of
these changes in data types and trial types on the
use of computerised systems and on the collection
of electronic data, as this is important to ensure the
quality and reliability of trial data, as well as the
rights, dignity, safety and wellbeing of the trial
participants. This would ultimately contribute to a
robust decision-making process based on such

clinical data.

BRICETET < Darta—F v AT A
PERHIND Lo TE, 290 oty
AT A (LLRTD) eCRF X2 ePRO 75 2UH|C
ELEZET, BBRICANR /T A—F1T2nT
BB INE 2 I E= 2 —3 3fx D7 =
T T TIVTINA R EART, DUVMTIE A THEE
(A) ZFHTDHICE-TND, T—X R
DT+ —< hDIZH Vol BALITEE A, 1R
WG 5T N TORFRBRFEICH LT v
2 — T AT LM L E T —F DRI
BT 2045 A gt T 2R TET,
EWVWIDIE, (WA X AT IBBRT — 2 DO
B EFEME, ROVEBRSINE ORI, iRk, %
B OEEZEEICT 59 A CHETHDTZD
Thd, [HAFAEF) BB (20X
LT S NT]) BRRT —ZIZHES W T,
Lomnh EEEREZIT) 7 n RO T
H5H9,
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This guideline will describe some generally

It also covers requirements and expectations for
computerised systems, including validation, user
management, security, and electronic data for the
data life cycle. Requirements and expectations are
also covered related to specific types of systems,

processes, and data.

applicable principles and definition of key concepts.

KHA RTA 2 Tld, —MRAZE ] ATRe 72 ]
CEBERMEDOERE W OPFHAT 5, F
7o, AV a—F T AT ATHT HEF LD
W (22, NV F—vay, -
B, X2V 74, 7—F T4 T7HA T MTD
o TCOBETTF—% (OEH] 25T 2o
THaT 5, £, EDODXA T DI AT
L, TR ROT — X | ZBET 5 L
FRZoOWVWTHik 5,

1. Introduction (I C®IJ)

As described above, the change in data and trial
types and thereby the use of computerised systems
presents new challenges. The European Medicines
Agency (EMA) 'Reflection Paper on expectations
for electronic source data and data transcribed to
electronic data collection tools in clinical trials'
started to address these when it was published in
2010. However, the development of and experience
with such systems has progressed. A more up-to-
date guideline is needed to replace the Reflection

Paper.

APRD X D12, =2 RO 7 +—~ v b7
ZELTEBY, £2ZiZaryta—F{bd AT 4
AT 2 2 LT REN AT %,
European Medicines Agency (EMA) @ 'Reflection
Paper on expectations for electronic source data
and data transcribed to electronic data collection
tools in clinical trials' 1%, 2010 F-\ZHIT STz
REAUC AL D OFEZ BURWIRD 72, 25\
DTV AT L DOBAFECREBRMPER L T D7z
O, FORKRICAI LA R4 128D
Reflection Paper % & X #i 3 5 BN TE 7,

There is no requirement or expectation that the
sponsors and investigators use computerised
systems to collect data; however, the use of data
acquisition tools if implemented and controlled to
the described standard, offers a wide variety of
functions to improve data completeness,
consistency and unambiguity, e.g. automatic edit
checks, automated data transfers, validation checks,

assisting information and workflow control.

RS OIRR B L EMN T — 2 2 INET 5
IZTAVEa—H Ly AT AEHER LARTH
ER B0 E V)BTRS, (KET)
SN TV DS T (T — X INEY — L
)] FEEL, arhe—TH5Z 82K, T
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L7 —HINEY— LD S EIEMEE (B A
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—filiE) BRHTED L9 D,

é%;; BR&AE CE 6

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

2.

Scope (i FH #55H)

The scope of this guideline is computerised
systems, (including instruments, software and 'as a
service') used in the creation/capture of electronic
clinical data and to the control of other processes
with the potential to affect participant protection
and reliability of trial data, in the conduct of a
clinical trial of investigational medicinal products
(IMPs). These include, but may not be limited to
the following:

o Electronic medical records, used by the
investigator to capture of all health

information as per normal clinical practice.

e Tools supplied to investigators/trial
participants for recording clinical data via
data entry (e.g. electronic clinical outcome
assessments [eCOAs]).

- Electronic trial participant data capture
devices used to collect ePRO data, e.g.
mobile devices supplied to trial participants
or applications for use by the trial
participant on their own device i.e. bring

your own device (BYOD).

- Electronic devices used by clinicians to
collect data e.g. mobile devices supplied to

clinicians.

e Tools supplied for the automatic capture of
data for trial participants such as biometrics,

e.g. wearables or sensors.

KTA K74 OBEAHMAIT, 22—
b A7 A (s, Y7 b7, KO Tas
a service| L) THY , RBIEK (IMP) O
TRERDFEREIZ BT, BT MR T — 2 DIFERY/
WEIZEREND D, KOSIMERETE
By — 2 OEEEICEE LGS ek ADa
=R SN DbDTHD, Zhb
WXL TR EEND D, ZHUCRES LD D
DTIEARVY,

o EEFGLE (AT 4], IRRE(EERM
PIEE DORRREF 2B LT, T XToRk
e a BUS3 2 70+ %,

o RBRE(LERINGERSINE IRt I D
V=T, T—Z A& L TCEIRT —
2 EFEETHH D (i eCOA),

- EBFHIRERSINE DT — 2 ZINET
BT NA AT, ePRO T — 4 ZINET
LIRS L D, B 15ERS
I AR SN D ERA TR R
XATVERBINE N By DT /3A A T
RS2 7 7 r—var, OFD
Bring Your Own Device (BYOD),

- BRRENRT —FZNEET HT-OITfEH
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e, Bl 2T I AT Y —,
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eCRFs (e.g. desktop or mobile device-based
programs or access to web-based
applications), which may contain source data
directly entered, transcribed data, or data
transferred from other sources, or any

combination of these.

Tools that automatically capture data related
to the transit and storage temperatures for
investigational medicinal product (IMP) or

clinical samples.

Tools to capture, generate, handle, or store
data in a clinical environment where analysis,
tests, scans, imaging, evaluations, etc.
involving trial participants or samples from
trial participants are performed in support of
clinical trials (e.g. LC-MS/MS systems,

medical imaging and related software).

eTMFs, which are used to maintain and
archive the clinical trial essential

documentation.

Electronic informed consent, for the provision
of information and/or capture of the informed
consent when this is allowed according to
national legislation, e.g. desktop or mobile
device- based programs supplied to potential
trial participants or applications for use by the
potential trial participants on their BYOD or

access to web-based applications.

eCRF (ffl : 7 A2 b 7 XUTENA VT
NAALEDOT 07T AL Web ~_— A
DT TV r—ar~O7 7ER) |

i, BEEANSRERT -4, EmiEh
=7 =% 3o Y — 2SRk S h
e —4, I o OGRS
ENnb,

1R (IMP) SULERIR W o 7L D
B ORERE BT 57 — & % 5B
IR 5 —L,

BRRBREE CF — & UG, AERk. AP,
VIHRIFT B 00y — LT, 1hBE
N— R 5701, RBRSINE JUTIRHR
SMEOY > T VDoHT, T AN, A¥
YU AA=TT FHliR EEITO b
O (B : LC-MS/MS ¥ AT A, [EHHEiE
LOBEHEY 7 by =7)

eTMF, 1R5R D VZE CE A2 HEFFE B O
T—HATTHEDIEHENS,

g, KO () A7+ —LF
arky NG EAT O Te O DEFHIA
Tx—hFarkr b, 2L, BENE
THA SN TWDEEICR D, FHlZIX,
BIERZRR B I It sh o7 2 7
ky ZXUTEARAIT IR, ZAR—ZAD T
077 A IBTERIRIEBRS N 12 L D

BYOD ETOT7 7V r—3a ORI X
L Web X=X 7 7V r— g 0~DT

7 A,
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Interactive Response Technologies (IRT), for
the management of randomisation, supply and
receipt of IMP, e.g. via a web-based

application.

Portals or other systems for supplying
information from the sponsor to the sites (e.g.
investigator brochures (IBs), suspected
unexpected serious adverse reactions
(SUSARSs) or training material), from the

sites to the sponsor (e.g. the documentation of
the investigator's review of important safety
information), or from the sponsor or the site

to adjudication committees and others.

Systems/tools used to conduct remote

activities such as monitoring or auditing.

Other computerised systems implemented by
the sponsor holding/managing and/or
analysing or reporting data relevant to the
clinical trial e.g. clinical trial management
systems (CTMS), pharmacovigilance
databases, statistical software, document
management systems, test management

systems and central monitoring software.

Al used in clinical trials e.g. for trial
participant recruitment, determination of
eligibility, coding of events and concomitant
medication, data clarification, query
processes and event adjudication.
Requirements to Al beyond the generally
applicable expectations to all systems will not
be covered in this guideline initially. This

may be covered in a future Annex.

IMP OIEVEZ AL, BHE R O fEOE B D
72D IRT, Bz 1X Web X—Z2D7T 7
r—ya e LTINS,

TEHIRLAET 2 72D DR — 2 L T DAt
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R~ DIEHRIRHE (1] - TR E
(IB). suspected unexpected serious adverse
reactions (SUSAR), XX kL —=7%&
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TR (B TBBREEEMIC L D HE
RO L e 2 —30E), iE
BRI OTRR B i ) O HE A EZ B R
72 E~DOIE WA,

T ) U TRERRED Y T — NEE)
BRI T DT OIEHEIND AT A/
Y —Jl,
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The approach towards computerised systems used
in clinical practice (e.g. regarding validation)
should be risk proportionate (please also refer to

section 4.6.).

W¥EECHEHIND a2y Ea—2 b AT
LD BIZIENY T—va T 5) 77
—F WFVRZIZECTEbDET5HZ &

de6eE=mbHLZROZ L),

Legal and regulatory background (R OHH D =

e Regulation (EU) No 536/2014, or Directive
2001/20/EC and Directive 2005/28/EC

e ICH Guideline for good clinical practice E6
R2 (EMA/CHMP/ICH/135/1995 Revision 2)

This guideline is intended to assist the sponsors,
investigators, and other parties involved in clinical
trials to comply with the requirements of the
current legislation (Regulation (EU) No 536/2014,
Directive 2001/20/EC and Directive 2005/28/EC),
as well as ICH E6 Good Clinical Practice (GCP),
regarding the use of computerised systems and the

collection of electronic data in clinical trials.

The risk-based approach to quality management
also has an impact on the use of computerised

systems and the collection of electronic data.

Consideration should also be given to meeting the
requirements of any additional current legal and
regulatory framework that may in addition apply to
the medicinal product regulatory framework,
depending on the digital technology. These may
include e.g. medical devices, data protection
legislation, and legislation on electronic

identification and electronic signatures.

e Regulation (EU) No 536/2014, XX
Directive 2001/20/EC }2 O* Directive
2005/28/EC

e ICH Guideline for good clinical practice E6
R2 (EMA/CHMP/ICH/135/1995 Revision 2)

KITA BT A A%, IRBRIKIEE . (BREEE
B, KONEBRIZEA B3 2 % OO BILRE 2N,
BRRICBIT D2 ar B a—2 e A7 LD
EETT—H DIRIZHON T, BUEDEE
(Regulation (EU) No 536/2014, Directive
2001/20/EC }2 TN Directive 2005/28/EC), F7=
ICH E6 Good Clinical Practice (GCP) % 57 C
ELEHII|TH DO TH D,

MEEHIZ A R—=AT Fa—FEH\5
_k%ﬂ/t1~5M/zTA@ﬁ%&ﬁ

— DI EE G2 5,
DI, TUXNEMNC S LB, Fi-ICESE
s OBIHIMARICHEH S Z 5 7, BN 78
BrOEME - HEEROEE 2T -T2 0%
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T T AR, BRI R OE B4 B
THEENEEND,
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Further elaboration of the expectations of the EU
GCP Inspectors’ Working group (GCP IWG) on
various topics, including those on computerised
systems, can be found as GCP IWG Q&As
published on the EMA website.

AV Ea—HLV AT LG, SFSER
e 7 1ZB99 % EU GCP Inspectors' Working
Group (GCP IWG) DOHIFFFIHDZEMIL EMA
D Web A M TA I TWSD GCP IWG
Q&A ZZRDZ &,

Principles and definition of key concepts JRAI & TESDER)

The following sections outline the basic principles
that apply to all computerised systems used in

clinical trials.

PIFOETIE, IBBRTHEHINDTXToa
VB a—H b AT AT H & i b AR 7R
JRANZ W THERR T 5,

4.1. Data integrity (7 —5 1> 72"V 7 1)

Data integrity is achieved when data (irrespective
of media) are collected, accessed, and maintained
in a secure manner, to fulfil the ALCOA++
principles of being attributable, legible,
contemporaneous, original, accurate, complete,
consistent, enduring, available when needed and
traceable as described in section 4.5. in order for
the data to adequately support robust results and
good decision making throughout the data life
cycle. Assuring data integrity requires appropriate
quality and risk management systems as described
in section 4.6., including adherence to sound
scientific principles and good documentation

practices.

T—H (BRI D) N7 AT
£, 77 BA, HEFFEEEIN, ALCOA+HE
Qa3 & 2T =2 A T 70T 1 Dk
RSN D, ALCOA+HFHI & T, 4.5 T~
L X0, ImIEE, HIEeE, RN, AR
PR, IEREME, seaetE. —BYE JkfpitE, KE
RED AL, B ATREMEDN DD L) Z & T
HY, LIV T =T A4 7V A IR
ZHEL T, 7—Z0, BNE D DRVGERLE
BWERREZEUICYR—FTEx 5L
2%, T—=BALT T VT 4 BHRT DD
(Z1E, 4.6 TR~ LY s EEEL S 27
LR AT ER AT ARMETHY | £
AT e BRI & OF good
documentation practice ~D#EHLNE Fi D,
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e Data governance should address data
ownership and responsibility throughout the
data life cycle, and consider the design,
operation, and monitoring of
processes/systems to comply with the
principles of data integrity including control
over intentional and unintentional changes to

data.

e Data governance systems should include staff
training on the importance of data integrity
principles and the creation of a working
environment that enables visibility, and
actively encourages reporting of omissions

and erroneous results.

Lack of integrity before the expiration of the
mandated retention period may render the data

unusable and is equivalent to data loss/destruction.

o T—HIANRNFURATIE, T—F T4 7Y
A I NVERICDTE > TOT =2 DA —F
—Y T EBIERLONCTLE LD
W2, T2 AT 7T 2 OFEHl (B
X T# - TIThivd 7 — & OB %t
ToLarbu—EEmt) IS DO
Frat /AT LAOFHREF, EH., KO
A G D EN & D,

o FT—HTNRFURLAT ALK, T—H
AT 7 VT 4 DOJFRIOEZEMEIZSOWNT
OB ~D hL—=27 KOO %
AMEEZ R < LT, MEREERSCIEL S 220
R A WIS T 5 2 L 2T 5
£ O RSB OBER NG E D,

(T —& ) TSN T-RAFHIR TR A
VTV T 4K L FTOT =X IIFAT
TR WU LB ERE R D,

4.2. Responsibilities (E 1)

Roles and responsibilities in clinical trials should
be clearly defined. The responsibility for the
conduct of clinical trials is assigned via legislation
to two parties, which may each have implemented

computerised systems for holding/managing data:

e Investigators and their institutions,
laboratories and other technical departments
or clinics, generate and store the data,
construct the record, and may use their own
software and hardware (purchased, part of
national or institutional health information

systems, or locally developed).

BRICEB T 215 L BELPREICERT &
Thd, IBROFEMIZHOWDTOE(RIL, EH
FIZ2 oOYFEFIZEH DY THNDLN, T—
B R EHT A 00 3 B a—Fhv R
TLEENENTEELTWDIGEERH D,

o IRBREAEEME URBREEEMORT
5] EREE ., A, £ OO
M. SUTZITE, 7 — & &R ki
L., iz £ L0, SHICARTED
DY TR =T ENn—Fy=7 (AL
b0, EREREEOERE ) AT
LO—E, XIr—H /LTI LS
D) 2T 2HEBH 5,
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e Sponsors that supply, store and/or, manage
and operate computerised systems (including
software and hardware) and the records
generated by them. Sponsors may do this
directly, or via service providers, including
organisations providing e.g. eCOA, eCRF, or
IRT that collect and store data on behalf of

Sponsors.

Please refer to Annex 1 regarding the
transfer/delegation to service providers of tasks
related to the use of computerised systems and

services.

BREE N Ea— 2y 2T L
(Y7 =T ENn—Ru=T 55D &
T2 CER SRR A AL R
FOY (%) BB, BT 5, 1RBKEE
Fix, ThEEETY ZLbvdbo L, W
— BRI A F JRBRIKEE O DY
2T — X ZIUE LIS 5, BlxiE
eCOA, eCRF, IRT 7¢ & Z4efitd 2 k%
AED) EREALTITY)IZ&bd 5.
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4.3. Data and metadata (7 —5 & X 57— 4)

Electronic data consist of individual data points.
Data become information when viewed in context.
Metadata provide context for the data point.
Different types of metadata exist such as: variable
name, unit, field value before and after change,
reason for change, trial master file (TMF) location
document identifier, timestamp, user. Typically,
these are data that describe the characteristics,
structure, data elements and inter-relationships of
data e.g. audit trails. Metadata also permit data to
be attributable to an individual entering or taking
an action on the data such as modifying, deleting,
reviewing, etc. (or if automatically generated, to
the original data source). Metadata form an integral
part of the original record. Without the context
provided by metadata, the data have no meaning.
Loss of metadata may result in a lack of data

integrity and may render the data unusable.

BT =X, lxDTF—2KRA L b
Eid, T—XEATFXFANCHRZD L
BHIZiD, AXT—HX, T—FKA b
ZxtLCary sy X2 hERETIH0TH
Do ABT—HIIIMA RFEENRH Y, Bl
X, A B, BEEREO T 4 —/L NE,
ZHEEE | TMF O 2~ 3 SCEMR 7. ¥
ALAB T 2= =2 ERHD, — W
2, ZNDiE, T ORE, g T4
R, LT —X WOMARR (B AL
B k57 —2Thd, AXT—H
X, 7T X IMEAA~OIRBEEZ R 5, T
bbb, T—HEANLEY, T—XIZxL
TEHE, HifR, vEa—REDTI7va %
FATLIEEA  CUTBEBEIMIZAER I NS E
X, AV CFATF—H Y —R) R, AF
F—2L, AV OFAEEIIIARTH
Do ARXT—HIZLoTHIEEN D a2 TF
A RBINE . T X IIERE R, A
BTF—=ENRboWDE, T—EA T T IT
A PR TE L2 | T—FPMEHTE A
72 B A[REMED B 5,

4.4. Source data (JZ7 —5)

The term source data refers to the original reported
observation in a source document. Source
documents could be e.g. hospital records, clinical
and office charts, laboratory notes. Other examples
are emails, spreadsheets, audio and/or video files,

images, and tables in databases.

JRT—% &) HEEI, &R CHltE S
IV T NOBEER T, RERHE. f
X, EEERA ORISR, BRAR R OEBICB T
LHXF, FEhR ) — "N ETH D, ZDMOB]
ELTE, EF AL, ATy R — b,
F—=T 4 A, KO (L) eFF77A,
Wifg, ROT —IX=ZADT =T VN5,

é%;; BR&AE CE 14

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials No. BZLib-128

The location of source documents and the
associated source data they contain, should be
clearly identified at all points within the data

capture process.

Below is an outline (figure 1) of the data
processing stages, starting with the data capture.

The correct identification of source data is

archiving. Data at different processing stages can
be considered source depending on the preceding

processing steps.

T—HWET B ADT X TORSRT, &
BIROZE ZICEENLEET L RT —F 0 Y
ZIZHDLONEREICHETCE L9127 5
Nl

TERUET —Z WL T E D — DT — & L
AT =Y OMEZRT (figure 1) . JRT—#
ZIELFFET D Z &3, JRT —% Oy e

important for adequate source data verificationand | 7 —X XU 7 4 r—2 a3 U ERONT — A T D

T-OICEETHD, HOUHEAT—JIZHD
T —HIVIFIBE L IR DB AT I Ko T
V—AThHDHEEZLND,

This data (could be multiple computer files) is not human
readable and requires image capture software to convert to
a human readable image

Image may be very complex and can be viewed by humans
using the specific software

Annotated image

Selected areas or parts of the image may be the region of
interest and subject to analysis to generate an outcome
measure

Reported results

Results are transcribed into the CRF

Sponsor

Sponsor receives the data and undertakes data analysis for
the trial

HA=t XF
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RS EER
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#ER M CRF IZERER SN B,

RBREKEENT -2 EZMEL.
%o

BERIREEE

Figure. 1

Data capture sometimes requires some degree of
processing prior to data recording. In this process,
the data generated during an observation,
measurement or data collection is checked,
processed, and transferred into a new format and

then recorded.

The retention of unprocessed data records is not
always feasible. If the processing is an integral part
of the solution used and is recognisable as such in
the solution characteristics, there is no need to
extract and retain the unprocessed data. It should
be possible to validate the correct operation of the

processing.

As a general principle, the source data should be
processed as little as possible and as much as

necessary.

T HIETIX, FEfr, 7 — 2 Zitskd 20l
W2, HAREOWMBENVLEIZRHGE1H

Do TORETIE, BIETHLNZT—X,
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WBRRTOT —H L a— RERFFL T 2 &
MEIZARETH D LITRH 220, Z OB
HAWS VY 22— a0 > TRAIKTH
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IR ER/NRIZE EDHETH D,
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From a practical point of view, the first obtainable
permanent data from an electronic data
generation/capture should be considered and
defined as the electronic source data. This process
should be validated to ensure that the source data
generated/captured is representative of the original
observation and should contain metadata, including
audit trail, to ensure adherence to the ALCOA++
principles (see section 4.5.). The location where the
source data is first obtained should be part of the

metadata.

BRI, BT — X ERMUEED BRI
FCEDLKRINT —FNETRT—X LEX
b, FLZDEITERTRETHD, &
FRANEE SNTJRT — 2 034 U U LV ORISR
RERDTHOTHY, OB ED
ART =B h G h, MEFET ALCOA+RHI

(45 B [ZHEILT 200 TH D Z L &2 hk
FIZT D0, TOT B RAENRY T — |
TRETHDH, AXT—XITE, JRT—420
RINCIG SN a2 B O D NEN B D,

4.5. ALCOA++ principles (ALCOA++/FAl)

A number of attributes are considered of universal

importance to data. These include that the data are:

%< DN T — 21T & > TH@ERIZHE T
bHLEEZOND, LIVl EIELIT
—HMUTDEITRDZETHD,

Attributable

Data should be attributable to the person and/or
system generating the data. Based on the criticality
of the data, it should also be traceable to the
system/device, in which the data were
generated/captured. The information about

originator (e.g. system operator, data originator)

IR

T=2E, T EERTHAN. KD (D)
yx%A:ﬁde%é’k T— X DOEHE
PEIZ K- TiE, T —F BEMRMUE STz A
7Aﬁﬂ4xifﬂﬂé%£ﬂ%éoﬁ)y
—& Bl AT LB, T AT VY
—2) ROV AT N (Bl . TA A, T'm

allow review in its original context. Therefore,
changes to data, such as compression, encryption

and coding should be completely reversible.

and system (e.g. device, process) should be kept as | & R) (BT B 1FHRIX, A ¥ T —FDO—{ &
part of the metadata. L TR RETH D,

Legible e

Data should be maintained in a readable form to T—2L, (AD]) 5D dT7+—~ v hTHE

B AU LI L TFERARNTLE
2—TX3X9TH2L, LMo T, JE
Wi BERAL. a—F L TR DT — X ~D
EHIT, ERICAPIZTNETH D,
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Contemporaneous

Data should be generated by a system or captured
by a person at the time of the observation. The time
point of the observation and the time point of the
storage should be kept as part of the metadata,
including the audit trail. Accurate date and time
information should be automatically captured and

should be linked and set by an external standard.

7]

F—HL, VAT AL o TERIND D,
IIANIZ E - THSEEIND D, Fa BN
WZATH 2k, CORFETHEIE LI, £28
DT LT, A2 7 —% (AR
Biagide) O—fE L CTRFFT20ERND

%o HENJICIEREZR H ARG A S5
T ThHY ., SNBEERE (2] 1T L TROE
TRETHD,

Original

Data should be the original first generation/capture
of the observation. Certified copies can replace
original data (see section 6.5. on certified copies).
Information that is originally captured in a

dynamic state should remain available in that state.

A

T—HIEX, AV T ND, BEANTAEMRMES
ni-#ggchsr b, AV VT AT —F IR
AT E A E—TEIMMAL LN TE D,
(RFEAT & a B — 2oV TIL, 6.5 =) |
b &b B RIE CINEE ST E I,
(@h72) RO ETHHATE S L2127
RETHD,

Accurate

The use of computerised systems should ensure
that the data are at least as accurate as those
recorded on paper. The coding process, which
consists in matching text or data collected on the
data acquisition tools to terms in a standard
dictionary, thesaurus, or tables (e.g. units, scales),
should be controlled. The process of data transfer
between systems should be validated to ensure the

data remain accurate.

IEFEE
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Data should be an accurate representation of the
observations made. Metadata should contain
information to describe the observations and,
where appropriate, it could also contain

information to confirm its accuracy.

T—2F, BIEMR T ERICRLIZbDET
RETHDH, AFT—2IE, BIERHREN
P LHEMEZTODLNETHLN, BEITE
LT, TOEMEZHRT D200 FHRbE
HTH LU,

Complete

To reconstruct and fully understand an event, data
should be a complete representation of the
observation made. This includes the associated
metadata and audit trail and may require preserving

the original context.

et

T—HE, AN N E R LRI R
TEL LT, BIEHRETERIIRLIZLOD
EtpZ L, ZOREDIZIE, BETLIAXT
— & LRI A GO NERND D, o, A
UoFnar 7 A N ERR L TRE S SLER
HDHH L,

Consistent

Processes should be in place to ensure consistency
of the definition, generation/capturing and
management (including migration) of data
throughout the data life cycle. Processes should be
implemented to detect and/or avoid contradictions,
e.g. by the use of standardisation, data validation

and appropriate training.

—Et
F—BGATHA IR E BT, T—X
DEF. ERINE, ROER (BITE25T)
BN A0 70 A 2R ITH
&, FEEBM, KON (UT) BT 57
HOT R (] EE L, T2 T —
var, KOEEZR N L—= T D) &
RITHZ &,

Enduring

Data should be maintained appropriately such that
they remain intact and durable through the entire
data life cycle, as appropriate, according to
regulatory retention requirements (see sections 6.8.

and 6.10. on back-up and archiving).

VS Tl

T—HIEX, BEISUTCT—2 T4 7% A7
NAEEREE U T, NS & D RAFEFIZIE-
T, HE LA RVREEZ R TS L 5 125
UNCHERFE BT 5 2 &, (NI T v 7 ET
— A TIZONTIE, 6.8% KO 6.10 Fx
ZH)

Available when needed
Data should be stored throughout the data life cycle
and should be readily available for review when

needed.

MERFO R M

T—HE, T—HFTA TV A7 NVEREE L
THRE S, LERICTSICAIHTES L9
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Traceable

Data should be traceable throughout the data life
cycle. Any changes to the data, to the
context/metadata should be traceable, should not
obscure the original information and should be
explained, if necessary. Changes should be
documented as part of the metadata (e.g. audit

trail).

BB R REME

F—HE, T—HATA T I NEREE T
CTEBAREETLZ L, T—FRa L TFA
NAZ T —=H DT XTOERITIEYATEE
L, AV P ERERESRVWEIICL, &
ST T (EEZ) B TE5L91275
Zl, BEEFAXT—H (B AR ©
—H e L CRLERT DD D D,

4.6. Criticality and risks (BEZ L U X 2)

ICH E6 describes the need for a quality
management system with a risk-based approach.
Risks should be considered at both the system level
e.g. standard operating procedures (SOPs),
computerised systems and staff, and for the
specific clinical trial e.g. trial specific data and data
acquisition tools or trial specific configurations or

customisations of systems.

Risks in relation to the use of computerised
systems and especially critical risks affecting the
rights, safety and well-being of the trial
participants or the reliability of the trial results
would be those related to the assurance of data
integrity. Those risks should be identified,
analysed, and mitigated or accepted, where
justified, throughout the life cycle of the system.
Where applicable, mitigating actions include
revised system design, configuration or
customisation, increased system validation or
revised SOPs (including appropriate training) for

the use of systems and data governance culture.
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In general, risks should be determined based on the
system used, its complexity, operator, use of
system and data involved. Critical component parts
of any system should always be addressed. For
example, a component part of an IRT system that
calculates IMP dose based on data input by the
investigator would be high risk compared to other
functionalities such as the generation of an IMP
shipment report. The interface and interdependency
between systems or system components should be

taken into consideration.

All data collected or generated in the context of a
clinical trial should fulfil ALCOA-++ principles.
Consequently, the arrangements for data
governance to ensure that data, irrespective of the
format in which they are generated, recorded,
processed (including analysis,
alteration/imputation, transformation, or
migration), used, retained (archived), retrieved and
destroyed should be considered for data integrity
risks and appropriate control processes

implemented.

The approach used to reduce risks to an acceptable
level should be proportionate to the significance of
the risk. Risk reduction activities may be
incorporated in protocol design and
implementation, system design, coding and
validation, monitoring plans, agreements between
parties that define roles and responsibilities,
systematic safeguards to ensure adherence to

SOPs, training in processes and procedures, etc.

—RENS, U A ZE ATV AT AL £
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There are special risks to take into consideration
when activities are transferred/delegated. These are

further elaborated on in Annex 1 on agreements.

The risk-assessment should take the relevance of
the system use for the safety, rights, dignity and
well- being of the participant and the importance
and integrity of derived clinical trial data into
account i.e. whether the system is used for standard
care and safety measurements for participants or if
systems are used to generate primary efficacy data
that are relied on in e.g. a marketing authorisation
application. Systems used for other purposes than
what they were developed for, or which are used
outside the supplier’s specification/validation are
inherently higher risk. In case of well-established
computerised systems, which are used as intended
in a routine setting for less critical trial data, the
certification by a notified body may suffice as
documentation whereas other more critical systems
may require a more in- depth validation effort. This

decision should be justified prior to use in the trial.

B &2 B/ BT DBRCE BT~ & Feplin )
AT BHDHN, THHIZHOVWTIE, GEICH
THMEE1 TS HICFHELIBE~D,

VDRI TEHARXS NTIE, VAT LD

& BINE DL MR Bk R & DR
B KOG O NIRRT — X OEENMEE A
T VT 4 (THROH VAT APERER T
TRZAEMEREICHER SN TWDE 00, XX
AT LD, IR, IRGEKREGE OMRAL &
DX ST, —WRANET — X OERIZER
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For systems deployed by the
investigator/institution specifically for the purposes
of clinical trials, the investigator should ensure that
the requirements for computerised systems as
described in this guideline are addressed and
proportionately implemented. For systems
deployed by the investigator/institution, the
sponsor should determine during site selection
whether such systems (e.g. electronic medical
records and other record keeping systems for
source data collection and the investigator site file)

are fit for purpose.

For computerised systems deployed by the
sponsor, the sponsor should ensure that the
requirements of this guideline are addressed and

proportionately implemented.

TR BR BT Al B T i = R B 23 r L VR 0D
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4.7. Data capture (7 — 5 HRLEE)

The clinical trial protocol should specify data to be
collected and the processes to capture them,

including by whom, when and by which tools.

Data acquisition tools should be designed and/or
configured or customised to capture all information
required by the protocol and not more. Data fields
should not be prepopulated or automatically filled
in, unless these fields are not editable and are
derived from already entered data (e.g. body
surface area). The protocol should identify any data
to be recorded directly in the data acquisition tools

and identify them as source data.
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A detailed diagram and description of the
transmission of electronic data (data flow) should
be available in the protocol or a protocol-related
document. The sponsor should describe which data
will be transferred and in what format, the origin
and destination of the data, the parties with access
to the transferred data, the timing of the transfer
and any actions that may be applied to the data, for
example, data validation, reconciliation,
verification, and review. The use of a data

management plan (DMP) is encouraged.

The sponsor should ensure the traceability of data

transformations and derivations during data

processing and analysis.
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4.8. Electronic signatures (BFEF)

Whenever ICH E6 requires a document to be
signed and an electronic signature is used for that
purpose, the electronic signature functionality
should meet the expectations stated below
regarding authentication, non-repudiation,
unbreakable link, and timestamp of the signature.

The system should thus include functionality to:

o authenticate the signatory, i.e. establish a high
degree of certainty that a record was signed

by the claimed signatory;

e ensure non-repudiation, i.e. that the signatory

cannot later deny having signed the record;

ICHE6 IZBWTLE~EBLT DL LR
biv, ZOHMTEFBELZHENT 54,
B BRI, BREE. SRR, Ry
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e ensure an unbreakable link between the
electronic record and its signature, i.e. that the
contents of a signed (approved) version of a
record cannot later be changed by anyone
without the signature being rendered visibly

invalid;

e provide a timestamp, i.e. that the date, time,
and time zone when the signature was applied

is recorded.

Electronic signatures can further be divided into
two groups depending on whether the identity of
the signatory is known in advance, i.e. signatures

executed in 'closed' and in 'open' systems.

For 'closed' systems, which constitute the majority
of systems used in clinical trials and which are
typically provided by the responsible party or by
their respective service provider, the system owner
knows the identity of all users and signatories and
grants and controls their access rights to the
system. Regulation (EU) No 910/2014 ('elDAS") on
electronic identification and trust services for
electronic transactions is not applicable for 'closed'
systems (‘e/DAS" article 2.2). The electronic
signature functionality in these systems should be
proven during system validation to meet the

expectations mentioned above.
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For 'open' systems, the signatories (and users) are
not known in advance. For sites located in the EU,
electronic signatures should meet the requirements
defined in the 'e/DAS' regulation. Sites located in
third countries should use electronic or digital
signature solutions compliant with local
regulations and proven to meet the expectations

mentioned above.

Irrespective of the media used, in case a signature
is applied on a different document or only on part
of a document (e.g. signature page), there should
still be an unbreakable link between the electronic
document to be signed and the document

containing the signature.

(=) VAT LOYAE, BAE (KD
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4.9. Data protection (7 — 5 tR#)

The confidentiality of data that could identify trial
participants should be protected, respecting privacy
and confidentiality rules in accordance with the

applicable regulatory requirement(s).

The requirements of General Data Protection
Regulation (EU) No 2016/679 (GDPR) on the
protection of individuals with regard to the
processing of personal data and on the free
movement of such data should be followed
except when specific requirements are
implemented for clinical trials e.g. that a trial
participant does not have the right to be forgotten
(and for the data to be consequently deleted) as
this would cause bias to e.g. safety data
(Regulation (EU) No 536/2014 recital 76 and
Article 28(3)). Trial participants should be

informed accordingly.

ERSIMEZRESTHZEDTELT =4
(3. B & D BRI S SIR © To A fF &
OB IR FEFRANCHE S B 2 Rt D 0
b5,

THNT — & OB T D EAOIRE, KO
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In accordance with EU data protection legislation,
if personal data of trial participants from an EU
Member State are processed (at rest or in transit) or
transferred to a third country or international
organisation, such data transfer must comply with
applicable Union data protection. In summary, this
means that the transfer must be either carried out
on the basis of an adequacy decision (Article 45 of
GDPR, Article 47 of Regulation (EU) No
2018/1727 - EUDPR), otherwise the transfer must
be subject to appropriate safeguards (as listed in
Article 46 of GDPR or Article 48 of EUDPR) or
the transfer may take place only if a derogation for
specific situations apply (under Article 49 of
GDPR or Article 50 of EUDPR).

EU 7 — # EEIC X 5 & EU M E OTESR
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4.10. Validation of systems (3 X 7 AD/NNY F—2 7 )

Computerised systems used within a clinical trial
should be subject to processes that confirm that the
specified requirements of a computerised system
are consistently fulfilled, and that the system is fit
for purpose. Validation should ensure accuracy,
reliability, and consistent intended performance,
from the design until the decommissioning of the

system or transition to a new system.

The processes used for the validation should be
decided upon by the system owner (e.g. sponsors,
investigators, technical facilities) and described, as
applicable. System owners should ensure adequate
oversight of validation activities (and associated
records) performed by service providers to ensure
suitable procedures are in place and that they are

being adhered to.
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Documentation (including information within
computerised systems used as process tools for
validation activities) should be maintained to
demonstrate that the system is maintained in the
validated state. Such documentation should be
available for both the validation of the
computerised system and for the validation of the

trial specific configuration or customisation.

Validation of the trial specific configuration or
customisation should ensure that the system is
consistent with the requirements of the approved
clinical trial protocol and that robust testing of
functionality implementing such requirements is
undertaken, for example, eligibility criteria
questions in an eCRF, randomisation strata and

dose calculations in an IRT system.

See Annex 2 for further detail on validation.
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4.11. Direct access ([H#7 2 £ .X)

All relevant computerised systems should be
readily available with full, direct and read-only
access (this requires a unique identification method
e.g. username and password) upon request by
inspectors from regulatory authorities. If a
computerised system is decommissioned, direct
access (with a unique identification method) to the
data in a timely manner should still be ensured (see

section 6.12.).
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5. Computerised systems (2 > ¥’ 2 —Z (LT 2T L)

Requirements for validation are described in
section 4.10. and Annex 2, the requirements for
user management are described in Annex 3, while
the requirements for information technology (IT)

security are detailed in Annex 4 of this guideline.
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5.1. Description of systems (> X 7 .. D)

The responsible party should maintain a list of
physical and logical locations of the data e.g.
servers, functionality and operational responsibility
for computerised systems and databases used in a
clinical trial together with an assessment of their

fitness for purpose.

Where multiple computerised systems/databases
are used, a clear overview should be available so
the extent of computerisation can be understood.
System interfaces should be described, defining
how the systems interact, including validation
status, methods used, and security measures

implemented.

BEOH LY FFH L, 7 — X OWEER K O
B2 (B - =) 2B a—21(k
VAT LOBERER NEROETL, KOVRBRT
BHLTWDT—F_X—2%, VAT LAHM
~OHEWEDT B AR MEREEBIZTU A
MZUTCHERFERT 5 2 &,

(1 SO¥EHIZ) BHOar va—F X
TUNT A RX=2AEHH L TWDLIEEIT, £
NENEDOHIFHZ 2 Ea—F{LLTWNDHD
MEFRTE D X 91T, oo Vil A
HETHZL, YATAMTED L HITHEA
TERT D (N T—va ki, ASN
LR, FEINTHDLEX 2T xR AR
EEREL) EEBETDHVAT LA,V H—T =
A A%FLBTRETH D,

5.2.  Documented procedures (X ZE X 4175 F/E)

Documented procedures should be in place to
ensure that computerised systems are used
correctly. These procedures should be controlled

and maintained by the responsible party.

XE SN FIEEZR T, 2 a2—2{by
AT LBRELLEHEND LD ITT 2480
b5, ZNHOFIEL, BEEOH 5 LHEEDN
Ay b= LR OHERFE BT 2 R H 5,
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5.3. Training ( F L —=>22)

Each individual involved in conducting a clinical
trial should be qualified by education, training, and
experience to perform their respective task(s). This
also applies to training on computerised systems.
Systems and training should be designed to meet
the specific needs of the system users (e.g. sponsor,
investigator or service provider). Special
consideration should be given to the training of

trial participants when they are users.

There should be training on the relevant aspects of
the legislation and guidelines for those involved in
developing, coding, building, and managing trial
specific computerised systems, for example, those
employed at a service provider supplying eCRF,
IRT, ePRO, trial specific configuration,
customisation, and management of the system

during the conduct of the clinical trial.

All training should be documented, and the records
retained and available for monitoring, auditing, and

inspections.

BROFMIZEAET 28 MAIL. ENEhD
BAY e RATTHIODOHEE/ F—=7
SRRBRICBE L CREE ChHIMLENR DD, Zi
X, 22— LT AT AIZHONWTO F L
—=U 7B Y TUTED, VAT LR
—=U TN, VAT ha—H— (il IRERIK
BF . IRBGEMEEA, I —Ee X7 m A
XY DFFED =— X%l 9 K D ICEKEHT
XThb, IRRBNERL—Y—ThHr5HE
Dk L—= Z0ZIE, FZREE S LB & T
Do

BRREA D2 v a— 2Ly AT LD,
aA—F T HEE NOEBICHEED D E
(B 2%, 1RERFEMIHZ eCRF, IRT, ePRO,
1RBREA O E, DAX~A R, VAT
LEH, T Y- R T ag XDt
B) T LT, I EREOTA RT A4 OfE
ERAITONT b L—= o VAR A BN

)

=
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o

FTRTO M —= ZI30E L, AR
BL, B=X )T R BRI T
XAXHlcL T L,

5.4. Security and access control (CF = V754 b T2 X2 P 2—rD)

To maintain data integrity and the protection of the
rights of trial participants, computerised systems
used in clinical trials should have security
processes and features to prevent unauthorised
access and unwarranted data changes and should
maintain blinding of the treatment allocation where

applicable.

T2 AT T VT 4 LIRS ORI D
PREE MR LT 272012, IRBRCERA S
LA a—2 LT AT NIE, FFAIO RN
T RRERY T —HEEETmDDE
FaVT s 7ubREMEEZRITTREL Z
Lo Fio, BT LA IXIRESIMN O Gk
EHEFFT DR D D,
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Checks should be used to ensure that only
authorised individuals have access to the system
and that they are granted appropriate permissions
(e.g. ability to enter or make changes to data).
Records of authorisation of access to the systems,
with the respective levels of access clearly
documented, should be maintained. The system
should record changes to user roles and thereby

access rights and permissions.

There should be documented training on the
importance of security e.g. the need to protect
passwords and to keep them confidential,
enforcement of security systems and processes,

identification and handling of security incidents,

See Annexes 3 and 4 for further guidance on user

management and IT security.

social engineering and the prevention of phishing.

F v 7 &7 T, FFAISIIEANDHD T
AT LT 7 EATETNDZ &, KONEY)
TRAERR (B . T —F e A1 HHERR U
T OMEMR) DG ENTND Z L aEICT
L2k, VAT ANDT VB AFFR O E
MEFFEE T REThO, 2Z210iF GFarL

72) T RALVEAREICRST D, VA
TATIE, 2—P—m— (ROZFIIHED
TR AMEE T 7 AR OB EFLERT
HEDIZTDHT L,

X a2V T ¢ OBEEMICET S CE LI
Mo—=V T BRETHDH, FlxiX, RV
— ROREL RAT— REMEIZL TEL 2
EDOMENE, EX 2 VT4V AT LA/ Tk
ZDAT, BX 2 VT 44 T FORE
CEH, vy =T U T RO
T4 T OIERETH D,

a—YP—EHLIT X2 T 4 IZT 55
IR HA Z L 2 ZHONTUE, (EE3 L4 %
SO L,

5.5. Timestamp (51 AX 527

Accurate and unambiguous date and time
information given in coordinated universal time
(UTC) or time and time zone (set by an external

standard) should be automatically captured.

Users should not be able to modify the date, time
and time zone on the device used for data entry,
when this information is captured by the

computerised system and used as a timestamp.

EHESAME 72 AAT & RRZ O HRIZ, Tt
S (UTC) T . SUFHEZI & (OMEREEHECE
DHNTE) XA L= (DRG]
T, HHWICBETRETH D,

T —=BZ ANINZHNDT A 2D Bt /W4l
BA LY —0E, ENR I Ea—F LA
TAIZEoTESI, A LRZTEL
TR ShLHE, 2—F—REETE RN
BN tely RS R
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6. Electronic data (B FiC&)

For each trial, it should be identified what
electronic data and records will be collected,
modified, imported and exported, archived and
how they will be retrieved and transmitted.
Electronic source data, including the audit trail
should be directly accessible by investigators,
monitors, auditors, and inspectors without
compromising the confidentiality of participants’

identities.

BRI Lic, I, £E, A R—h/ =7
AR—=b, T—=HATINDETT —F KN
BIREE . TNOOIE MRk B FE
TOHMEND D, BEERI A S HEFIRT —
Zi%, BIEDOH TTOEN LR H Z L
<. IBRE(EEM, £=%—, EAH, KO
BERENEHET 7 EATEHX 91275
B

6.1.

Data capture and location (7 — % IRZE & 55

The primary goal of data capture is to collect all
data required by the protocol. All pertinent
observations should be documented in a timely
manner. The location of all source data should be
specified prior to the start of the trial and updated
during the conduct of the trial where applicable.

T —ZIWEOEZR BAYIE, TRBR I E D
RODLTRXRTOT—FEEDLZ L Th D,
BE T2 T N TOBIERMRIT Y A LU —IZ7
FRICETVER DD, TXTORT —Z D5
AT, TRBRBAAGATICHEE L, 1RBRFES Iz
FUOS U THHT D0 ERH 5,

6.1.1. Transcription (#530)

Source data collected on paper (e.g. worksheets,
paper CRFs or paper diaries or questionnaires)
need to be transcribed either manually or by a
validated entry tool into the electronic data
collection (EDC) system or database(s). In case of
manual transcription, risk-based methods should be
implemented to ensure the quality of the
transcribed data (e.g. double data entry and/or data

monitoring).

MCBUEENTRT—% (B : V—2 > —

k. KD CRF, MO HFET 77— b) 1,
FEET, UINY T — MELDANT Y —)v
R LT, 17— %Ik (EDC) v AT
A XNET —Z RX— ARG T A5 0END D,
FEECTERLT 256, Bil7 —2OmE%
AT 572012, U RAZIISUE (B
CHET—HAAT KO (L) TEE=H
Uo7y TEIMTD0END D,
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6.1.2. Transfer ($Z§i’£)

Trial data are transferred in and between systems
on a regular basis. The process for file and data
transfer needs to be validated and should ensure
that data and file integrity are assured for all

transfers.

Data that is collected from external sources and
transferred in open networks should be protected
from unwarranted changes and secured/encrypted
in a way that precludes disclosure of confidential

information.

All transfers that are needed during the conduct of

a clinical trial need to be pre-specified.

Validation of transfer should include appropriate
challenging test sets and ensure that the process is
available and functioning at clinical trial start (e.g.
to enable ongoing sponsor review of diary data, lab
data or adverse events by safety committees). Data
transcribed or extracted and transferred from
electronic sources and their associated audit trails
should be continuously accessible (according to

delegated roles and corresponding access rights).

Transfer of source data and records when the
original data or file are not maintained is a critical
process and appropriate considerations are
expected in order to prevent loss of data and

metadata.

BT — X T HHEIC Y 2T AR AT
LAMTHREESND, 77 ANT — ¥ iRk
TH57aERINT T — T DRERH Y |
FTARTOEREIZBNTT —F T 7 A LDA
YT VT 4 DRFES LD KON DL EN
&b,

SN —AMBED BN, A—T Ry bU
— 7 THEAESND T — XX, RYREEND
R L, BEEHRZIRD S 7207 1E CIRA#E/RS
FAET DREND D,

BRI LB L 72 BT _RC ORI, F
ANCHFE L TR BEL™ D D,

L DN Y T —3 3 I ek L7 A
My FEEHDHLIITL., BIAIX, 1RERK
FEE DI BT — &, FRT —4%, X
X LZEZEEPLDOAFEFRRLZ L E2—T&
% X D10 1RBRBRLARRIC (F—H2 k) '
TEANRFIHARET, BiEd 52 L amEdzicL
T L, Bilashler—%, XTE TV
—AMMBE ERE SN T — & L Z U
WY DEEAIEENT, (TSI &E & 2
JG U7 78 AMEIZHEST) WO THET 7k
ATELLHIITLTELLZ L,

FVCFNT =L 7 7 A VHERFERL S
PRUIRIL T, JRT — Z ROFiEk O R E X B
BRIVERATHY, T—=ZRRAZT =D
BRZR T2 DL e Z BN LETH D,
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6.1.3. Direct capture (E#2[£E)

Direct data capture can be done by using electronic
data input devices and applications such as
electronic diaries, electronic questionnaires and
eCRFs for direct data entry. Where treatment-
related pertinent information is captured first in a
direct data capture tool such as a trial participant
diary, a PRO form or a special questionnaire, a
documented procedure should exist to transfer or
transcribe information into the medical record,

when relevant.

Direct data capture can also be done by automated
devices such as wearables or laboratory or other
technical equipment (e.g. medical imaging,
electrocardiography equipment) that are directly
linked to a data acquisition tool. Such data should
be accompanied by metadata concerning the device
used (e.g. device version, device identifiers,
firmware version, last calibration, data originator,

timestamp of events).

BT —ZIE (DDC) X, (BEFHF. &
17>/ — k. DDC ffl eCRF 72 ¥ D) 1T
— A ANNT AL AT T r— 3 U EFIH
THZETEBTE S, IHREEDER (5
Brzin#E o HEE. PRO 74—, XUTHBIZ
T — R E) BN E&#IZDDC Y —/L T
W SN DHE, MEERHER A ERGLER
ik HRELT D 7o O O CEAL S LT FEA R
FTBELIDELRD D,

%72 DDC (XHEMbL ST A A& FIHT
HZ LK THEHTES, fIxiEv =T
T T, BRERSCHOSSE (B EERA
Wi, LERES) 0, T—XIEY —
JVICHEIEY V7 ENTT A ATHD, 2D
Eomr—rLlbic, HHT LT /31 RIS
BT 2287 =% B : T ZAD—TV 7
YT RHRA. T AT = TN
gy, HEOXFY )T L—var, F—EF
UPR—H AR DI DAL T) b
—FEICEDDNER D D,
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6.1.4. Editchecks (=5 4 v bF = v )

Computerised systems should validate manual and
automatic data inputs to ensure a predefined set of
validation criteria is adhered to. Edit checks should
be relevant to the protocol and developed and
revised as needed. Edit checks should be validated
and implementation of the individual edit checks
should be controlled and documented. If edit
checks are paused at any time during the trial, this
should be documented and justified. Edit checks
could either be run immediately at data entry or
automatically during defined intervals (e.g. daily)

or manually.

Such approaches should be guided by necessity,
should not cause bias and should be traceable e.g.
when data are changed as a result of an edit check

notification.

The sponsor should not make automatic or manual
changes to data entered by the investigator or trial

participants unless authorised by the investigator.

a2 —H LT AT ALY FEERD
HEICA I SN T— %%\ 7 — LT,
FOEFE SN #HONY F— g IUER
JESF SN TWAHZ EaMERICTL L, =7
4y M=y 71, IRBRERMGIEZEITHh 72
Lok L, B U CRREOWET 24T 9
Zl, T4y b TF 2y I ENYVT—RL,
filx DT ¢ NFxy /7 DFEEEZa L o
— NV LXET DHERD D, RBRERTIC
T 4y M=y 7 OFEMAEZ R LT-5E

i, IhEREEL, BT 20 ERH D,
TTF 4y by ZiE, TFANRICED
ICETLTH WL, EESNHRE (B
fEH) CHEPXIIFFEETEITLTL K

Y,

(=T 4y b Fzv2%)] EOXIIATI N
INENECE A TRD HRE T D, (=7
A4y by 73] AT AE5EREITE
DT> T B2, F 2B Al REME
Bl =7 4> FF =y Z@MOFERE LT
DT —HPWEBREINTZD) BF-E5Z L,

TRBRIIEE 13, IRREEERTOFF I 2372 W IR
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6.2. Audit trail and audit trail review (E£ZZFB) & EEZAFBf L E' =2 —)

6.2.1. Audit trail (S & ZEHF)

An audit trail should be enabled for the original
creation and subsequent modification of all
electronic data. In computerised systems, the audit
trail should be secure, computer generated and

timestamped.

An audit trail is essential to ensure that changes to
the data are traceable. Audit trails should be robust,
and it should not be possible for 'normal' users to
deactivate them. If possible, for an audit trail to be
deactivated by 'admin users', this should
automatically create an entry into a log file (e.g.
audit trail). Entries in the audit trail should be
protected against change, deletion, and access
modification (e.g. edit rights, visibility rights). The
audit trail should be stored within the system itself.
The responsible investigator, sponsor, and
inspector should be able to review and comprehend
the audit trail and therefore audit trails should be in

a human-readable format.

FTRCOBEBFT =L DA VT NVDAEREZ
D% DI 5508k 5 72 DI AR 2 H %D
LT ZE, arvva—4{bv AT AN
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HZ kb,

T — A EEOBH AR A RIS T D0l
BRI IR Ch D, BEAarfhidBET
bOHVENDY ., [#ED) 22— =0T
T 4 TTERNE T HHERD D,
[ EPEE 2 — 2 —) DNERISEZIET 7T«
TTELLE LT, AEETHIUT (FDZ
L&) BEIICR T 7 A0 (B B AR
\ZRLERT 5 2 b, EEATERRCERIE, EE, HI
B, ROT 72 AOEE (B MREMHER, £
RHERR) NOIRET RNETh D, AR

X, YAT ARIKIRAFT DR ERH D, B
b DIRBREAEER, REKIEE . M OHEER
BN AR L CEE T 5 Z L
BCH Y . OO TN RSO B
L7 4—<v MZTRETHD,
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Audit trails should be visible at data-point level in
the live system, and it should be possible to export
the entire audit trail as a dynamic data file to allow
for the identification of systematic patterns or
concerns in data across trial participants, sites, etc.
The audit trail should show the initial entry and the
changes (value - previous and current) specifying
what was changed (field, data identifiers) by whom
(username, role, organisation), when
(date/timestamp) and, where applicable, why

(reason for change).

A procedure should be in place to address the
situation when a data originator (e.g. investigator
or trial participant) realises that she/he has
submitted incorrect data by mistake and wants to

correct the recorded data.

It is important that original electronic entries are
visible or accessible (e.g. in the audit trail) to
ensure the changes are traceable. The audit trail
should record all changes made as a result of data
queries or a clarification process. The clarification
process for data entered should be described and
documented. Changes to data should only be
performed when justified. Justification should be
documented. In case the data originator is the trial
participant, special considerations to data
clarifications might be warranted. See Annex 5

section A5.1.1.4 for further details.
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For certain types of systems (e.g. ePRO) the data
entered may not be uploaded immediately but may
be temporarily stored in local memory. Such data
should not be edited or changed without the
knowledge of the data originator prior to saving.
Any changes or edits should be acknowledged by
the data originator, should be documented in an
audit trail and should be part of validation
procedures. The timestamp of data entry in the
capture tool (e.g. eCRF) and timestamp of data
saved to a hard drive should be recorded as part of
the metadata. The duration between initial capture
in local memory and upload to a central server
should be short and traceable (i.e. transaction

time), especially in case of direct data entry.

Data extracts or database extracts for internal
reporting and statistical analysis do not necessarily
need to contain the audit trail information.
However, the database audit trail should capture

the generation of data extracts and exports.

Audit trails should capture any changes in data

entry per field and not per page (e.g. eCRF page).

In addition to the audit trail, metadata could also
include (among others) review of access logs,

event logs, queries etc.
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Access logs, including username and user role, are
in some cases considered to be important metadata
and should consequently be available. This is
considered necessary e.g. for systems that contain

critical unblinded data.

Care should be taken to ensure that information
jeopardising the blinding does not appear in the

audit trail accessible to blinded users.

(2—Y—Ha—F—a—LE5i) 77
tAr 71X, BEICE o UIEERA X T—
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6.2.2. Audit trail review 5 &=FEHf L 2 —)

Procedures for risk-based trial specific audit trail
reviews should be in place and performance of data
review should be generally documented. Data
review should focus on critical data. Data review
should be proactive and ongoing review is
expected unless justified. Manual review as well as
review by the use of technologies to facilitate the
review of larger datasets should be considered.
Data review can be used to (among others) identify
missing data, detect signs of data manipulation,
identify abnormal data/outliers and data entered at
unexpected or inconsistent hours and dates
(individual data points, trial participants, sites),
identify incorrect processing of data (e.g. non-
automatic calculations), detect unauthorised
accesses, detect device or system malfunction and
to detect if additional training is needed for trial
participants /site staff etc. Audit trail review can
also be used to detect situations where direct data
capture has been defined in the protocol but where

this is not taking place as described.

In addition to audit trail review, metadata review
could also include (among others) review of access

logs, event logs, queries, etc.

The investigator should receive an introduction on
how to navigate the audit trail of their own data in

order to be able to review changes.
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6.3. Sign-off of data (5 — 5 ~DEE)

The investigators are responsible for data entered
into eCRFs and other data acquisition tools under

their supervision (electronic records).

The sponsor should seek investigator endorsement
of their data at predetermined milestones. The
signature of the investigator or authorised member
of the investigator’s staff is considered as the
documented confirmation that the data entered by
the investigator and submitted to the sponsor are
attributable, legible, original, accurate, and
complete and contemporaneous. Any member of
the staff authorised for sign-off should be qualified
to do so in order to fulfil the purpose of the review
as described below. National law could require
specific responsibilities, which should then be

followed.
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The acceptable timing and frequency for the sign-
off needs to be defined and justified for each trial
by the sponsor and should be determined by the
sponsor in a risk-based manner. The sponsor
should consider trial specific risks and provide a
rationale for the risk-based approach. Points of
consideration are types of data entered, non-routine
data, importance of data, data for analysis, length
of the trial and the decision made by the sponsor
based on the entered data, including the timing of
such decisions. It is essential that data are
confirmed prior to interim analysis and the final
analysis, and that important data related to e.g.
reporting of serious adverse events (SAEs),
adjudication of important events and endpoint data,
data and safety monitoring board (DSMB) review,
are signed off in a timely manner. In addition, a
timely review and sign-off of data that are entered
directly into the eCRF as source is particularly

important.

Therefore, it will rarely be sufficient to just provide
one signature immediately prior to database lock.
Signing of batches of workbooks is also not suited
to ensure high data quality and undermines the

purpose of timely and thorough data review.

For planned interim analysis, e.g. when filing for a
marketing authorisation application, all submitted
data need to be signed off by the investigator or
their designated and qualified representative before
extracting data for analysis. The systems should be

designed to support this functionality.
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To facilitate timely data review and signing by the
investigator or their designated representative, the
design of the data acquisition tool should be laid
out to support the signing of the data at the defined

time points.

Furthermore, it is important that the investigator
review the data on an ongoing basis in order to
detect shortcomings and deficiencies in the trial
conduct at an early stage, which is the precondition
to undertake appropriate corrective and preventive

actions.

Adequate oversight by the investigator is a general
requirement to ensure participant safety as well as
data quality and integrity. Oversight can be
demonstrated by various means, one of them being
the review of reported data. Lack of investigator
oversight may prevent incorrect data from being
corrected in a timely manner and necessary
corrective and preventive actions being

implemented at the investigator site.

A DY) =12 F—H DL 2— EIBRE(LE
AU E SNTREBF L DBLERSHIC
T LI, T—FIEY — L OXGFEI 6
L, RO LR R TOT — X ~DE4S
EHAR—hTHZ L,

X LI, IRBRBELERM SRR — 2 & L
Ea—L, RHIEBRECIEERFEMIZRE D D KA
XM ERETLZENEETHD, TDOZ
LT 72 1R - TR E 25 U D 729D OR(
"R TH D,

TR ETEMSEUICER 21T Z 21d, &
n&EDRE, ROT—2WEET—4 AT
T VT 4 HERIZT DD ORI EET
bb, BRETIRVHESESETHD

W, EO1IOPRWESNTT—FDLEa—
Th oD, IBRELEMPEE L Tk d
RIEMe?2 T — 2N Z A L) —ITIETE S
o720 | IR CHE R IE -« TR
BENES SN2 0350 H Lz,

6.4. Copying data (7 —X D =2 E°—)

Data can be copied or transcribed for different
purposes, either to replace source documents or
essential documents or to be distributed amongst
different stakeholders as working copies. If
essential documents or source documents are
irreversibly replaced by a copy, the copy should be

certified (see section 6.5.).
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Copies should contain a faithful representation of
the data and the contextual information. Source
documents and data should allow accurate copies
to be made. The method of copying should be
practical and should ensure that the resulting copy
is complete and accurate. It should include the
relevant metadata and such metadata should be
complete and accurate. See also section 5 of the
'Guideline on the content, management and
archiving of the clinical trial master file (paper
and/or electronic)' (EMA/INS/GCP/856758/2018),
for further details on definition.
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content, management and archiving of the clinical
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6.5. Certified copies (FRAFfT & =2 E°—)

When creating a certified copy, the nature of the
original document needs to be considered. For
example, the content of the file is either static (e.g.
a PDF document) or dynamic (e.g. a worksheet
with automatic calculations) or the copy tries to
capture the result of an interpreter (e.g. a web page,
where a web- browser interprets written hypertext
mark-up language (HTML), JavaScript (JS) among
other programming languages). Either way, the
result of the copy process should be verified either
automatically by a validated process or manually to
ensure that the same information is present —
including data that describe the context, content,

and structure — as in the original.
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In case of dynamic files e.g. when a database is
decommissioned and copies of data and metadata
are provided to sponsors, the resulting file should
also capture the dynamic aspects of the original
file. In case of files, which are the result of an
interpreter, special care needs to be taken to not
only consider the informative content of such a
file, but also to capture and preserve aspects that
are the result of the interactions of the used
interpreter(s) and system settings during the
display. For example, window size, browser type,
operating system employed and the availability of
software dependencies (e.g. enabled active web
content) can influence the structure and content
displayed. Special considerations should be taken
whenever copies are to replace original source

documents.
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6.6. Control of data (7 —5 D=2 p 2—/1)

Data generated at the clinical trial site relating to
the trial participants should be available to the
investigator at all times during and after the trial to
enable investigators to make decisions related to
eligibility, treatment, care for the participants, etc.
and to ensure that the investigator can fulfil their
legal responsibility to retain an independent copy
of the data for the required retention period. This
includes data from external sources, such as central
laboratory data, centrally read imaging data and

ePRO data.

Exceptions should be justified in the protocol e.g.
if sharing this information with the investigator

would jeopardise the blinding of the trial.
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The sponsor should not have exclusive control of
the data entered in a computerised system at any
point in time. All data held by the sponsor that has
been generated in a clinical trial should be
verifiable to a copy of these data that is not held (or
that has not been held) by the sponsor.

The requirements above are not met if data are
captured in a computerised system and the data are
stored on a central server under the sole control of
the sponsor or under the control of a service
provider that is not considered to be independent
from the sponsor or if the sponsor (instead of the
service provider) is distributing the data to the
investigator. This is because the investigator does
not hold an independent copy of the data and
therefore the sponsor has exclusive control of the
data. In order to meet the requirements, the
investigator should be able to download a
contemporaneous certified copy of the data. This is
in addition to the record maintained at a service

provider.

Instead of a system maintained by an independent
service provider, the sponsor may take other
adequate technical measures that preclude sole
control. E.g. the verifiability of data (transactions)
by an independent (distributed) tamper-proof
ledger may provide comparable security to a
system maintained by an independent service

provider. This should be justified and documented.
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Data entered to data acquisition tools by the
investigator should be available to the investigator
throughout the whole legally mandated duration
and for the full duration of local legal
requirements. This can be ensured either by
contemporaneous local copies at the trial site or
e.g. by the use of a service provider. Access to the
data may be amended to read-only as part of the
database lock process. Prior to read-only access to
the investigator being revoked, a copy including
the audit trail should be made available to the
investigator in a complete and comprehensive way.
In the situation where a service provider is hosting
the data, the copy should not be provided via the
sponsor, as this would temporarily provide the
sponsor with exclusive control over the data and
thereby jeopardise the investigator’s control.
Copies should not be provided in a way that
requires advanced technical skills from the
investigators. The period between the provision of
the copy to the investigator and the closure of the
investigators’ read-only access to the database(s)
should allow sufficient time for the investigator to
review the copy and access should not be revoked

until such a review has been performed.

Any contractual agreements regarding hosting
should ensure investigator control. If the sponsor is
arranging hosting on behalf of the investigators
through a service provider, agreements should
ensure the level of investigator control mentioned

above.
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Investigators delegating hosting of such data to
service providers themselves should ensure that the
intended use is covered by local legal requirements

and the in-house rules of the institution.

For investigator-initiated trials, where the data are
hosted somewhere in the sponsor/institution
organisation, the degree of independence should be
justified and pre-specified in agreements e.g. that it
is a central IT department, not otherwise involved
in the operational aspects of the trial, hosting the
data and providing copies to the participating

investigators.
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6.7.

Cloud solutions (2 Z U 2/ V =z —23 )

Irrespective whether a computerised system is
installed at the premises of the sponsor,
investigator, another party involved in the trial or
whether it is made available by a service provider
as a cloud solution, the requirements in this
guideline are applicable. There are, however,
specific points to be considered as described

below.

Cloud solutions cover a wide variety of services

trials. These can range from Infrastructure as a
Service (IaaS) over Platform as a Service (PaaS) to
Software as a Service (SaaS). It is common for
these services that they provide the responsible
party on-demand availability of computerised
system resources over the internet, without having
the need or even the possibility to directly manage

these services.

related to the computerised systems used in clinical
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If a cloud solution is used, the responsible party
should ensure that the service provider providing

the cloud is qualified.

When using cloud computing, the responsible
parties are at a certain risk, because many services

are managed less visibly by the cloud provider.

Contractual obligations with the cloud solution
provider should be detailed and explicit and refer
to all ICH E6 relevant topics and to all relevant

legal requirements (see Annex 1).

Data jurisdiction may be complex given the nature
of cloud solutions and services being shared over
several sites, countries, and continents; however,
any uncertainties should be addressed and solved
by contractual obligations prior to the use of a

cloud solution.

If the responsible party choses to perform their
own validation of the computerised system, the
cloud provider should make a test environment
available that is identical to the production

environment.
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6.8. Backup of data (7 —F DN 2 T v 7

Data stored in a computerised system are
susceptible to system malfunction, intended or
unintended attempts to alter or destroy data and
physical destruction of media and infrastructure
and are therefore at risk of loss. Data and
configurations should be regularly backed up.
Please also refer to Annex 4 for further details on

IT security.
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The use of replicated servers is strongly
recommended. Backups should be stored in
separate physical locations and logical networks
and not behind the same firewall as the original
data to avoid simultaneous destruction or

alteration.

Frequency of backups (e.g. hourly, daily, weekly)
and their retention (e.g. a day, a week, a month)
should be determined through a risk-based
approach.

Checks of accessibility to data, irrespective of
format, including relevant metadata, should be
undertaken to confirm that the data are enduring,
continue to be available, readable and
understandable by a human being. There should be
procedures in place for risk-based (e.g. in
connection with major updates) restore tests from
the backup of the complete database(s) and
configurations and the performed restore tests

should be documented.

Disaster mitigation and recovery plans should be in
place to deal with events that endanger data
security. Such plans should be regularly reviewed.
Disaster mitigation and recovery plans should be

part of the contractual agreement, if applicable.
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6.9. Contingency plans (B2 FEX 7 HE)

Agreements and procedures should be in place to
allow trial continuation and prevent loss of data

critical to participant safety and trial results.
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6.10. Migration of data (7 — 5 B17)

Migration as opposed to the transfer of data (as
described in section 6.1.2.) is the process of
permanently moving existing data (including
metadata) from one system into another system e.g.
the migration of individual safety reports from one
safety database to another. It should be ensured
that the migration does not adversely affect

existing data and metadata.

In the course of the design or purchase of a new
system and of subsequent data migration from an
old system, validation of the data migration process
should have no less focus than the validation of the

system itself.

The validation of data migration should take into
consideration the complexity of the task and any
foreseen possibilities that may exist to verify the
migrated data (e.g. checksum, case counts, quality

control of records).

Prior to migration, the process should be planned
in detail. A risk analysis identifying the most
probable risks should take place and should yield
appropriate mitigation strategies. After the
planning, the intended procedure should be
validated with mock data and results should be
considered for risk- assessment and mitigation. A
data verification focused on key data should be

performed post migration.
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Verification of migrated data can be simple or
complex, depending on the different platforms and
systems involved. Regardless of the effort needed,
the migration process should be documented in
such detail that throughout all data
operations/transformations data changes remain
traceable. Mapping from the old system onto the

new system should be retained.

Data, contextual information, and the audit trail
should not be separated. In case migration of data
into a new system results in a loss of relevant data,
adequate mitigating actions should be taken to
establish a robust method to join the audit trail and
the data for continuous access by all stakeholders.
A detailed explanation is expected, if no such
method has been established to allow the migration
of data and the audit trail. Arrangements should
ensure that the link between data and metadata can
be established. If several parties are involved,

agreements should be in place to ensure this.
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6.11. Archiving (77— 1 E>2)

The investigator and sponsor should be aware of
the required retention periods for clinical trial data
and essential documents, including metadata.
Retention periods should respect the data
protection principle of storage limitation. An
inventory of all essential data and documents and
corresponding retention periods should be
maintained. It should be clearly defined which data
are related to each clinical trial activity and where
this record is located and who has access/edit rights
to the document. Security controls should be in
place to ensure data confidentiality, integrity, and

availability.

It should be ensured that the file and any software
required (depending on the media used for storage)
remain accessible, throughout the retention period.
This could imply e.g. migration of data (see

section 6.9.).

Suitable archiving systems should be in place to
safeguard data integrity for the periods established
by the regulatory requirements including those in
any of the regions where the data may be used for
regulatory submissions, and not just those of the

country where the data are generated.

Source documents and data should always be
available when needed to authorised individuals to
meet their regulatory obligations. Please refer to

section 4.11 direct access.
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Data should be maintained in a secure manner and
should only be transferred between different
(physical) locations in a validated process. Data

should be archived in a read-only state.
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6.12. Database decommissioning (7 — 5~ — X DEEAEIF)

After the finalisation of the trial, database(s) might
be decommissioned. It is recommended that the
time of decommissioning is decided taking into
consideration e.g. whether the clinical trial will be
used for a marketing authorisation application in
the near future in which case it is recommended to
keep the database(s) live. Please refer to figure 2
for a proposed approach. A dated and certified
copy of the database(s) and data should be archived
and available on request. In case of
decommissioning, the sponsor should ensure
(contractually if done by a service provider) that
archived formats provide the possibility to restore
the database(s). This includes the restoration of
dynamic functionality and all relevant metadata
(audit trail, event logs, implemented edit checks,
queries, user logs, etc.). Where recommissioning is
no longer possible, the sponsor should ensure that
all the data including metadata files (e.g. audit
trails) are available in dynamic data files. The
sponsor should review the system to determine the
audit trails and logs available in the system and
how these would be retained as dynamic files.
Where a service provider is involved, this should
be addressed in the contractual arrangements.
Static formats of dynamic data will not be
considered adequate. See definitions section on

static and dynamic formats.
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Data retention by sponsor

Time = & atleast 25 years in Regulation (EU) No 536/2014—=>
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Annex 1 Agreements (& 1 £F)

The legally responsible parties are the sponsors and
investigators. They contract/delegate an increasing
number of tasks in clinical trials, contracting is
frequent in the area of computerised systems where
the responsible party might lack internal
knowledge or resources or they wish to purchase a
product or a service that has been developed by
others. The responsible parties can delegate tasks
to a service provider, but nevertheless the full
responsibility for the data integrity, security and

confidentiality resides with them.

Agreements can cover a variety of tasks such as
system and trial specific configuration and
customisation, provision of a license to an
application, full clinical trial service including data
management tasks e.g. site contact, training, data
clarification processes, etc., but could also be
restricted to hosting services. A risk-based
approach can be used in relation to agreements as
well as for computerised systems in general. It is
recognised that a trial specific agreement is not
required, if a product is purchased and used as
intended without the involvement of the
manufacturer of the system; however, such use will
require a risk assessment by the responsible party
to assess whether such a non-trial specific system

1s fit for its intended use.
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The responsible party should ensure that the
distribution of tasks in a trial is clearly documented
and agreed on. It should be ensured that each party
has the control of and access to data and
information that their legal responsibilities require
and that the ethics committees and regulatory
authorities approving trials have been properly
informed of distribution of activities as part of the
clinical trial application process, where applicable.
This should be carefully documented in the
protocol and related documents, procedures,
agreements, and other documents as relevant. It is
important to consider who is providing and

controlling the computerised system being used.

Clear written agreements should be in place and
appropriately signed by all involved parties prior to
the provision of services or systems. Agreements
should be maintained/updated as appropriate. Sub-
contracting and conditions for sub-contracting and
the responsible party’s oversight of sub-contracted

activities should be specified.

The responsible parties should ensure oversight of
these trial-related duties e.g. by reviewing defined
key performance indicators (KPIs) or

reconciliations.
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If appropriate agreements cannot be put in place
due to the inability or reluctance of a service
provider to allow access to important
documentation (e.g. system requirements
specifications) or the service provider is unwilling
to support pre-qualification audits or regulatory
inspections, systems from such a service provider

should not be used in clinical trials.

The responsible party should ensure that service
providers (including vendors of computerised
systems) have the knowledge and the processes to
ensure that they can perform their tasks in
accordance with ICH E6, as appropriate to their
tasks. Standards to be followed, e.g. clinical trial
legislation and guidance should be specified in the
agreement, where relevant. A number of tasks
involve accessing, reviewing, collecting and/or
analysing data, much of which is
personal/pseudonymised data. In addition, in
specific cases involving contact with (potential)
trial participants, data protection legislation needs
to be followed, in addition to the clinical trial

legislation and guidance.

The approved protocol, implicitly, defines part of
the specification for system configuration or
customisation (e.g. for interactive response
technologies (IRT) systems and data acquisition
tools) and there should be consistency between the
protocol and the wording of the agreement. In
addition, it should be clear how subsequent
changes to the protocol are handled so that the
vendor can implement changes to the computerised

system, where relevant.
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It should be clear from agreements which tasks are
delegated also in relation to retaining essential
documentation for performed activities. In the
context of clinical trials, system-documentation
(including e.g. software/system validation
documentation, vendor standard operating
procedures (SOPs), training records, issues
log/resolutions) as well as trial master file (TMF)
documentation (e.g. emails on important decisions
and meeting minutes) related to the individual
clinical trial (including e.g. relevant helpdesk
tickets or meeting minutes) should be retained for
the full retention period. It should be clear from the
agreement which party is retaining and maintaining
which documentation and how and in what format
that documentation is made available when needed
e.g. for an audit or an inspection. There should be
no difference in the availability of documentation
irrespective of whether the documentation is held
by the sponsor/investigator or a service provider or

sub-contracted party.

The responsible party is ultimately responsible for
e.g. the validation and operation of the
computerised system and for providing adequate

documented evidence of applicable processes.

The responsible party should be able to provide the
GCP inspectors of the EU/EEA authorities with
access to the requested documentation regarding
the validation and operation of computerised
systems irrespective of who performed these

activities.

Fehts U 7 G EhZ B3 2 A SCE O IRAFIZ B
LT, EOZ AT NEEINTNDDMNITD
WTHKTHIEIC L TR MLERH D, 15
BrDa T XA RNTE, VAT LLE Hlx
. VT N2 T AT AR F—2 g L
. N —ORERIETFIEE (SOP). L
—= VTR, AV a—n TAER E R
Te) MONBBR~ A X —7 7 AL (TMF) (&
(B - EERREIZEAT HE T A — LR
Fk) CfE 2 OIRBRICBIET 5 b 0 (Bl# T 2
NIVTT AT Ty IRk S &%
Zie) 1L, RAFHIRIARIC Iz o TREFT S
VBN D D, EDOBEFEN, EOXLELREF
L. MEFFEBET 27, FnE8h e & (Flx
(TR TN ICFDLEEZED LD
W2, X7 —~y FTHRIHTE L &
INCT D%, BRI THREIZ L TR LERN
bb, UEERFFT 2 ON, RBRIKEE AR5
BAERER, —E AT a (X Tl ¥E
DTN TH->Th, LEOFIMEIZER)N
BHo T bR,

EEOH 5B FEHIL, Plxid=zrEa—21k
VAT AONY T —a v EEREITO Z
L MOBET A et 2T HOWTOEE]
LEAL SRR Z R D 2 L IR
HEEAD,

IO DOIEEEHES T T2 BfR e, H
EDH % Y4 FHE 1T, EU/EEA %450 GCP #r%s
BOERT LA Ea—F b AT LD
T—va RERICET L E A~ T S
A% (ERE) KR#ETEL91T5
Lo

é%;; BR&AE CE 60

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

It should be specified in agreements that the
sponsor or the institution, as applicable, should
have the right to conduct audits at the vendor site
and that the vendor site could be subject to
inspections (by national and/or international
authorities) and that the vendor site shall accept
these. The responsible party should also ensure that
their service providers act on/respond appropriately

to findings from audits and inspections.

The sponsor has a legal responsibility under
Regulation (EU) No 536/2014 to report serious
breaches, including important data and security
breaches, to authorities within seven days. To
avoid undue delay in sponsor reporting from the
time of discovery e.g. by a vendor, agreements and
related documents should specify which
information should be escalated immediately to

ensure regulatory compliance.
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As set out in ICH E6, to ensure that the
investigator, rather than the sponsor, maintains
control over their data, it should be specified in
agreements how investigators’ access to and
control over data are ensured during and after the
trial, and the revocation of investigator access to
data in case of decommissioning should be
described. It should also be specified which outputs
the involved parties (e.g. sponsor and investigators)
will receive during and after the clinical trial and in
what formats. Types of output could include e.g.
data collected via data acquisition tools including
metadata, queries, history and status of changes to
users and their access rights, and the description of
format for delivery of the complete database to

Sponsors.

Arrangements on the decommissioning of the
database(s) should be clear, including the
possibility to restore the database(s), for instance,

for inspection purposes.

The agreements should address expectations
regarding potential system 'down-time' and the

preparation of contingency plans.

Tasks transferred/delegated could include hosting
of data. If data are hosted by a vendor, location of
data storage and control (e.g. use of cloud services)

should be described.
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Agreements should ensure reliable, continued and
timely access to the data in case of bankruptcy,
shutdown, disaster of the vendor, discontinuation
of service by the vendor or for reasons chosen by

the sponsor/investigator (e.g. change of vendor).

Special consideration should be given on training
and quality systems. Vendors accepting tasks on
computerised systems should not only be
knowledgeable about computerised systems and
data protection legislation, but also on GCP
requirements, quality systems, etc. as appropriate

to the tasks they perform.

This guideline should be read together with the
notice to sponsors regarding computerised systems
(EMA/INS/GCP/467532/2019) published on the
EMA website.
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Annex 2 Computerised systems validation ((f BE& 2 2 Ea— LV AT AN T —a))

A2.1 General principles (—% 7 H)

The responsible party should ensure that systems
used in clinical trials have been appropriately
validated and demonstrated to meet the
requirements defined in ICH E6 and in this

guideline.

Systems should be validated independently of
whether they are developed on request by the
responsible party, are commercially or freely

available, or are provided as a service.
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The responsible party may rely on validation
documentation provided by the vendor of a system
if they have assessed the validation activities
performed by the vendor and the associated

documentation as adequate; however, they may

also have to perform additional validation activities

based on a documented assessment. In any case,
the responsible party remains ultimately
responsible for the validation of the computerised

systems used in clinical trials.

If the responsible party wants to use the vendor's
validation documentation, the responsible party
should ensure that it covers the responsible party's
intended use as well as its defined needs and
requirements. The responsible party should be
thoroughly familiar with the vendor's quality
system and validation activities, which can usually
be obtained through an in-depth systematic
examination (e.g. an audit). This examination
should be performed by qualified staff with
sufficient time spent on the activities and with
cooperation from the vendor. It should go
sufficiently deep into the actual activities, and a
suitable number of relevant key requirements and
corresponding test cases should be reviewed, and
this review should be documented. The
examination report should document that the

vendor's validation process and documentation is

satisfactory. Any shortcomings should be mitigated

by the responsible party, e.g. by requesting or

performing additional validation activities.

BEOH DY FEFIL, N F—NFAT LA
VF—va AR EBEEELTEAA LB
L., WEITHD LW LIGE, VAT A
VHE—ORMET BN T g IEETE
T&E5, 2L, XEbsnlTEAA B
FERICE > TUTBIMONY F— g Uik &
FAT LRI R RWEELH DL, VT
ICH X, BEOHLYFE T, IHRCHERS
NHZaALEa—H T AT LON) FT— g
K L TR R BT A A D,

FEOH L JEENR T —DN) F— =
YXEEFRT L L mET %0, BT

DHHUEHT, (R F—DRYF— 3
VICENR) BIEOH D GFEORX L ik

TR, (RUF—ICky) ERSh
== ARG I N—=L TN D & a sk
2975628, BEEOHLYBHEEIT, Nv¥—
DEVEY AT KL ENY F—3 g AFENTKE @
LCWBMERD D, ZITEE, ME»D
RRHZTRE (B : ) 2@ U CEHTE
%o ZOREIE. TR AT T, N2
A —DW 12519 2T, WRRAZX v 70
FhiToZ&, (RUF—0) EEOEE L
FRSHR Y N, WU OEERE A
Iy B, 200 OEMRITHINT DT A M
— A& L bEa—L, TOLE 2 —ERE IR
TONERD D, HAREZETIT, NF—
DAY F— g7 at e LE I E T
TOLREEHMTHIL, WD BRI
72) RaIE, BlZIBEMONRY) F— g Uik
A ERT D0, Xk (BD]) Ehddee
IZEY ., BEOH DY FEMUT D,

é%;; BR&AE CE 64

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

Some service providers may release new or
updated versions of a system at short notice,
leaving insufficient time for the responsible party
to validate it or to review any validation
documentation supplied by the service provider. In
such a situation, it is particularly important for the
responsible party to evaluate the vendor's process
for validation prior to release for production, and to
strengthen their own periodic review and change
control processes. New functionalities should not
be used by the responsible party until they have
validated them or reviewed and assessed the

vendor's documentation.

If the responsible party relies on the vendor's
validation documentation, inspectors should be
given access to the full documentation and
reporting of the responsible party’s examination of
the vendor. If this examination is documented in an
audit report, this may require providing access to
the report. The responsible party, or where
applicable, the service provider performing the
examination activities on their behalf, should have
a detailed understanding of the validation

documentation.
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As described in Annex 1 on agreements, the
validation documentation should be made available
to the inspectors in a timely manner, irrespective of
whether it is provided by the responsible party or
the vendor of the system. Contractual arrangements
should be made to ensure continued access to this
documentation for the legally defined retention
period even if the sponsor discontinues the use of
the system or if the vendor discontinues to support

the system or ceases its activities.

In case the vendor’s validation activities and
documentation are insufficient, or if the
responsible party cannot rely on the vendor to
provide documentation, the responsible party

should validate the system.

Any difference between the test and the production
configuration and environment should be
documented and its significance assessed and

justified.

Interfaces between systems should be clearly
defined and validated e.g. transfer of data from one

system to another.
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A2.2 User requirements (- — ¥ —ZE{f)

Critical system functionality implemented and used
in a clinical trial should be described in a set of
user requirements or use cases, €.g. in a user
requirements specification (URS). This includes all
functionalities, which ensure trial conduct in
compliance with ICH E6 and which include
capturing, analysing, reporting and archiving
clinical trial data in a manner that ensures data
integrity. User requirements should include, but
may not be limited to operational, functional, data
integrity, technical, interface, performance,
availability, security, and regulatory requirements.
The above applies independently of the sourcing
strategy of the responsible party or the process

used to develop the system.

Where relevant, user requirements should form the
basis for system design, purchase, configuration,
and customisation; but in any case, they should

constitute the basis for system validation.

The responsible party should adopt and take full
ownership of the user requirements, whether they
are documented by the responsible party, by a
vendor or by a service provider. The responsible
party should review and approve the user
requirements in order to verify that they describe
the functionalities needed by users in their

particular clinical trials.

User requirements should be maintained and
updated as applicable throughout a system’s

lifecycle when system functionalities are changed.
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A2.3 Trial specific configuration and customization ((GBRE A DERER ER NI R & <A X)

The configuration and customisation of a system
for use in a specific trial should be pre-specified,
documented in detail and verified as consistent
with the protocol, with the data management plan
and other related documents. Trial specific
configuration and customisation should be quality
controlled and tested as applicable before release
for production. It is recommended to involve users
in the testing activities. The same process applies

to modifications required by protocol amendments.

If modifications to a system are introduced due to a
protocol amendment, e.g. to collect additional
information, it should be determined whether they
should be applied to all trial participants or only to

those concerned by the amendment.

If new functionalities or interfaces need to be
developed, or new code added, they should be

validated before use.
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A2.4 Traceability of requirements (B0 b L —8%¥E U 7 1)

Traceability should be established and maintained
between each user requirement and test cases or
other documents or activities, such as standard
operating procedures, as applicable. This
traceability may have many forms and the process
may be automated by software. It should be
continuously updated as requirements are changed
to ensure that where applicable, for every
requirement, there is a corresponding test case or

action, in line with the risk evaluation.
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A2.5 Validation and test plans (/\U 5 —3 3 > &5 X M EHE)

Validation activities should be planned,
documented, and approved. The validation plan
should include information on the validation
methodology, the risk-based approach taken and if
applicable, the division of tasks between the
responsible party and a service provider. Prior to
testing, the risk assessment should define which
requirements and tests are related to critical system

functionality.

Test cases should be pre-approved. They may have
many formats and while historically consisting of
textual documents including tables with multiple
columns corresponding to the elements below, they
may also be designed and contained in dedicated
test management systems, which may even allow
automatic execution of test cases (e.g. regression
testing). However, expectations to key elements are

the same.

Test cases should include:
o the version of the software being tested;
e any pre-requisites or conditions prior to
conducting the test;
e adescription of the steps taken to test the
functionality (input);

o the expected result (acceptance criteria).
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Test cases should require the tester to document the
actual result as seen in the test step, the evidence if
relevant and, if applicable, the conclusion of the test
step (pass/fail). Where possible, the tester should
not be the author of the test case. In case of test
failure, the potential impact should be assessed and
subsequent decisions regarding the deviations

should be documented.
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A2.6 Test execution and reporting (7 X b T L #HE)

Test execution should follow approved protocols
and test cases (see section A2.5), the version of the
software being tested should be documented, and
where applicable and required by test cases and test
procedures, evidence (e.g. screen shots) should be
captured to document test steps and results. Where
relevant, the access rights (role) and the
identification of the person or automatic testing

tool performing tests should be documented.

Where previously passed scripts are not retested
along with the testing of fixes for previous failing
tests, this should be risk assessed and the rationale

should be documented.

T A MDOFETIR, AR INTEEEE T A
=2 (A25 BEASR) ITEH &, TAR
KREIRDY T N =T OR—V 9 ik
T 5, FHETHHET, MOTAMr—
ART A NAZ YT N TERINTWDY

B TANAT v S FTRER 2 BT D
72012, GHL (B A7V —rvav ) &
TS, MBS E T, 77 AW (E)
L. TR NEREUIAE T A Y —/1 D ID
ERLET DT L,

RERICKT DEEEZT A T LHERIC, & &
HLERKLTWERTZ VT NOHT A NEE
W 2581, VAT TEAAL MEITOD,
ZOIRME CETDHZ L

é%;; BR&AE CE 70

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials No. BZLib-128

Deviations encountered during system validation
should be recorded and brought to closure. Any
failure to meet requirements pre-defined to be
critical should be solved or mitigating actions
should be implemented prior to deployment. All
open deviations and any known issues with the
system at the time of release should be assessed
and subsequent decisions should be documented in
the validation report and, if applicable, in the
release notes. The validation report should be
approved by the responsible party before release

for production.
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A2.7 Release for production GEFf~D Y J —X)

The responsible party should sign off the release

prior to initial use.

Training materials, user guides and any other
resources required for users should be available at

the time of release.
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A2.8 User helpdesk (= —% —~VF 5 R 7)

There should be a mechanism to report, record, and
solve defects and issues raised by the users e.g. via
a helpdesk. Defects and issues should be fixed in a

timely manner.
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A2.9 Periodic review (EfiL B = —)

Validation of a system should be maintained
throughout the full system life cycle. Periodic
system reviews should be conducted to assess and
document whether the system can still be
considered to be in a validated state, or whether
individual parts or the whole system needs re-

validation.
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Depending on the system type and application, the
following elements (non-exhaustive list) should be
evaluated and concluded, both individually and in
combination:

e changes to hardware/infrastructure;

e changes to operating system/platform;

e changes to the application;

e changes to security procedures;

e changes to backup and restore tools and

procedures;

e configurations or customisations;

e deviations (or recurrence thereof);

e performance incidents;

e security incidents;

e open and newly identified risks;

e new regulation;

e review of system accesses;

e updates of agreements with the service

provider.

These elements should be reviewed whether the
system is hosted by the responsible party or by a

service provider.
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A2.10 Change control (EE 2> hr—/)

There should be a formal change control process.
Requests for change should be documented and
authorised and should include details of the
change, risk-assessment (e.g. for data integrity,
current functionalities and regulatory
compliance), impact on the validated state and
testing requirements. For trial specific
configurations and customisations, the change
request should include the details of the protocol

amendment if applicable.

EXARETFay fr— L7t 252RIT5Z
Lo BREFIICENL, KRBT LHZ L, F
7o, EEEFICIIEROFM, B2E7—
ZA T TV T 4, BUEOHKRE, BIflEASIC
DNTD) YRAIZTEAA L K, NYF— |
SNTRBE~DEE, ROT A MEfE, 25
D H T L, TRBREA OWBGERE KR A X~
A RZOWTOEFRBEIIE, %4725
A TRBR S FHEEA~OEIEOFEMZ 5D 5
Z &,

é%;; BR&AE CE 72

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

As part of the change control process, all
documentation should be updated as appropriate
(e.g. requirements, test scripts, training materials,
user guide) and a report of the validation activities
prepared and approved prior to release for
production. The system should be version

controlled.

The responsible party should ensure that any
changes to the system do not result in data integrity
or safety issues or interfere with the conduct of an
ongoing trial. The investigator should be clearly
informed of any change to a form (e.g. electronic
case report form [eCRF] or electronic clinical
outcome assessment [eCOA] page) and it should

be clear when such changes were implemented.

The documentation relating to the validation of
previous or discontinued system versions used in a
clinical trial should be retained (see 'Guideline on
the content, management and archiving of the
clinical trial master file (paper and/or electronic)'

[EMA/INS/GCP/856758/2018], section 6.3).
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Annex 3 User management (1 & 3 = —9—&H)

A3.1 User management (== —% —& )

Organisations should have a documented process
in place to grant, change and revoke system
accesses in a timely manner as people start,
change, and end their involvement/responsibility in
the management and/or conduct of the clinical trial

projects.
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Access to the system should only be granted to
trained site users when all the necessary approvals
for the clinical trial have been received and all
documentation is in place (e.g. signed protocol and
signed agreement with the investigator). This also
applies to any updates to the system, e.g. changes
resulting from a protocol amendment should only
be made available to users once it is confirmed that
the necessary approvals have been obtained, except
where necessary to eliminate an immediate hazard

to trial participants.
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A3.2 User reviews (L —#— 1L E 2—)

At any given time, an overview of current and
previous access, roles and permissions should be
available from the system. This information
concerning actual users and their privileges to
systems should be verified at suitable intervals to
ensure that only necessary and approved users have
access and that their roles and permissions are
appropriate. There should be timely removal of

access no longer required, or no longer permitted.
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Y=t (FO2—HF—0D] VAT LA~DOHER
WZBT % 2 9 W o o FEIE, bR R TR
AEL, DENOIKB I NIz — P —DHMR
(VAT AIZ) T/ RBATE, TOXRE LM
FROEEICThHh D Z LA MFEITTHZ &, RHE
W oTz, TR DR ol T 7 A%
ALY —ICHIBRT D Z &,

A3.3 Segregation of duties (%5 D55 Bi)

System access should be granted based on a
segregation of duties and also the responsibilities
of the investigator and the sponsor, as outlined in

ICH Eé.

ICHE6 THEL SN TVND L DT, AT L
DT 7 A~OFFANL, TG O 53 B 2 &
A DOIRBRBEEEAN & TEBIKEHE ORI
FEOSNWTHAT5 2 &,

é%;; BR&AE CE 74

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

Users with privileged or 'admin access' have
extensive rights in the system (operating system or
application), including but not limited to changing
any system setting (e.g. system time), defining or
deactivating users (incl. 'admin users'), activate or
deactivate audit trail functionality (and sometimes
even edit audit trail information) and making
changes to data that are not captured in the audit
trail [e.g. backend table changes in the
database(s)]). There is a risk that these privileges
can be misused. Consequently, users with
privileged access should be sufficiently
independent from and not be involved in the
management and conduct of the clinical trial and in

the generation, modification, and review of data.

Users of computer clients [e.g. personal computer
(PC)] which record or contain critical clinical trial
data, should generally not have 'admin access' to
the relevant equipment and when this is not the

case, it needs to be justified.

Unblinded information should only be accessible to

pre-identified user roles.

Wt XX (B#E 7 27+ X)) fioa—H—
L. AT LN (OS XIET 7V r—va) T
IR MERR Z R, ZHIUZIE, VAT ARRIE
(Bl 2 AT LK) OEE, 2—H— ([&
2 —F—| ZEte) OBERSUTE L,

BEAREBMERE O A 2L, AL o
TIFEAGEMEROMmE S) | B e i
FRENIRNT —ZER (FIZITT —FN—2A
NONRy 72 B T—TNVOEFE) NEEN
L5, TRHIZRESIND HOTIERY, Z
INSTRHENERINA VA B HDHT-

. FHET 7 B Ao —H—%, 8RO
B OVER, WONCT—Z DA,

LEa— [(EWolm3¥K) bl

L. BbbtEhnkoicdsz &,

HERIRHRT — & g U5 a8
2a—X 7747~ (Bl PC) D—H—
X, — B, FoER~0 EHRET 7 &
A FFORETIEARL, £ TRVWEEIE
EXET 20 ERH D,

FEBRILBR~DOT 7 B2 L, TOED LI
Fra——a— L DOBRIZEHFRT B L,

A3.4 Least-privilege rule (5/NRFHE/L— /L)

System access should be assigned according to the
least-privilege rule, i.e. users should have the
fewest privileges and access rights for them to
undertake their required duties for as short a time

as necessary.

VAT LT ' AL, /INERMEL—VITIES
THEIVYTHZ L, DFED, 2—HF =, #H
KRENDWE 2, 70D X BRI TZTT 2
Te OB IR e/ NR DR & T 7 2 AME 2 A
3252 L,
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A3.5 Individual accounts ([EADT H v 1)

All system users should have individual accounts.
Sharing of accounts (group accounts) is considered
unacceptable and a violation of data integrity and

ICH E6 principles as data should be attributable.

TRCOYV AT ha—F—12iF, HAHOT
W N ERFEELZE, T hOME
(IN—TTH T M) L, FRTELHHDOT
372<, T—%A 77 VT 4 KO'ICH E6
DIfEEDFERI~DENK B2 B,

A3.6 Unique usernames (. =—7 72— —4

User access should be unique within the system
and across the full life cycle of the system. User
account names should be traceable to a named
owner and accounts intended for interactive use
and those assigned to human users should be

readily distinguishable from machine accounts.

2—P—=T 78R L, AT LOHT, KW
VAT LDTATHA I VB L TCa=—7
ETHZE, =W —=ThUr NP L, T
BEOLHFILR (2T 0T 4 7%
B ET2) 7hor MOlns X iz
XThV, ANHoOa—¥F—1ZE Y Torhn
Ty NI, BEROT T N ERGIZX
MTELEIITTHT &,

Annex 4 Security ((HBE 4 X =297 1)

A4.1 Ongoing security measures (REERI 22X =2 U T 1 HH)

The responsible party should maintain a security
system that prevents unauthorised access to the
data. Threats and attacks on systems containing
clinical trial data and corresponding measures to
ensure security of such systems are constantly
evolving, especially for systems and services being

provided over or interfacing the internet.

BEOH L U9FEH L, FrOR\T =277
TARAEIET DX 2V T 0 VAT DEHERE
THZ e, IBRT — X EINT DU AT A
DB E BB IS L TRy, VA
TLEXx 2T 4 BHEFEICT DD DORINEK
b (FRZA v ¥ —xy MEHTREEEN S,
XiTA B —Fy MHEERT L — 20
AT AT i LT s,

A4.2 Physical security B X =V T 1)

Computerised systems, servers, communication
infrastructure and media containing clinical trial
data should be protected against physical damage,

unauthorised physical access, and unavailability.

BT — X 2N 2 a v a—2 by AT
L, == BEA T TANT I T ¥,
KOAT ¢ TIE, VB8, Frafoan
WETe T 72 A ORI & 72 5 hE
MORET D L,
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The extent of security measures depends on the

criticality of the data.

The responsible party should ensure an adequate

level of security for data centres as well as for local

hard disks, tablets, or laptops.

At a data centre hosting clinical trial data, physical
access should be limited to the necessary minimum
and should generally be controlled by means of
two-factor authentication. The data centre should
be constructed to minimise the risk of flooding,
there should be pest control and effective measures
against fire, i.e. cooling, and fire detection and
suppression. There should be emergency
generators and uninterruptable power supplies
(UPS) together with redundant Internet protocol
providers. In case of co-location (see section 6.7
Cloud solutions), the servers should be locked up
and physically protected (e.g. in cages) to prevent
access from other clients. Media (e.g. hard disks)
should be securely erased or destroyed before

disposal.

Data should be replicated at an appropriate
frequency from the primary data centre to a
secondary failover site at an adequate physical
distance to minimise the risk that the same fire or
disaster destroys both data centres. A disaster

recovery plan should be in place and tested.

hardware such as universal serial bus (USB) drives,

EZETEF2 VT4 FREHL DML, T
— S OEELIZLD

FEEOHHIHBFEHIX, T —F B H—EFT
2, USB RIA T, "—=RT 4 A7 &7
Ly b, Iy by T hllon—nn—F
T LT, EmYRL L TEFR Y
T4 BMEFRITTH L,

RRT —HZRANT LT —F B X —~D
WBER T 7 ANX R NRICHIR L, —fi%
%::E%%ﬁ:iofnybm~wﬁéﬁ
ERDDH, T—H B H—T, WkoU AT
%W¢@széijlﬁﬂ . EHRxEE
BHR 72 KSR (A, KSR - Tk e
L) LD &, IEFHFER L BEEE
JREEE (UPS) Iz, TiHOA v —F
FFa hanrFa s X R L T2
L, anr—vary 6TEIZTTRIY a—

va ez i) (3. o)
SOT 7B AZSTeOIT, —r~—% (f

ZAIEr—T2) L, %@m_% #9752
Lo AT 4T Bl N—RT 4 A7) 1%, M
Y DRNCHEFCIE B UTET 5 Z &,

T—HX, SIA VT F B F =D
YR WHNEEOH 5 o F ) T = A A
— =Y M RBEETL T Y r— |
L., ACAERKFEICL TR FOT—4 %
VE—BEIND U R g/ NMRIZI A
b, KEERHEEZREL, TANTSHZ
L

é§;9 BR&AE CE 77

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

A4.3 Firewalls (Z 7 A4 7 U % —/V)

In order to provide a barrier between a trusted
internal network and an untrusted external network
and to control incoming and outgoing network
traffic (from certain IP addresses, destinations,
protocols, applications, or ports etc.), firewall rules
should be defined. These should be defined as
strict as practically feasible, only allowing

necessary and permissible traffic.

As firewall settings tend to change over time (e.g.
as software vendors and technicians need certain
ports to be opened due to installation or
maintenance of applications), firewall rules and
settings should be periodically reviewed. This
should ensure that firewall settings match approved
firewall rules and the continued effectiveness of a

firewall.

FECTEHINH Ry NT—7 LEHETE 2N
SRy NU—7 ORI T 2, (FF
EDIPT RLA, %isE, v bhajn, 771
F—vay, XIEHR— MeEhb) %155
FBTosxy NIV—2 "N T T 4wV %karbnm
—IFT L0, TrAT U — IV — )V
EFRTDH L, N— T EHAREREETT
DT EICER L, MEOFFR S L
N7 T4y DR EBBIEDL XL IITT D,

T 7 AT U4 —/VOREFRRE ORE & &b
WZET D BIxiE, Y7 b= T R A —
SRHE XTIV r—va B A A )L
XITRSFT D T2 DITFFED AR — N & B < B
N D) NS DT, 77 AT 74—
=V ERELEHICREL, 77470
F—IVOREPEKBINT T 7 AT T4 —)b
==L, 77 AT T+ =Lk
AN THDHZ L aEFRICTH L,

A4.4 Vulnerability management (fz551: DE )

Vulnerabilities in computer systems can be
exploited to perform unauthorised actions, such as
modifying data or making data inaccessible to
legitimate users. Such exploitations could occur in
operating systems for servers, computer clients,
tablets and mobile phones, routers and platforms
(e.g. databases). Consequently, relevant security
patches for platforms and operating systems should
be applied in a timely manner, according to vendor

recommendations.

U2 —H AT LD ER SN D
L. FFRIDIRNT 7 v a UIREIT S, Bz
T — 2 NERINY, EYpa—F—0
T=ET T EAPEINTZYTLH, DX
57 (Wagstko) EAIK, $—1—0S, =
Va—X7 747 27y b, #iFE
i = — T Ty N TH—A Bl T—
HR—R) TRAETDARERSH D, L)
ST, XU —DHEEIZWE-T, I v b7
=208 IZBH#ET 5 X2 YT 4Ry F
BHAALY—IZHEATHZ L,
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Systems, which are not security patched in a timely
manner according to vendor recommendations,
should be effectively isolated from computer

networks and the internet, where relevant.

R =L ToH A L) —TpX o
V7 4Ny FaiH L TWRnNT 27 L,
MBS DT, v Ba—&FF%y NT—IR
A H—=Fy PRIV EESZ &,

A4.5 Platform management (7 > b 7 — A DEH)

Platforms and operating systems for critical
applications and components should be updated in
a timely manner according to vendor
recommendations, in order to prevent their use in

an unsupported state.

Unsupported platforms and operating systems, for
which no security patches are available, are
exposed to a higher risk of vulnerability.
Validation of applications on the new platforms
and operating systems and of the migration of data
should be planned ahead and completed in due

time prior to the expiry of the supported state.

Unsupported platforms and operating systems
should be effectively isolated from computer

networks and the internet.

It should be ensured that software used in clinical
trials remains compatible with any changes to
platforms/operating systems in order to avoid
unintended impact on the conduct/management of
the clinical trial due to interruption of functionality
or requirements for alternative software and data

migration.

HERT TV r—varvaryiR—xr b &
XRDHTTy b7 H—DL,/08 1%, NoH—
DOHERI WS THA DY —(CHEH L, P HR—
MRS G REETHEN SN D Z LDy
NNt P R

PR—IBET LTy b7 +—24,/08

XX VT4 X TFRFHTE R,

BOIESIEY A7 128 b I35, R— kR
BTT 2RI, FILWT Ty M7+ —A4,08
TEET DT 7V r—a O F—g
V. ROTF =2 BATON) F—3 9 A HER]
WZEHE L, 52T LT L,

YAR— KT LTIy b7 +—5 708
T, AV Ea—HFFxy NT—T KA X —
T MBI EI D BT Z L

7T R T —L0S NED LI ICEEX
N LT, WRTEHSNLSY 7 U=
T OHEHMEAZ RO L DI L, (REAME R 72 <
5, IRBEY 7 by 2T RT — A BATH
MBI % Z L2 X D) 1RO FEh/ & FEA~D
B LAWEERNELRNEYICTH L,
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A4.6 Bi-directional devices (LT[R T 73 A R)

The use of bi-directional devices (e.g. USB
devices), which come from or have been used
outside the organisation, should be strictly
controlled as they may intentionally or
unintentionally introduce malware and impact data
integrity, data availability, and rights of trial

participants.

RO N FEFBIAE LT TR Cff
HENTEIMIF T S A (] - USB 78
A R) OFERTEEIC=2 he—L1$5 2
Lo ThiE, BROAEIZ ) NDLT LY
=T ERBIALZ ETHY, T—XA TS
U7 4. T—F2OA A, KONRRSINE O
RN Z 52 HATREM D H D720 Th
5,

A4.7 Anti-virus software (7 A LV ARIEY 7 v = 7T)

Anti-virus software should be installed and

activated on systems used in clinical trials. The

with the most recent virus definitions in order to
identify, quarantine, and remove known computer

viruses. This should be monitored.

anti-virus software should be continuously updated

BRBRCHEHAIND VAT AL, VA VAL
YT U =T EA A M=V, BT
HZ b, BHIOa L B a—H T A )V ALK
E. WREE, R OHIBRT 572012, ALV AXE
YT P2 TIZBWTRFTD T A NV AESR
R A MERHY | DO L&
T HF—FTBHZ L,

A4.8 Penetration testing (AT & 1)

For systems facing the internet, penetration testing
should be conducted at regular intervals in order to
evaluate the adequacy of security measures and
identify vulnerabilities in system security (e.g.
code injection), including the potential for
unauthorised parties to gain access to and control
of the system and its data. Vulnerabilities
identified, especially those related to a potential
loss of data integrity, should be addressed and

mitigated in a timely manner.

A Z =Ry MIERHR SN TND T AT AT
X, RAT A ML EMBNCEmL, X2
T A RROZGMEZRE L, B ZIXFFAT D7
WENRV AT LT —HIZT7/AL, a2
=T DHAREMER ED, VAT LEF o
U7 4 OWEFsrE B : a— KR v Y=rva
V) EA LT OMENRD DL, FFEINT
Waggtt, BT —2 A T 70 T 4 BNkbh
% AREED & HMETEMEIL. Z A LU —ITHRHAL
L., KT 2 0ERH 5,
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A4.9 Intrusion detection and prevention (£ A#H K& OBAHIE)

An effective intrusion detection and prevention
system should be implemented on systems facing
the internet in order to monitor the network for
successful or unsuccessful intrusion attempts from
external parties and for the design and maintenance
of adequate information technology (IT) security

procedures.

A H—=Fy M EBH SNV AT MTER
BB R OBGIE S 2T KA FEE L, 4F
DD DIRADRB DI E) LT DR LT
OEER L, BEOREREN IT) B%=
U7 ¢ FIEZGHEAERERTE D L 01T
5T &,

A4.10 Internal activity monitoring (PNEEDIEE) D EELR)

An effective system for detecting unusual or risky
user activities (e.g. shift in activity pattern) should

be in place.

W LB D XITfER R e — W — G )
(B : IEERZ — 2 DAL BT 5200
RIS AT D EdRITH L,

A4.11 Security incident management (2% =V 7 4 A > 7 v NEH)

Organisations managing clinical trial data should
have and work according to a procedure that
defines and documents security incidents, rates the
criticality of incidents, and where applicable,
implements effective corrective and preventive
actions to prevent recurrence. In cases where data
have been, or may have been, compromised, the
procedures should include ways to report incidents
to relevant parties where applicable. When using a
service provider, the agreement should ensure that
incidents are escalated to the sponsor in a timely
manner for the sponsor to be able to report serious
breaches as applicable, in accordance with

Regulation (EU) No 536/2014.

BT — 2 BT DMk, EX 2V T+
AT NEEREL, UKL, ATV
NOBEBEEAZFE L, SIS U THREZR
TDOPRI R - TRIHEE T 5
LD RFNEEZRR T, THUES> TEET S Z
Lo FlEIZIE, T2 B™RESNTHA. X
FRESNEED R LHE. BEICE LT
BREICA o T v haliET 2 HEEED
LHMEND D, T—ERT AL X EEHT
DA ATV IREA L) —ITIRERMK
FEHENCZ AT L— NEND T L K THEE
2252 &, ZHIC K IGBRIKEES 1T
Regulation (EU) No 536/2014 |26t > T, BE K7
(X =2VT7 1) EREZA LY —ITHET
ETHXOITRD,
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A4.12 Authentication method (F2iE5#%)

The method of authentication in a system should
positively identify users with a high degree of
certainty. Methods should be determined based on
the type of information in the system. A minimum
acceptable method would be user identification and
a password. The need for more stringent
authentication methods should be determined
based on a risk assessment of the criticality of the
data and applicable legislation (including data
protection legislation), and generally should

include two-factor authentication.

User accounts should be automatically locked after
a pre-defined number of successive failed
authentication attempts, either for a defined period
of time, or until they are re-activated by a system

administrator after appropriate security checks.

Biometric approaches are currently not specifically
addressed by ICH E6. If using biometrics to
authenticate the creation of a signature, the
investigator and sponsor should ensure that these
fulfil the above-mentioned requirements and local

legal requirements.

VAT AOFFEHFEZ, SWHE T — Y —
ZHERISHNTELbDETHT L,
AE) BT, AT ANOIEROFEEIZEES
WTIRIET D Z &, RIRRFFA SN D HiE

X, 2—%—ID &L XRAU—RThbH, T—X
OEEE LA INDER (7 — 2 REikx
ET) ITOWVWTHOIURTZTEAAL b [

R

R ATEADNT, K0 S oG8 RE T 1ED L B
MEIIPERET DHENR DD, (&Y EH&
IRRRREIETIE) — MR RN G E
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A4.13 Remote authentication (U & — b ERFE)

Remote access to clinical trial data, e.g. to cloud-
based systems, raises specific challenges. The level
of security should be proportionate to the
sensitivity and confidentiality of the data (e.g.
nominative data in electronic medical records are
highly sensitive) and to the access rights to be
granted (read-only, write or even 'admin’ rights). A
risk-based approach should be used to define the
type of access control required. Depending on the
level of risk, two-factor authentication may be

appropriate or necessary.

Two-factor authentication implies that two of the
following three factors be used:
e something you know, e.g. a user identification
and password
e something you have, e.g. a security token, a
certificate or a mobile phone and an SMS
pass code
e something you are, e.g. a fingerprint or an iris

scan (biometrics)

BT —2IZVE—FT B, 770K
NR—=ZAD VAT KIZ) T 78 AT DA ITH
BIIBREDEL D, X2 U T 4 LU,
T — Z ORI M (B2 X, B ER
FLEKICE ENAMEADRFE TE 57 — X I3FE
AR B &L M ET 5T 7 ' A
FRAID A, FHEIAAL, bk MEH
FH HERD) IS bl rz L, UR
JR=AT T —FERHNT, BT 7k
Aay ha—LVDEATEERTDHZE, U
A7 LU Ko Tk, EERGED Y X
ZZEND L2,

CHEHRWEEE X, RO 3 ODEFEDHH 2D

EHWDZ L EEWRT D,
o HoTWAHI &, f: =—H%—ID &
AU —F

o FfoTWBLD, B EX=2VUT 4 b—
7 v, GEBAE, UTHEFERS. SMS R

Aa—F
o Hir, Bl BEEOUTME AT v > (A
FA R 2 R)

A4.14 Password managers (/XA U — K<wX—T %)

A secure and validated password manager, with a
unique, robust user authentication each time it is
used to log into a web site or system, can help to
create and use different, complex passwords for
each site or system. However, attention should be

paid to insufficiently secured password managers.

HRTNY T — M{EHD/INAT — Rv R —
¥iX, Web A + VAT h~Dua s A
fEHEN DTN == OB R o —W
—RGEEATV, FYA VAT ATRRS
BHEIR AT — REARK L, FIHTEH L)
W22, 2L, BEMDAR+5370 /32T —
R X =YY [ TEERMNETH D,
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Password managers built into web browsers may
save and automatically fill in user identification
and passwords, regardless of whether an
independent secure password manager is used or
not. This poses a risk if uncontrolled equipment is
used (e.g. personal equipment, shared equipment or
user accounts), as user access control cannot be
enforced; a risk that needs to be effectively
mitigated. A policy or contractual arrangement
would not be considered adequate to provide a

sufficient level of security in such situations.

The risk linked to the potential hacking of user
equipment or to key loggers should also be

considered.

MSE L7222 AT — R — Y % 2 F
LTCWENEIMDITHhb BT, Web 7 77
PR FE NIRRT — Re 32—y R
—H#—ID LXRAT—RFEREFL, (B7 A
KRC) BEIICANIT 2560365, Zh

X, a2 ha— L SR TV RV RS (B : @
NOgas, HINI-MER 2 —F—Th v
Y8 BERT G, =Y =T e x%
2y ha— /L TERWZD, VA2 b0
TR D, ZDY AT IR ARN T
HMENRGH D, ZDX )RR Tl LR
NDOEX 2T 4 2BLOIiE, R —
XITHA EOR ) b (720 T 1y & B
2B EIXTERN,

S IR DWHER 7 %2 R0 —
n A B U A bEET S,

A4.15 Password policies (/XA U — KR Y —)

Formal procedures for password policies should be
implemented. The policies should include but not
necessarily be limited to length, complexity,
expiry, login attempts, and logout reset. The
policies should be enforced by systems and

verified during system validation.

INAT— RRY —%2FEB T 570D ERR
FEZZRTDZ &, R —I2i, E&, #
HES . AR, v 74 LRfTEEL, K Ota
TT T RDY By NEEHLLERD DN,
T LH ZHDICREESND D TIEZAR,
RY—IIT AT A L » THREITREThH
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A4.16 Password confidentiality (/X2 U — KD EEEM)

Passwords should be kept confidential, sharing of
passwords is unacceptable and a violation of data
integrity. Passwords initially received from the
system or from a manager or system administrator
should be changed by the user on their first
connection to the system. This should be mandated

by the system.

RAT— RIIWEIZL TBLERH D,
AT — ROHEFFFERTEHHOTIEARL,
T=EA T TV T 4B TChHD, VAT A
MBI~ R—TV vy D AT NEHEEND
BONTZ T S 7282 T — RiE, a—HF—
T RT DD I D1 I H S D LB
HbH, ZOZLiF, VAT ANMEITRET
Hb,

A4.17 Inactivity logout (EH{ERFO T 7T T )

Systems should include an automatic inactivity
logout, which logs out a user after a defined period
of inactivity. The user should not be able to set the
inactivity logout time (outside defined and
acceptable limits) or deactivate the functionality.
Upon inactivity logout, a re-authentication should

be required (e.g. password entry).

ERERES —EREFRRR I —F—%
77U NS5 HEERER 7T Y MR
VAT AIETH L, N EEYE
777y MR A (E % S AR RSO
fElD) RELLED ., Mgz b TR0 X
INZTHZ &, WEERTRr T Y ML
X, FEREE (] : SR T — RO AJ)) ZEk
T5HZ L&,

A4.18 Remote connection (! & — ME#R)

When remotely connecting to systems over the
internet, a secure and encrypted protocol (virtual
private network (VPN) and/or hypertext transfer
protocol secure (HTTPS)) should be used.

A B —Fy MEHRTY AT LY £— MM
T oBEIE. BETH S a7 ko
N (T TAR— Ry NT—7

(VPN) . &Y () 224272 HTTPS) %A H
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A4.19 Protection against unauthorised back-end changes

(%?Hj‘@iﬁl/ Wy 7y REEND 0){%%)

The integrity of data should be protected against
unauthorised back-end changes made directly on a
database by a database administrator. A method to
prevent such changes could be by setting the
application up to encrypt its data on the database or
by storing data un-encrypted with an encrypted
copy. In either case, the database administrator
should not be identical to the administrator of the

application.

T B R REEFINT — HR— R EHAT
I, ROy s ROZERICKHL

T, T—2DA LTI VT 4 RS DM
Wb, ZOXIBRERZYHIEX 7—
ER=2 LOTFT—=Z &k THL57
Vor—3areZET 50, ks o=
=St TIRET 2L TH D, W
THOLEThH-ThH, 7T —FN—REFHE
77—y a COEBE LR THHo T
AN VAN

Annex 5 Additional consideration to specific systems

FTBRES BED VAT AT 2BINELE)

All computerised systems used in clinical trials
should fulfil the requirements and general
principles described in the previous sections. The
following sub-sections define more specific
wording for selected types of systems where the
GCP inspectors’ working group (GCP IWG) has
found that supplemental guidance is needed. For
electronic trial master files (€TMFs), please refer to

the respective guideline'.

BRCHER SN TXToOa s Ba—2ky
AT LI, THE TSR LI B O
SRR 2 72§ N D D, L FDFETIE, W
S OMDFHD L ZT KON T S HIZALK
FINCHLET B 25, 24 51X GCP inspectors’
working group (GCP IWG) 23 /72 47 A 4
VANKEELHE LT D TH D, eTMF (2
DONTIE, BEETA RIA4 122Dz
Lo

[FR7E] Guideline on the content, management
and archiving of the clinical trial master file (paper
and/or electronic) (EMA/INS/GCP/856758/2018)
DOFIFRIZ OV TIL, https:/bunzen.co.jp/ &
iTe]

W o

! Guideline on the content, management and archiving of the clinical trial master file (paper and/or electronic)
(EMA/INS/GCP/856758/2018).
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AS.1 Electronic clinical outcome assessment (eCOA)

Electronic clinical outcome assessment (eCOA)
employs technology in addition to other data
acquisition tools for the reporting of outcomes by
investigators, trial participants, care givers and
observers. This guideline does not address the
clinical validation or appropriateness of particular
eCOA systems. The guideline aims at addressing
the topics specifically related to these eCOA
systems and also to those related to the situation
where bring-your-own-device (BYOD) solutions

are used.

Data can be collected by any of several
technologies and will be transferred to a server.
Data should be made available to
involved/responsible parties such as the
investigator e.g. via portals, display of source data
on the server, generation of alerts and reports.
These processes should be controlled and clearly
described in the protocol (high-level) and protocol-
related documents, and all parts of the processes

should be validated.

eCOA T, 1RBRE(TIENT, 1RBRSINGE . it
F. ROBIEFEDNEIRORE 21T O 7201
mwv—&mﬁy~w:mﬁw77/ny—
ERAL TS, AHA RTA4 T, 1R
DY F— 5 RBFED eCOA ¥ AT LD
FMPEZONTIRNE S8 0T LRV, KN
A RTA4 03, THHD eCOA ¥ AT LKy

\ZB9E4 % ey 7 & Bring Your Own
Device (BYOD) Y U a—3a UMEHIND
RWIZEET 25 heE vy ZizonWTitns Z & b
T 5,

T2, W OonbbrT 7 ) —%fun
TIE S NT#IT, b—"—ZiEE SN 5D,

T2, IRRETERMZ & ORBREETO
HOLYFEENFIHATE DX ICTHHENRD
DM ZOIFEIZIE, BIAIEAR—Z VR,
P — ETORT =X DER, 77— X
LAR— RO ENRH L, b7 at
AlFar b= XETHY | REBRFERGT
Fi(ﬁgv&w)&w%%imﬁﬁi®%
HIECTHMBICHER L T2 &, £771
TAOTRTOEHZIIN)T— R T5H &,
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Collecting data electronically may offer more
convenience to some trial participants and may
increase participant compliance, data quality,
reduce variability, reduce the amount of missing
data (allowing automatic reminders) and
potentially reduce data entry errors. Of importance,
whilst use of such measures might be of benefit to
some trial participants and patient groups, it may
be inconvenient for or even result in the exclusion
of others. This should be considered when using
any data acquisition tool and the choice should be

justified.

BT — 22 ET 5 2 L, —Hols
BRZIEIIX, KO ERITHY . S HIT2N
FHONEFERE L, 7 — X WE & ESH,

NIZYFREREO L, (BB Y ~A ¥ —IC
V) RET =2 DA L, T—% AT
TT—%BOELTHAH, EERZ LIL,

ZDOEI R TEERND Z L1, —FOIRER
BINERCBE T NV—T12 & > TUIAWES L
N2V, MOBIMFIZE > TIIAETH

V. S ZRERAICERSN LT L E D ArREtE S
XD, ZOZEIX, T—HIEY — N EAl
AT 5B ETRETHY, BIREZIEHL
THMEND D,

AS5.1.1 Electronic patient reported outcome (ePRO)

AS5.1.1.1 System design (> X 7 A 5&71)

Electronic patient reported outcome (¢PRO) should
be designed to meet the specific needs of the end
users. It is recommended to involve representatives
of intended site staff and of the intended trial
participant population, where relevant, in the

development and testing.

One of the advantages of using an ePRO system is
that the timestamps of data entry are recorded. The
timestamp should record the time of the data entry
and not only the time of the data

submission/transmission.

ePRO |%, = Ra—H—Fkeff O =— X %4if§
Tk oiRET AL, MEIISUT, T
E LTV DIRBRFER MR OFE & TE L T
LIRS NG O EFH % (ePRO ¥ AT L
D) BAR LT A NI S5 2 LS
b,

ePRO v A7 L&A T HFED 1 D%, 7
—HANTIDE A ZNAK T RGEERS D T &
Thbd, A LAZ TV, T—5 O/
EORFRTZT TR T—F A DOFZ| %50
9D L,
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Trial participants should be able to view their own
previously entered data, unless justified and unless
it is against the purpose of the clinical trial design
or the protocol. Therefore, the period that data are
viewable by the participant should be considered
when designing/configuring the ePRO. Decisions
about the 'view-period' should be based on
considerations regarding risk for bias on data to be
entered. If viewing of recently entered data is not
possible by the participant, then there is a risk that
the participant could forget if relevant data have
been collected. This is especially the case if the
planned entry is event- driven. In addition, this
prevents an unnecessary burden to site staff, as
they will be contacted by trial participants in case

of doubt less often.

Logical checks should be in place to prevent

unreasonable data changes such as 'time travel' e.g.

going back (months, years in time) or forward into

the future based on the protocol design.

It should be considered to include a
scheduling/calendar component with alerts or

reminders to assist compliance.

BBRBMEPBEICAN LT —%% (A%
T BECTE LT H L, EL, IE
BREHNE D, UTERT A o XTIRR
FhuFtmEEO BT 5 L &1, 2D/RY
TiX72V, L7255 T, ePRO &R EH/EAGER
ET DRI, SMERT — X #MlETE5
Wz B BT H0ERND D, [ HER)
3. ANT—FDNNATADY AT #EE L
TRETRETH D, P LANIAS LTeT —
ZERETERWE BINEDEGN T — X
DODUWEEZEF TN EINENTLES U A
IR D, TIUIERHEI SV ATINA N B
ERENVR T DG B ITHRICY TITE D, &6
W2, UWDLENCA D LT — 4 2#ETx %
X oz ) iwmsmER (AN EFEE
TenEI D) Zinbile Ipo Tl L T<
DBEAEEDN D T2 TRBR IS DI E ~D
RLE BN THA 9,
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WA NSO T = v 7 3T D0
ERH D,
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A5.1.1.2 Data collection and data transfer (7 — 5 LR (N7 — & #riik)

The same ICH EG6 standards apply to data collected

via ePRO as to any other method of data collection,

i.e. that there are processes in place to ensure the
quality of the data, and that all clinical information
is recorded, handled and stored in such a way as to

be accurately reported, interpreted and verified.

An ePRO system typically requires an entry
device. Data saved on the device is the original
record created by the trial participant. Since the
data stored in a temporary memory are at higher
risk of physical loss, it is necessary to transfer the
data to a durable server at an early stage, by a
validated procedure and with appropriate security
methods during data transmission. Data should be
transferred to the server according to a pre-defined
procedure and at pre-defined times. The data saved
on the device are considered source data. After the
data are transferred to the server via a validated
procedure, the original data can be removed from
the device as the data on the server are considered
certified copies. The sponsor should identify the
source data in the protocol and protocol-related
documents and should document the time and

locations of source data storage.

In addition to the general requirements on audit
trails (please refer to section 6.2.), if an ePRO
system is designed to allow data correction, the
data corrections should be documented, and an
audit trail should record if the data saved on the

device are changed before the data are submitted.

ePRO Z /1 L CINEE S 727 — HZITiF, o
ﬁ%:ié?~&ﬁ%&ﬁt<mHM®%
WA SND, DF0., T — X HE & el
T 5L L BT, TRTOEKRIFR, EfEC
WS, RS, BGESHhD X5 7Rd7ik
T, gk, U, REFSNDZ & EMEEICT
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WEECHRAT 2 U R 7 BREW T, FUOE
BT T — & & K 22— N — TR T D
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L VERE L, ZORBNIEY 22 VT 40
EERANWDLZ L, T—FIF, TOEDLI
FIEIZHE > T, TOED BITRFZNT Y —
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kI, == EOTF— 2 MR E 2
— L RRINDTED, TAAL A LEDOFY S
NT—ZITHIBRTE 5, IRBKIEE 1T, 1Rk
T it 1 2 S ONRIR S i & e = oD B S T
JR7F—2 &R EL, BT —&2%no, I
AT D D0 ELFETH L,

BEAFERMC B9 5 — A2 B (6.2 EA SR
DT E)ITZ T, $LePRO VAT LATT
—HEIENTEDL XHICREF SN TND e b
T —EEELERT DMERH Y T
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Data loss on devices should be avoided. Procedures
should be in place to prevent data loss if web
access to the trial participant reported data is
interrupted, (e.g. server outage, device battery
drained, loss of or unstable internet connection).
There should be a procedure in place to handle

failed or interrupted data transmission.

It should be ensured/monitored that the
transmission of data from ePRO devices is

successfully completed.

Important actions should be time-stamped in an
unambiguous way, e.g. data entries, transfer times

and volume (bytes).

TN, ADT —=ZRRKDNIRNE T DT
Lo BRBIMNE NS OWET — 2 O Web 77
BRI (B == DR TN R
D8y T UV —DOHFE, A o Z— > MERilT
MUIAREE B LB AIcT — % DK
EHSTZOOFEEZRITTBL L, T—4
HRIE DS RO TR L7 & S22 FIE
et T Tk,

ePRO T /34 A6 DT — Zfinik & i FEIIE
WHETTHEIICL, »OTDOI L AT
AHAZ L,

HERT 72 a AR LT, BRI KBIAT
XDLROBIFIETHA LAZ T HAFT DM
NG5, BIZIET—H ANT), #5kEEk,
(Brk] AU a2—24 (A b)) [(TRBIT
5] .

A5.1.1.3 Investigator access (1288 HTIERID 7 2 T )

Unlike data collected in the electronic case report
form (eCRF), ePRO data are not managed
(although available for review) by the investigator
and are often hosted by a service provider. The
investigator is overall responsible for the trial
participants’ data (including metadata). Those
should consequently be made available to the
investigator in a timely manner. This will allow the
investigator to fulfil their responsibilities for
oversight of safety and compliance and thereby
minimise the risk of missed adverse events or

missing data.

eCRF ([N SN DT —F LITEZR Y | 18R
EHEERIL ePRO T—H % (LE2—T&5
) BE LTV, F/-, ExIZLT
ePRO 7 —H (FH—E AT B A FIZL V7R
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T (ABT—HEE) I3 L TR
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HRENH DL, ZIUTLD ., BBREITEMX
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A5.1.1.4 Data changes (7 — 5 Z° %)

As stated in section 6.2.1. on audit trails, a
procedure should be in place to address and
document if a data originator (e.g. investigator or
trial participant) realises that they have submitted
incorrect data by mistake and want to correct the

recorded data.

Data changes for ePRO typically differ from that of
other data acquisition tools because trial
participants typically do not have the possibility to
correct the data in the application. Hence,
procedures need to be in place in order to
implement changes when needed. This depends on
the design of tools and processes and could be in
the form of data clarification processes initiated by
trial participants on their own reported data or

initiated by investigators.

Data reported should always be reliable. Data
clarification procedures introduced by the sponsor
or service provider, whether or not described in the
protocol should not prohibit changes in trial
participant data when justified e.g. if the trial
participant realises that the data have not been

entered correctly.

6.2.1 T CEAFABRNI OV TIRAA, F—4
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WX TEAINDT—H 7TV T 45—
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It is expected that the possibility for changes is
implemented based on a justified and trial specific
risk- assessment and that any changes are initiated
in a timely manner by the participant or site staff
and in case of the latter is based on a solid source
at investigator sites e.g. phone notes or emails from
trial participants documenting the communication
between sites and trial participants immediately

after the error was made/discovered.

One of the advantages of direct data entry by the
trial participant is that recall bias is minimised as
the data are entered contemporaneously.
Consequently, corrections should not be done at a
much later stage without good reason and
justification. Whether collected on paper or by
electronic means, the regulatory requirements are
that all clinical data should be accurately reported
and should be verifiable in relation to clinical

trials.

It is expected that the number of changes to ePRO
data are limited; however, this requires both
designs of ePROs that are appropriate to ensure
proper understanding by trial participants and
appropriate training of trial participants, thereby

avoiding entry errors.

(F—4%) BEEEITINE I ML, E4E
Niz, MOIRBRTEDIY AT TEARAL MT
HONWTITH ZEBNEIfFSnTWnW5, £z,
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A5.1.1.5 Accountability of devices (7 /N4 XD TG 7> X EY 7 1)

There should be an accountability log of devices
handed out to trial participants and this should
include the device identification number in order to

be reconciled to a particular trial participant.

BRBINE BT S DT A RZIET Y
VEEVT A u I BETHDL, TR
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A5.1.1.6 Contingency processes (27 4 > 2=z 22— 712 EX)

Contingency processes should be in place to
prevent loss of data critical for participant safety or
trial results. In case of device malfunction or loss
of devices, there should be a procedure in place to
replace the device and to merge data from several
devices of a trial participant without losing

traceability.

(BINFE DOLETIERAERIT & - C) HER
T =X ORRES T2, arT oY
Y= R ERITTELIE, TAMA
DFRENE LT 3o ZRIFIZ, T3 2%
L, hL—HEUT &K Z LA
BB INE DEEDOT SA AN DT — 2 e~
— VT HDOFIEER T THEL 2 &,

A5.1.1.7 Username and password (-2 —1"—%; £ NX 17— )

The trial participant’s passwords should only be

known to the trial participant.

The username and password should not be used in
a manner that would breach a trial participant’s

confidentiality.

In relation to BYOD, sponsors should ensure that
basic user access controls are implemented. When
mobile applications are used for data entry, access
controls need to be in place to ensure
attributability. See section A5.1.3 for further
guidance on BYOD.

RBRBINE DO/RAT — Ri%, IBRSINE O
BR>TNDEIebDETHT L,

a—P—4 L XA — K%, IBRSINE O
BWRET DL )R FIETHERL IR S
foal/\o

BYOD [ZB# LT, 1B 13, HAR)72
a—YP—=T7 v Rar bo—LRNEEINT
WHZ L EMEFICTHE, T—HANTE
NANT TV r—va v EERT 56, 7
seAarhr—LEFEMLT, IREMEEHE
FI\ZTHZ L, BYOD OFEfli7e A & A
DONTIE, ASI3EEZBHOZ &,

A5.1.1.8 Training ( F L —=22)

Training should be customised to meet the specific

needs of the end users.

rM—=70%, = Fa—Y—FEHFD=—
RENI=T LN A~ A AT HZ L,

A5.1.1.9 User support (= ——4H—})

Support to the trial participant and the trial site
staff should be readily available (e.g. support via
phone or email) in order to ensure reliable data and
minimise the risk of data loss. Trial participant
confidentiality should be ensured at all times,

including in the communication process.

T—HOEEEEHEREICL, T—XEKDY
A7 R/ NI Z D720, 1RSI &
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Procedures for service desk, user authentication

and access restoration should be implemented.

YP—bERTFT AT 2—W—3FE, T/ v AE
HOFNEZRITTHBL Z &,

AS5.1.2 Clinician reported outcome (CRO)

Tools to directly collect clinician reported
outcomes should generally follow the same
requirements as those described for systems in
general and for ePROs. The main difference is the
user (investigators, other clinicians, or independent
assessors instead of trial participants), not the
system requirements. Special attention should be
given to access control in order to avoid

jeopardising any blinding, when relevant.

Clinician reported outcome % HEZIES 5 Y —
WL, AT LR ePRO TR L 72
D EFIER CEARITHE O BB H D, TInE
WL VAT AEETCIARL, e (B
I TIEZ< . TRBREEERD, ORRKE,
SAFIRSE LT2gHlE 2 — P — 272 %) I2h
%o HEIZE LT, BERIENHEZDN K
INCT BT, T/ BRI hr—/LITH
WIREREZH 5 BB D,

AS5.1.3 Bring your own device (BYOD)

Both ePRO data and clinician reported outcome
data may be captured by privately owned devices
such as mobile phones, tablets, computers and
wearables, i.e. BYOD. This can either be achieved
via a web- application with pre-installed browser
applications or by installing an application on the
device. Solutions can be either a combination of
web and application (hybrid) or coded to the device

operating system (native).

It is necessary to provide alternative ways of data
collection e.g. devices provided by the sponsor, as
the trial participants should not be excluded from a

trial if not capable of or willing to use BYOD.

ePRO 7 — # & U} clinician reported outcome 7
—ZIFELH b, HarERS, ¥ 7Ly b, =
YEa—%, U7 IV EOBAET
NA A, OF Y BYOD IZL» CINEESN DY
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WTFNNTH D,
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A5.1.3.1 Technical and operational considerations (171 ONEH (1 TOfe7 ] F1H)

When using BYOD, a variety of devices, operating
systems and where applicable web browsers
commonly used, should be considered for the
application. It should be ensured that it is not

exclusive to one model or operating system.

The sponsor should describe the minimum
technical specifications for participants’ devices
(e.g. operating system, web browser and storage
capacity). These should take into account which
operating systems are still supported by the
manufacturer and if bug fixes and security patches

have been released, when relevant.

The sponsor should ensure the quality and integrity

of the data across all accepted models and versions.

The sponsor has no control over the
implementation of updates to the operating system
or over the applications on the trial participant’s
device. These aspects should be taken into
consideration in their risk evaluation and

subsequent validation activities.

The application should use an external source for
date and time and should not rely on information

from the user's device.

Procedures and processes should be in place for
when the trial participant discontinues the clinical
trial or the clinical trial ends and access to
applications and data collection should be

terminated.
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BBRSME PN RR L IEPTOO D, LR
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T=AINEEK T T LHGOFIEE T rtER
EERF TR L,

é%;; BR&AE CE 96

% 1.1
BZLib-128 EMA CS Guide rl.1.docx




EMA

Guideline on computerised systems and electronic data in clinical trials

No. BZLib-128

A5.1.3.2 Considerations on security and trial participant confidentiality
(TF= YT LIRS DEEEILIRIFIC O T DT FE)

The confidentiality of data that could identify trial
participants should be protected, respecting the
privacy and confidentiality rules in accordance

with the applicable regulatory requirements.

A number of challenges for BYOD are related to
security, and security should be ensured at all
levels (mobile device security, data breach
security, mobile application security, etc.). As
mobile devices may be lost or stolen and it cannot
be ensured that the trial participants use any
authentication methods to secure their device,
access control should be at the application level.
Section A.4.14 on the use of password managers

also applies.

Risks linked to known application and operating

system vulnerabilities should be minimised.

The hardware, operating system and applications

are all factors that affect the total security status of
the device, and there should be procedures in place
regarding e.g., when trial participants/clinicians use

less secure devices.

WRBIMEZETE DL D AT — 41k, 7
T4 Ry — RO S B BRI B R o 7
AR (R 2 2 L, 2 OB A (el
REThHD,

BYOD D% < O ITEx = U 7 ¢ IZBHE L
TEY, TRTOLUL (BRA VTR R
DEX2VT 4, THAREFHTOEF
V7rq, ENANT TV r—varyotxa
V7 472E) TeEXa VT 4 ZMEICT D4
R D, ENA VT A AT R L
(2T O FTREMED B D23 TRBRBINE 3T /3 A
A% BRI L VR L TV D EITR S 220e
W, TV r—var b LT/ Ray
fa—LZ{TH 2L, NAT—Fvx—Ty
OFERICET 2 Adl4ELEHASND,

T —3 g3 KON 0S OBEROET I
BhE 3 2 U 27 13/ NRICH 2 5 Z &,

N—Ru=7 0SS, K77V r— a3 ik
TRT, TAA AR DEFR 2 U7 1 REEIC
WEZHEZHERTHY, Hlz X, RSN
FERENLZEEDIRNT AN, R EEHT 5
e EICBAT O FIEZR T TR 2 &,
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Data capture by BYOD may require the device to
be identified to ensure data attributability. Only
information that is needed for proper identification
of and service to the user should be obtained. Trial
participant confidentiality should be ensured if
device identification information is stored. Access
to the application and trial participant data may be
protected with multiple barriers (e.g. unlock mobile

phone, open application, access data).

If the device’s built-in capabilities for auto fill
formula data and/or using photo, video, and global
positioning system (GPS) data, etc. are used, this
should be described and justified in the protocol.
Procedures and processes should ensure that only
protocol mandated data are collected, and that the
confidentiality of data is maintained. In accordance
with the principle of 'data minimisation' mobile
applications should only collect data that are
necessary for the purposes of the data processing
and not access any other information on the
person’s device. For example, location data should
only be collected if it is necessary for the clinical
trial activities and the trial participant must be

informed about it in the patient information and

agree to it in the consent form.

BYOD IZ L 57 —#WETIL, T —FDIFE
Ma SR T DT DITT A A DB VB
RGENDDL, (FOHE) 22— —% )
IZE L, ==t — R R 572

DIZHERIEROHBZBETRETHDL, T
A ZADFRNERZFANT D56, RSN
FHOWEMERFAEICT L2 L, 77V
—>a KNS INET — 2 ~D7 7k A
X, EEONY T BlAIX, HEiEE e v
JRRERL, 77 r—va v k&, T—X4
W27 78R T D) ThiEd 5 & Ky,

(BT — 4 Z BB OIAALTEY | 5

H, B4, GPS TR EEHWD) T
A AMFAHBERE T D35 513, TRBRE
Mgt EECHA L, B4 T NERD D,
FlEE 7aE 22X BEBRFEEHEE CTE
DOHNTT —HOHRNPPNE S, T —F O
BYENHERF S ND Z L AHEFRITTRETH
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NT TV r—a i — X AVER D B 1
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LoMOERICT 72 A LTI RS20, #
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Providers may have end-user licensing agreements
or terms of service that allow the sharing of data.
This may be in conflict with ICH E6 and (local)
legal requirements or require information to be
provided to the participant and may require
specific informed consent. In some cases, the
application may not be suitable for use. If an
application is to be installed on a BYOD, the
privacy labels/practices (e.g. regarding tracking
data, linked and not linked data) should be clearly

communicated to the trial participant upfront.

The sponsor should be aware that explicit consent
may be required related to the above. The informed
consent should describe the type of information
that will be collected via ePRO and how that

information will be used.

T Ra—P—F 4 v AT —E X
FIEC, Tang IRT—2OIFEF SN
TWD0E LAVRWA ZHUEL ICH E6 KT
(BiHo) EOEEICEAT 2550300, &
IMNEA~OFEREHCA T —L Far
FRMBEINZZ2 D500 H LILe, J/HEICE-T
X, ZOT 7V r— a3 VIEEH LR
v LinnZzew, 77V r—va vk
BYOD (24 > A b= 58A1E, (FlxiE
BT —200 7 Sl S EninT —#
IZDONT D) FTAN—F L g7
IR S INE I CHRNC MR D 2 &,
[FRIE] 7T 4 "o =T, 2—%—Nn
TV K D= =T — X DI STIEIZR
TOEMEMR LY, BREDIESN
T = EZ DR FEE 2 — @M LT
0T 572D FEARIET 5,

BERKIEE T, ERRICEE LT UaBREsnE
D) WRNZRFREZED Z 2RO BN 5]
RN DD Z LICHETDZ L, A 74—
ARzt y MIZBWT, ePRO 241 LTI
LINDEROFIHE . TOBERNPED LD
I EN DOV THIEICT S 2 &,

A5.1.3.3 Installation and support (1 > X | L—273 2> & RN — F)

When using an application, it is recommended that
appropriately trained staff assist in the installation
even if the application is available through an app-

store or service provider platform.

TV r—varEFHTLEEIR T
=g N7 YA RT II—E A7 1
NRART Ty N T =B AFTE LA
Th->Th, WURANEEZITIZAZ v 70
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Independently of whether the BYOD solution is
based on an application installed on the device or a
website/web application, the software and the use
should be explained thoroughly via targeted
training, which may include user manuals, one-to-
one training, and multimedia tools. Users of the
system should have access to user support e.g.
from a help desk. There should be a procedure in
place in case an application cannot be installed, or
the web service is unavailable on a device, if the
device has malfunctioned or the participant has
purchased a new device. Helpdesk contacts by
users should be logged (participant or site staff
study ID, purpose of contact, etc.) with due

consideration of protecting participant information.

The software and software installation should not
limit or interfere with the normal operations of the
device. Any unavoidable limitation to the device
after installation should be part of the informed

consent material.

BYOD Y U a—y 3y h, T8 AZA A
=N ENF=T TV r— a3 72@d, Web
B+ A FWeb 77— a3 LD B
<, V7 =T EEDOERFER, (22—
P—<=zaT I/, 1% FL—=27 KO
YIVF AT 4 T =N ED) KBE LS
7o hL—=2 2710 k0 | WUERIZHBTT D40
EndhDH, VAT Aa—PF =N I)LT TR
REQI—YP—HR—NMNIT I/ EATEDHL
INCT D&, T/HAAREEELZD , &
MEBEBRF LT AL ZEEAT D ENDD
o, 7TV r—varEf AR /LTE
2, XUET A AT Web B —E RAEZFIHT
ERVE IR EZ M AT-FIREZRIT TERL
&, =YL X D INVTT AT SO
NEZ sk (BINE XUTIRBR I sk DRk &
DIRERID, HEHMR L) TH0ERH D
. BINEEROREI2ITBET 5 2
&

EOYT RN 2TIZE-T, TV 7 hy=
ThEALVARN—NLTHILIZELST, T34
A DEE OBENFIR S NZY | BHiiFbhd
RETIER, A VA= LRITESLTH
TN ZNTHIRBH T L E S HA . £ Ol
Ba AL 7+—h Rartr hOGEHIHR
THZ L,
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A5.1.3.4 Uninstallation (7> > X f—/L)

It should be possible to uninstall software or
applications without leaving residues on BYOD
devices, e.g. entries in the registry, incorrect
mappings or file fragments. The user should be
able to uninstall at any time without expertise or
assistance. The uninstallation process should not

compromise the device.

BYOD 7 /3 2|2, F3 (FlZIX, VYA R
Yoz M), R~y s, Xii7
TANDT T T AL RN E) KT Z LR
7o TRT IV r—varv w7y
AVAR=LTEDLEIIZTHZE, 2—H
—IE. FERRSEAR LT, WOTHT v
AAR=NTELLIIZTHZE, T A
VAR—=NLTBHIETT N AEGRIZE D
SRNETTHZ L,

AS5.2 Interactive response technology system (IRT 227 1)

A5.2.1 Testing of functionalities B§8ED T X )

In addition to the content of the sections A2.6,
A2.10, of this guideline, sponsors should also
consider the issues mentioned below when writing

test scripts for user acceptance tests (UAT).

AED A2.6 F, A2.10 EONFICIMZ T, 1A
BREE X, = — V=% A7 X |~ (UAT) O
TANARZ VT R EAERT DB/, IFIOR
TA L a2a—bBETOLLENRD D,

A5.2.1.1 Dosage calculations (R & D 71-5)

Where dosage calculations/assignments are made
by the IRT system based on user entered data (e.g.,
trial participant body surface area or weight), and
look-up tables (dosage assignment based on trial
participant parameters), the tables should be
verified against the approved protocol and input
data used to test allocations, including test data that
would be on a borderline between differing doses.
Assigning the incorrect dosage to a trial participant
is a significant risk to safety and well-being and
such inaccurate assignments should be thoroughly

mitigated.

IRT v AT L3, 22— —D AT —#

(B - IEERS N ORR IR XIIARE) kUL
I T T T =T (IRBRBINE DT A—
HNZHAS PRHAEDOED 4 T) IZHESWTR
HEOFEMEID Y TEITHIHE. ZORIL,
ARENTZT 7 bV EROEID Y TT AN
DANT =4 (72 5 R EM OB i
bDHT A NT—F%ETe) ITx L TRGEET %
VERD D, IBRBIME BT RAEZE
DWYTHZ &L URRBIME D) #4 Ll
IZE>THERKRIYAZTHY, TO LI 72K
Efeg7e RAED] #IV 4T (@Y A7) 1%
USRI R &E Th 5,
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A5.2.1.2 Stratified randomisation (/&5 Z > % A (F)

Where the randomisation is stratified by factors
inputted by the user, all the combinations of the
strata should be tested to confirm that the
allocation is occurring from the correct

randomisation table.

=P —lC Lo TANESNTERIZL->TT
VHEMEEREBIL T DA, TRTORED
WAGDOEETARNLT, ELWT U Z Mk
T =T NZEDSWTERIY T 2T T D
TLEMERTHZ &,

A5.2.1.3 Blinding and unblinding ( E1%1E & EFEHFER)

Unblinded information should only be provided

and accessible to pre-identified user roles.

BRSNS, FancEE Sz
— W e — LI L TCORERME L, 77X
AREICT D Z &,

A5.2.2 Emergency unblinding (R 2 B RAZER)

The process for emergency unblinding should be
tested. A backup process should also be in place in
case the online-technology emergency unblinding

is unavailable.

It should be verified that a site’s ability for
emergency unblinding is effectively available

before administering IMP to a trial participant.

BMAGHER o 22T A P LTEL SLE
WD, T4 HMIZ K> TREEHRMF
FRCERVWGEICHA T, Ny 77 v 77
TRALERITTBILEDLH D,

BRSINE TR 2 G DRI, RS
FfiRR AN E LD & X IR ERMERZ E
Mg DRI % Z L A GE LTI < LEH
b5,
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A5.2.3 IRT used for collection of clinical data from the trial site

(RBREMREER D O DR T — & IEEIZ AV B IRT)

Where the IRT system is collecting clinical data,
important data should be subject to source data
verification and/or reconciliation with the same
data collected in the data acquisition tool. For
example, the data used for stratification may also
be contained in the data acquisition tool. Where
clinical data is entered into the IRT system and
integrated in the electronic data collection (EDC)
system (electronic data transfer to EDC) the
additional functionality and ICH E6 requirement
concerning data acquisition tools (¢CRFs) should
be addressed in the IRT system requirements and
UAT e.g. investigator control of site entered data,
authorisation of data changes by the investigator,
authorisation of persons entering/editing data in the

system by the investigator.

IRT ¥ AT AR T — % ZWET DA

BHERT —HZOWTC, T —XZD_Y 7 ¢
r—var, EO (L) T X IEY —v
TIESNR—T =% EDEEEITH Z

Lo BlxE, BRIMbICER ST —2 b7
—HWEY — VTR SN TV DIGERH

%o BEET —H N IRT VAT MM AT ENT
7226 (EDC ~&E 7 — X #5125 &) EDC & A
T LATHRESNDSE. T —2IEY—L

(eCRF) OiBNIEERE & ICH E6 B X, IRT v
AT LOEM KON UAT (B 2 1E, IRBREEE
RlC X D IRBREMEfERE CAD SieT —H# D
ay br—/b BRELEMCE DT —4E
EOFFR, IBRELEMICE D VAT AND
F— 2 NSIFEZ ~DZF) & LT g~
xThd,

A5.2.4 Web-based randomization (Web"X— R D7 % Afl)

Where justified, sponsor or investigator/sponsor
may also use a web-based application to create
randomisation lists for clinical trials. When using a
web-service, the process to evaluate the suitability
of the system and GCP compliance as well as the
fitness for purpose of the created randomization list
should be documented. The version of the service
used, and where applicable, the seed should be

maintained.

Ad hoc randomization via a web-service is not
recommended as randomization distribution is
unknown, the sponsor is not in control of the

process e.g. the seed may vary.

IEYZRERN & 556, RIS JUTIRER
ETEMARBRIKIEE 1L, Web X—2D7T
Vir—varvaHLTRRO T 2 ab)
A MZEAEELTH LV, Web —E 2 & H
TL5YE. VAT AOWYI S, GCP ~O Ul
AR5 re X ROER S NTZT &
2MEU A R HBIZE > TVND Z & &2 3#E b
LTELBERDH D, FHLTNWD—EX
D=2 3 O, BTG U CELEE 2
FrEB+ 52 L,

Web r—ER2%ZNL1=T Rky 7727 v 4 A
bix., 72 2MEDHMR AR TH Y | 18R
KA N T o 2 &3 ha—L LTV
(B ZITELEFENE D D00 LIV 72 )
D HILIRY,
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The sponsor should ensure that the process of
randomisation can be reconstructed via retained
documentation and data and that a final

randomisation schedule is retained.

BRUEAX, 7 7 MDD T 1t 22 RAF
SNTEXELT—INLHBETE, 1ok
R T B DEA T ¥ 2 — W DMRFF S LD
Bl N B NPt

A5.3 Electronic informed consent (BETH)A > 74— K2k )

Ethics committees will review all material related
to the informed consent process. Before the
implementation of an electronic consent procedure
is considered, the sponsor should ensure that the
electronic consent procedure is GCP compliant and
legally acceptable in accordance with the
requirements of the independent ethics committees
concerned and of the national regulatory

authorities.

The principles of consent as set out in legislation
and guidance should be the same regardless of
whether the process involves a computerised
system. A hybrid approach could be considered,
where national requirements preclude cern parts of
an electronic informed consent procedure. At
present, in some countries failure to provide
'written on paper' proof of a trial participant’s

informed consent is considered a legal offense.

MEEERX, A 74 —L Rarvkvr 7
2 AT TR TCOERE L Ea—T
% IRBRIKEF X, B TNREBEIRGFIED3E
A RFTT DR, B IREBSFIER
GCP |[ZHEHL L . 22 PBfRT DI B E B
S ONE OB & D TE 8D 2 BAEIZHE, 93D
EICHEREND LD TH D 2 L 2 HEFICT
HVLENG D,

BRI A X ZZED BT D RIED
FHIX, PukRicarta—F{bs AT L
WD INE I MITERZR S FLIHDH
ETho, EBOEMENEFHA L T+—LF
avty hFIEO—E W 238G A
INAT Yy K7 7 —F 2L T &

W, BIE, —EOETIE, IBBRSINEOA v
T —h Fartry MToOWT [HICE 7
2] RELESRAL L2 2 & BNEERER L B
INTWVD,

[GRVE] cern parts of ...?> “cern”(¥ certain
RARC E IR L CER L 7=,
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An electronic informed consent refers to the use of
any digital media (e.g. text, graphics, audio, video,
podcasts or websites) firstly to convey information
related to the clinical trial to the trial participant
and secondly to document informed consent via an
electronic device (e.g. mobile phones, tablets or
computers). The electronic informed consent
process involves electronic provision of
information, the procedure for providing the
opportunity to inquire about details of the clinical
trial including the answering of questions and/or
electronic signing of informed consent. For
example, it would be possible for the trial
participant to sign informed consent on a paper
form following provision of the information
electronically or the information and informed
consent could be entirely electronic. If using a ‘wet
ink’ signature together with an electronic informed
consent document (a hybrid approach), the patient
information, the informed consent document and
the signature should be indisputably linked. The
method of obtaining an informed consent should
ensure the broadest possible access to clinical
trials. Alternative methods for provision of
information and documentation of informed
consent should be available for those unable or
unwilling to use electronic methods. Any sole use
of electronic informed consent should be justified

and described in the protocol.

BIIA T —L Rartyr ik, &)
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AT —hFarty b E~EBLEZ LT
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N7V KT 7 a—F) | BEEHR, A
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TEZBEMH T D ENH D, 41T+ — ALK
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BEittTs 2L, YA 74— Kz
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A5.3.1 Provision of information about the clinical trial (5B (Z 3 2 fFHM DAL

BRZINE I, IRBREEERM & omak, X

The trial participants should have been informed of

the nature, objectives, significance, implications,
the expected benefit, risks, and inconveniences of
the clinical trial in an interview with the
investigator, or another member of the
investigating team delegated by the principal
investigator. The interview should take into
account the individual disposition (e.g.
comorbidities, patient references, etc.) of the
potential participant (or legal representative). This
interview should allow interaction, the asking of
questions and allow confirmation of the trial
participant’s identity and not just simply the
provision of information. The interview should be
conducted in person or, it could be done remotely
where this can be justified and is allowed
nationally and if approved by an ethics committee
using electronic methods that allow for two- way
communication in real time. Whichever method is
used it is important that confidentiality is
maintained, and therefore communication methods
should be private/secure. Consideration should be
given as to how the system would be presented to
the ethics committee for approval so that it

captures the functionality of the system and the

experience of the potential trial participant using it.

Direct system access should be provided to the

ethics committee upon request in a timely manner.
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Provision of the information electronically may
improve the trial participants’ understanding of
what taking part in the clinical trial will involve.
Computerised systems could facilitate features to
assess the participant’s understanding e.g. via
questions at key points, which self-evaluate trial
participants' understanding as they work their way
through the information. This, in turn, can be used
to highlight areas of uncertainty to the person
seeking consent so that they can cover this area in

more detail with the trial participant.

BERSINFE X, EFICERIBIET 2 2 21
X0, BRIZBINTH LT EI NS ZERD
MO WTESfRAZ RS bivd, Bz, HE
REFTCERMT 57 8 LT, BN OERfRE
TRl HHRE R oL B a—Z LY AT A
FRlcE 5 2 & ¢, IBRBINE MG 2 St 1t
D5 BICHREEZACFMET A LN TE
Do FleZomeEEAT LT, AEE
BfFLE D & LTND ADBENHL5S07
EZAEWRRICT A ENTE, Z20ES%
KVFEMIZ I N—FT 25 LN TE D,

A5.3.2 Written informed consent (EMEIZ K 5 A

VT4 —ARarkr b

The informed consent of the trial participant should
be in writing and electronic methods for
documenting the trial participant’s informed
consent should ensure that the informed consent
form is signed and personally dated by at least two
(natural) persons; the trial participant or the trial
participant’s legal representative, and the person
who conducted the informed consent discussion.
The identity of the persons signing should be

ensured.

The method used to document consent should
follow national legislation with regard to e.g.
acceptability of electronic signatures (see section
4.8.), and in some countries 'wet ink' signature will

be required.

BRBIMEDOA 7 —b Karty MiE
[ TIT O ENRH Y | B EE VT
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A2, Dl b 240 (HR) N (T2
B RSN XTIEBRSINE 0L EREE
A KOS T —Lb Rarvkry hoFELE
WEBRDATo728) BEA L, FADRAME
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HHT L,

[ A RLEk T D72 OIZHW D FiklE, #l2E
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There should be no ambiguity about the time of
signature. The system should use timestamps for
the audit trail for the action of signing and dating
by the trial participant and investigator or qualified
person who conducted the informed consent
interview, which cannot be manipulated by system
settings. Any alterations of the document should

invalidate the electronic signature.

If an electronic signature is used, it should be
possible for monitors, auditors, and inspectors to
access the signed informed consent forms and all
information regarding the signatures, including the

audit trail.

Secure archiving should ensure availability and

legibility for the required retention period.
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A5.3.3 Trial participant identity GEERZINEF DREE)

It should always be possible to verify the identity
of a trial participant with documentation available
to the investigator. Documentation which makes it
possible to demonstrate that the person entering the
electronic 'signature' was indeed the signatory, is
required. The electronic signing should be captured

by the audit trail.

Where consent is given remotely, and the trial
participant is required at some point to visit a
clinical trial site for the purposes of the trial,
verification should be done in person e.g. by using
information from an official photo identification if

such an ID document is required in the trial site

country.
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A5.3.4 Sponsor notification on the consent process

(RIEBUS 7 1 & ROV T OIRBRIKIRE ~ D)

Notification to the sponsor should only contain
essential, non-personal identifiable information to
allow the sponsor to have an overview of how
many trial participants have been enrolled in a
clinical trial so far and which versions of the
electronic informed consent form have been used.
Remote access to personal identifiable information
in the electronic system should only be permitted
for the corresponding participant, legal
representative, investigator, monitor, auditor, or
inspector. Any unjustified accesses, which lead to
the disclosure of non-pseudonymised information,
are likely to be viewed as an infringement of data

privacy laws.

TRBRIKHEE ~DBENCIE, EEOME A H
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A5.3.5 Trial participant confidentiality (JABRZ & D)

As for all other computerised systems in clinical
trials, the confidentiality of data that could identify
trial participants should be protected, respecting
the privacy and confidentiality rules in accordance
with applicable national and EU regulatory

requirements.

RBRICBIT 2O FT X TDar Ba—2 Ly
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A5.3.6 Trial participant access (EBRBINF DT 7 & R)

Potential trial participants (or, where applicable,
their legal representative) should be provided with
access to written information about the clinical trial
prior to seeking their informed consent. The trial
participant should be provided with their own copy
of the informed consent documentation (including
all accompanying information and all linked
information) once their consent has been obtained.
This includes any changes to the data (documents)

made during the process.

The information about the clinical trial should be a
physical hard copy or electronic copy in a format
that can be downloaded. The copy should be

available immediately to the trial participant.

BERRIBRBINE (T, 4T 25613
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A5.3.7 Investigator responsibilities (GBRE{LE M DEE)

The investigator should take appropriate measures
to verify the identity of the potential trial
participant (see section A5.3.3) and ensure that the
participant has understood the information given.
The informed consent documents are essential
documents that should be available at the trial site
in the investigator TMF for the required retention
period (see section A5.3.9). The investigator
should retain control of the informed consent
process and documentation (e.g. signed informed
consent forms) and ensure that personal
identifiable data are not inappropriately disclosed
beyond the site. The system used should not limit
the investigator’s ability to ensure that trial
participants’ confidentiality is protected with
appropriate access and retention controls in the
system. The investigator should ensure an
appropriate process for the copy of the informed
consent documentation (information sheet and
signed consent form) to be provided to the trial
participant. All versions of signed and dated
electronic consents should be available to the trial

participant for the duration of and after the trial.

The system used should ensure that the investigator

can grant and revoke access to the electronic
informed consent system to monitors, auditors and

regulatory authority inspectors.
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A5.3.8 Version control and availability to sites (/N—3 3 > 22 b u— /L & {RBRERER)

The electronic informed consent information
(electronic trial participant information and
informed consent form) may be subject to updates
and changes during the course of the trial.
Regardless of the nature of the change or update,
the new version containing relevant information
has to receive the favourable opinion/approval of
the ethics committee(s) prior to its use. Additional
information should be made available to the ethics
committee(s) concerning technical aspects of the
electronic informed consent procedure to ensure
continued understanding of the informed consent
processes. Only versions approved by the ethics
committee(s) should be enabled and used for the
informed consent process and documentation.
Release of electronic trial participant information
and informed consent forms to the sites prior to
IRB/IEC approval should be prevented. The
system should prevent the use of obsolete versions

of the information and informed consent document.
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AS5.3.9 Availability in the investigator’s part of the trial master file

(EBFEERE S 2 OTMFO A fitk)

All documents of the informed consent procedure
(including all accompanying information and all
linked information) are considered to be essential
documents and should be archived as such.
Replacement of the documents with copies is only
acceptable if the copies are certified copies (see

section 6.5.).
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A5.3.10 Withdrawal from the trial (GBR2 N D [FE =)

There should be procedures and processes in place
for a trial participant to be able to withdraw their
consent. If there is a possibility for the trial
participant to withdraw from the trial through the
computerised system, it should be ensured that
such a withdrawal of consent generates an alert to
the investigator in order to initiate the relevant
steps as per protocol and according to the extent of
withdrawal. Any withdrawal of informed consent

should not affect the results of activities already

BBRSINENFREZRMEITESL LT 5
DOFNEE T BB AZFITTEBLL 2L, R
SMEN AL E2—2L AT L EN L TR
RSN filal 3 5 ATREME DS 8 2 DO Th X
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MZHEAWTH S SN IEERE R UG Sh

17— 2 RER ORI 72 &) 8% 5 272
WEkoltTaz e,

carried out, such as the storage and use of data
obtained on the basis of informed consent before

withdrawal.

Annex 6 Clinical systems (1 /@& 6 R 27 L)

2N ON4.6 BT AT K H 1T, TH5REhE
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As stated in sections 2. and 4.6., computerised
systems implemented at the trial site are also
within the scope of this guideline, and the general
approach towards computerised systems used in
clinical practice is that the decision to use a system

in a clinical trial should be risk proportionate and

justified pre-trial. YAZIECTeb D& L, 1RBRBAGHTIZIEY
T 2 LENR DD,

AETIL, BICBEOBETH oD —F
*%%?—&%iﬁféio& T BR  Jt e
R FE SN TCEFERRRER L N oo >

,XTAmfwwwﬂ%ﬁ%ﬂoLﬂMWb%EE

BT DWW TR %,

This section is dedicated to specific and additional
considerations regarding electronic medical records
and other systems implemented at sites, which are
primarily used in clinical practice but are also

generating clinical trial data.

BT — 2 IWEFHICEE SN -2 B a—
&MVXTAKOwTi\$ﬁ4F74V®
BhEHEA SO Z &,

For computerised systems built specifically for
data collection in clinical trials please refer to the

relevant sections of this guideline.
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A6.1 Purchasing, developing, or updating computerised systems by sites

(RBRE MR

cEBaLEa—s by AT AOMA BIE/T v T T })

The investigator/institution should have adequate
facilities for a clinical trial. This also applies to the
computerised systems of the institution if
considered to be used for clinical trial purposes. It
is recommended that institutions planning to
perform clinical trials consider whether system
functionality is fit for the clinical trial purpose.
This should also be considered prior to the
introduction of a new electronic medical record or
equipment planned to be used in clinical trials (e.g.
scanners, X-ray, electrocardiograms), or prior to

changes to existing systems.

To ensure that system requirements related to GCP
compliance (e.g. audit trail for an electronic
medical record) are addressed, experienced clinical
trial practitioners should be involved by the
institution in the relevant steps of the procurement

and validation processes.

As many systems are designed with different
configuration options, it should be ensured that the
systems are configured in a GCP compliant

manner.
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A6.2 Site qualification by the sponsor (EBRIKIEE T X 2 IRBRFE Hif 5% O WA FEAll)

As part of the site qualification, the sponsor should
assess the systems in use by the
investigator/institution to determine whether the
systems are fit for their intended use in the clinical
trial (e.g. include an audit trail). The assessment
should cover all computerised systems used in the
clinical trial and should include consideration of
the rights, safety, dignity and wellbeing of trial
participants and the quality and integrity of the trial
data.

If the systems do not fulfil the requirements, the
sponsor should consider whether to select the
investigator/institution. The use of systems not
fulfilling requirements should be justified, either
based on planned implementation of effective
mitigating actions or a documented impact

assessment of residual risks.
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A6.3 Training (F L'—=27)

If the use of the systems in the context of a specific
trial is different from the use in clinical practice
e.g. different scanning procedures, different
location of files, different requirements regarding
documentation etc., trial specific training is

required.
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A6.4 Documentation of medical oversight (BB SV T DFE&E)

The investigator should be able to demonstrate
their medical oversight of the clinical trial when
electronic medical records are used. Where all or
part of the entries into the medical records are
made by a research nurse/dedicated data entry staff
it can be difficult to reconstruct the investigator's
input. The system should allow the investigator to
document the assessment and acknowledgement of

information entered into the system by others.

- ERRECERS RBIC) FIF S %6,
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A6.5 Confidentiality (B IR FF)

Pseudonymised copies of electronic medical
records may be provided to sponsors, or service
providers working on their behalf, outside the
clinical environment e.g. if needed for endpoint
adjudication or safety assessments according to the
protocol. National regulations need to be followed

by the sites. In such cases there should be:

e procedures in place at the site to redact copies
of medical records, in order to protect the trial
participants' identity, before transfer;

e security measures in place, which are relevant
to the process, including pseudonymisation
and redaction;

e acopy of the pseudonymised records and a
proof of the transfer made at the site;

e organisational and technical procedures in
place on the receiving side to ensure that the
requirements of the data protection regulation

are met.
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Due to the sensitive nature of information
documented in medical records, the extent to which
sponsors request these data should be ethically and
scientifically justified and limited to specific
critical information. Any planned collection of
redacted copies of medical records by the sponsor
should be described in the protocol, or related
documents, and should be explicit in the patient

information.
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A6.6 Security (Ex = U T 1)

Security measures that prevent unauthorised access

to data and documents should be maintained.

Please refer to section 5.4. regarding more details
on the general requirements for security systems,
which are equally applicable to research

institutions.
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A6.7 User management (== —Y — & #)

Robust procedures on user management should be

implemented (see Annex 3).

For systems deployed by the
investigator/institution, the investigator should
ensure that individuals have secure and attributable
access appropriate to the tasks they are delegated to

in the trial.

Robust processes for access rights are particularly
important in trials where parts of the information
could unblind the treatment. Such information

should only be accessible to unblinded staff.
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A6.8 Direct access (E#7 7 & X)

Sponsor representatives (monitors and auditors)
and inspectors should have direct, read-only access
to all relevant data for all trial participants as
determined by the monitors, auditors or inspectors
while taking the collected data and the clinical trial
protocol into account. This may require access to
several different sections or modules of the
respective (medical) record e.g. imaging. This
requires the use of a unique identification method

e.g. username and password.

The access of monitors, auditors and inspectors
should be restricted to the trial participants
(including potential participants screened but not
enrolled in the trial) and should include access to

audit trails.

If the site has accepted to provide remote access,
appropriate security measures and procedures
should be in place to support such access without
jeopardising patient rights and data integrity and

national legislation.
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A6.9 Trial specific data acquisition tools (REREHR DT — ¥ [NE Y — )

The electronic medical record contains
information, which is crucial for the management
of patients and are designed to fulfil legal

requirements.

Any trial specific data acquisition tools
implemented cannot replace the medical record and
their use should not result in a depletion of relevant

information in the medical record.
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Monitoring activities should not be limited to
information in the data acquisition tools and should
also consider relevant information in the medical

record.

Please also refer to the published qualification
opinion on eSource Direct Data Capture (DDC)
EMA/CHMP/SAWP/483349/2019.

F=2 ) CTIEIL, TR — L DfE
BUCPRER IS, ESRERCEROBEETEHR b B
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eSource Direct Data Capture (DDC)
EMA/CHMP/SAWP/483349/2019 2R3 5
Bfl & #1172 qualification opinion H & D = L,

A6.10 Archiving (7—H A € %)

Appropriate archiving should be in place to ensure
long term readability, reliability, retrievability of
electronic data (and metadata), in line with
regulatory retention requirements. Please also refer
to section 6.11. Requirements for the retention of
clinical trial data and documents are frequently
different from requirements for other data and
documents held by the investigators. It should be
ensured that there is no premature destruction of
clinical trial data in case of e.g. institution
relocation or closure. It is the responsibility of the
sponsor to inform the hospital, institution or
practice as to when these documents will no longer

need to be retained.

There are specific requirements for backup, etc. of
electronic data, which can be seen in section 6.8
and which are equally applicable to research
institutions. Please also refer to the guideline on
the content, management and archiving of the
clinical trial master file (paper and/or electronic)

EMA/INS/GCP/856758/2018.
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