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Preface

This draft guidance, when finalized, will represent
the current thinking of the Food and Drug
Administration (FDA or Agency) on this topic. It
does not establish any rights for any person and is
not binding on FDA or the public. You can use an
alternative approach if it satisfies the requirements
of the applicable statutes and regulations. To discuss
an alternative approach, contact the FDA staff or
Office responsible for this guidance as listed on the
title page.

KRFZ 7 P E RPN ST,
D pE 2 ZIZHT S Ban g (UL, FDA
KIE24 ) DHEDEZ #HXDT bDERS,

FHIL, VDR BN DU S HEF & T
S bDTIZ2< . FDA XIFNRFHHKT S 6D
THRV S B XI55 K O D ZE(F 5
ZZTMRY, G T 7 r—F TS LIS
RN, BT 7 —FIEONTDF LA 7 E
T BLGENT, AN ZH II TSR 57
R #1279 5 FDA J G X 1371 5 58 e 1 Z 2 5
52 &,

I. Introduction’

L.

FrEE!

FDA is issuing this draft guidance to provide
recommendations on computer software assurance
for computers and automated data processing
systems used as part of medical device production or
the quality system. This draft guidance is intended

to:

e Describe “computer software assurance” as a
risk-based approach to establish confidence in
the automation used for production or quality
systems, and identify where additional rigor may

be appropriate; and

FDA 1T, EFREaROBEINE S AT LD—
HELTHEASND v Ea— 4 —ROHBT
— BRI AT DA Ea—H—) T hT =
TARFECB T A HEREFIH A R T 72IlZ, KRN
T INIA B RERITT D KRT 7 NIAX
VAFLUTFOZ EEEK LTV D,

o [avVa—HF—Y7 uxoTHGE %,
BEIME AT DMER IS A — |k
A= a VOERMEMLT D200 ) 27
N—=2AT77a—F L LalTsELd
2, EZTELRIEEIDVNEITIRDD
M AREICT D,

! This guidance has been prepared by the Center for Devices and Radiological Health (CDRH) and the Center for
Biologics Evaluation and Research (CBER) in consultation with the Center for Drug Evaluation and Research (CDER),
Office of Combination Products (OCP), and Office of Regulatory Affairs (ORA).

VRITA X AL, Center for Devices and Radiological Health (CDRH) J (O Center for Biologics Evaluation and
Research (CBER) 73, Center for Drug Evaluation and Research (CDER), Office of Combination Products (OCP) &
O Office of Regulatory Affairs (ORA) & fhite L TIERK L7 D TH 5,

g%;; KAt XE 1
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e Describe various methods and testing activities
that may be applied to establish computer
software assurance and provide objective
evidence to fulfill regulatory requirements, such
as computer software validation requirements in

21 CFR part 820 (Part 820).

o ALV a—HX—YVT7 N NYTHERIEL, M
> 21 CFR Part 820 (LA, Part 820) @ =
Ea—HX—Y 7 gz T RN F— a5
{HR 5 D B B A 2 Y 72 3 7 80 O KB R RIEHL
TAF DT O Dk 72 J71ERT A MEEITD
WTTHHT 5,

When final, this guidance will supplement FDA’s

guidance, “General Principles of Software

Validation” (“Software Validation guidance”)?
except this guidance will supersede Section 6
(“Validation of Automated Process Equipment and
Quality System Software”) of the Software

Validation guidance.

KATA B ARSIz &1E, FDA DA
4 > A [General Principles of Software
Validation] (LA F. Software Validation guidance)?
EMETD2bDERD, L, YT Uu=T
NY)F—=va s TAXADF 6 & (BN
a2 AL OE Y AT LAY 7 R T O
UF—=var] ) BARTAZF AL DEER
A HiD,

[FR#E] FDA @ General Principles of Software
Validation OFIFRIZ DV T,
https://bunzen.co.ip/ Z .,

For the current edition of the FDA-recognized
consensus standard referenced in this document, see

the FDA Recognized Consensus Standards

Database.?

ALETSREIN TS FDA OFREA BRI
DOEHhIL. FDA Recognized Consensus
Standards Database® Z# &R D = &,

2 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/general-principles-software-

validation.

3 Available at https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfStandards/search.cfm.

KAt XE 2
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In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the word
should in Agency guidances means that something is

suggested or recommended, but not required.

—IINZ, FDA OH A X 2 A%, {ERISERE] ) O
HOEEEMLT D HLOTIE RN, T LAHA
ZUAX, D Yy 72T 5 FDA OBE
DEZ ST EHHTDLHOTHY . FREDHHI X
IREREES S SR TR Y | B2 5 HE
BRI L RSN R&E LD THD, FDA DA
A B AT Ishould) Z#FHWTWD & &iE, ]
MERRENIHELEL TV D DD, M T
NI EEEWT D,

[fR7E]  Tshould) 1% [~~_&THD] [~k
ERHLH] EFRL, Tmust) (£ T~72TFHid7e
Hgwy) LERL TV S,

%%;9 KAt XE 3
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II. Background
I. NXyZ2 779K

FDA envisions a future state where the medical
device ecosystem is inherently focused on device
features and manufacturing practices that promote
product quality and patient safety. FDA has sought to
identify and promote successful manufacturing
practices and help device manufacturers raise their
manufacturing quality level. In doing so, one goal is
to help manufacturers produce high-quality medical
devices that align with the laws and regulations
implemented by FDA. Compliance with the Quality
System regulation, Part 820, is required for
manufacturers of finished medical devices to the
extent they engage in operations to which Part 820
applies. The Quality System regulation includes
requirements for medical device manufacturers to
develop, conduct, control, and monitor production
processes to ensure that a device conforms to its
specifications (21 CFR 820.70, Production and
Process Controls), including requirements for
manufacturers to validate computer software used as
part of production or the quality system for its
intended use (see 21 CFR 820.70(i)).*
Recommending best practices should promote
product quality and patient safety, and correlate to
higher-quality outcomes. This draft guidance
addresses practices relating to computers and
automated data processing systems used as part of

production or the quality system.

FDA 1%, EFEEROT s 25T LB N T, &
PR AR O RO RLEEIT, SR X o1
BLONE L BFEOREEET D Z L ICHEM
ZiE < KO BARREEOH#INTWD, FDA I,
A LT 2 &R T2 RO TRD TS 2
& CEFREaRRLEEE RS VE L~V B
FHELEIOIELTCE, FZTOI—LD—D
%, BSR4 SE L, FDA OfifTd 216K
OB > o i B O EFRESR 2 S TE 5
KT H2LThHD, EFRMEIERRAEIGLOR
TEHFITIT, Part 820 1 F ¥ 2 b 2 #H
C. Quality System regulation Part 820 ~YE#L 7%
ZEMMER IS, Quality System regulation (2
I, BE S o 2RI EE, 2 hr—L
SERL, EREESNZOMERICEA LTV D
Z & A fEFEITT DB (21 CFR 820.70
Production and Process Controls) 23&% Y, % Z (T
FEGEITRE S AT A0—E L L TR ER
HaArba—4—Y7 Ny 7 ITER LR
IR LT T = 52 L L) BENGE
5 (21 CFR 820.70(i)) #&M)*, _A T F 7
T4 AT Lok, "EOME LR
FOREMEES L, LVEOREWRERIZOR
MoTWTHAI, KRRTT NIA XU AT
1T, B L AT AD—E R LA &
Ndarva—2—KOHBT —FUE AT
DT HIEITEBRO® D,

4 This guidance discusses the “intended use” of computer software used as part of production or the quality system (see
21 CFR 820.70(1)), which is different from the intended use of the device itself (see 21 CFR 801.4).

CARTA L ATHERMAT L OE, WE

BV ATLAO—HE L TEHESN 2 Ea—HF—YT7 F Uz

7o TEXULZHiEl (21 CFR 820.70() #ZM) Th O, Ziuk, EEEGSHEOEX LI-HGE 3R 2D

(21 CFR 801.4 % Z:[R),

KAt XE 4
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In recent years, advances in manufacturing
technologies, including the adoption of automation,
robotics, simulation, and other digital capabilities,
have allowed manufacturers to reduce sources of
error, optimize resources, and reduce patient risk.
FDA recognizes the potential for these technologies
to provide significant benefits for enhancing the
quality, availability, and safety of medical devices,
and has undertaken several efforts to help foster the

adoption and use of such technologies.

TEOHEE, vART 47 A, ¥YIalb—Ts
V. EOMOT VX IVEET OS2 E e il
HffoFRRIZL Y, REEF I T —DRAET
O L, VY —2 &bk, BEDOY X7
RN CE DL D27 ~72, FDA (X, ERIELE
OEE RN et E i L s¥ 5 5 X CHE
KRB ZRI-TThHAH ) ZNbOHIFORT
VUXNVERBBLTEY, I OEINORA
R ZREET B 72 DI D DEL Y 7 &
fToCT&7=,

Specifically, FDA has engaged with stakeholders via
the Medical Device Innovation Consortium (MDIC),
site visits to medical device manufacturers, and
benchmarking efforts with other industries (e.g.,
automotive, consumer electronics) to keep abreast of
the latest technologies and to better understand
stakeholders’ challenges and opportunities for further
advancement. As part of these ongoing efforts,
medical device manufacturers have expressed a
desire for greater clarity regarding the Agency’s
expectations for software validation for computers
and automated data processing systems used as part
of production or the quality system. Given the
rapidly changing nature of software, manufacturers
have also expressed a desire for a more iterative,
agile approach for validation of computer software

used as part of production or the quality system.

BARAIZ1E. Medical Device Innovation
Consortium (MDIC), [EE##RELEEF ~D A
R, ROMBZESR () - HEhE, KES) &
DR Fv—F 2 THBELTAT— I R F—
ERDD Z LT, RHEINICEAZIS 2V &
INCTHELEBIL, AT—T RV —NEIHIC
FEE T D) A TOREHESZE LV IESH
fiEL X DL LT&7, 25Ok
FTIBNT, EREREE SR, "E T
B AT LAO—FE L THERAINS 2y Ea—
A —ROHET —H LI AT DY 7 h T =
TR F = g AZONWTOY FBO IR & I
LLTIELWEDHLEERFAL T, E7-H
WEFIL, BHEICELL TN Y7 =T D
MWEERE 2, MEXITRE AT LO—HL
LS arvEa—F—Y 7 kTN
UTF—va NCRORENTTY Vv A NVIRT 7
0 —FZ NN EDOFELFRAL T,

é%;; KAt XE 5
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Traditionally, software validation has often been
accomplished via software testing and other
verification activities conducted at each stage of the
software development lifecycle. However, as

explained in FDA’s Software Validation guidance,

software testing alone is often insufficient to
establish confidence that the software is fit for its

intended use. Instead, the Software Validation

guidance recommends that “software quality
assurance” focus on preventing the introduction of
defects into the software development process, and it
encourages use of a risk-based approach for
establishing confidence that software is fit for its

intended use.

INETOY 7 Ry =T R F—vaii £
SOEHRITBNT, Y7 N TRRBETA 7H
A7 NVDOFEETEBmSNDY 7 bU =TT X
N ROZ DO ORFETEB) 238 C TrERR L T&E 72,
7272 L. FDA O Software Validation guidance T
M SNTWL Lo, Y7 =T nERL
T BICHEE LTS Z EDEH AT 57z
WIZIX, Y7 MU =T OF A NI TIER+5
ThbHZ LNV, £ T Software Validation
guidance X, (7 A h—fF TR Y7k
U= 7 ERIE] IZBWTY T h Y =T BRFTS
R RCKRENPADVIALERNE ST HZ LI
HAZES ZEE2MEL, VAT RXR=—2T 71
—F AL TY 7 b =T ERM LI HERIZ
HAELTWLZ EDEHEMNLT DL 55 L
TWa,

FDA believes that applying a risk-based approach to
computer software used as part of production or the
quality system would better focus manufacturers’
assurance activities to help ensure product quality
while helping to fulfill the validation requirements of
21 CFR 820.70(1). For these reasons, FDA is now
providing recommendations on computer software
assurance for computers and automated data
processing systems used as part of medical device
production or the quality system. FDA believes that
these recommendations will help foster the adoption
and use of innovative technologies that promote
patient access to high-quality medical devices and
help manufacturers to keep pace with the dynamic,
rapidly changing technology landscape, while
promoting compliance with laws and regulations

implemented by FDA.

LG NE X TMWE AT LO—H L LT
RIS aEa—¥—Y 7 y=TIZU A
JR=2A7 T —F AT, FORAEE
2B T, 21 CFR 820.70(G) D/XNU F—3 3
VEM R Lo OB AR T H L
b0 EERTELLIITRDTHA S, FDA
X2 DX S RBHNG, 4 EREEREORIEX
T E VAT LD LTHERHENS 2
a— X —KOHET — U AT LADa
a2—Z =7 b= T RGEICET D HESE R A
Rt L LD & LTWD, T b DOHEEFRIN,
BEIZE M ERERES~OT 7 & A g+
% X0 I 2R HAR OB LR A %R L

L, BEERNEA T v 7 o2 b d
L HEIESIERET 5 Z & 2Bi), 2> FDA

DRATS D ERE L ORI ~OE G 2 H LiED 5
ZEITENEDEEBZ TN,

g%;; KAt XE 6
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II1.Scope
1)

When final, this guidance is intended to provide
recommendations regarding computer software
assurance for computers or automated data
processing systems used as part of production or the

quality system.

BAACS NI DR T A & A TiE, i X
B VAT LAO—HE LTRSS 2B
— X —IHET XU AT ADa B
— & —Y 7 MY = TIRFEICB T D HERE I A 42
5560 ThH D,

This guidance is not intended to provide a complete
description of all software validation principles. FDA
has previously outlined principles for software
validation, including managing changes as part of the
software lifecycle, in FDA’s Software Validation
guidance. This guidance applies the risk-based
approach to software validation discussed in the
Software Validation guidance to production or
quality system software. This guidance additionally
discusses specific risk considerations, acceptable
testing methods, and efficient generation of objective

evidence for production or quality system software.

KA L RFE, V7 b 0=2T AN T =gy
DT _XTORAMAFERIZHAT 52 LITEML
TV eWy, FDA [XLLHT Software Validation
guidance T, Y7 N =T I 7Y A 7 VD—
e L TEEZEHST L LETD, YT MY
=7 N F—=va COFAIEZHRHE S TH 5,
AKITA X ATIL, Software Validation guidance
THASNTWDY 7 F Y =T N T =g
ZxT DY AT R=2T7 Fu—F & WENIT
B AT LDY T Ny = TIZEA LTS,
RITA L AT BRI ) 27 T,
FFRATREZR T A B 7E, M OMGE ST E T A
TLADY T bU = TITET D EBHIRELO )R
B 72 B B OV T H T 5,

This guidance does not provide recommendations for
the design verification or validation requirements
specified in 21 CFR 820.30 when applied to software
in a medical device (SiMD) or software as a medical
device (SaMD). For more information regarding
FDA’s recommendations for design verification or
validation of SiMD or SaMD, see the Software

Validation guidance.

KIA K A%, 21 CFR 82030 T/REND
WREEP NN Y 5 —3 g B3 software in a
medical device (SiMD) X3 software as a medical
device (SaMD) 23 H X 556 OHELEFIH A
et 9% b O TiFewy, SiMD Xid SaMD Dk
FHRFE TN Y 7 — 3 BT % FDA OHE
TEFIHOFEMIZ DU T Software Validation
guidance ZZHD Z &,

aul
P
g={13
—+

KAt XE 7
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IV. Computer Software Assurance
IV. a2V Ea—&—Y 7 by = TIRGE

Computer software assurance is a risk-based AV a—F—YT7 MU =TIRAEE L, YT MY
approach for establishing and maintaining T NERLZHECHEA LTS EWIEH
confidence that software is fit for its intended use. BHENL L., MEFFT 720D A7 R—2T7 7a—
This approach considers the risk of compromised FThDH, ZO77u—FTIE, (VY7 T =T R
safety and/or quality of the device (should the BB ITHEE L 2 Ro T &L & D) ERERO

software fail to perform as intended) to determine the | ZZ&ME, &Y (XiL) SENERDONWD Y A7 %
level of assurance effort and activities appropriate to | X, Y7 MU = TIZxT DIEHZMENLT 5720

establish confidence in the software. Because the (B 22 ORFEDHL D $L A/ TEE) L~ A R E S
computer software assurance effort is risk-based, it H, A a—F—Y T MY = T RFEDHLY A
follows a least-burdensome approach, where the TV AZIZESLS D TH LD, mbAENRD
burden of validation is no more than necessary to BT T —FINE D, THRDbHANYF—a
address the risk. Such an approach supports the DAEMBITY A7 TR 5 72 DI B IR IR 72
efficient use of resources, in turn promoting product | D LT 5, ZDOLH R T7T Fu—Ficky, VY
quality. — AL RERANENTE D L DI 0 | KRS
L OMEN W LT 5,

In addition, computer software assurance establishes | 2> B —X—Y 7 b7 = TGEL, 512, #
and maintains that the software used in production or | & XL E T AT LA THHINLG Y 7 b =T
the quality system is in a state of control throughout | %, 7 A4 7% A 7 L Z@ L TCay hr—/L I iz

its lifecycle (“validated state™). This is important REEIZ L, ZOIRKEE ([ NUF—REINREE) )
because manufacturers increasingly rely on ZHERT 2, BEEE D, WEOBROERE, H
computers and automated processing systems to BEA~OEEHL, ]ET — & OERES O ED
monitor and operate production, alert responsible Tehlilarta—4—HEMAE Y AT ATE
personnel, and transfer and analyze production data, | TETIKFTH LI ITR-oTNWHZ L, T
among other uses. By allowing manufacturers to FEERZLTHD, BEEFRENY AT X—2T
leverage principles such as risk-based testing, AR, FERZ VT T AN, RGN T r—~
unscripted testing, continuous performance AR, T EEARFEORAI, K OMERE (1
monitoring, and data monitoring, as well as B, e E S ICL NN F—v a EEhE
validation activities performed by other entities (e.g., |{EHT 22 & Ta s a—F—Y 7 oy =T {r
developers, suppliers), the computer software RET T a—TF IR o e b D LD 21
assurance approach provides flexibility and agility in | CFR 820.70(i) (2> 723U 7 — h S kRE%E
helping to assure that the software maintains a MEFFT D Z &L DIRFEIZRNL D TH A D,

validated state consistent with 21 CFR 820.70(1).

%0
A =23
% HRARA SR 8 BZLib-126_CSA(draft) r0.docx
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Software that is fit for its intended use and that
maintains a validated state should perform as
intended, helping to ensure that finished devices will
be safe and effective and in compliance with
regulatory requirements (see 21 CFR 820.1(a)(1)).
Section V below outlines a risk-based framework for

computer software assurance.

BRLEZMBICES L, N7 — b Sokigns
MRSy 7 by =7 %, BIRGEY IZEMEL,
I A& B N AR IO R AT ZEE (21 CFR
820.1(a)(1) ZZH) ITWAT 22 &L Z2MFEIZTD
Th 59, UFTOVETIE, ara—F—V7
N =2 TRIEDTZDOD Y AT RXR—RA T L— LU
— 7 IZOWTHERRLT 5,

V. Computer Software Assurance Risk Framework
V. arbta—F—Y 7 NU=THRIEDI AT T L —ATU—7

The following approach is intended to help
manufacturers establish a risk-based framework for
computer software assurance throughout the
software’s lifecycle. Examples of applying this risk
framework to various computer software assurance

situations are provided in Appendix A.

UTICRT 7 e —Fid, MEEERY 7 hy =
TIATHA I NBERIZDEoTaryta—4
— Y7 M2 TRIEDY AT RXR—AT L —LU
—JERMESLT DL T D7D DHEDOTH
e TOVARIT T L —AU—INSElE/har
Ba—4—=Y7 Y7 REEORDUCTHE T2
f5il %2 Appendix A |27~ L7,

A. Identifying the Intended Use
A. BRI L7 @0 WL

The regulation requires manufacturers to validate
software that is used as part of production or the
quality system for its intended use (see 21 CFR
820.70(1)). To determine whether the requirement for
validation applies, manufacturers must first
determine whether the software is intended for use as

part of production or the quality system.

Bifilx, SEEED, WEIIREV AT LD
—8ELTHERAEIND YV 7 N =T 2 ZDEK
LTEHBIZH L TN T — 52 52RO T
% (21 CFR 820.70() &), U F— 3
CEMENERESNAE ) R 570

o, BUEEFIIETS, 20V T br =7 NG
KT E AT LO—HE LTHERT 2 &%
B L TW DT 5088 H 5,

In general, software used as part of production or the
quality system falls into one of two categories:
software that is used directly as part of production or
the quality system, and software that supports

production or the quality system.

— I, BOEUTME Y AT AO—HE LT
FEHEND Y 7 by =T, BT E Y A
TAO—HE LTHEEFHENDSG Y 7 by =T
&L BENIIME Y AT LB R— 5 YT
N7 =7 OWTRNIHEIND,

g%;; KAt XE 9

20
BZLib-126 CSA(draft) r0.docx




FDA
Computer Software Assurance for Production and Quality System Software
No. BZLib-126

Software with the following intended uses are BERLIEHBEBU T THLE )Ry 7 by =T

considered to be used directly as part of production I, BEXITRE VAT AD—E L L CE#EE

or the quality system: MahnERnasnsd,

e Software intended for automating production o HETHER WA, TAMOHBENME, X
processes, inspection, testing, or the collection IFHRET — 2 OINERUHE 2 EX LT Y 7
and processing of production data; and F7 =T,

e Software intended for automating quality system | o (WEI AT ADOTwrEAOA#ENMKL, HEY

processes, collection and processing of quality AT LOT —H OIVEREE | XX Quality
system data, or maintaining a quality record System regulation (21 > THERK S L7 &R
established under the Quality System regulation. O EEK LY 7 by T,
Software with the following intended uses are KORBEBER LY 7 ho=71F, fEX
considered to be used to support production or the BV AT LY R— T LIRSS
quality system: LR EIND,

e Software intended for use as development tools o VI NULT VAT LETADNITENT

that test or monitor software systems or that LB — v TRE AT E Y AT A
automate testing activities for the software used DO—ELTWHEHINDY 7 vy =T DT
as part of production or the quality system, such A MEEE BE LT D5y — 1 & LT
as those used for developing and running scripts; HTHZ a8 LEY 7 b7, Bz
and- [T, A7 U7 hOBRESLFATICHEN S ND
H D,
e  Software intended for automating general o NWHERIEKIIE ENRV—RAYRFLERRE D
record-keeping that is not part of the quality BElfbZzER LY 7 =T,
record.
Both kinds of software are used as “part of” WTNOFEHO Y 7 hU =27 b, BE RN E
production or the quality system and must be VAT LAD [ L LTHERINTEY, 21
validated under 21 CFR 820.70(i). However, as CFR 820.70(i) 1232\ TN F— bk Lzt iud
further discussed below, supporting software often A YA AN b il DRSS B G b RS S N NN
carries lower risk, such that under a risk-based A=KV 7 =73V A7 BMENZ EBEN
computer software assurance approach, the effort of b, VAIR—=ADarBa—F—YT7 Yy
validation may be reduced accordingly without T TRGET 7' r—F T, BetiEi ) &k
compromising safety. <V VRZIE U TN T =2 a D57 %K

BT 52 ENTED,
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On the other hand, software with the following
intended uses generally are not considered to be
used as part of production or the quality system, such
that the requirement for validation in 21 CFR
820.70(i) would not apply:

e Software intended for management of general
business processes or operations, such as email
or accounting applications; and

e Software intended for establishing or supporting
infrastructure not specific to production or the
quality system, such as networking or continuity

of operations.

—J7. BHULIEH@EBNUTOE>72Y 7 FU =
TN BE T E T AT AO—F & L
THEHIND LTSRNz, 21 CFR
820.70(1)) O/NY F—3 g EMTEH S e
VY,

o BAIANREHT TV r—varE N
MEPR AT v X/ EHEOERLZXL
Y7 =T,

o HUETXT L WWEY AT LAEA TR
AT TANTITF X OWESL/ VR — &
BHLZY 7 ho=T, Iz, *v U
— 7 RFEH ke

FDA recognizes that software used in production or
the quality system is often complex and comprised of
several features, functions, and operations;’ software
may have one or more intended uses depending on
the individual features, functions, and operations of
that software. In cases where the individual features,
functions, and operations have different roles within
production or the quality system, they may present
different risks with different levels of validation
effort. FDA recommends that manufacturers

examine the intended uses of the individual features,
functions, and operations to facilitate development of
a risk-based assurance strategy. Manufacturers may
decide to conduct different assurance activities for

individual features, functions, or operations.

FDA 1%, &I E v A7 A THHESND Y
ZhU 2T R LUXLIEHEMETHD , W< oD
RS HERE ER TR S LTV D T & ARk
LTW5 53, Y7 hyxT Offl %« O/ HbE
SEBIILC T, Y7 by =T IZiE 1 D XxE
N EOBER LIZHiEN® 5, flx DR
RE/ BN, WEITRE AT ANTR S
TEZRT-THAE, TbIINY T —va o
AR DRI D L)LT, BipD Y X
J &b LT MRS D, FDA 1T, WIEER
D3, B 2 DR HERE EB OB LT ik E
AL, VAT _X—ZADORIEEIE 22 LT
ST EZMELTWD, FrEHEREEH 2 L
[CHER 2 DRFHEBI O R AR ET 2565 b H D
Thhb9,

> That is, software is often an integration of “features,” that are used together to perform a “function” that provides a
desired outcome. Several functions of the software may, in turn, be applied together in an “operation” to perform
practical work in a process. For the purposes of this guidance, a “function” refers to a “software function” and is not to
be confused with a “device function.”

Y7 b =T IE% L OYA TRHE (feature)] DBEG SN2 b D TH Y | [FHH (feature)] EEF->T1HOD
BgRE (function) | Z 5173 5, BERE (function) | 1FRO LN LR ZRUET D, V7 MU =T OHEED
[F§RE (function) | WHED I - T1 oD [FEFE (operation) | IV HID, [ZEF (operation) | X1 2D

ot BT 2 FAREFEE R, AVA X 2BV UL Munction) 1F 1Y 7 by =7 OiRe) %

BWRL TR, [EREEHOKE] CRFLARVWEIICTDIHI L,
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For example, a commercial off-the-shelf (COTS)
spreadsheet software may be comprised of various
functions with different intended uses. When
utilizing the basic input functions of the COTS
spreadsheet software for an intended use of
documenting the time and temperature readings for a
curing process, a manufacturer may not need to
perform additional assurance activities beyond those
conducted by the COTS software developer and
initial installation and configuration. The intended
use of the software, “documenting readings,” only
supports maintaining the quality system record and
poses a low process risk. As such, initial activities
such as the vendor assessment and software
installation and configuration may be sufficient to
establish that the software is fit for its intended use
and maintains a validated state. However, if a
manufacturer utilizes built-in functions of the COTS
spreadsheet to create custom formulas that are
directly used in production or the quality system,
then additional risks may be present. For example, if
a custom formula automatically calculates time and
temperature statistics to monitor the performance and
suitability of the curing process, then additional

validation by the manufacturer might be necessary.

Bl 21, HID (COTS) £ftHE Y 7 v =T
%, BB LB E ROk A eiien o
SN Tns, COTS A7 Ly Ry—hV 7
N =T DRI ANTIBEREZEM LT ik
7' a -t AOKH & IRE OB B4 ek 5
ZENEMLIZEHEBETH LA, COTS V7 |k
U= 7B LD REHEE), KOWHIHIA A
k=L AR E LA OB INE A R SR B 4
RN THAY, V7 hy=T7OREKLT-HE
Thz MIEMEEZRET 22 L) 1T, EVA
TLAOGEEHR T LR EYR— T D
HLDOTHY, FHUT LD 7rERY 27 (FK
W, FDID, RUHX—=TEAAL IRV T b
VT DA A )V RERGERE S D) HEE)
ZITHZ LT, V7 M= REKLIEHIEIC
WE L, NUT— hSNIREEZHERFL TV D
ZEEFDICNFETEDLTHA D, L, B
WEEH N COTS A7 Ly Rir— R OFLAIA B
BAEFMMAL T, 8ETWE T AT A CHEESE
Hahd A2 LR EERT 2581387
YA PHTL DA BEMRH 5, BlAIX, i
b7 at 2DNT y—~ 0 R LY S B
% HH)TH AL LEHRAZ A - THREE & IR E O
etz BEGEHE T 256, MEEFITBEMD A
V7 —va B FET 208N L00 Lz
[N
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For the purposes of this guidance, we describe and
recommend a computer software assurance
framework by examining the intended uses of the
individual features, functions, or operations of the
software. However, in simple cases where software
only has one intended use (e.g., if all of the features,
functions, and operations within the software share
the same intended use), manufacturers may not find
it helpful to examine each feature, function, and
operation individually. In such cases, manufacturers
may develop a risk-based approach and consider
assurance activities based on the intended use of the

software overall.

KA X AT, V7 b= T Offl 2 DF#
S RBEEBORBK LT i@ & F I T <
LT, avEa—F—YT7 MU= THRIET L
—LTU—J EFHL, hoHEET s, 2L,
V7 =T OEKUIZHBEN 1 DL
WiZer—2 (Bl : V7 Ry =T NOTRTORF
W HgRe 508, MUBKL-H®BEZILAE L
TWDHEE) TiX, il x DR FERE ¥ %
BET RN Vs Livvy, 2ok 57
Gty WIEEFIL, VAIR—RAT7 T —F%
et L, Y7 b= T7 2RO L ki
SWTHFEEEN 2179 Z 2R L TH IV T
HAHI,

FDA recommends that manufacturers document their
decision-making process for determining whether a
software feature, function, or operation is intended
for use as part of production or the quality system in

their Standard Operating Procedures (SOPs).

FDA (%, SLEZEHEN Y 7 T =7 OF%FEHE
SEBNRE SIS E Y AT LD E LTD
HRAZEKLTCONDENE I »EHET 57200
BERRE T 0 2R A HEER FIE (SOP) T
BT 5 2 L EHELET S,

B. Determining the Risk Based Approach
B. U R R—=RT Fu—FORE

Once a manufacturer has determined that a software
feature, function, or operation is intended for use as
part of production or the quality system, FDA
recommends using a risk-based analysis to
determine appropriate assurance activities.
Broadly, this risk-based approach entails
systematically identifying reasonably foreseeable
software failures, determining whether such a failure
poses a high process risk, and systematically
selecting and performing assurance activities
commensurate with the medical device or process

risk, as applicable.

Y7 MU =T OFRHEBERE RS, BE
BV AT LAO—EE L THEHAIND Z EEE
ML T EHETLIZS, VAT R—=RGHFIC
F 0B RRFEEB A E T 5 2 L AR

. LT, ZOURIR—=2T 7 —F[%,

AHMICTRTEER Y 7 b U = 7 il & (R0
IZREL, ZOMERENTrERAY A7 %
DT ME I MEHWT L, KIS U CEREE
U A7 I 7T oAU A7 25 U RAEEE)
ARSI L, Eid s, LWVWO D TH
5,
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Note that conducting a risk-based analysis for
computer software assurance for production or
quality system software is distinct from performing a
risk analysis for a medical device as described in ISO
14971:2019 — Medical devices — Application of risk
management to medical devices. Unlike the risks
contemplated in ISO 14971:2019 for analysis
(medical device risks), failures of the production or
the quality system software to perform as intended
do not occur in a probabilistic manner where an
assessment for the likelihood of occurrence for a
particular risk could be estimated based on historical

data or modeling.

BEUINWE S AT LAY 7 by =27 Oar
—H =Y T MY = TIRFEDTDIZY A7 _— X
SRTEFERT S Z L%, 130 14971:2019 -
Medical devices — Application of risk management
to medical devices IZiC# STV 5 E‘f?%%”” D
VAT aEhiid 5 2 & L3R5 2 Licy
BETbHZ L, 1&)MWLMM>Kﬁuw3MﬁT@
AT YRT (ERESRY 2 7)) L3RR
EIXE D CENE L 72w & S Bl T E v A
TLYT MU =T OBIEIIHESRRAINCIIREAE L
2, Thebb, URT ORAWwEITREDT
— X XNFET VU TICHESNTHEET D Z &N
TRV,

Instead, the risk-based analysis for production or
quality system software considers those factors that
may impact or prevent the software from performing
as intended, such as proper system configuration and
management, security of the system, data storage,
data transfer, or operation error. Thus, a risk-based
analysis for production or quality system software
should consider which failures are reasonably
foreseeable (as opposed to likely) and the risks
resulting from each such failure. This guidance
discusses both process risks and medical device
risks. A process risk refers to the potential to
compromise production or the quality system. A
medical device risk refers to the potential for a
device to harm the patient or user. When discussing
medical device risks, this guidance focuses on the
medical device risk resulting from a quality problem

that compromises safety.

BE MBS AT LY T R =T DY 27~
— 25T, RbVic, Y7 b =T nEM
VICEMES D Z SICRBE 5720, BT
Dﬁéioﬁﬁl%%ﬁ#é Bz, w7
yx?A%&am/£@ VAFAEX VT
A T A, TRk, BET T —%T
HD, - T, ;@JEX IXWE Y AT LY T b
=T DY AT R=ZG0 Tl EOMEN (i
ZVESTELEVNS LI AEMICTRTES
DRRETL, TOMIED 7259V 27 EEtT
HMENRD D, KIAX L ATE, FrkRY
A7 LEFERER U A7 O 5 IZ O Tl TV
Do EREEIEY A7 Lk, SN EE S —
—fEEE G2 DR IE T, RTA XA
TEEKSR Y 27 ICOVWTIRRDBE, 24t
R L MERMEIC I b S5 E
R Y A7 ICERE YT TN D,
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Specifically, FDA considers a software feature,
function, or operation to pose a high process risk
when its failure to perform as intended may result
in a quality problem that foreseeably
compromises safety, meaning an increased
medical device risk. This process risk identification
step focuses only on the process, as opposed to the
medical device risk posed to the patient or user.
Examples of software features, functions, or
operations that are generally high process risk are

those that:

e maintain process parameters (e.g., temperature,
pressure, or humidity) that affect the physical
properties of product or manufacturing processes

that are identified as essential to device safety or

quality;

e measure, inspect, analyze and/or determine
acceptability of product or process with limited

or no additional human awareness or review;

e perform process corrections or adjustments of
process parameters based on data monitoring or
automated feedback from other process steps

without additional human awareness or review;

e produce directions for use or other labeling
provided to patients and users that are necessary

for safe operation of the medical device; and/or

e automate surveillance, trending, or tracking of
data that the manufacturer identifies as essential

to device safety and quality.

HARMIZ, FDAIX, ¥ 7 b U= 7 ORHFEHE
SHEBEDERBEY CEELRNWZ 2ICLY, &
22825 &5 REERENRAET 5 Rt
BHY, EFERY X7 BEL RDAEEND
DA, LDV T hU =T ORHEWERE R
IZIEEWT e R Y R R3bH5HEEZ D, BE
WFa—F =~ (R EEZ D) ERg
YR LIZERY, Zo7atv R ) RATEER
Ty 7T, SR ADOREEZ D, —HKIIC
TRV RIBENY T b= T QR
HE/ EBOBIILLTO LB Th D,

o [ERBEAROL M TMEIZ AR TH D
ERFE Sz B TG T e 2 oW EE
HIRHEIC B EZ 52 5708 AT A—4
(B R, RS, WMESE) 2MRFT S
Dy

o HIN VIt 2ADOLEEHERIE. BE. &
Bro XY (U) (ETHHDT, ANITLD
MRV B 2 — 0N REWD, 1T

VA,

o FT—HEMIMMOT OV ART v TG
DOHBT 4 — KNy 7SN T, Fatk
ZMEEXIZT B AT A= LT 54
DT, NMZEDREH XTIV E 2= Thi
TV WA,

o [ERESOLERBIEIISLE L BEKDT
a—P—ZR S 2 HBHE, X3t
DD T VBT Db D, KT (3UT)

o BUEEANERMGOREN L MBI
RToH2DHERFE LTZT —F DOBHL, M5y
Br. 3Bz HEbd 5 b 0,
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In contrast, FDA considers a software feature,
function, or operation not to pose a high process risk
when its failure to perform as intended would not
result in a quality problem that foreseeably
compromises safety. This includes situations where
failure to perform as intended would not result in
a quality problem, as well as situations where
failure to perform as intended may result in a
quality problem that does not foreseeably lead to
compromised safety. Examples of software features,
functions, or operations that generally are not high

process risk include those that:

e collect and record data from the process for
monitoring and review purposes that do not have
a direct impact on production or process

performance;

e are used as part the quality system for Corrective
and Preventive Actions (CAPA)routing,
automated logging/tracking of complaints,
automated change control management, or

automated procedure management;

e are intended to manage data (process, store,
and/or organize data), automate an existing
calculation, increase process monitoring, or
provide alerts when an exception occurs in an

established process; and/or

e are used to support production or the quality

system, as explained in Section V.A. above.

KERAYIZ, FDA WX, Y 7 b U = 7 O HhE
SEBDPBEREY ICEBEL R THREMZHE
2O ETFPRTED IS 2RMEMBEIC OO
WOTHNE, BT rE R Z713R0neEE
ATV, 2L, BR@EY ICEELRL T
HRERERECLRWES. KOERKEY 28
EEFREMERS SR Sz LTHES
HEERD LTFRTERVWREENGEND, —
Z 7oAV A7 BREL WY 7 by =T
DR HEEE B OBNILL FO LB TH
Do

o E=XVVIKDRLEz2—DDIZTrE
AMbT =2 ZINE /RS L2600 T,
EXNI T 0B ADNT f—~ v AT EE
BEHZRNHOD,

o WHEVATLAO—HELTHEMAEND D
D, EIELXOTH#E (CAPA) DEIft, H
b S - E R ABE, HEb S =&
Hary be—VER, BE LS FIEE
PR,

o T—HEEH (7 —XWBL KM, ) T
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FDA acknowledges that process risks associated
with software used as part of production or the
quality system are on a spectrum, ranging from high
risk to low risk. Manufacturers should determine the
risk of each software feature, function, or operation
as the risk falls on that spectrum, depending on the
intended use of the software. However, FDA is
primarily concerned with the review and assurance
for those software features, functions, and operations
that are high process risk because a failure also poses
a medical device risk. Therefore, for the purposes of
this guidance, FDA is presenting the process risks in
a binary manner, “high process risk” and “not high
process risk.” A manufacturer may still determine
that a process risk is, for example, “moderate,”
“intermediate,” or even “low” for purposes of
determining assurance activities; in such a case, the
portions of this guidance concerning “not high
process risk” would apply. As discussed in Section
V.C. below, assurance activities should be conducted
for software that is “high process risk” and “not high

process risk” commensurate with the risk.

S TWE S AT LO—#E LTHEA SRS
VI NI =TDOFat AT 2%, @Y A7)
BDIKY AT EFTODART RTLDOEZNTH

5, BIE¥EIX, V7 bU =T OXNENOF
W ROV AT R, VYT MU =T DE
BL7ZH@EICHE LT, A FT7LEDEZ
WALE T 2 ERET DMEN DD, 12721,
FDA O EZRBLIE, FTat R R7NENY 7
T =T OB EH D L E 2 — R OR
AESNTNDEME I MTH D, L) DOITkkE
DEFIEIRY A7 H 2R ND20ThH D, it
S>T, KHA XL ATFDA XTI 0k RY 27

Z Ilmnwratzryzxr) L [ELhnwatk
AY AT &) 200250 T TR L TV D,

ROEEF L, REHEBIZRET DRI, Tk
AV AT %, FlxiX, [H (moderate)] . [
i (intermediate)] . & 52 MK (low)] DX H
T Th LK<, ENHITIEARTA X AD

B T a2 27 ] (ZBT 5 E5H i
MA&Ens, TRRV.CETHHTLILIIC, V7
FT =7 OFEHEENT TEmW T etk R Y 27
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Example 1: An Enterprise Resource Planning (ERP)
Management system contains a feature that
automates manufacturing material restocking. This
feature ensures that the right materials are ordered
and delivered to appropriate production operations.
However, a qualified person checks the materials
before their use in production. The failure of this
feature to perform as intended may result in a mix-up
in restocking and delivery, which would be a quality
problem because the wrong materials would be
restocked and delivered. However, the delivery of
the wrong materials to the qualified person should
result in the rejection of those materials before use in
production; as such, the quality problem should not
foreseeably lead to compromised safety. The
manufacturer identifies this as an intermediate (not
high) process risk and determines assurance
activities commensurate with the process risk. The
manufacturer already undertakes some of those
identified assurance activities so implements only the

remaining identified assurance activities.

A1 I: ERP EBEY AT A, BEEM OfKE
HEMb T 288 AFr>, ZOREICE D, L)
TRRAREDY fESEICESCE A, YRGS
—vail@miFeind, 72720, qualified
person MGG T HRNIMEIZF = v 7 L
TV, ZOREPEMEY ([ZEEL RV
A ffiFE LBk CE D E X 3V U D ATRENED B
V. HRES MR TR BliE S e C
EMG BRI DN D ARetEr o b, 7272
L. [i#E - 728853 qualified person (2 1T 5 4L
&, ENOOMEHIRLE I S LA
EESNDTHAD, TOH, WEMEIZ X
DZEMERERDND Z LT TRTE 2, f
BWEEIT, AT @ELRY) Yak R
VR7EL, 7PuatAY 27206 U RFHEE)
BRET D, BIEERIT, BT N IRANEE)
D—H 2B FERFE A TH Y . 750 OLRGEES)
DI FEhi T %,

Example 2: A similar feature in another ERP
management system performs the same tasks as in
the previous example except that it also automates
checking the materials before their use in production.
A qualified person does not check the material first.
The manufacturer identifies this as a high process
risk because the failure of the feature to perform as
intended may result in a quality problem that
foreseeably compromises safety. As such, the
manufacturer will determine assurance activities that
are commensurate with the related medical device
risk. The manufacturer already undertakes some of
those identified assurance activities so implements

only the remaining identified assurance activities.

A 2: 0> ERP & HLL 2T A DRI DML,
IO &R X A7 ZFRITT 508, ik
THRIOMEF = > 7 L AL L TV 5,
qualified person |ZHFRNIAMEZ T =~ 7 LTV
R, FEESEXGE Y ICEE L& etk
DR ONDZENTRTE L L) RAEME
\ZORMBDAREMEN S BT, BEHEE LI
ZamWZrtx ) 27 LKL TWD, £DT
O, BEEF L, BET 2 ERES Y R 718
U7 RSB 2 BT 5, BERE T T 60
TARFEEB O — A2 BEICE L T\ 5720, 5%
D OURAHEEN O B % Kl d 5,
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Example 3: An ERP management system contains a
feature to automate product delivery. The medical
device risk depends upon, among other factors, the
correct product being delivered to the device user. A
failure of this feature to perform as intended may
result in a delivery mix-up, which would be a quality
problem that foreseeably compromises safety; as
such, the manufacturer identifies this as a high
process risk. Since the failure would compromise
safety, the manufacturer will next determine the
related increase in device risk and identify the
assurance activities that are commensurate with the
device risk. In this case, the manufacturer has not
already implemented any of the identified assurance
activities so implements all of the assurance

activities identified in the analysis.

A7 3: ERP FHLY 27 A2k, WA E A E)
b 2HEPEEN TS, EFRKERD) 27

X, EE RSO —F—ICmIT b b
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b, BEERERDLNDZENTRTE S,
FDi, BE¥ERII L EENTaE R X
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Example 4: An automated graphical user interface
(GUI) function in the production software is used for
developing test scripts based on user interactions and
to automate future testing of modifications to the
user interface of a system used in production. A
failure of this GUI function to perform as intended
may result in implementation disruptions and delay
updates to the production system, but in this case,
these errors should not foreseeably lead to
compromised safety because the GUI function
operates in a separate test environment. The
manufacturer identifies this as a low (not high)
process risk and determines assurance activities that
are commensurate with the process risk. The
manufacturer already undertakes some of those
identified assurance activities so implements only the

remaining identified assurance activities.

4. ®iEY 7 by =T OREMEENT ST T
A HNVa—P— o B —T = — R (GUI) HHE
X, 22— — L OXFEESNTT A RRAT Y
T hEERR L, RETHEA SN VAT LD
— P H =T == ADEEIHT DR
DT A MEHBET 2 WO A THEA ST
W5, 2O GUIBEREDEXE Y ICEIE L i
A FERPE S, BE S AT ADOEFNE
T LR S D, 7L, ZO%HA GUI
RRITANOT A MRECHEMET 572, =T —
WZE VBN EDbNND Z ST TR TE R

V, BUEREE T, ChEREY (&) Ie
BRAY R L LTHEL, 7etRY X726
U7 RiEEB A R E T 5, BIEER T, 2T 6
NTRFETE B O — B A BEIZ I L T\ D 729,

D ORGHEB) O A% KT 5,

%%%; BASH (& 19

20
BZLib-126 CSA(draft) r0.docx



FDA

Computer Software Assurance for Production and Quality System Software

No. BZLib-126

As noted in FDA’s guidance, “30-Day Notices, 135

Day Premarket Approval (PMA) Supplements and

FDA %A # > A [30-Day Notices, 135 Day

Premarket Approval (PMA) Supplements and 75-

75-Day Humanitarian Device Exemption (HDE)

Day Humanitarian Device Exemption (HDE)

Supplements for Manufacturing Method or Process

Supplements for Manufacturing Method or Process

Changes,”® for devices subject to a PMA or HDE,
changes to the manufacturing procedure or method
of manufacturing that do not affect the safety or
effectiveness of the device must be submitted in a

periodic report (usually referred to as an annual

safety and effectiveness of the device must be
submitted in a 30-day notice.® Changes to the

manufacturing procedure or method of

in production or the quality system. For an addition

or change to software used in production or the
FDA recommends that manufacturers apply the
change may affect the safety or effectiveness of the
should be submitted in a 30-day notice. If a change
would not result in a quality problem that

foreseeably compromises safety, an annual report

may be appropriate.

report).” In contrast, modifications to manufacturing

procedures or methods of manufacture that affect the

manufacturing may include changes to software used

quality system of devices subject to a PMA or HDE,

principles outlined above in determining whether the

device. In general, if a change may result in a quality

problem that foreseeably compromises safety, then it

Changes| SIZREEN TV D K 912, PMA XiZ
HDE D35 & 70 2 ERHEARIC OV TR, SR
DL SNIA N B E 5 2 70 s F
NS T B 7 VE DA 2 E RS (B,
annual report & FEIEAL D) TR LR TNIER S
RN T, RIS O LA IR
B bz HREFNEOTRE FIEOE R, 30-
day notice ZHEHH L7220 Huid 72 6720 8, BEF
NES T EE 7 E DA RIS, fE T E T A
TOAEHEIND Y 7 N =T OEEREEN
52 &N D, PMA XTI HDE OxfG L2 5%
AR OBLE TWE VAT A THEHA SRS Y
7 b =T ~OBMAFEFIZONT, EEN
BRI e O 22 AV SUTAINEIC R8BS 2 wHetk:
DD DHME D W 28R, Lo iAl%
WHT 52 25, —RIZ, BEICK
STREMNPERDOND Z LN TRENDWE
MIREIZ D723 2 FIREMEDS & D 5 1E. 30-day
notice CIRMT DMLENH D, EDOERMN, &
SR DbND Z LN TR TE D MERBEIC
DI B IRWEATE, annual report 23 E)
Lz,

6 Available at https://www.fda.gov/regulatory-information/search-fda-guidance-documents/30-day-notices-135-day-

remarket-approval-pma-supplements-and-75-day-humanitarian-device-exemption.

7 21 CFR 814.39(b), 814.126(b)(1), and https://www.fda.gov/regulatory-information/search-fda-guidance-

documents/annual-reports-approved-premarket-approval-a

lications-pma.

8 21 CFR 814.39(b), 814.126(b)(1). Changes in manufacturing/sterilization site or to design or performance

specifications do not qualify for a 30-day notice.

8 21 CFR 814.39(b), 814.126(b)(1), BLEARESZITOZE R, XITERFH IIMERE(LER D Z B 1% 30-day notice D

SEEITIT 72 B 720,
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For example, a Manufacturing Execution System
(MES) may be used to manage workflow, track
progress, record data, and establish alerts or
thresholds based on validated parameters, which are
part of maintaining the quality system. Failure of
such an MES to perform as intended may disrupt
operations but not affect the process parameters
established to produce a safe and effective device.
Changes affecting these MES operations are
generally considered annually reportable. In contrast,
an MES used to automatically control and adjust
established critical production parameters (e.g.,
temperature, pressure, process time) may be a change
to a manufacturing procedure that affects the safety
or effectiveness of the device. If so, changes
affecting this specific operation would require a 30-

day notice.

Bl Z1F, BEERITY AT A (MES) 2 L
T, V=7 7u—0FH, EERIRNOEH, 7
— X OFEk, KUY T — FENTZRTA—H
WZHEAD W ER T L EVEZ ML T 5 Z &)
TELD, ZhOIEmE Y AT LOHERFO—EL
Thb, ZTDOXH7 MES BNEX@ED IZEIEL
RWGE . EBNTREEND RIS DD O
D, ZBETHR R ERESR 2 RIET 572012
WL SN T B ART A— 2 |TITHBE LR
VY, —fREYIC MES O Z D X 95 2R ¥R
HEFZ, FRTHRET TN EEZZ DR
Do RMAIIZ, fESL SN ToHEE RS/ RT A —
X (IR, BT, ALERRERSE) A2 H B
IR M ONFER9- 5 72 DI & D MES T
TUE, RSO M IA I A 5
2 LHETFIADOETE L e D AlREMERH Y . Z D
FEH BT 58 WIZ1E 30-day notice DA EET
H5,

é%%; KAt XE

21

20
BZLib-126 CSA(draft) r0.docx




FDA
Computer Software Assurance for Production and Quality System Software
No. BZLib-126

C. Determining the Appropriate Assurance Activities

C. BYRRIEB DI E

Once the manufacturer has determined whether a
software feature, function, or operation poses a high
process risk (a quality problem that may foreseeably
compromise safety), the manufacturer should
identify the assurance activities commensurate with
the medical device risk or the process risk. In cases
where the quality problem may foreseeably
compromise safety (high process risk), the level of
assurance should be commensurate with the medical
device risk. In cases where the quality problem may
not foreseeably compromise safety (not high process
risk), the level of assurance rigor should be
commensurate with the process risk. In either case,
heightened risks of software features, functions, or
operations generally entail greater rigor, i.e., a
greater amount of objective evidence. Conversely,
relatively less risk (i.e., not high process risk) of
compromised safety and/or quality generally entails
less collection of objective evidence for the computer

software assurance effort.

TLHEREE T, V7 MU =T ORI TR S
D7t 2 27 (ZetEzEiR s 2 en
TR TE DMERME) (2O NDE 9 hEH
WrL7-t% T, BEFE#ERY A7 I7etx ) 2
JS U RFEEE &2 B H 20N T 5 MR H

Do dnEMBEIZ X0 2R b2 alRetkE
NTRTEHHEE (BT rtERY RAY) Rk
DLV EFREGRO ) A7 15 e b iz
DLEND L, WEMEIC LY e E b
NAHAEEMEZ TR TE 2 WSS (B v m
TRAY R, RIEDRE S DL~ I 7t R
JAZIZIE LI b DIZT HMER DD, WTH
DEHEL. RS, VT T =T ORE R
BB/ EBDY A7 Bm b e, KV E&E 72
D, X0 ZLORBINZRFHLA NI L 702,
2, B, KO (CUT) SERERDb S Y

A7 B (DFED, Bl RN T rE R
UR7) E, —REIC, arta—F—Y7
Y = TRAEOT Y fLAD 7= DITIUET R EHE
B 725 LT D 72 < T2 B

A feature, function, or operation that could lead to
severe harm to a patient or user would generally be
high device risk. In contrast, a feature, function, or
operation that would not foreseeably lead to severe
harm would likely not be high device risk. In either
case, the risk of the software’s failure to perform as
intended is commensurate with the resulting medical

device risk.

— R, BE TV —ICEKRREEE D
7o b RAIREVE D & 2 FFBERE ER5 1L, IR
W U 27 5@, SHREVIC, RAREEL S
BT 2 ENTRTE VRS TR 35
X, B A7 BEL< RN EREN, W
THOLBETH, Y7 by =7 HNEXIEY ([ZH)
ELZ2WY 2703, fiRE LTAL DIERKSG
DAZIZHBI LI b D &R D,
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If the manufacturer instead determined that the
software feature, function, or operation does not pose
a high process risk (i.e., it would not lead to a quality
problem that foreseeably compromises safety), the
manufacturer should consider the risk relative to the
process, i.e., production or the quality system. This is
because the failure would not compromise safety, so
the failure would not introduce additional medical
device risk. For example, a function that collects and
records process data for review would pose a lower
process risk than a function that determines

acceptability of product prior to human review.

A N E ALV TV S A =
AY AT RN (DFEY, BEMEEERR S &
DT R TE D WERBEIC SRR B2 & fr
L72BAIE, 7T RcBlTHI 27, Thb
LAGEIXME Y AT KT 5 U 27 Rt
TOHMLENRD D, Thux, BREIC Lo TRt
DO D Z L3, E->T, MEIZLY
R ) A7 BREL DT LTV HT
Hb, BlziE, VE2—DEbII kAT —
2 WA Litdd oMReIE, NlckbLrbE=—
DORNZHBOEEHEEITOMEELY b7 nt
A2 Y A7 MR,

Types of assurance activities commonly performed
by manufacturers include, but are not limited to, the

following:

e Unscripted testing — Dynamic testing in which
the tester’s actions are not prescribed by written

instructions in a test case.’ It includes:

e Ad-hoc testing — A concept derived from
unscripted practice that focuses primarily on
performing testing that does not rely on large
amounts of documentation (e.g., test

procedures) to execute. '

e Error-guessing — A test design technique in
which test cases are derived on the basis of
the tester’s knowledge of past failures or

general knowledge of failure modes."!

BUEZEE S — WA TS D PREETS BN IZ LA T
BHDHN, TNHIZRESNDHDOTIERY,

o FHERIZVIFETRAI - TAMNEYEDOT Y
varn, TAMr—AOE@mIZLSER
ICHESNZWEINT A R LR EEN
60

o T REyITARN -AZ U7 Maflibip
WHIENSIRE LTS THY . KED
E (B 7 A MFIESE) IKFE LR
TANEITICERBEREZBWEHD 1,

o T T—HEH - T A MEEHTFHEDO—DT
HY ., 7T ANMIYEFOWEEOBEIZE S
2 FNFHOUE— ey 2T — IR 5
HFIZHESNWTT A N — A %ZAERT 5

11

o

° IEC/IEEE/ISO 29119-1 First edition 2013-09-01: Software and systems engineering — Software testing - Part 1:

Concepts and definitions, Section 4.94.
10 Tbid., Section 5.6.5
1 Ibid., Section 4.14.
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o Exploratory testing — Experience-based
testing in which the tester spontaneously
designs and executes tests based on the
tester’s existing relevant knowledge, prior
exploration of the test item (including results
from previous tests), and heuristic “rules of
thumb” regarding common software
behaviors and types of failure. Exploratory
testing looks for hidden properties, including
hidden, unanticipated user behaviors, or
accidental use situations that could interfere
with other software properties being tested

and could pose a risk of software failure.!?

e Scripted testing — Dynamic testing in which the
tester’s actions are prescribed by written
instructions in a test case. Scripted testing
includes both robust and limited scripted

testing. '3

e Robust scripted testing — Scripted testing
efforts in which the risk of the computer
system or automation includes evidence of
repeatability, traceability to requirements, and

auditability.

e Limited scripted testing — A hybrid
approach of scripted and unscripted testing
that is appropriately scaled according to the
risk of the computer system or automation.
This approach may apply scripted testing for
high-risk features or operations and
unscripted testing for low- to medium-risk

items as part of the same assurance effort.

BROTA P - REBRICESTART
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LTCIEIERZ VT R TR MEFERET 5,

12 Ibid., Section 4.16.
13 Tbid., Section 4.37.
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In general, FDA recommends that manufacturers
apply principles of risk-based testing in which the
management, selection, prioritization, and use of
testing activities and resources are consciously based
on corresponding types and levels of analyzed risk to
determine the appropriate activities.'* For high-risk
software features, functions, and operations,
manufacturers may choose to consider more rigor
such as the use of scripted testing or limited scripted
testing, as appropriate, when determining their
assurance activities. In contrast, for software
features, functions, and operations that are not high-
risk, manufacturers may consider using unscripted
testing methods such as ad-hoc testing, error-
guessing, exploratory testing, or a combination of
methods that is suitable for the risk of the intended

use.

—fRAIIZ, FDA 1%, BEREEN Y R N—R T
A MOFEAIZEHAT S Z &R LW D, T
72 B R IEE AR ET DT A7 oM
L., ZOYU A7 O E LA-YVITERBIIZEED
WTT A MNEENE Y Y —2ZEFHE L, ®INL,
BEIEN A L, AT THD M VR
7 DY 7 N T =T ORHE TR OIR
AEEE 2R ET HBE. RAHEENZ]) KV
BT L2 e amatd 5, plE, A2 V7 b
T A NUERER LA VT R T AR EL B)
DD LR b DAL 2%, KREIZ, Y
AT MEL RN T T = T O HRE
BIZOWTIE, FEAZ U7 b T 2 N FEOMEA
ERECE 5, FIZIE, T KRRy I TAR =
T —HEW, PRBINT A b BRI LI-HiEo
U AT G2 T2 7k E A G DY D5,

When deciding on the appropriate assurance
activities, manufacturers should consider whether
there are any additional controls or mechanisms in
place throughout the quality system that may
decrease the impact of compromised safety and/or
quality if failure of the software feature, function or
operation were to occur. For example, as part of a
comprehensive assurance approach, manufacturers
can leverage the following to reduce the effort of

additional assurance activities:

e Activities, people, and established processes that
provide control in production. Such activities
may include procedures to ensure integrity in the
data supporting production or software quality
assurance processes performed by other

organizational units.

14 Ibid., Section 4.35.
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Established purchasing control processes for
selecting and monitoring software developers.
For example, the manufacturer could incorporate
the practices, validation work, and electronic
information already performed by developers of
the software as the starting point and determine
what additional activities may be needed. For
some lower-risk software features, functions, and
operations, this may be all the assurance that is

needed by the manufacturer.

Additional process controls that have been
incorporated throughout production. For
example, if a process is fully understood, all
critical process parameters are monitored, and/or
all outputs of a process undergo verification
testing, these controls can serve as additional
mechanisms to detect and correct the occurrence
of quality problems that may occur if a software
feature, function, or operation were to fail to
perform as intended. In this example, the
presence of these controls can be leveraged to
reduce the effort of assurance activities

appropriate for the software.

The data and information periodically or
continuously collected by the software for the
purposes of monitoring or detecting issues and
anomalies in the software after implementation
of the software. The capability to monitor and
detect performance issues or deviations and
system errors may reduce the risk associated
with a failure of the software to perform as
intended and may be considered when deciding

on assurance activities.
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e The use of Computer System Validation tools
(e.g., bug tracker, automated testing) for the
assurance of software used in production or as

part of the quality system whenever possible.

e The use of testing done in iterative cycles and
continuously throughout the lifecycle of the
software used in production or as part of the

quality system.

o HLENIIME Y AT LADO—HERE LTS
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For example, supporting software, as referenced in
Section V.A., often carries lower risk, such that the
assurance effort may generally be reduced
accordingly. Because assurance activities used
“directly” in production or the quality system often
inherently cover the performance of supporting
software, assurance that this supporting software
performs as intended may be sufficiently established
by leveraging vendor validation records, software
installation, or software configuration, such that
additional assurance activities (e.g., scripted or

unscripted testing) may be unnecessary.
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Manufacturers are responsible for determining the
appropriate assurance activities for ensuring the
software features, functions, or operations maintain a
validated state. The assurance activities and
considerations noted above are some possible ways
of providing assurance and are not intended to be
prescriptive or exhaustive. Manufacturers may
leverage any of the activities or a combination of
activities that are most appropriate for risk associated

with the intended use.
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D. Establishing the Appropriate Record
D. B2 FEEDVERK

When establishing the record, the manufacturer
should capture sufficient objective evidence to
demonstrate that the software feature, function, or
operation was assessed and performs as intended. In

general, the record should include the following:

e the intended use of the software feature,
function, or operation;

e the determination of risk of the software feature,
function, or operation;

e documentation of the assurance activities

conducted, including:

e description of the testing conducted based on
the assurance activity;

e issues found (e.g., deviations, failures) and
the disposition;

e conclusion statement declaring acceptability
of the results;

e the date of testing/assessment and the name
of the person who conducted the
testing/assessment;

e established review and approval when
appropriate (e.g., when necessary, a signature
and date of an individual with signatory

authority)
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o
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Documentation of assurance activities need not
include more evidence than necessary to show that
the software feature, function, or operation performs
as intended for the risk identified. FDA recommends
the record retain sufficient details of the assurance
activity to serve as a baseline for improvements or as

a reference point if issues occur.

BEINTZUAZIZHLTY 7 U= T OR
SRR EBP BB ICEIET 5 2 L AT
REIZDWTIE, MERAKREL LD b D Z ORFEE
OXLEIZEZDR < ThH XV, FDA X, Gkl
RAEBI O+ 052 VAT X 51T L, &
BOIZDDR—AT A RN E LT L X
DERICHWA Z LM TELLOICTHI L%
HELES 5 15,

15 For the Quality System regulation’s general requirements for records, including record retention period, see 21 CFR

820.180.
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Table 1 provides some examples of ways to
implement and develop the record when using the
risk-based testing approaches identified in Section
V.C. above. Manufacturers may use alternative
approaches and provide different documentation so
long as their approach satisfies applicable legal

documentation requirements.

11X, FRVCETHESINTLY A7 X—2
DT AT Ta—F AT L8 (A

Z) FE L. Rk AAERCT D TEOEI < o
PR L TG, BUEER T, 34T DL CE
BN TRY , U ERRLT e —F %
AL, AFERARDCEEERLTE LU,

[FRiE] AT 3ni=d, ROHFIZER I ZLHEE
TN, STTDOFROHBICIR LT=F L il 7=, Tablel @
FRIT p. 31 B,

Table 1 - Examples of Assurance Activities and Records

Assurance

approval of test

plan

Activity Test Plan Test Results Record (Including Digital)
Scripted Test objectives Pass/fail for test Intended use
Testing: Test cases (step- case Risk determination
by-step Details regarding Detailed report of testing performed
Robust procedure) any Pass/fail result for each test case
Expected results failures/deviations Issues found and disposition
Independent found Conclusion statement
review and Record of who performed testing and
approval of date
testcases Established review and approval
when appropriate
Scripted cases (step-by- Pass/fail for test Intended use
Testing: step procedure) case identified Risk determination
identified Details regarding Summary description of testing
Limited Expected results any performed
for the test cases failures/deviations Pass/fail test result for each test case
Identify found Issues found and disposition
unscripted Conclusion statement
testing applied Record of who performed testing and
Independent date
review and Established review and approval

when appropriate

'S EREMREE & G e, KBTS

&o

2T LB O— BRI oW T, 21 CFR 820.180 2o =
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Aliscl:il:liltl;e Test Plan Test Results Record (Including Digital)
Unscripted e  Testing of Details regarding Intended use
Testing: features and any Risk determination
functions with failures/deviations Summary description of features and
Ad-hoc no test plan found functions tested and testing
performed
Issues found and disposition
Conclusion statement
Record of who performed testing and
date of testing
Established review and approval
when appropriate
Unscripted e  Testing of Details regarding Intended use
Testing: failure-modes any failures/ Risk determination
with no test plan deviations found Summary description of failure-
Error modes tested and testing performed
guessing Issues found and disposition
Conclusion statement
Record of who performed testing and
date of testing
Established review and approval
when appropriate
Unscripted e [Establish high Pass/fail for each Intended use
Testing: level test plan test plan objective Risk determination
objectives (no Details regarding Summary description of the
Exploratory step-by-step any objectives tested and testing
Testing procedure is failures/deviations performed
necessary) found Pass/fail test result for each objective

Issues found and disposition
Conclusion statement

Record of who performed testing and
date of testing

Established review and approval

when appropriate
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The following is an example of a record of assurance
in a scenario where a manufacturer has developed a
spreadsheet with the intended use of collecting and
graphing nonconformance data stored in a controlled
system for monitoring purposes. In this example, the
manufacturer has established additional process
controls and inspections that ensure non-conforming
product is not released. In this case, failure of the
spreadsheet to perform as intended would not result
in a quality problem that foreseeably leads to
compromised safety, so the spreadsheet would not
pose a high process risk. The manufacturer
conducted rapid exploratory testing of specific
functions used in the spreadsheet to ensure that
analyses can be created, read, updated, and/or
deleted. During exploratory testing, all calculated
fields updated correctly except for one deviation that
occurred during update testing. In this scenario, the

record would be documented as follows:

o Intended Use: The spreadsheet is intended for
use in collecting and graphing nonconformance
data stored in a controlled system for monitoring
purposes; as such, it is used as part of production
or the quality system. Because of this use, the
spreadsheet is different from similar software
used for business operations such as for

accounting.

PLFIE, BHLUEZRHBER, avrite—r sz
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Ba. A7 Ly R— FREKEY IZEEL 72
<Th, ZeMEPERDPND ETRTESME
MEIZIEZ SRR b=, A7 Ly R— |
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Do

o EBEXLZRA®: A7y Fy—HME, av
b — L SRR AT LTS T
WHRBEET —ZZNEL T 77T 5
TOIERTA2ZE2ERL TR, i
ITHE AT LO—HE LTHEH I
by ZORHBNL, AT Ly Ri— M,
DEPFEO B VR AVEERNIEH S5 FEED
V7 =T LIRS,

%%%; BASH (& 33

20
BZLib-126 CSA(draft) r0.docx



FDA

Computer Software Assurance for Production and Quality System Software

No. BZLib-126

Risk-Based Analysis: In this case, the software
is only used to collect and display data for
monitoring nonconformances, and the
manufacturer has established additional process
controls and inspections to ensure that
nonconforming product is not released.
Therefore, failure of the spreadsheet to perform
as intended should not result in a quality
problem that foreseeably leads to compromised
safety. As such, the software does not pose a
high process risk, and the assurance activities

should be commensurate with the process risk.

Tested: Spreadsheet X, Version 1.2

Test type: Unscripted testing — exploratory

testing

Goal: Ensure that analyses can be correctly

created, read, updated, and deleted

Testing objectives and activities:

e (Create new analysis — Passed

e Read data from the required source — Passed

e Update data in the analysis — Failed due to

input error, then passed

e Delete data — Passed
e  Verify through observation that all calculated

fields correctly update with changes—Passed

with noted deviation

Deviation: During update testing, when the user

inadvertently input text into an updatable field

YRIR—=ZG5H: ZOFITIE, Y7 by
= TIIRNEAGER T — 2 ZUE L, T
HIEOICOREHAINTEY, REE R
VU —ALRNEIITT H7-DITBMNRY
R Ay ha—L RN S
TWb, - T, A7 by Rv— FBER

DICEMEL RS TYH, ZaErnfibh
D2 ENRTRTED XD 7R EERM
DL LT, 2O, Y7 U7
EEWT2' R A7 B35 D LTV
PRAEEENI 7 n R Y A7 IS LT b D &
TOMERD D,

BEHizHo7

7 A b XER: Spreadsheet X, Version 1.2
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7 Ak

T b HTRERDNIE L < PR A HLD
SR HIBRTE S Z & a T %,

T A b DR HAE & EE):

o HTREROFHUER - G

o WERY—ANbLT —HEkmAHRD -
s

o NHTHEROT —XEHH - AJ1=T7—
NRK TR L=, ZO%ERK

o T—HXDHIR - B
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MRRET 5 - &, Tl L&ElidH v,
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requiring numeric data, the associated row MO TTHFANEANTDE, BET D
showed an immediate error. TIZTClILZ T —DRRRINT,
0
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e Conclusion: No errors were observed in the
spreadsheet functions beyond the deviation.
Incorrectly inputting text into the field is
immediately visible and does not impact the risk
of the intended use. In addition, a validation rule
was placed on the field to permit only numeric

data inputs.

o When/Who: July 9, 2019, by Jane Smith

o ffEm ¢ LRSS O T — 3B IR
Mmolc, 74—V RICESTTHF A MAS
L2 39 <icilontry, BEXLE
MBO Y A7 T2, S BT,
BT =2 AN OHET AT HNY T — =
Y=V i T =)V RIZERIT T2,

o TR MHAM/TANE: July9,2019, by Jane
Smith

Advances in digital technology may allow for
manufacturers to leverage automated traceability,
testing, and the electronic capture of work performed
to document the results, reducing the need for
manual or paper-based documentation. As a least
burdensome method, FDA recommends the use of
electronic records, such as system logs, audit trails,
and other data generated by the software, as opposed
to paper documentation and screenshots, in
establishing the record associated with the assurance

activities.
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Manufacturers have expressed confusion and
concern regarding the application of Part 11,
Electronic Records; Electronic Signatures, to
computers or automated data processing systems
used as part of production or the quality system. As

described in the “Part 11, Electronic Records;

Electronic Signatures - Scope and Application”

guidance,'® the Agency intends to exercise
enforcement discretion regarding Part 11
requirements for validation of computerized systems
used to create, modify, maintain, or transmit
electronic records (see 21 CFR 11.10(a) and 11.30).
In general, Part 11 applies to records in electronic
form that are created, modified, maintained,
archived, retrieved, or transmitted under any records
requirements set forth in Agency regulations (see 21
CFR 11.1(b)). Part 11 also applies to electronic
records submitted to the Agency under requirements
of the Federal Food, Drug, and Cosmetic Act (FD&C
Act) and the Public Health Service Act (PHS Act),
even if such records are not specifically identified in

Agency regulations (see 21 CFR 11.1(b)).

HEREH 1L, Part 11, Electronic Records;
Electronic Signatures O H3E T E T A7 LD
—H L LTS 2 Ea—F =TS
F— B S 2T B~ DE I OV TIREL & 5%
SEEHLTEL,
Electronic Signatures - Scope and Application] 7
A Z 2 THBH SN TS Ko, HEIE,
B RCEROIER, BIE, HEFFEEL, XIHMnEZ
EHEhdarBa—2—bv AT LN F—
v a BT S Part 11 EARZB L THITOR
BHEAITHET 52580 THD (21 CFR 11.10(a)
KOV 11.30 22 M), — KAV, Part 11 (%, 24
JR OB TE D b T IR B DN THE
AR, AETE, HERFEBL, 7— A 7, B, XX
ks sE A EXOESEICEH S NS (21
CFR 11.1(b) ZZf#), Part 11 (%, FDA O#LHl
(21 CFR 11.1(b)Z &) ([T I TV Rd o
72 & L T%, Federal Food, Drug, and Cosmetic
Act (FD&C Act) T Public Health Service Act
(PHS Act) OEHICEESWHTYRICi_RH S D
Rk b EH S D,

[FRIE] Part 11 &2 OY Scope and Application 71
K ZADFIFRIZ DU TIE, https:/bunzen.co.jp/
Z,

[Part 11, Electronic Records:

In the context of computer or automated data
processing systems, for computer software used as
part of production or the quality system, a document
required under Part 820 and maintained in electronic
form would generally be an “electronic record”
within the meaning of Part 11 (see 21 CFR
11.3(b)(6)). For example, if a document requires a
signature under Part 820 and is maintained in
electronic form, then Part 11 applies (see, e.g., 21
CFR 820.40 (requiring signatures for control of

required documents)).

ara—F—IHILE N T —F 0
AT BIZEBWT, Part 820 DOEfFC kv HliE Y
ITE AT LD LTHERHEN S 2
2—H4 =7 " =T NETHCHERFE S
L3CEE, WBEIL Part 11 TEMNT D BT
$k) (21 CFR 11.3(b)6)2 &) L7225 ThA

9o BlZIE, SCEN Part 820 (ZHS < B4 &L
mE L, TP E T CTHRFEEI NS

A, Part 11 2V S5, (FIAIX, (BT
DOENAXLEDaL N — LD DDEL K
HTUN5) 21 CFR 820.40 %% R),

16 https://www.fda.gov/regulatory-information/search-fda-guidance-documents/part-11-electronic-records-electronic-
signatures-scope-and-application.
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Appendix A. Examples
ek A, Bl
The examples in this section outline possible application of the principles in | Z DFETZHIFHHL, SFIFERY 7 MU = TIRIEE1T D %1HE T,
this draft guidance to various software assurance situations cases. RKRTT NIAZ L ZATRTFEAZ EO X ) I TE 502 E
THHLDOTHD,
Example 1: Nonconformance Management System
Bl REAGEE S AT A
A manufacturer has purchased COTS software for automating their FLEERIT, FEEG 7B RXA 2 HEET 52720 COTS V7 U =
nonconformance process and is applying a risk-based approach for TEBAL, ZOHEANIHI->Tarta—4—Y 7 MU= TLRGE
computer software assurance in its implementation. The software is WA R=2AT7 Tun—Fz@HLLo>E LTWD, ZOYT Y
intended to manage the nonconformance process electronically. The = 7IE, AEAE TR AEEFIICERT L2 AEK LTS,
following features, functions, or operations were considered by the LGSR L, U A7 RX—ZADORFEIE 2 1285 5 CTLUT DR/
manufacturer in developing a risk-based assurance strategy: BeRE, B MR LT,
[FRiE] Adsoicd, ROPICRLEZTHETIZ, TOERDHE
WZFR L= & %l T 7, Table 2 DFRIL p.4l 2R,
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Table 2. Computer Software Assurance Example for a Nonconformance Management System

Features, Functions, or
Operations

Intended Use of the
Features, Functions or
Operations

Risk-Based Analysis

Assurance Activities

Establishing the appropriate

record

Nonconformance (NC) Initiation

Operations:

e A nonconforming event results
in the creation of an NC record.

o  The necessary data for initiation
are recorded prior to completion
of'an NC initiation task.

e An NC Owner is assigned prior
to completion of the NC

initiation task.

The intended uses of the
operations are to
manage the workflow of
the nonconformance
and to error-proof the
workflow to facilitate
the work and a
complete quality record.
These operations are
intended to supplement
processes established by
the manufacturer for
containment of non-

conforming product.

Failure of the NC initiation
operation to perform as
intended may delay the
initiation workflow, but
would not result in a quality
problem that foreseeably
compromises safety, as the
manufacturer has additional
processes in place for
containment of non-
conforming product. As
such, the manufacturer
determined the NC
initiation operations did not

pose a high process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. In
addition, the manufacturer
supplements these activities
with exploratory testing of
the operations. High level
objectives for testing are
established to meet the
intended use and no

unanticipated failures occur.

The manufacturer documents:

the intended use

risk determination,
summary description of the
features, functions,
operations tested

the testing objectives and if
they passed or failed

any issues found and their
disposition

a concluding statement
noting that the performance
of the operation is
acceptable

the date testing was

performed, and who

performed the testing.
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Features, Functions, or
Operations

Intended Use of the
Features, Functions or
Operations

Risk-Based Analysis

Assurance Activities

Establishing the appropriate
record

Electronic Signature Function:

The electronic signature
execution record is stored as
part of the audit trail.

The electronic signature
employs two distinct
identification components of a
login and password.

When an electronic signature is
executed, the following
information is part of the
execution record:

e The name of the person who
signs the record

e The date (DD-MM-YYYY)
and time (hh:mm) the
signature was executed.

e The meaning associated with
the signature (such as
review, approval,
responsibility, or

authorship).

The intended use of the
electronic signature
function is to capture
and store an electronic
signature where a
signature is required
and such that it meets
requirements for

electronic signatures.

If the electronic signature
function were to fail to
perform as intended, then
production or quality
system records may not
reflect appropriate approval
or be sufficiently auditable,
or may fail to meet other
regulatory requirements.
However, such a failure
would not foreseeably lead
to compromised safety. As
such, the manufacturer
determined that this
function does not pose high

process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. To
provide assurance that the
function complies with
applicable requirements, the
manufacturer performs ad-
hoc testing of this function
with users to demonstrate
the function meets the

intended use.

The manufacturer documents:

e the intended use

e risk determination

e testing performed

e any issues found and their
disposition

e aconcluding statement
noting that the performance
of the function is acceptable

o the date testing was
performed and who

performed the testing.
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Features, Functions, or
Operations

Intended Use of the
Features, Functions or
Operations

Risk-Based Analysis

Assurance Activities

Establishing the appropriate

record

Product Containment Function:

e  When a nonconformance is
initiated for product outside of
the manufacturer’s control, then
the system prompts the user to
identify if a product correction

or removal is needed.

This function is
intended to trigger the
necessary evaluation
and decision-making on
whether a product
correction or removal is
needed when the
nonconformance
occurred in product that

has been distributed.

Failure of the function to
perform as intended would
result in a necessary
correction or removal not
being initiated, resulting in
a quality problem that
foreseeably compromises
safety. The manufacturer
therefore determined that
this function poses high

process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. Since
the manufacturer
determined the function to
pose high process risk, the
manufacturer determined
assurance activities
commensurate with the
medical device risk:
established a detailed
scripted test protocol that
exercises the possible
interactions and potential
ways the function could fail.
The testing also included
appropriate repeatability
testing in various scenarios
to provide assurance that the

function works reliably.

The manufacturer documents:

the intended use

risk determination

detailed test protocol
developed

detailed report of the testing
performed

pass/fail results for each test
case

any issues found and their
disposition

a concluding statement
noting that the performance
of the operation is
acceptable

the date testing was
performed and who
performed the testing

the signature and date of the
appropriate signatory
authority.
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Example 2: Learning Management System (LMS)
B 2: FEEPLL 2T I (LMS)

A manufacturer is implementing a COTS LMS and is applying a risk-based BLEFEF L, COTSLMS ZEHALTWAEZATHY, ZOHEAILH
approach for computer software assurance in its implementation. The software TroTCarvta—4—Y 7 MYz TRFEZY AT RXR—=AT7 7 u—F%
is intended to manage, record, track, and report on training. The following BEHLES>ELTWAS, ZOY 7 hy=T X, Fb—=U T DOF,
features, functions, or operations were considered by the manufacturer in Fhdk. B, MOV AR—bhEEM LTS, BEEEIL, VAT —
developing a risk-based assurance strategy: A DIRFERENG & SLZ2d 2 I CLUT DR HERE BB & MGt LT,
[FRE] AT o, ROPICRIZTLHETIC, TORDOE
ICIR L7z & #eiT 7=, Table3 DFRUT p. 46 B,

o
pass =
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Table 3. Computer Software Assurance Example for an LMS

Features, Functions, or
Operations

Intended Use of the
Features, Functions or
Operations

Risk-Based Analysis

Assurance Activities

Establishing the appropriate
record

The system provides user log-
on features (e.g., username and
password)

The system assigns trainings to
users per the curriculum
assigned by management

The system captures evidence
of users’ training completion
The system notifies users of
training curriculum
assignments, completion of
trainings, and outstanding
trainings

The system notifies users’
management of outstanding
trainings

The system generates reports on
training curriculum
assignments, completion of
training, and outstanding

trainings

All of the features,
functions, and
operations have the
same intended use, that
is, to manage, record,
track and report on
training. They are
intended to automate
processes to comply
with 21 CFR 820.25
(Personnel), and to
establish the necessary

records.

Failure of these features,
functions, or operations to
perform as intended would
impact the integrity of the
quality system record but
would not foreseeably
compromise safety. As
such, the manufacturer
determined that the features,
functions, and operations do

not pose high process risk.

The manufacturer has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities. In
addition, the manufacturer
supplements these activities
with unscripted testing,
applying error-guessing to
attempt to circumvent
process flow and “break”
the system (e.g. try to delete
the audit trail).

The manufacturer documents:

e the intended use

e risk determination

e asummary description of
the failure modes tested

e any issues found and their
disposition

e aconcluding statement
noting that the performance
of the operation is
acceptable

e the date testing was
performed, and who

performed the testing.
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Example 3: Business Intelligence Applications
Bl 3 EVRRA ATV V2R TF )V r—vay

A medical device manufacturer has decided to implement a commercial
business intelligence solution for data mining, trending, and reporting. The
software is intended to better understand product and process performance over
time, in order to provide identification of improvement opportunities. The
following features, functions, or operations were considered by the

manufacturer in developing a risk-based assurance strategy:

b D EFEBISEER L, T—F~A =7 HaoH, ROHEE
VERRD =D DAY R AL T IV V2 AV ) a—a BT
HIEERRE L, ZOY T MU =T IE, WEBSEROT 570
2. —EHIFIChbZs Tl e T 20T =< 2% L0 K<
T 5 EEBRK LTS, BLEEFITY X7 N— 2 ORI %
N D HTTLLUT DR HERE S e LTz,

[FRIE] AT &7, ROFUTRRL A TR T, JLORDZIZIR L

T-F & HelT 1=, Table 4 DFRIL p. 51 &R,
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Table 4. Computer Software Assurance Example for a Business Intelligence Application

Features, Functions, or Intended Use of the Establishing the appropriate
> i Features, Functions or Risk-Based Analysis Assurance Activities g pprop
Operations . record
Operations

Connectivity Functions:

The software allows for

connecting to various databases

in the organization and external

data sources.

The software maintains the
integrity of the data from the
original sources and is able to
determine if there is an issue

with the integrity of the data,

corruption, or problems in data

transfer.

These functions are
intended to ensure a
secure and robust
capability for the
system to connect to the
appropriate data
sources, ensure integrity
of the data, prevent data
corruption, modify, and
store the data

appropriately.

Failure of these functions to
perform as intended would
result in inaccurate or
inconsistent trending or
analysis. This would result
in failure to identify
potential quality trends,
issues or opportunities for
improvement, which in
some cases, may result in a
quality problem that
foreseeably compromises
safety. As such, the
manufacturer determined
that these functions posed
high process risk,
necessitating more-rigorous
assurance activities,
commensurate with the

related medical device risk.

The manufacturer determined
assurance activities
commensurate with the
medical device risk and has
performed an assessment of
the system capability,
supplier evaluation, and
installation activities.
Additionally, the
manufacturer establishes a
detailed scripted test protocol
that exercises the possible
interactions and potential
ways the functions could fail.
The testing also includes
appropriate repeatability
testing in various scenarios to
provide assurance that the

functions work reliably.

The manufacturer documents:

the intended use

risk determination
detailed test protocol

a detailed report of the
testing performed
pass/fail results for each
testcase

any issues found and their
disposition

a concluding statement
noting that the performance
of the operation is
acceptable

the date testing was
performed, and who
performed the testing

the signature and date of
the appropriate signatory
authority.
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Features, Functions, or
Operations

Intended Use of the
Features, Functions or
Operations

Risk-Based Analysis

Assurance Activities

Establishing the appropriate
record

Usability Feature:

o  The software provides the user

a help menu for the application.

This feature is intended
to facilitate the
interaction of the user
with the system and
provide assistance on
use of all the system

features.

The failure of the feature to
perform as intended is
unlikely to result in a
quality problem that would
lead to compromised safety.
Therefore, the manufacturer
determined that the feature
does not pose high process

risk.

The feature does not
necessitate any additional
assurance effort beyond what
the manufacturer has already
performed in assessing the
system capability, supplier
evaluation, and installation

activities.

The manufacturer documents:

e the intended use

e risk determination

o the date of assessment and
who performed the
assessment

e aconcluding statement
noting that the performance
is acceptable given the

intended use and risk.
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Features, Functions, or
Operations

Intended Use of the
Features, Functions or
Operations

Risk-Based Analysis

Assurance Activities

Establishing the appropriate
record

Reporting Functions:

The software is able to create
and perform queries and join
data from various sources to
perform data mining.

The software allows for various
statistical analysis and data
summarization.

The software is able to create
graphs from the data.

The software provides the
capability to generate reports of

the analysis.

These functions are
intended to allow the
user to query the data
sources, join data from
various sources,
perform analysis, and
generate visuals and
summaries. These
functions are intended
for collection and
recording data for
monitoring and review
purposes that do not
have a direct impact on
production or process
performance. In this
example, the software is
not intended to inform

quality decisions.

Failure of these functions to
perform as intended may
result in a quality problem
(e.g., incomplete or
inadequate reports) but, in
this example, would not
foreseeably lead to
compromised safety
because these functions are
intended for collection and
recording data for
monitoring and review
purposes that do not have a
direct impact on production
or process performance.
Therefore, the manufacturer
determined that these
functions do not pose high

process risk.

The supplier of the reporting
software has validated the
ability of the software to
create and perform queries,
join data from various
sources to perform data
mining, perform statistical
analysis and data
summarization, create graphs
and generate reports. Beyond
this, the manufacturer has
assessed the system
capability and performed
supplier evaluation and
installation activities. As
such, the manufacturer
determined that the reporting
functions of the software do
not necessitate any additional
assurance effort beyond these

activities.

The manufacturer documents:

e the intended use

e risk determination

o the date of assessment and
who performed the
assessment

e aconcluding statement
noting that the performance
is acceptable given the

intended use and risk.
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