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Principle
JR R

The introduction of computerised systems into
systems of manufacturing, including storage,
distribution and quality control does not alter the need
to observe the relevant principles given elsewhere in
the Guide. Where a computerised system replaces a
manual operation, there should be no resultant
decrease in product quality or quality assurance.
Consideration should be given to the risk of losing

aspects of the previous system which could result

from reducing the involvement of operators.

e, B, WEEHEOWREL AT AZar
Ea—gfby A7 n W 28 A L b LT
%, EU Guide to GMP 21z Gadf & T 5 B
R 258574 5 MEEMEIC R D D 13, FAE
¥rharta—F L AT ATEZBRIZL
&, TORMR L LT SE S ERAENME T
LW 2129 %,

(A a—2{td 2] FIOEBITLE~NT, #
EEDORG N LT e ThbldbD b H
HENHYATIZONWTEETRETHD,
[FRE 1] AETIE computerised system % =1 > &°
2 — Xt AT L, computer system & 22 B =
—H AT LERLGITTND,

[FR7E 2] EU Guide to GMP I,
https://ec.europa.eu/health/medicinal-

products/eudralex/eudralex-volume-4_en % D =

&

Personnel
2B

1. Itis essential that there is the closest co-
operation between key personnel and those
involved with computer systems. Persons in

responsible positions should have the appropriate

training for the management and use of systems
within their field of responsibility which utilises
computers. This should include ensuring that
appropriate expertise is available and used to
provide advice on aspects of design, validation,
installation and operation of computerised

system.

1. FEHEB L aEa—F AT MIEET S
TEIEHEICWM I LAY ZENEETH D,
FfEd D3 DFIL, TOEEFMHAND, =
VEa— X B LTV AT AOBEHE KL OF
HlzonCoiEg)/e hv—=v7%%1F% &
T D, Db L—=720%, HEAEk
FHEFICFIHCE D L o1C L, T DMz K
FR, A a—F by AT LDORT. N
V7F—va v, . KOBEZ W ToT
RANAL ZAERETEDL LT Db EE
N5,
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Validation
NY)F—vav

2. The extent of validation necessary will depend 2. NUF—g UREOREMEIZR DN,
on a number of factors including the use to VAT LAOFHBR, EONRY F— 9 R
which the system is to be put, whether the TR 72 D ERRE 72 D>, H LWEEFRE DA
validation is to be prospective or retrospective FIRAENTNDIINED, EOZEOERIIE
and whether or not novel elements are HEhbd, NUTF—varvEFarvta—4Fy
incorporated. Validation should be considered as AT LDTATHA I NDO—HE L THRZD
part of the complete life cycle of a computer REThH D, ZOVA 7ML, FHENE,
system. This cycle includes the stages of fthk, 7mr o107 T2, WEEE, X
planning, specification, programming, testing, Tk, EH, B, BEFOREND 5,
commissioning, documentation, operation,
monitoring and modifying.

System
VAT A

3. Attention should be paid to the siting of 3. AMRERN T AT DB RIT I 0 &
equipment in suitable conditions where I, MR U R R TICRET D L 0 ICH
extraneous factors cannot interfere with the =15,
system.

4. A written detailed description of the system 4. AT KMIZOWTOFEM AT L7 30E (W
should be produced (including diagrams as L LM ES D) HER L, mikiglic
appropriate) and kept up to date. It should ROE DT D,
describe the principles, objectives, security ZOXLETIILLFIZOW TR T 5,
measures and scope of the system and the main o VT LADFAI BHY, EX=2VUT 140
features of the way in which the computer is . A
used and how it interacts with other systems and o ALV a—XDOfEME, KO 2T
procedures. LRFNEE OMEAEIZET 2 (AT

L) FEIR K

5. The software is a critical component of a 5. 7 0=TlE, aryEa—F LT AT LD
computerised system. The user of such HERBRTHD, Y7 by =zT D—H—
software should take all reasonable steps to . &5 5%YFEEHNT, WERE
ensure that it has been produced in accordance VAT MG TY 7 MU = T IMERR SIS
with a system of Quality Assurance. Loz 7T %,
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operators entering or confirming critical data.
Authority to amend entered data should be
restricted to nominated persons. Any alteration
to an entry of critical data should be authorised
and recorded with the reason for the change.
Consideration should be given to building into
the system the creation of a complete record of

all entries and amendments (an “audit trail”).

6. The system should include, where appropriate, 6. MBS U T, EfERT —% N1/ DT
built-in checks of the correct entry and HOEN M U Fxy VHERE VAT AITE
processing of data. ¥ 5 X929 %,

7. Before a system using a computer is broughtinto | 7. 2 o — X 2T 5 A7 A%, EHH
use, it should be thoroughly tested and confirmed WERNCRUERIC T A L, EBE LV ‘%t%’i’ 2
as being capable of achieving the desired results. T DN DH Z L EMR L Tk, FME
If a manual system is being replaced, the two ERBEBEIMZDOTHIVL, TA FKUNY
should be run in parallel for a time, as a part of T—arO—EeL LT, —EHMEITHEEE
this testing and validation. WATTHEATRETH D,

8.  Data should only be entered or amended by 8. 7 —XIX, HERDBHLEILL>TDAHRAT
persons authorised to do so. Suitable methods of BEEND X IICT D, HREZRTZRNEIZ
deterring unauthorised entry of data include the LT —=# AW IET 5720 O 7 Fiik
use of keys, pass cards, personal codes and ELTE, F—, RNAI—F, X=YF o
restricted access to computer terminals. There — R, ara—ZnRk~D7 7 & AHi|[R%E
should be a defined procedure for the issue, Bd, T—H NI MEE (HADISZAT
cancellation, and alteration of authorisation to — K ’2‘5% ate) THTODOMHEROE S, B
enter and amend data, including the changing of W, BREZEFRLICFIAEZER L THL,
personal passwords. Consideration should be RODNEIZE DT 7 8 ADRAZ LT D
given to systems allowing for recording of BEREZ O AT LR E D 2 & et~ &
attempts to access by unauthorised persons. TdH b,

9.  When critical data are being entered manually 9. HEIR T —% (Bl : MEICK T DAL OHE
(for example the weight and batch number of an SNy TFH/E) EFANTLHEE, EES
ingredient during dispensing), there should be an 5SRO IEREMEICOWTIENT = v 7 BB
additional check on the accuracy of the record Thd, ZOBMF=yZ7id, ZANHOHEME
which is made. This check may be done by a FEBfToThbRWnL, N TF—bhESnEF
second operator or by validated electronic B EEZHNTH Ju,
means.

10. The system should record the identity of 10. AT MIZ, HENEERT —Z & NT)/

Lok ildkd dHRe A Rl g 5, A1sh
o7 — 2 BEIET DHEMRIZ, 184 Sic&E D
FHRELTEH x5, EERANNT =%
TOHERL, FFABLETHY, HoEHH
HbLEET 5, VAT AL, B TOANLEE
EEIZoW T o2tk ( TEERREN ) %
VERLT DABRE Z ML AT = & B RETT 5,
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operated in the event of a breakdown. The time
required to bring the alternative arrangements
into use should be related to the possible urgency
of the need to use them. For example,
information required to effect a recall must be

available at short notice.

11. Alterations to a system or to a computer program | 11. AT AR AL Ea—F 7077 AOEE %
should only be made in accordance with a T2 EL&E T EEORNVTF—h, F=
defined procedure which should include v 7 KRR, FEREFICE T 2 AR S
provision for validating, checking, approving 72) FEIZHED, (AT LD) ZEHEIFGH
and implementing the change. Such an DOBEEFEOERELFANIAEL LI, £
alteration should only be implemented with the Haiidk L Tk, HEHEREEZ, 2TV
agreement of the person responsible for the part 7— h9 2,
of the system concerned, and the alteration
should be recorded. Every significant
modification should be validated.

12. For quality auditing purposes, it should be 12. WEEAEOHM L, EFHIICHENISNZT —
possible to obtain clear printed copies of 213, FERICEIRICE S L9127 5,
electronically stored data.

13. Data should be secured by physical or electronic | 13. EU Guide to GMP @ 4.9 IHIZ{EV, HEE DO H
means against wilful or accidental damage, in LGS L IHMERHORBEEGEN G MEE
accordance with item 4.9 of the Guide. ~Stored TIXE TR TR K> TTF — 2 2 {RET
data should be checked for accessibility, 5o SN TWDET —ZIZHOWTIE, 77
durability and accuracy. If changes are AW, RN, EEMEE T =y 735, 2
proposed to the computer equipment or its V2 — AR ETITEDO TR T T A~DE
programs, the above mentioned checks should be ERREINTWND HEHLTWAERE
performed at a frequency appropriate to the BRI U Cai bl f;*ﬁﬁf“ TINLDOF v
storage medium being used. ZFEMT D,

14. Data should be protected by backing-up at 14, EMWRMBR Ty 7 7 v 725 Z LTk
regular intervals. Back-up data should be D, T2 ERET DL, NI Ty TT—H
stored as long as necessary at a separate and L, HEZRHIR], RRRBIOSETITARAE T
secure location. 5o

15. There should be available adequate alternative 15. (vt a—X%D) SfERHCSEH 2T 5
arrangements for systems which need to be VBN DV AT MMTHOWTIE, Y725k

YEfE L TR <, BRAE| UEI;T (ks LT
o) RREFATICE T £ TITHET DR &
W5, BlzIX, KRMEpEmER (Y a—1)
BT DI DI B & 72 DR HIT RN EE I A
FTERTNIETRBER0,
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16. The procedures to be followed if the system fails | 16. A7 AMNEFE FE 72 13HE L 7235612908 5 X
or breaks down should be defined and validated. EFIEZERL, NV T —FLTBL, 2T
Any failures and remedial action taken should be DOEE K O FUZxE U Cals U e R IE R E 2 50
recorded. FRIZIET L O I2T %,

17. A procedure should be established to record and | 17. FAFEIZFLER, T L. TAUT KV EIERE
analyse errors and to enable corrective action to LD ENTE DX IICT D FIEL ML
be taken. LTHL,

18. When outside agencies are used to provide a 18, A B a—F Y —E R & dftd 5 7201255
computer service, there should be a formal DXREZFMT 256, TOREDOELENY
agreement including a clear statement of the Rl SN IERR A EXELFi> Tk
responsibilities of that outside agency (see <, (Chapter 7 "] 2 8)

Chapter 7). [FR7E] Chapter 7 1% “EU Guide to GMP”
https://ec.europa.cu/health/medicinal-
products/eudralex/eudralex-volume-4 en % %[t
DT &,

19. When the release of batches for sale or supply is | 19. 2> B2 —Z{LT A7 A& L CIREH £
carried out using a computerised system, the TSRy FE2 Y V=23 55458, K
system should allow for only a Qualified Person DEERER AT LIZF-E 5,
to release the batches and it should clearly o NyTFDV Y —REEKDH HHEIZRE
identify and record the person releasing the 92 BERE
batches. o NyFHVYU—ALTEHZHMIZRE

L. Gi@kd oHRE
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