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1. DOCUMENT HISTORY
1. XEBR

Adoption by Committee of PI 041-1

1 June 2021

Entry into force of PI 041-1

1 July 2021

2. INTRODUCTION
2.3 LIz

2.1

PIC/S Participating Authorities regularly
undertake inspections of manufacturers and
distributors of Active Pharmaceutical Ingredient
(API) and medicinal products in order to
determine the level of compliance with Good
Manufacturing Practice (GMP) and Good
Distribution Practice (GDP) principles. These
inspections are commonly performed on-site
however may be performed through the remote
or off-site evaluation of documentary evidence,
in which case the limitations of remote review of
data should be considered.

PIC/S \ZZMNT 545 L RRRRRI, EE3RAn A2
Jik53 (APT) <P 38 i D BUE A -CHRIE A (1
%t LT, GMP (Good Manufacturing Practice) <>
GDP (Good Distribution Practice) @ JFUHIJ~ 3
B LV R D720, EHRICER S
fToTW5h, ZHHOEEL, BEFITA Y
A FTITON DN, GEHLERHOM G Z U £ —
MFAT7HA P TITI 2 LY, £0H
BFTFT =4z E—FTlta—F52¢
DIRAZEE S DLERD D,

2.2

The effectiveness of these inspection processes is
determined by the reliability of the evidence
provided to the inspector and ultimately the
integrity of the underlying data. It is critical to
the inspection process that inspectors can
determine and fully rely on the accuracy and
completeness of evidence and records presented
to them.

BEET v 2OAET, BEEEFICRESH
HRHLEH O, SEV KL s T —4
DAT TV T AL ->TIRED, BHET B
TATIE, AREED, R SNIAHLERS
FLER D IEEME R Oe 2t 2T L. 2 b i
EROFEHEZFEOND Z LPHEFICEET
b5,

23

Data management refers to all those activities
performed during the handling of data including
but not limited to data policy, documentation,
quality and security. Good data management
practices influence the quality of all data
generated and recorded by a manufacturer. These
practices should ensure that data is attributable,
legible, contemporaneous, original, accurate,
complete, consistent, enduring, and available.
While the main focus of this document is in
relation to GMP/GDP expectations, the
principles herein should also be considered in the
wider context of good data management such as
data included in the registration dossier based on
which API and drug product control strategies
and specifications are set.

TRV A NI, T X ERY WO B
WCEMBSINDTXTOEMEET L DT
b, TR —, XFEL, HE, X
2T A EREEND, Ty FF—4< XY
A NTTIT 4 AL, WEEEIC L /E
B e RSN DT RTDOT — X WEIC %
52 %, Vv NF—=2<XOAL NI TU T
4 AKXV, T—XOIREME, HEeE, [FR
ROERME, JRARME, IEREME, SEeME. — BN,
Kfgett, A M EHEICTILERD D, A
EDOFARIE GMP/GDP OHFFICEHE L 726 D
ThoHN, KEOFANL, 7y RTF—F~<x
AN TT T 4 AL LT, (API R OHFA
ZEBT DO OIS - RO N—R LD
B EEHEICE TN T — 2 EE2ED) bo
EIRVEIBHTHEEINDRETH D,
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2.4 Good data management practices apply to all Ty RTF—=H< R A L NI T 7T 4 AL,
elements of the Pharmaceutical Quality System EF TS AT AOT N COEZ|ICEA S
and the principles herein apply equally to data N5, ZLT. Zoicasn s ER|
generated by electronic and paper-based systems. 3. BT AT AR U — 2 2T AT

ENTT—2ICELLEA SN,

2.5 Data Integrity is defined as “the degree to which | &—X% A 7 7 U7 41X [ =¥ DBELTH
data are complete, consistent, accurate, D, —EMRHY. EHTHY ., (ERHTX,
trustworthy, and reliable and that these EHETEX . hOF—F D5 DEERF —
characteristics of the data are maintained BDTATYA 7 EE LR S AT

. 9 1 . . TN N
throughout the daFa life cycle”.! This isa BE| LERSATNG L TS AT A
fundamental requirement for an effective e . y X
Pharmaceutical Quality System which ensures B li\\%'ii@ HEER %ﬁ?% L‘?_— el &)Z) LOT
that medicines are of the required quality. Poor OIS, T—=2A T 7V T 41E BRI
data integrity practices and vulnerabilities EIHME S AT LOERW 2B TH D,
undermine the quality of records and evidence, BH KRR T—=HA T T I)VT 4 T 7T 4 A
and may ultimately undermine the quality of SOEERME L. SRRSO E K X, 4
medicinal products. LT L E SR O SV AR T S S ATREME S
b5,

2.6 The responsibility for good practices regarding Fe B XA N NT—E AT 7Y T
data management and integrity lies with the ST ATy RS 7F 4 AOELIT. &
manufacturer or distributor undergoing 52550 | 2 INE S T T b S,
inspection. They have full responsibility and a T S T A R AL R
duty to assess their data management systems for AR ; O .
potential vulnerabilities and take steps to design AT A &\“ FELER) ?Hﬁ% ﬁ{j) 7}? v \?)é DhE Z
and implement good data governance practices to t (X AL T - 7 /f 17 7Y T A %—)ﬁﬁ%
ensure data integrity is maintained. (ZAERFT D72 Es?’) 2 Ty RT—=ZTNF U AT

T T4 AxixEt L, BT 27200 FE A
HLDEHRMLEBENH D,

3. PURPOSE

3. B9

3.1 This document was written with the aim of: AREL, UTZEHE LTERS N

3.1.1 | Providing guidance for Inspectorates in the Ty RTF—H <3V A MIEET %
interpretation of GMP/GDP requirements in GMP/GDP ZA:OFEIR . M LD EHiiz o
relation to good data management and the conduct | |\ EEEICHA X L AR RS 2
of inspections.

3.1.2 | Providing consolidated, illustrative guidance on (AEIT] VRITR_R—Z2D 3 sa—/LERIK
risk-based control strategies which enable the W BT A A CEBIN e A X o R ARt
existing requirements for data to be valid, FTHLLBIT. F—ERNET. =T, 2
complete and reliable as described in PIC/S HTx5- L. L5 (GMP? L) GDP? 0

PIC/S A & v AT ST D) LA B

! ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018
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Guides for GMP? and GDP? to be implemented in
the context of modern industry practices and
globalised supply chains.

b BB BHOFERETO 7 m— ULk
LY T T4 F = DR TERTE S LD
T O THS,

apply equally to paper- based, computerised and
hybrid systems and should not place any restraint
upon the development or adoption of new
concepts or technologies. In accordance with ICH
Q10 principles, this guide should facilitate the
adoption of innovative technologies through
continual improvement.

3.1.3 | Facilitating the effective implementation of good (AEIZ) B A7 GMP/GDP &2 0D &l &
data management elements into the routine EWiZ, Vv RF—F <RI A L FOERE
planning and conduct of GMP/GDP inspections; . AVREICEATES L SICL.
to provide a tool to harmonise GMP/GDP B = v e oy
inspections and to ensure the quality of GMP/GDP £ EROFIICET 5 > — /L 2
inspections with regards to data integrity L ‘%7‘ : S AT T VT 4 ORI K‘O o
expectations. BEOWEZWIRT DD DHDTH D,

3.2 | This guidance, together with Inspectorate AE(X, aide memoire " DALY V) —
resources such as aide memoire, should enable the | =z L —f# |z HEIE BN A LR % o 1205
inspector to make an optimal use of the inspection | | #mgzthir=— % 4 L5 71 5 4 DEHE A
time and an o_ptlmall evalua_‘mon of data integrity B CX B L IcT A LD TH D,
elements during an inspection.

[FRE - AR EHOFI &,
https://picscheme.org/en/publications |Z & X 1
Tno, ]

33 Guidance herein should assist the Inspectorate in | Z ZIZFEE#H IV TWAB I A X v AL, BEE
planning a risk-based inspection relating to good | 332"y N F—F <X AL N T TG I T 4 AT
data management practices. SNT Y R Y R R LA ZHE T S BB

ERDLHBDTH D,

3.4 | Good data management has always been Ty RTF—=H <3V A L NI, #IT,
considered an integral part of GMP/GDP. Hence, | GMP/GDP MDA R[ /K 7¢BEZFE L& 2 LT X
this guide is not intended to impose additional 7o LIERo T, AEd, HEReat o6
regulatory burden upon regulated entities, rather it 7 2o HE ORI AL O TR . Tl
is intended to provide guidance on the S e e NN R
interpretation of existing GMP/GDP requirements 5H§%}j g.;%ﬁ@T . ZVZ‘ SALNTTIT
relating to current industry data management A ACIS LT, U Rl 2 Ef% % GMP/GDP 22
practices. PREfFIRT D7D DA X A it 5 2

EEBEHLTVS,
3.5 The principles of data management and integrity | 57— X~ AL " T—F AT 7 VT 4

DOFHANL, ER—ZADV AT A, AL B a—
BT AT I, ATV RUAT AIHFL
SHEHINDHLOTHY, H LOEEEHI
DOFRSCEHAZ T 5D ThH- TR L2
57avy, AEE, ICH Q10 DJFHNZHE > T,
MRFE IO K 2 g 72 Bl o8 & 3 B2
THLDTH D,

2 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, 5, 6, Part
II chapters 5, 6 & Annex 11
3 PIC/S PE 011 Guide to Good Distribution Practice for Medicinal Products, specifically sections 3, 4, 5 & 6

% B 4
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3.6

The term “Pharmaceutical Quality System” is
predominantly used throughout this document to
denote the quality management system used to
manage and achieve quality objectives. While the
term “Pharmaceutical Quality System” is used
predominantly by GMP regulated entities, for the
purposes of this guidance, it should be regarded as
interchangeable with the term “Quality System”
used by GDP regulated entities.

AETIEH, EERLGEAT L] 0o H
%%ﬁ%mﬁofwéﬁ\:ni%gﬁﬁ%
BEL, ZERT DI SN WS
VAT LEEWT 5, GMP IR GatET
W TERSESE AT L) L0 HREE I
FEHLTWDA, KETIEL, GDP HHlx 44
EREHLTWD THES AT A ERIFEE
HIETHDOET D,

3.7 This guide is not mandatory or enforceable under | ARFE L, JRi| TldZe <, EREICE SO THEIT
law. It is not intendgd to be restric'tive or to INBHLDOTIE/eV, AET ERELSKOVE
Feplac.e natloqal legislation regarding data VEWVEL (7205 API) ORI S8 L OGS %
gty et R RS | it LD s (7 ) 7
substances (i.e. active phfrmaceutical A D ;%ﬁ BT 2% ? W% tﬁ%’fﬂ‘é Z
ingredients). Data integrity deficiencies should be LaBEHLTHRY, T=S AT 7Y T ¢
referenced to national legislation or relevant DKoz 2% A1, EPESUT PIC/S
paragraphs of the PIC/S GMP or GDP guidance. D GMP H A X2 AL GDP /T A X > AD R

WNT 7T 7 2BRENETHD,
4. SCOPE
4. T8 F & PH

4.1 The guidance has been written to apply to on-site | AE %, HliE (GMP) i&E) K& Ot (GDP) &
inspections of those sites performing @] %ﬁ SPE~DF A NELETF AT A
manufacturing (GMP) and distribution (GDP) ICHERR ST, AEICITH STV BJE
activlities. The principles within this guide are Bl :i BIR S 4 741 7 LD T DB
apphcable for all.stages throughout .the product SIS, A B R X A
lifecycle. The guide should be considered as a e i, A - ™
non-exhaustive list of areas to be considered AT NTHEMEL TV DT TIERNZ &I
during inspection. BWETLHZ L,

42 The guidance also applies to remote (desktop) AET, HE (GMP) TEE) K& Ot (GDP) 1%
inspections of sit-es performing mapgfacturing E21T-o TV AILE~DY F—F (F A2 b
(QMP) and chstpbuhon (GDP) activities, although v Ay ERICHHAATE B0, Fhidsr—4
this will be 11m1tted togn a§tsessment of ilgta HAFLU AL AT ADT AR MEIRE é

overnance systems. On-site assessment is
ﬁormally reqli]ired for data verification and Moo 7—2 OBGEEC, BV FIRICES
evidence of operational compliance with TV Z LDl [OfERR) (Zi3, I 7‘]‘ -
procedures. YA RNTEAAY NBRE LD,

43 Whilst this document has been written with the zl:i ;U:iﬂa)i_ FAFE CIERR S TN B 23,
above scope, many principlgs regardipg gooddata | = = |ZHHFHINTNA Y v RF—H <RI R
management practices described herein have VRNFS T ¢ 2D <L OFEAN. ﬁﬁ?U—F@
appllcatlong for other areas of the regulated B3R5 e R JL A A T FE 35 O it O B |2
pharmaceutical and healthcare industry. FCx 2.

% Bt B 5
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4.4

This guide is not intended to provide specific
guidance for “for-cause” inspections following
detection of significant data integrity
vulnerabilities where forensic expertise may be
required.

AREZ, 74 LYy 7 OB PV 3

ML D X OBBERRT—FA T TVT
o OMEFFME R S 7% I Thivs  Tfor-

cause | %L GEMNALE) 2D\ T O B 72

s 2RI T 5 O TIER Y,

[FRIE : AT 4 TIRGEENT-T7 7 A NV a1k
FI7RFEILE U TR 58, )

5. DATA GOVERNANCE SYSTEM
5. T—EZHNFURYVRAT A

5.1

What is data governance?

50 T=HEHIRRF U RALF?

5.1.1

Data governance is the sum total of arrangements
which provide assurance of data integrity. These
arrangements ensure that data, irrespective of the
process, format or technology in which it is
generated, recorded, processed, retained, retrieved
and used will ensure an attributable, legible,
contemporaneous, original, accurate, complete,
consistent, enduring, and available record
throughout the data lifecycle. While there may be
no legislative requirement to implement a ‘data
governance system’, its establishment enables the
manufacturer to define, prioritise and
communicate their data integrity risk management
activities in a coherent manner. Absence of a data
governance system may indicate uncoordinated
data integrity systems, with potential for gaps in
control measures.

TR NF AT, TR T T T
o FRAET % T2 OIS 5 HEfif FIH ORI
Thbd, ZTNHOHEHFHEZRT, 7 —X

D3, AERK - RSk - ALER - fRAE - RRFR - A S
NoHEO7atv A, 7xr—~vv b Hifvloo
Mmoo T, T—XT7A4 T A IV EELT,
eIz, IRIEME < HIFE - RIRFRRERE -« JFUR
Pk IERENE - seaetE - — B - kit - TTH
WobsiekE 25, [T—2TNNF Ay
2T A BEBTLHZ LITENEETITRY
D, ZOVAT AERSSLT HZ & T, G
FX T FATITIVT A DV ATTRY
Ay NEEEER—E L HFIETERL, &
FNENL 2D, [RETDHZENTED, T—
RHINF U AL AT ANIpNE, TR A
T VT 4 VAT AW ORI, 2
b — VRIS A U B ATREME N B B,

The data lifecycle refers to how data is generated,
processed, reported, checked, used for decision-
making, stored and finally discarded at the end of
the retention period. Data relating to a product or
process may cross various boundaries within the
lifecycle. This may include data transfer between
paper-based and computerised systems, or
between different organisational boundaries; both
internal (e.g. between production, QC and QA)
and external (e.g. between service providers or
contract givers and acceptors).

T—=BTATHA I NVIE, T—EREDLD
ARSI, RS, fESh, Ty
S, BEREPEICHER S, RIF S, ik
AN A TRRIZBEEE S LD Dy, 2R
LD TH D, W ot 2T 57—
ZiX, FDOTATHA I NDOFTREA 7eBE R
B DGERH 5, Ui, =20
VAT AE AU Ea—F LT AT A EDMOD
T — AR, FEN (B 0E, HdE, QC.
QA D) KOS (B 21X, h—Ee A7 1
NA B —DR], BREFEE L =5t D)
DT DR DB A oW 2T — FHREN
HEND,

% Bt B 6
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52

Data governance systems

52 T=HHNRNFURAVAT A

5.2.1

Data governance systems should be integral to the
Pharmaceutical Quality System described in
PIC/S GMP/GDP. It should address data
ownership throughout the lifecycle, and consider
the design, operation and monitoring of processes
and systems in order to comply with the principles
of data integrity, including control over
intentional and unintentional changes to, and
deletion of information.

F =B RF A AT AL, PIC/S D
GMP/GDP A & v A ZFE# ST 5 E 3K
i E Y AT MIARAIR 72D ThHD, 7—
BAHNRNFUAVATHZEIY, A4 7% A7
NWEBLTCT =24 —F— v 7T ZIHLMNC
THEEHBIL, T—FA T 7 VT 4 DJFEH
AT ALY, TrEAR R AT AD
A - EH - BHAERETT S, T2 AT
7T ¢ OJFANZIE, FiRa B OTER-
TEE -HIBRLARNWE T D00 ar b
2—NEEND,

522

Data governance systems rely on the
incorporation of suitably designed systems, the
use of technologies and data security measures,
combined with specific expertise to ensure that
data management and integrity is effectively
controlled. Regulated entities should take steps to
ensure appropriate resources are available and
applied in the design, development, operation and
monitoring of the data governance systems,
commensurate with the complexity of systems,
operations, and data criticality and risk.

F— BT RNF A AT ML, WU
SN AT A HIFORA, KOT—4%+t
X U7 A RRETRD AT Z ENRRAIRTH
D, ZINWT—HwRXT AL NROT—% A
YTV T 4 ORI a Y he— LS
T 2 HMEIR G DE D, BbdSRa
ik, #WYRY Yy —2AEHEL, T—F AN
T AT AT OG- B - EH - BRI
EHT DO FEEFELHRETHDL, T
— A PNRF U A AT AL, VAT A, EE
DS, T—FEBEERNT—F Y AT (T
BolbDET 5,

523

The data governance system should ensure
controls over the data lifecycle which are
commensurate with the principles of quality risk
management. These controls may be:

e Organisational

- procedures, e.g. instructions for
completion of records and retention of
completed records;

- training of staff and documented
authorisation for data generation and
approval;

- data governance system design,
considering how data is generated,
recorded, processed, retained and used,
and risks or vulnerabilities are controlled
effectively;

- routine (e.g. daily, batch- or activity-

F— B NRNF U A AT HILY . EY A
J=wRX VA NOFANC R A>T, T—4% 7
ATV A 7T Har e — L EfEFEIC
TRETHDH, av ba—LOflzLLI Rz
F5

o MK (= br—)L]

- FE, FIAE, REEROTTATGTIESLTEA
L T=Rek DIRE TR,

- T HDOEREERIZONTDOAH v
T~DhL—=7 ROXEIN
727l

- T BHNFURAVAT LOFKG, &
DESNTT =5 AR - Fodsk - AP -
RE - HHSH DD o, DX
(2 27 ROREE AR 2 b e
—VENDPEBET D,

% Bt B 7
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related) data verification;

- periodic surveillance, e.g. self-inspection
processes seek to verify the effectiveness
of the data governance system; or

- the use of personnel with expertise in data
management and integrity, including
expertise in data security measures.

e Technical

- computerised system validation,
qualification and control; automation; or

- the use of technologies that provide greater
controls for data management and
integrity.

- BHEMRT—XRBEE WX, B D
LR FTE TITaET AT L
),

- EMIRE, BlzX, T2 N
VAVAT MNOFINEERRGRET DT
DOHBERBRT vt A%,

- TERRVANROT—EA T
7 U7 4 \ZBT 2 EMEIN 2 A3 54
BOWEM, 5—2%x =207 45D
BB A5 e,

o N (= br—)L]

- aYVbEa—H AT LENY T =g
v EFEMEREE, = hae—, A—
A =3,

- TFAIRXIANROTF—E AT
TVT 4 Dary ha— Vit d 58

firOFIH,

5.2.4 | An effective data governance system will WRW 2T — B TTNF U A AT LTI, 2
demonstrate Senior management’s understanding | B/ 7 — & HANF L X T T 7T 4 A ()
and commitment to effective data governance PR L AT (55 6 R ) 1o, T— 4 &
practices including the necessity for a T S A Y R ROT— BT A THA Y
combination of appropriate organisational culture SRR A - gy e
and behaviours (section 6) and an understanding /DO)%@F%’@% ':',f 'li:% -c Z)ME @\%‘) =i
of data criticality, data risk and data lifecycle. ) G‘XGL?;ZD AR PRI D B J O = :( ~ \}\
There should also be evidence of communication | * ¥ FAVRENDHDOTH D, Tz, MEN
of expectations to personnel at all levels within DFTXTOL~VOHEIS,  [SE) HifT
the organisation in a manner which ensures T5Z BRI NETH D, Zh
empowerment to report failures and opportunities | |3 JeEgCSFEOME A WET H T L RT —
for improvement. This reduces the incentive to Ay NEREIZT A LD B HETCITbRLS,
falsify, alter or delete data. S ST LIC L) P Bk KA I

B HIERS 2 @ AT 5,

5.2.5 | The organisation’s arrangements for data FRR DT — & T3 F 2 AT B Wi Fi
governance should be documented within their . ERGSE AT AOFRTLEL, E
Pharmaceutical Quality System and regularly I RETRXTh 5,
reviewed.

5.3  Risk management approach to data governance

53 T—HAHNRFLUADY AT 2RI A T —F

5.3.1

Senior management is responsible for the
implementation of systems and procedures to
minimise the potential risk to data integrity, and
for identifying the residual risk, using the
principles of ICH Q9. Contract Givers should

BRI, VAT AR OFIEEZEA LT
— B AT UT T AR Y R
i/ NRICHN A5 & & B2, ICH Q9 DJFH
ERWCEGTY AV 28 ETHEIEA D,

% Bt B 8
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perform a review of the contract acceptor’s data
management policies and control strategies as part
of their vendor assurance programme. The
frequency of such reviews should be based on the
criticality of the services provided by the contract
acceptor, using risk management principles (refer
to section 10).

BREFEEIT. (BEED) RUF—REE 7 0
7T LD—BE LT, BZEEOT —4~
AU AY NHEE ORI e — LS E LB
2—FTRETHD, ZOLHIRLE2—DH
i, VA7 <3P A2 O (10 ES
) 2T, BRZeE N Rt s —1
ADEBEEIZESNDTIRET RETH D,

532

The effort and resource assigned to data
governance should be commensurate with the risk
to product quality, and should also be balanced
with other quality resource demands. All entities
regulated in accordance with GMP/GDP
principles (including manufacturers, analytical
laboratories, importers and wholesale distributors)
should design and operate a system which
provides an acceptable state of control based on
the data quality risk, and which is documented
with supporting rationale.

T = H T U RZEIY YT L7 B
X, WS EA~OV ATIZREI bDOE L,
O EERDOFEEL DT A% b DHYE
MRd 5, GMP/GDP OJFHNIC L v il b
TR TCOFEF (REEF . oW,
ANEH, HR¥EEE2Ei) X, 7—XWmEY
AT WA RE/e 2 > b r—/LIRTE
ALl L, ZBITERDHBHE & HITCE
fbEND X7V AT L& L, EHIT
=ThD,
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Where long term measures are identified in order
to achieve the desired state of control, interim
measures should be implemented to mitigate risk,
and should be monitored for effectiveness. Where
interim measures or risk prioritisation are
required, residual data integrity risk should be
communicated to senior management, and kept
under review. Reverting from automated and
computerised systems to paper-based systems will
not remove the need for data governance. Such
retrograde approaches are likely to increase
administrative burden and data risk, and prevent
the continuous improvement initiatives referred to
in paragraph 3.5.

ZEFELWWay har—LRREZERTLHTZOD
FRHIRHEENETE SNBSS, BEHEEL2E
fEL., VAZEEET 2L HIT, ZOHER
WEERTOIVLERND D, HEHES) AT
OESENEN AT T BMBNC 72 D & XX, BT
— AT IT 4 ) AT B ERE RIS
2. Il Ea—9_XEThsb, HELT A
T AR Ea—F L AT AP DK —
ADYAT MR LTH, T—H AT NF A
DOYEENRR L Db TIERY, 20k
72 (BEMEOFNIZ) ST 57 T a—F

X, EREHEOAMRLET—X ) R T K
S, HI3SETE LI TV DAk etk
BA ST F T HWT DATREMEN E,
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Not all data or processing steps have the same
importance to product quality and patient safety.
Risk management should be utilised to determine
the importance of each data/processing step. An
effective risk management approach to data
governance will consider:

e Data criticality (impact to decision making
and product quality) and

e Data risk (opportunity for data alteration and
deletion, and likelihood of detection /
visibility of changes by the manufacturer’s
routine review processes). From this
information, risk proportionate control
measures can be implemented. Subsequent

TRTCOT —ZLCUHL AT » 7RO SE
RBRE 0L AR CEEE A oL Tl
W, TNENDOT —H U AT » T OEREE
PEE T D720, VAR ALY M
HEHTRETHD, T—HH AT AT
NP AT = XA N7 T a—F %
UT%EBESTD:

o T—ZEEE (BERESLRGME~D

B 98
515%) o

o T—HIYRI (T—HDEIARHIFED
M RUEERICBITAESAN L E
—7 ALY EE B - "IgET
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sections of this guidance that refer to a risk
management approach refer to ‘risk’ as a
combination of data risk and data criticality

X5 AHEM) . ZOFERNG, UARZIC
L2 he— LV KA e+
ENRTED, KEOZDODHDET, U XA

concepts. IRV AY N T T r—FIZER LT
LW, TV A7) LiZ, 7—=H VAT D
Wa L 7 — 2 HEE O RO
AL TWD,
5.4  Data criticality
54 Ty EEE
5.4.1 | The decision that data influences may differ in T DL 2 5 B R E O BT
importance and the impact of the data to a Exci7py . FoT7—2NERIREICE 2
decision may also vary. Points to consider HEOREL R A, FT—AEEFIZON
regarding data criticality include: CTEEFRE I TOEY T b -
i isi i ? N . e T o e = ELLY
e  Which decm.on does the. data influence? o TOF—HIILDY D HEBIREC S
For example: when making a batch release 5 o
decision, data which determines compliance & ’ 7L 2 O)ﬁm o .
with critical quality attributes is normally of B2, I, Sy T U Y j—x &
greater importance than warehouse cleaning HIWr 2RO BER L EBE~DE S
records. WET DHIDOT —HIX, BEOIERT
LD B RETH D,
e  What is the impact of the data to product =
quality or safety? o ForUE, WROBRERLAMEC Lok
For example: for an oral tablet, API assay 5 Jp BN By B 7s D
data is of generally greater impact to product e i - VNN S
quality and safety than tablet friability data. il 7: 13 ﬁEfm%\H\_’ib TR, K
HNZIE, FEEOSHTT — 218, BEAI DK
PetE7— 2 10 b RO SE & LRI
RELEEDRD D,
5.5 Datarisk
55 ZT—=HUR7
5.5.1 | Whereas data integrity requirements relate to all T2 AT T VT 4 OBEETTRTO
GMP/GDP data, the assessment of data criticality | GMP/GDP & — Z |ZB#E L TWA N, & —&
will help organisations to prioritise their data FEELTERAAL M52 L1t MR T
governance efforts. The rationale for this — B H R A DY KL SR 2
prioritisation should be documented in accordance ) Lt ~ El " -
with quality risk management principles. & %L‘TX JOO\ . DEEE) |ﬁ{iﬁ’”/@1ﬁ%6i\
B Y A7 w2V A FOFRANZHE - TXHE
fbEhd & Th D,
5.5.2 | Data risk assessments should consider the F—RURAITTEAA L MNTIE, BKICLD

vulnerability of data to involuntary alteration,
deletion, loss (either accidental or by security
failure) or re-creation or deliberate falsification,
and the likelihood of detection of such actions.
Consideration should also be given to ensuring
complete and timely data recovery in the event of
a disaster. Control measures which prevent

- HIBR - (BT X2V T o BEEC
£ 5) WK - FERK « BRIt S AlTxtd
57— ONEFENE, R OE 9 W\ o 72T A D%
RLRTSE2BET D, £z, KERIC, B
T, BENODHA L) =T — X ZEET
X500, bBET D, FFAORVWIEENE R I
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unauthorised activity, and increase visibility /
detectability can be used as risk mitigating
actions.

L. itk - itttz mo 5 Lo ez b
— NI E D A7 KBHEE L L TR TE 5
THH,

553

Examples of factors which can increase risk of
data failure include processes that are complex, or
inconsistent, with open ended and subjective
outcomes. Simple processes with tasks which are
consistent, well defined and objective lead to
reduced risk.

T—HEEDY A7 EEL T HERNT, Bz
X, T a e ZANEMET BN, 20
FERNA—T o BT, CHIEY) B8
ThorEaThsd, —BMERHY . BAfRIZE
FIN, BB Z AT THERESND T
Lip7at A, U AT ORBICOR N5,
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Risk assessments should focus on a business
process (e.g. production, QC), evaluate data flows
and the methods of generating and processing
data, and not just consider information technology
(IT) system functionality or complexity. Factors
to consider include:

e process complexity (e.g. multi-stage
processes, data transfer between processes or
systems, complex data processing);

e methods of generating, processing, storing
and archiving data and the ability to assure
data quality and integrity;

e process consistency (e.g. biological
production processes or analytical tests may
exhibit a higher degree of variability
compared to small molecule chemistry);

e degree of automation / human interaction;

e subjectivity of outcome / result (i.e. is the
process open-ended vs well defined);

e outcomes of a comparison between
electronic system data and manually
recorded events (e.g. apparent discrepancies
between analytical reports and raw-data
acquisition times); and

e inherent data integrity controls incorporated
into the system or software.

VATZTHEAA MI, EVRAT BB A

(1 : B, QC) ITHEAE YT, T — X Dt

NOT — X DARK « AEL LA FHET 5 5 O
ThHU, IT VAT LOEESCEMES T 25
BT 50T, BETNIERIILLT
DEYTHD :

o TuvROEHE (B ZEREICDZD
Tutv A, kAT AT ALBOT
— sk (OFME]), EHEeT — 20
),

o T X AN SEL KW T — I AT
LI ROT—2 W BT —5A
T VT 4 2 RAET DRET,

o THLROEM (] EWFHEET
o ARAHTEREBRIL, S0 TSI s
T. & EOEEIE AR AR b
%),

o F—FA—TarofEE. AMo54
LR

o IHIREE - FER (HRCET O] O
P (bbb, Fuk ANt —F o
RCHH, NFTHAEICERSN TS
) 6

o T TVATLDT—H L PAEETRES
MToA R N el U755 (B b
UAR— N EET —ZESGORICH &2
K2R B D)

o VATANIIVTZ hU=TIZHED LM
HIAENTNDT —E AT 7T 42
v he—/,
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For computerised systems, manual interfaces with
IT systems should be considered in the risk
assessment process. Computerised system
validation in isolation may not result in low data
integrity risk, in particular, if the user is able to
influence the reporting of data from the validated
system, and system validation does not address
the basic requirements outlined in section 9 of this
document. A fully automated and validated
process together with a configuration that does
not allow human intervention, or reduces human
intervention to a minimum, is preferable as this
design lowers the data integrity risk. Appropriate
procedural controls should be installed and
verified where integrated controls are not possible
for technical reasons.

ALV a2—H AT DY AT TEAA L
F a2 TIE, ITYV AT LEFEEDA v
B—T A AEBETLHLERDD, a2
22— B AT LNY T — a3 VT TIERT
—BZ ATV T A DY R FF5Z LI
W72 B0 md LvRy, Rz, NU 55—k
SNV AT LOT— 2 )T 58I —
P— [(FORNEIZ) FEMADHZENTE
HIGERR, VAT ARAREORE 9 TR X
NTOVDERELIZIR > TR T — I T
WRWGHETH D, weRICHE kS, N
F—hENE7Tav 2T, ADNAZIHFSR
WERIRIZHN 2D & D 1Tk E S v T
WL, 7= A T T VT4 VAT ETIT D
HEFCTH D E VX, KViFE L, Hiff s
HETary hr—LEHE T 2WEgEAIL,
WY FIEN Y ha— a2 EA L, KRIET
HVENRD D,

5.5.6

Critical thinking skills should be used by
inspectors to determine whether control and
review procedures effectively achieve their
desired outcomes. An indicator of data
governance maturity is an organisational
understanding and acceptance of residual risk,
which prioritises actions. An organisation which
believes that there is ‘no risk’ of data integrity
failure is unlikely to have made an adequate
assessment of inherent risks in the data lifecycle.
The approach to assessment of data lifecycle,
criticality and risk should therefore be examined
in detail. This may indicate potential failure
modes which can be investigated during an
inspection.

TEEIT, SLHEBZAXTLVEHWT, (&
#Ho) arvro—ntra—FECILDE
F LUV R RANTER S 0TV 5 DT
THOMEND D, T —F /N ADRRASE
Zond 1 OOFIEIX, BFBAFY A7 ke L
THMEL, T ANLTWVAENE I NTHY .,
FRUCHEASNTT 7 2 a v OESENEN S E
ENd, T—EA T TV T 4 EEDRE

T 2713780 EECTW AT, 7—
2T THA T NVCHNTET DV A7 ZiEblic
TEARAL R LTWRWATREME &V, Lz
NoT, T—HTATHA ), T—HEE
R ONT =R VAT T BAA S NTHT
0—F RO ENDH D, T X
0. ELPICHET NS RBE-ED R
NHZELH A,
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5.6 Data governance system review

56 T—HAHNRNFLUVALATEADLE 22—

5.6.1

The effectiveness of data integrity control
measures should be assessed periodically as part
of self-inspection (internal audit) or other periodic
review processes. This should ensure that controls
over the data lifecycle are operating as intended.

B O (W) S0 el va—7
ntR LY, T—HA LTIV T 42 b
0 — /L ROFINEE EFNCT A A b
FRETHD, THICEY. F—HF A4 TH
A I NVBIRICh-5ay ha— L RnEX LT
EBVITHRET D Z L 2ERICT 5,

5.6.2

In addition to routine data verification checks (e.g.
daily, batch- or activity- related), self-inspection
activities should be extended to a wider review of
control measures, including:

e A check of continued personnel
understanding of good data management
practice in the context of protecting of the
patient, and ensuring the maintenance of a
working environment which is focussed on
quality and open reporting of issues (e.g. by
review of continued training in good data
management principles and expectations).

e A review for consistency of reported
data/outcomes against raw entries. This may
review data not included during the routine
data verification checks (where justified
based on risk), and/or a sample of previously
verified data to ensure the continued
effectiveness of the routine process.

e  Arisk-based sample of computerised system
logs / audit trails to ensure that information
of relevance to GMP/GDP activity is
reported accurately. This is relevant to
situations where routine computerised
system data is reviewed manually or by a
validated ‘exception report™.

e Areview of quality system metrics (i.e.
trending) that may also be indicators of data
governance effectiveness.

HOEMRTIX, BHENRT —HRiarF -~y 7
Bl: AZE. RoFZL, TITF4ET ¢
T ITMAT, ShICEfICa Y hr—L
FEEL Ea—dRETHL, TDOLH7L
Ea— B FAG IS :

o (BDIT Y RT—HXTALNTTY
T 4 ADBMREZ DN T Ok T =
7, BEEHRHEL, BIIX. 7y RT
— X F VA FOERE BRI W T
ORI N L —= T % L Ea—T 5
Z &0 B R OA—T e O A
VB A Y TR BR B 4 e SR e
LHEWHBETERSIND,

o WEINTT—F - REREET—HDOE
AHEOLVE a2 —, HEBT 1 & 2Dl
W7 B A eI T B 7012, (U %
JNZEDSW-EHMRBRIC L) B
72T —HRAET = v 7 Dxt& L 7> T
W —& o R OY () LRI AR EE
SNiEF—F2H o FrELbEa—LThH
Fu,

o L Va—XL AT LAOT T - BEAGE
BRDO Y 27 _R—2Z2DH 7L, TR,
GMP/GDP {582 B3 2 1S IEfELC
WEINDZ L EMIITT HTZDITAT
. ZHIE, AERarEa—2 kY
AT LOT —H % FEEXINY 7— K
I THISREE) Ick e a—
LTWAHRILTHD TS D,

o FT—RHNRFLUZADHEDIERE L LT

4 An ‘exception report’ is a validated search tool that identifies and documents predetermined ‘abnormal’ data or
actions, which requires further attention or investigation by the data reviewer.

IS REE] X, N T R ENTEMRBRY — A THY | FRHICREI NI THB-E ) 7 —207 7 v
AV ERELIERT D, ZhICEY, T2 L ba—#HYET BEERSA, #iEEZIT O,
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HFEXDMEV AT LA N 7 A (72
b, ) DL E 2—,
5.6.3 | An effective review of the data governance F—BHRNF VA AT ORI LB o

system will demonstrate understanding regarding
importance of interaction of company behaviours
with organisational and technical controls. The
outcome of the review should be communicated
to senior management, and be used in the
assessment of residual data integrity risk.

— DNEfENTWSZE) 13, &t (M
k) ATEh &AM - Hlra s hr—r D
FAAER OBEEMENEE I TWD Z & DFIE
LD bDOThHD, TOLE 2 —FERIE,
EHREEB I bND EEDbIT, T—HA
VTIVT A DEGFY AT DT EARA L RT
FHINLIRETHD,

6. ORGANISATIONAL INFLUENCES ON SUCCESSFUL DATA
INTEGRITY MANAGEMENT
6. T—FA VT TIT 4RV RAY M ERIIS DD OMBOEES)

6.1

General

6.1 —HRFIAH

6.1.1

It may not be appropriate or possible to report an
inspection deficiency relating to organisational
behaviour. An understanding of how behaviour
influences (i) the incentive to amend, delete or
falsify data and (ii) the effectiveness of procedural
controls designed to ensure data integrity, can
provide the inspector with useful indicators of risk
which can be investigated further.

HET, MABOITENCBET 2 Kt a2 ®ET 5
N = 1 A A AN 4 = 1 N = Gl S A VIR S
Livavy,  REERD) 178, ()7 — & & 1&
iE - HIBR - S AT 28, KOGy T —4#
AT T VT 4 ZMFIZT HTDITREI S
TEFE = b — L OFEINE, ITHX D
BABRTH LT, SHICHETREY R
TN noTLHTHAD,

Inspectors should be sensitive to the influence of
culture on organisational behaviour, and apply the
principles described in this section of the
guidance in an appropriate way. An effective
‘quality culture’ and data governance may be
different in its implementation from one location
to another. However, where it is apparent that
cultural approaches have led to data integrity
concerns; these concerns should be effectively
and objectively reported by the inspector to the
organisation for rectification.

BEEIL, UL OITENC 5 2 5 %
BURICE L, AEOZOFEICEEHI LT
LA EYNE AT RETH D, MR ZhE
H7e TRWE SR 0T —Z N F U R 72D )
WX, BT Z &S EERGIEDN R S0 LinZe
WA, SHUERRIE S SN T —2 A T 7
U T 4 DIFEIZORNB o> TWDLEE, BEE
I, 2 ORGSR R A DK B
WAL, ESED K0T R&EThD,

Depending on culture, an organisation’s control
measures may be:

e ‘open’ (where hierarchy can be challenged
by subordinates, and full reporting of a
systemic or individual failure is a business
expectation)

e ‘closed’ (where reporting failure or

GHAR) bz kv, Mfko =y he—i)k

RIZLLTFTOWT Nk b .

o IF—=T7r] (MMEAIFEICKLTHT
NREAEZ D ENTE, M SUIE
NI AARRBETHRETHZ LA
VXA LOWHEEHTH D)

o TPASHAY) (Riz#E L7z, fifk L
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challenging a hierarchy is culturally more
difficult)

MEIZHRT 2 2 & A SUERICINEE T H
%)

any employee, so management needs to be
vigilant in detecting issues and understand reasons
behind lapses, when found, to enable investigation

6.1.4 | Good data governance in ‘open’ cultures may be [ —F | b aEo/ED 7y K7 —
facilitated by employee empowerment to identify | & 5 N> 2|3 EHSLE S AT LAEEL
and report issues through the Pharmaceutical TREZ S E L. ®ET L LT, E%E
Qual}ity.System. Iq ‘iloseg’ cultu(rjes, a gr.eater DL TRy ML DRSS, —
emphasis on oversight and secondary review may e S
be required to achieve an equivalent level of 7 FF}EI@EE‘]J ffj)(ﬂj’?%’?#ﬂﬁﬁz’( I ‘i%i
control due to the social barrier of communicating L<aWE#A R 25 2 & Al s fihs &
undesirable information. The availability of a BT DA hr—/L LV E K
confidential escalation process to senior TLHOIE, BRIk L Ea—%2 KV E
management may also be of greater importance in | #iFA LR HHTHAH, ZD L D R M
this situation, and these arrangements should TIT. &R ~OMEDZ A L — 3
clearly demonstrate that reporting is actively LR AERBRIT AL LEETHY . )
supported and encouraged by senior management. Vo P HE IR T 0 S R N 5 —

EARFEMANICAR—F L, L TnsZ L
ZAEIR T NETH D,

6.1.5 | The extent of Management’s knowledge and FT—H AT TN T 4\ A SR O iR
understanding of data integrity can influence the CHEORREE L. MEROT — XA T T T
organisation’s success of data integrity ARV A NORINEELE G2 D,
management. Management should know their s — = ] =
legal and moral obligation (i.e. duty and power) to Hgmﬁi%\éii;;i; ;%ﬁi;ﬁ?g%
prevent data integrity lapses from occurring and Y & “/Z o o ook
to detect them, if they should occur. Management | " feik E/‘J&U\JET@E/‘? 73? 215 (T 720 B
should have sufficient visibility and LHEBR) 3D Z L ERRERT D ME DD D,
understanding of data integrity risks for paper and | #E & (X, i (N—R] Lartva—Z{ks
computerised (both hybrid and electronic) Nz 7) vy REBEBFOEGT)V—27 70
workflows. —ZONWTC, T—=H AT ITIVT 4 DY R

EHMICIBUL L, BT D LED DD,

6.1.6 | Lapses in data integrity are not limited to fraud or | —# A4 7 7 U 7 &L, RIETAHK
falsification; they can be unintentional and still SMICIRS 720, B LAV EDTH-TH
pose risk. Any potential for compromising the YR LRVES, F—xOEENNER D
reliability of data is a risk that should be identified NATREMED B 5 & DITF_T Y 27 T
and understood in order for appropriate controls D G T hr— LT I, R
to be put in place (refer sections 5.3 - 5.5). Direct ~ = i . / i 7o o
controls usually take the form of written policies SEPENHL, ﬁﬁf—a—N% Tho(HS '3T\J
and procedures, but indirect influences on 55822 M), EEN= Y bu— L idoEE,
employee behaviour (such as undue pressure, LEINTFHEOFIEE WS TZEE LD
incentives for productivity in excess of process M. WEEBOITE~O BN 2B (KXY 7
capability, opportunities for compromising data £/, Fatv AN B2 AEFEE~DA v
and employee rationalisation of negative YUTF 4T PR ARSI AL e
behaviours) should be understood and addressed BT & 2R ATE O IF 24 {155) 125\ T b B
as well. BEL, X5 HUER DB,

6.1.7 | Data integrity breaches can occur at any time, by | ¥ —% A 7 7' U T 4EKIL, \WOTH, &

DIEEBICZ > THHI S Z SN D ATRENED
bo, TORH, FHL, 8T 5
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of the issue and implementation of corrective and
preventive actions.

ODOEEEZRELT, BB RO THE
Wi, EXNEX T-HEAAERETILEND
L, Zhuzkvy, MEEHAEL, ZiE - TP
BEEZEMTEDLLI1C25,

There are consequences of data integrity lapses
that affect the various stakeholders (patients,
regulators, customers) including directly
impacting patient safety and undermining
confidence in the organisation and its products.
Employee awareness and understanding of these
consequences can be helpful in fostering an
environment in which quality is a priority.

TR AT 7Y T 4 EKIE, R, S
F I ERFEFERERE (B - AKX R - R
(BN RS LR BEOREMIZEH
PR LT- 0 . MRS I )T A EHE A R
2ol T D, ZOX D RFEREMNEE N
ML, BRI DI LT, MEEELT LR
DR S5,

Management should establish controls to prevent,
detect, assess and correct data integrity breaches,
as well as verify those controls are performing as
intended to assure data integrity. Sections 6.2 to
6.7 outline the key items that Management should
address to achieve success with data integrity.

BERRY., T ATV T 4 ERET
B« #it « 7R A b« BIET A0
Yha—EHENLTHEEBIZ, ENLOD
Vhae— L REXED ITHEEL., T—% 1
T VT 4 B RGETE TV D DRRGET RE T
bD, FH62EMNDHE6THETIX, T—FA
YT TN T 4 BRI S S - OB R E
DTN X EFRHE 2T 5,

6.1.10

Senior Management should have an appropriate
level of understanding and commitment to
effective data governance practices including the
necessity for a combination of appropriate
organisational culture and behaviours (section 6)
and an understanding of data criticality, data risk
and data lifecycle. There should also be evidence
of communication of expectations to personnel at
all levels within the organisation in a manner
which ensures empowerment to report failures
and opportunities for improvement. This reduces
the incentive to falsify, alter or delete data.

AR, SR T — 2 TN RS
77T 4 A (WYL S 1TE) G 6 S
ylo, 7—HFEEE T—X Y RAT KT
— R T THA I IVOBREEAEDED Z
& DOWINEZ G Ee) ISk B 2 L UL
gl a3y NAV NEFRFOMENRDH D, 1
RN DT RTOL~ULDBITH LT, kit
RUEBORRERET D XU — R N
WeFIZT 25 L 9B, R~ E
2T E WIS MLETH D, ZHITL D,
TR RS Ao BHE - HIBRT D EREN D
T 5,

6.2

Policies related to organisational values, quality, staff conduct and ethics

6.2

AR O ML, A

AL v 7 DT M OMMERZ BT % 5t

6.2.1

Appropriate expectations for staff conduct,
commitment to quality, organisational values and
ethics should clearly communicated throughout
the organisation and policies should be available
to support the implementation and maintenance of
an appropriate quality culture. Policies should
reflect Management’s philosophy on quality, and
should be written with the intent of developing an
environment of trust, where all individuals are
responsible and accountable for ensuring patient

AHB T OITE), WE~DII v h AV,
AR OB K OME ERIZ DU N T O3 ) 7 B4

%, MR~ D RETHY,
Ul7e B S 2 EBL L, MERFT D720 D8
IRMET I RETH D, HEHE, EFEEO M
BIZOWTOBZ KT 5L EHIic, (T
T O EE DR 4L RO NE % e 5
252 L ICEEAAV, HEEAE O X
VI EEBEBROD LBREAMET L L &
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safety and product quality.

EHLTERTETH D,

systems with controls that by default, uphold the
intent and requirements of company policies.

6.2.2 | Management should make personnel aware of the | & HIkIL., T — ¥ WWE 2 M1 5 EToOHE
importance of their role in ensuring data quality OEB|\OEEME L &I, HEDOIEEIN D
and the implication of their activities to assuring AR et N rg ER D424 D FeAR |7 B 98
product quality and protecting patient safety. + B O EAEL - SR X RE T D,

= \_ FI' N

6.2.3 | Policies should clearly define the expectation of | J5#+ ik, IEE I ZOMELAITEIO IR 4
ethical behaviour, such as honesty. This should be | pizEZTAMLERH B, FHEHT, TTo
communicated to and be well understood by all HBITEZ D, 400 FR S 102 VB8
personnel. The communication should not be %. a ZOBNCIT. BER A LA e &
limited only to knowing the requirements, but also -
why they were established and the consequences 5T fot':f% DEAERFRIT 5 ilﬁ_ D, H
of failing to fulfil the requirements. ﬁ:%{?ﬁi‘ ST TEEITE S50 b

HTIEADHRE ’C“Ei?)%f)o

6.2.4 | Unwanted behaviours, such as deliberate data BT — 2 ORI Ay FFAIOIRWET
falsification, unauthorised changes, destruction of | = — % pfkE  ZfthF— % WE A8 72 51T
data, or other conduct that compromises data BEDEE L RUVTENC L. BTk 4L
quality should be addressed promptly. Examples FANERG . SO FEC. BE UL A
of unwanted behaviours and attitudes should be <y
documented in the company policies. Actions to v \ﬁ@]f {j OB f‘}j( LT~ Th D, i
be taken in response to unwanted behaviours LSBT T 57 Z{ SRS ﬂf‘
should be documented. However, care should be TRETH DN, ) (AL 55 @) TIvary
taken to ensure that actions taken, (such as D, FFESNTT =447 707 1 ORE
disciplinary actions) do not impede any IZDOWTDEDHKDOFAEZ T 2K 912
subsequent investigation into the data integrity BT AVENRD A, FHl21E. BELUWEENC L
issues identified, e.g. severe retribution may D D R X T RIEIATED & 5 TS 4
prevent other staff members from disclosing f\ Fal 7 7
information of value to the investigation. PZR L7 72 2228 Lanze s

6.2.5 | The display of behaviours that conform to good T AR RA N T—=EA T T T 4
practices for data management and integrity BT 527y NI 7 4 AR -T2 4T8h %
should be actively encouraged and recognised Hiz L7- & X 3. FEMmAICEEE L. iR
appropriately. K RECH D,

6.2.6 | There should be a confidential escalation program | =D Fét & FIEICZ 2 GNT-FBEDO T AL
supporteq by company policies and prpcedures L—arrul I hERITHIRXTH A,
whereby it encourages personnel to bring THICE Y MBI, HE D& O RN
instances of possible breaches of policies to the N 2 A % /T:f\l R T L
attention of senior management without N X T et e
consequence for the informer/employee. The = %Hﬁﬂd“ﬁl SERT D, Jfﬂé& E\‘ﬁﬂﬁ%b)ﬁ
potential for breaches of the policies by senior FHENT 5 AT e TE @ik L C jb g ;C: »
management should be recognised and a suitable | ¥+ TP & D RGBT D DL iy A 7
reporting mechanism for those cases should be = ALPHESNDGNETH D,
available.

6.2.7 | Where possible, management should implement AEETHIVE., BHENL., &toFtoa ™

LB AT 3 v b e — L B D DA 2
TWDHYVAT WEEATRETH D,
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6.3 Quality culture

6.3 S8k

e Ensuring awareness and understanding of
expectations (e.g. Code of Values and Ethics
and Code of Conduct),

e Leading by example, management should
demonstrate the behaviours they expect to
see,

e Being accountable for actions and decisions,
particularly delegated activities,

e Staying continuously and actively involved
in the operations of the business,

e Setting realistic expectations, considering
the limitations that place pressures on
employees,

e Allocating appropriate technical and
personnel resources to meet operational
requirements and expectations,

e Implementing fair and just consequences
and rewards that promote good cultural
attitudes towards ensuring data integrity, and

e Being aware of regulatory trends to apply
“lessons learned” to the organisation.

6.3.1 | Management should aim to create a work EHEEL, B CTA— T R RGERE (T
environment (i.e. quality cylture) that is HHWE ) OEEZ Qs+ & Th 5,
transparent and open, one in which personnel are | 2z 5 1 5REETIT. HENT — 2 O
encouraged to freely communicate failures and (B B BEE R 7 %% . I 2%
mistakes, including potential data reliability P i, ST, 2
issues, so that corrective and preventive actions E HIARZ D &9 ftb% < {ijb D\‘ <c ?)?
can be taken. Organisational reporting structure Ik - %%%‘E il L/ L& 175; TZ5S °£’ﬁﬂﬁ%
should permit the information flow between KN, T _XTO L~V OB O THEHRD
personnel at all levels. MNLDEIBRbDETRETHD,

6.3.2 | Itis the collection of values, beliefs, thinking, and | i (SE (k) 1. BEE, F—2 ) —4
behaviours demonstrated consistently by —. WEIModtBR., FOT—FRE LT —
management, team leaders, quality personneland | 4 ¢+ 5 1) == S BT 2 720 D SE ST
llersnnl it o o g ity | Rt - C ORI KDL

quatity gLy TR SN AMMER - 58 - B2 - ITBHOR
KThH2,
6.3.3 | Management can foster quality culture by: BHKIL, L TOFECTHESULZEERT D

ZEMWTED

o [ZAEA] HWIFFT D Z & (B, A
i - fERSTEL, 1TENEHSE) 2 MR
e, B SHE D,

o fREAIRT, EEET (SN WifFT
DITE 2R THELNETH D,

o [THICWEICIARMT AR D, FrCEGE
L 7= & E),

o HEDEE Mk ORIV RS 59
60

o EHFRELMIFFL NV ERET D, WEE
BIZ7 vy vy =252 50K % BES
60

o B OERLWIMFIISZDI=DIT, w#Y)
TREAE ) Y — AR Y ) — A % E
nYTH,

o T—HALUT VT 4 EHERIZTHT-D
2. KW SHRICIA - T2 BB 2 B84 5 &
D 7n, NETAIE 7RG S & il 2 £ 83
Do

o Bllo@hmzitE L, IFATREI %
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MRICE T 2,

6.4

Modernising the Pharmaceutical Quality System

6.4 [EIGE AT LOEHME

should be able to prevent, detect and correct
weaknesses in the system or their processes that
may lead to data integrity lapses. The company
should know their data life cycle and integrate the
appropriate controls and procedures such that the
data generated will be valid, complete and
reliable. Specifically, such control and procedural
changes may be in the following areas:

e Quality Risk Management,

e Investigation programs,

e Data review practices (section 9),
e Computerised system validation,

e [T infrastructure, services and security
(physical and virtual),

e Vendor/contractor management,

e Training program to include company’s
approach to data governance and data
governance SOPs,

e Storage, processing, transfer and retrieval of
completed records, including
decentralised/cloud-based data storage,
processing and transfer activities,

e Appropriate oversight of the purchase of
GMP/GDP critical equipment and IT
infrastructure that incorporate requirements
designed to meet data integrity expectations,
e.g. User Requirement Specifications, (Refer
section 9.2)

e  Self-inspection program to include data
quality and integrity, and

e Performance indicators (quality metrics) and

6.4.1 | The application of modern quality risk BATOEEL WG S AT L2, FFHOMNEY
management principles and good data AR AL NOFERIE Ty RF— X< %
management practices to the current DAV NTS T 4 A EEAT AL T, v
Pharmafzeutlcal Quality System serves to AT BB L. M T — & DRI PR
modernize the system to meet the challenges that S RBE RS CX 5 51275
come with the generation of complex data. 7 = DT80

6.4.2 | The company’s Pharmaceutical Quality System DAL BI D EELGE Y AT AL, T—X

AT VT L EBERIZOBRNBDZE IR AT
LAXTT 0 ADF R AT « i - BIET
EHEobolTsH, 2fhiE, T—FD7
ATHATNVEEEL, ERSNDET—F0N
ﬁ%f SERT, BEHTELHDOERD LD

wWpay ba—L b FEEZHEET D5
E#%éo HARRIZIX, 20X H7ar b
— R FIEDOZE L IILL T OfE TIThid -

o WHEIUARIZRTALE

o WHESv T LA

o T—HLEa—DFE (F9F)

o ALEa—HLTAT AN T — g

o ITAY7T, ¥—EA EFxF=2VUT 4
(R K OMBUAR )

O

e NL—=rTurssh StOF—%
HIRF U ASOEY fIr L T —Z H R
v A SOP #&te,

o SERK L7ZFRERODLRAT « JLER - #53E - R
HRo WO - 7T 0 RROT — X {RTF -
SR - Rk IZAR DI EN 2 A e,

o T—HALTTIT 4 OYFITIIEZ DT
DOFEM Pl 2 — P — R E
(%9hﬁ%&%%ﬁﬁé\m@mm>

(CAR A RIDHEZR R ONIT A 7 7 Z A
T 5 BEOE ) 70 B

o HORMT R T L, T—HWELET—
GA T T VT 4 e,

o N H— .
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reporting to senior management.

o NITF—UAEE(WHEA NY 7 R)

& bR AE PRI~ D
6.5 Regular management review of performance indicators (including quality metrics)
6.5 LM NT —< 2R (WEA DV 7 A2 E) DR F T A bl Ea—

6.5.1 | There should be regular management reviews of EMNC AT r—~ AR (T — A T
performance indicators, including those related to | 7" 5 ¢ | B % & D &2 ETp) D~ F P R
data integrity, such that significant issues are VLB a— AU, WA PR A E L
identified, escalated and addressed in a timely B4 DY —rT A L— kL. fHlF T
manner. Caution should be taken when key . N - -
performance indicators are selected so as not to b5 zig27i 7\7;} *E' i (KPIV),\\%JQTR
inadvertently result in a culture in which data 7 é Effzifﬂ EEL. B 6‘52 L7 R 74
integrity is lower in priority. TV T 4 AT D3 R EAY o T

LESTLENIZEDRNEITARETH
Do

6.5.2 | The head of the Quality unit should have direct BB O BEE D EE R ICEREY X
access to senior management in order to directly T EIEZ AN— NEHETREITHY . B
communicate risks so that senior management is EEPRI N b DD S PIREARER L. xS T A7
aware and can allocate resources to address any DICEEZE ) ST L5 L HIcT5
issues. s - °

6.5.3 | Management can have an independent expert TR, N LT-EMFICEHO S AT A
periodically verify the effectiveness of their Loy ha— LOFNEE ERICREE S &
systems and controls. T L,

6.6  Resource allocation
6.6 BHIDOEIY 4T

6.6.1 | Management should allocate appropriate BT, Sy RTF—2 AT VT <X
resources to support and sustain good data DAL N EHIE - MERT A0, EmUIRE
integrity management such that the workload and | ye 2 1) W 2 B R & 2 CFRIcEY . F
pressures on those responsible for data generation | __ ¢ RO 24 5 )3 e 7 /é e
and record keeping do not increase the likelihood %iﬁﬁkiua%{%i 2}}%%? 2 @%zgé%;@
of errors or the opportunity to deliberately / - )V ] - RS - HE & /_\T
compromise data integrity. — AT 7Y 7: 74 BB > e x

WRSERNE T 5,

6.6.2 | There should be sufficient number of personnel FBROEBIZRE T2, WENP~X T AV
for quality and management oversight, IT support, | K D% S5 O ITHFR— ., FEDE
conduct of investigations, and management of fi. NL—= 2 u s S ADEREIT -
training programs that are commensurate with the DIy 72 N DA B AN G 5
operations of the organisation. o °

6.6.3 | There should be provisions to purchase B> T —HOEEEIZSC T, =—X|C
equipment, software and hardware that are BoT- R . VT R 2T o N— R 2T %
appropriate for their needs, based on the criticality BEAT B - DOHEENRLETH S, ST
of the data in question. Companies should ALCOA+S O JE Bl ~D3ii 2k I D i - > 7
implement technical solutions that improve N AN S,

WY, FORER, TFREET—H AT
7 VT 4 BT 28R Z D X 5 2Bl
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compliance with ALCOA+> principles and thus
mitigate weaknesses in relation to data quality and
integrity.

VYa—va 2B ATRETHD,

6.6.4 | Personnel should be qualified and trained for their | #:-8(%, T EN OB I LTk <. k
specific duties, with appropriate segregation of L—= T ENBERETHhAD, F-mab ek
duties, including the importance of good BNBEAITH _REXTh D, FL—=1 70k
documentation practices (GdocPs). There should Sy RREa AT e a LTI I 4
be evidence of the effectiveness of training on N SN
critical procedures, such as electronic data review. (GdocPs) ODEEL% b i:b 5o Ei’ = LT
The concept of good data management practices | FOLE - “—%?z)ijt % iﬂ/‘&“?l’\\f EN
applies to all functional departments that play a k I/’—\: 4 ‘0)75 hE 75’ AR REL L EL T &
role in GMP/GDP, including areas such as ITand | 2, 7> RT—F RV A L NT T 7T 4
engineering. DOREEIT GMP/GDP Tl & 2> D& % 7

T, TRTOEEEHM AT =71
TEOFERE ST ICEA S D,

6.6.5 | Data quality and integrity should be familiar to T—HWELET AT VT T EEN
all, but data quality experts from various levels HoTWARXTHIHN, AR LLDF
(SMEs, supervisors, team leaders) may be called | _ 5 S DBEAS (SME, A —/3— 3o
upon to work together to conduct/support _ %: N —F—) mtEn, —E LT
investigations, identify syst d dri e 2 e - . .
o el e e | izl KL, %7 w7

EL, WEROFEMEHEL THH-ThH &
AN

6.6.6 | Introduction of new roles in an organisation MR, T—2EHANED, Fy RTF—F~
relating to good data management such as a data FUA Y MBI T A 85 LW RE| O A 5 #
custodian might be considered. HLTHINTHS,

6.7  Dealing with data integrity issues found internally

6.7 HNTREINET—ZA LT 7 VT 4 E~DOX I

6.7.1 | In the event that data integrity lapses are found, T—=BA T T VT 4 E N OhoT b &
they should be handled as any deviation would be | |3 [EIKELIVE S 2T AMZBIT AT &
according to the Pharmaceutical Quality System. | Fggiz il ~x Th 5, FEDOENRY &+
It is important to de.termine the extent of the . OARAJER 2 2 L. 2 ORE 2 B
E);é)lioi:m as Well as its root cause, then correcting EL. PUEELEfi+T5 - L BEECH

ue to its full extent and implement I ,
preventive measures. This may include the use of Do & D785 REMEAAGHC SR 2 15 5728
a third party for additional expertise or ICE=HEFAT LI baEN, VAT A
perspective, which may involve a gap assessment | OISR EZFFET HTDOICF ¥ v I T A A
to identify weaknesses in the system. FEATO5ELH D,

6.7.2 | When considering the impact on patient safety B OGO NWE~DEREEET D
and product quality, any conclusions drawn D= = G = = A I = e 2 Aty S R S 11|
should be supported by sound scientific evidence. | 1 cH T 5 TVANLENH S,

5 EMA guidance for GCP inspections conducted in the context of the Centralised Procedure
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6.7.3

Corrections may include product recall, client
notification and reporting to regulatory
authorities. Corrections and corrective action
plans and their implementation should be
recorded and monitored.

(D] BEIEICE, HihORIL, EE~D
WL OB S R~ DO WEFRZEN D, B
IEXOSEIERTEO G & £ ORI, 7L
L, BT ~&TH D,

6.7.4

Further guidance may be found in section 12 of
this guide.

ARE, B RECIORDIFMOTA X A
aoT s A

7. GENERAL DATA INTEGRITY PRINCIPLES AND ENABLERS
7. T—=EA T T VT 4 O—RERI & EHFE

7.1

The Pharmaceutical Quality System should be
implemented throughout the different stages of
the life cycle of the APIs and medicinal products
and should encourage the use of science and risk-
based approaches.

EIGAE Y AT ML, R L ERLD T A
T A T NVDORE & RBEE A L CHET R E
THY ., BEHN-OY A7 IHESNW=T 7
—TFOFHEZREHT & TH D,

7.2

To ensure that decision making is well informed
and to verify that the information is reliable, the
events or actions that informed those decisions
should be well documented. As such, Good
Documentation Practices are key to ensuring data
integrity, and a fundamental part of a well-
designed Pharmaceutical Quality System
(discussed in section 6).

+oa7etEdmE b EICERRET DI L AR
2L, EZ2DOEFROGEEMEEZRGET 2729
IZiE, ZOREBREICHEDN D EROITE 7
HANRY "ROT 7V a v EACCENT S
VENB D, ZD X912, GdocPs i, 77—

BATTIVT 4 ZEFIZTH L TEHETH
0. EUNCERE SN ERLME VAT A

(B 6 BB ITIIAR A R ERTH D,

7.3

The application of GdocPs may vary depending
on the medium used to record the data (i.e.
physical vs. electronic records), but the principles
are applicable to both. This section will introduce
those key principles and following sections (8 &
9) will explore these principles relative to
documentation in both paper-based and
electronic-based recordkeeping.

GdocPs # F D L HIZ#EAT 2 000%, T —H
ZRERT DA (T b b, WEM 7R sk

M, BRI TR DN, £
DOIFANFE B BIZbEHIND, ZOFETIE
BERFAZHENL, ROEEE8FELH9
) T, RN —ADFERMRE LB X—AD
LSRR DT NN O LEAICHOW TR Z
WD 35,

7.4

Some key concepts of GdocPs are summarised by
the acronym ALCOA: Attributable, Legible,
Contemporaneous, Original, And Accurate. The
following attributes can be added to the list:
Complete, Consistent, Enduring and Available
(ALCOA+°). Together, these expectations ensure
that events are properly documented and the data
can be used to support informed decisions.

W< 270 GdocPs DE 22T, ALCOA
EWIHHHTRETCE LD LD, ThbbLIFE
P (Attributable) . Il (Legible) . [RIRFFCEX
4 (Contemporaneous) . JEANE (Original) & OF
IEHEME (Accurate) TH 5, ZiUZELeMt
(Complete) , —EME (Consistent) . 7Kfet
(Enduring) M O° "] 1% (Available) & W\ o 72 )&
MWEMZDHZ EDBHDH (ALCOA+HY), Zivh
DOHIFHIINZ D Z & T, A2 MY

¢ EMA guidance for GCP inspections conducted in the context of the Centralised Procedure
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im%m TOT—HEH LI, s
WZHAS S BRIRENMTOND,

IGE:

7.5 Basic data integrity principles applicable to both
paper and electronic systems (i.e. ALCOA +):

IR L BTV AT LOWMFIZHEHASNDT
— AT 7T 4 OFEARFEA (Tbb
ALCOA+) Z LA FIZART

decided and why, i.e. what influenced the
decision at that time.

Data Integrity | Requirement i
Attribute
Attributable It should be possible to identify the B ALY FFAT LRk 2% LB Xk =
. individual or computerised system that VEa— VAT AREET AL LS
Jr AL performed a recorded task and when the 2. FDOHE AT B NOELT LIS EE
ok wasprorme, This o pplis 01y | <35 15 7 0.8k 5, =
) = N . = 7R S
corrections, deletions, and changes where it il 75: v \O Lﬁjgi‘;&)c ALEAT=DD %%ﬂ
is important to know who made a change, DT L NEREIL G ”"aﬁ JJDZ_??L%)
when, and why. TRTOEHE (BIE - HIBR - ZHEF) 1T
BTILE D,
Legible All records should be legible — the TR TOFLEMNNTHFEEN MLETH é .
information should be readable and ﬁ‘foc OHIERAEME L, FHT 2D
HIFirk unambiguous in order for it to be 1. FEh D LW TX, ﬁ;ogﬁﬁgf F 5 e
understandable and of use. This applies to (1: PUECH L.~k L] E
11 information that would b ired tobe | . [
all information that would be required to be ‘{?ﬁ?‘:j‘%%@&)éﬁ‘f\‘“(@‘f%%ﬁ ( TEUA
considered Complete, including all Original - S0y 173
records or entries. Where the ‘dynamic’ P Db SR ANT &7 T) I %}fﬁ S
nature of electronic data (the ability to N5, B8F7—20 T8y eMEHE
search, query, trend, etc.) is important to the | 38, 7 = U | [ 547r% 25 T é“ 577 D
content and meaning of the record, the FLERONE & BWRICEELRLA. w72k
ability to interact with the data using a T AU r—a B HERALTCT— X &%
suitable application is important to the SR TTHYETX 5 - Lk, 4o [a]
availability’ of the record. FME | A b BB CH B,
Contempo- The evidence of actions, events or decisions | 77 v g >, A X2 b, BEREDFEL
raneous should be recorded as they take place. This | |3 #3523 Tb 5 & RIRFICEE SN
= documentation should serve as an accurate HREThsD, —OL R TEICL
[FIFRC R attestation of what was done, or what was :

D, ATz, XITED LD B
H T BARE SN2 (T b b2 DOlf
DOPTENANN B L 72 7>) % IEMEISSLRE
THENTED,
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Data Integrity | Requirement B
Attribute
Original The original record can be described as the | JRAGREk & 1%, MITFLER STV D (FF

first-capture of information, whether

M) 2y, ELMICREEER SN TWD (VAT

accurate is achieved through many elements
of a robust Pharmaceutical Quality System.
This can be comprised of:

e cquipment related factors such as
qualification, calibration, maintenance
and computer validation.

e policies and procedures to control
actions and behaviours, including data
review procedures to verify adherence
to procedural requirements

e deviation management including root
cause analysis, impact assessments
and CAPA

e trained and qualified personnel who
understand the importance of
following established procedures and
documenting their actions and
decisions.

Together, these elements aim to ensure the
accuracy of information, including scientific
data that is used to make critical decisions
about the quality of products.

JEAME Eecorcllleddon paper éstatic()ihor electt}rlonically LADOBEHESIC Y L D08, WEIXEI) A
usually dynamic, depending on the 2 g Rl A N
complexity of the system). Information that ?D Fg Zb:%]“ i gﬁ lei% E;T)J Pl H;}E: g;?;
is originally captured in a dynamic state 3 i T - 'Ei
should remain available in that state. BUE, TOREOEFRIHARERICLTE

KRETH D,
Accurate Records need to be a truthful representation Eﬁéﬁﬁ ZFRFOT-OICIE, FoEkITEEL L
—_— of facts to be accurate. Ensuring records are ICFEBTAVEND S, REEIE

&E/17A®§<®g%%ﬁmfﬁﬁ
DEMMEEZHERICTDHZENTE D, 2
NODOERITIILUL TR H S :

o FEZRICBhE T AHE, fFilxIX, ik
PESE, ¥ ) T L—gr, A
FF LA A a—% AT
L) N F =g

o T U VarviiTHiEA = hu—g
L0 JiEEE FIE, FIAR D
WFERRGEST 57 — X L E o —TFH
EEie,

o RBUEEL, RAFKOSHT, BT
EAAL . CAPA % &5,

o Az -, LS
TEFMEICHE S = L oEEM, KOH
LOT YV a rREBRE & CE
THZEOEREMNEZHMEL TN D,

b @%i?% %fﬂﬁ/\b@f (;@uu EDE
WIZOWTOEEREEREIZHNGND
BFERT — X ZED) TEHR O IEREM: % e 5
ﬁ:ﬁ‘éo
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Data Integrity | Requirement Eif

Attribute

Complete All information that would be critical to BHAHARNEHEREL LY T AL EIC

N recreating an event is important when trying | |3 Z0D A4 X A FBRT A7 DICART]

sERE to understand the event. It is important that | s L 70 2 S N COERNEETH S, |5

ot et required for an information setto. | PR LI Y BIRRS ALY Lt 5
- - N =) D =% N

be considered complete would depend on ti 5 :k ﬁlﬁ%f&j %f,)() BT f&?)

the criticality of the information (see section ma;‘l‘ﬁi%{ﬁﬁfiﬁ‘f: » G;M\%E = {i g af’/r a

5.4 Data criticality). A complete record of LAV, RO HEE (5 54 FOT —

data generated electronically includes ZEBELSR)ICL > TR, &

relevant metadata (see section 9). BN S NT=T — X ORI
X, BET AT =2 REEND (9
HEHM),

Consistent Information should be created, processed, BT, Exshlz, —BEMoH 5, i

and stored in a logical manner that has a PR 72 VR CHERR « ALER - (RSB

— AT defined consistency. This includes policies | x 5,2 ZpHiEIZ Iz, F—FDay

Candardize data (e, chronclogia PO RIRL R oY O
.8 N - —

sequencing, date formats, units of MRAvE TS (Flx ‘i‘cﬁﬁif?li@lllfgfr‘

measurement, approaches to rounding, AT OZ 4 j i/ /L:\ B RAL, HelED

significant digits, etc.). HDT5, AIHTEEE)

Enduring Records should be kept in a manner such FLERIL, MEEL SNDFREMED & D]

. that they exist for the entire period during bl THET ALY ITHRE NS

i TRiR which they might be needed. This means REThb, TRbL. RERET.

oy need eyt andsossblo | 511 L TR 1 L.
ZiN \a S A
record retention period. > b LIl TIRATEHT DU
b D,
[FRE RIS O RR B ASE, ]

Available Records should be available for review at FLEKIEL, MEE SNDHRAHIF AL T

any time during the required retention IR AR THARITHY . BED

AR period, accessible in a readable format to all | 20y y — 2 i - T2 - HEEIOR - 4E

pplale el whots rpensle | iy - s - 50 RAVETIT
> - 1= /\\» 23 2
decisions, investigations, trending, annual v E - L;E‘E%%}Oﬁ_ TR é‘ﬁ_ &
reports, audits or inspections. ft8 753%@1‘@50)) HHT7 A Y bz
TATEDLEICTHOHMENRD D,

7.6 If these elements are appropriately applied to all INHDOHEZEN, GMP MO GDP [ZBEE T 5
applicable areas of GMP and GDP related IEEIOT R COMEIRIOEYNEHE S, [EX
activities, along with other supporting elements of | o nes 25 ) Do EEBSE L L ¢ 1258
s parmacuieal Quilty Syt he bty | S5 5615, RGIT B KNI

/=S e S = VAN Ad =
regarding drug products should be adequately o ) t\ DOFROFRIEL - IRAES D
assured. ENISLSE
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7.7  True copies
77 HEaE—

7.7.1 | Copies of original paper records (e.g. analytical — I, RROJFARGEER (B 21X, St~
summary reports, validation reports, etc.) are ULR—h, NUTF—T g o @)ilEE) Do
generally very useful for communication E—id, (BT, BlOLETTHET 524t
purposes, €.g. between companies operating at R0 HAS I B 5 2 CHEE I ERICh
different locations. These records should be - = — .
controlled during their life cycle to ensure that the 50‘ SALD OFLERIL Z::L 7 ?‘4} 7 {}fﬁ L;;C
data received from another site (sister company, = / k /i’—/ v L;\ L A (i/ L= §ﬁ:\ AiH
contractor, etc.) are maintained as “true copies” ARAEE) DOEZIT S o7 — 2 2 BTG
where appropriate, or used as a “summary report” | UC [HIE=at—] & L CHEFFEEES & T
where the requirements of a “true copy” are not b, Flo. BHERDNT —2 DY~ U5
met (e.g. summary of complex analytical data). DEHT) (F—=FN) [EHEEavr—|] O

hafiilz SV EEIE. <Y LR—1)
ELTHWS,

7.7.2 | Itis conceivable for raw data generated by Fr 725k B W TCRAT — 2 DA T 7
electronic means to be retained in an acceptable FADMETNTWA 2 LA ASHEICHA X
paper or pdf format, where it can be justified that APAITIE. BFHTE AR SN AET —
a static record maintains the integrity of the ST BE ok Ny
original data. However, the data retention process Z 718 \9: ;ﬂjgﬁf Hg %’E?XS;DE ﬁ/ff;%ﬁi' z -
should record all data, (including metadata) for all - 7“‘% S “74 %
activities which directly or indirectly impact on %’_*Iz AN @L%””gf’” B @T/\\VC 0)@]@ (CIE
all aspects of the quality of medicinal products, R 3 FEEJT#LE‘/‘J‘ (D ﬁi"\"C DIEENZ B
(e.g. for records of analysis this may include: raw | T2 T _XTDOT —F (A ¥ T —Z & EL) &
data, metadata, relevant audit trail and result files, | fldk3 & TH 5, BIxIE. DT ORLEIC
software / system configuration settings specific WX, BT« AXT—H « BT AR
to each.analytical run, and a.ll dat.a processing runs | g FBOER T 7 A L« B EITICEG D Y
(including methods and audit trails) necessary for TR T AT MEREE - FTEDAT
reconstruction of a given raw data set). It would . ) N P e
also require a documented means to verify that the Zj? 4 ]\‘@iﬁfﬁafﬁ%%ﬁj‘ /;C @T“A& n
printed records were an accurate representation. BZAT (A YR &Ehﬁﬁvﬁﬁ% ?’ me) AVE EA
This approach is likely to be onerous in its %), FIRIE/-fiskns (BT —H% D) IEfE
administration to enable a GMP/GDP compliant | 72 &HL ThH > 7 Z & ZMEET D 72O D EAL
record. SNTFELRE LD THAH, ZOT

m—FE, FiékE GMP/GDP IZ#E & S5 72
DI, EFEHMAENRE < 25 Rtk
DIEV,

7.7.3 | Many electronic records are important to retain in | %< OEFEEkIL. T —Z L OXEENTE 5
their dynamic format, to enable interaction with rolz, B THRE T A LAEET
the data. Data should be retained in a dynamic bhh, F—RATFTVF 4D, Tk
form where this is critical to its integrity or later = - A . N
verification. Risk management principles should gﬁﬁ ;E;;if%éi;j_ig :ggigéi \U 7; P Z 72
be utilised to support and justify whether and how | . f’: 7* H . e Z:
long data should be stored in a dynamic format. ‘(7( ~h @ET_\E:'J Z 6 L T4 75_: @JE"J fcﬁifé

N THANT 2 LML (@R B TRE
T 5] BHOH K2 SHIICHATE LD
IZTRETH D,
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7.74

At the receiving site, these records (true copies)
may either be managed in a paper or electronic
format (e.g., PDF) and should be controlled
according to an approved QA procedure.

FLER A SZ T DS T, 2D ORtEk (&
Fab—) %, #LEFHN @ : PDF) O
WA TER L, KRB S72 QA FIHIZHE
STay ha—AT36ERDD,

At the company who issues the true copy:

- Obtain the original of the document to be
copied

- Photocopy the original document ensuring
that no information from the original copy
is lost;

- Verify the authenticity of the copied
document and sign and date the new
hardcopy as a “true copy”;

The “True Copy” may now be sent to the intended
recipient.

Creating a “true copy” of a electronic
document.

A ‘true copy’ of an electronic record should be
created by electronic means (electronic file copy),
including all required metadata. Creating pdf
versions of electronic data should be prohibited,
where there is the potential for loss of metadata.

The “True Copy” may now be sent to the intended
recipient.

A distribution list of all issued “true copies”
(soft/hard) should be maintained.

Specific elements that should be checked when
reviewing records:

7.7.5 | Care should be taken to ensure that documents are | T EDEE ALV, LEN [HIEabv—] T
appropriately authenticated as “true copies” in a HAZ L EMEICEHTXALHICTRET
manner that allows the authenticity of the Ho, ZHE. CEOBEEMAKSDICKRIET
document to be readily verified, e.g. through the 5 % 5D 4 3 5D
use of handwritten or electronic signatures or 2 & ijﬁ(giftaﬂéct%;%&%’gkiﬁéﬁ%&)%%ﬁ)f
generated following a validated process for N o . E‘ . 7
creating true copies. —ha ﬂt7 it /'iéjjllfo T REaE—

] AT 55F) TIT 9,

Item: | How should the “true copy” be issued and EEFab—] ¥ LHITRITL, av b
controlled? a—)L g REN?

1. Creating a “true copy” of a paper document. BoOXED TEIEaE—] ZEKRT 5,

BIEabE—%2%R{T3 5228\ T :
- abP—TL5ULEOFEAEATTS,

- JFEARDEEP DN E 91T, A
DA —%MWD,

S U— SN CEOHEEMERIEL,
BHLvwN—FRar—iZ [EFar’—)
L LTELAEAETRAT S,

INT [BEEavt—) Z2ZEEICEDLZ &N
TE 5,

BTXED EEavt—] 2ERT 5,

ErEEEo BEEavr—) k. EFaFE
(BT 7 7 A L2 —) TIER L, SEA
ART =R T XRTCEHELRETHD, AXT
— A NEDLNDARENE NS DA, BT —
% @ PDF fROVERRITZEE LT R&TH 5,

INT BEEabE—) Z%EEICEDZEN
TZ 5,

FATENTZTRTO (V7 Mov—FD) THIE
ab—| O A N EHEFEET ILE
N D,

MFEE L Ea—T3BCFzy 7 TEEHK
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o  Verify the procedure for the generation of
true copies, and ensure that the generation
method is controlled appropriately.

e Check that true copies issued are identical
(complete and accurate) to original records.
Copied records should be checked against
the original document records to make sure
there is no tampering of the scanned image.

e Check that scanned or saved records are
protected to ensure data integrity.

e After scanning paper records and verifying
creation of a ‘true copy’:

- Where true copies are generated for
distribution purposes, e.g. to be sent to a
client, the original documents from which
the Where true copies are generated for
distribution purposes, e.g. to be sent to a
client, the original documents from which
the scanned images have been created
should be retained for the respective
retention periods by the record owner.

- Where true copies are generated to aid
document retention, it may be possible to
retain the copy in place of the original
records documents from which the scanned
images have been created.

HIEIH :

o HIFaV—%Z4dA2FIELMHIEL, £
BGENEYICa hr— L& TWD
Z L ERRT D,

o FITEINT-EIE= b —NFEADIEL L [F
— (BENPOLEMW) THHZ LEF =y
%%, av—snkitiEE. FEADL
HEBR LA L, AX Y U INTAA—
UHREEINTW NI L a3 F v rT
Do

o T—HAUTITVT 4 HHERIZTHED
WA K v o LT RRaeOR T Lz ridk iR
HEL WD AT v T 5,

o MOELEEAXTY L, [HEEaE—]
DAERR % FRAE L 72 1% -

- (BRICENT 2% BEMAO B TEIE
A —EERT 25 AL, SO —
F—FAF Y A A=V DT E RS T
JEAR L EE ZNENORFHEICED
T CRET DRER D D T,

[ERYE : JFSC Tl 7R - C “Where ~ from
which the” 28 2 Al D IKE N TV 5, ]

- EREOHBWTEIEaE—ZERT
HEEIE. AF YA A—TDOITER
ST RARDFLEFLEORD Y IT2 v —
ZIEELTH XV,

At the company who receives the true copy:

- The paper version, scanned copy or
electronic file should be reviewed and filed
according to good document management
practices.

The document should clearly indicate that it is a
true copy and not an original record.

Specific elements that should be checked when
reviewing records:

e  Check that received records are checked and
retained appropriately.

e A system should be in place to verify the
authenticity of “true copies” e.g. through

HEabt—zXZ T i-o etz nT :

- HONR—=T gy AFyrLizar
—, XIIEF 77 A MIE, LE2—
L. GdocPs Zfit~>TCT7 7 A4V 735
WEND D,

WEITIE, ENDFEAOFEH TR, HIE
A—Thd I EEMMITRTLENRD D,

MFEE L Ea—T3BCFzy 7 TEEHK
ROEETH .

o BUHo AR EHR L. BOICRE L
—(b\é:&%a":ﬁ‘yyj—éo

o BAEDIELIDKIFFEICLY EBEE=

% B 28

% 1.4
BZLib-119 PICS DI Guidance rl.4.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

verification of the correct signatories. v—| OEEMEZRIET 5V AT LD
FonTWnWSHZ &,

7.7.6 | A quality agreement should be in place to address | [WE & EEL4FE L. [HEFEav—] 04f
the responsibilities for the generation and transfer | g - #5612 Eg—g— AELENTF—H AT 7Y
of “true copies” and data integrity controls. The FADaAY Fa— L DOELEEED D LEND
system for the issuance and control of “true 77 0 = et ar [T o e
copies” should be audited by the contract giver zg\é%gif%ﬁ%giiﬁg R ;Z IE a %ﬁbjﬁ
and receiver to ensure the process is robust and T . B i e - 7; -
meets data integrity principles. L/L f@ Z HEA #i%f HY. T4

YT 7 VT 4 ORI ZERIZ L TWD Z & a2k
RIZTRETH D,

7.8  Limitations of remote review of summary reports

78 Y=V ULAR—FrDYE—FLE2—DRRA

7.8.1 | The remote review of data within summary — =) LAR— NNOT— X % U E—
reports is a common necessity; however, the M Ea2—F352 L3V ETHLIN, T—X
limitations of remote data review should be fully | ¢~ =y 5 » g3 b o —L % 55
understood to enable adequate control of data FBEBITE. UE— hF—X L a—0
nieerity: RN AR L TR < BEAD B,

7.8.2 | Summary reports of data are often supplied 7‘° 5’ DY <V LAR— NI, WEICEEN
between physically remote manufacturing sites, W2 HHRLENL S BLEEIRGEEE . Fofh
Market Authorisation Holders and other interested | F%EH ZEDREITON L) SNDE T ENRLU,
parties. However, it should be acknowledged that UL, ¥~V LFE— Moid, EhAdF—
summary reports are essentially limited in their
nature, in that critical supporting data and b7 ; ARASZTABERN TN RN L
metadata is often not included and therefore ML LB TRAT — 4 ff: Ea—7
original data cannot be reviewed. DI LITIRBIg, TORT, AREMICIRA

Mo &alik L THEILENRH D,

7.8.3 | It is therefore essential that summary reports are L7zWo T, <Y LAR— MNITFT—FilEkES
viewed as but one element of the process for the Ot AD T EE 2 FHERRE
transfer of data and that interested parties and REEE T, b~ LFE— FDOF—Z DI
Inspectorates do not place sole reliance on KIE LWL 9 ICT 52 E REETH S
summary report data. . °

7.8.4 | Prior to acceptance of summary data, an Y= UF —X 5T ANLDEINIC, 79 A1
evaluation of the supplier’s quality system and DB AT LAET—H A T 7 U5 ¢ DR
compliance with data integrity principles should R~ AP SV C O 2 Fesr LT
be established. It is not normally acceptable nor SWBERBD. T AT YT ¢ DEH
possible to determine compliance with data A ° - e
integrity principles through the use of a desk-top . ;‘ @%@LJ:%’%Z}/LL:*E%‘? Zt AR
or similar assessment. NCHIWrT 5 2 Eid, — iR L\-ﬁfFﬁ Shd b

DTIFL, EILAFETHA D,

7.8.4.1| For external entities, this should be determined N OSSE. o (T—2A T 7T
through on-site audit when considered important | ¢ D ERH|~D#EATE] BB Y AV < 3T A
in the context of quality risk management. The v NOBLENDEEL EZ2 L AEAITIT.
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audit should assure the veracity of data generated
by the company, and include a review of the
mechanisms used to generate and distribute
summary data and reports.

F oA FNEEIZL VT RETH D, &
ETIE, ORI LV ERENT=T—4% D
BIEMEEZHERT D LI, YT —4R
H< U LAR— hDOFERK - &Wﬂ:%b@ﬁmfu\
HHAFHBD L E 2 —%ITHIRETH D,

with agreed procedures and reviewed and
approved by authorised staff at the original site.
Summaries should be accompanied with a
declaration signed by the Authorised Person
stating the authenticity and accuracy of the
summary. The arrangements for the generation,
transfer and verification of summary reports
should be addressed within quality/technical
agreements.

7.8.4.2] Where summary data is distributed between W= U T — X DA — kR O F 7p 2 PSR TRl
different sites of the same organisation, the FENTWAEL, #5140 L 22 AW D
evaluation of the supplying site’s compliance may HAMEOFAMIE, BIOFE (1« StEoFIE
be determined through alternative means (e.g. (S B A PE D SHIL, B ES A  A)
evidence of compliance with corporate - - SR - o -
procedures, internal audit reports, etc.). (CESTHETT S Z &M TE S,

7.8.5 | Summary data should be prepared in accordance | ¥~ U F—# . JEAREZEFOWESOZT I

TEAZ 70N, BEINTEFIRICES THE
L, LEa— KBTI REThHsH, ~UIZ
!X, Authorized Person |Z LV F4 -, W
~ U OBEFEELOEESEZ T 5 S E LT
TREThD, V~U LR — FOERK - #i5
% BREEICRIT D0 tdld, mE/ANE

3::.

EFEICEVIALNETHD,

8. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR PAPER- BASED
SYSTEMS
8. MR—ZADYVRTLIBITIBT—FA T VT 4 BT 5 EENRBRHNEE

8.1  Structure of Pharmaceutical Quality System and control of blank forms/templates/records
8.1 BEHMMWEIAT LDOMELT T 7 DT =57 T L— MNEEERDER

8.1.1 | The effective management of paper based HAR—2OLELHRECEHET L LT
documents is a key element of GMP/GDP. GMP/GDP D EHEHE /2 HETH S, LN
Accordingly the documentation system should be | WEL 2T M. GMP/GDP O B %
designed to meet GMP/GDP requirements ar}d Pk IR L. SR OSTARN FC
ensure that documents and records are effectively Sy RO LS. A VTS T BT
controlled to maintain their integrity. -0 =

e MR SIS E 5 o R Th 5,

8.1.2 | Paper records should be controlled and should Mofmtrar ba— L, T—X7A4 7%
remain attributable, legible, contemporaneous, A7 NVEBLUT, BB« HEE - RS
original and accurate, complete, consistent PE o EAME - EREME - =M - — B - ki
enduring (indelible/durable), and available W (2 700/l NUSN——
(ALCOA+) throughout the data lifecycle. e G A7y /TLM L VC% >) o FIAAE

(ALCOA+) ZHfEFF T 2 R 8 5,
8.1.3 | Procedures outlining good documentation EFH LB Y AT AORHHAADOHF T, GdocPs

practices and arrangements for document control
should be available within the Pharmaceutical
Quality System. These procedures should specify
how data integrity is maintained throughout the

&Ujiz/bm—w®ﬁ0&@%ﬁﬁbt
FIEELZHEIT = TH D, FIEFIIT. 7
~&747%47»%@LT&@£9&7~
AT T VT 4 ERERFT D e RN E

% B
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lifecycle of the data, including:

e creation, review, and approval of master
documents and procedures;

e generation, distribution and control of
templates used to record data (master, logs,
etc.);

e retrieval and disaster recovery processes
regarding records;

e  generation of working copies of documents
for routine use, with specific emphasis on
ensuring copies of documents, e.g. SOPs and
blank forms are issued and reconciled for
use in a controlled and traceable manner;

e completion of paper based documents,
specifying how individual operators are
identified, data entry formats, recording
amendments, and routine review for
accuracy, authenticity and completeness; and

o filing, retrieval, retention, archival and
disposal of records.

Thh, UFREGEND :
o AL —=LRBHIEROCFNEDER -

B a— - KGR,

o ToH(RARE—F—H 0IT— %)
EEET AT ODOT T L— DR -
Fdtg - =22 fa—JL,

o FLEKICEATAMBRMEOKEHBO T vk
Ao

o HEMIZHEHTLT-DDOLEDIEEH =
E—0D1ERk, (SOPT T2 7 74— LA
EO)XEOaAE—%, 2 br—/L X
B RTRE 72 FYETRAIT L, FIHZ O
WBEEITH Z EICHFICEAEREL,

o MEAN—RDOILEDER, Hr DAL —
=D, T—F AN T F—~ >
k. FREROIEE, KOVH M7 EREE -
EIEM « ZRMEO L E 2 —2WTED
Do

o DT FAYV LT KE - ARE - T —
AT - BEFE,

8.2  Importance of controlling records

82 FkAar bru—d I LoEEN

8.2.1 | Records are critical to GMP/GDP operations and
thus control is necessary to ensure:

e cvidence of activities performed,;

e cvidence of compliance with GMP/GDP
requirements and company policies,
procedures and work instructions;

e ecffectiveness of Pharmaceutical Quality
System;

e traceability;
e process authenticity and consistency;

e cvidence of the good quality attributes of the
medicinal products manufactured;

e in case of complaints or recalls, records
could be used for investigational purposes;
and

FCERIEX GMP/GDP 23512 AR RTHY . LT
BRI ba— T HNENRDD

o AT L7iEBDFEHL,

e GMP/GDP &M O 4ED 5 ¢t - FIE -
VeI R EA~ O AN 2 R 3R,

o [EIRSILE T AT AOHBME,
e hL—HEUT,
o TukAMEIFML—EM,

o HLESNEERLNS Y RIZAVT 18
P F5 o = & DFEL,

o HERU a—RRAELLEE, ik
A SN D TN H 5,

o MHSMERNSHKOLE. BT, WA

% B 31

% 1.4
BZLib-119 PICS DI Guidance rl.4.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

e in case of deviations or test failures, records
are critical to completing an effective

ERNRENITEERT HIZDICEHETH D,

investigation.
8.3  Generation, distribution and control of template records
83 T 7L — MELERODOIER, Bifi, = bo—

8.3.1 | Managing and controlling master documents is VAR —NELEHERa be—LT 5T
necessary to ensure that the risk of someone S, HEy TEEOFE T(Thbb,
inappropriately using and/or falsifying a record P ) 72 R IEAT 2 OBl 2 (6 910 fidk
‘by ordinary means’ (i.e. not requiring the use of R R O B S At B U A2 %
specialist fraud skills) is reduced to an acceptable | _, ...~ ., . i) - S
level. The following expectations should be ”ﬁ:ﬁﬂ‘ﬁb & I//;Q;;i ’CTJE?%G‘J%{BZ?‘ Bl &2&‘
implemented using a quality risk management BETHS, ”\”E\ J = /7 YARUA :/ hT T
approach, considering the risk and criticality of _‘% ZHWT U—E@%qﬁ’$lﬁ %, LR ST
data recorded (see section 5.4, 5.5). T—H YAy LT EEE (FS54F, H

S55ESMR) 2FE L., ET T THD,
8.4  Expectations for the generation, distribution and control of records
8.4 GLEROAERK, BlA, = b w—/VICEEd 2D WIS
Item: | Generation YERL
1. Expectation PFEE

All documents should have a unique identifier
(including the version number) and should be
checked, approved, signed and dated.

The use of uncontrolled documents should be
prohibited by local procedures. The use of
temporary recording practices, e.g. scraps of paper
should be prohibited.

Potential risk of not meeting expectations/items
to be checked

e Uncontrolled documents increase the
potential for omission or loss of critical data
as these documents may be discarded or
destroyed without traceability. In addition,
uncontrolled records may not be designed to
correctly record critical data.

e It might be easier to falsify uncontrolled
records.

e Use of temporary recording practices may
lead to data omission, and these temporary
original records are not specified for
retention.

TRCOLET—BEOWRN T (N—V a
FEREED) &M, Fx v/ ROKRL,
AffZ A CTEATDRERDH D,

Ay b= S TWRWICEDHIL, »
—HNVFNRIC KD FIETRETH D, DY)
A — RIS RCER 2 & 9 7200 7132k
B ~ETH D,

HSEEZR- SRWEEOBERNRY) 27
/F T REHEE

o VP LI TWARWICEL, BE
EWEINTHETERWEENRD
0, BERT—ZNRITZY, HELT
LE D et m< e, £z, 2K
o — /L ENTWRWEEEIT, EERT —
2 & IELLFEET D Lo IEF STy
2N h LIV,

o I RE—/LEINTWIRWELERD 3,
WA LT E Lty

o —HFICFERT D0 FEHWSZ LT
T =X DIFILBRAET D00H LRV,
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e Ifrecords can be created and accessed
without control, it is possible that the records
may not have been recorded at the time the
event occurred.

e There is a risk of using superseded forms if
there is no version control or controls for

Fio, —RRRtE e FARE T2 X9
EDTWVRNNS LivZel,

o FEOERKOT Z7EANRaL FE—)L
SNTWRWEAE, A X FRRAELZ
BES TR L TWAR NS LIvZeuy,

The document design should make it clear what
data is to be provided in entries.

issuance. o N—Ug RfFhar ba—L LT
BmOgGE, AW =L HLTLE
FIVRIDD D,
2. Expectation LS |
The document design should provide sufficient TEICT, FEXTTF—ZANTEHEDO |
space for manual data entries. ISTRERA AN — R BRI B L D B3 A
b5,
Potential risk of not meeting expectations/items | HIFEHEE 22 S A2 WESOBERN Y X7
to be checked /Fxy 73 REHERE
e Handwritten data may not be clear and o F—HANFADITAANR— RN
legible if the spaces provided for data entry BINTWENE . FEXOF— X 11
are not sufficiently sized. BT < 2o 0 . HIEET X 7p < 70 5 ATREME
o Documents should be designed to provide B Bb,
sufficient space for comments, e.g. in case of X ~
a transcription error, there should be o JGEEE, AV POTDOFHIRFTAR
sufficient space for the operator to cross out, N—RERIT D LD ICEEHTNETH
initial and date the error, and record any 5, Bz, 5T —DE, A1
explanation required. — X =3, MhE- 7=EETICE D 1 LiRE
e Ifadditional pages of the documents are BliEs & = Blinrahi L 360
= = - AN
added to allow complete documentation, the :O Ty \é Wt Eﬂ ;2 ”E%j— BIDDF5375
number of, and reference to any pages added RLAARN—ABBETH D,
should be clearly documented on the main o AR AUZ T HIC TR IR
d d signed. = PR
1ECOTC Page Aic SISHE BT BEAE, B L — DOk
e Sufficient space should be provided in the SR A ARIROFLEICHMEIZ TR L, B4
document format to add all necessary data, TANVENRG S,
and data should not be recorded haphazardly
on the document, for example to avoid o UETF—vv ML MERTITO
recording on the reverse of printed recording F— R BT AT DD+ IR EE A A
on the reverse of printed pages which are not —ZAERBITFAMENDH D, LZANED
intended for this purpose. P F—FETERTRE TRV, flZ
I, REEMICER ST, IR
~y®%ﬁ_ FREE LN E 21T D,
3. Expectation LS |

XEX E0XOIRT—FE AT RENE
WAREIZ T 2 & O RETT D REDRH D,
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Potential risks of not meeting
expectations/items to be checked

e Ambiguous instructions may lead to
inconsistent/incorrect recording of data.

e Good design ensures all critical data is
recorded and ensures clear,
contemporaneous and enduring
(indelible/durable) completion of entries.

e The document should also be structured in
such a way as to record information in the
same order as the operational process and
related SOP, to minimize the risk of
inadvertently omitting critical data.

HSEEZR- SRWEEOBERNRY) 27
/F T REHEE

o BEBRAIERICLY . M - EREtEOR
WF— g RFEERES BB LIV,

. PN S UL, X TCoOEERT
~5#%% aﬁéﬂ FIASLER
U 7= Re8k D RARENE - [RIFRFRLaRE ﬂcﬁ'
(T 222V ik LT D) ARSI
2.

o HERTFT—HEZH)onVEELENDY
27 i /NRIZT B0, EH7 et
AR5 SOP & [F UER CiE %
FLERT D K DI EEBER T RETH
xS

Expectation

Documents should be stored in a manner which
ensures appropriate version control.

Master documents should contain distinctive
marking so to distinguish the master from a copy,
e.g. use of coloured papers or inks so as to prevent
inadvertent use.

Master documents (in electronic form) should be
prevented from unauthorised or inadvertent
changes.

E.g.: For the template records stored
electronically, the following precautions should
be in place:

- access to master templates should be
controlled;

- process controls for creating and updating
versions should be clear and practically
applied/verified; and

- master documents should be stored in a
manner which prevents unauthorised
changes.

Potential risk of not meeting expectations/items
to be checked

e Inappropriate storage conditions can allow

rFEE

Xi WY — g ha— V0N
bhéi?ﬁﬁ%f%ﬁ?m%f%

éo

YAZ=XEIL, av—LXHT L7200
Wi/~ —F > T afi T & TH D, Bl
3, BoTHEHShRNE S| BfE O/
A7 2T %,

(BTEAD) v A X —EA~D, B[O
NIIARFEBICIDAEE AT RETH D,

Bl EBFHIRFES LTS T 7 L— M
FZHOWTIE, UTFDO LS R HLRYLETH
5
- AR —TFT T VL— DT T AN
arhp—ENTND

- (Fr 7 L— hatek%]) ElL, —
CarEEHTAILOO T AT
ra—VIBAETH D . BRIk
AESN TS,

- RRA—ICEN, B OEE R
KO BFETHREFEIN TN D

HSEEZR- SRWEEOBERNRY 27
/F =73 _REIEH

o PRIFRMENAREEIIZ L, XEDFF 2L

é%%% B 34
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

unauthorised modification, use of expired
and/or draft documents or cause the loss of
master documents.

e The processes of implementation and the
effective communication, by way of
appropriate training prior to implementation
when applicable, are just as important as the
document.

ERINTZY, SR OIE RO (X
DR 7 FCENMEH SN T 50
H L, FlhvRA X —LEDOHKE
BlEEZI2b LRy,

o FHETAEDOOTuERL, MLEIZLT
TEMERNIIT O WY R hL—=71C &
HMER A = — g 03, E

LRIBRICEETH D,

Item: | Distribution and Control fitary bua—n

1. Expectations LS |
Updated versions should be distributed in a timely | £, %A AU —IZEATRETH A,
manner.
Obsol i d files should b [HRD~ A2 —LERST 7 A WET — A7

S0 ete master. ocuments and files should be L. 207 7 ¥ AZBBT_RETHD,
archived and their access restricted.
% 4= SRV ~
Any issued and unused physical documents FEA T Zg?\;ﬁ ﬁﬁ\ﬁ @@fﬁ%ﬁ’]jﬁ SN
should be retrieved and reconciled. WKL, BadT 08855,
Where authorised by Quality, recovered copies of Bl GEFY) 23FFRI LT 25610, B L
documents may be destroyed. However, master feab—ZELTH I, 2720, KRS
copies of authorised documents should be NELEOYRAY —a b —|IRET X ThH
preserved. 5
Potential risk of not meeting expectations/items | HIFEHEE 272 S A2 WESOBERNRY X7
to be checked /Fxy I TREEE
e There may be a risk that obsolete versions o AMFIFFTRE/ZIRIEICH D L, o T
can be used by mistake if available for use. FALTLE S fEatnsd 5
2. Expectation TR

Document issuance should be controlled by
written procedures that include the following
controls:

e details of who issued the copies and when
they were issued;

e clear means of differentiating approved
copies of documents, e.g. by use of a secure
stamp, or paper colour code not available in
the working areas or another appropriate
system;

e ensuring that only the current approved
version is available for use;

e allocating a unique identifier to each blank

LEOFKITIZ., EERICLAFIEICHE->Tay
fE— LT RETHD, TIILLTFDO= >
FE—AREEND

o HED, WO B —&FIT LD,

o LEDOAREIN-aV—ZXBIT S
REE, BT, BEX VT4 RE
7 AEET ) TR VRO A, STt
DY) 72 > AT b OfFE

o IHTOKBDOABFIHAIREE 2D Z &
ZWERIZT D,

o FATLILAT T v 7 XFEIZ—E DO+
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

document issued and recording the issue of
each document in a register;

numbering every distributed copy (e.g.: copy
2 of 2) and sequential numbering of issued
pages in bound books;

where the re-issue of additional copies of the
blank template is necessary, a controlled
process regarding re-issue should be
followed with all distributed copies
maintained and a justification and approval
for the need of an extra copy recorded, e.g.:
“the original template record was damaged”;

critical GMP/GDP blank forms (e.g.:
worksheets, laboratory notebooks, batch
records, control records) should be
reconciled following use to ensure the
accuracy and completeness of records; and

where copies of documents other than
records, (e.g. procedures), are printed for
reference only, reconciliation may not be
required, providing the documents are time-
stamped on generation, and their short-term
validity marked on the document.

Potential risk of not meeting expectations/items
to be checked

Without the use of security measures, there
is a risk that rewriting or falsification of data
may be made after photocopying or scanning
the template record (which gives the user
another template copy to use).

Obsolete versions can be used intentionally
or by error.

A filled record with an anomalous data entry
could be replaced by a new rewritten
template.

All unused forms should be accounted for,
and either defaced and destroyed, or
returned for secure filing.

Check that (where used) reference copies of
documents are clearly marked with the date
of generation, period of validity and clear

ZENVIRY | BIEDORIT 2 BRI
2 B

Bl Sz a v —2&K 5 (B 222
D 2) AT, AT SN — DT A
THURL, #FKET 2,

T3 T T L—hDOa bt —& BT
HREITTHOMLERSLGAIL, a3 be
—ILENTEHRIT 0B R THEH RET
Hob, TOTaw R IE, BAAELDT
NRCOab—z2FHL, Bilay—ER
DOAHM L KRETLEHT OILENDH D,
Wl TRARDT 7 L— NERERDMIHE L
77 |

B GMP/GDP D7 T 7 7 F— A

Bl U= —bk, TR —F Ry
FERoER, = b — LRRER) 1%, EHE
IZHRE L, Boeko IEfEE & 52 2V & MR
TRETH D,

(FIEEZE D) Gk OLED 2 v —
R AICOAREIRT 2546, BEEIT
IMBTIR, T2 L, SCEOAREC
B A LNAZ TS, B TR
B THLHENLEICRREINDZ L a5
45,

HFEELZH SRVWEESOBERR) X7
/F T REHEE

CF 2 T ARERRNE, 2P
FUFL— A —XEAF v LT
(FrFL—bDat—%b H—offiz
H5ECL )T —FOEEZHRIOKS
WEATH VA2 b5,

A2, BERMXITRE> THEA IS AT
MR B 5.,

BERT PN SIS, HX
EINeT 7L — hCEEHEZOND
ATREMED B D o

FKEHDO 7 +—2ITEEEZHGNIT L,
ERATE RN DI L CTHEEET S0, |
L TERBICT7AV v TT 5,

XEOZRHAa—NMEH SN TS5
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

indication that they are for reference only
and not an official copy, e.g. marked
‘uncontrolled when printed.

B, FOCEICERB., AR, K
UBHTH > CTEXR 2z B¥—TliEewn
&z IR RRE (1 TRIRIAR IS =
Yha—nS Y RBENT =y I T
5o

8.4.1 | An index of all authorised master documents, EFIL B AT DO T, KB I~
(SOP’s, forms, templates and records) should be FTRTDOVAZ—LESOP 7+ —2Ib + T
maintained within the Pharmaceutical Quality VT b B DA VT 7 AR MRS
System. This index should mention for each type X ThD O VT vr AL, T
of template record at least the following e = P ¥E =L - b N
information: title, identifier including version /; v : ”Eﬁ@?éﬁ ce Lit b7z < E %ijﬁf
number, location (e.g. documentation database, @Iﬁ‘%&g’f ﬁa%f— LT & jff' N H\ﬁ%ﬁ’i{’:a
effective date, next review date, etc.). Lemdchll o S (1 - XET—FN—2x) &

HLOEZIA KEILE2—HE),
[FRIE : L TiE-> T 5 &bt b5
DOAEZIELT, ]
8.5  Use and control of records located at the point-of-use

8.5 fMSLANCIHT Hackk UHA) O &

8.5.1 | Records should be available to operators at the g R X, AL —F—f BT
point-of-use and appropriate controls should bein | HE L << LolcL. bt (H
place to manage these records. These controls W) AT AT OIEE oy ho—L %
should be carried out to minimize the risk of FHRXTHS. THLDIL Fa—L A
damage or loss of the records and ensure data b = e o o =
integrity. Where necessary, measures should be jif Ji L/ ”Eﬁ@%%éf{%% ?_) VAT é‘:ﬁfd\ﬁﬁf
taken to protect records from being soiled (e.g. (ZHm A 7”\— ad ‘/7: 7Y j A %Eﬁf’%é‘?f\
getting wet or stained by materials, etc.). ETHD, LBEISUT, ask UHMD 2375

no Bl KITEND, WETIHNDSE) 2L
DIRNE D IRET DL FEREZBLHIETDH
Do

8.5.2 | Records should be appropriately controlled in Fogk (AR X, 2o ogpnicBnT, 5
these areas by designated persons or processesin | & X 7-F XX 7ot R |2k . EHIZLD
accordance with written procedures. FIEICESONTEYIC Y Fa—L S bR

Ths,
8.6  Filling out records

8.6 @ik [HHI ~DEA

8.6.1

The items listed in the table below should be
controlled to assure that a record is properly filled
out.

Ao OFR) ICEUNCREA SN D 2 & & fk5E
IZT A, TROHEBAZaY ha—L
DVEEDND D,
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
Item: | Completion of records FLER D TERK
1. Expectations LS |
Handwritten entries should be made by the person | F=E:X O AL, FDOX A7 2 FIFLT-%
who executed the task’. PIFHIRXTHS T,
Unused, blank fields within documents should be TENOREHDOT T 7 . BT L
voided (e.g. crossed-out), dated and signed. @l : 727w ). BREARTESLT
Handwritten entries should be made in clear and Do
legible writing. B
FHEEZOHAIT, Fo &V LFHAHLTVILF
The completion of date fields should be done in TERAT S,
an unambiguous format defined for the site. E.g.
dd/mm/yyyy or mm/dd/yyyy. HAOATNE, R CERS N, BIKS
DIRNEREE S BERH D, HlzIT
dd/mm/yyyy X% mm/dd/yyyy.
Potential risk of not meeting expectations/items | HifFEIE 2% 7~ S R WIRESDOBERNR Y X7
to be checked /Fxy 7+ RXEH
e  Check that handwriting is consistent for o [F—FHICEDBANZ. EWc—BEMERD
entries made by the same person. R o R
e Check the entry is legible and clear (i.e. o ANNARHUZETE. BETHD (72
unambiguous; and does not include the use = b NN N
of unknown symbols or abbreviations, e.g. i/) ;’Q ) Hﬁi}i s Z)ifotb\“) — &, %UZE%DDO)
use of ditto () marks. AL ONE B (WJ 21X, [l EEZRIRs
(MOFER) AEH S TWRNnZ L&
e Check for completeness of data recorded. Frxv 75,
e  Check correct pagination of the records and o HEIXNET—HINZELETHINE I M
are all pages present. F w5
o FBRICELLSR=UDEH, TXTO
R=URHoTNWLH I ETF =y T
D
2. Expectation PFEE
Records relating to operations should be BEICBIT A 308k E.  (BEL) RIFERC5ERR
completed contemporaneously?. KELNEENG D 8,
Potential risk of not meeting expectations/items | HIFEHEE - S 2 WIESOBERNRY X7
to be checked /Fxy 7+ REXEH

7 Scribes may only be used in exceptional circumstances, refer footnote 8.

TRLERAE T, BISMIRRIL T COZMER T2 &N TE D, WESZZMOZ L,

8 The use of scribes (second person) to record activity on behalf of another operator should be considered ‘exceptional’,
and only take place where: ...

(REE - ER RV, AFEREBICBLELE]
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

e Verify that records are available within the
immediate areas in which they are used, i.e.
Inspectors should expect that sequential
recording can be performed at the site of
operations. If the form is not available at the
point of use, this will not allow operators to
fill in records at the time of occurrence.

o GiSRx (M) MEAGHTOT ELITH
BN TWbZ EamiEd 5, 37xb
b, BEEX. BEOITbh T\ 585
THEBIICEER TE D L 0T > TV D
MEIMERDLIRETHD, HRHGFTT
Tx—ANHBEINTWRWE, AL
—H =M A R]) RBAERCES (H
W) ICANT D ENTER,

3. Expectation LS S|
Records should be enduring (indelible). SRR ITRFHE 2 o (HERV) RETH D,
Potential risk of not meeting expectations/items | HifFEIE 2% 7~ S 2 WIRESDOEBERNR Y X7
to be checked /Fxy 7+ RXEH
e  Check that written entries are in ink, which o FWALEHNREIZ. £ L7 TELNTE
is not erasable, and/or will not smudge or . RV, ROCUD) (RS
fade (during the retention period). C’; ERE D {Ej o L &,% L
e  Check that the records were not filled out ¥ 795,
using pencil prior to use of pen e 5 .
(overwriting). o ﬁ&}ﬁfaﬂ]\ Lfij:ﬁ’%\ XTI ZE->T
(EEXH WRNWZLETF =T 5,
¢ Note that some paper printouts from systems _ ) ‘
may fade over time, e.g. thermal paper. o VATAEIMBEDOTU L ENT T M, BEL
Indelible signed and dated true copies of MEERE ORRE & & bicfabETLE D
these should be produced and kept. LOLBHHZ LICEETDH, ZDOLH
B, B4 L AOAS TR EIE=
E—zEl L, RETOILERD D,
4. Expectation PFEE
Records should be signed and dated using a I, RAFIIRBET A =— 7 kR

unique identifier that is attributable to the author.

Potential risk of not meeting expectations/items
to be checked

e  Check that there are signature and initials
logs, that are controlled and current and that
demonstrate the use of unique examples, not
just standardized printed letters.

e Ensure that all key entries are signed &
dated, particularly if steps occur over time,
i.e. not just signed at the end of the page
and/or process.

e The use of personal seals is generally not
encouraged; however, where used, seals

FEANTEAL, A ZRATILEND
60

B EEER SROBEOBENRY X7
IF =y 74 ~EEHHE

o BHASA=TXNDOBRIRBHHILET
Ty 735, £OuasiEar he—L s
. BT CH Y, EERZREIRTE T
Th (BAEZRETED) 2=—7
RBIOFERABPRENTND Z &,

o TRTOEERANEIICES L BN
A TWNWD Z L 2fERT D, FriZ, Wi
EDTTCEITEND AT v 7T, ~—
PR (L) e ADRBICELT
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ENVIRONMENTS
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should be controlled for access. There
should be a log which clearly shows
traceability between an individual and their
personal seal. Use of personal seals should
be dated (by the owner), to be deemed
acceptable.

LT TEATZTH D,

o HIEOM AT RAICHERE S LTV
W, ERT 25581, 77 BRAEETD
WERD D, BN EENEEO RN % B
HOT 5 s BMETHDL, HIEOMHH
BT AND DI IE, HEZ AL
BRIZ ( (F#ED) FraE») BT &R
TOMEND D,

8.7  Making corrections on records
8.7 ELERDIEE

Corrections to the records should be made in such | FR8EDEEIL. B L —YE U T ¢ NERITHE
way that full traceability is maintained. FXNAL5FETITOVNERD A,
Item: | How should records be corrected? EHEDEEZXED XL IITITOIN?
1. Expectation LS |
Cross out what is to be changed with a single line. | 258 | 72 NS4 2 — AR CHLY 3 L %5
Where appropriate, the reason for the correction <o
should be clearly recorded and verified if critical. VBN U T. EEREE AL, mEs
Initial and date the change made. BIIGEET RETH D,
BEHLEINCA =2 v v & B2 ANRLD,
Specific elements that should be checked when | FEé&%Z L E a2 —4 3BICF = v 7 X B
reviewing records: HYZEIE .
e Check that the original data is readable not o FEARF—ANEDHLIL. BERTWVA
obscured (e.g. not obscured by use of liquid WD EFryrTh, Bl EERC
paper; overwriting is not permitted). Lo TRERTVARY, GEOF—F 0
e If changes have been made to critical data E~p)] EREZEFFFENR, )
entries, verify that a valid reason for the . . .
change has been recorded and that ° E%ffﬁ]\ﬁT —7 ijﬁﬁmgf ST
supporting evidence for the change is % %é\;ﬂﬁﬁ DIE LR B 23Rk S 4,
available. EHEZBMT L HES L TWD Z
: .. & B REET D,
e Check for unexplained symbols or entries in
records. o FEROFICHEBAORVEERASBA
N RS A R
2. Expectation HitHEEIE
Corrections should be made in indelible ink. STIEIE 2720 > 7 TIT 9,
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Specific elements that should be checked when
reviewing records:

e  Check that written entries are in ink, which
is not erasable, and/or will not smudge or
fade (during the retention period).

e Check that the records were not filled out
using pencil prior to use of pen
(overwriting).

MFEE L Ea2—T3BCF =y 7 TEEHK
ROEEIH:

o AL, A7 TIThILTEL., HEZ
VW, KON (UR) (BRI D) 50T
DRIV LW Z s E2F v I35,

o PMETRALLENDLRUTREST
(EEXH N nwWz e zF=v 35,

8.8

Verification of records (secondary checks)

8.8

SLER DIRGIE (—IRF = v 7))

Item:

When and who should verify the records?

WO, HEDSLERERRAE T & A ?

Expectation

Records of critical process steps, e.g. critical steps
within batch records, should be:

e reviewed/witnessed by independent and
designated personnel at the time of
operations occurring; and

e reviewed by an approved person within the
production department before sending them
to the Quality unit ; and

e reviewed and approved by the Quality Unit
(e.g. Authorised Person / Qualified Person)
before release or distribution of the batch
produced.

Batch production records of non-critical process
steps is generally reviewed by production
personnel according to an approved procedure.

Laboratory records for testing steps should also be
reviewed by designated personnel (e.g.: second
analysts) following completion of testing.
Reviewers are expected to check all entries,
critical calculations, and undertake appropriate
assessment of the reliability of test results in
accordance with data-integrity principles.

Additional controls should be considered when
critical test interpretations are made by a single
individual (e.g. recording of microbial colonies on
agar plates). A secondary review may be required
in accordance with risk management principles. In
some cases this review may need to be performed
in real-time. Suitable electronic means of
verifying critical data may be an acceptable
alternative, e.g. taking photograph images of the

B

HERT OB RART v (F] 0 Sy FELEEN
DEERAT v ) FLLTFO X 5 ITHEET R
XThsb :

o BMENMTONAEES T, ML=, 54
SNTAEN L E 22—/ L b7
50

o  SWERFNZEMT BN, BLEEEFANO
R ENTEENRLEa—T 5,

o HEININYTFEY U — A IFEET
DHEMNT, BT (61 : Authorised
Person, Qualified Person) 73 L B = — L |
KR T D,

RETHRWTa® X RT v 7Dy FAEFERD
FiZ, @E, AR SN FNAISAE > THERESS
FADHENRL Ea—T 5,

T RIZBIT H2RERIE FIAO LG, #BRE
T, 54 InicE (B ) KL
Ea—3XRETHDH, LE2—FX, 7T
DFEAFESEERHEATF v 7 L, 7 —
ZA T T IT 4 DFANZHE > TT A MER
DOFFEMEIZOWTEEI R T BEA A N &21TH
ZERWIRINTWD,

BT A ORI (F] « ZEREH_EOfsA
Myano =—0itek) 27277 — NTIT O HAI
E, By he— L BRI D D& AR
TRETHD, VAZ<=RTV A FOJFHNC
&, TRVE 2—DBRBENL LRV,
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data for retention.

This verification should be conducted after
performing production-related tasks and activities
and be signed or initialled and dated by the
appropriate persons.

Local SOPs should be in place to describe the
process for review of written documents.

Specific elements that should be checked when
reviewing records:

e  Verify the process for the handling of
production records within processing areas
to ensure they are readily available to the
correct personnel at the time of performing
the activity to which the record relates.

e Verify that any secondary checks performed
during processing were performed by
appropriately qualified and independent
personnel, e.g. production supervisor or QA.

e Check that documents were reviewed by
production personnel and then quality
assurance personnel following completion of
operational activities.

BAICLoTE, 2OV Ea—%2 YT LZ A
LTITHOMENR DD, (LE=2—D) KbD
2. BRIFHOT — 2 OGHEEg ZiRE T 5
%, BEeT — X bl T RE A o
THEELTH LUy,

Z ORREEE, RIEICEES 5 7 27 RfEE &
TToTRICHEM L, WYRENELT DA
=vx /AR LT, B ZREAT 20END
60

i L\ —7 L SOP % i1 B BN b 5,

LHEE L Ea—F3BRICF =y 73 REER
ROEETH .

o WLEMNTON TWAEFTIZRIT 5 RS
SEOEY T 1 ' R ERREE L. 8RS
B DR E) 2 34 T3 HIRRIC, U)otk
B2y (S E) 3 SIChATE S &
N2> TCNWBZ L 2HRT D,

o WHEPATONIZTNTHO_RF =y 7
P, BGEREEA S QA %, WU B A
Folcsy L7cttBICE viThbhicZ &
ZRRFAET D,

o PBENKT LItRT, £34EE M)
DR, W TRERIE GHBM) oft8
NLEEZLE2—LTWNWDEILEET =y
7945,

Expectation

Check that all the fields have been completed
correctly using the current (approved) templates,
and that the data was critically compared to the
acceptance criteria.

Check items 1, 2, 3, and 4 of section 8.6 and
Items 1 and 2 of section 8.7

Specific elements that should be checked when
reviewing records:

e Inspectors should review company
procedures for the review of manual data to
determine the adequacy of processes.

rFEE

RO RKFBENT) T FL— Mo T,
TRTOWMNIELLHEO LN TWDHZ L& T
=7 T5b, FlT—X DO ANFAEL DL
EHCHENICA AT CWAEZ LB F = v 75,

FHSOTEMDIAF 1, 2, 3. 4 L 8T EDIEE
. 2%2F v 735,

MFEE L E2—T3BCF =y 7 TEEHK
ROEETH .

o BEEIX, PEET XDl E=—ITH
THEEOFEEZ L Ea2—L, kA
DEBMHEE T & TH S,
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e The need for, and extent of a secondary
check should be based on quality risk
management principles, based on the
criticality of the data generated.

e Check that the secondary reviews of data
include a verification of any calculations
used.

e View original data (where possible) to
confirm that the correct data was transcribed
for the calculation.

o _RFxv I ONEMLEZOREX, £
RENT=T—FXOEEEILSCEbD L
L, B YR7 <32V A FOFEANCE
ST RETH D,

o MHEINTFHEOKIEN., T—FD K
L a2a—llgFNTWBAZ tET vy
T 5,

o (FIRERGE)EAT —4 %2R T, §tHE
DI=OIZELWT —Z PEREE STV D
Z L EMERT D,

8.9

Direct print-outs from electronic systems

8.9

8.9.1

Some very simple electronic systems, e.g.
balances, pH meters or simple processing
equipment which do not store data, generate
directly-printed paper records. These types of
systems and records provide limited opportunity
to influence the presentation of data by
(re-)processing, changing of electronic date/time
stamps. In these circumstances, the original record
should be signed and dated by the person
generating the record and information to ensure
traceability, such as sample ID, batch number, etc.
should be recorded on the record. These original
records should be attached to batch processing or
testing records.

FEFNCHMRE T AT & (B« KFE, pH A
— &= T X ERAT LR O B AL R

&) IXEEFR SN DO A EKT 5,

ZDXIREAT DU AT AR TIL,
(F3) WESE B B« A LAXZ T D
EHRIZL YT —F RLITH B L 5 2 58T
ROENTWD, ZDOL D 7eHAIciE, sk
AR, FEERAEER LI-E DB L Hff&2 A

., U FNID, Ny TFERSEHEO K L—
VT 4 R T D720 DOE R A T &
Thod, TNODFEAKRGEKIL, /Ny FUREY
L7 A N OFLFKICIFT T RETH D,

89.2

Consideration should be given to ensuring these
records are enduring (see section 8.6.1).

TS DOREEDAKBEEFFOZ L 2 HEICT
LI DRETEAT O BN B D (5 8.6.1 S
LEY

8.10 Document retention (Identifying record retention requirements and archiving records)

8.10 SCECRE GLEMRE LFERDT — A 71T 2 B DO FIE)

8.10.1 | The retention period of each type of records BROEORIFHIIT., (KETDH)
should (at a minimum) meet those periods GMP/GDP OB THE SN - 27
specified by GMP/GDP requirements. REXThb, LEVMAEEBEZHE LTV
Consideration should be given to other local or BATREMED 3 5 . oD 12— )L I [E O 1
national legislation that may stipulate longer - . PR
storage periods. EONTHHERS ~ETHD,

8.10.2 | The records can be retained internally or by using | @E&ki%, N THRETLHZ L HTEH L, &

an outside storage service subject to quality
agreements. In this case, the data centre’s
locations should be identified. A risk assessment
should be available to demonstrate retention
systems/facilities/services are suitable and that the

BEBZEIZESHTOMTORE S — e 2 2 F
AT LbTEn, BEDOLA, T—4%
VH—DOFTEMERE L TRBMERH D,
VA T7HEAA N BER) 2HEL. RE
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residual risks are understood.

VAT NHEER/— EAREYTH Y | AT
VAT EZBfRL TWAZ EErESLL oIz
TRLIMENRD D,

Item:

Where and how should records be archived?

EZT, LDOEDITREEERE T REN?

Expectation

A system should be in place describing the
different steps for archiving records (identification
of archive boxes, list of records by box, retention
period, archiving location, etc.).

Instructions regarding the controls for storage, as
well as access and recovery of records should be
in place.

Systems should ensure that all GMP/GDP
relevant records are stored for periods that meet
GMP/GDP requirements’.

Specific elements that should be checked when
reviewing records:

e Check that the system implemented for
retrieving archived records is effective and
traceable.

e Check if the records are stored in an orderly
manner and are easily identifiable.

e  Check that records are in the defined
location and appropriately secured.

e Check that access to archived documents is
restricted to authorised personnel ensuring
integrity of the stored records.

e Check for the presence of records of
accessing and returning of records.

e The storage methods used should permit
efficient retrieval of documents when
required.

rFEE

FLERE T — A T T DD IEE R AT
v T(T—HA T ROFEOHER], FLIE
ENDFERDO Y A b, R, T—H AT
AT T 5 VAT DRI D LEEN
H5,

BECa v u—)L, FREREOT I EAR
WYY A RVICET D RmBMLETH D,

2T A%, GMP/GDP ICBHHET 54T
L8RS, GMP/GDP DB 24 7= 3 B . e
RIREINDLH>RbOTHDH LY,

EE L Ea—T3BICFzy 73 REEH
I :

o T—HATINREELIY HTTDOD
VAT ANHRATHY . BHIAHETH
HI BT v IT D,

o RLEDEARLRE Sh, AT TE
B¢ ETF2vIT D,

o FLERNED DNTZHETICH D . EENI LR
HEINTWLHZLETF v T2,

o RIFEINTREEHDOA LTI VT 4 BHE
T DD, T—hA 7 Il 30E~
DT 7 AN SNTAEBICHIFR S U
TWAHZ EExTF v T 5,

o FE~DT 7B ARERHDIEENIEET
BLEFrvITE,

o ML TCWARGEHIEILZ, HEREXIC
LEEZDFRMIZRY EEDL DO THD Z

9 Note that storage periods for some documents may be dictated by other local or national legislation.

9 LEIZ XK o T [GMP/GDP LIS D] D 7 — B )V F 721X E OB L o> TRFEHIFRED b T 545
ST YA
= o
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&o

Expectation

All hardcopy quality records should be archived
in:

e secure locations to prevent damage or loss,

e such a manner that it is easily traceable and
retrievable, and

e a manner that ensures that records are
durable for their archived life.

Specific elements that should be checked when
reviewing records:

e Check for the outsourced archived
operations if there is a quality agreement in

place and if the storage location was audited.

o Ensure there is some assessment of ensuring
that documents will still be legible/available
for the entire archival period.

e In case of printouts which are not permanent
(e.g. thermal transfer paper) a verified
(‘true’) copy should be retained.

o  Verify whether the storage methods used
permit efficient retrieval of documents when

rFEE

FTRTON— Fa e —DEREIT, LT
EOT—=IA4T7F5%

o BRI Z S KO REEIRGHTT,

o ALITHBHITE, WY HED XS 25k
T,

o T —hA THIRNZIE > CTRedk ik L T
FRHIEEMRIZTDH IO RHFIET,

MFEE L E2—T3BCF =y 7 TEEHK
I :

o T —hATEBIVINBETLSI N TV DY
& mEAEEENFR S, oS
FIREESN TS 22T =y 7T
50

o T —hA 7HIMCXEOHFHE/ FTH
PERHERF SN D Z & B HEEICT D20
W fAIBDDTEARA L NEITHoTWNS
Z L EERT D,

o T RT Y BMEARTIA GV
G Hraid, BEES e (THRIE) )
2 E—2RETETHD,

e humidity etc; and.

e unauthorised personnel access, who may

attempt to amend, destroy or replace records.

required.
o FEMLTWORIFLIEDN, LERLEIZ
XEZZRTIMY HED L 212> T
W5 EEREET D,
3. Expectation LS |
All records should be protected from damage or T RTOEEL. UL TFOERFEIC X AHEESH
destruction by: NSRS A NE RS D
o fire; o K
e liquids (e.g. water, solvents and buffer . & . W 45 i
solution): R (B2 oKk, YR, R
N Sk
e rodents; Ehckt
o IME

o ROV (RLERDIELE - Bt - B
AL EL TV EICED T 7
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Specific elements that should be checked when
reviewing records:

e Check if there are systems in place to protect
records (e.g. pest control and sprinklers).

e Note: Sprinkler systems should be
implemented according to local safety
requirements; however, they should be
designed to prevent damage to documents,
e.g. documents are protected from water.

e Check for appropriate access controls for
records.

Ao

MFEE L Ea2—T3BCF =y 7 TEEHK
I :

o FlEkEGRETDUAT AW Ehar
Fa— SRR T Ty RHDHI L
HFxv I D,

o E:ATVUIT=VATAF, v—=a
N DBEEBEMHEIH > TEETRETH D
. XEOBREZD (B : XFEEZKD
OIRi#ET D) L OITREITT L ER D
D

o GLERITHTHMWEEIRT 7B AA L hr—
o (BERTENTWSHZE] 2F v s
SRR

8.11 Disposal of original records or true copies

8.11 JRARDFLIR ST EIE 2 & — Dy

8.11.1| A documented process for the disposal of records | & 5 VI ARTFHAF D% I IE LW FEA TSR X
should be in place to ensure that the correct ITEIE o B— RISy EnD Lo, &2
original records or true copies are disposed of OB T A TN SN T at RS
after the defined retention period. The system FBRETHDH. ZDLAT AL, BEoTH
should ensure that current records are not e < e S 3 . D
destroyed by accident and that historical records i g iﬂﬁflﬁﬁ S {LZ}\ ) N @5‘%@ RLERASE >
do not inadvertently make their way back into the TCW*}? Z) ﬁaﬁ%@ i a‘i‘” g JA}V 20 '?' % (B
current record stream (e.g. historical records i R OFTERBUEDFLER & IRIF) - BH S
confused/mixed with existing records.) D)L EBRIIGSHEDTHL Z L,

8.11.2 | A record/register should be available to 0 —H LR —(hE o T, B LR
demonstrate appropriate and timely archiving or WHINASEA DY) —IZT —h AT LTI
destruction of retired records in accordance with L= L a Rt o0t asim i S L
local policies. TELERD D

8.11.3 | Measures should be in place to reduce the risk of | F2>7-CEAHIELTLE S U 27 2{&HT
deleting the wrong documents. The access rights ATODOREEFE AR TH A, bgrE
allowing disposal of records should be controlled | srvx 27 7+ 2 fer oL Fo—L L. A
and limited to few persons. IR ES_E Th b
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9. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR
COMPUTERISED SYSTEMS
9. AV Pa—H T ATAZBITIBT—FA T 7 VT 4 ZBT 2 BB RETEE

9.1  Structure of the Pharmaceutical Quality System and control of computerised systems
9.1 EEMWEVATLAOHEL I Ea— U AT DAy fu—)b

9.1.1 | A large variety of computerised systems are used | 4L TlX, Hix7ea L B a—2{Lv AT L0
by companies to assist in a significant number of | fiff X41. FEFI2L < DEFKIEE A KHE 1L C
operational activities. These range from the WA, THbIE. Bz 2L KT oL
simple standalone to large integrated and complex F A KRR A A S LT M L AT
systems, many of which have an impact on the A g ’ . e i
quality of products manufactured. It is the % < f ,?% SZ;E V. TOZNPRES DK
responsibility of each regulated entity to fully DRI EET 5, TATOarEa—H
evaluate and control all computerised systems and | L3 A7 A% +oIlaHli kv =2 > hr—L %
manage them in accordance with GMP? and 1TV, GMP! KON GDP! @ E R |2 » TREEE
GDP'! requirements. T5Z&iE, HHEGRRAOELETH S,

9.1.2 | Organisations should be fully aware of the nature | Z-fHFRIZTB VT, 41~IJ FH LTCWah =z / B a—%
and extent of computerised systems utilised, and by 27 AOMWE L&A o3, 7
assessments should be in place that describe each | + 2 2+ | 25245 L“C BULENRGH S, Tk
system, its intended use and function, and any 2 25 |
data integrity risks or vulnerabilities that may be g g;; 7;;2 [nafi]ﬂz i {/i E\L; %5 7 ? y AA
susceptible to manipulation. Particular emphasis 1 Hb‘] ARIFICX - T <7
should be placed on determining the criticality of 7V7 4 0) 2z %%SS@E%—) ﬁa%ﬁ_‘é ° érif
computerised systems and any associated data, in | (Zv T ¥ Ea—X LT AT AROPEET — X
respect of product quality. O, "ESEICKT O HEEE AT 52 &

EJK\ < o

9.1.3 | All computerised systems with potential for VB BT SRR O H AT R T o
impact on product quality should be effectively VB a— A b AT AR, (VAT LE, S
managed under a Pharmaceutical Quality System | s pt - 13 25 (%] 73 RIEHE, B ¥ iﬂﬁ@
whih s ined o mows batosemens | 7y e 7o (7 7 BB
manipulation, modification or any other activity 5 @@Jj f)ﬁﬁﬁ% ST D L O ”+§£
that may impact on data quality and integrity. t) PRI AL 2 AT LD R TRIRAIC

TRETHD,

9.1.4 | The processes for the design, evaluation, and a2 —Z b AT AORE - Pl - BE
selection of computerised systems should include | D7+ 2 G, VAT LDT—H <R A
appropriate consideration of the data management | » L L =— % L5 7y > < OAiE % i 5]
and integrity aspects of the system. Regulated AR X T T
users should ensure that vendors of systems have & ffi/\%;%ihﬁsgg%& O\ij-_ 5 ¢
an adequate understanding of GMP/GDP and data / _ T = P 7 .
integrity requirements, and that new systems ‘/T Z J Tj DEAE §+)7 Lfﬁﬁ% L.l
include appropriate controls to ensure effective VAT BTHNRIIRT — B~ R A N
data management. Legacy systems are expected to | F2(Z T Db 2 = > b m— LA EN D
meet the same basic requirements; however, full T EEREIITRETHAH, VLI — AT

10 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, Part 11
chapters 5, & Annex 11
' PIC/S PE 011 GDP Guide to Good Distribution Practice for Medicinal Products, specifically section 3.5

% B 47

% 1.4
BZLib-119 PICS DI Guidance rl.4.docx




PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

compliance may necessitate the use of additional
controls, e.g. supporting administrative
procedures or supplementary security
hardware/software.

L AR DA B 25729 2 L BN HIRE S
TWD, ERIZHEET D 72O IBMNn 72
a2 hu—v (B M7 B EETIE
X2 VT4 mbT o=y =7/V7T
N7 =T AT AMLERHDLTHA I,

integrity controls incorporated into the system

9.1.5 | Regulated users should fully understand the extent | xR 12— —iL, 2o a2—H LT AT
and nature of data generated by computerised M X o TERISNAT—X O & HE %
systems, and a risk based approach should be FANCHEIRT AR S, ET. U R TN
taken to determining the data risk and criticality AT Fa—FFRAL. F—A Y R LS
of data (including metadata) and the subsequent _ N N
controls required to manage the data generated. 4 %grg (7;: 7O E'jhi) N f& U\\EEEE <
For example: ﬂfl'f"“&% BT AN ERa b r

—IVERET D,

9.1.5.1 In dealing with raw data, the complete capture and | 4257 — &% Z BV ¥ 5 LT, @EIT. BED A
retention of raw data would normally be required | X ST A FIRT A 72012, A5 —F %
n ordgr to reconstruct the manufacturing event or = (REARL ) ICESE - RE T AXER S
analysis. %

9.1.5.2| In dealing with metadata, some metadata is AAT—=H2EROPH BT, AXT—XDH
critical in reconstruction of events, (e.g. user WZIEA RNy FEEBET A ETEERLO
identification, times, critical process parameters, (] : — P — D], B, EEA T ab
units of measure), and would be considered as 28T A—K | IR BB . FREIE
‘relevant metadata’ that should be fully captured | .. A1z - Mﬁ xR ){‘ oy
and managed. However, non-critical meta-data ToELHy R *L 7 M‘J
such as system error logs or non-critical system &7z é\m éﬁ L L/_‘ ng TRNA LT —
checks may not require full capture and g Wl AT DT =17 %Digff N
management where justified using risk VAT AF 2y )R, VAIZIRT AL
management. WL D EBMEEZFATE 52 61E, BRIl

5 HHEUIARED D LIV,

9.1.6 | When determining data vulnerability and risk, it is | 7 — % OMiFePE & VY & 7 24|+ 5 BRIC &
impqrtant that the computeri§ed system .is HiZ lld, ar P a—XE AT AZEY
Eongldered in the %ontext of 11ts 1€}sle Withm. tt;wf FATFOYACEBONCHERSHS &0 ) B

usiness process. For example, the integrity o = L (213, o
results generated by an analytical method utilising 773; 2 %fﬂﬂé 5 f, f?é;@?g%fﬁ %;2
an integrated N N

¢ BHTA Y B bAERS N UhT) #E R4
YTIVT 4 F BT VOHE, VAT A

computer interface are affected by sample SOV TNVBREONT), TS BERT S
preparation, entry of sample weights into the 7;:' fb(@ YAT A @fj M, XOT—=4 %;)E ;’E; =
system, use of the system to generate data, and Bt % DILHE - Gk [@0%) 9 ji )RS
processing / recording of the final result using that No, =2 7a—~< v 7HERL, TEA
data. The creation and assessment of a data flow | A > F&4T9 2 &2k, a2 Ea—F{by
map may be useful in understanding the risks and | 27 A $FICA VX —T =2 ANV AT
vulnerabilities of computerised systems, LDY AT LM E RS A Z LN TEX 5
particularly interfaced systems. THAHD

9.1.7 | Consideration should be given to the inherentdata | > 27 A LN (D) V7 b =T IZb e b &

HIAENTVBTF—F A LTI YT 4y

% B
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and/or software, especially those that may be
more vulnerable to exploits than more modern
systems that have been designed to meet
contemporary data management requirements.
Examples of systems that may have
vulnerabilities include: manual recording systems,
older electronic systems with obsolete security
measures, non-networked electronic systems and
those that require additional network security
protection e.g. using firewalls and intrusion
detection or prevention systems.

fE— LV ERFTRXETHDH, ZHIXBTED
T—EIRT A NE AT X O ITERE
SNTERHBI AT LEND LD G, FFICARIE
W2k U CTHEF 72 s A7 AMZOWT, L0 LB
Thd, MEIEDH 5 27 20BN, FE
EIZL DR AT A, BRXOEXF 2T 4
R SN2 HWVE VAT A, Xy T
— 7S ITWRWETF AT A BINRY 72
Xy hT—= X2 UT W 774
T F—RRAME S - Pk 2T LR

My #0 B ETHVAT LETHD,

9.1.8 | During inspection of computerised systems, OV a—H L AT AOEETIT, AERE
inspectors are recommended to utilise the X7 A A OIS, 2O EPEAETE
company’s expertise during assessment. Asking T2 L L0, SHoRnEc. 77 Ex0
and instructing the company’s representatives to NN — =+ o=
facilitate accefs and na\f)igai/ion cgn aid in the i E 7 f 5 /;&?{fo o 2_ ? &2 ﬁf‘iﬁ |
inspection of the system. 1’2/??‘ DI ETYAT hOBLREDHITICAR

9.1.9 | The guidance herein is intended to provide RKEIZBITAHTA X AT, ar ' a2—%1L
specific considerations for data integrity in the VATFANIBIFATFT XA TS VTF 4 DA
context of computerised systems. Further REG 7R A AT 2 - L2 L LT
guidance regarding good practices for WD, AL a— ALY AT AD Ty RTS
computerised systems may be found in the PIC/S =° ~ Fo B AT AT
Good Practices for Computerised Systems in 7T A ALK Z) 2D / >
Regulated “GxP” Environments (P1 011) ?IC/S Good Practices fo-r Computerised Systerils

in Regulated "GxP" Environments (P1011) (ZFC
wEhTnsg,

9.1.10| The principles herein apply equally to ARETCHRRAEFERHNZ, =2 Ea2—F> 27
circumstances where the provision of ADOEPE A ST A AT S [RIRE 0
computerised systems is outsourced. In these N5, DX DRSS, AEEIEI Y
cases, t}.lg.i.egulated entitil1 retains the . . — 1 2 7% GMP/GDP B2 fE » T/ Bl &
responsibility to ensure that outsourced services . - SN
are managedyand assessed in accordance with v, Zt AR / ]\ ST %) — & E]ZU\G:@
GMP/GDP requirements, and that appropriate T =~ KA NROT —=Z A T 7
data management and integrity controls are V74 day ba—ps URERREE 5
understood by both parties and effectively e D) WG CHfR S, AT FE i
implemented. INDZ L EMEITT DEMITHGIR G2t

(25,
9.2 Qualification and validation of computerised systems

92 ALV a—XLY AT MO L N F—3 g

9.2.1

The qualification and validation of computerised
systems should be performed in accordance with
the relevant GMP/GDP guidelines; the tables
below provide clarification regarding specific
expectations for ensuring good data governance
practices for computerised systems.

O 2 —H ALY AT LD TEASPETHE & O
V7 —a %, BET 5 GMP/GDP A R
TA NS TEIBINDRETHD, T
X, A Ea—Zb AT LDy RTF—X
HINF U AT T 7T 4 ZAEIRIZT HT2HOD
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B2 I EEAA LGNNI T LD TH D,
9.2.2 | Validation alone does not necessarily guarantee N F— g U2 CiE, AR ENETEEN

that records generated are necessarily adequately
protected and validated systems may be
vulnerable to loss and alteration by accidental or
malicious means. Thus, validation should be
supplemented by appropriate administrative and
physical controls, as wells as training of users.

WU SN TWD Z &2 REETE 5 &I
RS20, N TF— SRz AT A, H
I SUTEEOH D FEIC X DIHRSUL S A
Wxf L CHER e a3 b, Lo T, A
VT —a Iz T, ) EsE B o
vha—, Yo fa—L, Fa—
Pe b L—= IRMETH D,

9.3  Validation and Maintenance

93 RNUTF—vavbRATFLUR
Item: | System Validation & Maintenance VATAN)TF =g b AT UR
1. Expectation Hi1E =R

Regulated companies should document and
implement appropriate controls to ensure that data
management and integrity requirements are
considered in the initial stages of system
procurement and throughout system and data
lifecycle. For regulated users, Functional
Specifications (FS) and/or User Requirement
Specifications (URS) should adequately address
data management and integrity requirements.

Specific attention should be paid to the purchase
of GMP/GDP critical equipment to ensure that
systems are appropriately evaluated for data
integrity controls prior to purchase.

Legacy systems (existing systems in use) should
be evaluated to determine whether existing system
configuration and functionality permits the
appropriate control of data in accordance with
good data management and integrity practices.
Where system functionality or design of these
systems does not provide an appropriate level of
control, additional controls should be considered
and implemented.

Potential risk of not meeting expectations/items
to be checked

e Inadequate consideration of DI requirements
may result in the purchase of software

IR REILE, VAT LFRHEO Y B
BORVATEET—=2DFA4 7Y A 7 V2K
ZIBLT, 7= TR VAL NROT —#
AT ITVT A DEENREBESIND Z L&k
FIZTHIHIZ, Wz br—L & 3GE
fbkL., Eid & Ths, BfxHRL—HF—
I, BEREMLREE (FS) KON (UT) = —H —3k
RHEAEE (URS) 12, T—HF~FK VA MR
WNT—X AT 7 VT OEMZ YN
AL RETH S,

GMP/GDP [Z AR R 7o s DI ANITEE LT
. BICEE LT, VAT DT —H AT
7T 4 ay ba—%x, BEARNCEYIZGT
3252 L EEEEITIZITHD,

V=V AT AN (P OGS AT L) %
M L. BEAE S AT A ORERGER E & HEEEIC &
D, T—F%&T >y RT =X AL NTT
TTAARET S RT—B AT T VT 47T
TT 4 A>T br— L TE D
DHIET T A MERDH D, VAT ADORERERK
HZ LY LDy b —

NRWGEEIE, BB = b e — L kEt
L. EiT 20BN H D,

HFEELZH SRVWEESOBERR) X7
|F =T REHEE

e DI (T—4AT7 VT 1) BB
DAY E, T—H<X A PR
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systems that do not include the basic
functionality required to meet data
management and integrity expectations.

Inspectors should verify that the
implementation of new systems followed a
process that gave adequate consideration to
DI principles.

Some legacy systems may not include
appropriate controls for data management,
which may allow the manipulation of data
with a low probability of detection.

Assessments of existing systems should be
available and provide an overview of any
vulnerabilities and list any additional
controls implemented to assure data
integrity. Additional controls should be
appropriately validated and may include:

Using operating system functionality (e.g.
Windows Active Directory groups) to
assign users and their access privileges
where system software does not include
administrative controls to control user
privileges;

Configuring operating system file/folder
permissions to prevent
modification/deletion of files when the
modification/deletion of data files cannot
be controlled by system software; or

Implementation of hybrid or manual
systems to provide control of data
generated.
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2. Expectation

Regulated users should have an inventory of all
computerised systems in use. The list should
include reference to:

The name, location and primary function of
each computerised system;
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

e Assessments of the function and criticality
of the system and associated data; (e.g.
direct GMP/GDP impact, indirect impact,
none)

e The current validation status of each system
and reference to existing validation
documents.

Risk assessments should be in place for each
system, specifically assessing the necessary
controls to ensure data integrity. The level and
extent of validation of controls for data integrity
should be determined based on the criticality of
the system and process and potential risk to
product quality, e.g. processes or systems that
generate or control batch release data would
generally require greater control than those
systems managing less critical data or processes.

Consideration should also be given to those
systems with higher potential for disaster,
malfunction or situations in which the system
becomes inoperative.

Assessments should also review the vulnerability
of the system to inadvertent or unauthorised
changes to critical configuration settings or
manipulation of data. All controls should be
documented and their effectiveness verified.

Potential risk of not meeting expectations/items
to be checked

e Companies that do not have adequate
visibility of all computerised systems in
place may overlook the criticality of systems
and may thus create vulnerabilities within
the data lifecycle.

e An inventory list serves to clearly
communicate all systems in place and their
criticality, ensuring that any changes or
modifications to these systems are
controlled.
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e  Verify that risk assessments are in place for
critical processing equipment and data
acquisition systems. A lack of thorough
assessment of system impact may lead to a
lack of appropriate validation and system
control. Examples of critical systems to
review include:

- systems used to control the purchasing and
status of products and materials;

- systems for the control and data
acquisition for critical manufacturing
processes;

- systems that generate, store or process data
that is used to determine batch quality;

- systems that generate data that is included
in the batch processing or packaging
records; and

- systems used in the decision process for
the release of products.
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Expectation

For new systems, a Validation Summary Report
for each computerised system (written and
approved in accordance with Annex 15
requirements) should be in place and state (or
provide reference to) at least the following items:

e C(ritical system configuration details and
controls for restricting access to
configuration and any changes (change
management).

e Alist of all currently approved normal and
administrative users specifying the username
and the role of the user.

e Frequency of review of audit trails and
system logs.

e Procedures for:

creating new system user;

- modifying or changing privileges for an
existing user;

- defining the combination or format of
passwords for each system
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- reviewing and deleting users;
- back-up processes and frequency;
- disaster recovery;

- data archiving (processes and
responsibilities), including procedures for
accessing and reading archived data;

- approving locations for data storage.

e The report should explain how the original
data are retained with relevant metadata in a
form that permits the reconstruction of the
manufacturing process or the analytical
activity.

For existing systems, documents specifying the
above requirements should be available; however,
need not be compiled into the Validation
Summary report. These documents should be
maintained and updated as necessary by the
regulated user.

Potential risk of not meeting expectations/items
to be checked

e Check that validation systems and reports
specifically address data integrity
requirements following GMP/GDP
requirements and considering ALCOA
principles.

e System configuration and segregation of
duties (e.g. authorisation to generate data
should be separate to authorisation to verify
data) should be defined prior to validation,
and verified as effective during testing.

e  Check the procedures for system access to
ensure modifications or changes to systems
are restricted and subject to change control
management.

e Ensure that system administrator access is
restricted to authorised persons and is not
used for routine operations.

e Check the procedures for granting,
modifying and removing access to
computerised systems to ensure these
activities are controlled. Check the currency
of user access logs and privilege levels, there
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should be no unauthorised users to the
system and access accounts should be kept
up to date.

e There should also be restrictions to prevent
users from amending audit trail functions
and from changing any pre-defined directory
paths where data files are to be stored.
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Expectation

Companies should have a Validation Master Plan
in place that includes specific policies and
validation requirements for computerised systems
and the integrity of such systems and associated
data.

The extent of validation for computerised systems
should be determined based on risk. Further
guidance regarding assessing validation
requirements for computerised systems may be
found in P1 011.

Before a system is put into routine use, it should
be challenged with defined tests for conformance
with the acceptance criteria.

It would be expected that a prospective validation
for computerised systems is conducted.
Appropriate validation data should be available
for systems already in-use.

Computerised system validation should be
designed according to GMP Annex 15 with URS,
DQ, FAT, SAT, IQ, OQ and PQ tests as
necessary.

The qualification testing approach should be
tailored for the specific system under validation,
and should be justified by the regulated user.
Qualification may include Design Qualification
(DQ); Installation qualification (IQ); Operational
Qualification (OQ); and Performance
Qualification (PQ). In particular, specific tests
should be designed in order to challenge those
areas where data quality or integrity is at risk.

Companies should ensure that computerised
systems are qualified for their intended use.
Companies should therefore not place sole
reliance on vendor qualification packages;

rFEE

2, NY T — yayvx& B4 H
BT50ERHLH, £ 2T, 2/t1~&
b A7 LN OB T — 5@4/77)74
(B2 HARB R Y = R F— g
FUER R SN D,

AL a— BT AT AN F— g L DOF
P, VAZIZESWTIRETRETH S,
I 2 — AT AN F— g DB
T AR NTHDDFEMR A X
A1, PIOILIZFEHEH STV D,

VAT LEHEMIERT AR, BRI
72T ARMIED ., ZAREE~OHEE & MR T
HVENDH D,

TR o= b AT AN T — 3
VEATH ZEDRHFEEI TS, BEICEEAH
DY AT MZONWT, IR F— g >
T—HEHBE L TBMERDD,

AL a—F T AT LN F— g Uik

GMP Annex 15 (25> Tagat W 4 x&x Th
D, MBS T T URS. DQ. FAT, SAT,

IQ. 0Q. PQT A FEEND,

[FRIE . o AT ADORETIERL, NYF—

Taroeh FoEEEET, ]

WM O 7 2 R kIR, N TF—va v
KB ERDV AT DMIEDEDIVNERDH Y |

ikt G — P — 7§>7c0>/\f_ﬁ.'%fi%+lJLﬁﬁ““é°
T 3?) %) 1@% nq:ﬁﬁ \ IJX u+@% nq:'fﬂﬁ

(DQ) . AT HrE S uﬂﬂﬁ (1Q) . IEHARFREA%
PEFEAT (OQ) . MEREBEFSMEREAM (PQ) 23 E 4L
%o R, THMWEXIT X AT 7Y

% B 55

% 1.4
BZLib-119 PICS DI Guidance rl.4.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

validation exercises should include specific tests
to ensure data integrity is maintained during
operations that reflect normal and intended use.

The number of tests should be guided by a risk
assessment but the critical functionalities should
be at least identified and tested, e.g., certain PLCs
and systems based on basic algorithms or logic
sets, the functional testing may provide adequate
assurance of reliability of the computerised
system. For critical and/or more complex systems,
detailed verification testing is required during 1Q,
0Q & PQ stages.

Potential risk of not meeting expectations/items
to be checked

e Check that validation documents include
specific provisions for data integrity;
validation reports should specifically address
data integrity principles and demonstrate
through design and testing that adequate
controls are in place.

e Unvalidated systems may present a
significant vulnerability regarding data
integrity as user access and system
configuration may allow data amendment.

o Check that end-user testing includes test-
scripts designed to demonstrate that software
not only meets the requirements of the
vendor, but is fit for its intended use.
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Expectation

Periodic System Evaluation

Computerised systems should be evaluated
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periodically in order to ensure continued
compliance with respect to data integrity controls.
The evaluation should include deviations, changes
(including any cumulative effect of changes),
upgrade history, performance and maintenance,
and assess whether these changes have had any
detrimental effect on data management and
integrity controls.

The frequency of the re-evaluation should be
based on a risk assessment depending on the
criticality of the computerised systems
considering the cumulative effect of changes to
the system since last review. The assessment
performed should be documented.

Potential risk of not meeting expectations/items
to be checked

e  Check that re-validation reviews for
computerised systems are outlined within
validation schedules.

o Verify that systems have been subject to
periodic review, particularly with respect to
any potential vulnerabilities regarding data
integrity.

e Any issues identified, such as limitations of
current software/hardware should be
addressed in a timely manner and corrective
and preventive actions, and interim controls
should be available and implemented to
manage any identified risks.
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Expectation

Operating systems and network components
(including hardware) should be updated in a
timely manner according to vendor
recommendations and migration of applications
from older to newer platforms should be planned
and conducted in advance of the time before the
platforms reach an unsupported state which may
affect the management and integrity of data
generated by the system.

Security patches for operating systems and
network components should be applied in a
controlled and timely manner according to vendor
recommendations in order to maintain data
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security. The application of security patches
should be performed in accordance with change
management principles.

Where unsupported operating systems are
maintained, i.e. old operating systems are used
even after they run out of support by the vendor or
supported versions are not security patched, the
systems (servers) should be isolated as much as
possible from the rest of the network. Remaining
interfaces and data transfer to/from other
equipment should be carefully designed,
configured and qualified to prevent exploitation of
the vulnerabilities caused by the unsupported
operating system.

Remote access to unsupported systems should be
carefully evaluated due to inherent vulnerability
risks.

Potential risk of not meeting expectations/items
to be checked

e Verify that system updates are performed in
a controlled and timely manner. Older
systems should be reviewed critically to
determine whether appropriate data integrity
controls are integrated, or, (where integrated
controls are not possible) that appropriate
administrative controls have been
implemented and are effective.
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9.4  Data Transfer
9.4 F—ZH%
Item: | Data transfer and migration T—HEEEE T — BT
1. Expectation LS |

Interfaces should be assessed and addressed
during validation to ensure the correct and
complete transfer of data.

Interfaces should include appropriate built-in
checks for the correct and secure entry and
processing of data, in order to minimise data
integrity risks. Verification methods may include
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the use of:
e Secure transfer
e Encryption
e Checksums

Where applicable, interfaces between systems
should be designed and qualified to include an
automated transfer of GMP/GDP data.

Potential risk of not meeting expectations/items
to be checked

e Interfaces between computerised systems
present a risk whereby data may be
inadvertently lost, amended or transcribed
incorrectly during the transfer process.

e Ensure data is transferred directly to the
secure location/database and not simply
copied from the local drive (where it may
have the potential to be altered).

e Temporary data storage on local
computerised systems (e.g. instrument
computer) before transfer to final storage or
data processing location creates an
opportunity for data to be deleted or
manipulated. This is a particular risk in the
case of ‘standalone’ (non-networked)
systems. Ensure the environment that
initially stores the data has appropriate DI
controls in place.

o  Well designed and qualified automated data
transfer is much more reliable than any
manual data transfer conducted by humans.
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Expectation

Where system software (including operating
system) is installed or updated, the user should
ensure that existing and archived data can be read
by the new software. Where necessary this may
require conversion of existing archived data to the
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new format.

Where conversion to the new data format of the
new software is not possible, the old software
should be maintained, e.g. installed in one
computer or other technical solution, and also
available as a backup media in order to have the
opportunity to read the archived data in case of an
investigation.

Potential risk of not meeting expectations/items
to be checked

e [tis important that data is readable in its
original form throughout the data lifecycle,
and therefore users should maintain the
readability of data, which may require
maintaining access to superseded software.

e The migration of data from one system to
another should be performed in a controlled
manner, in accordance with documented
protocols, and should include appropriate
verification of the complete migration of

Thbd, BREIISUT, BFEOT—IA4 7T
— BB L WT F—~ vy MNIEHT A QIR
H5,

LW 7 N TE2H LT —H 74—~
v MIEHTE WAL, AEEIT O B
T—=HA T TR EGHEIND Lo, Hn
V7 MU =T HMERFTDS B 1 Hoa e
2 — 2 XA OFEIH) Y V) 22— 3 A v
AR=F D)L LEBIT, NI T T RAT
4 T CTHLRHAREIC L THELIRETH 5,

HSEEZR- SRWEEOBERNRY) 27
|F =T REHEE

o T—HIATHAINEBLT, T—H
WRERARD RINCGERE SN L ED) B
NTHODZLENTEDILBRFTH
D, LEB->T, a—P =37 -2k
FEZHERF T DB D D, TDIZDIT
TWED Y7 MU =T ~DT 7t A%
FIO20ERHDLINE LRV,

o BHOHVATAEAMNBHDY AT LA~DT —
AT, = hr— &h HET,

data. XEENT B b3S CTEITT
NETHY, T—HDFERRBATH Y]
IZREES ~& TH D,
Expectation PFEE

When legacy systems software can no longer be
supported, consideration should be given to
maintaining the software for data accessibility
purposes (for as long possible depending upon the
specific retention requirements). This may be
achieved by maintaining software in a virtual
environment.

Migration to an alternative file format that retains
as much as possible of the ‘true copy’ attributes of
the data may be necessary with increasing age of
the legacy data.

Where migration with full original data
functionality is not technically possible, options
should be assessed based on risk and the
importance of the data over time. The migration
file format should be selected considering the
balance of risk between long-term accessibility
versus the possibility of reduced dynamic data
functionality (e.g. data interrogation, trending, re-
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processing, etc.) The risk assessment should also
review the vulnerability of the system to
inadvertent or unauthorised changes to critical
configuration settings or manipulation of data. All
controls to mitigate risk should be documented
and their effectiveness verified. It is recognised
that the need to maintain accessibility may require
migration to a file format that loses some
attributes and/or dynamic data functionality.

Potential risk of not meeting expectations/items
to be checked

e  When the software is maintained in a virtual
environment, check that appropriate
measures to control the software (e.g.
validation status, access control by
authorised persons, etc.) are in place. All
controls should be documented and their
effectiveness verified.
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9.5

System security for computerised systems
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Item: | System security VAT LAEX2Y T4
1. Expectation LS |
User access controls shall be configured and SR DIPUNT —Z ~DT 7 A« ZBH - Bk

enforced to prohibit unauthorised access to,
changes to and deletion of data. The extent of
security controls is dependent on the criticality of
the computerised system. For example:

e Individual Login IDs and passwords should
be set up and assigned for all staff needing
to access and utilise the specific electronic
system. Shared login credentials do not
allow for traceability to the individual who
performed the activity. For this reason,
shared passwords, even for reasons of
financial savings, should be prohibited.
Login parameters should be verified during
validation of the electronic system to ensure
that login profiles, configuration and
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password format are clearly defined and
function as intended.

Input of data and changes to computerised
records should be made only by authorised
personnel. Companies should maintain a list
of authorised individuals and their access
privileges for each electronic system in use.

Appropriate controls should be in place
regarding the format and use of passwords,
to ensure that systems are effectively
secured.

Upon initially having been granted system
access, a system should allow the user to
create a new password, following the normal
password rules.

Systems should support different user access
roles (levels) and assignment of a role
should follow the least-privilege rule, i.e.
assigning the minimum necessary access
level for any job function. As a minimum,
simple systems should have normal and
admin users, but complex systems will
typically requires more levels of users (e.g. a
hierarchy) to effectively support access
control.

Granting of administrator access rights to
computerised systems and infrastructure
used to run GMP/GDP critical applications
should be strictly controlled. Administrator
access rights should not be given to normal
users on the system (i.e. segregation of
duties).

Normal users should not have access to
critical aspects of the computerised system,
e.g. system clocks, file deletion functions,
etc.

Systems should be able to generate a list of
users with actual access to the system,
including user identification and roles. User
lists should include the names or unique
identifiers that permit identification of
specific individuals. The list should be used
during periodic user reviews.

Systems should be able to generate a list of
successful and unsuccessful login attempts,
including:
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User identification
User access role

Date and time of the attempted login,
either in local time or traceable to local
time

Session length, in the case of successful
logins

User access controls should ensure strict
segregation of duties (i.e. that all users on a
system who are conducting normal work
tasks should have only normal access
rights). Normally, users with elevated access
rights (e.g. admin) should not conduct
normal work tasks on the system.

System administrators should normally be
independent from users performing the task,
and have no involvement or interest in the
outcome of the data generated or available in
the electronic system. For example, QC
supervisors and managers should not be
assigned as the system administrators for
electronic systems in their laboratories (e.g.
HPLC, GC, UV-Vis). Typically, individuals
outside of the quality and production
organisations (e.g. Information Technology
administrators) should serve as the system
administrators and have enhanced
permission levels.

For smaller organisations, it may be
permissible for a nominated person in the
quality unit or production department to hold
access as the system administrator; however,
in these cases the administrator access
should not be used for performing routine
operations and the user should hold a second
and restricted access for performing routine
operations. In these cases all administrator
activities conducted should be recorded and
approved within the quality system.

Any request for new users, new privileges of
users should be authorised by appropriate
personnel (e.g. line manager and system
owner) and forwarded to the system
administrator in a traceable way in
accordance with a standard procedure.

Computerised systems giving access to
GMP/GDP critical data or operations should
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have an inactivity logout, which, either at
the application or the operating system level,
logs out a user who has been inactive longer
than a predefined time. The time should be
shorter, rather than longer and should
typically be set to prevent unauthorised
access to systems. Upon activation of the
inactivity logout, the system should require
the user to go through the normal
authentication procedure to login again.

Potential risk of not meeting expectations/items
to be checked

Check that the company has taken all
reasonable steps to ensure that the
computerised system in use is secured, and
protected from deliberate or inadvertent
changes.

Systems that are not physically and
administratively secured are vulnerable to
data integrity issues. Inspectorates should
confirm that verified procedures exist that
manage system security, ensuring that
computerised systems are maintained in
their validated state and protected from
manipulation.

Check that individual user log-in IDs are in
use. Where the system configuration allows
the use of individual user log-in IDs, these
should be used.

It is acknowledged that some legacy
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computerised systems support only a single
user login or limited numbers of user logins.
Where no suitable alternative computerised
system is available, equivalent control may
be provided by third party software, or a
paper based method of providing traceability
(with version control). The suitability of
alternative systems should be justified and
documented. Increased data review is likely
to be required for hybrid systems.

Inspectors should verify that a password
policy is in place to ensure that systems
enforce good password rules and require
strong passwords. Consideration should be
made to using stronger passwords for
systems generating or processing critical
data.

Systems where a new password cannot be
changed by the user, but can only be created
by the admin, are incompatible with data
integrity, as the confidentiality of passwords
cannot be maintained.

Check that user access levels are
appropriately defined, documented and
controlled. The use of a single user access
level on a system and assigning all users this
role, which per definition will be the admin
role, is not acceptable.

Verify that the system uses authority checks
to ensure that only authorised individuals
can use the system, electronically sign a
record, access the operation or computerised
system input or output device, alter a record,
or perform the operation at hand.
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Expectation

Computerised systems should be protected from
accidental changes or deliberate manipulation.
Companies should assess systems and their design
to prevent unauthorised changes to validated
settings that may ultimately affect data integrity.
Consideration should be given to:

e The physical security of computerised
system hardware:

- Location of and access to servers;

- Restricting access to PLC modules, e.g. by
locking access panels.

- Physical access to computers, servers and
media should be restricted to authorised
individuals. Users on a system should not
normally have access to servers and media.

e  Vulnerability of networked systems from
local and external attack;

e Remote network updates, e.g. automated
updating of networked systems by the
vendor.

e Security of system settings, configurations
and key data. Access to critical
data/operating parameters of systems should
be appropriately restricted and any changes
to settings/configuration controlled through
change management processes by authorised
personnel.

e The operating system clock should be
synchronized with the clock of connected
systems and access to all clocks restricted to
authorised personnel.

e Appropriate network security measures
should be applied, including intrusion
prevention and detection systems.

e Firewalls should be setup to protect critical
data and operations. Port openings (firewall
rules) should be based on the least privilege
policy, making the firewall rules as tight as
possible and thereby allowing only
permitting traffic.

Regulated users should conduct periodic reviews
of the continued appropriateness and effectiveness
of network security measures, (e.g. by the use of
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network vulnerability scans of the IT
infrastructure to identify potential security
weaknesses) and ensure operating systems are
maintained with current security measures.

Potential risk of not meeting expectations/items
to be checked

e Check that access to hardware and software
is appropriately secured, and restricted to
authorised personnel.

e  Verify that suitable authentication methods
are implemented. These methods should
include user IDs and passwords but other
methods are possible and may be required.
However, it is essential that users are
positively identifiable.

e For remote authentication to systems
containing critical data available via the
internet; verify that additional authentication
techniques are employed such as the use of
pass code tokens or biometrics.

e Verify that access to key operational
parameters for systems is appropriately
controlled and that, where appropriate,
systems enforce the correct order of events
and parameters in critical sequences of
GMP/GDP steps.
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Expectation

Network protection

Network system security should include
appropriate methods to detect and prevent
potential threats to data.

The level of network protection implemented
should be based on an assessment of data risk.

Firewalls should be used to prevent unauthorised
access, and their rules should be subject to
periodic reviews against specifications in order to
ensure that they are set as restrictive as necessary,
allowing only permitted traffic. The reviews
should be documented.

Firewalls should be supplemented with
appropriate virus-protection or intrusion
prevention/detection systems to protect data and
computerised systems from attempted attacks and
malware.

Potential risk of not meeting expectations/items
to be checked

e Inadequate network security presents risks
associated with vulnerability of systems
from unauthorised access, misuse or
modification.

e Check that appropriate measures to control
network access are in place. Processes
should be in place for the authorisation,
monitoring and removal of access.

e Systems should be designed to prevent
threats and detect attempted intrusions to the
network and these measures should be
installed, monitored and maintained.

e Firewall rules are typically subject to
changes over time, e.g. temporary opening
of ports due to maintenance on servers etc. If
never reviewed, firewall rules may become
obsolete permitting unwanted traffic or
intrusions.
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HL< R, BELL AW T T4 0%
BAZHFLTCLE D /JREMNH D,

Electronic signatures used in the place of
handwritten signatures should have appropriate
controls to ensure their authenticity and
traceability to the specific person who
electronically signed the record(s).

Electronic signatures should be permanently
linked to their respective record, i.e. if a later
change is made to a signed record; the record
should indicate the amendment and appear as
unsigned.

Where used, electronic signature functionality
should automatically log the date and time when a
signature was applied.

The use of advanced forms of electronic
signatures is becoming more common (e.g. the
use of biometrics is becoming more prevalent by
firms). The use of advanced forms of electronic
signatures should be encouraged.

Potential risk of not meeting expectations/items
to be checked

e Check that electronic signatures are
appropriately validated, their issue to staff is
controlled and that at all times, electronic
signatures are readily attributable to an
individual.

e Any changes to data after an electronic
signature has been assigned should
invalidate the signature until the data has
been reviewed again and re-signed.
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Restrictions on use of USB devices

For reasons of system security, computerised
systems should be configured to prevent
vulnerabilities from the use of USB memory
sticks and storage devices on computer clients and
servers hosting GMP/GDP critical data. If
necessary, ports should only be opened for
approved purposes and all USB devices should be
properly scanned before use.

The use of private USB devices (flash drives,
cameras, smartphones, keyboards, etc.) on
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company computer clients and servers hosting
GMP/GDP data, or the use of company USB
devices on private computers, should be
controlled in order to prevent security breaches.

Potential risk of not meeting expectations/items
to be checked

e This is especially important where operating
system vulnerabilities are known that allow
USB devices to trick the computer, by
pretending to be another external device, e.g.
keyboard, and can contain and start
executable code.

e Controls should be in place to restrict the use
of such devices to authorised users and
measures to screen USB devices before use
should be in place.
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9.6  Audit trails for computerised systems
9.6 2LV a—HLT AT LD
Item: | Audit Trails EEATRERR
1. Expectation LS |

Consideration should be given to data
management and integrity requirements when
purchasing and implementing computerised
systems. Companies should select software that
includes appropriate electronic audit trail
functionality.

Companies should endeavour to purchase and
upgrade older systems to implement software that
includes electronic audit trail functionality.

It is acknowledged that some very simple systems
lack appropriate audit trails; however, alternative
arrangements to verify the veracity of data should
be implemented, e.g. administrative procedures,
secondary checks and controls. Additional
guidance may be found under section 9.10
regarding hybrid systems.
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Audit trail functionality should be verified during
validation of the system to ensure that all changes
and deletions of critical data associated with each
manual activity are recorded and meet ALCOA+
principles.

Regulated users should understand the nature and
function of audit trails within systems, and should
perform an assessment of the different audit trails
during qualification to determine the GMP/GDP
relevance of each audit trail, and to ensure the
correct management and configuration of audit
trails for critical and GMP/GDP relevant data.
This exercise is important in determining which
specific trails and which entries within trails are
of significance for review with a defined
frequency established. For example, following
such an assessment audit trail reviews may focus
on:

e Identifying and reviewing entries/data that
relate to changes or modification of data.

e Review by exception — focusing on
anomalous or unauthoried activities.

e Systems with limitations that allow change
of parameters/data or where activities are
left open to modification

e Note: Well-designed systems with
permission settings that prevent change of
parameters/data or have access restrictions
that prevent changes to configuration
settings may negate the need to examine
related audit trails in detail

Audit trail functionalities should be enabled and
locked at all times and it should not be possible to
deactivate, delete or modify the functionality. If it
is possible for administrative users to deactivate,
delete or modify the audit trail functionality, an
automatic entry should be made in the audit trail
indicating that this has occurred.

Companies should implement procedures that
outline their policy and processes to determine the
data that is required in audit trails, and the review
of audit trails in accordance with risk management
principles.

Critical audit trails related to each operation
should be independently reviewed with all other
records related to the operation and prior to the
review of the completion of the operation (e.g.
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prior to batch release) so as to ensure that critical
data and changes to it are acceptable. This review
should be performed by the originating
department, and where necessary verified by the
quality unit, e.g. during self-inspection or
investigative activities.

Non-critical audit trails reviews can be conducted
during system reviews at a pre-defined frequency.
This review should be performed by the
originating department, and where necessary
verified by the quality unit (e.g. during batch
release, self-inspection or investigative activities).

Potential risk of not meeting expectations/items
to be checked

e Validation documentation should
demonstrate that audit trails are functional,
and that all activities, changes and other
transactions within the systems are recorded,
together with all relevant metadata.

e  Verify that audit trails are regularly reviewed
(in accordance with quality risk management
principles) and that discrepancies are
investigated.

e Ifno electronic audit trail system exists a
paper based record to demonstrate changes
to data may be acceptable until a fully audit
trailed (integrated system or independent
audit software using a validated interface)
system becomes available. These hybrid
systems are permitted, where they achieve
equivalence to integrated audit trail, such as
described in Annex 11 of the PIC/S GMP
Guide.
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e Failure to adequately review audit trails may
allow manipulated or erroneous data to be
inadvertently accepted by the Quality Unit
and/or Authorised Person.

e (lear details of which data are critical, and
which changes and deletions should be
recorded (audit trail) should be documented.
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Expectation

Where available, audit trail functionalities for
electronic-based systems should be assessed and
configured properly to capture any critical
activities relating to the acquisition, deletion,
overwriting of and changes to data for audit
purposes.

Audit trails should be configured to record all
manually initiated processes related to critical
data.

The system should provide a secure, computer
generated, time stamped audit trail to
independently record the date and time of entries
and actions that create, modify, or delete
electronic records.

The audit trail should include the following
parameters:

e details of the user that undertook the action;

e what action occurred, was changed, incl. old
and new values;

e when the action was taken, incl. date and
time ;

e why the action was taken (reason); and

e in the case of changes or modifications to
data, the name of any person authorising the
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change.

The audit trail should allow for reconstruction of
the course of events relating to the creation,
modification, or deletion of an electronic record.

The system should be able to print and provide an
electronic copy of the audit trail, and whether
viewing in the system online or in a hardcopy, the
audit trail should be available in a meaningful
format.

If possible, the audit trail should retain the
dynamic functionalities found in the computerised
system, (e.g. search functionality and ability to
export data such as to a spreadsheet).

Note: An audit trail should not be confused with a
change control system where changes may needed

to appropriately controlled and approved under a
PQS.

Potential risk of not meeting expectations/items
to be checked

e Verify the format of audit trails to ensure
that all critical and relevant information is
captured.

e The audit trail should include all previous
values and record changes should not
overwrite or obscure previously recorded
information.

e Audit trail entries should be recorded in true
time and reflect the actual time of activities.
Systems recording the same time for a
number of sequential interactions, or which
only make an entry in the audit trail, once all
interactions have been completed, may not
be in compliance with expectations to data
integrity, particularly where each discrete
interaction or sequence is critical, e.g. for the
electronic recording of addition of 4 raw
materials to a mixing vessel. If the order of
addition is a critical process parameter
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(CPP), then each addition should be
recorded individually, with time stamps. If
the order of addition is not a CPP then the
addition of all 4 materials could be recorded
as a single timestamped activity.
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9.7

Data capture/entry for computerised systems

97 oLV a—XbI AT LA~DT—HIVE/INT]

Item:

Data capture/entry
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Expectation

Systems should be designed for the correct
capture of data whether acquired through manual
or automated means.

For manual entry:

e The entry of critical data should only be
made by authorised individuals and the
system should record details of the entry, the
individual making the entry and when the
entry was made.

e Data should be entered in a specified format
that is controlled by the software, validation
activities should verify that invalid data
formats are not accepted by the system.

e All manual data entries of critical data
should be verified, either by a second
operator, or by a validated computerised
means.

e Changes to entries should be captured in the
audit trail and reviewed by an appropriately
authorised and independent person.

For automated data capture: (refer also to table
9.3)

e The interface between the originating
system, data acquisition and recording
systems should be validated to ensure the
accuracy of data.

e Data captured by the system should be saved
into memory in a format that is not
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vulnerable to manipulation, loss or change.

e The system software should incorporate
validated checks to ensure the completeness
of data acquired, as well as any relevant
metadata associated with the data.

Potential risk of not meeting expectations/items
to be checked

e Ensure that manual entries of critical data
made into computerised systems are subject
to an appropriate secondary check.

e Validation records should be reviewed for
systems using automated data capture to
ensure that data verification and integrity
measures are implemented and effective, e.g.
verify whether an auto save function was
validated and, therefore, users have no
ability to disable it and potentially generate
unreported data.
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Expectation

Any necessary changes to data should be
authorised and controlled in accordance with
approved procedures.

For example, manual integrations and
reprocessing of laboratory results should be
performed in an approved and controlled manner.
The firm’s quality unit should establish measures
to ensure that changes to data are performed only
when necessary and by designated individuals.
Original (unchanged) data should be retained in
its original context.

Any and all changes and modifications to raw
data should be fully documented and should be
reviewed and approved by at least one
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appropriately trained and qualified individual.

Potential risk of not meeting expectations/items
to be checked

e Verify that appropriate procedures exist to
control any amendments or re-processing of
data. Evidence should demonstrate an
appropriate process of formal approval for
the proposed change,
controlled/restricted/defined changes and
formal review of the changes made.

SEEICCEA L, — AL EOREY) 723 % 5%
TR RE ALY L E 2 — ROV S
HVEND D,
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9.8

Review of data within computerised systems

98 IV Ea2—FL AT LANDOT—ZDLE o2—

Item:

Review of electronic data

BFT—ZDLEa—

Expectation

The regulated user should perform a risk
assessment in order to identify all the GMP/GDP
relevant electronic data generated by the
computerised systems, and the criticality of the
data. Once identified, critical data should be
audited by the regulated user and verified to
determine that operations were performed
correctly and whether any change (modification,
deletion or overwriting) have been made to
original information in electronic records, or
whether any relevant unreported data was
generated. All changes should be duly authorised.

An SOP should describe the process by which
data is checked by a second operator. These SOPs
should outline the critical raw data that is
reviewed, a review of data summaries, review of
any associated log-books and hard- copy records,
and explain how the review is performed,
recorded and authorised.

The review of audit trails should be part of the
routine data review within the approval process.

The frequency, roles and responsibilities of audit
trail review should be based on a risk assessment
according to the GMP/GDP relevant value of the
data recorded in the computerised system. For
example, for changes of electronic data that can
have a direct impact on the quality of the
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medicinal products, it would be expected to
review audit trails prior to the point that the data
is relied upon to make a critical decision, e.g.
batch release.

The regulated user should establish an SOP that
describes in detail how to review audit trails, what
to look for and how to perform searches etc. The
procedure should determine in detail the process
that the person in charge of the audit trail review
should follow. The audit trail review activity
should be documented and recorded.

Any significant variation from the expected
outcome found during the audit trail review
should be fully investigated and recorded. A
procedure should describe the actions to be taken
if a review of audit trails identifies serious issues
that can impact the quality of the medicinal
products or the integrity of data.

Potential risk of not meeting expectations/items
to be checked

e Check local procedures to ensure that
electronic data is reviewed based on its
criticality (impact to product quality and/or
decision making). Evidence of each review
should be recorded and available to the
inspector.

e  Where data summaries are used for internal
or external reporting, evidence should be
available to demonstrate that such
summaries have been verified in accordance
with raw data.

e Check that the regulated party has a detailed
SOP outlining the steps on how to perform
secondary reviews and audit trail reviews
and what steps to take if issues are found
during the course of the review.

e  Where global systems are used, it may be
necessary for date and time records to

b5,
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include a record of the time zone to
demonstrate contemporaneous recording.

e Check that known changes, modifications or
deletions of data are actually recorded by the
audit trail functionality.

o =NV ATAMEESN TS
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2. The company’s quality unit should establish a DALDOSVEEMIL, AT OEEE L
program and schedule to conduct ongoing reviews | 5 A OBEHE S ICESN T, BEERI /2L B o —
of audit trails base_d upon their critic_ality and the BITH T T AL AT a— VBRI 5
system’s complexity in order to verify the - L. BAED L b LSS
effective implementation of current controls and - \ - 5o i A o
to detect potential non-compliance issues. These < n;ib oL ;‘Eiﬁ all: Ly Kﬁ Gk g,l gi@ -
reviews should be incorporated into the TAREMED B D F”%L% iR Ti CENVIEERS
company’s self-inspection programme. & “C&?) Do OV Ea—E, OB AR
) 7u 7T MIHIIATRETH D,
Procedures should be in place to address and
investigate any audit trail discrepancies, including | B FHEBR O FEEIC KIS L, FAET A7~ DOF
escalation processes for the notiﬁgation of senior | [EA R ITARXCTHh D, FIEICIT. gpiEm
management and national authorities where Bk, R OWAEEZ S U T mIc T 2 72D
necessary. TAHL—varTuaktRAEED5,
Potential risk of not meeting expectations/items | HifFEIE 2% 7~ S 2 WIRESDOEBERNR Y X7
to be checked IFxy 7 $XEHEE
. Yerify that self—inspection.programs. o EEEIIOF v N, BfFO=L b u
incorporate checks of audit trails, with the — L OBEEMER T — X L E 2 — DN
intent to verify the effectiveness of existing PN = e
controls and compliance with internal im’ﬁ‘ @ﬁ o E%Tﬁﬁﬁii = VC\ N ? E
procedures regarding the review of data. %ﬁzﬁ“;g 7 AIGABRENTNS =
i o
e Audit trail reviews should be both random _ : :
(selected based on chance) and targeted o EAFEHIO L B2 —iL, random (fBXXIZ
(selected based on criticality or risk). FADOWTER) & targeted (HEMESL Y A
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D,
9.9  Storage, archival and disposal of electronic data
9.9 BIT—HOWRIF, T—NAT, Wy
Item: | Storage, archival and disposal of electronica BY T —ZDOBRIE - T—0AT « L4y
data
1. Expectation LS |

Storage of data should include the entire original
data and all relevant metadata, including audit
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trails, using a secure and validated process.

If the data is backed up, or copies of it are made,
then the backup and copies should also have the
same appropriate levels of controls so as to
prohibit unauthorised access to, changes to and
deletion of data or their alteration. For example, a
firm that backs up data onto portable hard drives
should prohibit the ability to delete data from the
hard drive. Some additional considerations for the
storage and backup of data include:

e True copies of dynamic electronic records
can be made, with the expectation that the
entire content (i.e. all data and all relevant
metadata is included) and meaning of the
original records are preserved.

e Stored data should be accessible in a fully
readable format. Companies may need to
maintain suitable software and hardware to
access electronically stored data backups or
copies during the retention period

e Routine backup copies should be stored in a
remote location (physically separated) in the
event of disasters.

e Back-up data should be readable for all the
period of the defined regulatory retention
period, even if a new version of the software
has been updated or substituted for one with
better performance.

e Systems should allow backup and
restoration of all data, including meta-data
and audit trails.

Potential risk of not meeting expectations/items
to be checked

e Check that data storage, back-up and
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archival systems are designed to capture all
data and relevant metadata. There should be
documented evidence that these systems
have been validated and verified.

e The extent of metadata captured should be
based on risk management principles, and
users should ensure that all metadata critical
in the reconstruction of activities or
processes are captured.

o Check that data associated with superseded
or upgraded systems is managed
appropriately and is accessible.

TEATD VAT DR, FTRCOF—H &
B A 47— 5 2 BD SAT X O ICRREF S
NTWBZEEF=ysTh, THHOD
VAT ABRY F— F SN, BRAESNI
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xTh,
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Data should be backed-up periodically and
archived in accordance with written procedures.
Archive copies should be physically (or virtually,
where relevant) secured in a separate and remote
location from where back up and original data are
stored.

The data should be accessible and readable and its
integrity maintained for all the period of
archiving.

There should be in place a procedure for restoring
archived data in case an investigation is needed.
The procedure in place for restoring archived data
should be regularly tested.

If a facility is needed for the archiving process
then specific environmental controls and only
authorised personnel access should be
implemented in order to ensure the protection of
records from deliberate or inadvertent alteration
or loss. When a system in the facility has to be
retired because problems with long term access to

2. Expectation LS |
The record retention procedures should include SRR TFNEICIE, A X T — A B ST 5T
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data are envisaged, procedures should assure the
continued readability of the data archived. For
example, it could be established to transfer the
data to another system.

Potential risk of not meeting expectations/items
to be checked

e There is a risk with archived data that access
and readability of the data may be lost due to
software application updates or superseded
equipment. Verify that the company has
access to archived data, and that they
maintain access to the necessary software to
enable review of the archived data.

o  Where external or third party facilities are
utilised for the archiving of data, these
service providers should be subject to
assessment, and all responsibilities recorded
in a quality technical agreement. Check
agreements and assessment records to verify
that due consideration has been given to
ensuring the integrity of archived records.
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Expectation

It should be possible to print out a legible and
meaningful record of all the data generated by a
computerised system (including metadata).

If a change is performed to records, it should be
possible to also print out the change of the record,
indicating when and how the original data was
changed.

Potential risk of not meeting expectations/items
to be checked

e Check validation documentation for systems
to ensure that systems have been validated
for the generation of legible and complete
records.

e Samples of print-outs may be verified.
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LW,

Expectation

Procedures should be in place that describe the
process for the disposal of electronically stored
data. These procedures should provide guidance
for the assessment of data and allocation of
retention periods, and describe the disposal of
data that is no longer required.

Potential risk of not meeting expectations/items
to be checked

e Check that the procedures clearly stipulate
the conditions for the disposal of data, and
that care is taken to avoid the inadvertent
disposal of required data during its lifecycle.
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9.10 Management of Hybrid Systems

910 N4 TV v N AT LDEH
Item: | Management of Hybrid Systems NAT Yy RVRTLADOER
1. Hybrid systems require specific and additional INAT Y v RURAT AT, FOBEMS LT —

controls in reflection of their complexity and
potential increased vulnerability to manipulation
of data. For this reason, the use of hybrid systems
is discouraged and such systems should be
replaced whenever possible.

Each element of the hybrid system should be
qualified and controlled in accordance with the
guidance relating to manual and computerised
systems as specified above.

Appropriate quality risk management principles
should be followed when assessing, defining, and
demonstrating the effectiveness of control
measures applied to the system.

A detailed system description of the entire system
should be available that outlines all major
components of the system, the function of each
component, controls for data management and
integrity, and the manner in which system
components interact.

Procedures and records should be available to
manage and appropriately control the interface
between manual and automated systems,
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particularly steps associated with:

e manual input of manually generated data
into computerised systems;

e transcription (including manual) of data
generated by automated systems onto paper
records; and

e automated detection and transcription of
printed data into computerised systems.

Potential risk of not meeting expectations/items
to be checked

e Check that hybrid systems are clearly
defined and identified, and that each
contributing element of the system is
validated.

e Attention should be paid to the interface
between the manual and computerised
system. Inspectors should verify that
adequate controls and secondary checks are
in place where manual transcription between
systems takes place.

e Original data should be retained following
transcription and processing.

e Hybrid systems commonly consist of a
combination of computerised and manual
systems. Particular attention should be paid
to verifying:

- The extent of qualification and/or
validation of the computerised system;
and,

- The robustness of controls applied to the
management of the manual element of the
hybrid system due to the difficulties in
consistent application of a manual process.
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Procedures should be in place to manage the
review of data generated by hybrid systems which
clearly outline the process for the evaluation and
approval of electronic and paper-based data.
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Procedures should outline:

e Instructions for how electronic data and
paper-based data is correlated to form a
complete record.

e Expectations for approval of data outputs for
each system.

e Risks identified with hybrid systems, with a
focus on verification of the effective
application of controls

Potential risk of not meeting expectations/items
to be checked

e  Verify that instructions for the review of
hybrid system data is in place.

— Al ta—L, KRBT 570t A0
RSN D, FIRICIE, LR AT 5 ¢

o ERRIEEIERT LT, BT —
S EMR—ADT =2 & ED LTS
LbEBD. LR,

o [ET. FEE) ZNENDODUAT LD
T — 2 S DA BT 5 B R,

o NATU Y RVATAIOWTHEIN
7ZURZ, ay ha—LARNEBEHS
NTWNDZEORGECEREYTH,

HSEEZR- SRWEEOBERNRY) 27
|F =T REHEE

o NAT7UYRVATLADT =S &L=
— T 2 ODIRMPFET D L & HREE
3%,

10. DATA INTEGRITY CONSIDERATIONS FOR OUTSOURCED
ACTIVITIES
10. 77U PY—RIGENZBIT BT —FA T 7 VT 4 DEEREIHE

10.1 General supply chain considerations

101 T I7AF =2 — BT 5 i HE 4IH

10.1.1 | Modern supply chains often consist of multiple BROY I A4 F o— 3, EELOLED
partner companies working together to ensure safe | >#kief) 72 A FRIF- D 7= DT W ET A EH D
and continued supply of medicinal products. S R F—DHIC L DRSNS T L RL
T sty s e e NN OF | st 7o 1 AP

’ ’ > 2 1l Y VAN s A
analytical laboratories, wholesale and distribution ¥%& ::%IJ BT/ %ja%% 7 )F}T BFFERT, ?EUJ b‘%fﬂ
organisations, often from differing organisations :%A ) {’\”‘@ﬁﬁb) B LTRY, € @ﬂéﬂ%ﬁk% g
and locations. These supply chains are often frbkkx Thsb, o, N7 T4 F
supported by additional organisations, providing z—F, TU N =AY —EZX ITH—t
outsourced services, IT services and AROA T T AT 7 F ¥, HEREI, =
infrastructure, expertise or consulting services. VHILT 4 TR BN o AP 7

ML THZBNTND Z EDBZ,

10.1.2 | Data integrity plays a key part in ensuring the T=EA T ITIVT 4L, T IATF = —
security and integrity of supply chains. Data DEX2 VT 4 AT 7 UT 4 HHEEICT
governance measures by a contract giver may be | z [ cEREAAE AR BT T A Fr—
significantly weakened by unreliable or falsified LD h D | SHERE DR T X
data or materials provided by supply chain e " i o - im
partners. This principle applies to all outsourced /_/1( < ??‘7‘2 7 %DJ%*M)TE\‘T’: < ﬂ L9 fc’:iﬁ
activities, including suppliers of raw materials, oy REEREA DT — ? HoNF o AT RITFE
contract manufacturers, analytical services, L<gboid ngi é 2o ZOZ ki, JFHM
wholesalers, contracted service providers and Brofifad, hEZitath, ofrth—e &,
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ENVIRONMENTS
No. BZLib-119
consultants. HE¥ER, BV —e AT e F— ar
PB o NE FTRTOT T MY —REND
IRENCY TITE 5,
10.1.3 | Initial and periodic re-qualification of supply WAVAVE (s RE SO VAT Ny BEy A0 VRV NV

chain partners and outsourced activities should
include consideration of data integrity risks and
appropriate control measures.

— A LTiE# Z2, sl R OVEMIIC, Rk
At DBRC, T2 AT TV T 4 YR
Ll a s hr— LV ERAEBETNEThH
éo

10.1.4

It is important for an organisation to understand
the data integrity limitations of information
obtained from the supply chain (e.g. summary
records and copies / printouts) and the challenges
of remote supervision. These limitations are
similar to those discussed in section 8.11 of this
guidance. This will help to focus resources
towards data integrity verification and supervision
using a quality risk management approach.

B TIE, VT IA T == B ATT D
G (B Y= Vilgk, a—/7V 7D
N DOT—=2A 2T 7 VT 4 DRF L. =R
AR OMBEZER L B ZENEETH
Bo THHDRRKIE, KTA X AD
I ETHRARENTWD LD LEEETH D,
INEEHBL Bz I, WEY R
XA NTTu—FEHNC, (7T
AF 2= NOAFTHERD) T—HA
T 7 VT 4 ORGE L BEBICEREEFR ST D
ZEmTED,

10.2 Routine document verification

102 HHEHZR CEDOREE

10.2.1

The supply chain relies upon the use of
documentation and data passed from one
organisation to another. It is often not practical for
the contract giver to review all raw data relating to
reported results. Emphasis should be placed upon
a robust qualification process for outsourced
supplier and contractor, using quality risk
management principles.

YT T F =Tk, H DGR BB
NS ND LESCT =X IKFTHZ LI
%, < OE. BREFEEN, ®EIH
TR RICBEET 2T X COAET —F M
52 EITBERTIIRN, WEY R 7w
A FOFERIE VT, AMBEFEL TSk
FaE ORI TR 2 BRIE Ao A RN~ =
TRACHREZEI RNETHD,

10.3 Strategies for assessing data integrity in the supply chain

103 Y7 I9AF 2= ICRBFDBT—FA LTI VT 45T BARARAL T 5700

10.3.1

Companies should conduct regular risk reviews of
supply chains and outsourced activity that
evaluate the extent of data integrity controls
required. The frequency of such reviews should
be based on the criticality of the services provided
by the contract acceptor, using risk management
principles, Information considered during risk
reviews may include:

e The outcome of site audits, with focus on

StE, A F 2= ROT T R — R
SNTIEENZ OV TEMIIZY A7 L E 2 —
TRETHD, VAZ L E2—TiH, Fof
ETF—H AT T VT 43y ha— LN
RONFET S, VAT LE2—OKEIL,
VA7 ~xT A FOFAIZHWT, 2%
E DL T A —ERAOEEEIS U
DEFTRETHD, VAV L E2a—TEET
REFRIITILLTREEND -

o WMEEEDRR, T —HHNT AR
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ENVIRONMENTS

No. BZLib-119

data governance measures

standards or guidelines related to data
integrity and security

for example:

e Demonstrated compliance with international | e

e Review of data submitted in routine reports,

WEHT D,

T—R2AT TV T 40XV T 41T
B9 2 ERRHI R EESC T A KT A4 v ~D
HWAZMHATE D LH1T 5,

o THlEETHHEINZT—X¥DL B
—, Pil& TR W

[GRIE : TRIFFE L TIEERERICR>TWS
M, RLTIEREZINZ L IZWWERTW5S,]

Area for review

LB 2 — X RER

Comparison of analytical data reported by the
contractor or supplier vs in-house data from analysis
of the same material

LRI IIBARE I S HE S e ot 7T —#
&L RUEBHZ T LT2EN T — &2 L Dk,

Rationale

R

To look for discrepant data which may be an indicator
of falsification

WA TN EDFEELE D FIE LT
— X BRI,

10.3.2 | Quality agreements (or equivalent) should be in
place between manufacturers and suppliers of

materials, service providers, contract

case of distribution) suppliers of medicinal
products, with specific provisions for ensuring
data integrity across the supply chain. This may
be achieved by setting out expectations for data
governance, and transparent error/deviation

giver. There should also be a requirement to
notify the contract giver of any data integrity
failures identified at the contract acceptor site.

manufacturing organisations (CMOs) and (in the

reporting by the contract acceptor to the contract

fLEER L FEOMHGE - —ex T e
A Z— « BEZ IS (CMO) -+ (B0

) EERLoMGE oMz, WEAEE
CUIZEIUTFEY T D & D) DR S b~ &
Thb, TIIZE, VT ITAF=—BIKT
T—RA T T IVT 4 HHEFEICT DDA
KHZRBUENE END, ZhUuE, T—F A
FURICET AR EE AR R T A E LD

2, BRZFEE N LR TREE ~D= T — -
BB DOHBIAYED & D E1T H 2 & THEET
XL ThAH, £z, BRZFEE OWRTH
RENTIT_RTOT XA T 7 VT 1 D
Eh O BREFLE BT D E VD E LM
HThD,
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10.3.3

Audits of suppliers and manufacturers of APIs,
critical intermediate suppliers, primary and
printed packaging materials suppliers, contract
manufacturers and service providers conducted by
the manufacturer (or by a third party on their
behalf) should include a verification of data
integrity measures at the contract organisation.
Contract acceptors are expected to provide
reasonable access to data generated on behalf of
the contract giver during audits, so that
compliance with data integrity and management
principles can be assessed and demonstrated.

BLEREE CUTEER I TRbo TEHE =)0
179, JRIEDOUFGE /BLE3ES - EE PR
MR« —WREEERPEYENR S 7o e Rk
DOUFEE « BUELFEE - — BRI EF A~
DR TIE, BRI BT 5T —% AT
T VT 4 FREBGETRETH D, BZEE
Fix, BAEPIC, BREFEEOTDITAERKL
72T =T HEENRT 7 A% BEE
HZ) R, T AT )T 4 KO
—H XA MOFANGEAG L TNDHZ &
DT EAAL NERFEFERTEXDH L1275

data review

VE—F7
— X2 1L

Wide Area Network) to use in batch

data generated by the Contracted Facility
personnel in real time.

Contracted Facility/Supplier use of their own
hardware and software system (deployed over a

manufacture and testing. The contract giver
may monitor the quality and integrity of the

In this situation, there should be segregation of
duties to ensure that contract giver monitoring

ZEDBBIF STV D,

10.3.4 | Audits and routine surveillance should include EIRS] éuﬁ‘%@ SEERRTIE. BEE A OVH Y7
adequate verification of the source electronic data | E&3H |z I BRI XA N T
and metadata by the Quality Unit of the contract —F % \T Ll RoTWAEFRTF—X &
giver using a quality risk management approach. VA B F— B e N R <% Ch B
This may be achieved by measures such as: FUELLF O L 5 f&?ﬁ&f‘?%ﬁi“@% % - °

Site audit Review the contract acceptors organisational BRIZFE OMBRRITE., M OT—H2 H

- behaviour, and understanding of data NFVA F—RTA T A7), UR

Ruliilececs overnance, data lifecycle, risk and criticality. - 7 S

g ) yele, Yoo | 7, HEEICHETLHEMFE L Ea—T
%

Material Compare the results of analytical testing vs IHTREROFER & 77 A v —0i L

testing vs suppliers reported CoA. Examine discrepancies | 7- 43473 [Certificates of Analysis]

CoA in accuracy, precision or purity results. This (CoA)% [ils %, FEFE. K5mHE, flips

_— may be performed on a routine basis, % - 2 - S

JER ﬁit%ﬁ & periodically, or unannounced, depending on gﬁiﬁi %‘%%}iﬂ P fj;_ Eof)@ff%

SMTRERAZE | material and supplier risks. Periodic proficiency ’; o i - e R

D Lhig testing of samples may be considered where o EHIRIC, XBHEHTH T O, A

relevant. g g_};:\ L/VC %/7/1/%/35%5/] k_*ﬁlzﬁnit
B9 52 L amatd 5,
Remote The contract giver may consider offering the BT E T, Ny FRE R RO -

DIT, BRIk - fHsEICHSE D N—F
VT KONV T =T AT A (Wide

Area Network FIZHLE) it Z &%
BEfLTH L, EREEE T, 2B
ROLENER LT — 5[1[1’%&0\4'/
7‘7 V742U T NEA LTEHRTLZ

EMWTE D,

_@J:Oiﬁﬁtﬁfi T—2 %k %ﬁﬁ‘é

% B 88

of data does not give provision for amendment | K FRIEE N . LN ZHEEOLER LT
of data generated by the contract acceptor. — B HEET A LD D IS S
IEET D MENR D D,
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No. BZLib-119

Quality Quality and performance monitoring may B MRS AL T, T—HEK
monitoring | indicate incentive for data falsification (e.g. raw | X'\, OEWENSIFIET D = & X405 AJHE
— mate.rials yvhich marginally comply with VERN DB, (BlZIE, RIS E Y X0 5

i B B A0 specification on a frequent basis. B LU B BT DS~ F S LT

2. )
10.3.5 | Contract givers may work with the contract ERFFEE T, BRSO LT, B

acceptor to ensure that all client- confidential
information is encoded to de-identify clients. This
would facilitate review of source electronic data
and metadata at the contract giver’s site, without
breaking confidentiality obligations to other
clients. By reviewing a larger data set, this
enables a more robust assessment of the contract
acceptors data governance measures. It also
permits a search for indicators of data integrity
failure, such as repeated data sets or data which
does not demonstrate the expected variability.

DT XTOEEFR 2 — MM, BEEN
EAEESND LT RETHD, ZHIC K
0. BREFEEORRIZB N T, thoBEEIC
KT DFMEBH D Z L7, wEleoT
WABEST —ZROAZT—ZDLE2—N)
Tx5X92%, LvElDOTFT—%&v b
ZlEa—75Z LT, BYZEDOT —X
HNRFUAFREID LoD ETEAAY
MFHZENTED, Fl2, Zhicky, 7
— X AT TV T 4 DREELERTIRE (B 2
Z. AT —%ty "B IELEND, T
— AP TRINDIENERIVE) 2 /D
JTHZEMTELE DT D,

10.3.6

Care should be taken to ensure the authenticity
and accuracy of supplied documentation (refer
section 8.11). The difference in data integrity and
traceability risks between ‘true copy’ and
‘summary report’ data should be considered when
making contractor and supply chain qualification
decisions.

PR X7 CEO B IEME K ONEMEM: 2 iR
THIOILEREZL I RETHD (811 &=
), BREROY 7 T4 F = — > Ok
PEREM ORER) 23 B8k, 7—4% A
YTV T 4 VAT KON —YEUT 4 U
27 OBLENS TEEar—] & < U#
HE) OEREZBETLINENRD D,

11. REGULATORY ACTIONS IN RESPONSE TO DATA INTEGRITY

FINDINGS
W F—=FA V77 )T 4 BT D RHERICS U RlEE

11.1 Deficiency references

1.1 R oiz & & DSk
11.1.1 | The integrity of data is fundamental to good T—R AT T VT 41X GMP DIARTH

manufacturing practice and the requirements for
good data management are embedded in the
current PIC/S Guides to GMP/GDP for Medicinal
products. The following table provides a reference
point highlighting some of these existing
requirements.

D, 7y RT—F~<3xT A bOBEMHIT, Bl
1T ® PIC/S Guides to GMP/GDP for Medicinal
Products (ZFHAIAEINL TN D, LLFORIZ,
(FEfEHD) W0 L R 2 EFOE 4R
R
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
ALCOA principle | PIC/S Guide to PIC/S Guide to Annex 11 PIC/S
Good Good (Computerised .
Manufacturing Manufacturing Systems) G.“ld.e to .G°°d
Practice for Practice for DISt“_b“twn
Medicinal Medicinal Practice for
products, products, Medicinal
products, PE 011:
PE 009 PE 009
(Part I): (Part II):
Attributable [4.20, ¢ & f], [5.43], [6.14], [2], [12.1], [4.2.4],
I I MR [4.21,c & 1], [6.18], [6.52] [12.4],[15] [4.2.5]
[4.29 point 5]
Legible [4.1], [4.2], [6.11],[6.14], [4.8],[7.1],[7.2] [4.2.3],
HFEE [4.7], [4.8], [6.15], [6.50] [8.1], [9], [10], [4.2.9]
[4.9], [4.10] [17]
Contemporaneous [4.8] [6.14] [12.4], [14] [4.1],[4.2.9]
[F] IR R e
Original [4.9], [4.27], [6.14], [6.15], [8.2], [9] [4.2.5]
JEANE [Paragraph [6.16]
"Record"]
Accurate [4.1],[6.17] [5.401, [5.42], [Paragraph [4.2.3]
"Principles"] [4.8],
IEREME [5.45], [5.46], [51, [6],
(5471, [6.6] [7.21, [10], [11]
Complete [4.8] [6.16], [6.50], [4.8], [7.1], [4.2.3],
sE4 bk [6.60], [6.61] [7.2], [9] [4.2.5]
Consistent [4.2] [6.15], [6.50] [4.8], [5] [4.2.3]
—HEE
Enduring [4.1], [4.10] [6.11], [6.12], [7.11, [17] [4.2.6]
AKetE [6.14]
Available [Paragraph [6.12], [6.15], [3.4], [7.1], [16], [4.2.1]

A

“Principle™],

[4.1]

[6.16]

[17]
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No. BZLib-119

11.2 Classification of deficiencies

1.2 XREaDs348
Note: The following guidance is intended to aid | ¥ : LT DOHA F L RiZ, T—F AT 7))
consistency in reporting and classification of T4 DORMEREL., HETHLEII—EH
data integrity deficiencies, and is not intended | 2i7- 32 2- DB DO TH Y | KLY THE
to affect the inspecting authority’s ability to act B3, ZOWNEHFS UIEOES 7 L —AD
according to its internal policies or national _ N ik - N .
regulatory frameworks. &1/7\0\_%0 BT S 2T bOTH
11.2.1 | Deficiencies relating to data integrity failure may | 5—% A 7 7 U 7 ¢ OFEEIZEHEH T 5 K
have varying impact to product quality. 13, B DS IR A IR A B % A AlREME
Prevalence of the failure may also vary between NhD, £, BEEDENY Hix. —ADHE
the actions of a single employee to an endemic e 2 033— - D ) B
failure throughout the inspected organisation. iiﬁkg}% G’[ ;?ﬁ;gi ;; + ]“Cf%/% Tigﬁ
11.2.2 | The PIC/S guidance'? on classification of PIC/S Ji A & 2 A 23R a3 BB L TR
deficiencies states: DOEIHITTHHLTWAD
“A critical deficiency is a practice or process TEAAKKGE L, b RE O BRE A E
that has produced, or leads to a significant risk of | 2a S UL A FE T B A E A
producing either a product which is harmful to the ST T 0 % 5 L o B 1 oAU T BT -
human or veterinary patient or a product which . N il s s
could result in a harmful residue in a food 7 ;1 ?7\ s XL 9 I/: O ti;u %%ET ZDOE
producing animal. A critical deficiency also R7p) A7 &GIEED \Lﬂ;?ﬁlﬁﬁ ‘E WRAT %7 H
occurs when it is observed that the manufacturer TADZLTHD, @JE¥%‘ PR ERCT — X
has engaged in fraud, misrepresentation or DAREATH « AUFRR - LS AICEE LT
falsification of products or data”. A ENHERINT-GEICHLERRKMEE 72
é o J
11.2.3 | Notwithstanding the “critical” classification of RIEAT « FYFRR - S AICET 2 RIB%E
deficiencies relating to fraud, misrepresentation or | (& k| L3 L CWANR, T—X A T 7
falsification, it is understood that data integrity U5 0 ORMITLTICHLEET S 2 E22 50
deficiencies can also relate to: % -
e Data integrity failure resulting from bad o Ny RFTIT ¢ AEET ST — A
practice, YT TVT 1 OREE,
e  Opportunity for failure (without evidence of . . .
actual failure) due to absence of the required | © ;k 5T 5:4_ g }\fj — VIR
data control measures. VARVATA 7L‘: 0. (RERORMEOFEZR
) (T—=AT7 7T 1) EEEG
SHRITHRDD D,
11.2.4 | In these cases, it may be appropriate to assign ZOXIBRGEITIE, LTFTOAZEZBELTKX

classification of deficiencies by taking into
account the following (indicative list only):

MaDDHAEAT O ZENWUITH L LEZ DN
L (L ETHLZEH) -

12 PI 040 PIC/S Guidance on Classification of GMP Deficiencies
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No. BZLib-119

Impact to product with actual or potential risk
to patient health: Critical deficiency:

e Product failing to meet Marketing
Authorisation specification at release or
within shelf life.

e Reporting of a ‘desired’ result rather than an
actual out of specification result when
reporting of QC tests, critical product or
process parameters.

e  Wide-ranging misrepresentation or
falsification of data, with or without the
knowledge and assistance of senior
management, the extent of which critically
undermines the reliability of the
Pharmaceutical Quality System and erodes
all confidence in the quality and safety of
medicines manufactured or handled by the
site.

BEDOBEBR~DEBESUIEBENR) R 705
HEIZEEN D B : Critical 72 K -

o BN, U U — AR IIRAFHIRI I,
BB IEAGE SN TAERRICE S L TV
7AW

e QCT AN UfEH) - HEARRE - 7'
T ANRT A= ERETDHEIC, FEED

HREAOFERTIER TEE LV FER
ZHEL TV D,

o JRHEIPHIZDIZ > TT — X NARYFEIR - &
SAEINTND, ERAEER - T
T E DD, TG L TWenrE 5
Wb 6T, ZAUC LY EHENE
;liFlAODﬁiﬁﬁﬁEﬁ§H%ﬁ§E@ bR, Y

LS THREE SN WD, SUTERY Hib
ﬂTWWﬂiimﬂM%F&U\ EX o n
HIEFEMEN RIS,

Impact to product with no risk to patient
health: Major deficiency:

e Data being misreported, e.g. original results
‘in specification’, but altered to give a more
favourable trend.

e Reporting of a ‘desired’ result rather than an
actual out of specification result when
reporting of data which does not relate to
QC tests, critical product or process
parameters.

e Failures arising from poorly designed data
capture systems (e.g. using scraps of paper
to record info for later transcription).

BEORBE~D Y 27 N WRLT I a4
% : Major 72 R [fa

o WMoltT—snHEIATVD, Bl
(T, JEORERIL MEEREY | 7225, XV
E LWMEM 2R T L D ICER LT,

o QCT AN [FER) - HEZRRN - 7'
TANT A—=FICEHHE LR WT — & i
HT DB, EEOHKAORER TIXe
< TEF LW REZWMEL WD,

o T—HIETAT AOBRFHARICL DK
B (B : % CHEG9 5 T DI IE & Fidk
T HI2OITROUI NG E > T b, )

No impact to product; evidence of moderate
failure: Major deficiency:

e Bad practices and poorly designed systems
which may result in opportunities for data
integrity issues or loss of traceability across
a limited number of functional areas (QA,
production, QC etc.). Each in its own right
has no direct impact to product quality.

TICEER NS DD, FREDEEDE
M?ﬁ&)é : Major 72 R :

. N/Ff???%X%TL@uu#éﬂ
T2V AT AT XD RS NT- BERE AR
@A\%LAQC%)L%WTT B A
TI7VT 4 OMES ML —HE YT 2O

RN ET L RN L, TN
HOCIE, B0 GBI B R
2N,

No impact to product; limited evidence of

MRICEEIT 2 . BEOFEIIIREN TH
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failure: Other deficiency:

e Bad practice or poorly designed system
which result in opportunities for data
integrity issues or loss of traceability in a
discrete area.

e Limited failure in an otherwise acceptable
system, e.g. manipulation of non-critical
data by an individual.

5 £ DMDKRKE

o Ny RTTUT 4 ARLAMUNCEG S
TV AT RZED, T—FA T 7V T
S BJENAE Y, BOMEE T ML —
WA EN S o Iyl B mP SN Ni1=1 L cyibY: o)
Do

o MOETIEMED WY AT AZBIT D

SRR KR, B2 IE, EETRNT—
4 MM &> TRESES 5%,

11.2.5

It is important to build an overall picture of the
adequacy of the key elements (data governance
process, design of systems to facilitate compliant
data recording, use and verification of audit trails
and IT user access etc.) to make a robust
assessment as to whether there is a company-wide
failure, or a deficiency of limited scope/ impact.

AR IRFRE R DD, GRS RER 72
FEELRDONE LoD ETEAA L M52
WITIL, BERER (T —X TN AT nm
TR, WA LT —HREEITO L HITT D
7DD Y AT Lgkat, EARESF ORI &
FE, IT 2—H—7 7 & 2% OiEg) S 12o0
TERERBEEET LI ENEETH D,

11.2.6

Individual circumstances (exacerbating /
mitigating factors) may also affect final
classification or regulatory action. Further
guidance on the classification of deficiencies and
intra-authority reporting of compliance issues will
be available in the PIC/S Guidance on the
classification of deficiencies PI 040.

& 2 DOARPBL CEAL. « AT D IKF) D3I fEny 72
SPESIHIGIRTE O GRIE) ITHETHZ &
b D, REEOHFEKROAHES O Y RNHE
\ZBE9 2% A Z A%, PIC/S Guidance on the
classification of deficiencies PI1 040 = £ D Z
&

12. REMEDIATION OF DATA INTEGRITY FAILURES

12. 7—FA T 7V T 4 BEDEE
12.1 Responding to Significant Data Integrity issues

12.1

T AT 7 VT 42T ERALME~ DG

12.1.1

Consideration should be primarily given to
resolving the immediate issues identified and
assessing the risks associated with the data
integrity issues. The response by the company in
question should outline the actions taken as part
of a remediation plan. Responses from
implicated manufacturers should include:

FBACEE TR LE, BESN - Y
DT —=BA LT T VT 4 MEERT 5 &
EHlz, TOMMEICEETLZ Y R 27k
AARTHIETHD, MEERZ LT
=thE (HRA~0) FZEIZBW T, EEE
WIZIBWNT, EETHT7 7 v a rOMEE
LT RETH D, MFITIILUTEELR
XTH5D

12.1.1.1

A comprehensive investigation into the extent of
the inaccuracies in data records and reporting, to
include:

e A detailed investigation protocol and
methodology; a summary of all

T H G0k - I O ARIEME X ORI
HAFE 7R iRAE, LT EET

o FEMIFHE Yo b lREE, T
TARA MR LERDTRTDT R,
ey B RN AT SO,
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laboratories, manufacturing operations,
products and systems to be covered by the
assessment; and a justification for any part
of the operation that the regulated user
proposes to exclude'?;

Interviews of current and where possible
and appropriate, former employees to
identify the nature, scope, and root cause of
data inaccuracies. These interviews may be
conducted by a qualified third party;

An assessment of the extent of data
integrity deficiencies at the facility. Identify
omissions, alterations, deletions, record
destruction, non-contemporaneous record
completion, and other deficiencies;

Determination of the scope (data, products,
processes and specific batches) and
timeframe for the incident, with
justification for the time-boundaries
applied;

A description of all parts of the operations
in which data integrity lapses occurred,
additional consideration should be given to
global corrective actions for multinational
companies or those that operate across
multiple sites;

A comprehensive retrospective evaluation
of the nature of the data integrity
deficiencies, and the identification of root
cause(s) or most likely root cause that will
form the basis of corrective and
preventative actions, as defined in the
investigation protocol. The services of a
qualified third-party consultant with
specific expertise in the areas where
potential breaches were identified may be
required;

A risk assessment of the potential effects of
the observed failures on the quality of the
substances, medicines, and products
involved. The assessment should include
analyses of the potential risks to patients
caused by the release/distribution of

Bl G — =05, EHO—H%
RA) MRS L 2L 2 RE
556, TORMERYLHEE 1,

BREEE ., ROREE DY 2541
TEB~DA X Ea—, 2T
— X DA IERES OVEE - &P - HRAJR
REEETHEDOIITH), A Z =
—iX, WERE =ENIToTH LW,

WRICBIT DT =2 AT 7 VT 4D
RMGDOFEEIZONTDOTEA A K,
v, 25, HibR, FoEkOmE, sk
DIRIRFFEERE D72 SERR, & DD R
Moz ¥ ET 5o

ATy MO (T—4%, "L, 7
RERAREONYF)ROA T v
N O (FER O XY JFIE A B CTH
5T &) DWTE,

T—BA T T VT A BN E LT
¥EBOTXTOEZITONT O,
ZIHESESCE OILE THRET DS
HOEAE, T u— LR ERE A
SHICHMFTTRETH D,

HET v ha ot T—H AV
T 7 VT 4 DRMEOMEEIZ SN TR
R 72 BIEERRTEAN . M OVEIE - PRAHE
EDH & &7 HRARF R S IARA A
D AREME DR b= D D DFFE,
E O FRENEDM R S T2 BB 0D
THEMEMNE AT DK ==
PILZ o ROY—ERADBNEL L 2 D)
H L7,

BlEtasn-EEN, BRTLIWE - &
HG - B OSBRI TR R
BIZOWTDOY AT TEAAL ~, =
DT /A RA L MTIE, ROSHTNE E
NHZRETHD : T—HA T T VT
A BN DB T28MAY U — R /e
HZrizXvglEEZ s BE~D

13 The scope of the investigation should include an assessment of the extent of data integrity at the corporate level,
including all facilities, sites and departments that could potentially be affected.

B OHPAICIT, EELZ T DREMEOH 5T X TOMiER - i - SME2E02t L L ToTF—4 A~
TV TADREIZOVWTDOTEAA L NGO LNERD D,
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products affected by a lapse of data
integrity, risks posed by ongoing
operations, and any impact on the integrity
of data submitted to regulatory agencies,
including data related to product
registration dossiers.

BENZR U AT #EEGTTND 2
LickvglEitzsns ) xr, (B,
DGR FEESICR#E T 5 7 — Z HD)
WA YR SN =T —%DA 7
T VT 4 ~DEE,

12.1.1.2] Corrective and preventive actions taken to FT—2 AT T VT ¢ OMEEIEIC LTS
address the data integrity vulnerabilities and 72D RIE - PR, ROZFOEHOFE
timeframe for implementation, and including: MR, UTFE5Te

e  Interim measures describing the actions to o HBRERRHL . ELEONE A HED
protect patients and to ensure the quality of FBEDOT I q v kL
the medicinal products, such as notifying e T i % TJ f
customers, recalling product, conducting FE. @ Zfi > E"ﬁf\@Lﬂ . RO
additional testing, adding lots to the [FI, SENRBRO b, 22 e % fEfR
stability program to assure stability, drug THIDOOLEENET 0 7T h~Dr
application actions, and enhanced OB, EHRLFFEIRD T 7 e
complaint monitoring. Interim measures v, B2 ) o b, BiE
should be monitored for effectiveness and HEB DA E LT 25 L Lo, Bk
residual risks should be communicated to Y 27 % FIREBICAE 2. #cL
senior management, and kept under review. P o & T B,

e Long-term measures describing an . NS, ey -
remé:gdiation efforts and enhancgeme};lts to * 7 b—f j “77 V74 }Zfﬁ% (T o7
procedures, processes, methods, controls, OICHGE SNZFIE, 7 me A, Ji
systems, management oversight, and human G, arba— VAT L EHE
resources (e.g. training, staffing B, AWER(FL—=27 ABiE
improvements) designed to ensure the data DUET) (TR D 8BS T K O b %
integrity. Where long term measures are SR U= R, BRI HE
identified interim measures should be EANTEELS . U R BT 570
implemented to mitigate risks. (W B 5 i B TN D B

12.1.1.3 | CAPA effectiveness checks implemented to EhL7=7 7 > a Ak BENR L o
monitor if the actions taken has eliminated the 7 LR AT DICEMT D CAPAH
issue. BT = 7,

12.1.2 | Whenever possible, Inspectorates should meet BEEILARE/R R W Y% att o Bk E

with senior representatives from the implicated
companies to convey the nature of the
deficiencies identified and seek written
confirmation that the company commits to a
comprehensive investigation and a full disclosure
of issues and their prompt resolution. A
management strategy should be submitted to the
regulatory authority that includes the details of
the global corrective action and preventive action
plan. The strategy should include:

e A comprehensive description of the root
causes of the data integrity lapses, including
evidence that the scope and depth of the
current action plan is commensurate with

ERV, FFESNTERBEOMEZEZ, B
FER72 A, MEOERRER, KU
IRPRIDOKIR A, FiHCHERT XETH

Do EIREEE DSBS IR S D &
ThHY, 22WE 7 a— LR RIE - P
FEFEOFEMAE LD, 2 OIKIZI
LT EEND -

o T—HALT T VT A EXLDRAFIK
OAFERZR, B, BfED T
7 a CEME O & RS A, AR
RLVRITEARA Y MERIZIG U
LOTHD LWL E ST, £,
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the findings of the investigation and risk
assessment. This should indicate if
individuals responsible for data integrity
lapses remain able to influence GMP/GDP-
related or drug application data.

e A detailed corrective action plan that
describes how the regulated user intends to
ensure the ’ALOCA+’ attributes (see
section 7.4) of all of the data generated,
including analytical data, manufacturing
records, and all data submitted or presented
to the Competent Authority.

T AT 7T 4 EKICES LT
8 A 25, GMP/GDP B S 1L 3 5 H 5
T A ~DEBN ERLETNE D
I RT MR D D,

o MG —V =3, EREhD TR
TOT—H (T —%, BEGiek, &
BEY JHICHRH - BRSNS T RTOT
— X EET)IZHONT, EFD LI

TALCOA+] W g M (5 7.4 BE5 )
(~DE) ZMEITHoOH 0720
P37 AT 2 BRI e i I A,

[ER%F : JFSCiE TALOCA+] Th BN
TALCOA+] D&V LEbh 5, ]

12.1.3

Inspectorates should implement policies for the
management of significant data integrity issues
identified at inspection in order to manage and
contain risks associated with the data integrity
breach.

EEEIX, AR CTRESNT-ERRT —X
AT 7T 4 BEZEHRT D700
EFEITL, T2 AT 7 VT 4 ERKITH
HWEHY 27 28 L, HUAL X HITT
RETHD,

12.2 Indicators of improvement

122 UEEOEE

clients and other regulators. Transparent
communication should be maintained throughout
the investigation and remediation stages.
Regulators should be aware that further data
integrity failures may be reported as a result of the
detailed investigation. Any additional reaction to
these notifications should be proportionate to
public health risks, to encourage continued

12.2.1 | An on-site inspection is recommended to verify BHRET—2 AT 70T 4 BEICKALT 5
the effectiveness of actions taken to address 7o O3 U DT HE DR 2 Z MRGEET 5 7
serious data integrity issues. Alternative DIT. FoA NEEMERINS, (Fh
approaches to verify effective remediation may be NTEXARNES. ] URIwRUAL FOE
considered in accordance with risk management N - TN _

L s : ANCEESWT, ZERIZREEIRDE L b T
rinciples. Some indicators of improvement are: o N .
prneip P VB 2 RAEC X B VT 70— A
LTH RV, BFEOHRFEDOH 2L FIRT
12.2.1.1| Evidence of a thorough and open evaluation of the | 4 7F S 7= B8 2 FUERI D> D A4 — 7 I3
identified issue and timely implementation of L. XA LY — 2B RIE - THE#E %
effective corrective and preventive actions, EE L7 EEL, KRR L~ TR R .
including appropriate implementation of TR E O£ A ST
corrective and preventive actions at an I °
organisational level;
12.2.1.2| Evidence of open communication of issues with BER K OMLOHFI Y F E O TOREIZ oW

TOA—F v aa=rr— g O,
AR MEE OERE A B L T, WD H 5
A a=lr—a UHERF SN D RETH

Lo HHIYRMNE, MR EAL{To722 &
Wk, E5RDZT—HA T TV T 4 EE
DEINDAREMENH D Z & 2B &
Thd, ZNHOEENRH-T- L DB
A S}V = S 15 TR DA S etad |1 B ST A SN/
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reporting; REE LDV AT ICHA>TebD LT RET
»5,
12.2.1.3| Evidence of communication of data integrity T AT 7T T AR FREEEM

expectations across the organisation,
incorporating and encouraging processes for open
reporting of potential issues and opportunities for
improvement;

eIz z, FEED) BAER 2 E W
BOWESE A —T N ETH T A2
D AL, BEFH LT BFEL,

practices.

12.2.1.4| The regulated user should ensure that an HiEs g —Y— 3. T— & OAEREIZKS
appropriate evaluation of the vulnerability of T HET AT LONEgePE A YN FEAm L
electronic systems to data manipulation takes TAa—7 v T I a Nl R 0T R TOE
place to ensure that follow-up actions have fully RN il S P = b A REEIC TR & T
resolved all the violations. For this evaluation the - Lg\, N e
services of qualified third party consultant with &) Z)‘j " ODi{ﬂ_ﬂ“ lti: e é %F‘ﬂ&ﬁﬁ%ﬁﬁ
the relevant expertise may be required; T DRI AT PSS P DY R

DELL IR D0 L7y,

12.2.1.5| Implementation of data integrity policies in line RKEOFANZIR S T2T =% AT 7 VT 4K
with the principles of this guide; VN

12.2.1.6| Implementation of routine data verification HF Y727 — 2 MEEE 0 FEH,
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13. Glossary
13. fi7&

Archiving

Long term, permanent retention of completed data and
relevant metadata in its final form for the purposes of
reconstruction of the process or activity.

T—AAL T

Tt A XEESOFEE R E Lz, 58kl
727 — 4 M OE# X Z 5 — H ORI R TO
E Wt E A 755

Audit Trail

GMP/GDP audit trails are metadata that are a record
of GMP/GDP critical information (for example the
creation, modification, or deletion of GMP/GDP
relevant data), which permit the reconstruction of
GMP/GDP activities.

B ARIERT

GMP/GDP B5 A GEHF & 1%, GMP/GDP {2 AN A] R 72
154 (] 21X, GMP/GDP BT — &% OERL., 28
W, HIRS) 28k LT A X T =2 TH Y,

GMP/GDP {EE) D FFELZ AIEEIC T H 6 D TH 5,

Back-up

A copy of current (editable) data, metadata and system
configuration settings (e.g. variable settings which
relate to an analytical run) maintained for the purpose
of disaster recovery.

NI T 7

SEFEIHO B THER SN D, BIED (R 7HE
YT =R ART—H AT LRERERE
(B - 3T D FEATICBIE S AR E) Da e

o

Computerised system

A system including the input of data, electronic
processing and the output of information to be used
either for reporting or automatic control.

Ay —FTRT A

T =2 DN, BT % B Bl
OO SNDFEROB N zEie s 2T
'AO

Data

Facts, figures and statistics collected together for
reference or analysis.

F—p

BILGHTDIZDIEED N T-FE, BT, i
ato

Data Flow Map

A graphical representation of the "flow" of data
through an information system

F—FT7un—<vS

HER AT LIBITHT—20 i) %K
A Y]

Data Governance

The sum total of arrangements to ensure that data,
irrespective of the format in which it is generated,
recorded, processed, retained and used to ensure a
complete, consistent and accurate record throughout
the data lifecycle.

T =B ANF R

T—HEDERIND T A —~ > NI L
P, T—HDTA TV A I IVEE L CRERDSE
etk —H M, Bl EIEICT L0, T
— & ZELEk - A - R - EH T D 72 D YE(
FIHOMBIR,

Data Integrity

The degree to which data are complete, consistent,
accurate, trustworthy, reliable and that these

F—HAT T YT 4

T=INEETHY, —EMRDHY, EETH
v, EHTE, FBETE, »O7T—20Inb
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characteristics of the data are maintained throughout
the data life cycle.

The data should be collected and maintained in a
secure manner, so that they are attributable, legible,
contemporaneously recorded, original (or a true copy)
and accurate. Assuring data integrity requires
appropriate quality and risk management systems,
including adherence to sound scientific principles and
good documentation practices. The data should
comply with ALCOA+ principles.

DRMENT —Z DT A 7H A 7 V%@ L CHER
SNHREE,

T HXLRERFIET, IWEEERD, HEET
&, FRFICEigR S, BA CUIHEIEaE—) T
b, EfEL DX oIlc, IE - #Ef s s~
ETHD, T—EA LTI IVT 4 BHERT DI
OIZIE, R REAJRA] & GdoePs 125 S L
T2, WUIREEHS AT LR R TR
AV NVATEARMETHDH, T—HX %

ALCOA+DJFHNZHE AT A2 LERH 5,

Data Lifecycle

All phases in the life of the data (including raw data)
from initial generation and recording through
processing (including transformation or migration),
use, data retention, archive / retrieval and destruction.

F—FGATHA TN

A DR OFegk |, AVER (B IRAT %
ate). FIH, 7T—2RE, T —hA TR, ik
EIZEDETD, T—F (LET—FEET) D—
EITBIT DT XTOERM,

Data Quality

The assurance that data produced is exactly what was
intended to be produced and fit for its intended
purpose. This incorporates ALCOA + principles. '+

7—Zm'E

ERENT-T—2NELL BRENT-BY DY
DTHYH, BRENT-HIIZE>TWDHZ LD
PREE, 221X ALCOA +D JF RIS HHIGA F 415

14
e}

Data Ownership

The allocation of responsibilities for control of data to
a specific process owner. Companies should
implement systems to ensure that responsibilities for
systems and their data are appropriately allocated and
responsibilities undertaken.

F—BA—F =T

F—HDar ha— VT HEEE/FEDT
BEADA—F—IZHID YK THZ &, ST,
VAT DR OEOT — X IR DB YN
o YHToHh, BEERZTIND I L EEEC
TEHIDODY AT AEEATRETH D,

Dynamic Record

Records, such as electronic records, that allow an
interactive relationship between the user and the
record content.'3

BhE 22 ROk

B R E O T, 22— —LRENEL O
] CxRERUCHMETE 2 b D 13,

Exception Report

A validated search tool that identifies and documents
predetermined ‘abnormal’ data or actions, which
require further attention or investigation by the data

pistEE

WY F— b ENTRRY — /b, FRNTRE S 4L
c TRE| 72077 va rafEL, ik

reviewer THILET, T—H L Ea—FIET - Rz
' ey
14 ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018
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Good Documentation Practices (GdocP)

Those measures that collectively and individually
ensure documentation, whether paper or electronic,
meet data management and integrity principles, e.g.
ALCOA+.

Ty RRF2 A T—varSI7375 4R
(GdocP)

MOEFNZMOT, LERT—F XTI A
MEONT =2 A7 7 VT 4 QAT LT
W5 Z &AM OEBNCHERICT D720
FH (B : ALCOA+),

Hybrid Systems

A system for the management and control of data that
typically consists of an electronic system generating
electronic data, supplemented by a defined manual
system that typically generate a paper-based record.
The complete data set from a hybrid system therefore
consists of both electronic and paper data together.
Hybrid systems rely on the effective management of
both sub-systems for correct operation.

NAT Yy RYRT A

TAEEHEL, aryhba—LT57mH0TR
TLATHY, —EMIZ, BT —XE2EKLT D
BIVATLE, ThEMETOIERINZTF
E¥S AT N (RN — 2 DR Z AR T
YK VIR END, LEER-ST, "7 >
R AT LD bNL5EERT —4E Y b
X, BT —H LHAR—RADT — X DO )5 Tl
EiLD, AT Yy RUAT ANIEL < #4568
THEDIZIE, WHFOY TV AT KB
EHTHIVLENRD D,

Master Document

An original approved document from which
controlled copies for distribution or use can be made.

< AZ—RF2 AL b

ARENTZLEOFAT, Thadb &Il -
RO DOEMRa v —2ERTX 5,

Metadata

In-file data that describes the attributes of other data,
and provides context and meaning.

Typically, these are data that describe the structure,
data elements, inter-relationships and other
characteristics of data e.g. audit trails. Metadata also
permit data to be attributable to an individual (or if
automatically generated, to the original data source).
Metadata form an integral part of the original record.
Without the context provided by metadata the data has
no meaning.

ABT—H

T —2OREMEEZTIH L, SURSE K 2 $24t
TAT A NNDOFT—XZ,

—RENICIE, T X OWE, T XA, A
BItR. MOZDOMoOT — 2 Kt AR 57—
X Th D (Pl TR, A X T —XiE, T
—Z N CUTHBERSNIEEET b E b E
DT —=Z V=2 IiBSELH L b TED, A
2T = ZIRARLERO T Th D, AFT—F
DFRUET DR L TIET — 2 IXERZ R 7272
Y,

Quality Unit

The department within the regulated entity responsible
for oversight of quality including in particular the
design, effective implementation, monitoring and
maintenance of the Pharmaceutical Quality System.

i B R P

Bl Gatoh T, WEOREICEEZF
M TH Y FHCERKMNE VAT LD
INRA RSN, B, MEFFEZAT O,

Raw Data

Raw data is defined as the original record (data) which
can be described as the first- capture of information,

EF— 5

AT —2 L, MTRBRS N TO L 0ETRIIC
Gikc SV (A QUAVAY/ET 4 iV S AN [ E2° S8 2 I 0l e
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whether recorded on paper or electronically.
Information that is originally captured in a dynamic
state should remain available in that state.'*

L7z5tek (T — %) LEFRSND, BIN/IRRET
BAONCES SN E#RIZ. ZOREEZR-T-F
FHHAREE THHERH 5 14,

Static Record

A record format, such as a paper or electronic record,
that is fixed and allows little or no interaction between
the user and the record content.!*

5 P S

MBS RFOREREAT, BESh, =—
P LRLERNA & OREEREBRED 1FE A EX
FadTERnbo, ¥

Supply Chain

The sum total of arrangements between manufacturing
sites, wholesale and distribution sites that ensure that
the quality of medicines in ensured throughout
production and distribution to the point of sale or use.

Y FIAF ==V

(EESA) fE S THBIGE U S
4 E TOFEBRERICBN T, ERLOME D
RENDZEEMRIT DD, BiEOKHL
FRELOVHEIGE « B O SRR ORI O ELY K8 D
&,

System Administrator

A person who manages the operation of a
computerised system or particular electronic
communication service.

VAT LEBEE

a2 —F LY AT AR EDE T lmE Y —
EADEMAEZEET HE,
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Footnote 8
FEIEE 8

The use of scribes (second person) to record activity
on behalf of another operator should be considered
‘exceptional’, and only take place where:

e The act of recording places the product or
activity at risk e.g. documenting line
interventions by sterile operators.

e To accommodate cultural or staff literacy /
language limitations, for instance where an
activity is performed by an operator, but
witnessed and recorded by a scribe. In these
cases, bilingual or controlled translations of
documents into local languages and dialect are
advised.

In both situations, the scribe recording should be
contemporaneous with the task being performed, and
should identify both the person performing the
observed task and the person completing the record.
The person performing the observed task should
countersign the record wherever possible, although it
is accepted that this countersigning step will be
retrospective. The process for a scribe to complete
documentation should be described in an approved
procedure, which should; specify the activities to
which the process applies and assesses the risks
associated.

fhDF R —&— b CiEB A 308k T 550
BB 5 F) o X, THIsEY) L RS
. LFOBEICRETRETH D -

o KT ALKV, BLCIEENAGERRIC
IbaINb, HlxiE, BEA L —F—(C
X574 I Aok,

o WKMFERIFAZ v TDIVT T —/FiED
HIBRIZKHST D702, FlIZIX. & HIEE)
NARL —FZ—Z k> TEITEN, s
DALHEV, LT H56%, 0L 5%
LEIZid, CEE o EREDRRIST D0,
0—NVERE - FE~ary he—/L Iz
FERZ4TH Z LRSS,

WTHNORBUZIBNT S, FLdrE 12 L DRtk

I, EfE SN TWA X R 7 LRI TSR
XTHY, BIEINTZX AT 23T HE KD
FLER A SERR T DB DM G ERET XX Th D,

BIERInNs 2 A7 2L+ 53813, FREZRIRY
FLEKICHE T RETH LN, ZOHEHE ODAT v
TIIHETIT>Th LV, SRR D LEZ TS
HHdDTat A%, ARIN-FIEEICE
WFRETHY, FZIE, e ARNEH S
NHIEEROE#HT 2V A7 O7 A A b

(R53R) ZEedd 5,
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