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1. DOCUMENT HISTORY
1. XEBRE

Adoption by Committee of PI 041-1

1 June 2021

Entry into force of PI 041-1

1 July 2021

2. INTRODUCTION
2.1Z U ®IZ

2.1

PIC/S Participating Authorities regularly
undertake inspections of manufacturers and
distributors of Active Pharmaceutical Ingredient
(API) and medicinal products in order to
determine the level of compliance with Good
Manufacturing Practice (GMP) and Good
Distribution Practice (GDP) principles. These
inspections are commonly performed on-site
however may be performed through the remote
or off-site evaluation of documentary evidence,
in which case the limitations of remote review of
data should be considered.

PIC/S (223 5 4 4 Jmp BT, A%
o7 (APT) R°[E 3 i D B S8 O TE A 1S
%t LT, GMP (Good Manufacturing Practice) X°
GDP (Good Distribution Practice) @ J5 I~ i
B LV 7012, EMRICES A
ToTW5, ZNHOELEL, @EITA Y
A FTITPND D, FELEHOMNMNZ Y £ —
FIZATZHA RTITO 2L bHY. £DH
BET—F# &2V E—bFTlEa—T52¢
DIRRZZESTDBENRH D,

2.2

The effectiveness of these inspection processes is
determined by the reliability of the evidence
provided to the inspector and ultimately the
integrity of the underlying data. It is critical to
the inspection process that inspectors can
determine and fully rely on the accuracy and
completeness of evidence and records presented
to them.

w7 uv 2080, BEEICRtsh
LRHLERROGEEME, 2 F Vs b T —4
DAVT TV T4k TkRED, BEET
TATIEH, BLEEMD, &R SN HLERES
FLER D IEREME R Qe 2 flr L, Zih bl
EEOEHEEZFEOND Z ENEFICEHET
»5,

23

Data management refers to all those activities
performed during the handling of data including
but not limited to data policy, documentation,
quality and security. Good data management
practices influence the quality of all data
generated and recorded by a manufacturer. These
practices should ensure that data is attributable,
legible, contemporaneous, original, accurate,
complete, consistent, enduring, and available.
While the main focus of this document is in
relation to GMP/GDP expectations, the
principles herein should also be considered in the
wider context of good data management such as
data included in the registration dossier based on
which API and drug product control strategies
and specifications are set.

T—ATRY A NI, T X EE PO B
ICEMINDTXTOIEHEET L LD T
b, TR — XF, HE, X
2 VT4 ENREEND, Ty RT—F <RV
AV NT T 0T 0 A, BEEEICKVAE
e RSN DT RTOT — X WHEICHEE
H5.2%, Vv RT—E<RXP A NTTIT
S ALY, T2 OIFEME, HIFEME, R
FOERME, AR, BN, EaetE, —BYE,
AKigetE, PTRAMEEZREIRICT HINERNH D, K
EDTIRIT GMP/GDP OHARFICE#E L7~ D
Thorn, KEOKFAX, 7y RTF—¥~<x
VAV NTTIT 4 AL LT, (API K OHIA
ZEWT D12 DM - RO N—2 L 5
BEEHGEERICE ENDI T —XE2ED) b o
EIRWHIFH CTHBEINDHRETH D,
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2.4 Good data management practices apply to all Ty RT—H<RX A NT T 7T 4 AL,
elements of the Pharmaceutical Quality System EI G EE Y AT ADTRCOERIZEH X
and the principles herein apply equally to data N3, ZLT. = CIcadsn w2 ER|
generated by electronic and paper-based systems. T, BF AT AR OWER— 2 LR TF AT

SN TeT —ZICHELLBEHEND,

2.5 Data Integrity is defined as “the degree to which | 5 —% 4 5T 7V T 1% [F—2NER2TH
data are complete, consistent, accurate, D, —EBMRHY, FHETHY., EHTX,
trustworthy, and reliable and that these EHHTE . hoOF—2 D5 DEENT —
characteristics of the data are maintained = \ p

> L% 18 RS E
throughout the data life cycle”.! This is a }i Zi i‘z;;ii | gjr Lé(i&j# ,jéé%\éj}; A
fundamental requirement for an effective o ﬂi? — . Rinan AT i
Pharmaceutical Quality System which ensures BN Ei TO) AR 5—)@?5@ a“?‘ Cls y)z) bOT
that medicines are of the required quality. Poor DN, T2 A T T IVT 41F BRI
data integrity practices and vulnerabilities EIMME S AT AOERN 2B TH 5,
undermine the quality of records and evidence, BHRLRT AT T VT 4TI 7T 4 A
and may ultimately undermine the quality of SOfEFEMEY. EERCIEILOE AL T X H, 5
medicinal products. RN O E 2 AR T S 2 ATREMEDS
H5,

2.6 The responsibility for good practices regarding T HAIXRAL N ONT = AT TV T
data management and integrity lies with the ST ATy RT5 75 4 AOETIT. &
manufacturer or distributor undergoing LA T A RIE S TR IC b S, Bl
inspection. They have full responsibility and a EEE VIS I — A v R DAL R
duty to assess their data management systems for — b N
potential vulnerabilities and take steps to design AT A ﬁf{*éﬁ: i ?%55 ﬁ{)) 7}? v \7?) é OME Z
and implement good data governance practices to T (X A bL T H 7 4)‘ f 77 )T A %%;@
ensure data integrity is maintained. WCHEFF T 2720007y RTF—F TN AT

TUT 4 ArEt L, it 50 0FERE
HELDRBEMLEEBRD D,

3. PURPOSE

3. Bl

3.1 This document was written with the aim of: RKENZ, UTF2HAE L TIERRRENTZ -

3.1.1 | Providing guidance for Inspectorates in the Ty RTF—HF<3x VA MZE#ET 5
interpretation of GMP/GDP requirements in GMP/GDP EAf:DfEIR . O EL D FEHilz o
relgtion tq good data management and the conduct | |\ L BEEICHA S AR RT
of inspections.

3.1.2 | Providing consolidated, illustrative guidance on (REIT) VAT R_R—20 = o —LEK
risk-based control strategies which enable the BT ARSI TR /e A X2 A ARt
existing requirements for data to be valid, FBHLLEHIT. F—ENELYT. =T, (3

! ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018

% B 3
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complete and reliable as described in PIC/S HTXHZ L, £ 9 (GMP? XX GDP? »

Guides for GMP? and GDP to be implemented in | pIC/S # 1 4 > A |Z 50k STV 5) BLRITA S

the context of modern industry practices and b A E A 0% FUEITRO 7 1 — S UL

globalised supply chains. LFH TS F e OHRTERTX AT 5
IZT26D0TH D,

3.1.3 | Facilitating the effective implementation of good (AE: X)) HFHEYZ GMP/GDP &2 0D 2| &
data management elements into the routine ERilc, Ty RF—X <X A L NOESE
planning and conduct of GMP/GDP inspections; . RMICEATEASLHICL
to provide a tool to harmonise GMP/GDP GMP/GDP 22 DFFINE T 5 Y — /L 2t
inspections and to ensure the quality of S 0 — J 9
inspections with regards to data integrity L‘H;T . i/l’ <77 7: d 0)’%@”“‘\01/ Yo
eXpeCtationS. E%‘EO) [a[= =} %ﬁ%{%j— %) 7:_. &b @ %) @D T &) %) o

3.2 This guidance, together with Inspectorate AEL, aide memoire P D EH Y Y —
resources such as aide memoire, should enable the | = L —f# |z F#EE N A LR 2 i 1205
inspector to make an optimal use of the inspection | | BEPICF—H AT T  DEESL
time and an optimal evaluation of data integrity g . = - . !

Z 3 7. S Z O) B
elements during an inspection. RIBISFHICE 2 £ IST 5O TH D,
[FRIE - BREHOFIIE,
https://picscheme.org/en/publications |Z $&#{ X 41
Tno, ]

33 Guidance herein should assist the Inspectorate in | Z ZIZEE#E SN TWDAH A X v A%, BEE
planning a risk-based inspection relating to good | 3w RF—H < XA KT TV T 4 AT
data management practices. SNTY R 7 _R— AL A 2HE T SR BT

ERDHHDOTHD,

3.4 Good data management has always been Ty RF—H<3x P A2 ME, #WIT,
considered an integral part of GMP/GDP. Hence, | GMP/GDP D AR A[ /R 72Bizt L& 2 T
this guide is not intended to impose additional o LR T, AET, HERSOH I8
regulatory burden upon regulated entities, rather it 7 2ot E ORI EIET L OTIE AL . T L
is intended to provide guidance on the g o ‘:ﬁ 2 5'?1;; .:__; CXUAL L 7(,! P
interpretation of existing GMP/GDP requirements Eﬂi w3 7 e TIr 77
relating to current industry data management A AHD LT, U‘H'{ Z ﬁ{% % GMP/GDP %
practices. WERRT D1 ODOTA X A iRfMt4 5 2

EEERLTHD,

3.5 The principles of data management and integrity | 5 — X~ RIS AL "N FT—X AT T VT 4
apply equally to paper- based, computerised and OFERANL, fi— 2D AT A, a2 B a—
hybrid systems and should not place any restraint | 4 W AT I, AT Y v R AT MTEL
upon the development or adoption of new i ) DT SRS f=
concepts or technologies. In accordance with ICH SEASNDHOTHY  H LV BBl

2 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, 5, 6, Part
II chapters 5, 6 & Annex 11
3 PIC/S PE 011 Guide to Good Distribution Practice for Medicinal Products, specifically sections 3, 4, 5 & 6

Bt 0FE 4

1.3
BZLib-119 _PICS DI Guidance rl.3.docx




PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Q10 principles, this guide should facilitate the DB ZLT 55D TH-TELR D

adoption qf innovative technologies through 20, AEIL, ICH Q10 DJFEANIHES T, fk

continual improvement. CEROTSE T T A BT A IR DR % AR
HHDTHD,

3.6 The term “Pharmaceutical Quality System” is ARECTIT, EELHBFECAT L] EWVWIHH
predominantly used throughout this document to | Z& 4 #FE |2 ffi > TV B8, Z iU sE H =%
denote the gual}ilt'y managlgmer;t' sys'tem li;]ild:]to . MEPR L FERRT A 7 DITE ] S D VS
term “Pharmaceutical Quatity Systam s used | 74 EEUT B, o i

S OO RS — 5 FHSE 2 |7
predominantly by GMP regulated entities, for the % TP A ﬁ <A ;AJ &) Jilih %ELL
purposes of this guidance, it should be regarded as fﬁ)ﬁ L T2 %, Ak E ix. GDP M5
interchangeable with the term “Quality System” HBFEHL TS TREY AT L) EFRZEE
used by GDP regulated entities. HPIRTHEDET D,

3.7 This guide is not mandatory or enforceable under | AE L, Jfi| TlL/n <, BREITESWTHIT
law. It is not intendgd to be restric.tive or to ENAHLOTIEHAR, AET, EELLOYE
yeplac.e natlogal 1eg1sla;10n rega;dmg data . YT (F7e b API) OBLESEE B O3
distbutors of medicinal products and setves | 5 CTBEMBLIZY  7—s 4277 ) 7
substances (i.e. active pharmaceutical A @%ﬁ: = B’éﬁ‘? 7 ? Pk %@%E'E?A é -
ingredients). Data integrity deficiencies should be ) L{;Eb RE I’ETO 744 \/7‘ 7V7 4
referenced to national legislation or relevant DK 245 Tﬁ!ﬁf L aiE. EX YfX\@i PIC/S
paragraphs of the PIC/S GMP or GDP guidance. | ® GMP 77 A % > A XX GDP A & > A D

WNT 7T 7 2BRERETHD,
4. SCOPE
4. & &L

4.1 The guidance has been written to apply to on-site | AFE L, #ik (GMP) I& 8 & OVt (GDP) {%
inspections .of those sites per.for.ming @jj z;_»ﬁ APE~DF YA NELETHATS
maqugcturllrllg ((.}M'P)1 and 'dLs'trlblll'tlon '(GDP) e ST, AEICIDHRIN TV
applicabl fo llSages throughout he product s, i 11 7 oF < DB

=y ~
lifecycle. The guide should be considered as a & Zh‘féj f’j L AR “%;“E XA _ S
non-exhaustive list of areas to be considered i‘i T _THEFEL TWDH DI TiERna
during inspection. BETLZ L,
42 The guidance also applies to remote (desktop) AEL, & (GMP) {58 & ONiti#E (GDP) i

inspections of sites performing manufacturing
(GMP) and distribution (GDP) activities, although
this will be limited to an assessment of data

A 1To> TVDHE~DY E— K (FAZ b
v ) BRICHFIATE 208, ThUET—#

governance systems. On-site assessment is ANT L ALAT LDTEAR -~ MIRE é
. - — = M A 2 ‘f ~ A
normally required for data verification and NDo 7 =2 ORFER, BN FIICHE
evidence of operational compliance with TS Z L DR (OfERE) (21, EFH 71‘ g
procedures. YA RTEAA L NRRLE LD,
1.3
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43

Whilst this document has been written with the
above scope, many principles regarding good data
management practices described herein have
applications for other areas of the regulated
pharmaceutical and healthcare industry.

AET EFLomE HHEH TEMR STV D23,
ZZICREEH SN TWAE Ty KT —HF <RV A
Y NTT 0T 0 20 OFANE, Hil T o
[ 3 e ML R 7 77 FESE D O FEIRIC & i
ATx5,

4.4

This guide is not intended to provide specific
guidance for “for-cause” inspections following
detection of significant data integrity
vulnerabilities where forensic expertise may be
required.

AREIX, 74 LYy 7 OB P 3
WMBELIR DX O RERT—2A T 7T
4 OMEFHTE B STtk 12 T D [for-
cause| %% (GBIMALR) 2O\ ToE(KHY 2
e 22 H O TidZew,

[GRIE : AT 4 TIRGEENT-7 7 A Va2 A
Y725 & U CRI T 2 Hiifr, ]

5. DATA GOVERNANCE SYSTEM
5. FT—BHNFURVAT A

5.1

What is data governance?

50 T—=HFHNNF L REFE?

5.1.1

Data governance is the sum total of arrangements
which provide assurance of data integrity. These
arrangements ensure that data, irrespective of the
process, format or technology in which it is
generated, recorded, processed, retained, retrieved
and used will ensure an attributable, legible,
contemporaneous, original, accurate, complete,
consistent, enduring, and available record
throughout the data lifecycle. While there may be
no legislative requirement to implement a ‘data
governance system’, its establishment enables the
manufacturer to define, prioritise and
communicate their data integrity risk management
activities in a coherent manner. Absence of a data
governance system may indicate uncoordinated
data integrity systems, with potential for gaps in
control measures.

TR HNF RN, T—EATTIT
o RFET D T2 DI hE T 5 Yl S E DR IR
Thd, ZNHLOHERFFHERT, 7—X

DN, AERR - FOEE - ALER - LR - RREE - S
NoHEO7Tat 2, 77—~y b, HIFITH
Wobd, T—HTA T A IV EELT,
ez, ImIE M - HIFENE - [RIRFRCERME - AR
P - IEfENE - etk - — BV - ket - "I
Wobsritdk7esd, [T—FINFL Ry
2T N BEBRTHZ L ITENESR TR W
B, ZOVAT LEMNIT DT, Rl
FX, TEA T ITIVT A DY AT RY
Ay NEEZER-E L FIETERL, #
TN 2o, [BETHENTED, T—
BHNF U A AT BRI NE T A
T VT 4 VAT AEOFERRNLT, 2
r a2 — L RIZHREIAAE C 5 A HetEN & 5,

The data lifecycle refers to how data is generated,
processed, reported, checked, used for decision-
making, stored and finally discarded at the end of
the retention period. Data relating to a product or
process may cross various boundaries within the
lifecycle. This may include data transfer between

F=HITATHA I ML, T—ENEDL D
AR S, MBS, S, Ty
Sh, BREREICER S, RESH, &k
AN ERATF IS THRRICBEIE S LD Dy, & T
LDOThD, WL T o A CHEET 5T —
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paper-based and computerised systems, or
between different organisational boundaries; both
internal (e.g. between production, QC and QA)
and external (e.g. between service providers or
contract givers and acceptors).

21X, TDTA T A 7 NDOHFTEE 2 7255
Rz AGEND D, T, RX—AD
VAT ALV E a—H LT AT EDRBO
T HEAERC, RN (B 2R, B, QC,
QA D% KOS (Bl 21X, —rvA7'"m
NA B —DH], RRIEFEE L2t D)
DRI B DB R 7 F 7227 — ZHRgEN
EEND,

52

Data governance systems

52 T=HAHNRNFUAVAT A

controls over the data lifecycle which are
commensurate with the principles of quality risk
management. These controls may be:

e Organisational

- procedures, e.g. instructions for
completion of records and retention of
completed records;

5.2.1 | Data governance systems should be integral to the | 5 — & H/XF o 2 AT AL, PIC/S D
Pharmaceutical Quality System described in GMP/GDP A X A& STV A EHK
PIC/S GMP/GDP. It shoulq address data . RS 25 WA R DT D, F—
ownership throughout the lifecycle, and consider BHNF VAR ATF ML . ST A
the design, operation and monitoring of processes . . L ~
and systems in order to comply with the principles M LTT ij— A . f {7 7?;:» 50
of data integrity, including control over —é—é Levic, 7247707 4 OFA
intentional and unintentional changes to, and CHEET DL IS, TrEAKRBT AT LD
deletion of information. Rt - EmA - EHARETT 5, T4 A - 7

707 4 OFANZE, Rz XA ST -
TEE - HIFR LN E 2T Dennas b
n—NEEND,

5.2.2 | Data governance systems rely on the T =R IR U R AT AT WY ERE
incorporation of suitably designed systems, the SNV AT A HilFoH ﬁﬁ R &U\T At
use of technologies and data security measures, ¥ F o5 EARVIATL T ERRATRTH
combined with specific expertise to ensure that ) Z T TR A s RO — A
data management and integrity is effectively A . : - .
controlled. Regulated entities should take steps to ZT 7074 i'\)f( % (% E/ij =~ hw /I/i&%f
ensure appropriate resources are available and 9% %Fq&m%ﬁ;} H bE Do iﬁﬁ%’]xf%%::
applied in the design, development, operation and fid, wWele ) Y —22HEL, T—Z AN
monitoring of the data governance systems, TR AT LORREF - B - EA - BRI
commensurate with the complexity of systems, EHT 27 ODOFEEH L HIRETHD, T
operations, and data criticality and risk. — B HNF A AT AT VAT A, EW

DS, T EBER DT —2 ) X271
HoltbD LT 5,
5.2.3 | The data governance system should ensure TR PNRNF U A AT ALY, B R

=X A hOFEANCRE T,
AT AT NIZKT B R

T—H7
n—/L & fEEIC

TRETHD, 2 ba—LOflZLLITFICE
75
o FHMENY (= hu—)]

- FE, B, RREOFRAGIERTLA
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- training of staff and documented
authorisation for data generation and
approval,

- data governance system design,
considering how data is generated,
recorded, processed, retained and used,
and risks or vulnerabilities are controlled
effectively;

- routine (e.g. daily, batch- or activity-
related) data verification;

- periodic surveillance, e.g. self-inspection
processes seek to verify the effectiveness
of the data governance system; or

- the use of personnel with expertise in data
management and integrity, including
expertise in data security measures.

Technical

- computerised system validation,
qualification and control; automation; or

- the use of technologies that provide greater
controls for data management and
integrity.

L 7 REsR DO RE T 155,

- T HDOEREEGBIZONTDOAK v
T~D ML —=7 ROXENEH
727l

- TBHNFURAVAT AO#GE, L
DEDNZT —H PR - Godk - ALEE -
RE - BHSNDD, £lo, EOLD
(U 27 OWEEIED IR = > b e
—NINDDEBET D,

- HBHEMRT—HARIEWI X, BZD
Ny FIE, TIT T4 T
EN

- BB, Bl T2 T
YAYAT DO REET D120
DHECART 7 R,

L T AT ERVAL NRUF S A T
7Y F 4 T B A A AT A
BOWER, F—2€% a7 5D
PR 2 T,

o HdlHY (= bu—2]

- A a—HE AT AN F— g
v, EFEPERE M, = he—L, F—
fA—T3 v,

- T ERRVA N OT—H AT
TIVTF 4 Day ha— &bt A8
firOFIH,

524

An effective data governance system will
demonstrate Senior management’s understanding
and commitment to effective data governance
practices including the necessity for a
combination of appropriate organisational culture
and behaviours (section 6) and an understanding
of data criticality, data risk and data lifecycle.
There should also be evidence of communication
of expectations to personnel at all levels within
the organisation in a manner which ensures
empowerment to report failures and opportunities
for improvement. This reduces the incentive to
falsify, alter or delete data.

B2 T —F HNF 2 A AT LTI, 4
RBYIRT —H TR F U AT T 0T 4 A ()
TR EATEY GR 6 BERR) I, T— X E
B T—HVRIKONT—ETA 7% A7
VOISR E DD Z L OB A G

o) ITKk9 2 EREBRIOBEL R I v K
AU RPIREND LD THD, -, HFEN
DFRTOLLORIZ,  (Efhs]) Hifr
TD L EBRTFHAMLETH D, Zh

%, R EOMS G T 2= U —
AV NEMRIZT DX R FETITbns,

ZoONolZ ElZhh, T2 EHRSA B
B - HIERT 2 @SR T 5,

% Bt 8
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525

The organisation’s arrangements for data
governance should be documented within their
Pharmaceutical Quality System and regularly
reviewed.

R DT — & TN F v AR 2 Wi FTE
I EEGME AT AoPRTXEL, E
HHICREST & TH D,

5.3

Risk management approach to data governance

53 T=HEINFLURADY AT RXT AL T T a—F

to achieve the desired state of control, interim
measures should be implemented to mitigate risk,
and should be monitored for effectiveness. Where
interim measures or risk prioritisation are
required, residual data integrity risk should be
communicated to senior management, and kept
under review. Reverting from automated and
computerised systems to paper-based systems will
not remove the need for data governance. Such
retrograde approaches are likely to increase
administrative burden and data risk, and prevent
the continuous improvement initiatives referred to
in paragraph 3.5.

5.3.1 | Senior management is responsible for the AR Y. VAT AN O FRIEEEA LT
implementation of systems and procedures to — XA T YT 4 TR AEERN Y A
minimise the potential risk to data integrity, and BRONRBICIZ 5 & L HIc, ICH Q9 D JFH|
for identifying the residual risk, using the N ] . = =
principles of ICH Q9. Contract Givers should ;E%;?E 2 X[g gij}_ j é/j\%ii;;
perform a review of the contract acceptor’s data NGO AR P o
management policies and control strategies as part 7 7 LAD—Eg & LT, RZFEHE @T — A~
of their vendor assurance programme. The FYA NG R O Ay b a— Vi 2 L E
frequency of such reviews should be based onthe | = —FT XX ThH 5, ZDOL IR L E2—DHH
criticality of the services provided by the contract | fEiX, U R 7 <=3 A > FOJFEH (5 10 S
acceptor, using risk management principles (refer M) Z T, BBRZEN RS 59—
to section 10). ADREEICHESVTRET & Th 5.,

5.3.2 | The effort and resource assigned to data F—= R I RF L AZEI Y YT A EER
governance should be commensurate with the risk | (3 #IE BB~ DY 27 |IZRAEY DL L,
to product quality, and should also be balanced MO REEROEEL DAL A% b 4 Y5
with other quality resource demands. All entities N D, GMP/GDP OJERNC F 0 HE <15
regulated in accordance with GMP/GDP [ A e
principles (including manufacturers, analytical j‘f\f 0)%%% (@]EA%%A‘ ﬁj\ﬁﬁ%f M )}HU
laboratories, importers and wholesale distributors) NHAT EDT“%%% s 7T—AanE Y
should design and operate a system which AT ISR RE R =2 b v — /LIRRE
provides an acceptable state of control based on ZHleb L, BT &R HBHME & HI23GE
the data quality risk, and which is documented IbLENDE IR AT LEHRE L, EHT
with supporting rationale. X ThD,

5.3.3 | Where long term measures are identified in order | 2 F L\ 2> h m— /LIRBEZ KT B 728D

RN EN R E SN 56, BEiE s =
ML, VAZEZEETHELEHIT, TOHER
WEERTOIVNERD D, HEHESY A7
DOEFNELLAT T BB 72 D & XX, BRET
— A AT VT 4 VAT & BREFRR
2. Wl Ea—94XRETHDH, HEYLI X
T AR Ea—H LV AT B HRR—
ADVATHIZRLTYH, T—HHNF R
DOMBEVENIRL 72D DT TiERy, Z0XL)
72 (BEMboiNIC) $175 57 S u—F

I, EFREE Lo LET XU X7 BHEK
SH, FISETESRIN TV DR 7otk
A =T T T HWGT D ATREMED W,
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Not all data or processing steps have the same
importance to product quality and patient safety.
Risk management should be utilised to determine
the importance of each data/processing step. An
effective risk management approach to data
governance will consider:

e Data criticality (impact to decision making
and product quality) and

e Data risk (opportunity for data alteration and
deletion, and likelihood of detection /
visibility of changes by the manufacturer’s
routine review processes). From this
information, risk proportionate control
measures can be implemented. Subsequent
sections of this guidance that refer to a risk
management approach refer to ‘risk’ as a
combination of data risk and data criticality

TRCOT — XM R T » 7RO 5E
RBFE DRI CEEME A FF O Tlide
W, TNENDT —H MR T v T DOEHE
PEZHEr 572D, VAR AV M
ERHTRETHD, T—F I F U ATHT
DINREVIR VAT v XA T T —F X
UTE&ET5

o TFT—XEHE (ET

).

RSO it i~ D

o T—HIYRY (T—HDEIASHIBRD
ey BLEREICB T ESMN L E A
—7 ALV EEEZHE - AT
T OFHREME) . ZOFHNL, VAT
I L7== o b %wﬁ%%% S5 2
EINTED, AEDOZDHRDOET, VA

concepts. IR A NT TR —FICE L LT
D3, TV A &iF, T—=2VAID
a7 — 2 HEEOHEDOMA G DY
ZfFLTVD,
5.4  Data criticality
54 FT—XEEE
5.4.1 | The decision that data influences may differ in TN L b 2 A EEPREOBREEN X

importance and the impact of the data to a
decision may also vary. Points to consider
regarding data criticality include:

e  Which decision does the data influence?
For example: when making a batch release
decision, data which determines compliance
with critical quality attributes is normally of
greater importance than warehouse cleaning
records.

e What is the impact of the data to product
quality or safety?
For example: for an oral tablet, API assay
data is of generally greater impact to product
quality and safety than tablet friability data.

2\ ZBp . F-T—2RERIEICS 2
HEOREL R D, T —XEHEEIZON
TEETREAIILLTO®EY TH D -

o FTOTFT—HITLEDLHRERIEIC
BHZDHDN?
B2, — i, Ny FI YV —2%
#m#%W@ﬁkﬁ WE BSOS %
RET DIZOOT —X L, ARG
LV L RETH S,

A
=]

o T WROMESZEMEIIE DL
PRAS ﬁ%nﬁéﬁo
BlAIE, BEAEEANZ OV TR, %

BT, BEEOSHT T — 213, fﬁ' {220
PeET —2 L0 RGO E &gt
REREBRDH D,
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5.5 Data risk
55 T—XURJ

5.5.1 | Whereas data integrity requirements relate to all F—R AT T UT 4 OFEBTTRTO
GMP/GDP data, the assessment of data criticality | GMP/GDP & — Z |ZBE# L TV AR, F—
will help orgiﬁ?isiltio]r}s to Iz.rioriicist? thte}i.r data FEELTEAAL M52 LT, MigENT
governance efforts. The rationale for this S < 4 = B %
prioritisation should be documented in accordance % ﬁiﬁ f,:?.:g OB% {gii%j*}jﬁg%ﬂi - i
with quality risk management principles. o g J?;V} ‘;){ i L O/D\J%LEIJ 1= T “Cj(\i

[m]ug= > DINA - =
LENBRETHS,

5.5.2 | Data risk assessments should consider the FT—HX YR TEAXA L FTHEH, @WRIZED
vulnerability of data to involuntary alteration, IR - B - CEMCUTEX 2 ) T 4 EEC
deletion, loss (either accidental or by security L 2) Wk - FER - SRR S AR
failure) or re-creation or deliberate falsification, BB OWERE. OF 5 o T D%
and the likelihood of detection of such actions. e e
Consideration should also be given to ensuring % E%Zi%%%ﬁ— & ] = 7} L‘\%%H%a“; ﬁ%
complete and timely data recovery in the event of | 7% (2, JERMOI A L :) —c7 _? ERET
a disaster. Control measures which prevent EDM bBEET D, FAORVEB 2B IR
unauthorised activity, and increase visibility / L. AT - e s Lk oear be
detectability can be used as risk mitigating — IV FEZ Y A7 IKEREE L CRHTE S
actions. ThAI,

5.5.3 | Examples of factors which can increase risk of T—HEEDY A7 @< T HERIT, Flx
data failure include processes that are complex, or | | ot ARNEHE T BN, FD
inconsistent, with open ended and subjective FEEIN A R CHIMTAS) R8I
outcomes. Simple processes with tasks which are . 1A gﬁ; N El SN
consistent, well defined and objective lead to i?i 7 %gﬁ?j 2} = i\ %f%)?k g ﬂ 26%&;/;—

duced risk. FReA ;
reduesa s NIRRT EE AL, ) A7 DIEHIC 78 5,

5.5.4 | Risk assessments should focus on a business VA T7EARX MI, BEVRATaEA
process (e.g. production, QC), evaluate data flows | (f5i] : filxE  QC) ITHEA LY T, F— X D
and the methods of generating and processing IROF— & DR « AR STVE A ST 5 b D
data, and not just consider information technology THY | IT VAT AOHEESEM S 721 5 2
(IT) system functionality or complexity. Factors : . . 3; N
to consider include: FE%A DHOTEARY, BT~ EREUT

D|Y TH D :

e process complexity (e.g. multi-stage i L B e
processes, data transfer between processes or | ® 70 HEA O)f@z% SN (2 EX[SEJL bi=% .
systems, complex data processing); Tnt A Tat AT AT AEOT

. o — 2R (OATIE) | MR — 4 A

e methods of generating, processing, storing #1)
and archiving data and the ability to assure °
data quality and integrity; o TFT—HEARL - ML« KW T—H AT

N NS 2 B L s N

e process consistency (e.g. biological ?—éj]ﬂ% &U\Z 4 EE’E‘ A
production processes or analytical tests may 77 UT 4 EREET D RE
exhibit a higher degree of variability o e ) Sl A
compared to small molecule chemistry); ¢ Z;E;?\ i ﬁig&gﬂ 1 _&I/—f@%ﬂf?‘%’ﬁftj .

SIVTRRER L, A7 TS
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e degree of automation / human interaction;

e subjectivity of outcome / result (i.e. is the
process open-ended vs well defined);

e outcomes of a comparison between
electronic system data and manually
recorded events (e.g. apparent discrepancies
between analytical reports and raw-data
acquisition times); and

e inherent data integrity controls incorporated
into the system or software.

T, LomnWEattEz~d mREtEN &
D)o

o F—hA—TarORE ANMHOES5T
DL

o ANIREE - WER (AELERT DR OF#E
(bbb, YrkvAnt—7r
RTH L0, IHMIIERINL TS
),

o BAVATLDT—FLFEETHES
oA N b2 i LToRER (61 o
VAR— b BT =X BAFORICH b
R A D D) o

o VATAXNIZYVTZ huxTIZHED LM
HIAENTNDT —H AT 7 VT 3
v ha—,

555

For computerised systems, manual interfaces with
IT systems should be considered in the risk
assessment process. Computerised system
validation in isolation may not result in low data
integrity risk, in particular, if the user is able to
influence the reporting of data from the validated
system, and system validation does not address
the basic requirements outlined in section 9 of this
document. A fully automated and validated
process together with a configuration that does
not allow human intervention, or reduces human
intervention to a minimum, is preferable as this
design lowers the data integrity risk. Appropriate
procedural controls should be installed and
verified where integrated controls are not possible
for technical reasons.

AL a2a—HE AT EDY AT TEHARX
N FrtRATIE, ITYVATLEFEEDA
B —T o2 AEBETLHLERNHDH, a2 E
2—ZET AT AN T = a P TIET
—HA T ITIVT A DY AT & FIFHZ &I
W72 B 720nind Ly, Rz, NUFT—h
SNV AT AOT— X B ET HERIC 22—
=0 (ZFONEIZ] FEMAHZLENTE
HEERR, VAT ABRAREOF 9 EITHEL S
TV DEARTIZH > TN T — RN T
WRWGAETH D, ERICHE S, N
F—hrENT v AL, ADHAZHS R
W/ NRIZEN 2 B L 9 ITHERGER E ST
WE, 7= AT T VT4 VR E TS
et CThdHEVZ, KulFE L, B
BHCTay b — L E2HE TERWEEAIL,
WY FIEG = bo— L 2B AL, MR
DVENRD D,

5.5.6

Critical thinking skills should be used by
inspectors to determine whether control and
review procedures effectively achieve their
desired outcomes. An indicator of data
governance maturity is an organisational
understanding and acceptance of residual risk,
which prioritises actions. An organisation which
believes that there is ‘no risk’ of data integrity
failure is unlikely to have made an adequate
assessment of inherent risks in the data lifecycle.

TEEIL, HLHEES A L2 HWT, (&
o) aryprep—nbrva—FELDE
FLUWFERDI BRI R 30TV 2 2
TOMNEND D, T —F T3P ADRRAE
g 1 DO, RAFY A7 Rk L
THEL, T ANTHDEINE I MNTHY .
FHUTEESNTT 7 v a v OERNEN DR E
ENnd, TEACT TV T o EED [ 2
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The approach to assessment of data lifecycle,
criticality and risk should therefore be examined
in detail. This may indicate potential failure
modes which can be investigated during an
inspection.

7L EELTCWHHRRIT, T—% T4 7
YA T NVTNIET D Y A7 @O T ' A A
VR L TWRWATEEER &V, L7223 - T,
T—RTGATYA TN, T—HXEEELOT
— VAT BT BAA L NTHT I u—F%
SRR D ME R H D, Tk, A%
IR T R EEIEN BN RS 5 Z &
HLd D,

5.6

Data governance system review

56 T—HHNRNFLV AL AT EADLE 22—

5.6.1

The effectiveness of data integrity control
measures should be assessed periodically as part
of self-inspection (internal audit) or other periodic
review processes. This should ensure that controls
over the data lifecycle are operating as intended.

H O (W) oL v a—7
nt R XY, T—=EA LTIV Ty b
0 — /L ROAMEE BT A A B
TREThHD, LY, T—HT7A4 7Y%
A INVERICHOZ2ay ha— I RNEXLT-
EBVITHERET D Z L AEEICT D,

5.6.2

In addition to routine data verification checks (e.g.
daily, batch- or activity- related), self-inspection
activities should be extended to a wider review of
control measures, including:

e A check of continued personnel
understanding of good data management
practice in the context of protecting of the
patient, and ensuring the maintenance of a
working environment which is focussed on
quality and open reporting of issues (e.g. by
review of continued training in good data
management principles and expectations).

e Areview for consistency of reported
data/outcomes against raw entries. This may
review data not included during the routine
data verification checks (where justified
based on risk), and/or a sample of previously
verified data to ensure the continued
effectiveness of the routine process.

e Arisk-based sample of computerised system
logs / audit trails to ensure that information
of relevance to GMP/GDP activity is
reported accurately. This is relevant to
situations where routine computerised
system data is reviewed manually or by a

HORRTIE, BENRT — X RiETF = v 7
Bl:BZE RyFZE, TITAET 1
TE) T T, EBZIAFIZa Y bar—)L
FRELVEa2—TREThDH, TOLHI L
Ea—{ZIXLFREEND ¢

o tBDOI Y RT—HRXTALRNTTY
T 4 ADIRFEIZ DN T ORI T =
7, BEEFHEL, BIIX. Ty RT
— XX A NOFAIE BN T
ORI hL—= 7 L Ea—15%
Z LT B R OA T A O
R 2 Y T BRI & W S LR 3
HEWHIBETHEEIND,

o WEINTT—F cFEREAET XD
ALV E2—, BENT v ' 2Ok
BRI R HERICT D=, (U &
TIZHASWEEARBERIC L D) B
IR T — 2T = v 7 Oxt% L 7o T
WRWT— & RO () PLRTICBRGE
SNFETF—EZH oSN ELE2—LThH
Juy,

o LV a—HLT AT LDORT « BEAGE
D) 27 R—2D% 7, Tt
GMP/GDP &8 B~ 2 [ A3 IEfEIC
WMESIND Z L EHEICT H-DIT
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validated ‘exception report™.

e Areview of quality system metrics (i.e.
trending) that may also be indicators of data
governance effectiveness.

9, AT, BERNZaEa—2{bv
AT LDT —H e PAEEXIINY T — |k
Shic s EE) itk e a—
LTCWDIRMTHZTH D,

o FT—HHNRFLUZAOHMEDOFEEL LT
BEZDWES AT LA MY 7 A (T2
b, ) DL E 2 —

5.6.3

An effective review of the data governance
system will demonstrate understanding regarding
importance of interaction of company behaviours
with organisational and technical controls. The
outcome of the review should be communicated
to senior management, and be used in the
assessment of residual data integrity risk.

Fe B HNNF AL AT DOER L E 2
— BREENTWDEZ L) 1T, &0 (#
k) ATE) &R - EIf 2 he—L 2 D
FMAEEHOBEEMENEE SN TWD Z L OFE

LB EDTHDH, TDOLE 2 —HRIX
HRERHRN IR DD E L b, T— &4

VT VT A DEFE) AT DT AR KT
EHENZRETH D,

6. ORGANISATIONAL INFLUENCES ON SUCCESSFUL DATA
INTEGRITY MANAGEMENT
6. T—EA T TIVT 4RV AL FERIIESE D2 DDOMBEDEES

6.1  General
6.1 —fxEIH

6.1.1 | It may not be appropriate or possible to report an | &22 T, FHEROITENCET D K Z H®ET D
inspection deficiency relating to organisational eI, TR IR eV
behaviour. An understanding of how behaviour LIV, (k) 1788, ()T — 4 &1E
influences (i) the incentive to amend, delete or .
falsify data and (ii) the effectiveness of procedural f/% ) sl fg% o %b%_é 2 ?/)}U\ (H)T 21 ;;l
controls designed to ensure data integrity, can 7 T o = . S ODITEE
provide the inspector with useful indicators of risk ZL: FIEE = > e — V@ﬁyjﬁé 2Bk
which can be investigated further. BEPRTH2L T, SHICHETRE U R

INgnoTLHTHA D,

6.1.2 | Inspectors should be sensitive to the influence of | ZEIE 1%, LS OITENC 5 2 5 %
culture on organisational behaviour, and apply the | gz 221 L. AED Z o= |ICH LTV
principles described in this section of the AIER 2 MNC T RXx Th 5, (i1 E) 5
guidance in an appropriate way. An effective El’j Fo TRVEECAL] R0F — & AT L R AR DA
‘quality culture’ and data governance may be o e
different in its implementation from one location ENE ISR S A S e

4 An ‘exception report’ is a validated search tool that identifies and documents predetermined ‘abnormal’ data or
actions, which requires further attention or investigation by the data reviewer.

* THIsh
a Y ERELCGEET S, Zhickh, T—

] LiX

AN TP ENTBBEY A THY | FENCHRE SN [8BE] RT7T—2°T7 7 v
—Z LT EEEESh, HEEIT,
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to another. However, where it is apparent that
cultural approaches have led to data integrity
concerns; these concerns should be effectively
and objectively reported by the inspector to the
organisation for rectification.

WA, SUERIRIE S ST — 2 A T 7
UT 4 DEEEIZORNB > TWAEE, BEE
I 2D ORREZE IR R DO BB
WZHE L, ESEDLLICTRETHD,

Depending on culture, an organisation’s control
measures may be:

e ‘open’ (where hierarchy can be challenged
by subordinates, and full reporting of a
systemic or individual failure is a business
expectation)

e ‘closed’ (where reporting failure or
challenging a hierarchy is culturally more
difficult)

O] scfbic kv #fko = hr—nJdy
RIZLLTFOWTnERD

o [F—=Tr) (M EAFEITKLTHT
NEFBEEBZ D ZENTE, HERSULE
ANDOREAARBSTHET 220
XA LOHGEETH D)

o TPASHRY) (KRBt #is L720 ., Mk E
M ITHRER T 5 2 & 3 UERIC R EECH
2)

6.1.4

Good data governance in ‘open’ cultures may be
facilitated by employee empowerment to identify
and report issues through the Pharmaceutical
Quality System. In ‘closed’ cultures, a greater
emphasis on oversight and secondary review may
be required to achieve an equivalent level of
control due to the social barrier of communicating
undesirable information. The availability of a
confidential escalation process to senior
management may also be of greater importance in
this situation, and these arrangements should
clearly demonstrate that reporting is actively
supported and encouraged by senior management.

(F—7 ) bz R oo 7 v K7 —
B HNF AL, EREWE VAT L@ L
THEZFFEL, #fET L E0noT7z, EEER
DT NI =X ML {EEEINS, —
J. TPHEERY ) b a2 FF ok Ccli, &
L WERZIEZ D 2 & MR 2n ke &
A0, [AED 3 ha—)L LUV EER
THIOIIE, BEHESZR L E2—%2 LV E
WIDMERHDTHAH, ZDOXH 7R
Tix, EREBEBRA~OMEDOT AN L — 3
VAR AERITHIELEETHY, )
W o T YEH IR L 0 BRI D 2
EEEBIIZYAR—FL, BEHL TS Z &
AR T RETH D,

The extent of Management’s knowledge and
understanding of data integrity can influence the
organisation’s success of data integrity
management. Management should know their
legal and moral obligation (i.e. duty and power) to
prevent data integrity lapses from occurring and
to detect them, if they should occur. Management
should have sufficient visibility and
understanding of data integrity risks for paper and
computerised (both hybrid and electronic)
workflows.

T—FA T T VT BT HEHEIRO %
EBROREX, ko T—X AT VT
ARV A MO EL 525, EH
WX, —2A T 70T 4 EXDOREAEZ
X, T—RAELELAEZEENERET D &
Vo T B K ONETE 72 38755 (T 72 b BIRES
EHERR) 3D Z L BRI T O MR D D,

REFIT, K (N—R) Larva—xE
Nl (NA7Yy REBFOWG) TV —2 70
—ZOWTC, T—=HF AT IVT 4 DY R
oAb L, BEETAMNERS D,

Lapses in data integrity are not limited to fraud or
falsification; they can be unintentional and still

T—=2A T 7 VT 48T, RIETHRK
SRS, BHLARNVWHDTH-TH
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pose risk. Any potential for compromising the
reliability of data is a risk that should be identified
and understood in order for appropriate controls
to be put in place (refer sections 5.3 - 5.5). Direct
controls usually take the form of written policies
and procedures, but indirect influences on
employee behaviour (such as undue pressure,
incentives for productivity in excess of process
capability, opportunities for compromising data
and employee rationalisation of negative
behaviours) should be understood and addressed
as well.

YR L0155, T—XOEFEERERD
NAHFREMDOH L HDITT XTI A7 Th

V., @R ar ha— AT DI, TR
LEWWH L, BT X2 THDH (53~

55EESMR), HEMNI Y b — VITEE,
LELENT T L OFEE V-T2 E & D
N, BB OITEI~ORHER 7R 8 (R Y 7
£, 7atv AREN BB A D EEE~DA v
YU T 4T TR ERISAT IS, (EE
BIZ L2 ERATEIOIEYS{LEE) IOV T HEE
fiEL, RS TH2MENRD D,

Data integrity breaches can occur at any time, by
any employee, so management needs to be
vigilant in detecting issues and understand reasons
behind lapses, when found, to enable investigation
of the issue and implementation of corrective and
preventive actions.

T—=EA T VT ERIL, WOTH, &
DOPEEBIZ L > THEI X Z S5 ATREMED
b5, TOH, FHIL, MEEZHENT 5
TOOEEERELT, BB AO»ST2GE
(21T, ER A X 7B 2 5 LER D
b, ZHUTkY, MEEFEL. &E - T
HEEZEMTEDHEIITRD,

There are consequences of data integrity lapses
that affect the various stakeholders (patients,
regulators, customers) including directly
impacting patient safety and undermining
confidence in the organisation and its products.
Employee awareness and understanding of these
consequences can be helpful in fostering an
environment in which quality is a priority.

T—RA T VT ERIL, BRI, &
FIFEFERGRE (B - HHYE - BER)
(RN RS L2 BEOREMIZE
P L0 MERCR ISR S EE AR
2otz 0T 5, ZOX D RFERENEEE N
FRL. BRI DS T, WEAELT DR
NEERL S D,

Management should establish controls to prevent,
detect, assess and correct data integrity breaches,
as well as verify those controls are performing as
intended to assure data integrity. Sections 6.2 to
6.7 outline the key items that Management should
address to achieve success with data integrity.

BEENE, T2 AT )T A EET
B« Mt « 7TEARA L b« BIET D200 =
Yha—EHENTHELELIC, ENHDa
Y hue— A RNERKEITHEEL, T—X A
T VT 4 B RFETE TV D DRFET RE T
b5, FHO2EMDBLEF6.THETIX, 7T —4A
YT TN T 4 R & D T2 O B FLR S
DT R E AR E 2R T 5,

6.1.10

Senior Management should have an appropriate
level of understanding and commitment to
effective data governance practices including the
necessity for a combination of appropriate
organisational culture and behaviours (section 6)
and an understanding of data criticality, data risk
and data lifecycle. There should also be evidence
of communication of expectations to personnel at
all levels within the organisation in a manner

RRE BRI, WA T — 2 TN RS
77T 4 A QEY)ZRARMSUE L ATE) (5 6 S
By, 7—XEREE, T—XIVRITKROT
— BTG T A I NVOHREEMAE DD Z
& DOVBME G 1T T D2 L oL o
gl a3y FAV NERFORERDH S, A
BNOTRTOL~ULDOFEICH LT, 2t
RREOHEERET L= RT—RA 0 F %
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which ensures empowerment to report failures
and opportunities for improvement. This reduces
the incentive to falsify, alter or delete data.

MeSRIZT D K D RGIET, B~ 2 {s
AT E VIR BETH D, ZHIZLY,
TR WS - EH - IR DB R
ERAR

6.2  Policies related to organisational values, quality, staff conduct and ethics
6.2 AHEROMES, SWE, AX v 7 OITx R OMmMBIZIEE 5 Gt

6.2.1 | Appropriate expectations for staff conduct, AH T OITE), SWE~DII v M AV B,
commitment to quality, organisational values and | %[ D i & OMGEERIZ S\ C O] 70 1%
ethics should clearly communicated throughout % MR A~HIRITIEZ DRI THY . i
the organisation and policies should be available I B AL A I L. MR B - D B
to support the implementation and maintenance of e C %o . S,
an appropriate quality culture. Policies should f‘)%{’jﬁ D& ? b5, 7L, B f%ﬂﬁk@ Hn
reflect Management’s philosophy on quality, and /éf (Z2NT 0)”% A %Eﬁﬂﬂ" LLlb E?; (—é;ﬂ
should be written with the intent of developing an | ~~>C DOENDEH D% 4 & :@éﬂ% D' Z fEE
environment of trust, where all individuals are 2T 5 Z EICHEE ALY, BT EZF S X
responsible and accountable for ensuring patient I EHEEFROH DR A BETH L&
safety and product quality. B LUTERTRXTH S,

6.2.2 | Management should make personnel aware of the | & FI%kIL. & — ¥ WHE W% T 5 ETOHE
importance of their role in ensuring data quality OB OETMEL L HI10, HEOEFHNED
and the implication of their activities to assuring L5 CHLE RS B D22 A ORI s
product quality and protecting patient safety. FADPEBICRB ST D E Th D,

6.2.3 | Policies should clearly define the expectation of T, EE IZEOMEAITEIO 4 BH
ethical behaviour, such as honesty. This should be | iz EHTALERH S, FiHi., TXTo
communicated to and be. we.ll understood by all HEIEZ b, FOICE S D LER S
personnel. The communication should not be B OB, BEE N LEBTIC L P
limited only to knowing the requirements, but also SRR c=n :
why they were established and the consequences x Eﬁ— iﬁ;l:f% 0)%11:?;”)1 ht ?f}t DB E
of failing to fulfil the requirements. ﬁ:%—}ﬁﬁ 7? ST THEIZE 572570 b

ETURADLDRETH D,
6.2.4 | Unwanted behaviours, such as deliberate data BT —2 DO v, FAOIRWEE

falsification, unauthorised changes, destruction of
data, or other conduct that compromises data
quality should be addressed promptly. Examples
of unwanted behaviours and attitudes should be
documented in the company policies. Actions to
be taken in response to unwanted behaviours
should be documented. However, care should be
taken to ensure that actions taken, (such as
disciplinary actions) do not impede any
subsequent investigation into the data integrity
issues identified, e.g. severe retribution may
prevent other staff members from disclosing
information of value to the investigation.

T—X O, FoMT — 2 WEEER T
ZHEOEE L RUVTENTIEL, 0T %L
THMLEND D, SfhoFEHz, EFE L2
VTERCHEEE D 2 LB T RETh D, H
FLLRVvTENCXIT 57 7 v a v ECELL
TRETHLN, (BHRLSED)T 7 g
B, FFESNTZT—XA T 7 VT 1 ORFE
IZDONWTDOEDHRDOREZL T 720K 5 ITiE
BIO0ENRS D, Bz, BLWEEIC X
0. MORH > 7 PBHEIAMED & 515 H %
BIRL7e< 25 00h L7y,
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6.2.5

The display of behaviours that conform to good
practices for data management and integrity

? BRI A T — &4V%ﬁ)%4
W9 27y RTZ7 77 4 AT otﬁ%%

should be actively encouraged and recognised Hio L7- & X3, BRI 55 L/ B3R
appropriately. Kt RECh D,

6.2.6 | There should be a confidential escalation program | &St ¢t L FIRIC K 2 5N ED T X H
supported by company policies and procedures L—ar7ul I arBIFTEARXITHA,
whereby it encourages personnel to bring TR LY . HBIE. HE~OER O FTREM:
instances of possible breaches of policies to the N B % %*l 5% WD - Ll . Bk
attention of senior management without et i o ) : et s
consequence for the informer/employee. The = %Hﬁﬂd“‘%ﬂ %ﬁ%j— < 8%, RIS
potential for breaches of the policies by senior EHEN T D E_[ . R L TRINETH
management should be recognised and a suitable N ‘ZC D& D I8 E DT DY /2t A T
reporting mechanism for those cases should be =AXALAPHEESNDRETH D,
available.

6.2.7 | Where possible, management should implement ARECTH VR, FHEEX., S0 o E
systems with controls that by default, uphold the CHEA T e — L 2RI B A
intent and requirements of company policies. TWAL AT AEEATRETHD,

6.3 Quality culture

6.3 mEk

6.3.1 | Management should aim to create a work THEX., BH A — 7 R EREE (T2
environment (i.e. quality c.ulture.) that is bbing j({ b) DS E Bfe T & TH 5D,
‘[ransparen(t1 a‘ltnc}‘ oan, one in Whl(;,h fP(?lrsonnel gre ZDO XS REBETIE. HENF —2 OEEME
encouraged to freely communicate failures an - 3 s L Iz
mistakes, including potential data reliability ﬁg ii??:? ﬂ%g? iﬁ E%ﬁiii%fﬂﬁi - 75:);
issues, so that corrective and preventive actions o s A " 2 fq oo o o
can be taken. Organisational reporting structure eIk %%%\% @ i l“ LIk '7': TS Oi’f‘ﬂ%ﬁ%
should permit the information flow between BHlE, T_XTO LD O THEHR A
personnel at all levels. WMNLDHEIRBLDOEFTRETH D,

6.3.2 | It is the collection of values, beliefs, thinking, and | Z31 [FVE0fb) 1%, BHg, F—2 0 —4
behaviours demonstrated consistently by — WWEEHOHE. ROT— X B LT —
management, team leaQers, quality personnel gnd BA T TN T ¢ AR B T o O VB ST
all personnel that contribute to creating a quality PRSI BT B2+ _COMBIZL Y —E L
culture to assure data quality and integrity. TR S IAMIEE - 25 - £2 7 - FFBHOR

KTH 2,
6.3.3 | Management can foster quality culture by: BT, LT oFETHE LB T 5

e Ensuring awareness and understanding of
expectations (e.g. Code of Values and Ethics
and Code of Conduct),

e Leading by example, management should
demonstrate the behaviours they expect to

ZEMWMTES

o (AN B9 52 & (BRI, il
fi - BN, 1TERESE) ZMERICER
i, PR SE D,

o Mz Rd., WHEL (Sfh2N) Wi

% B 18

1.3
BZLib-119 _PICS DI Guidance rl.3.docx




PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

see,

e Being accountable for actions and decisions,
particularly delegated activities,

e Staying continuously and actively involved
in the operations of the business,

e Setting realistic expectations, considering
the limitations that place pressures on
employees,

e Allocating appropriate technical and
personnel resources to meet operational
requirements and expectations,

e Implementing fair and just consequences
and rewards that promote good cultural
attitudes towards ensuring data integrity, and

e Being aware of regulatory trends to apply
“lessons learned” to the organisation.

DITHER > THELRETH D,

o ITEIRCWEICHIEMLZR D, FRIEGE
L 7= 15 E),

o HREDEE Mk D ORERAYIZ B 59
Do

o EHIFRERHMG LV ERET D, WE
Bl vy vy —% 52 5HK0% 58S
50

o B OIRLHIHFISZ DD, W)
PREAEO Y V= A K ORAR Y Y — A |
DU TH,

o T—HALUT T VT 4 BHEICTDHIZD
2. ZWISRBICIy » T RBEE 2 R4 5 &
78, INECAIE SR & i & SEH 9
60

o Blflo#hmzE L, IFATZEIN %
MA@ D,

6.4

Modernising the Pharmaceutical Quality System

6.4 [EIRNGET AT LOKEHE

6.4.1

The application of modern quality risk
management principles and good data
management practices to the current
Pharmaceutical Quality System serves to
modernize the system to meet the challenges that
come with the generation of complex data.

BATOEIRSINE Y AT MM, R OME Y
Ay <wRx YAy NOFRIE Ty RTF—4 <3
VAUNT T T4 AWM T HZ LT, ¥
AT DEEHML U, BT — 2 ORI
IREEICKHETED L HITR D,

6.4.2

The company’s Pharmaceutical Quality System
should be able to prevent, detect and correct
weaknesses in the system or their processes that
may lead to data integrity lapses. The company
should know their data life cycle and integrate the
appropriate controls and procedures such that the
data generated will be valid, complete and
reliable. Specifically, such control and procedural
changes may be in the following areas:

e Quality Risk Management,
e Investigation programs,
e Data review practices (section 9),

e Computerised system validation,

DT B T A EHELME S AT AX, T—H
AT T VT LERITORDYF S AT
AT T e A0 R E TR - it - BIET
XHkobordn, 2tk T—FD7
ATV A7 NVEREREL, AREINDET —F N
HHT, BT, FHTZI bOLERD LD
2, Ry fr— L FIEERET DL
b b, BARIZIZ, 20Xk o5kar e
—NRFNEDZEFIILL T ORI TIThis -

o WEUAT~VRVALL
o AT T L

o F—XLEa—0%EH (9 %)
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IT infrastructure, services and security
(physical and virtual),

Vendor/contractor management,

Training program to include company’s
approach to data governance and data
governance SOPs,

Storage, processing, transfer and retrieval of
completed records, including
decentralised/cloud-based data storage,
processing and transfer activities,

Appropriate oversight of the purchase of
GMP/GDP critical equipment and IT
infrastructure that incorporate requirements
designed to meet data integrity expectations,
e.g. User Requirement Specifications, (Refer
section 9.2)

Self-inspection program to include data
quality and integrity, and

Performance indicators (quality metrics) and
reporting to senior management.

AL a—F LT AT AN F—g

AL 75, —EA, tFalTq
(R Je OMBRARHY)

N F— - FRFEOE

cN—=o T 7uroh, SftosT—%
HNF U ASNORY IR LT — 2 T NF
v A SOP #&te,

Serk LTGRO ARAE + JUEE - B2 - 1R
Foo DU - 2T FRDF—H A7 -
JUB - R B IEE A G,

T AT T VT 4 OIS Z DT
DO ) 2T — P —BR R
(5 9.2 m& ) & FEBL 95, GMP/GDP
AR AR 72 S ONIT A > 7 T A
I BB Y] 2 B

HoRm7 s 6, 7—2WELT—
GAT T VT 4 ELe,

INT =< AEE (WE A R 7 R)
& ERRAE B~ O A
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6.5 Regular management review of performance indicators (including quality metrics)

6.5 TR T3y —~ L AEE(WEA NI AZEDR) DRV A L L Ea—

6.5.1 | There should be regular management reviews of TR T =~ AE (T — XA T
performance indicators, including those related to | /"y 5 ¢ |2 B4 % & D A5 Tp) D~ P R
data integrity, such that significant issues are VL a—& T, EEAREAE L.
identified, escalated and addressed in a timely B A DY =T A S L— kL. ST
manner. Caution should be taken when key . N o wam
performance indicators are selected so as not to oD QEE:7 i 7;2 ?Eﬁm (KPI)M%:]Q#R
inadvertently result in a culture in which data j—é Ig%bi‘f)? EEL, B k)i\ LT - A
integrity is lower in priority. YT 7 VT A BT D 3EA sk By o T

LESTZENI ZEDRNE I TRETH
2,

6.5.2 | The head of the Quality unit should have direct TEESP O BEEE S ARSI ERE Y A
access to senior management in order to directly IR BAN— FEREETREXTHY . Bk
communicate risks so that senior management is PRI B 1D A FRE AR L. KHST A7
aware and can allocate resources to address any DICEEAZE ) ST L5 L HIcT5
issues. s - ¢

6.5.3 | Management can have an independent expert TERRIX, S L -EMFICAAEDO VAT A
periodically verify the effectiveness of their Loy hu— L OENMA TR REE S &
systems and controls. T L,

6.6  Resource allocation
6.6 HEPDOEIY 4T

6.6.1 | Management should allocate appropriate BHERIL, 7y KT =X AT 7V T 47X
resources to support and sustain good data AU N ERRE - HEET A0, BUIAE
integrity management such that the workload and | yer2) v 2 — 2 pEE &, 4. FRICky. 57
pressures on those responsible for data generation | __ B RSO SARRAS B AT 5 DB A L
and record keeping do not increase the likelihood BT L o A g S %; —
of errors or the opportunity to deliberately / fJV ] - RO ; H,': " AT
compromise data integrity. — 2 AT 7: # ZBXHNCHE R O R &

BRISERNWEIITT 5,

6.6.2 | There should be sufficient number of personnel HBOEBICRE T, WEER XAV
for quality and management oversight, IT support, | K~ D@L EH 5 OEE . ITHR— ., FEOE
conduct of investigations, and management of Wi, NL—=2 2 Fa s S ADEMETFH -
training programs that are commensurate with the DITIEA45 72 NI DA E S VBB 5
operations of the organisation. o ‘

6.6.3 | There should be provisions to purchase B> T—HOEEEIZS T, =—X(Z
equipment, software and hardware that are BT . )T N 2T e N— R Y 2T &
appropriate for their needs, based on the criticality BEAT A7 OO ERNLETH S, ot
of the data in question. Companies should ALCOA+S O JEBIl~ i Ak . 00 i 12 7
implement technical solutions that improve N FUARAR N S,

WY FORR, THAMEET—FA T
VT BT 558K A O T K O 2R EiY
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compliance with ALCOA+ principles and thus
mitigate weaknesses in relation to data quality and
integrity.

IV a—vaBEATRETH D,

6.6.4 | Personnel should be qualified and trained for their | #E 8%, N FHOEGE IR L CHk& T, b
specific duties, with appropriate segregation of L—o= U P ENARXTh D, Tk
duties, including the importance of good BNBEAIT ) _REXThD, FL—=1 70k
be evidence of the effoeiveness of riming on | 2.7 [ FX A LT a7 77 A

M3, A N
critical procedures, such as electronic data review. (GdocPs) @EEE‘ bEd i:b o %t BT
The concept of good data management practices —JDLtE - %#?Ek f i@,ﬁ&\_?b\\“( EN
applies to all functional departments that play a Pl—=27 \0)7'@ 2hit z IRTRELS L EE T &
role in GMP/GDP, including areas such as ITand | 2, 7 v RT—Z XA NT T 7T 4 A
engineering. DOREEIE GMP/GDP Tl & 2> D% H %2 J 72

T TN TORRERM AT =T Y
7 EOEE A ET) ICEH S D,

6.6.5 | Data quality and integrity should be familiar to TR WEET =2 AT TV T I XTEEN
all, but data quality experts from various levels HoTWARXTHAN, AL JLDT
(SMEs, supervisors, team leaders) may be called | — 5 5 B OHME (SME, A—/S—/31 #
upon to work together to conduct/support . 3;/_ KUY —F—) D, —HiB LT
%nvestigatioqs, iden.tify system gaps and drive ?}ﬁ\ﬁ BEM - KEEL. L% ? A¥ w7 el
implementation of improvements. . o .

EL, WEROFEMEAHEL THH-ThH &
U,

6.6.6 | Introduction of new roles in an organisation Hikic, T—2EBEBANEZED, Ty RTF—4~
relating to good data management such as a data FUA Y MIBHET A5 LWV E 0 A 5 1
custodian might be considered. HLTHLNTHASD,

6.7 Dealing with data integrity issues found internally

6.7 HNTRAEINTET—ZA LT 7 VT 4 BE~DOX I

and product quality, any conclusions drawn

6.7.1 | In the event that data integrity lapses are found, F—BRA T TVT A E RN RO b &
they should be handled as any deviation would be | |3 [EIKEIVE S AT AMIEBIT A HPITE &
according to the Pharmaceutical Quality System. FREIC KL _RE Th D, FEOEND &7
It is important to determine the extent of the . - -

. . D TN D N ) E 4 - 2
problem as well as its root cause, then correcting RAJRIA i%ﬂ:— HL: F% FEEJL % ﬂiﬁﬁ’]\@ =
the issue to its full extent and implement L, TRIfE %%?@j‘fj ot ﬁ;i;%f o
preventive measures. This may include the use of e ° § 575 2 S BT ﬁ&j\gﬁﬁ* %ﬁ ¢ 7; L
a third party for additional expertise or W =FHEFHT L b EEN, VAT A
perspective, which may involve a gap assessment | DR EZFFET H712DITF v v T T EA A
to identify weaknesses in the system. FETOHELH D,
6.7.2 | When considering the impact on patient safety HBEORAELWLONWE ~DRE L EET S

> EMA guidance for GCP inspections conducted in the context of the Centralised Procedure

% B 2

1.3
BZLib-119 _PICS DI Guidance rl.3.docx




PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

should be supported by sound scientific evidence.

& FE, B E I B RIRERLIC
FoTEMTOENTWDRERDH D,

this guide.

6.7.3 | Corrections may include product recall, client (FED] EEICIE, ®"eEoEI, BE~D
notification and reporting to regulatory BEI R OB B~ EENES TN D, B
authorities. Corrections and corrective action EJ DM IEHE B O 21 & 7 OBk ilE. =
plans and their implementation should be s R ’
recorded and monitored. L, EHT~ETHD,

6.7.4 | Further guidance may be found in section 12 of KE FHRBIZESRDEBEWOTA XA

T D,

7. GENERAL DATA INTEGRITY PRINCIPLES AND ENABLERS
7. T—FA VT T VT 4 D—RRR) & EHRFE

7.1 The Pharmaceutical Quality System should be EIE T AT ME, FEEEELOT A
implemented throughout the different stages of T A T IIVOREL IR BERE A E L CEMT N E
the life cycle of the APIs and medicinal products | =4, 1 RS20 ) 27 |[C SN T o
and should encourage the use of science and risk- ) g .

— D | =% Sy
based approaches. T ORAERRT S THS,

7.2 To ensure that decision making is well informed o ERAE L CICERREET AL 2R
and to verify that the information is reliable, the 2L, EXOHBHROGBEMELREET 5729
events or actions that informed those decisions IZiE. FOEBRREICHE bR SEHRO T E 7
should be w§ll documented. As such, Goqd BARY ROT 7Y v B BT B
Documentation Practices are key to ensuring data VERHS. DY 517, GdocPs X, F—
integrity, and a fundamental part of a well- = e \‘o] - 2 L\, ocPs s va ‘
designed Pharmaceutical Quality System 74 / 77 4) 7 A %—’%ikﬁ” 2 LTE%T »
(discussed in section 6). V. WEENCREF SN ERSAE Y AT A

(& 6 ) ITII A RBRERTH D,

7.3 The application of GdocPs may vary depending GdocPs Z ED L D IZHEM T 2%, 7—4
on the medium used to record the data (i.e. ZRLERT DEUR (T b, MBI AR ek
physical vs. electronic records), but the principles | 5. @& 7 py7p TEM) I Lo TRARZN, *
are applicable to both. This section will introduce DERIZES BICHLEH SNG. —DETE
those key principles and following sections (8 & - N e e e 1 e
9) will explore these principles relative to %giﬁ};ﬁ Al iéjrﬁu) ! I;‘ {k@j (i 8 $ LH9
documentation in both paper-based and ?) < \/fﬁj\ﬁx 0) RLBKIRE & AN —AD
electronic-based recordkeeping. FLERIRE DTN Z N O LEAIT OV TR Z

I %,
7.4 Some key concepts of GdocPs are summarised by | < 2730 GdocPs D HEE 2 &1E. ALCOA

the acronym ALCOA: Attributable, Legible,
Contemporaneous, Original, And Accurate. The
following attributes can be added to the list:
Complete, Consistent, Enduring and Available

EWVWOBHTFEETCTE L O OND, TRDLLIFRE
P (Attributable) . HIFEME (Legible) , [RIRFRLEk
4 (Contemporaneous) . JiA: (Original) & O
IEREYE (Accurate) ThH D, ZIUZTERME

% B 2
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(ALCOA+®). Together, these expectations ensure
that events are properly documented and the data
can be used to support informed decisions.

(Complete) , (—EME) (Consistent) | Ktk
(Enduring) M O° 714 (Available) & W72 )&
WaEMzx 52 ERNdH D (ALCOA+E), b
DHIFFIZISZ D Z & T, A2 M EINZSC
Fosh, zoT7F—2x2b Lz, +HRER
WCESSBERIENTOND,

7.5 Basic data integrity principles applicable to both
paper and electronic systems (i.e. ALCOA +):

IR B AT LOWMAICHEHAENDT
—H AT 7 UT 4 OEKFR] (T b
ALCOA+) ZLL FIZA

understandable and of use. This applies to
all information that would be required to be
considered Complete, including all Original
records or entries. Where the ‘dynamic’
nature of electronic data (the ability to
search, query, trend, etc.) is important to the
content and meaning of the record, the
ability to interact with the data using a
suitable application is important to the
‘availability’ of the record.

Data Integrity | Requirement i

Attribute

Attributable It should be possible to identify the B A & FAT Ltk & ik LA 3=

. individual or computerised system that D a— LY AT AEEET AL LY

I IR A performed a recorded ta.sk and whe.n the 2. FDE AT B VWOFELT LI h B E

changes made torecords such o | SEBE ST DUBD D, Zhl,
) = N > TN -
corrections, deletions, and changes where it il 73) v :O N {ﬂeﬁ &I)a; o 7: 7~ 0? P&
is important to know who made a change, D2 ENEERYE ’Eﬂﬁkﬁﬂ K? 5
when, and why. TRTOEHE (BIE - HIBR - ZHEF) ITH
ENGEERN

Legible All records should be legible — the T RTOZERINT TN LI TH S,

o information should be readable and ThbbHLIERLFME L, FHT A0

HIwetk unambiguous in order for it to be

L, e Z &N TE, hOWETHL Z
ENMETHD, i, mett %
M7= THEOH DT TOFER ( THEA
) OHHFERSATIEETe) ICHEH S
N5, BF7F—420 [EH)] M (R
K, 7Y MHRAGITENTE 50 M
FLERONR L BRICEZERGA . #YR
TV —varEER LT — & &%
PR CHRIETE S Z Lk, o W]
M) 2797 OICEETH D,

¢ EMA guidance for GCP inspections conducted in the context of the Centralised Procedure
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Data Integrity | Requirement EH{f
Attribute
Contempo- The evidence of actions, events or decisions | 727 > 3 >, A X2 b, =EREOIHL
raneous should be recorded as they take place. This | |3 #1523 Thi 5 & RIFFICEEE S L
I documentation should serve as an accurate BRETHD, “DXDRTENML
PRS- | atestonof vl visdone st s | (s, KIzEmE
ocision at that 1 HCTARE S h iz (T 7 b b 2 ol
DPTEANFEE U T= 7)) % IEMEIT SRR
TLHLIENTES,
Original The original record can be described as the | JFURFE&ER & 13, HRIZFEERS LTV D (B
first-capture of information, whether B 2>, BFHICRESNLTWD (AT
JEATE recorded on paper (static) or electronically ADOBEMESITH X B, @EITEINY) 2>
(usually dynamic, depending on the BT, ERARNOTE L 0T
complexity of the system). Information that . 1P HE = L 21| = iy 4 e
is originally captured in a dynamic state b %bﬁ/j?idéﬁ“‘fﬁm LE&E; éy nic rﬁ)
should remain available in that state. WX, FoOREBOEEFMATEIZLTE
KRETH D,
Accurate Records need to be a truthful representation | [FEffE: 2 FFo7-0120%, FogriTFHEE E
of facts to be accurate. Ensuring records are | 52|z BT AVBENH B, R[EH 2 EIHK
A= accurate is achieved through many elements

of a robust Pharmaceutical Quality System.
This can be comprised of:

e cquipment related factors such as
qualification, calibration, maintenance
and computer validation.

e policies and procedures to control
actions and behaviours, including data
review procedures to verify adherence
to procedural requirements

e deviation management including root
cause analysis, impact assessments
and CAPA

e trained and qualified personnel who
understand the importance of
following established procedures and
documenting their actions and
decisions.

Together, these elements aim to ensure the
accuracy of information, including scientific
data that is used to make critical decisions
about the quality of products.

BV AT LD OB % W Chtek
DIEfEMAEEREICTH LN TE D, =
NODOERITIILLF RS S -

o FEIRICBHET SR, B IX, #EWHK
PEFEl, v U T L —ar, Ay
FFUA, aryta—F (L AT
L) N F =g

o T U VaviiTHikarbr—LT
LoD EEFIA, FIEEL:D
WAFAMGEST 5T — X L B a—TFE
Ete,

o GNLEE, BAREROSHT, EET
A A ~, CAPA Z&te,

o A= ok At B, LS
T-FIECHES & BB, KOH
LOT 7T a rREEREE CE
THZEOEEMEABMEL TWD,

IS DEREFAG DT @A NE
WCOWTOEBELREEREICHNOND
BLHFH) T — 2 ZE D) 158 O 1IE e % e 52
295,
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Data Integrity | Requirement i
Attribute
Complete All information that would be critical to HHAR N L) LT HEXIC

recreating an event is important when trying

X, FOAX FEFRT A O

defined consistency. This includes policies
or procedures that help control or
standardize data (e.g. chronological
sequencing, date formats, units of
measurement, approaches to rounding,
significant digits, etc.).

e to t:unders.‘[anc.l the elvent. Itd is1 im(}tiyoFrrt}aintlthat1 RERDFRTOERNEECH S, &
of detai required fo an information set o | P2 A L=V IR I Y Lgud: 5
. = Lo . b e e
be considered complete would depend on &;i S = :& 7j>j($i’( 3? jé" DT f&(z;:
the criticality of the information (see section 75}4‘%%—}{?"572#71 DI 62 f s jj; e Ef ﬁﬁ
5.4 Data criticality). A complete record of Loy, RO EEE (5 54 HOT —
data generated electronically includes AEBELZZR)ICL TR, &
relevant metadata (see section 9). HIC R S T2 T — X DB FEEKIC
X, BT AT —2NEEND (B9
HZMH),
Consistent Information should be created, processed, BT, TEINE, —EBEMod b, i
. and stored in a logical manner that has a PR 72 1 THERR » AL - SRAF SN B

XThd, TOFHEZIE, T—FDar
b B — LSRRI N DR Y V— R F
lEREEND (B 21X, BRI DNE
A7 r—~v N, WEHEN, FEo
HOFF . AINEE) .

applicable areas of GMP and GDP related
activities, along with other supporting elements of
a Pharmaceutical Quality System, the reliability
of the information used to make critical decisions

Enduring Records should be kept in a manner such ORI, MEL ISNDFREM O H D4
. that they exist for the entire period during Rlcb7-> TIHEET D LI sns
K it which they might be needed. This means RETHD., +ihbb. REHET. W
they need to remain intact and accessible as 27UV L Cre S I S0gR L T
an indelible/durable record throughout the b2 7 ghf ¢ o XH“G‘ - 6\2
record retention period. AT = £ e a
N D,
[FRIE - REERPEO LB, ]
Available Records should be available for review at SERIT. MELE SNAREFEERAZE LT
any time during the required retention W ARE CHARXTHY . HiEH
A period, accessible in a readable format to all | 25 1y — 2 O - 2HE - MR - 4E
applicable personnel who are responsible Vs | B . A g ; N
for their review whether for routine release {ftﬁ B _?E / £§§f?_5{? j; Z;E{zjé
decisions, investigations, trending, annual . ;;’E‘ ) A )
reports, audits or inspections. fan! 75>ﬁm’f¢0’) bH7F b—v\ v bTT 7
TATEDLEDICTDIHERD D,
7.6 If these elements are appropriately applied to all INEHOEEMN, GMP &N GDP IZEE S

{HEN O T ORI YN T@E I S, 3R
i B Y AT L OO RS & L BT
SNHRGE, EEMICBET D ERRREE

% B 2
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

regarding drug products should be adequately
assured.

179 12O DIFHROEFMET I IRIES LD
T TH 5,

7.7

True copies

7.7 EHIEabE—

7.7.1

Copies of original paper records (e.g. analytical
summary reports, validation reports, etc.) are
generally very useful for communication
purposes, e.g. between companies operating at
different locations. These records should be
controlled during their life cycle to ensure that the
data received from another site (sister company,
contractor, etc.) are maintained as “true copies”
where appropriate, or used as a “summary report”
where the requirements of a “true copy” are not
met (e.g. summary of complex analytical data).

— B, RO FEARFLER (B 21X, i~
ULR—b, NYF— g VREES) Do
=it BlxE, BloSGETcHRET 54t
D) BAEIZHWD 5 2 TIEFEIMHEF]TH
Dy ZNHDREKIITA 7V A 7V EEL T
o he— L, fliffigk (FV—7 =5, 3
BRELE) INSZ TR 127 — % Z BTG
UTC MEEav—] & UCHEREHIRET
bb, Flo. B T —2 0%~V %
DX (F—4m) THEEavr—] O
Halz S nigalE, <Y LER—h)
ELTHWS,

7.7.2

It is conceivable for raw data generated by
electronic means to be retained in an acceptable
paper or pdf format, where it can be justified that
a static record maintains the integrity of the
original data. However, the data retention process
should record all data, (including metadata) for all
activities which directly or indirectly impact on
all aspects of the quality of medicinal products,
(e.g. for records of analysis this may include: raw
data, metadata, relevant audit trail and result files,
software / system configuration settings specific
to each analytical run, and all data processing runs
(including methods and audit trails) necessary for
reconstruction of a given raw data set). It would
also require a documented means to verify that the
printed records were an accurate representation.
This approach is likely to be onerous in its
administration to enable a GMP/GDP compliant
record.

R CBWCRART —2 DA T 7Y
T AR NTNWD Z & 2 AHEICHA T
HEHAITIE, BT TRETCAEKRSINTET —
X% PR ATREZSME UL PDF AU CRRE 3
LI EWEZBND, 1L, T—H2RES
mE AL, EIELOSEOT R TOMHEIZE
PR TR BT 5T N COTEENIC
THTRXTDT—H (AXT—H Gt &
LB T RETH D, (BIRIX. ST OFEkic
W, ET—F « AT —X - BET HEEAGE
PR OFER T 7 A v« BT FATICEA O Y
T NU =T/ AT MMERERE - BTEDAET
— Xty NOFBIZLERT R TOT — XL
BIAT (A Y REROEAENZ &) & EN
%), EIRlEn -5tk (BT —% D) IEf
R THH-T-Z L ERFET 572D O EL
SNTEFERLLELRDLTHADY, ZOT T
n—J %, Fi#k%E GMP/GDP |[ZiE & S5 7=
DITIE, EBEHNAMENKE L 25 alRerE

DIEV Y,

7.7.3

Many electronic records are important to retain in
their dynamic format, to enable interaction with
the data. Data should be retained in a dynamic
form where this is critical to its integrity or later
verification. Risk management principles should
be utilised to support and justify whether and how

%< OB ARERIL, T—HF EORFENTE D
ko, BB THRE TS L NEET
bbb, T=HXALTTIVT 4D, itk
THGET 272 DICARAI R ThIUX, T —4 %
BB TRETRETH D, VAT <X
DAY MOFAEEH L, 7T — % BRI

% B 2
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

long data should be stored in a dynamic format.

X THANT D MBI O (B2 CTHRE
9% W OHE 2 S5 BMICHTE 5 L 9
T RETH D,

7.7.4 | At the receiving site, these records (true copies) FLER A T AR TIL, 2D OFiEk (B
may either be managed in a paper or electronic Eabe—) &, &3 E T (%) : PDF) O
format (e.g., PDF) and should be controlled WP THEELL, KR I QA FIEICHE
according to an approved QA procedure. STay ha— At ANERD G

7.7.5 | Care should be taken to ensure that documents are | FRDEE A2V, XEN [(EEab—] T
appropriately authenticated as “true copies” in a AL EEEICGEFHTXA LT RET
manner that allows the authenticity of the H5, Zht. TEOEFENARSICRIET
document to be readily verified, e.g. through the X 55k (FEXBH LB TEL 21T
use of handwritten or electronic signatures or o . SN

E‘ O_ . _ N
generated following a validated process for 2. X Liﬂr’:o =€ %;}YEEJZTJ” g ; &5 0)/: )T
creating true copies. — ks Zhjf:7 ]::IZ X/ﬂ;)ﬁéo T eI T
] AT 5%) TIT 9,

Item: | How should the “true copy” be issued and BEIEab—] XEDXHITRHITL, =2 b
controlled? a—)L g _RE N

1. Creating a “true copy” of a paper document. BoXEO TEEFEat—] Z2/ERT 5,

At the company who issues the true copy:

- Obtain the original of the document to be
copied

- Photocopy the original document ensuring
that no information from the original copy
is lost;

- Verify the authenticity of the copied
document and sign and date the new
hardcopy as a “true copy”;

The “True Copy” may now be sent to the intended
recipient.

Creating a “true copy” of a electronic
document.

A ‘true copy’ of an electronic record should be
created by electronic means (electronic file copy),
including all required metadata. Creating pdf
versions of electronic data should be prohibited,
where there is the potential for loss of metadata.

The “True Copy” may now be sent to the intended

HIEaE—%2FTT 52T :
- Aabt—T5EORKEAFT S,

- JFEAROERN bR NI T, BEA
DOavr—x5,

- AP SNEEOEIEMEAREEL,
HLWWwN—Rabr—|Z [EE3—)
ELTEL EAfMERATS,

T [BEEab—) 2%#EEICELZ N
‘t:\% 60

BYXED TEEat—] 2/ERT 5,

FELEHGEO [EEab—) 1. E7THTE
(BT 7 7 A ae—) TERL, LE2R
ABT =R ETRTCEHELRXThD, A¥T
— A NN D AREM N D DA, BT —
% @ PDF fOAERLITZE L9 & TH S,

INT [BEEabt—] & I0ED 2 N
TE 5,

% Bt 28
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

recipient.

A distribution list of all issued “true copies”
(soft/hard) should be maintained.

Specific elements that should be checked when
reviewing records:

e  Verify the procedure for the generation of
true copies, and ensure that the generation
method is controlled appropriately.

e Check that true copies issued are identical
(complete and accurate) to original records.
Copied records should be checked against
the original document records to make sure
there is no tampering of the scanned image.

e  Check that scanned or saved records are
protected to ensure data integrity.

e After scanning paper records and verifying
creation of a ‘true copy’:

- Where true copies are generated for
distribution purposes, €.g. to be sent to a
client, the original documents from which
the Where true copies are generated for
distribution purposes, €.g. to be sent to a
client, the original documents from which
the scanned images have been created
should be retained for the respective
retention periods by the record owner.

- Where true copies are generated to aid
document retention, it may be possible to
retain the copy in place of the original
records documents from which the scanned
images have been created.

FITENTZTRTO (V7 Mo—RKo) TEIE
a—] OFAEY A b EHERFE BT 5 3
Wb,

HMHEELE2—FIZTF =y 73 X& B
HETE :

o HIEaV—%AKT D FIHEEZMIEL., 4
RGEREYICa br—Lr &R T
Z L EHERT D,

o FATEINT-EIE 2 —MNFEADIEE L [F
— (EEDOLEH) THhHItEF = v
3%, av—ahiitsks, FEADOX
BB LEA L, AX YL INTA A—
UHREBEEINTWRWZ L2 F v r$
Do

o T—HALUTITVT 4 EHWRIZT DD
IZAX ¥ o LT RO A7 L 7o RRsk % AR
EL WD ET v T 5,

o MOELHEAFY L, THEEatL—|
DAERL Z REE L 72 4%

- (BERICEMT 5% BEATO B CTEIE
A —ZERT D5 A, LA —
FT—lFAX Y A A=V DL o7
FEAREZ ENENORGFHMEICE
FTRETIHNEND B FE]

[FR{E : STl 35> T “Where ~ from
which the” 78 2 [Al#: D IKE T\ 5, ]

- XEREOHHWTEEaE—Z/ERT
HEPEIE, AF YA RA=TDILLE R
STRARDFHELEZEORD Y IZa—
EHRELTH IV,

At the company who receives the true copy:

- The paper version, scanned copy or
electronic file should be reviewed and filed
according to good document management
practices.

The document should clearly indicate that it is a
true copy and not an original record.

HEabv—%2%ZTRo=atticsnT .

- o= g, Axyr Lizar
—, XIFEF77A00E, LE2—
L. GdocPs IZHE~»TCT7 7 A V7T 5
VEND D,

SCEICIE, ERAFAORETIERL . HIE
SE—ThD T & AWM T URERD B,
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No. BZLib-119

Specific elements that should be checked when
reviewing records:

e  Check that received records are checked and
retained appropriately.

e A system should be in place to verify the
authenticity of “true copies” e.g. through
verification of the correct signatories.

AL E2—F 3T = v 7T R& EE
RIEIH :

o ZTHoT-iiekEMERL
TWbHZeaF=vrT5D,

o EBAEDIELIDOKIEFIZLY HEIEx
v— | OEEMEZRIET ST AT AN

CNTRE L

FonTnsZ &,

7.7.6 | A quality agreement should be in place to address | /&L /m\:é? WAL, [BEFavr—) o4
the responsibilities for the generation and transfer | g - #iz0% B'gj‘ ABELLNT—H A T 7Y
of “true copies” and data integrity controls. The Fopay ba—LOBELEED L VLENRS
system for the issuance and control of “true 5. BOEICHROZIEHIT (HE =
copies” should be audited by the contract giver T e _ .= -
and receiver to ensure the process is robust and %%MT&U: = b Ei @'/L/‘?— DA 7;'& g
meets data integrity principles. Ly ?0)7 HEA 73);':‘4:? by, T—IA

YT 70T 4 OFRETZ L TWD & &
RIZTNETH D,
7.8  Limitations of remote review of summary reports

78 Y~ULE—FrDYE—hLE2—0DRR

7.8.1 | The remote review of data within summary — I~ LAR— NNDOTFT—F & U E—
reports is a common necessity; however, the ML Ea—FAZ LM ETHAIN, T—X
limitations of remote data review should be fully | ¢ - =y = pigize oL b o —1 2 EH
understood to enable adequate control of data F AT, VE— FF—H L Ea—D[R
nicerty. RS HE LB LED B 5,

7.8.2 | Summary reports of data are often supplied 5‘*“ 5’ DOY~ U LAR— ME, WERICHEN T
between physically remote manufacturing sites, T AHEYEL S . RGN EEE . F ot
Market Authorisation Holders and other interested @ Eg 4 GHEOBTRON LY ShDZ Engu,
parties. However, it should be acknowledged that LavL. ¥~ U LF— Moid, Ekidr—
summary reports are essentially limited in their
nature, in that critical supporting data and b7 ; BROALT—EPEENTNRNT L
metadata is often not included and therefore ML LIRS THAT =2 & L Ea—T
original data cannot be reviewed. H I LIZARBR, ZORT, AERICIRR

DDzl L TEBIBLENDH D,

7.8.3 | It is therefore essential that summary reports are LN T, B~V LAR— MNIF— Xk
viewed as but one element of the process for the Ot ADO—E I T EE 2 FERRE
transfer of data and that interested parties and OBEELIT. <) LFE— FOF— XD
Inspectorates do not place sole reliance on - 7oL \\ =y - . .

Summary report data. {Kﬁ L/ ci J: 9 L\—\é—é — k ﬁlggf &) 60

7.8.4 | Prior to acceptance of summary data, an Y= 5 —H & T ANDRENC, R4 21
evaluation of the supplier’s quality system and DBV AT DT —H AT 7 U7 4 D

% B 30

1.3
BZLib-119 PICS DI Guidance rl.3.docx




PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
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compliance with data integrity principles should
be established. It is not normally acceptable nor
possible to determine compliance with data
integrity principles through the use of a desk-top
or similar assessment.

B~ & MEIZ O\ T OFT 2 7 LT
SWENDD, T—HFA T 7 VT 4 DA
~OBEAMEEH ERLZ T 2T A A
NCHIBr 5 Z ik, ISR NS D
DOTERL, FLEAFAETHA I,

with agreed procedures and reviewed and
approved by authorised staff at the original site.
Summaries should be accompanied with a
declaration signed by the Authorised Person
stating the authenticity and accuracy of the
summary. The arrangements for the generation,
transfer and verification of summary reports
should be addressed within quality/technical
agreements.

7.8.4.1| For external entities, this should be determined NEfERR DS, 2 (T—F AT 7 VT
through on-site audit when considered important 4 DFRI~DOFEEM) NEEY A7~ Z\ / A
in the context of quality risk management. The L ROBENDEELEE L LN AESIT
audit should assure the veracity of data generated FoH A REERIC L 0T RX Th %)
by the company, and include a review of the . - - . e &
mechanisms used to generate and distribute E%;gi‘ TORIC LY Apks ﬂf_ ? Z0
summary data and reports. 'fﬁ /‘.‘_“I\‘l‘é %ﬁ%mu 'ﬂ— %) Lk %} ‘ﬁ_‘? V75 —% '%J
P~ U L= OFEK - Mﬁﬂ:%bﬁﬁmfb\
LHHMHD L E2—2{TH NETh D,
7.8.4.2| Where summary data is distributed between P~ U 5 — X N [E -k O B 7 2 LS CRC
differeqt sites of the same organisation, 'Fhe FHENTWBIEES, IRAT ML 22 B850
evaluatloq of the supplying sﬁq’s compliance may %/\ PEDEEMIL. B FE (i : 240 FIE
be determined through alternative means (e.g. ISt 2 A TEDIL, PN
evidence of compliance with corporate "
procedures, internal audit reports, etc.). (2 & ~TH Uﬁ_ DIEMTE D,
7.8.5 | Summary data should be prepared in accordance | V<~ VU 5 —H X, FEREZFOWHOFHF

T2AE 70N, AEINEFIRICES THE
L, LEa— - KRB IXETHDH, H~VIC
X, Authorized Person (Z L Y B4 Sz, W
~ VU OEEMKDIE#REEZ ST ES Z 2T
TRETHSH, Y~V LA — FOERK - #5
W MRREICREI T D E D P ik, B/ A

=r. =

EHEICED AL _RETH D,

% Bt
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8. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR PAPER- BASED
SYSTEMS
8. WMAR—ZADLRTALIBITIBT—ZA T IT 4 IZHT 3 BB RMNEE

8.1

Structure of Pharmaceutical Quality System and control of blank forms/templates/records

8.1 EXEMNWE AT LOWEELT 7 D74 —0/7 7 L— MNitgkOEH

8.1.1 | The effective management of paper based A=A ELZEERT 5 2 &0,
documents is a key element of GMP/GDP. GMP/GDP O EH 2 #FETh D, Lo
Accordingly the documentation system should be | L rEL 25 A%, GMP/GDP O L i
designed to meet GMP/GDP requirements and X 5 IcE R L. SR O N BT
ensure that documents and records are effectively 2 h el X ;h\ LTI T R
controlled to maintain their integrity. - -

MR END X IITTRETH D,

8.1.2 | Paper records should be controlled and should MoTsEr o fu—L L, T—F 74 7Y
remain attributable, legible, contemporaneous, A ZNEBELUT, REM - B - FEte:
original and accurate, complete, consistent PE o JFUANE - TEREME - 5240 - — B - ki
enduring (indelible/durable), and available PE (2. 72\ ks L TR ) - AN
(ALCOA+) throughout the data lifecycle. P N o

(ALCOA+) ZAfEFFT D MEN D 5.
8.1.3 | Procedures outlining good documentation EILBE S AT LD AD T T, GdocPs

practices and arrangements for document control
should be available within the Pharmaceutical
Quality System. These procedures should specify
how data integrity is maintained throughout the
lifecycle of the data, including:

e creation, review, and approval of master
documents and procedures;

e generation, distribution and control of
templates used to record data (master, logs,
etc.);

e retrieval and disaster recovery processes
regarding records;

e  generation of working copies of documents
for routine use, with specific emphasis on
ensuring copies of documents, e.g. SOPs and
blank forms are issued and reconciled for
use in a controlled and traceable manner;

e completion of paper based documents,
specifying how individual operators are
identified, data entry formats, recording
amendments, and routine review for
accuracy, authenticity and completeness; and

o filing, retrieval, retention, archival and

LOGE=z Y ba—/LORY RO 28 L7
FlEEZHET XX TbD, FIEECE, 7
—HTATHA I N EBLTEDL T —
BATTIT 4 EFFT D0 PRL TR E
Thh, LFREEND :

o WAL —=LRLILEKRCFMADIER -

t“:L‘_‘ . %7\‘&0

o T—H (AL —T—H v rT—HE)
BEIEETAOOT T L — KDL -
BoAi » =22 he—JL,

o GLEKICEHTAMKEMAORERFIBO BT
Ao

o HEMIZHERT OO LEDIEEM o
E—DfERK, (SOPRT T2 74— A
HO)YXEOaAE—%, 3 fr—LX
N BBRATREZR HETRIT L, FIH%Z O
AEEITH Z LITRFICERZE L,

o MMAN—RDILEDTFER, Hr DAL —
B —H i BITET D0, T2 AT+
—~ v b, REEOBEIE, KOHENZRIE
flEtE « BIEME « 22D L B2 —D2 T
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disposal of records.

TED D,

o DT FAVLT K - ARE - T —
7347'};‘%‘%0

8.2  Importance of controlling records
82 fidkZAar buo—L45Z LoEEM

8.2.1 | Records are critical to GMP/GDP operations and
thus control is necessary to ensure:

e cvidence of activities performed;

e cvidence of compliance with GMP/GDP
requirements and company policies,
procedures and work instructions;

e effectiveness of Pharmaceutical Quality
System;

e traceability;
e process authenticity and consistency;

e evidence of the good quality attributes of the
medicinal products manufactured,

e in case of complaints or recalls, records
could be used for investigational purposes;
and

e in case of deviations or test failures, records
are critical to completing an effective
investigation.

F08k1% GMP/GDP (G IR R THY . LLF
RIS b — VT ALERL D

o FHTL7iEEDOFEHL,

e  GMP/GDP Ef: K N4t 5 - FIE -
VEZIR R EA~DMEA M 2 7~ FEL,

o [EMIIVE T AT LhDOAFENE,
o hFL—HEUT 1,
o TubROEIEM L —EM,

o BRUEINTEIHLNT Yy FI7FVT 4 )&
PeaFio Z & OFEHL,

o EHERYU a—ANREALLLE, ik
B SN D TR D 5,

o MH-CRANEGHOLGE, fakiE, A
ZRNRANITER T HIZDICHETH D,

8.3  Generation, distribution and control of template records
83 T 7L — hiBgkOIERL, BdAn, = ha—L

8.3.1 | Managing and controlling master documents is
necessary to ensure that the risk of someone
inappropriately using and/or falsifying a record
‘by ordinary means’ (i.e. not requiring the use of
specialist fraud skills) is reduced to an acceptable
level. The following expectations should be
implemented using a quality risk management
approach, considering the risk and criticality of
data recorded (see section 5.4, 5.5).

VAL —LEEFERE R hr—LT 52
i, HED TEFEOTFE) T (T Rbb,
B R ET SO 2 FEH30) etz
REUNZFEH L RCUD) G SAT DV AT %
R ATREZR LUV E TRERICIRBT 5 7201
VETHDH, WEIV AT~ X VA T 70
—FEHWTLUTOMRFFEEZ, kIt
TR YRy LT — X HEE (FS54%E, F
55EmBH) AEBE L, BT X&TH D,
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8.4  Expectations for the generation, distribution and control of records

8.4 FREROMERL, EiAfi, = b o — S BIT B HIpEdRE

Item: | Generation 357
1. Expectation MR EHE
All documents should have a unique identifier FTRTOLEIT—FE O (N—V 3
(including the version number) and should be e a1 fzﬁ F. Fxvr RUKEL
checked, approved, signed and dated. HEF 2 AR CEL T 5080 S 5.
The use of uncontrolled documents should be
N — =$:
prohibited by local procedures. The use of =~ hn /1: s ﬂ;ib VR :jC E'\O)ﬁﬁﬁ fi‘ :
temporary recording practices, e.g. scraps of paper | ij / t?’llﬁ CRVRIET ~ETHD, MOY)
should be prohibited. AU\ — R REER T 2 L O 2200 i3k
IEFRETH D,
Potential risk of not meeting expectations/items | Hl{FHIEZ 7~ S 2 WESOBEN R Y 27
to be checked /F v+ REIEH
e Uncontrolled documents increase the o I bhu—XNTWVARWNWIET, B
potential for omission or loss of critical data I RSN LB CE 2 VEA RS
as these documents may be discarded or
f — —
destroyed without traceability. In addition, v\ i E%i; 4 75)5 b, HRLT
uncontrolled records may not be designed to L&D TR &< 8D, E7o, b
correctly record critical data. 2—/L ST RV REEK i BT —
FZELSREEkT 5 & o ikt s Tn
e It might be easier to falsify uncontrolled 2 G LIV,
records.
. ' o I bhE—LENTWRWVEEKDITH,
e Use of temporary recording practices may WA LT E LIV
lead to data omission, and these temporary °
original records are not specified for o —HEICESRT ARV FEHWSE I LT
retention. =8 ORANFET 5505 L,
e Ifrecords can be created and accessed Et‘ R ELER A AGRE TS £ D
without control, it is possible that the records EDTWVRNDNE LRV,
may not have been recorded at the time the _ . 8 ..
event occurred. o FREOERKOT 7 EARIL PE—L
SHTWRWEGE, ANV PRRBELE
e There is a risk of using superseded forms if S TSR L T2y LiL7Zeuy,
there is no version control or controls for
issuance. o N—Ua RFEfTEaAL ha—/L LTV
WA, HW T A —2EHFHLTLE
2VATIRH D,
2. Expectation MR EHE
The document design should provide sufficient TEIZIF, FEXTCT—HANTHEDDO}
space for manual data entries. ISIRERA AR — R BT B L D B3 2%
ENRH D,
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Potential risk of not meeting expectations/items
to be checked

Handwritten data may not be clear and
legible if the spaces provided for data entry
are not sufficiently sized.

Documents should be designed to provide
sufficient space for comments, e.g. in case of
a transcription error, there should be
sufficient space for the operator to cross out,
initial and date the error, and record any
explanation required.

If additional pages of the documents are
added to allow complete documentation, the
number of, and reference to any pages added
should be clearly documented on the main
record page and signed.

Sufficient space should be provided in the
document format to add all necessary data,
and data should not be recorded haphazardly
on the document, for example to avoid
recording on the reverse of printed recording
on the reverse of printed pages which are not
intended for this purpose.

HFEELZE - S RVWREOBENRY R
/F 7T _EIHEHF

T — 2 AJTHDFEA AR AR—Z B+ 531
RENTWRNE, FEXZOT—XIIH
BT 720, HFE T2 < 0D FTREM
N D,

XEF, T A PDOEDO+IRFEAR
N—R%EFITDHLIITHKIHTNETH

5, FlzIX, 57 —DiGE, A b
— &=, [HEE- 7 EATICE D E L%
Fl&, /£ =Y ¥ v AfMfEFRAL, KD
LN TWHIRZ ek T D7D +5737
FAAR—ZARNNETH D,

WEEZBRESEDZOICLEICA—V%
BT 251, BIMLEX—V0% b
SR EARIROFLGFRICHMEICTRE L, B4
THMERD D,

XETZ7+—~v MIX. BRERTITO
F—H BT A0 725t A A
—RERTHLERDD, EZANED
T T EREHETRNE TIE RV, f#ilx
X, FEEAICER L TWh RV, HIRIAS
—VOEREICITFEELR2NE DT D,

3. Expectation

The document design should make it clear what
data is to be provided in entries.

Potential risks of not meeting
expectations/items to be checked

Ambiguous instructions may lead to
inconsistent/incorrect recording of data.

Good design ensures all critical data is
recorded and ensures clear,
contemporaneous and enduring
(indelible/durable) completion of entries.

The document should also be structured in
such a way as to record information in the
same order as the operational process and
related SOP, to minimize the risk of
inadvertently omitting critical data.

WrFEIE
XEE, E0XOIRT—FEATRENE
BAMEIC T2 L O BREHT DR EN D D,

HEFEEEZR - SR WEESOBERNRY X7
/Fxy 7 $T_REIEH

BEBR e i L. — B - EfttoZ
WT—Z BRI ns b L,

Pckst s, ¢ _XCoHEELRT
—&#%%uﬁﬁéh\itﬂﬁbmﬂ
U 7= Redk O BB - [RIRFRCSRIE - ket
(EZ 2V L CrE D) MAHESEIT 7R
%,

HERT —H &) om0tk LENnsY
A7 i/ NRIZT D701, EHZ ek
ASCRH Y% SOP & [F] UE T %
LT D L DI CEEHR T RETH
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Do

Expectation

Documents should be stored in a manner which
ensures appropriate version control.

Master documents should contain distinctive
marking so to distinguish the master from a copy,
e.g. use of coloured papers or inks so as to prevent
inadvertent use.

Master documents (in electronic form) should be
prevented from unauthorised or inadvertent
changes.

E.g.: For the template records stored
electronically, the following precautions should
be in place:

- access to master templates should be
controlled;

- process controls for creating and updating
versions should be clear and practically
applied/verified; and

- master documents should be stored in a
manner which prevents unauthorised
changes.

Potential risk of not meeting expectations/items
to be checked

e Inappropriate storage conditions can allow
unauthorised modification, use of expired
and/or draft documents or cause the loss of
master documents.

e The processes of implementation and the
effective communication, by way of
appropriate training prior to implementation
when applicable, are just as important as the
document.

FEE

XEIL, WA —T g a3y e — L
FIATOND L O RGIETRFTRETH
2o

VAL =IGEIZE, v = KET L7200
/e~ —F o 7 afiid & Th o, Hlx
3, Bo TR SR E 5| Al & o
A7 2T 5,

(BT ERD) v A Z —EA~D, FFADR
NIFEAFERBICEAEFTZHIETRETH D,

B BRI SN TWAT 7 L — Ml
FRIZHOWTIE, LT X5 LB SLETH
5

. RARAE—TF UL — hADT T AN
ayhr—/LENTWAD,

- (77— bhatgk%x) fERiL., ~—
VarEEHT oo TankAay
e — VX TH Y . RIS R
AESILTVN D,

- RAZICER, B OLEE 2R <
LI RTGETHRES TV D,

HEFEEEZR - SR WEESOBERNRY X7
/Fxy 7 $T_REIEH

o RIFRMENRAREYITZ L, CENFFAI2L
ERINTZY . BRI OCER O (X
D RZ 7 MCENMEHSNTZY 350
HLNR, FvRAY—LEOHKE
Sl 0 Lz,

o FEMiTATEOOTuEvRL, MEZHT
CEMANIAT O W7 hL—=02712 &
LRI a=r—va ik, XE
ERIRICEETH D,
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Item:

Distribution and Control

My be—n

controls:

e details of who issued the copies and when
they were issued;

e clear means of differentiating approved
copies of documents, e.g. by use of a secure
stamp, or paper colour code not available in
the working areas or another appropriate
system;

e cnsuring that only the current approved
version is available for use;

e allocating a unique identifier to each blank
document issued and recording the issue of
each document in a register;

e numbering every distributed copy (e.g.: copy
2 of 2) and sequential numbering of issued
pages in bound books;

e where the re-issue of additional copies of the
blank template is necessary, a controlled
process regarding re-issue should be

1. Expectations PFFEHE
Updated versions should be distributed in a timely | £ #fi%. %A AU —ICEAATRXTH 5,
manner.
Obsolete master d < and files should b HRD~ A Z —=SLERT 7 A /WET —H A7
solete master documents and files should be | PR
archived and their access restricted. Ly £OT 7 EAEHBT~ETHD,
$IT g 3

Any issued and unused physical documents %MT%ZE?E@E ﬁﬁ ODCF?\{EEEI’JXC SN
should be retrieved and reconciled. WL, METLBEED D,
Where authorised by Quality, recovered copies of wWH (EBFT) 233FFT LTV o580, [ L
documents may be destroyed. However, master Teabt—ZELTH LV, 22, KES
copies of authorised documents should be NEXLEOAZ —a—[IMRETRETH
preserved. A,
Potential risk of not meeting expectations/items | EJfFEIE 2/~ S 2 WS DOEERNR Y R 7
to be checked /F =y 7 $REIEE

e There may be a risk that obsolete versions o AMFIHFRE/AINEEICH D L, o T

can be used by mistake if available for use. HBHLTLE S fERiErsd 3
2. Expectation PFFEHE

Document issuance should be controlled by WEORKITIL. EEHIZL DT IIE IZHE-> Ty
written procedures that include the following Fo—LF_REXThD, FFZUFoay

fa—LnEgEn5
° %ﬁ bR

o EOAKRINaE—%EXRT 5 HE
fﬁ?ﬁxo BzIX, EX=2UT 4 AX
PEET Y TR VROA, X
%ﬂﬁ/17A®ﬁmo

o FHOAGRIMOANBFIHFREE 2D 2 &
EHERIZT D,

VWD 3 B — a8 T LT OFER,

o FHITLI-KT 707 LEIC—EDOHRNT
ZEIDIRY | & LEORITE2 B EREICR
ﬁj_éo

o Fifidizabt—Z&S B : 2—2
D 2) LT, AT S NI —TIEH R

THRKL, #HERZT 5,

o TS5 IFL L — Dbt —%FBNT
HRITTHAMLERNH L5681, 2 b
— L ENTEHRIT e R H) RET
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No. BZLib-119

followed with all distributed copies
maintained and a justification and approval
for the need of an extra copy recorded, e.g.:
“the original template record was damaged”;

critical GMP/GDP blank forms (e.g.:
worksheets, laboratory notebooks, batch
records, control records) should be
reconciled following use to ensure the
accuracy and completeness of records; and

where copies of documents other than
records, (e.g. procedures), are printed for
reference only, reconciliation may not be
required, providing the documents are time-
stamped on generation, and their short-term
validity marked on the document.

Potential risk of not meeting expectations/items
to be checked

Without the use of security measures, there
is a risk that rewriting or falsification of data
may be made after photocopying or scanning
the template record (which gives the user
another template copy to use).

Obsolete versions can be used intentionally
or by error.

A filled record with an anomalous data entry
could be replaced by a new rewritten
template.

All unused forms should be accounted for,
and either defaced and destroyed, or
returned for secure filing.

Check that (where used) reference copies of
documents are clearly marked with the date
of generation, period of validity and clear
indication that they are for reference only
and not an official copy, e.g. marked
‘uncontrolled when printed.

bbb, TOT Y RIL, BATEHRDOT
NRTOa—z2EFH L, Bia v —3K
DEFNE L AR E RS DUENRD D,
Bl 2 TRARDT > 7 L— L iR AR L
77 |

B2 GMP/GDP O 7 5 7 7 5 — A

B U= —k, TR —bF, v

FERoER, = b —/LERER) X, I
WZHREG L. GRSk IEfENE & 52 M & il
TRETHD,

(FNEEE D) GO LED a v—
ZZWRHIZOARHIRT 256, BEE1T
BTN, 722 L. CEOARRIC
B A DAE TS, B TOR
BHTHLENLEIZRREIND Z &5
425,

HEFEEEZR - SR WEESOBERNRY X7
/Fxy 7 $TREIEH

XU T AEBRNE =P
Tl — Eab—XFIAX ¥ LT
(Tr7r—toatv—%HH oz
HEICL )T —HOEZHRZIROUE
WNEATI VAT RN D,

[BARAS, BREISUIRE > THER S D AT
REMEDN & D0

BT — 2N AN EnNT-imEn, Ex
BT 7L—FTEXHBZOND
AREMEN B D,

RMERDO 7 +—LFEEEZHLIZL,
EHATERVWE T L THERET S, |
LTI T A v TT 5,

XEOZRHa—MEH I TW5E
B, TOCEICAERB., ARHIRM, &
UZBHATH > CEXRZa e —Tidiwn
B & B2 E0E (1 - TRIRIRR I =
Yha—nHN I YRHDENT =TT
2
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
8.4.1 | An index of all authorised master documents, EIRME S AT AOVSHA T, EKRBRINT-

(SOP’s, forms, templates and records) should be
maintained within the Pharmaceutical Quality
System. This index should mention for each type
of template record at least the following
information: title, identifier including version
number, location (e.g. documentation database,
effective date, next review date, etc.).

TRTOYAZ—E(SOP » 74—« T
YT L— bk B DA T v U A TR
HIRETHD, 2O T v 7 AL, T
T U— REEROFE T LT, D LBk
DOIERETH T DL CEA, WE T2
Tork B+, AT (B CET—F =)
BB, KEILE 2 — B,

[BRIE : A0 CTiio TV 5 &b AL
DOFEZIE LT, ]

8.5

Use and control of records located at the point-of-use

8.5 MEHPANICI T Datdk U] offi i & o

8.5.1 | Records should be available to operators at the e (HIK) 12, XL — 2 —fFEHETT
point-of-use and appropriate controls should bein | HE L C#< LolcL. 2 nbost (H
place to manage these records. These controls W) AEHET A DI ATy Fr— L%
should be carried out to minimize the risk of DI BREXTHE. CHBDaL ho—L %
damage or loss of the records and ensure data e = o e i N
integrity. Where necessary, measures should be S’f Ji Lj‘ ﬁé}%@jﬁ%ﬁo{%{?% 03 VA7 EE?/J B%
taken to protect records from being soiled (e.g. & N H i /7: 7Y j A %EE(;'%L?‘/\
getting wet or stained by materials, etc.). ETHDH, BLEIISLT, g VR 2375
o Bl KT D, WETHENLDSE) 2L
DIRNE I IRET D FEREH LD NETH
e
8.5.2 | Records should be appropriately controlled in soEk MR X, 2B oEnicsn T, 5
these areas by designated persons or processes in | £ X 7= F X x7atv A 2Ly . EHICLS
accordance with written procedures. FIEIZESNTHEEIcay hr—L &5~
ECTh5.
8.6  Filling out records

8.6 &odx UHA) ~DFEA

8.6.1

The items listed in the table below should be
controlled to assure that a record is properly filled
out.

S0k JAHL) ICHEUNCRRASND Z L AR
2570, FEOEBY 2y ha—/1L1
HVEND D,
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
Item: | Completion of records FLERDTERK
1. Expectations PFFEH
Handwritten entries should be made by the person | & X A SiL. ZDOX 27 2 ETF L&
who executed the task’. PIFH_REXTH D
Unused, blank fields within documents should be = S5 k1~
’ =MD ) N 210
voided (e.g. crossed-out), dated and signed. LENOREADT 7 2 1% ﬁ.ﬂ L
Bl 7w A7T DM, Bt ANTELT
Handwritten entries should be made in clear and Do
legible writing. B
FEEOHEIT. Fo& 0 LHALT VLT
The completion of date fields should be done in TIHAT S,
an unambiguous format defined for the site. E.g.
dd/mm/yyyy or mm/dd/yyyy. HAHROAINE, BRCER SN, BRI
DIRNERZAE S LERH D, FlZIE
dd/mm/yyyy X1 mm/dd/yyyy.
Potential risk of not meeting expectations/items | HlIFHIEZ 7~ S 2 WESOBEN Y 27
to be checked /Fxy 3+ _RXIEH
e Check that handwriting is consistent for o Rl —FHIZEAANIT. EPC—EMERH
entries made by the same person. Al EF oIt R
e Check the entry is legible and clear (i.e. T ANTE TS f < #
unambiguous; and does not include the use y éz WE;;?;:;CI? A ,ﬂiﬁfg)f §|€(le OCS
of unknown symbols or abbreviations, e.g. e ’E‘E - f’a . ) o
use of ditto (“‘) marks. AL RN Eh (@J?Ji\ Al k& /R9 505
(MDFER) MERESh TN &%
e Check for completeness of data recorded. Frv st 5,
e  Check correct pagination of the records and o HEINET—EMELETHAINE H M
are all pages present. FrvwlT5h
o GURICIELS R—URIEROLHN, TTO
N=UPfioTVWDHZ LaF =y T
2o
2. Expectation MRFEE
Records relating to operations should be BEICEET A R8T, (BEE) RFRCZSERR
completed contemporaneously?®. SHLNENH D S
Potential risk of not meeting expectations/items | S EIE 27~ S WG OEBERN R Y R 7

7 Scribes may only be used in exceptional circumstances, refer footnote 8.

TR, PSRRI T CORMEN T2 2 LN TE 5, WIES 2RO Z &,

8 The use of scribes (second person) to record activity on behalf of another operator should be considered ‘exceptional’,
and only take place where: ...

[FRIE : iR R Ve, AFERRBICBLE L]
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

to be checked

o Verify that records are available within the
immediate areas in which they are used, i.e.
Inspectors should expect that sequential
recording can be performed at the site of
operations. If the form is not available at the
point of use, this will not allow operators to
fill in records at the time of occurrence.

/F =y 7 §_EHHE

o P&k UMK MERGFROT <IELSITH
BEINTWAZ EEMRFET 5, 372D
b, BEEIX. BEOITbR TV 58
THFEICFHIRTED LR -oTND
MEIMDERDRETHD, EHLHTT
T —LAPHEBEINTWRNE, AL
— &= (AN FAERICES H
M) WCANTBZENRTERY,

unique identifier that is attributable to the author.

Potential risk of not meeting expectations/items
to be checked

e Check that there are signature and initials
logs, that are controlled and current and that
demonstrate the use of unique examples, not
just standardized printed letters.

o Ensure that all key entries are signed &
dated, particularly if steps occur over time,
i.e. not just signed at the end of the page

3. Expectation I
Records should be enduring (indelible). LKL E 2 RO (HE RV RETH D,
Potential risk of not meeting expectations/items | EJfFEIE 2/~ S 2 WS DOEERNR Y R 7
to be checked /Fx v 7§ REIHB
e  Check that written entries are in ink, which o TWALEFARIE. A7 TEIPNLTE
is not erasable, and/or will not smudge or DRV, ROCUT) (175
fade (during the retention period). V; ERNT Y ”% 270 LANWT L EF o
e  Check that the records were not filled out ¥ 79 %,
using pencil prior to use of pen 5 : .
(overwriting). o NETHALLEENLS, XUTREST
(EEX) WAV L2 F v s T 5,
e Note that some paper printouts from systems )
may fade over time, e.g. thermal paper. o VAT ANLOTY T U NI,
Indelible signed and dated true copies of MR OB & EbicaHETLED
these should be produced and kept. LOLBHAHZ LICEETSH, ZDLH7
e, B L ANDOAS TP R EHIE=
E—ZfEl L. RETDOMLERD D,
4. Expectation I
Records should be signed and dated using a R, RAFITIFER T A 2 =— 7 iRl

%%ﬁﬁb\f%@ L. At ZR AT 2 L4E NS
60

HEFEEEZR - SR WEESOBERNRY 27
/Fxy 7 $T_REIEH

o BHARA=TXNDOUIT BB LET
v I ThH, TORTFar hr—/L &
. B THY ., BEERZREIRNET721F
T (BAEBERETEZD) 2=—7
REIOFERANREINTND Z &,

o TRTOHEERANEIICESA & BN
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ENVIRONMENTS

No. BZLib-119

and/or process.

e The use of personal seals is generally not
encouraged; however, where used, seals
should be controlled for access. There
should be a log which clearly shows
traceability between an individual and their
personal seal. Use of personal seals should
be dated (by the owner), to be deemed
acceptable.

A2>TWNWDZ L &MERT D, Fric, KM
EDNTCFEITEND AT v 7Tk, _—
DR (IR a2 DRBIZELT
LT TIEATSTH D,

o HHEDOMAIZ—MANICHESE SN TR
W, fERHT2581E, 77 BAEETS
VERB D, A EEED M % AR
HAT ORI BUBETHD, HIEOHEH
EZIFAND O, HELZFERA L
Bz ( (AIED) A& ») BfT&2FEA
TOHMEND S,

8.7  Making corrections on records

8.7 ELERDIEIE

Corrections to the records should be made in such
way that full traceability is maintained.

RLEKOMEIEIX, hL—HE U T 4 RERITHE
FEND Lo RIETITHRERD D,

Cross out what is to be changed with a single line.

Where appropriate, the reason for the correction
should be clearly recorded and verified if critical.

Initial and date the change made.

Specific elements that should be checked when
reviewing records:

e Check that the original data is readable not
obscured (e.g. not obscured by use of liquid
paper; overwriting is not permitted).

e If changes have been made to critical data
entries, verify that a valid reason for the
change has been recorded and that
supporting evidence for the change is
available.

e Check for unexplained symbols or entries in
records.

Item: | How should records be corrected? HEDEEIIED L HITITHIN?
1. Expectation MR EHE

ZEH L7V I — AR THR D 1 L& 5
<O

VEIZIS U T, EERB AR L, EEE Y
BITREET & ThH D,

EELUIEFTICA =y v e B2 AND,

A L E2—F 3T = v 7T R& EE
RIEIH :

o FART—HZNHDDLZ L, BIh TV
WZlEFzvIT5, (Bl EERIC
rXoTREEnTWaY, GtoT—F D
EA~d) EREXITFFINRY, )

o HERANT—ZIIEENMZSN T
L6, BREOIEY 72k S,
EEEBEMNTDEMPHAESRL TS Z
L HRRFET D,

o FLEROFITEBHD WL ERASI T2
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ENVIRONMENTS

No. BZLib-119

TEEF=vIT 5,

Expectation

Corrections should be made in indelible ink.

Specific elements that should be checked when
reviewing records:

e  Check that written entries are in ink, which
is not erasable, and/or will not smudge or
fade (during the retention period).

e  Check that the records were not filled out
using pencil prior to use of pen
(overwriting).

R

FIIEIXH A 2200 A > 7 TIT 9,

REEL LV E2—T2RICTF =y 7T REAERK
HIZFIR:

o FEANIX., A7 TITONTEY ., HER
W RN CUR) (RAFEIRE ) B
D270 LW Z L2 F v I35,

o WMETHALELENLSNLTREFST
(EEX Wit ezF=2v 95,

8.8  Verification of records (secondary checks)

8.8 ELERDIRGE (CIRT = v V)
Item: | When and who should verify the records? W, BEDSFESERIE T RE N ?
1. Expectation PR

Records of critical process steps, e.g. critical steps
within batch records, should be:

e reviewed/witnessed by independent and
designated personnel at the time of
operations occurring; and

e reviewed by an approved person within the
production department before sending them
to the Quality unit ; and

e reviewed and approved by the Quality Unit
(e.g. Authorised Person / Qualified Person)
before release or distribution of the batch
produced.

Batch production records of non-critical process
steps is generally reviewed by production
personnel according to an approved procedure.

Laboratory records for testing steps should also be
reviewed by designated personnel (e.g.: second
analysts) following completion of testing.
Reviewers are expected to check all entries,
critical calculations, and undertake appropriate
assessment of the reliability of test results in
accordance with data-integrity principles.

HER T 0B ART v 7 (F] 2 Ny FELERN
DEERAT v ) ITLLTFO L 9 ITHREET ~
XThb:

o HMENTOILAREAT, ML L72, 4
SNTFAEEN L E 2 —/ L HARWELT
50

o WEIFICEATT DA, BEEFAN O
R ESNT=ENLE2—T3 5,

o MEININyTZEY U — A FAEET
DHENZ, SEE (B : Authorised
Person, Qualified Person) 725 L E = — L |
KT 5,

FETRW Bt RARAT v Oy FAFERT
RIZ, 1w, AR ENTFIEICHE > THFEES
FIOEN L Ea—T 5%,

T RICBIT HRBRERTIEORE L, # B
T, A SR (B B o) L
Ea—4_&Thb, LEa—HKiF, TC
DRAFHESLEERHE ST v 7 L, T—
ZA T T IT 4 DFANIHE> TT A MER

% B
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No. BZLib-119

Additional controls should be considered when
critical test interpretations are made by a single
individual (e.g. recording of microbial colonies on
agar plates). A secondary review may be required
in accordance with risk management principles. In
some cases this review may need to be performed
in real-time. Suitable electronic means of
verifying critical data may be an acceptable
alternative, e.g. taking photograph images of the
data for retention.

This verification should be conducted after
performing production-related tasks and activities
and be signed or initialled and dated by the
appropriate persons.

Local SOPs should be in place to describe the
process for review of written documents.

Specific elements that should be checked when
reviewing records:

e  Verify the process for the handling of
production records within processing areas
to ensure they are readily available to the
correct personnel at the time of performing
the activity to which the record relates.

e Verify that any secondary checks performed
during processing were performed by
appropriately qualified and independent
personnel, e.g. production supervisor or QA.

e Check that documents were reviewed by
production personnel and then quality
assurance personnel following completion of
operational activities.

DOEFEMEICHOWTHEY 2T A AL N&2{TH
ZERHFEEINTTVWA,

HE2T A ORI (B - FEREGH EOfA:
Yoo =—nisk) 27277~ N TIT O AT
X, B3y hu— L ERT D & R
TRETHD, VA7 RV A FOJFANC
HEOE, TRV E2—=BHENE LR,
BARICE-oTE, Z2OLEa—%2 ) T ILZA
ATITHORERDH D, (LEa—D) b
2. REHOT —2 O 5HEE# 2 iRET 5

L EHERT X EWEYIRE TR EE -
THRELTH X,

CORGE, RIS D 2 R 7 RiEE &
Tl RICHEM L, WYRENELT DA
=yt LT, BN ZRATOILERD
50

TER SN XEE L E2—TT57 kA%
WL7=a—H/1 SOP %I H NN H D,

REL LV E2—T2RICTF =y 7T RE AR
HIZIR :

o HEENTHONTWBIEATICERIT 2GR
U ARV AR AN e
[ 3PE N ISR brge S B (I N 4 ) P i
B2 (fEisss) IR TES &
NI TND I L& R T D,

o WMEPITONIETRXRTO_RFT =y
2, BUEEEE S QA &, MU B E
FFoTo ML Lt BIC I DTz 2 &
ZIRAET B,

o BENKT LB T, £T4E (FHM)
DOFEE, W TRERIE GHBR9) oft8
NLEEZLE2—LTWNWDLIEET v
735,
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Item:

How should records be verified?

FEEKIL ED L D ITHREES R&E 9?2

2. Expectation PFFEH
Check that all the fields have been completed RO KRBENE) T FL— 2o T,
correctly using the current (approved) templates, TRTCOMBMMBELLLHD LN TWNWD D & AT
and that the data was critically compared to the oy IF D, ET B D AU L O
acceptance criteria. R T > TN B D b aF = v /T 5,
Check items 1, 2, 3, and 4 of section 8.6 and P e @ 7 FE T
Items 1 and 2 of section 8.7 HBOFDIE 1, 2, 3, 4 LI 8T HOEAE

L 22F=v 77 %,

Specific elements that should be checked when | FE8%% L B o — 3 2EICF = v 7 T & BfE
reviewing records: FUEIE -

e Inspectors should review company o BEEIX. FEETFT—HDOL Vv a—|ZH
procedures for the review of manual data to FALHOFIEF L Ea—L,. FrEX
determine the adequacy of processes. DT ’i’ﬂflﬂi‘}?"\“ xCh 7 '

e The need for, and extent of a secondary . . o -
check should be based on quality risk ° f{kﬁ: - 17 D ENE i%? O)*}‘E‘F %
management principles, based on the RS ET —7 @E%E ISt oL
criticality of the data generated. L., BV R7 v A FOJFANTE

SNTITONLRETH D,

e  Check that the secondary reviews of data
include a verification of any calculations o MHINEHEDOMIEN, 7 —F DK
used. LEz2—IZE8ENTWNWBZ e Fov

e View original data (where possible) to 7 e
confirm that the correct data was transcribed | (TTHER ) AT — 4 # AT, #E
BT DEWICE LWF — 4 AR Sh TN 5

Z LR T D,
8.9  Direct print-outs from electronic systems
89 BF VAT ANOLOEETI T Y b

8.9.1

Some very simple electronic systems, e.g.
balances, pH meters or simple processing
equipment which do not store data, generate
directly-printed paper records. These types of
systems and records provide limited opportunity
to influence the presentation of data by
(re-)processing, changing of electronic date/time
stamps. In these circumstances, the original record
should be signed and dated by the person
generating the record and information to ensure
traceability, such as sample ID, batch number, etc.
should be recorded on the record. These original
records should be attached to batch processing or
testing records.

RN BEMIE S AT D (B« KFE, pH A
— X = T HEARAF LR H 7 AL PR A

&) (XE R S DO FeEkE Lk T 5,

DX IREA T DU AT KOG T,
(FF) LEECE 72 A « 2 A DA Z T D
BRI T —F KT EL 5 2 DA
[RHNTWND, 2O X9 72BA12i%, iR
AR, FEEAEER LI-EOB4 L BffE A

., 7N ID, Ny FESED R L—H
BT 4 BT D IO DOE R A TR E
ThbH, ZNODFEAGERIL, Ny FAHY
17 A N OFLEKITIRAS T RETH D,
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8.9.2

Consideration should be given to ensuring these
records are enduring (see section 8.6.1).

TS OREERND KA FFOZ L A MEICT
LI DIRF 24T 5 LER B D (5 8.6.1 ES
)N

8.10 Document retention (Identifying record retention requirements and archiving records)

8.10 SUEARE GUERRE LD T —h A 71T 5 B ETE)

8.10.1 | The retention period of each type of records HBFEOFLERORGFHIMIZ. ®IETYH)
should (at a minimum) meet those periods GMP/GDP DB THIE S = HiM & it 74
specified by GMP/GDP requirements. RETHDH, LVEWVREEHMHEZEE LT
Consideration should be given to other local or BAEEMED 3 % . oD 11— L W [E O
national legislation that may stipulate longer _ N,
storage periods. EONTHERT T THS.

8.10.2 | The records can be retained internally or by using | F08%i%. N TIHRETHZEHTE 5L, 4
an outside storage service subject to quality BAEEICHESWOTHEOEE S — B R % H
agreements. In this case, the data centre’s HT5-LbTx5, BEDES, F—4+
locations should be identified. A risk assessment VB DFTEM AR L CE < LER B 5
should be available to demonstrate retention s — ;,s
systems/facilities/services are suitable and that the U A 2 7?:;)( - b . [ﬁ% J Jf:ﬁﬁ Bl 1% =
residual risks are understood. ;X Z jz’;/}i%ﬁﬁﬁx[// - E%)X 73;%;] 1%5%:\ 5’3;2751

A ELTNDZ ZN pite
TEILERD D,
Item: | Where and how should records be archived? T, FOXICHETHETREN?
1. Expectation MR EHE

A system should be in place describing the
different steps for archiving records (identification
of archive boxes, list of records by box, retention
period, archiving location, etc.).

Instructions regarding the controls for storage, as
well as access and recovery of records should be
in place.

Systems should ensure that all GMP/GDP
relevant records are stored for periods that meet
GMP/GDP requirements’.

Specific elements that should be checked when

HERET — AT T HEDDSESE R AT
0 F(T —HA THOEOHA., 8 Lics
ENDHFEEEOY A b, REHE, T—Hh AT
YSETEE) AT 5 2 AT A AR D LER
H5,

BEOa fa—)L, FEELEOT 7B ALK
WY BANVICET DHERPMLETH D,

AT M. GMP/GDP ICB#ET 54T
FeEk2Y. GMP/GDP DB Ayt 7= 9 HAR . #ife
BIREIND L H>RbDOTHDHZ LY,

EHEEZ L E2—F3BICF vy 7T R&EHE

° Note that storage periods for some documents may be dictated by other local or national legislation.
O LFEIZ L - TIE (GMP/GDP LIS D] o> o — T )V & T2 FE OERS K o TR ED b TV 555
BB D,

% B
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reviewing records:

e Check that the system implemented for
retrieving archived records is effective and
traceable.

e Check if the records are stored in an orderly
manner and are easily identifiable.

e Check that records are in the defined
location and appropriately secured.

e Check that access to archived documents is
restricted to authorised personnel ensuring
integrity of the stored records.

e  Check for the presence of records of
accessing and returning of records.

e The storage methods used should permit
efficient retrieval of documents when

HIZEIH :

o T—IhATENRHEETYHT-OD
VAT ARHRHITH Y, BEIARETH
6:&%?3:“/7#60

o FLEMEERLIRE I, ARSI TE
6:&%?3:“/7#60

o FLEMED DLNTGHTICH Y . WU
EINTWL 2T =775,

o RIFENTFHFDOA LTI VT 4 ez
T D7D, T—hA T Sz 3CE~
DT 7 AR SN BICHIR & 4
TWAHZ T v T 5,

o FURANDT 7 X AREHOTENSIEET
BZrEF=v T 5,

required. o EALTOBRAEHIEL, LEARLE X
XELHROIZROEEL2DTHL Z

2: o

2. Expectation PR

All hardcopy quality records should be archived
in:

e secure locations to prevent damage or loss,

e such a manner that it is easily traceable and
retrievable, and

e a manner that ensures that records are
durable for their archived life.

Specific elements that should be checked when
reviewing records:

e Check for the outsourced archived
operations if there is a quality agreement in

place and if the storage location was audited.

e Ensure there is some assessment of ensuring
that documents will still be legible/available
for the entire archival period.

e In case of printouts which are not permanent
(e.g. thermal transfer paper) a verified
(‘true’) copy should be retained.

FTRCO/N— R —DOmE5IT. LLFD
20T —HhATT 5

o FHAIHAZIIC KD L ei AT T,

o HHLIIEPITE, BV HEs XDk

o T — A THIMITIE > CEiERM R L T
HI L EMEIZTDHLI O RGIET,

HMHEELE2—F3RICTF =y 7 TX& Bk
HETE :

o T—hATEEPNTELINTVDE
A, mEAREENRE I, hoRFS
SIS WA Z e TF v 9
%,

o BT —HA THIM TIXEDHFME/TH
PEDRHERF SN D Z L Z2ERICT 5720
W, IS DTEAAL NE{To TS
LR D,
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e  Verify whether the storage methods used o TV ET U RMEARTIZAR W (B
permit efficient retrieval of documents when B GEIE. Rk ( TEIE] )
required. - RETRETH S,
o ML TWBORAFIEN, LE L ZXIZ
LEZHRIPIRY HED L 512> T
WHZ L ERERET S,
3. Expectation MR EHE
All records should be protected from damage or T RTOEERIL. LLFOREEIC X ABESCH;
destruction by: B O RET D BEN DD
o fire; o KK
e liquids (e.g. water, solvents and buffer o UMK (I k. VAR, $EMTR)
solution); o >
e rodents; « Tl
M A
e humidity etc; and. o AL
e unauthorised personnel access, who may * fﬁiﬂ@ fjﬁ V> (FREROEIE :' E;ﬁi% - B
attempt to amend, destroy or replace records. AL d E LTV HRICEDT 71
Ao
Specific elements that should be checked when | 8% %Z L o — T A3BICF = v 7 X% BR
reviewing records: BT
o  Check if there are systems in place to protect | o ZpégAa{p#T 2 2T A (i : Ehay
records (e.g. pest control and sprinklers). NE—ARR Y I 5—) B L
e Note: Sprinkler systems should be EF=v 73 %,
implemented according to local safety 9 . 5o 5 Sy _
requirements; however, they should be ° E: iz Y /7’:7 /i;A 6%‘ m\ 2
designed to prevent damage to documents, / 1:0)? }_%ﬁ: (29~ “C;% R~ ThD
e.g. documents are protected from water. AR ?C%UDTE{%%: BJ? <l Bl = SCEE K
OIRET D) & O ITERETT D ENH
e Check for appropriate access controls for %,
records.
o RLERICKITDWUIRT /BRI hRr—
Vo RFLENTNWSZE] F =y
ERAR
8.11 Disposal of original records or true copies
8.11 JEADFRXITEIEZ B — DIy
8.11.1 | A documented process for the disposal of records | & B I 7-ARFHIM D% IZ1E LW EAGE#R X

should be in place to ensure that the correct
original records or true copies are disposed of
after the defined retention period. The system
should ensure that current records are not

IEEa b —RNEEICASEND L1, &
SROBEEICET LI LELEINTZT o A2k
FARXThHD, ZOVAT AT, 8o The
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destroyed by accident and that historical records
do not inadvertently make their way back into the

HOEGELPEINT-Y . BEDORENE -
f%ﬁ@ﬁﬁ@¢’%ﬂthﬁ@#ém

demonstrate appropriate and timely archiving or
destruction of retired records in accordance with
local policies.

current record stream (e.g. historical records BEOTEENFAEDER L IRF - IBA Sh
confused/mixed with existing records.) %) T L EEE LD THS T &
8.11.2 | A record/register should be available to 0 — VR =it o T, B LIz

WY DH A L) —IZT—h A7, XTI
L7-Z Lm0tk BekiEs g L
TRBLYEND D,

8.11.3

Measures should be in place to reduce the risk of
deleting the wrong documents. The access rights
allowing disposal of records should be controlled
and limited to few persons.

Mo LEAHIRLTCLESY U A7 KT
éf;@@%f%%u%bé’\%(&)éo uaﬁ%}%
FCXLHT7®AMEZa L ba—L L, DA
BUCIRET RETH D,

9. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR
COMPUTERISED SYSTEMS

9, oV E2—HLT AT AT

BIFBT—FA T 7 VT 4B 2 BN RRFEE

9.1  Structure of the Pharmaceutical Quality System and control of computerised systems
9.1 BERMWEIATLAOMEL A Ea— KT AT ADa ba—)L
9.1.1 | A large variety of computerised systems are used | &t Ti%, Bix 72 a L a2 —Z{LT AT AN
by companies to assist in a significant number of | fiFH X1, FEFIZL < DEKIEE A KE L C
operational activities. These range from the WA, ThbE. MR RT R R
Systens, many of which have an mpacton the | 7 7 KB Sl ks %7
> A2 1) A 1)
quality of products manufactured. It is the % < f)u?% - g;} . ZOZPRESNDOR
responsibility of each regulated entity to fully A DMEIZRET 5, TATHOAEa—s
evaluate and control all computerised systems and | L3> A7 L& +77 (CRHlE O = e — L
manage them in accordance with GMP'? and 1TV, GMPY & O GDP! O E |2 ft » TEEE
GDP!! requirements. T 52 &iE, BHERRSOELTH S,
9.1.2 | Organisations should be fully aware of the nature | £&-#H#kICIBV T, %IJ ﬁH LTCWbz ‘/ B a—X
and extent of computerised systems utilised, and o 2T AOME L&A TR L. T

assessments should be in place that describe each
system, its intended use and function, and any
data integrity risks or vulnerabilities that may be
susceptible to manipulation. Particular emphasis
should be placed on determining the criticality of
computerised systems and any associated data, in

txxyb%£MLfk<ZE#%5 7t
AA N GRdR) 1ZiE, AT L0, FIH
HiY & Hae, RIEBIEICKIT 27 —% A4 07
JVT 4 DU RTOMEEEE LT D, R
12, Ay a—Z AT AR OE#T — %
O, WA EICRT 2 EEE AT S Z &

10 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, Part 11
chapters 5, & Annex 11
' PIC/S PE 011 GDP Guide to Good Distribution Practice for Medicinal Products, specifically section 3.5

% B 4
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critical in reconstruction of events, (e.g. user
identification, times, critical process parameters,
units of measure), and would be considered as
‘relevant metadata’ that should be fully captured
and managed. However, non-critical meta-data
such as system error logs or non-critical system
checks may not require full capture and

respect of product quality. WCHATE,

9.1.3 | All computerised systems with potential for LB ET R0 H 5T X Tha
impact on product quality should be effectively L o — 5 b AT L, (AT L%, 3
managed under a Pharmaceutical Quality System | gxptw 13 2% X 73 < EfE. BE. iﬂﬁ@
ikl fned o mows bt st | 7y e 7 (7 7 BB

i7i=) v '_'_‘ - =7
manipulation, modification or any other activity 52 @@z}) ;E )j}s‘% CRET D L DR ”+f§£
that may impact on data quality and integrity. 7o) ER AR 2 AT LD ORI
FRETHS,

9.1.4 | The processes for the design, evaluation, and AL a—ZbL AT AORE - BN - B/E
selection of computerised systems should include | D7+ 2 G, VAT LADT—H < F T A
appropriate consideration of the data management | » | L =— % L5 7y > < DA % B
and integrity aspects of the system. Regulated ISR _E T D, Bk g — i —
users should ensure that vendors of systems have : o s ’ oo
an adequate understanding of GMP/GDP and data /Z\ T AJ: A GMP/GPP EZ 07 B i
integrity requirements, and that new systems YT 7 VT 4 OEfFEASICEMEL, FL
include appropriate controls to ensure effective VAT BIRAR T — ARV A Ntk
data management. Legacy systems are expected to | FZT D) e = b w— L SfHAAE LD
meet the same basic requirements; however, full T ERMERIITRETHD, V=V AT
compliance may necessitate the use of additional A [EIBED ﬁ;ﬁgﬁ: [l g NHIEE S
controls, e.g. supporting administrative TWAR, ZAITHEAT 5 7= DI 1B 7
procedures or supplementary security 2y hr—L (i ?ﬁ B 70 R TR IE SO
hardware/software. — ’ . .

X2 VT g2l T onN— T /V T
MY =T 2T OMERNHLTHA D,

9.1.5 | Regulated users should fully understand the extent | Hifilxf R —H—i%, a2 Ea—% L 2T
and nature of data generated by computerised MNIEoTHEREINAT —Z O g%
systems, and a risk based approach should be AR A BN B B, ET. U AT
taken to determining the data risk and criticality AT Fu—F AL, FeA Y 2y LS
of data (including metadata) and the subsequent o o N
controls required to manage the data generated. 7 %%};ﬁ (i ST R %’P) - ROV S
For example: NIleT — 2 &2EHTH-DICnBElear e

—IVEIRET D,

9.1.5.1| In dealing with raw data, the complete capture and | A25— X ZE( 0% 5> LT, @ % X, 8BGO A
retention of raw data would normally be required | ~ / MRS 2 BT ADIC, 5 —2%
in order to reconstruct the manufacturing event or A (RERL ) ITEE - T%rfsj— 2 VN F
analysis. é

9.1.5.2| In dealing with metadata, some metadata is AT —HEROEH BT, AXT—HDH

AR NEFRBT S ETHEERLOD

(Bl . —V—dR, K, EER T et

ART A—=42 PEHA) BBV | ZbIX
EARICHS « FET & TRHEA X T — 4 |

ERIREIND, L, BETRWVWAXT—
2 AT AOTT—a FREE TN

% Bt
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management where justified using risk
management.

VAT ALTF v ) iE, VAT RT AL b
IZE D BEMELFATE 570 61X, B
13 - HEIIAED S LRV,

specific considerations for data integrity in the
context of computerised systems. Further
guidance regarding good practices for
computerised systems may be found in the PIC/S

9.1.6 | When determining data vulnerability and risk, itis | 5 — & OMEFHIEK XY 2 7 ¥k BRI E
important that the computerised system is Bz L, arvEa—F{ET AT AITEY
considered in the context of its use within the FATFOEACBWTHEASNS &0 5 8L
business process. For example, the integrity of 2 - . 15 A
results generated by an analytical method utilising 773: iﬁépja—é ; i iijé; @? lj: %% % j”j;
an integrated N -

¢ BB A Y KBRS UMW) KR A
YTV T 41, BT LOHE, AT A
computer interface are affected by sample SO LT NREDNS) TS EER S
preparation, entry of sample weights into the 7;:'?2(@ VAT b @iuﬁﬁ . XOT—F %’E :E; =
system, use of the system to generate data, and ES ﬁ%O)@‘@ * ALk [O)ﬁa 9 ji ) ICRES
processing / recording of the final result using that | L%, 7 —# 7B —~ v 7 &L, 7TEA
data. The creation and assessment of a data flow AUV REATHOZEICEY, 2B a—2{by
map may be useful in understanding the risks and | 257 A Bl A v X —T = A &SNV AT
Vulqerabilitigs of computerised systems, LADY A7 WA BEST A Z LN TX 5
particularly interfaced systems. <HA)

9.1.7 | Consideration should be given to the inherentdata | > 27 AL N (L) V7 hv=T7iIZb b &
integrity controls incorporated into the system HMAAENTWABT—H AT T F 0 ay
and/or software, especially those that may be =V ERFTRETH D, ZIUIBIED
Systemsthat have been designed o meet | o2 YA PBIRLIKIT L 5 i<kt

= B o T A VIS
contemporary data management requirements. éjiwtﬁiﬁ /j T & é v 2 £ b, %&E“TE
Examples of systems that may have L‘ﬁ L Chags s 27 A L‘—?b RSN A S
vulnerabilities include: manual recording systems, | C BB, WEBIMED B D AT LOFIL, FAE
older electronic systems with obsolete security ElZEpiigk AT A, BROEX 2V T o
measures, non-networked electronic systems and | X3RN E SN - HWE L AT L, Ry MU
those that require additional network security — LS TWRNWE T AT AL BN 72
protection e.g. using firewalls and intrusion Fy NI =TT 4 R B 77 A
detection or prevention systems. T LB AR - B IE S 2T A OF

pd
M) 2B LT LV AT LETHD,

9.1.8 | During inspection of computerised systems, a2 —H LV AT LOBEERTIL. BEERE
inspector§ are recqmmeqded to utilise the . X7 A AL FOBIZ. 2t EME A IS
cognpar;y st§xpi}rltlse during ?ssessmentt. /?skmtg 42 L L, Stoxsdic. 77220
and instructing the company’s representatives to B g — RN .
facilitate access and navigation can aid in the ;,; _ j_ 7 - z T%i@z ;g;% é:b é?ﬁiiﬁ
inspection of the system. gm - AT - SR

9.1.9 | The guidance herein is intended to provide RKEIZBITATA X AT, 2 a2—#4k

VAT RIBITDLDT—EA T TV T 4 DA
K7t FEERIET 2 22 HE LT
W5, arvEa—H Lo AT DTy RTT
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Good Practices for Computerised Systems in
Regulated “GxP” Environments (P1 011)

7T 4 AT LERDIA X AT,
PIC/S Good Practices for Computerised Systems
in Regulated "GxP" Environments (P1 011) (ZFLC
WHInTno,

9.1.10

The principles herein apply equally to
circumstances where the provision of
computerised systems is outsourced. In these
cases, the regulated entity retains the
responsibility to ensure that outsourced services
are managed and assessed in accordance with
GMP/GDP requirements, and that appropriate
data management and integrity controls are
understood by both parties and effectively
implemented.

AETHRRDFANL, a2 a—2 kv 2T
L O Z SN EFET DA b [FER I A
INbd, ZOXHGE, AMREFES Y
— B A7 GMP/GDP O BRI Tt » THEPLE
N, 7BAA L FERTWS Z &, WONZE
YR T —H <X A NROT—F AT T
VT4 Doy ba—un Hiflxgastt st
ERZREE D) M TR S v, RN FESE
IND & EMEICT HEMITHH xR
Wb,

9.2  Qualification and validation of computerised systems

92 ALV a—HtL AT MO L R F—3 g

9.2.1

The qualification and validation of computerised
systems should be performed in accordance with
the relevant GMP/GDP guidelines; the tables
below provide clarification regarding specific
expectations for ensuring good data governance
practices for computerised systems.

O B a— 2y AT A OB A OV
V75— g 0%, B#E9d 5 GMP/GDP 1 K
FTA NS THEEINDHIRETHDH, &
X, 22— LY AT DTy FT—4
HNRF VAT T 0T 4 ARfEFEITTHIZDD
B e G HEZ A S N T 55D TH D,

9.2.2

Validation alone does not necessarily guarantee
that records generated are necessarily adequately
protected and validated systems may be
vulnerable to loss and alteration by accidental or
malicious means. Thus, validation should be
supplemented by appropriate administrative and
physical controls, as wells as training of users.

N F— g U T, AlREShziskn
BYNCRESNTWDZEERIETE S & T
RO 720, NUF— KIS AT AL, #
O UTEBEOH D FEIZ X DHRE S A
Wkt L CHEss a3 e b, Lo T, A
V7 —a U AIMx T, bl EsE e o
vha—, BRI fa—b, R —
P—h L —= U I RNETHD,
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9.3  Validation and Maintenance
93 NV F—vav AT FUA
Item: | System Validation & Maintenance VATANRNY)TF—art AT R
1. Expectation 5= T1E

Regulated companies should document and
implement appropriate controls to ensure that data
management and integrity requirements are
considered in the initial stages of system
procurement and throughout system and data
lifecycle. For regulated users, Functional
Specifications (FS) and/or User Requirement
Specifications (URS) should adequately address
data management and integrity requirements.

Specific attention should be paid to the purchase
of GMP/GDP critical equipment to ensure that
systems are appropriately evaluated for data
integrity controls prior to purchase.

Legacy systems (existing systems in use) should
be evaluated to determine whether existing system
configuration and functionality permits the
appropriate control of data in accordance with
good data management and integrity practices.
Where system functionality or design of these
systems does not provide an appropriate level of
control, additional controls should be considered
and implemented.

Potential risk of not meeting expectations/items
to be checked

e Inadequate consideration of DI requirements
may result in the purchase of software
systems that do not include the basic
functionality required to meet data
management and integrity expectations.

e Inspectors should verify that the
implementation of new systems followed a
process that gave adequate consideration to
DI principles.

e Some legacy systems may not include
appropriate controls for data management,
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which may allow the manipulation of data
with a low probability of detection.

e Assessments of existing systems should be
available and provide an overview of any
vulnerabilities and list any additional
controls implemented to assure data
integrity. Additional controls should be
appropriately validated and may include:

- Using operating system functionality (e.g.
Windows Active Directory groups) to
assign users and their access privileges
where system software does not include
administrative controls to control user
privileges;

- Configuring operating system file/folder
permissions to prevent
modification/deletion of files when the
modification/deletion of data files cannot
be controlled by system software; or

- Implementation of hybrid or manual
systems to provide control of data
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Expectation MRFEHE

Regulated users should have an inventory of all
computerised systems in use. The list should
include reference to:

e The name, location and primary function of
each computerised system;

e Assessments of the function and criticality
of the system and associated data; (e.g.
direct GMP/GDP impact, indirect impact,
none)

e The current validation status of each system
and reference to existing validation
documents.

Risk assessments should be in place for each
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system, specifically assessing the necessary
controls to ensure data integrity. The level and
extent of validation of controls for data integrity
should be determined based on the criticality of
the system and process and potential risk to
product quality, e.g. processes or systems that
generate or control batch release data would
generally require greater control than those
systems managing less critical data or processes.

Consideration should also be given to those
systems with higher potential for disaster,
malfunction or situations in which the system
becomes inoperative.

Assessments should also review the vulnerability
of the system to inadvertent or unauthorised
changes to critical configuration settings or
manipulation of data. All controls should be
documented and their effectiveness verified.

Potential risk of not meeting expectations/items
to be checked

e Companies that do not have adequate
visibility of all computerised systems in
place may overlook the criticality of systems
and may thus create vulnerabilities within
the data lifecycle.

e An inventory list serves to clearly
communicate all systems in place and their
criticality, ensuring that any changes or
modifications to these systems are
controlled.

e  Verify that risk assessments are in place for
critical processing equipment and data
acquisition systems. A lack of thorough
assessment of system impact may lead to a
lack of appropriate validation and system
control. Examples of critical systems to
review include:

- systems used to control the purchasing and

[
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status of products and materials;

- systems for the control and data
acquisition for critical manufacturing
processes;

- systems that generate, store or process data
that is used to determine batch quality;

- systems that generate data that is included
in the batch processing or packaging
records; and
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- systems used in the decision process for SENDT —HEEKTHUAT A,
the release of products.
- BBV Y —ROWRET R RHND
DT AT Iy
3. Expectation PR

For new systems, a Validation Summary Report
for each computerised system (written and
approved in accordance with Annex 15
requirements) should be in place and state (or
provide reference to) at least the following items:

e C(ritical system configuration details and
controls for restricting access to
configuration and any changes (change
management).

e A list of all currently approved normal and
administrative users specifying the username
and the role of the user.

e Frequency of review of audit trails and
system logs.

e Procedures for:

creating new system user;

- modifying or changing privileges for an
existing user;

- defining the combination or format of
passwords for each system

- reviewing and deleting users;
- back-up processes and frequency;
- disaster recovery;

- data archiving (processes and
responsibilities), including procedures for
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accessing and reading archived data;
- approving locations for data storage.

e  The report should explain how the original
data are retained with relevant metadata in a
form that permits the reconstruction of the
manufacturing process or the analytical
activity.

For existing systems, documents specifying the
above requirements should be available; however,
need not be compiled into the Validation
Summary report. These documents should be
maintained and updated as necessary by the
regulated user.

Potential risk of not meeting expectations/items
to be checked

e Check that validation systems and reports
specifically address data integrity
requirements following GMP/GDP
requirements and considering ALCOA
principles.

e System configuration and segregation of
duties (e.g. authorisation to generate data
should be separate to authorisation to verify
data) should be defined prior to validation,
and verified as effective during testing.

e Check the procedures for system access to
ensure modifications or changes to systems
are restricted and subject to change control
management.

o Ensure that system administrator access is
restricted to authorised persons and is not
used for routine operations.

e Check the procedures for granting,
modifying and removing access to
computerised systems to ensure these
activities are controlled. Check the currency
of user access logs and privilege levels, there
should be no unauthorised users to the
system and access accounts should be kept
up to date.

e There should also be restrictions to prevent
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users from amending audit trail functions T FLT 7 RAT I U NREHOR
and from changing any pre-defined directory BRI TWA D &,

paths where data files are to be stored.
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4. Expectation P EHE
Companies should have a Validation Master Plan | &3 U 5F—3 g ‘/'7 R A — il E A

in place that includes specific policies and
validation requirements for computerised systems
and the integrity of such systems and associated
data.

The extent of validation for computerised systems
should be determined based on risk. Further
guidance regarding assessing validation
requirements for computerised systems may be
found in PI 011.

Before a system is put into routine use, it should
be challenged with defined tests for conformance
with the acceptance criteria.

It would be expected that a prospective validation
for computerised systems is conducted.
Appropriate validation data should be available
for systems already in-use.

Computerised system validation should be
designed according to GMP Annex 15 with URS,
DQ, FAT, SAT, 1Q, OQ and PQ tests as
necessary.

The qualification testing approach should be
tailored for the specific system under validation,
and should be justified by the regulated user.
Qualification may include Design Qualification
(DQ); Installation qualification (IQ); Operational
Qualification (OQ); and Performance
Qualification (PQ). In particular, specific tests
should be designed in order to challenge those
areas where data quality or integrity is at risk.

Companies should ensure that computerised
systems are qualified for their intended use.
Companies should therefore not place sole
reliance on vendor qualification packages;
validation exercises should include specific tests
to ensure data integrity is maintained during
operations that reflect normal and intended use.

The number of tests should be guided by a risk
assessment but the critical functionalities should
be at least identified and tested, e.g., certain PLCs
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0Q & PQ stages.

Potential risk of not meeting expectations/items
to be checked

e Check that validation documents include
specific provisions for data integrity;
validation reports should specifically address
data integrity principles and demonstrate
through design and testing that adequate
controls are in place.

e Unvalidated systems may present a
significant vulnerability regarding data
integrity as user access and system
configuration may allow data amendment.

e Check that end-user testing includes test-
scripts designed to demonstrate that software
not only meets the requirements of the
vendor, but is fit for its intended use.
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Expectation H4S=T1E
Periodic System Evaluation EHIR 72 S AT NEEAf

Computerised systems should be evaluated
periodically in order to ensure continued
compliance with respect to data integrity controls.
The evaluation should include deviations, changes
(including any cumulative effect of changes),
upgrade history, performance and maintenance,
and assess whether these changes have had any
detrimental effect on data management and
integrity controls.

The frequency of the re-evaluation should be
based on a risk assessment depending on the
criticality of the computerised systems
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considering the cumulative effect of changes to
the system since last review. The assessment
performed should be documented.

Potential risk of not meeting expectations/items
to be checked

e  Check that re-validation reviews for
computerised systems are outlined within
validation schedules.

o Verify that systems have been subject to
periodic review, particularly with respect to
any potential vulnerabilities regarding data
integrity.

e Any issues identified, such as limitations of
current software/hardware should be
addressed in a timely manner and corrective
and preventive actions, and interim controls
should be available and implemented to
manage any identified risks.
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Expectation

Operating systems and network components
(including hardware) should be updated in a
timely manner according to vendor
recommendations and migration of applications
from older to newer platforms should be planned
and conducted in advance of the time before the
platforms reach an unsupported state which may
affect the management and integrity of data
generated by the system.

Security patches for operating systems and
network components should be applied in a
controlled and timely manner according to vendor
recommendations in order to maintain data
security. The application of security patches
should be performed in accordance with change
management principles.

Where unsupported operating systems are
maintained, i.e. old operating systems are used
even after they run out of support by the vendor or
supported versions are not security patched, the
systems (servers) should be isolated as much as
possible from the rest of the network. Remaining
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interfaces and data transfer to/from other
equipment should be carefully designed,
configured and qualified to prevent exploitation of
the vulnerabilities caused by the unsupported
operating system.

Remote access to unsupported systems should be
carefully evaluated due to inherent vulnerability
risks.

Potential risk of not meeting expectations/items
to be checked

o  Verify that system updates are performed in
a controlled and timely manner. Older
systems should be reviewed critically to
determine whether appropriate data integrity
controls are integrated, or, (where integrated
controls are not possible) that appropriate
administrative controls have been
implemented and are effective.
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94

Data Transfer

94 T —Xiink

Item:

Data transfer and migration
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Expectation

Interfaces should be assessed and addressed
during validation to ensure the correct and
complete transfer of data.

Interfaces should include appropriate built-in
checks for the correct and secure entry and
processing of data, in order to minimise data
integrity risks. Verification methods may include
the use of:

e Secure transfer
e Encryption
e  Checksums

Where applicable, interfaces between systems
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should be designed and qualified to include an
automated transfer of GMP/GDP data.

Potential risk of not meeting expectations/items
to be checked

e Interfaces between computerised systems
present a risk whereby data may be
inadvertently lost, amended or transcribed
incorrectly during the transfer process.

e Ensure data is transferred directly to the
secure location/database and not simply
copied from the local drive (where it may
have the potential to be altered).

e Temporary data storage on local
computerised systems (e.g. instrument
computer) before transfer to final storage or
data processing location creates an
opportunity for data to be deleted or
manipulated. This is a particular risk in the
case of ‘standalone’ (non-networked)
systems. Ensure the environment that
initially stores the data has appropriate DI
controls in place.

e  Well designed and qualified automated data
transfer is much more reliable than any
manual data transfer conducted by humans.
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Expectation

Where system software (including operating
system) is installed or updated, the user should
ensure that existing and archived data can be read
by the new software. Where necessary this may
require conversion of existing archived data to the
new format.

Where conversion to the new data format of the
new software is not possible, the old software
should be maintained, e.g. installed in one
computer or other technical solution, and also
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available as a backup media in order to have the
opportunity to read the archived data in case of an
investigation.

Potential risk of not meeting expectations/items
to be checked

e It is important that data is readable in its
original form throughout the data lifecycle,
and therefore users should maintain the
readability of data, which may require
maintaining access to superseded software.

e The migration of data from one system to
another should be performed in a controlled
manner, in accordance with documented
protocols, and should include appropriate
verification of the complete migration of
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3. Expectation 45 =1

When legacy systems software can no longer be
supported, consideration should be given to
maintaining the software for data accessibility
purposes (for as long possible depending upon the
specific retention requirements). This may be
achieved by maintaining software in a virtual
environment.

Migration to an alternative file format that retains
as much as possible of the ‘true copy’ attributes of
the data may be necessary with increasing age of
the legacy data.

Where migration with full original data
functionality is not technically possible, options
should be assessed based on risk and the
importance of the data over time. The migration
file format should be selected considering the
balance of risk between long-term accessibility
versus the possibility of reduced dynamic data
functionality (e.g. data interrogation, trending, re-
processing, etc.) The risk assessment should also
review the vulnerability of the system to
inadvertent or unauthorised changes to critical
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configuration settings or manipulation of data. All
controls to mitigate risk should be documented
and their effectiveness verified. It is recognised
that the need to maintain accessibility may require
migration to a file format that loses some
attributes and/or dynamic data functionality.

Potential risk of not meeting expectations/items
to be checked

e  When the software is maintained in a virtual
environment, check that appropriate
measures to control the software (e.g.
validation status, access control by
authorised persons, etc.) are in place. All
controls should be documented and their
effectiveness verified.
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9.5

System security for computerised systems

95 ILE2— LI AT LDV AT X2 T 4

Item:

System security

VAT AEX2 VT 4

Expectation

User access controls shall be configured and
enforced to prohibit unauthorised access to,
changes to and deletion of data. The extent of
security controls is dependent on the criticality of
the computerised system. For example:

e Individual Login IDs and passwords should
be set up and assigned for all staff needing
to access and utilise the specific electronic
system. Shared login credentials do not
allow for traceability to the individual who
performed the activity. For this reason,
shared passwords, even for reasons of
financial savings, should be prohibited.
Login parameters should be verified during
validation of the electronic system to ensure
that login profiles, configuration and
password format are clearly defined and
function as intended.
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Input of data and changes to computerised
records should be made only by authorised
personnel. Companies should maintain a list
of authorised individuals and their access
privileges for each electronic system in use.

Appropriate controls should be in place
regarding the format and use of passwords,
to ensure that systems are effectively
secured.

Upon initially having been granted system
access, a system should allow the user to
create a new password, following the normal
password rules.

Systems should support different user access
roles (levels) and assignment of a role
should follow the least-privilege rule, i.e.
assigning the minimum necessary access
level for any job function. As a minimum,
simple systems should have normal and
admin users, but complex systems will
typically requires more levels of users (e.g. a
hierarchy) to effectively support access
control.

Granting of administrator access rights to
computerised systems and infrastructure
used to run GMP/GDP critical applications
should be strictly controlled. Administrator
access rights should not be given to normal
users on the system (i.e. segregation of
duties).

Normal users should not have access to
critical aspects of the computerised system,
e.g. system clocks, file deletion functions,
etc.

Systems should be able to generate a list of
users with actual access to the system,
including user identification and roles. User
lists should include the names or unique
identifiers that permit identification of
specific individuals. The list should be used
during periodic user reviews.

Systems should be able to generate a list of
successful and unsuccessful login attempts,
including:

User identification
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User access role

Date and time of the attempted login,
either in local time or traceable to local
time

Session length, in the case of successful
logins

User access controls should ensure strict
segregation of duties (i.e. that all users on a
system who are conducting normal work
tasks should have only normal access
rights). Normally, users with elevated access
rights (e.g. admin) should not conduct
normal work tasks on the system.

System administrators should normally be
independent from users performing the task,
and have no involvement or interest in the
outcome of the data generated or available in
the electronic system. For example, QC
supervisors and managers should not be
assigned as the system administrators for
electronic systems in their laboratories (e.g.
HPLC, GC, UV-Vis). Typically, individuals
outside of the quality and production
organisations (e.g. Information Technology
administrators) should serve as the system
administrators and have enhanced
permission levels.

For smaller organisations, it may be
permissible for a nominated person in the
quality unit or production department to hold
access as the system administrator; however,
in these cases the administrator access
should not be used for performing routine
operations and the user should hold a second
and restricted access for performing routine
operations. In these cases all administrator
activities conducted should be recorded and
approved within the quality system.

Any request for new users, new privileges of
users should be authorised by appropriate
personnel (e.g. line manager and system
owner) and forwarded to the system
administrator in a traceable way in
accordance with a standard procedure.

Computerised systems giving access to
GMP/GDP critical data or operations should
have an inactivity logout, which, either at
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the application or the operating system level,
logs out a user who has been inactive longer
than a predefined time. The time should be
shorter, rather than longer and should
typically be set to prevent unauthorised
access to systems. Upon activation of the
inactivity logout, the system should require
the user to go through the normal
authentication procedure to login again.

Potential risk of not meeting expectations/items
to be checked

Check that the company has taken all
reasonable steps to ensure that the
computerised system in use is secured, and
protected from deliberate or inadvertent
changes.

Systems that are not physically and
administratively secured are vulnerable to
data integrity issues. Inspectorates should
confirm that verified procedures exist that
manage system security, ensuring that
computerised systems are maintained in
their validated state and protected from
manipulation.

Check that individual user log-in IDs are in
use. Where the system configuration allows
the use of individual user log-in IDs, these
should be used.

It is acknowledged that some legacy
computerised systems support only a single
user login or limited numbers of user logins.
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Where no suitable alternative computerised
system is available, equivalent control may
be provided by third party software, or a
paper based method of providing traceability
(with version control). The suitability of
alternative systems should be justified and
documented. Increased data review is likely
to be required for hybrid systems.

Inspectors should verify that a password
policy is in place to ensure that systems
enforce good password rules and require
strong passwords. Consideration should be
made to using stronger passwords for
systems generating or processing critical
data.

Systems where a new password cannot be
changed by the user, but can only be created
by the admin, are incompatible with data
integrity, as the confidentiality of passwords
cannot be maintained.

Check that user access levels are
appropriately defined, documented and
controlled. The use of a single user access
level on a system and assigning all users this
role, which per definition will be the admin
role, is not acceptable.

Verify that the system uses authority checks
to ensure that only authorised individuals
can use the system, electronically sign a
record, access the operation or computerised
system input or output device, alter a record,
or perform the operation at hand.
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Expectation

Computerised systems should be protected from
accidental changes or deliberate manipulation.
Companies should assess systems and their design
to prevent unauthorised changes to validated
settings that may ultimately affect data integrity.
Consideration should be given to:

e The physical security of computerised
system hardware:

- Location of and access to servers;

- Restricting access to PLC modules, e.g. by
locking access panels.

- Physical access to computers, servers and
media should be restricted to authorised
individuals. Users on a system should not
normally have access to servers and media.

e Vulnerability of networked systems from
local and external attack;

e Remote network updates, e.g. automated
updating of networked systems by the
vendor.

e Security of system settings, configurations
and key data. Access to critical
data/operating parameters of systems should
be appropriately restricted and any changes
to settings/configuration controlled through
change management processes by authorised
personnel.

e The operating system clock should be
synchronized with the clock of connected
systems and access to all clocks restricted to
authorised personnel.

e Appropriate network security measures
should be applied, including intrusion
prevention and detection systems.

e Firewalls should be setup to protect critical
data and operations. Port openings (firewall
rules) should be based on the least privilege
policy, making the firewall rules as tight as
possible and thereby allowing only
permitting traffic.

Regulated users should conduct periodic reviews
of the continued appropriateness and effectiveness
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of network security measures, (e.g. by the use of
network vulnerability scans of the IT
infrastructure to identify potential security
weaknesses) and ensure operating systems are
maintained with current security measures.

Potential risk of not meeting expectations/items
to be checked

e Check that access to hardware and software
is appropriately secured, and restricted to
authorised personnel.

e  Verify that suitable authentication methods
are implemented. These methods should
include user IDs and passwords but other
methods are possible and may be required.
However, it is essential that users are
positively identifiable.

e For remote authentication to systems
containing critical data available via the
internet; verify that additional authentication
techniques are employed such as the use of
pass code tokens or biometrics.

e Verify that access to key operational
parameters for systems is appropriately
controlled and that, where appropriate,
systems enforce the correct order of events
and parameters in critical sequences of
GMP/GDP steps.
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Expectation

Network protection

Network system security should include
appropriate methods to detect and prevent
potential threats to data.

The level of network protection implemented
should be based on an assessment of data risk.

Firewalls should be used to prevent unauthorised
access, and their rules should be subject to
periodic reviews against specifications in order to
ensure that they are set as restrictive as necessary,
allowing only permitted traffic. The reviews
should be documented.

Firewalls should be supplemented with
appropriate virus-protection or intrusion
prevention/detection systems to protect data and
computerised systems from attempted attacks and
malware.

Potential risk of not meeting expectations/items
to be checked

o Inadequate network security presents risks
associated with vulnerability of systems
from unauthorised access, misuse or
modification.

e Check that appropriate measures to control
network access are in place. Processes
should be in place for the authorisation,
monitoring and removal of access.

e Systems should be designed to prevent
threats and detect attempted intrusions to the
network and these measures should be
installed, monitored and maintained.

e Firewall rules are typically subject to
changes over time, e.g. temporary opening
of ports due to maintenance on servers etc. If
never reviewed, firewall rules may become
obsolete permitting unwanted traffic or
intrusions.

rEEH
Ty b U —7 DR

Xy FT—=7 VAT ADEF 2 VT 4121,
T BT DWAERI 2B A e - Bk
LoD IR EEZTLRETH D,

FIET LRy NT—TIREDO L)L, T—
BUYRTDTEARAL MIHEIIRETH
Do

TR D77 78 A%< TeDIc 77 AT D
F—IVEFHA L., FO/L—LAAREICHES L
TEHMMIC LV E2—9T & ThD, T,
SN N T 7 4 v 7 OB EBIED K
I, TRICIREMICERE SN TWD Z & =
HIZTHHOTHDH, ZOLE=2— T LEL
TRETHD,

TARaA Ea— LV AT L WED
RO~ LT = T I DIRET D720, )
AN AR AT DRI - B
AT LTI 7 AT UA— IV EMMET XX ThH
Do

BB EELZE - SRWEEOBENRY R
|F =y $_REEH

o REYIRFRy NU—TEX2VUT 113,
TR DIRNT 7 A - B - W2k
THUVAT AOMEFIHEICBEEST DY RS
ZH1-567,

o Xy NU—U T kREFaL br—ILT
LD R RRBHE L LN TS Z
CEF v IThH, TV BRAEKR - &
BB T 5700 et 208 H 5 X
ThD,

o BEEME, Xv NU—7 ~DRADR
BaHBHT D LI AT LA EREFL,
TN DOXIREFRE « B - HERF X
Th D,

o TFATUF—IDOL—E, BZ
X, = _"—D R T F U RET—HFY
IZAR— R DSBEA S 5 %) REE D% &
EHITEDLDZERHD, —ELREL

% B S 7

1.3
BZLib-119 PICS DI Guidance rl.3.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
ELIRWE, T7 AT U F ==L
<Y, BELLLABRVIT T4 v IR
RAZFLTLE D AR H 5,
4. Electronic signatures used in the place of FEXZEYXORDVWIHEHINAEFELIC

handwritten signatures should have appropriate
controls to ensure their authenticity and
traceability to the specific person who
electronically signed the record(s).

Electronic signatures should be permanently
linked to their respective record, i.e. if a later
change is made to a signed record; the record
should indicate the amendment and appear as
unsigned.

Where used, electronic signature functionality
should automatically log the date and time when a
signature was applied.

The use of advanced forms of electronic
signatures is becoming more common (e.g. the
use of biometrics is becoming more prevalent by
firms). The use of advanced forms of electronic
signatures should be encouraged.

Potential risk of not meeting expectations/items
to be checked

e Check that electronic signatures are
appropriately validated, their issue to staff is
controlled and that at all times, electronic
signatures are readily attributable to an
individual.

e Any changes to data after an electronic
signature has been assigned should
invalidate the signature until the data has
been reviewed again and re-signed.
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Restrictions on use of USB devices

For reasons of system security, computerised
systems should be configured to prevent
vulnerabilities from the use of USB memory
sticks and storage devices on computer clients and
servers hosting GMP/GDP critical data. If
necessary, ports should only be opened for
approved purposes and all USB devices should be
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properly scanned before use.

The use of private USB devices (flash drives,
cameras, smartphones, keyboards, etc.) on
company computer clients and servers hosting
GMP/GDP data, or the use of company USB
devices on private computers, should be
controlled in order to prevent security breaches.

Potential risk of not meeting expectations/items
to be checked

e This is especially important where operating
system vulnerabilities are known that allow
USB devices to trick the computer, by
pretending to be another external device, e.g.
keyboard, and can contain and start
executable code.

e Controls should be in place to restrict the use
of such devices to authorised users and
measures to screen USB devices before use
should be in place.
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9.6  Audit trails for computerised systems
9.6 =LV a—F KT AT LOEEIEY
Item: | Audit Trails BT AEBR
1. Expectation PR

Consideration should be given to data
management and integrity requirements when
purchasing and implementing computerised
systems. Companies should select software that
includes appropriate electronic audit trail
functionality.

Companies should endeavour to purchase and
upgrade older systems to implement software that
includes electronic audit trail functionality.

It is acknowledged that some very simple systems
lack appropriate audit trails; however, alternative
arrangements to verify the veracity of data should
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be implemented, e.g. administrative procedures,
secondary checks and controls. Additional
guidance may be found under section 9.10
regarding hybrid systems.

Audit trail functionality should be verified during
validation of the system to ensure that all changes
and deletions of critical data associated with each
manual activity are recorded and meet ALCOA+
principles.

Regulated users should understand the nature and
function of audit trails within systems, and should
perform an assessment of the different audit trails
during qualification to determine the GMP/GDP
relevance of each audit trail, and to ensure the
correct management and configuration of audit
trails for critical and GMP/GDP relevant data.
This exercise is important in determining which
specific trails and which entries within trails are
of significance for review with a defined
frequency established. For example, following
such an assessment audit trail reviews may focus
on:

e Identifying and reviewing entries/data that
relate to changes or modification of data.

e Review by exception — focusing on
anomalous or unauthoried activities.

e Systems with limitations that allow change
of parameters/data or where activities are
left open to modification

e Note: Well-designed systems with
permission settings that prevent change of
parameters/data or have access restrictions
that prevent changes to configuration
settings may negate the need to examine
related audit trails in detail

Audit trail functionalities should be enabled and
locked at all times and it should not be possible to
deactivate, delete or modify the functionality. If it
is possible for administrative users to deactivate,
delete or modify the audit trail functionality, an
automatic entry should be made in the audit trail
indicating that this has occurred.

Companies should implement procedures that
outline their policy and processes to determine the
data that is required in audit trails, and the review
of audit trails in accordance with risk management
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principles.

Critical audit trails related to each operation
should be independently reviewed with all other
records related to the operation and prior to the
review of the completion of the operation (e.g.
prior to batch release) so as to ensure that critical
data and changes to it are acceptable. This review
should be performed by the originating
department, and where necessary verified by the
quality unit, e.g. during self-inspection or
investigative activities.

Non-critical audit trails reviews can be conducted
during system reviews at a pre-defined frequency.
This review should be performed by the
originating department, and where necessary
verified by the quality unit (e.g. during batch
release, self-inspection or investigative activities).

Potential risk of not meeting expectations/items
to be checked

e Validation documentation should
demonstrate that audit trails are functional,
and that all activities, changes and other
transactions within the systems are recorded,
together with all relevant metadata.

e  Verify that audit trails are regularly reviewed
(in accordance with quality risk management
principles) and that discrepancies are
investigated.

e Ifno electronic audit trail system exists a
paper based record to demonstrate changes
to data may be acceptable until a fully audit
trailed (integrated system or independent
audit software using a validated interface)
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system becomes available. These hybrid
systems are permitted, where they achieve
equivalence to integrated audit trail, such as
described in Annex 11 of the PIC/S GMP
Guide.

e Failure to adequately review audit trails may
allow manipulated or erroneous data to be
inadvertently accepted by the Quality Unit
and/or Authorised Person.

e (Clear details of which data are critical, and
which changes and deletions should be
recorded (audit trail) should be documented.
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Expectation

Where available, audit trail functionalities for
electronic-based systems should be assessed and
configured properly to capture any critical
activities relating to the acquisition, deletion,
overwriting of and changes to data for audit
purposes.

Audit trails should be configured to record all
manually initiated processes related to critical
data.

The system should provide a secure, computer
generated, time stamped audit trail to
independently record the date and time of entries
and actions that create, modify, or delete
electronic records.

The audit trail should include the following
parameters:

e details of the user that undertook the action;

e what action occurred, was changed, incl. old
and new values;

e when the action was taken, incl. date and
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time ;
e why the action was taken (reason); and

e in the case of changes or modifications to
data, the name of any person authorising the
change.

The audit trail should allow for reconstruction of
the course of events relating to the creation,
modification, or deletion of an electronic record.

The system should be able to print and provide an
electronic copy of the audit trail, and whether
viewing in the system online or in a hardcopy, the
audit trail should be available in a meaningful
format.

If possible, the audit trail should retain the
dynamic functionalities found in the computerised
system, (e.g. search functionality and ability to
export data such as to a spreadsheet).

Note: An audit trail should not be confused with a
change control system where changes may needed
to appropriately controlled and approved under a
PQS.

Potential risk of not meeting expectations/items
to be checked

e  Verify the format of audit trails to ensure
that all critical and relevant information is
captured.

e The audit trail should include all previous
values and record changes should not
overwrite or obscure previously recorded
information.

e Audit trail entries should be recorded in true
time and reflect the actual time of activities.
Systems recording the same time for a
number of sequential interactions, or which
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only make an entry in the audit trail, once all
interactions have been completed, may not
be in compliance with expectations to data
integrity, particularly where each discrete
interaction or sequence is critical, e.g. for the
electronic recording of addition of 4 raw
materials to a mixing vessel. If the order of
addition is a critical process parameter
(CPP), then each addition should be
recorded individually, with time stamps. If
the order of addition is not a CPP then the
addition of all 4 materials could be recorded
as a single timestamped activity.
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9.7

Data capture/entry for computerised systems

97 ALV a2—FL AT AADT —ZINHE/INT]

Item:

Data capture/entry

T —ZIEINT]

Expectation

Systems should be designed for the correct
capture of data whether acquired through manual
or automated means.

For manual entry:

e The entry of critical data should only be
made by authorised individuals and the
system should record details of the entry, the
individual making the entry and when the
entry was made.

e Data should be entered in a specified format
that is controlled by the software, validation
activities should verify that invalid data
formats are not accepted by the system.

e All manual data entries of critical data
should be verified, either by a second
operator, or by a validated computerised
means.

e Changes to entries should be captured in the
audit trail and reviewed by an appropriately
authorised and independent person.

For automated data capture: (refer also to table

WrFEIE

VAT A, FE - HEIOWT IO HIET
b, T—XEELEET D XKD ITRET
RETH D,

~=a T IV ATIDGA -

o HERT—ZDOANL, FAI SN
ICE-2TOHITONDLNETHY, VA
T hE. AN OFEM, AT &AT o T H
Ay KOWDS A DBMTOITZ), &Rl
TRETH D,

o T—HII, V7 UxTIZEoTark
n—/LINDIEET A —~v NTANT
RETHDH, NV T —va AFETIHY
AT DINEN 2T —H T —~ N EZ
AT N2 B REET D,

o HERT—HETAEXETANTLHLE
., AHOAR L —H =I5 —
FENTmar Y a—2 BN FEICK
DIRGFET REXTh D,

o ANWEOZEREIL, BN L.

% B 79

1.3
BZLib-119 PICS DI Guidance rl.3.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

9.3)

e The interface between the originating
system, data acquisition and recording
systems should be validated to ensure the
accuracy of data.

e Data captured by the system should be saved
into memory in a format that is not
vulnerable to manipulation, loss or change.

e The system software should incorporate
validated checks to ensure the completeness
of data acquired, as well as any relevant
metadata associated with the data.

Potential risk of not meeting expectations/items
to be checked

e Ensure that manual entries of critical data
made into computerised systems are subject
to an appropriate secondary check.

e Validation records should be reviewed for
systems using automated data capture to
ensure that data verification and integrity
measures are implemented and effective, e.g.
verify whether an auto save function was
validated and, therefore, users have no
ability to disable it and potentially generate
unreported data.
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Expectation

Any necessary changes to data should be
authorised and controlled in accordance with
approved procedures.

For example, manual integrations and
reprocessing of laboratory results should be
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performed in an approved and controlled manner.
The firm’s quality unit should establish measures
to ensure that changes to data are performed only
when necessary and by designated individuals.
Original (unchanged) data should be retained in
its original context.

Any and all changes and modifications to raw
data should be fully documented and should be
reviewed and approved by at least one
appropriately trained and qualified individual.

Potential risk of not meeting expectations/items
to be checked

o  Verify that appropriate procedures exist to
control any amendments or re-processing of
data. Evidence should demonstrate an
appropriate process of formal approval for
the proposed change,
controlled/restricted/defined changes and
formal review of the changes made.
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9.8

Review of data within computerised systems

98 I P a2a—HKI AT LIANDT—HDLE 22—

Item:

Review of electronic data

BFTFT—FDLE2—

Expectation

The regulated user should perform a risk
assessment in order to identify all the GMP/GDP
relevant electronic data generated by the
computerised systems, and the criticality of the
data. Once identified, critical data should be
audited by the regulated user and verified to
determine that operations were performed
correctly and whether any change (modification,
deletion or overwriting) have been made to
original information in electronic records, or
whether any relevant unreported data was
generated. All changes should be duly authorised.

An SOP should describe the process by which
data is checked by a second operator. These SOPs
should outline the critical raw data that is
reviewed, a review of data summaries, review of
any associated log-books and hard- copy records,
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and explain how the review is performed,
recorded and authorised.

The review of audit trails should be part of the
routine data review within the approval process.

The frequency, roles and responsibilities of audit
trail review should be based on a risk assessment
according to the GMP/GDP relevant value of the
data recorded in the computerised system. For
example, for changes of electronic data that can
have a direct impact on the quality of the
medicinal products, it would be expected to
review audit trails prior to the point that the data
is relied upon to make a critical decision, e.g.
batch release.

The regulated user should establish an SOP that
describes in detail how to review audit trails, what
to look for and how to perform searches etc. The
procedure should determine in detail the process
that the person in charge of the audit trail review
should follow. The audit trail review activity
should be documented and recorded.

Any significant variation from the expected
outcome found during the audit trail review
should be fully investigated and recorded. A
procedure should describe the actions to be taken
if a review of audit trails identifies serious issues
that can impact the quality of the medicinal
products or the integrity of data.

Potential risk of not meeting expectations/items
to be checked

e Check local procedures to ensure that
electronic data is reviewed based on its
criticality (impact to product quality and/or
decision making). Evidence of each review
should be recorded and available to the
inspector.

e  Where data summaries are used for internal
or external reporting, evidence should be
available to demonstrate that such
summaries have been verified in accordance

777 JUOUN— Rab—iHo L v a—|Z
O T DL &bl LEa2—%2ED X
NI L, Figk L. ART L0 E T
=ThoD,

EASEHRO L B o —1%, AR v R8T
HHEMRT AL Ea—D L3 R&T
H5D,

BEAREWRO L B 2 —OBE, &HI K OEE
X, ara—Z v AT ARSI NTZT
— & O GMP/GDP _EOAMEIZIE U7 2277
TARAL MIESIRETH D, HlZEX, &
S OB EHE R KT T REEDOH D
W7 — A DERINTSE, EEEER
EW RNy F VY= ZEDT— X & D
HIC, BRI AL Ea—35 2 LS
ncTuns,

Bl R L ——1%, EO LX) 1AW A
LE=2—9250 [MERo0n, EOXDITH
BT DEEFEMICHIT 5 SOP 3% T %

REThY, I CERIOL B2 —FN
P RET OB RAZFHHICED HRETH

%, EERIEEAO LB o —{EENEL, SCE(L L.
LB T RETH D,

RO L E2—7T, $IFINLEND
DERRTEEN RO - 2386 HUEAIZHE
L, kT RxThd, BEEMOLE =
—ZE W EELONEST XA T T I T
B E B2 D[RO & 5 BRI M8 %
Aol XIZas_&7 7 arv%, FIA
EFHH T RETH S,

BB EELZE - SRWEEOBENRY R
|F =y $_REEH

o n—WNFEETF =y L, BEFT—H
PNE OE B (R K OY SRRk
ENDEE) IZESNTLEa—8NnT
W5 Z L EERT D, LE2—DfELE
Lk L, AEFICRETES L5175
ze,

o  NERUIAEB~DHREDI=DIZT —H
~ V2T 581X, TV~ U L
F—H =T 5L ORBEENFA TN

% Bt 82

1.3
BZLib-119 PICS DI Guidance rl.3.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

with raw data.

e Check that the regulated party has a detailed
SOP outlining the steps on how to perform
secondary reviews and audit trail reviews
and what steps to take if issues are found
during the course of the review.

e  Where global systems are used, it may be
necessary for date and time records to
include a record of the time zone to
demonstrate contemporaneous recording.

e Check that known changes, modifications or
deletions of data are actually recorded by the
audit trail functionality.
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The company’s quality unit should establish a
program and schedule to conduct ongoing reviews
of audit trails based upon their criticality and the
system’s complexity in order to verify the
effective implementation of current controls and
to detect potential non-compliance issues. These
reviews should be incorporated into the
company’s self-inspection programme.

Procedures should be in place to address and
investigate any audit trail discrepancies, including
escalation processes for the notification of senior
management and national authorities where
necessary.

Potential risk of not meeting expectations/items
to be checked

e  Verify that self-inspection programs
incorporate checks of audit trails, with the
intent to verify the effectiveness of existing
controls and compliance with internal
procedures regarding the review of data.

e Audit trail reviews should be both random
(selected based on chance) and targeted
(selected based on criticality or risk).
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99  Storage, archival and disposal of electronic data

99 BFT S DRI, T—hA T, Loy

Item: | Storage, archival and disposal of electronica BT —FDRIG « 7T—0AT « 5y
data
1. Expectation MR EE

Storage of data should include the entire original
data and all relevant metadata, including audit
trails, using a secure and validated process.

If the data is backed up, or copies of it are made,
then the backup and copies should also have the
same appropriate levels of controls so as to
prohibit unauthorised access to, changes to and
deletion of data or their alteration. For example, a
firm that backs up data onto portable hard drives
should prohibit the ability to delete data from the
hard drive. Some additional considerations for the
storage and backup of data include:

e True copies of dynamic electronic records
can be made, with the expectation that the
entire content (i.e. all data and all relevant
metadata is included) and meaning of the
original records are preserved.

e Stored data should be accessible in a fully
readable format. Companies may need to
maintain suitable software and hardware to
access electronically stored data backups or
copies during the retention period

e Routine backup copies should be stored in a
remote location (physically separated) in the
event of disasters.

e Back-up data should be readable for all the
period of the defined regulatory retention
period, even if a new version of the software
has been updated or substituted for one with
better performance.

e Systems should allow backup and
restoration of all data, including meta-data
and audit trails.
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Potential risk of not meeting expectations/items
to be checked

e Check that data storage, back-up and
archival systems are designed to capture all
data and relevant metadata. There should be
documented evidence that these systems
have been validated and verified.

e The extent of metadata captured should be
based on risk management principles, and
users should ensure that all metadata critical
in the reconstruction of activities or
processes are captured.

o Check that data associated with superseded
or upgraded systems is managed
appropriately and is accessible.
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2. Expectation PFFFH
The record retention procedures should include SIS FNEIZIE, AT — 2 A RET 57~
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Do
3. Expectation PFFEH

Data should be backed-up periodically and
archived in accordance with written procedures.
Archive copies should be physically (or virtually,
where relevant) secured in a separate and remote
location from where back up and original data are
stored.

The data should be accessible and readable and its
integrity maintained for all the period of
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archiving.

There should be in place a procedure for restoring
archived data in case an investigation is needed.
The procedure in place for restoring archived data
should be regularly tested.

If a facility is needed for the archiving process
then specific environmental controls and only
authorised personnel access should be
implemented in order to ensure the protection of
records from deliberate or inadvertent alteration
or loss. When a system in the facility has to be
retired because problems with long term access to
data are envisaged, procedures should assure the
continued readability of the data archived. For
example, it could be established to transfer the
data to another system.

Potential risk of not meeting expectations/items
to be checked

o There is a risk with archived data that access
and readability of the data may be lost due to
software application updates or superseded
equipment. Verify that the company has
access to archived data, and that they
maintain access to the necessary software to
enable review of the archived data.

e  Where external or third party facilities are
utilised for the archiving of data, these
service providers should be subject to
assessment, and all responsibilities recorded
in a quality technical agreement. Check
agreements and assessment records to verify
that due consideration has been given to
ensuring the integrity of archived records.
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Expectation

It should be possible to print out a legible and
meaningful record of all the data generated by a
computerised system (including metadata).

If a change is performed to records, it should be
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possible to also print out the change of the record,
indicating when and how the original data was
changed.

Potential risk of not meeting expectations/items
to be checked

e Check validation documentation for systems
to ensure that systems have been validated
for the generation of legible and complete
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Procedures should be in place that describe the
process for the disposal of electronically stored
data. These procedures should provide guidance
for the assessment of data and allocation of
retention periods, and describe the disposal of
data that is no longer required.

Potential risk of not meeting expectations/items
to be checked

e Check that the procedures clearly stipulate
the conditions for the disposal of data, and
that care is taken to avoid the inadvertent
disposal of required data during its lifecycle.

records. TWB L R %,
e Samples of print-outs may be verified.
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9.10 Management of Hybrid Systems

910 NATV v RVAT LAOEH
Item: | Management of Hybrid Systems NATYy RVRT LADER
1. Hybrid systems require specific and additional ATy RVAT AL, ZOEHMES LT —

controls in reflection of their complexity and
potential increased vulnerability to manipulation
of data. For this reason, the use of hybrid systems
is discouraged and such systems should be
replaced whenever possible.

Each element of the hybrid system should be
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qualified and controlled in accordance with the
guidance relating to manual and computerised
systems as specified above.

Appropriate quality risk management principles
should be followed when assessing, defining, and
demonstrating the effectiveness of control
measures applied to the system.

A detailed system description of the entire system
should be available that outlines all major
components of the system, the function of each
component, controls for data management and
integrity, and the manner in which system
components interact.

Procedures and records should be available to
manage and appropriately control the interface
between manual and automated systems,
particularly steps associated with:

e manual input of manually generated data
into computerised systems;

e transcription (including manual) of data
generated by automated systems onto paper
records; and

e automated detection and transcription of
printed data into computerised systems.

Potential risk of not meeting expectations/items
to be checked

e Check that hybrid systems are clearly
defined and identified, and that each
contributing element of the system is
validated.

e Attention should be paid to the interface
between the manual and computerised
system. Inspectors should verify that
adequate controls and secondary checks are
in place where manual transcription between
systems takes place.

e Original data should be retained following
transcription and processing.

e Hybrid systems commonly consist of a
combination of computerised and manual
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far—E ZRF = v 7 BT TWV5
ZEERGETRETH D,

o AT —ZIE, BRI L7-% bIRE
LTBBERD D,
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systems. Particular attention should be paid
to verifying:

- The extent of qualification and/or
validation of the computerised system;
and,

- The robustness of controls applied to the
management of the manual element of the
hybrid system due to the difficulties in
consistent application of a manual process.

o NAT Uy RVAT AL, —KAIIC
t1~&m/27Ak$¢%/27A®
MAGbETHERIND, FICULT2K
AET ABRICITERENSLETH D -

- Ayt a—Z T AT AOFERMETAMR
LU NY T — a3 O

- Ty RURAT AOFEEES O
BEICEMA SN2y br— /OB
th, (2 be—n%] FEELESot
Az, —EME Lo CEAT S Z &N
#7227

Procedures should be in place to manage the
review of data generated by hybrid systems which
clearly outline the process for the evaluation and
approval of electronic and paper-based data.
Procedures should outline:

e Instructions for how electronic data and
paper-based data is correlated to form a
complete record.

e Expectations for approval of data outputs for
each system.

e Risks identified with hybrid systems, with a
focus on verification of the effective
application of controls

Potential risk of not meeting expectations/items
to be checked

e  Verify that instructions for the review of
hybrid system data is in place.

IF =y 7§ EIHHE

NAT Yy RUAT LATHERESNTZT—XD
VE:L—%”'SEEﬁ”éﬁ&')O)iJIIE% DRAPAT 2
Vb, TIIWITEFT—F EMRN—2DT
“‘57%3_’1/E:L L/\ KT D7 ANk
R S LD, FIEICIE, IR ZR#d 5 ¢

o EARREEEEKRT IO, EFT—
HEHAR—2ADT — X5 ED LD ITHA
Bbsn, LR,

o [ET. FEE TNETNDOL AT LD
T &mjj@ﬁ(wu E‘gj«é/ﬂﬁ’féjﬁgggo

o NATU vy RVAFAIZONWTHESIN
VA7, ay ha—LRENIEAE
NTNWDZ L DOREEIZEREZ Y TD,

HSFEEH - S RVWBEOBERNRY R

o NATV Y RVATADT—H %L E=a
— T DI DIRPIFAET D Z & ZRGE
ERAR
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10. DATA INTEGRITY CONSIDERATIONS FOR OUTSOURCED
ACTIVITIES
10. 77 MY —REBRNIBIFT BT —FA T T VT 4 DEREIH

10.1 General supply chain considerations
101 ¥ 774 F = — 2B+ 5 A2 BB EHIE

10.1.1 | Modern supply chains often consist of multiple HROY T34 F = —F, EEGOLEN
partner companies working together to ensure safe | %k 72 A FELR D 72 DI 2T AL D
and continued supply of medicinal products. PSR b2 L VR AN S T L%
Typical supply chains require the involvement of V. BB 2 S A F - — 2 T APLAEJE
API producers, dosage form manufacturers, ey ] v N - =
analytical laboratories, wholesale and distribution %%L‘ ﬁ\ﬁ”ﬁ/ %JE\‘%%‘ 77 ﬁ‘ UGN (ﬁﬂf\% “
organisations, often from differing organisations % FEREF PG LTREY £ @ﬁ%ﬁﬁz’%%
and locations. These supply chains are often Fibkkx THodH, £l ZhoDV 774 F
supported by additional organisations, providing | =—>{X, 7V MY —AHP—E A ITH—FE
outsourced services, IT services and ARNA T T ANT 7T v, BEMENMN, 2
infrastructure, expertise or consulting services. VT 4 T — B R L Do AN 7L

ML > THABNTND Z EDBZUN,

10.1.2 | Data integrity plays a key part in ensuring the T—=BATTIVT4E, BT ITATF=—
security and integrity of supply chains. Data DX VT 4 AT VT 4 BHERICT
governance measures by a contract giver may be % CHEEAARE RS, ST T F o —
significantly weakened by unreliable or falsified LD R D . RO T S
data or materials provided by supply chain L " i X = 2o1m
partners. This principle applies to all outsourced i‘( < iLZL“Té 7 %Eﬂﬁxﬁj’: s h CR fiiﬁ
activities, including suppliers of raw materials, &, RNEFEEOT “%’ T INF o 2SR
contract manufacturers, analytical services, LIBHLNDLTH 45 Vo TDOT LI, K
wholesalers, contracted service providers and Brofifass, fEzitastt, othhr—v A,
consultants. HE¥EE ., B —Ev2T7a XM X — o

PNB L NE FTRTOT Y MY —AEND
TEENC Y TITE D,

10.1.3 | Initial and periodic re-qualification of supply Y FIATF 2 —2 DN~ NF—F T 7~V
chain partners and outsourced activities should —ALTCiE# 2, S L OVERIRIC, s
include consideration of data integrity risks and ST AR, TR AT TF 4 Y RS
appropriate control measures. Loy hr— R SR X Th

2,
10.1.4 | It is important for an organisation to understand BT, VY9 TF=— M AFETH

the data integrity limitations of information
obtained from the supply chain (e.g. summary
records and copies / printouts) and the challenges
of remote supervision. These limitations are
similar to those discussed in section 8.11 of this
guidance. This will help to focus resources
towards data integrity verification and supervision
using a quality risk management approach.

fE (B . P~ VEsk, 2—/7V 2 vT Y
MNOT—=2A T 7 VT 4 DR L, =R
EROMELZZHR L T ZENEETH

Do ZHHDORSIE, KIA X AD H

II HETHRAROENTWA LD LFEEETH D,
INnEFEHL BTy, MBI R
XA NTFu—FEHNT, (BT
AFz—UNOAFTHERD)] T—2 A1

% B 90

1.3
BZLib-119 _PICS DI Guidance rl.3.docx




PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

77U T 4 ORGE L BEICEREZ R EE S
ZEMTE D,

10.2 Routine document verification

102 HERZR CEDORIE

10.2.1

The supply chain relies upon the use of
documentation and data passed from one
organisation to another. It is often not practical for
the contract giver to review all raw data relating to
reported results. Emphasis should be placed upon
a robust qualification process for outsourced
supplier and contractor, using quality risk
management principles.

VT ITAF = — Tl H OB RIDOM
ANEINDLLESCT —XIEGFTHZ &I
2%, %< OYh. EREFEED, ;i Sh
TAE RS 5T XN COET — X Z iR T
52 EIFBRENTIT AR, WEY RT3y
Ay hORFEAIE T, AMFERFEL TV D1k
FaE OB X T D R IE Ao B MR A~ =
TRACHREZES RETHD

10.3 Strategies for assessing data integrity in the supply chain

103 Y794 F =BT LT—EALT I VT 42T BEAA L b 570 DMK

10.3.1

Companies should conduct regular risk reviews of
supply chains and outsourced activity that
evaluate the extent of data integrity controls
required. The frequency of such reviews should
be based on the criticality of the services provided
by the contract acceptor, using risk management
principles, Information considered during risk
reviews may include:

e The outcome of site audits, with focus on
data governance measures

e Demonstrated compliance with international
standards or guidelines related to data
integrity and security

e Review of data submitted in routine reports,
for example:

2HE. T IAF e RORT T R — R

SNTIEINZOWVWTERMIZY A7 L E 2—

TRETHD, VAZLE2—Tlk, FoE

BT =2 AT VT 43y b= LR

RODFHET D, UAZ LB o —OMEEIL,

YR~V Ay boJFRIZEHWT, 2%

HEN T AV —EROBEEE IS UG

DEFTRETHD, VAL E2—TEET

REFRIIILLT R EEND -

o GHMEEEDORER, T —H T NF U RAFE
WZEBT D,

o T—HALUTITIT4REF2IUT 41T
B4 D ERA R EIESCT A R T A4 ~D
WAEEZHATED L0275,

o EfEECHRHINEZT—FDLEx
—, Pl& TFFRIRS W

[GRIE : TRIFZELTIEERERICR> TS
N, R TIEELHN LR TVWA, ]
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Area for review

U B o — R AEk

Comparison of analytical data reported by the
contractor or supplier vs in-house data from analysis
of the same material

ZRE SUIAGE D DR E SNt T — 4
&L R UEEZ T LTe N T — & L Dk,

Rationale AR HL

To look for discrepant data which may be an indicator | Sk X A TONTZZ L DIRIEL 2D FE LT
of falsification — 2 BT

10.3.2 | Quality agreements (or equivalent) should be in wOEEE L BEEOMGEE - b—E 2 a N

place between manufacturers and suppliers of
materials, service providers, contract
manufacturing organisations (CMOs) and (in the
case of distribution) suppliers of medicinal
products, with specific provisions for ensuring
data integrity across the supply chain. This may
be achieved by setting out expectations for data
governance, and transparent error/deviation
reporting by the contract acceptor to the contract
giver. There should also be a requirement to
notify the contract giver of any data integrity
failures identified at the contract acceptor site.

A =« BB FERHE (CMO) + (Ml H)
) ERGBOMRE & OMICIE, BEAEE

CULZEIUTFEYE T D & D) D3ffs S H &
ThbdH, £ZIZF, T I F=—BIRT
T—BAT T VT 4 BT HIDDE
IR HEN G END, X, T—F AN
%meﬁféﬁﬁiﬁ%%ﬁﬁék&%

« BRZREE D DR EFEE ~D T — -
%%@ PED B D EZ1TH Z & THRIHAT

XHThHAD, iz, BRIZFEEOWRTH
RENTTRCOT—XA T 7 VT 4 O
Eh . BREFEEICEMT V) LY
EThD,

103.3

Audits of suppliers and manufacturers of APIs,
critical intermediate suppliers, primary and
printed packaging materials suppliers, contract
manufacturers and service providers conducted by
the manufacturer (or by a third party on their
behalf) should include a verification of data
integrity measures at the contract organisation.
Contract acceptors are expected to provide
reasonable access to data generated on behalf of
the contract giver during audits, so that
compliance with data integrity and management
principles can be assessed and demonstrated.

LGRS CUIREEF I TRbo THE=F) 1
1T, FEROMEE /MG ES - EE M
AR - — R EIEMBHEIR & 7 B R
O - BUEFRFEN - P — B ARIEE A~

DEEA T, ZAOMBICH T LT —F 17T
ﬁ)?%ﬁ%%@&fﬁ%f%é K= R
Fix, BEAPIC, BRERFEEOOITAERK L
72T =X T 58 RT 72 E (B

FWZ) L, T AT 7T 4 ROT
— ARV A POFANCHEAG L TWD Z &
DT EARA L FROEENRTELLIICTD
eI ATVD
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10.3.4

Audits and routine surveillance should include
adequate verification of the source electronic data
and metadata by the Quality Unit of the contract
giver using a quality risk management approach.
This may be achieved by measures such as:

T FEE OME ML, B OH FH72R
BEIZ LD, BRI AY N T
—FHHNT, Lo TWDIEFT—FK
QA BT —F i+ & <Th b, =
AUILLF D X 5 7 FEECEMRTE 5

data review

UE—r7

Contracted Facility/Supplier use of their own
hardware and software system (deployed over a
Wide Area Network) to use in batch

Site audit Review the contract acceptors organisational FRZF0H OMBRIITE), KO — & 7
. behaviour, and understanding of data NRFVAR FT—=HFA T A7), JR
A A overnance, data lifecycle, risk and criticality. - 7 S
g g yele, ty 7, HEEICEAT L L E 2 —F
Do
Material Compare the results of analytical testing vs SWTREBRDOFER LV 7T 4 v —0HWE L
testing vs suppliers reported CoA. Examine discrepancies | 7= 43 #7EERH 2 [Certificates of Analysis)
CoA in accuracy, precision or purity results. This (CoA) % i3 %, K, KsmeRe, s
e may be performed on a routine basis, 4 BL ) A 1 = D
ﬁ*ﬁrﬁiﬁf\% & | periodically, or unannounced, depending on Eﬁi ( ﬁi %jf ;;A: f 5 ﬁc}_ E < ng,é,\j
Z3HTREAE | material and supplier risks. Periodic proficiency |~ ¥ V¥ T i
D L% testing of samples may be considered where (. E/ﬂ;‘%/‘] W, Xlio}ji THHTIT O, ‘ilé\
relevant. FZLUT, o2 EHICRER
B9 5 Z L amatd b,
Remote The contract giver may consider offering the BT, Ny FRE K OGREBR D 72

DI, BRI - e EICA S D N— R
VT KOV T MU =T AT A (Wide
Area Network IZHL(E) Zffibb¥ b2 & %

—/# L E' 2 | manufacture and testing. The contract giver - P .
— may monitor the quality and integrity of the i% wof LE YB v ‘\" %{jéﬁﬁg %@"Aﬁﬁm
data generated by the Contracted Facility X OD\HE MERMRLTZT — 2RO
personnel in real time. TIVT AT NEA NTERTSZ
EBTED,
In this situation, there should be segregation of
duties to ensure that contract giver monitoring ZOLH KRR TIE, T—F EEMHT S
of data does not give provision for amendment | B FztH N EZHLHEOAER LT
of data generated by the contract acceptor. — R AEETH - LD L S ICTE A
DEETDMER D D,

Quality Quality and performance monitoring may WE L MEAEHRTAZE T, T—XK
monitoring | indicate incentive for data falsification (e.g. raw | X\, OEMENIFIET D = & N4/ 5 Al fE
. materials which marginally comply with WRb D, WIZIE, HEECE Y X0

i B AR specification on a frequent basis.

AL TWDEM B BEZICEH ST
%o )
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10.3.5 | Contract givers may work with the contract BRIFTEEE L, B EEAE LI LT BE

acceptor to ensure that all client- confidential
information is encoded to de-identify clients. This
would facilitate review of source electronic data
and metadata at the contract giver’s site, without
breaking confidentiality obligations to other
clients. By reviewing a larger data set, this
enables a more robust assessment of the contract
acceptors data governance measures. It also
permits a search for indicators of data integrity
failure, such as repeated data sets or data which
does not demonstrate the expected variability.

DT X TCOBEFTHN 72— M S, BEN
EAfbsnD LT _R&ETHhD, Tk
0. TREFLEEOWRIZBN T, MOBEEIC
R DHFMBHE MWD L7, £ T
WAHEST — AR OPAZT =X DL Ea—»
TEX589127%b, Il oT—4%%Ev k
ZlLEa—75Z LT, BRIZEDOT —X
HNRFUAFRELYD LoD ETEAA Y
NFBZENTEDL, £, ZHICEY, 7
— B AT TV T 4 OFEEZ TR (6] 2
X, AT =%y "V ELENS, T
— AN TRINDEERIRNE) 27D
TFTHZENTELEIITRD,

10.3.6

Care should be taken to ensure the authenticity
and accuracy of supplied documentation (refer
section 8.11). The difference in data integrity and
traceability risks between ‘true copy’ and
‘summary report’ data should be considered when
making contractor and supply chain qualification
decisions.

PRt SN 7= SCEOFIEME K ONERENE 2 e FE 1
TAHIOILFEREEZL D NEThD (811 &
ZM), BE ROV T T A F = — L DOk

PR GRESR) 2RI 2B8IciE, 7—4% A
YTIIVT A VAT KRN —H YT 1Y
27 OBEND [HEiEavr—) & Y~ U@
HE) OERZEZERETLIVNEND D,

11. REGULATORY ACTIONS IN RESPONSE TO DATA INTEGRITY

FINDINGS
. 7—=ZA T 7 YT 4 BT 2HEMERIE U BHHEE

11.1 Deficiency references
11.1 XKfanidb oz L 0Bk
11.1.1| The integrity of data is fundamental to good T—=EA T VT 41X GMP DEARTH

manufacturing practice and the requirements for
good data management are embedded in the
current PIC/S Guides to GMP/GDP for Medicinal
products. The following table provides a reference
point highlighting some of these existing
requirements.

D, 7y RT—=H~<Rx YA FOEMHF, Bl
1T PIC/S Guides to GMP/GDP for Medicinal
Products [ZFLAIAE LTV S, LLTOFRIL,

(FEfSEHEO) e L R 2B OB 2R
7

% B
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ALCOA principle | PIC/S Guide to PIC/S Guide to Annex 11 PIC/S
Good Good (Computerised .
Manufacturing Manufacturing Systems) G}lldf" to _GOOd
Practice for Practice for DlSt“_b“t“’“
Medicinal Medicinal Practice for
products, products, Medicinal
products, PE 011:
PE 009 PE 009
(Part I): (Part II):
Attributable [4.20, c & f], [5.43], [6.14], [2], [12.1], [4.2.4],
I vk [4.21, ¢ & 1], [6.18],[6.52] [12.4],[15] [4.2.5]
[4.29 point 5]
Legible [4.1], [4.2], [6.11], [6.14], [4.8], [7.1], [7.2] [4.2.3],
HIFEE [4.7], [4.8], [6.15], [6.50] [8.1], [9], [10], [4.2.9]
[4.9], [4.10] [17]
Contemporaneous [4.8] [6.14] [12.4], [14] [4.1],[4.2.9]
(] IRF RL g PR
Original [4.9], [4.27], [6.14],[6.15], [8.2], [9] [4.2.5]
JE A [Paragraph [6.16]
"Record"]
Accurate [4.1],[6.17] [5.40], [5.42], [Paragraph [4.2.3]
"Principles"] [4.8],
A=A [5.45], [5.46], [5], [6],
[5.47], [6.6] [7.2], [10], [11]
Complete [4.8] [6.16], [6.50], [4.8],[7.1], [4.2.3],
sEatE [6.60], [6.61] [7.2], [9] [4.2.5]
Consistent [4.2] [6.15], [6.50] [4.8], [5] [4.2.3]
—HM
Enduring [4.1], [4.10] [6.11],[6.12], [7.1], [17] [4.2.6]
VIS T [6.14]
1.3
95
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ALCOA principle | PIC/S Guide to PIC/S Guide to Annex 11 PIC/S
Good Good (Computerised .
Manufacturing Manufacturing Systems) G}lldf" to _GOOd
Practice for Practice for DlSt“_b“t“’“
Medicinal Medicinal Practice for
products, products, Medicinal

products, PE 011:

PE 009 PE 009
(Part I): (Part II):

Available [Paragraph [6.12], [6.15], [3.4], [7.11, [16], [4.2.1]
“Principle™],

A] [6.16] [17]
[4.1]

11.2 Classification of deficiencies

112 KD
Note: The following guidance is intended to aid | ¥ : A FDOHA F L RX, T—F AT 7Y
consistency in reporting and classification of FADRMEERE L, DET I L EI—BEMH
data integrity deficiencies, and is not intended BRI AT HODOLDTHY | FAEEY Dk
to affect the inspecting authority’s ability to act N D . DT L— A
according to its internal policies or national i%??i,_; i’gﬁg;i?@: [f %ﬁjgg Lo Z:
regulatory frameworks. e S TCAT -

11.2.1 | Deficiencies relating to data integrity failure may | 5 —% A > 7 7' U 7 ¢ OEEIZE#E I 5 Kb
have varying impact to product quality. 1. BRI CEE & TR A B A R RENE
Prevalence of the failure may also vary between NbbH, Tz, BEDIRNY FiX, — AN
the actions of a single employee to an endemic WEOTE (CROND LD) 7b. Bk
failure throughout the inspected organisation. %: i . e

MR ERICBIET 5 b DE THRA TH 5,

11.2.2 | The PIC/S guidance'? on classification of PIC/S T A & o A PR MaD A EICE LTk

deficiencies states:

“A critical deficiency is a practice or process
that has produced, or leads to a significant risk of
producing either a product which is harmful to the
human or veterinary patient or a product which
could result in a harmful residue in a food
producing animal. A critical deficiency also
occurs when it is observed that the manufacturer
has engaged in fraud, misrepresentation or
falsification of products or data”.

DEIITFHHL TS -

[EHARZRKME L, & FoEW O BEICAE
PRBLL . U B E FER T B A E R
W70 2 58S o8YE b BT .
Futv A, XiFFE I Wo - A E A E
K A7 5| &I L WEBIT - 7’1
EADZ L ThHDH, HEEFNHLOT —4
DARIELTS « RYFER - LS AIZEE LTV
L2 EDHERINTZGAITHERR K E 72
Do ]

12 PI 040 PIC/S Guidance on Classification of GMP Deficiencies
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11.2.3

Notwithstanding the “critical” classification of
deficiencies relating to fraud, misrepresentation or
falsification, it is understood that data integrity
deficiencies can also relate to:

e Data integrity failure resulting from bad
practice,

e  Opportunity for failure (without evidence of
actual failure) due to absence of the required
data control measures.

RIEATA « REER - WS AT B Kie%

TR EHELTCWER, T—H AT
U7 4 OXRMBIZLUTICHDEET S EE 260
A

o Ny RFIIT 4 RTERTHT—FA
YT VT 4 DEE,

o ROBLNTWVWAET—Har bra—/L K
DIRNT=0 (FEBRO KGO G 720

DY (T—2ATTIVT 1) EEEF
STV D D,
11.2.4 | In these cases, it may be appropriate to assign DX RGEIZIE, LTOREZELTK

classification of deficiencies by taking into
account the following (indicative list only):

fao 43 i’ﬁ%ﬁﬁlkiﬁiﬁﬂf%ék%/i%h
5 (L ETHLBHEH)

Impact to product with actual or potential risk
to patient health: Critical deficiency:

e Product failing to meet Marketing
Authorisation specification at release or
within shelf life.

e Reporting of a ‘desired’ result rather than an
actual out of specification result when
reporting of QC tests, critical product or
process parameters.

e  Wide-ranging misrepresentation or
falsification of data, with or without the
knowledge and assistance of senior
management, the extent of which critically
undermines the reliability of the
Pharmaceutical Quality System and erodes
all confidence in the quality and safety of
medicines manufactured or handled by the
site.

BEOBE~DEBEIIBENRIRAI70H
DRI EN D B : Critical 72 K[ :

o HUNLN U U — R IRAAHIE AT,
RLERTFEARR SN AERRICEA L T
AN

e QCT AN [FR) - HEREE - 7'

ﬁxﬂ§x~&%ﬁ%#éﬁ_\%%
HRA O RTIZARL TEE LW R
s LT\ A,

o JRFPHIZHOTm o TT — XN RYFEIR - W
SAENTWD, EFREERRNH - TV
T2 E S, TEE L TWEenE o »n
Wb b9, 2 X ERLNE Y
5<5F1A0)ﬁ§$54£ﬁ§ﬂ%ﬁiﬂﬁ b, Y4

RTHEBEINTWS, TR Hb
hfb‘él:%uu@nf'u’%f&()\ EX NP Iach
HIFHEMENERITKDN S,

Impact to product with no risk to patient
health: Major deficiency:

e Data being misreported, e.g. original results
‘in specification’, but altered to give a more
favourable trend.

e Reporting of a ‘desired’ result rather than an
actual out of specification result when
reporting of data which does not relate to
QC tests, critical product or process

BEORE~DY X7 a8
% : Major 72 K&

o HolT—H#NRHEINTWD, Bz
X, JLORERIT TMEARGEY | 7228, KV
HFE LW Z 7T X ICEE LT,

e QCT AL [RR] - EHEARWN - 71
“IZX/\"'?)(_éW_B'QJQE—L?‘ﬁ\T S
HI OB, EEROBEAORER TITR

mICHEY

% Bt
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parameters.

e Failures arising from poorly designed data
capture systems (e.g. using scraps of paper
to record info for later transcription).

< TEFEF LW FEREZHE L TWD,
L] ?*&Hﬂ%“/%?-&@mﬁ‘rﬁ J:égi

B (B« 1% TERES 5 7o O A& Rl
THOICHROUINRZ > T D, )

No impact to product; evidence of moderate
failure: Major deficiency:

e Bad practices and poorly designed systems
which may result in opportunities for data
integrity issues or loss of traceability across
a limited number of functional areas (QA,
production, QC etc.). Each in its own right

BRICEER VWS OD, FREDOEEDE
B3 B : Major 72K -

o« Ny F‘7°*77%47\%°Ti%@ IExEt s
T AT AT [R5 AU 7= HREfE Ik
(QA., &, QC%“F) IZBWCT —H A v
TI7UVT 4 DOMES ML —H YT 4D

has no direct impact to product quality. WRDBRAET HARENERH D, ThEh
BRI, B o0 L BB 7 B
720N,
No impact to product; limited evidence of U BT BT 2 | REEOIEIIIREN TH

failure: Other deficiency:

e Bad practice or poorly designed system
which result in opportunities for data
integrity issues or loss of traceability in a
discrete area.

e Limited failure in an otherwise acceptable
system, e.g. manipulation of non-critical
data by an individual.

% T DD KK :

o Ny RFF 7T 4 ARREYIRHESh
TV AT HZKY, T2 AT T T
S RMEBECZY | BIMOFE T ML —
FEU T o BN T DD H
5

o MOETIIRED WY AT AIEBIT A
REM 72K, Bz E, EETRW\WT —
HMENIZ Ko TRIEBRIES LD 4,

11.2.5

It is important to build an overall picture of the
adequacy of the key elements (data governance
process, design of systems to facilitate compliant
data recording, use and verification of audit trails
and IT user access etc.) to make a robust
assessment as to whether there is a company-wide
failure, or a deficiency of limited scope/ impact.

AL RBEE 72 D), RSO ENREN 72
BWERONE LoD ETEAA L N5
WIZIE, BEERER (T —F NN F AT
A WA LT — XA LIS
fi&)@ /XT-AIJXD+\ %Euﬁﬂlﬂ@ﬂﬁﬁ &*ﬁ
FE, IT 22—V —7 7 & %) O o0
TERBEET LI ENEETH D,

11.2.6

Individual circumstances (exacerbating /
mitigating factors) may also affect final
classification or regulatory action. Further
guidance on the classification of deficiencies and
intra-authority reporting of compliance issues will
be available in the PIC/S Guidance on the
classification of deficiencies P1 040.

ﬂﬁlﬁ DIRDL CEAL - RN D [KF) D3 Hafry 7
SPHESAIHIHIRTE O RE) TS L2 &
b D, KGOS ROAREE DY /NSRS
WZBE3 2 A X A%, PIC/S Guidance on the
classification of deficiencies PI1 040 = £ & Z

Lo
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12. REMEDIATION OF DATA INTEGRITY FAILURES
12. F—FA T VT A EEDEE

12.1 Responding to Significant Data Integrity issues
121 T=8A47 7YV 7 41287 2 HARREE~D R
12.1.1 | Consideration should be primarily given to FIZBET IR, FFES Y m
resolving the immediate issues identified and DF—XA T 7V TF ¢ MEAERT 25 L
assessing the risks associated with the data LHIT. FORMBEICEETAY 2R AT
integrity issues. The response by the company in | _ AR FAC L THA, FEAES LT
question should outline the actions taken as part | . e P .
of a remediation plan. Responses from Kjfiﬂ% (5 )%:OZ] e kj\bb \TC . A
implicated manufacturers should include: j@ﬂ‘—jo WO KT ST 7 v a r ORRE
T RETH D, FFEIIFU T2 G~
Eho
12.1.1.1| A comprehensive investigation into the extent of | 5 — & §ifk « HE DR EM S OFREICEET

the inaccuracies in data records and reporting, to
include:

e A detailed investigation protocol and
methodology; a summary of all
laboratories, manufacturing operations,
products and systems to be covered by the
assessment; and a justification for any part
of the operation that the regulated user
proposes to exclude'?;

e Interviews of current and where possible
and appropriate, former employees to
identify the nature, scope, and root cause of
data inaccuracies. These interviews may be
conducted by a qualified third party;

e An assessment of the extent of data
integrity deficiencies at the facility. Identify
omissions, alterations, deletions, record
destruction, non-contemporaneous record
completion, and other deficiencies;

e Determination of the scope (data, products,
processes and specific batches) and
timeframe for the incident, with
justification for the time-boundaries
applied;

e A description of all parts of the operations

D2, LUFE2ETe

o GEMIZAIRAT v han LA, T
TARAY MG ERDTRTDOTR,
REER . R LY AT AOMEE,
Hlxt g —Y—n, EHFO—H%
() RN DERINT 2 2 L 2%
T 556, TOAREIEEH 13,

o BIftER. MOAEED MY /G A 1
THEE~DA L HE2—, ZHIET
— X ORIERES OME - #H - RAR
RERHETDHEDIATI, A1 X =
—i%, BT SENToTH L,

o fERIZBUIDT—HA LT T IVT 4D
RMGORREIZONWTOTERAA L B,
v, 2%, HIBR, FLEkROEE, ik
DRI ETERME D 72 WV5ERE. F DD K
Moz e D,

o AUVT U NOHEM(T—F, B 7
nER, FFEDONYTF) RS T
~ DI (FFAOXEI Y HFITAHTH
5 &) DIRTE,

o FHAVTIYTAERKHRELE

13 The scope of the investigation should include an assessment of the extent of data integrity at the corporate level,
including all facilities, sites and departments that could potentially be affected.

B IR O, REAZT D AREDH DT X TOMiEk - L - B2 G2t L~V TOTF—2 1

FIUT 4 OBREIZONWTDT ERAA L Mg bEND D,
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in which data integrity lapses occurred,
additional consideration should be given to
global corrective actions for multinational
companies or those that operate across
multiple sites;

A comprehensive retrospective evaluation
of the nature of the data integrity
deficiencies, and the identification of root
cause(s) or most likely root cause that will
form the basis of corrective and
preventative actions, as defined in the
investigation protocol. The services of a
qualified third-party consultant with
specific expertise in the areas where
potential breaches were identified may be
required;

A risk assessment of the potential effects of
the observed failures on the quality of the
substances, medicines, and products
involved. The assessment should include
analyses of the potential risks to patients
caused by the release/distribution of
products affected by a lapse of data
integrity, risks posed by ongoing
operations, and any impact on the integrity
of data submitted to regulatory agencies,
including data related to product
registration dossiers.

EBDOT X TOETITONT ORI,
L [HEESALCE I OMS THRET A
OB, Fa— iR EHE A
S HIHFTRETH S,

HWET v bt osTe, T—HA Y
T 7 VT 4 DREOMEEIZ DN TO
FER 72 BRI, M OVRIE « TP
EDY & &7 DR SUIRAR A
LR D AREMED R B E VD D DFEE,
H O AT BENE MR S e B IT B D
TRMEINE AT 20 RE =Fa
PILZ L NP —EANRNEL B0
H LAv7Zeu,

BEINTEEN, BRTLI9E - =
e - WO MBI KT TR 28
BIZOWTDOYRITTEAAL M, Z
DT B AA L ML, RO E E
NHREXThHD : T—2AT 7 VT
LIER DB S TR N Y U — X /i@ d
HZEiIZkvElERHZINDIEE~D
BER7R Y A7 BEEZGETTND 2
clzknglxEzsns Y Ay (L
DGR FEESICE#H T 57 — Z HD)
WA Y R SNz —%0A 7
T VT 4 ~DEE,

12.1.1.2

Corrective and preventive actions taken to
address the data integrity vulnerabilities and
timeframe for implementation, and including:

T—HA T T VT 4 OYEFHIEIC LT S
T2ODFIE - PEHE., KOZEDOHDHE
AR, LT E&ETe

Interim measures describing the actions to
protect patients and to ensure the quality of
the medicinal products, such as notifying
customers, recalling product, conducting
additional testing, adding lots to the
stability program to assure stability, drug
application actions, and enhanced
complaint monitoring. Interim measures
should be monitored for effectiveness and
residual risks should be communicated to
senior management, and kept under review.

Long-term measures describing any
remediation efforts and enhancements to
procedures, processes, methods, controls,
systems, management oversight, and human
resources (e.g. training, staffing
improvements) designed to ensure the data

BEZREL, EELOMEZMEREIC
TAEODOT 7 a sl L-EiE
g, Bz, BE~o@mm, ®Biho
B, SENNFRER DI, 22 e & e
THIOOREN,ET a7 T hA~Du v
FOBEIN, EEGHFFFIRDLT 7 a
V. R 2 oMb, BT
HEOAIMELERT D L & blT, #%
FEU 27 % PRI s 2, F L
Ea—3_R&ThD,

T—=HRA T TVT 4 BHERICT ST
DICEHFF SN TFIA, et X, F

B, arbhr—, VAT A EHE
B, ANEFR(FL—=7, ABEE
DU N T 5 =SS e Ok %
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integrity. Where long term measures are
identified interim measures should be
implemented to mitigate risks.

SR L7 EHIROREE, R HIRHE 0
ESNTEEE. VA7 ZBET 5720
W EHE A FE T ADLERD D,

management of significant data integrity issues
identified at inspection in order to manage and
contain risks associated with the data integrity

breach.

12.1.1.3 | CAPA effectiveness checks implemented to FER LT 7 a Al En 2 vo
monitor if the actions taken has eliminated the 7 L AEEET AT DI E T D CAPA A
issue. BT = 7,

12.1.2 | Whenever possible, Inspectorates should meet BEE L AFER IR D Yt BT
with senior representatives from the implicated LA, BEINEXROME A L2, A
companies 1o comey the nature of the IO, O SERBR . R ORI

eficiencies identified and seek written 7o N e A S e X e
confirmation that the company commits to a % ﬁ*ﬁi@ﬁjﬁ é} X EI' @Tﬁ%w;j‘ =T Z%)
comprehensive investigation and a full disclosure 2o ijﬁé,%[ﬂ?#%ﬁﬂ%{ S kf’?‘ H S np~e
of issues and their prompt resolution. A T“&)? . T = (37 e =k 7&75%? B
management strategy should be submitted to the EFE O T END, ZOWIEIZIE
regulatory authority that includes the details of UFREEND
the global corrective action and preventive action . )
plan. The strategy should include: o T—HALT T VT 4 EXDRAIA

OEFERRE A, B, BED T
e A comprehensive description of the root 7a VA O LTRSS, A
causes of the data integrity lapses, including BLUYZRITERAAL MERICE L
evidence that the scope and depth of the . _— Py .
current action plan is commensurate with EODT o é E l/: 2 %E%’:&; = if(’ EEN
the findings of the investigation and risk 7 ?4 “77V7 4\@ﬁ = Fﬁf L f:A
assessment. This should indicate if #7235, GMP/GDP PBEH 3 %[ 3K 5 3
individuals responsible for data integrity T ~DEBENER DRI 50 E D
lapses remain able to influence GMP/GDP- MERTERND D,
related or drug application data.
o MG —V =D ERIND T

e A detailed corrective action plan that TOF—% (O TF—% ., BEek, &

describes how the regulated user intends to BEM R - BRI N AT RTOF

ensure the ’ALOCA+’ attributes (see — B EET)ICONT, EDE ST

section 7.4) of all of the data generated, r (U] b st oy g o S E

including analytical data, manufacturing ALCQAH Jj%; ME (O 7.4 5200

records, and all data submitted or presented (~OHEE] ZHFIICTHO60 720

to the Competent Authority. P i I 2 REHE 70 A IR T T,
[FRIE : JF3CUE TALOCA+) TH DM
[ALCOA+] Dy LHbins,]

12.1.3 | Inspectorates should implement policies for the BEEIL, EECTEEINT-ERRT —X

AT 7 VT 4 MEEEET 57200
EFEITL, T—XA T VT 4 EKIZE
HIT DV AT EZFEBL, HUATLL I IZT
RETHD,

% Bt

101

1.3
BZLib-119 _PICS DI Guidance rl.3.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

12.2 Indicators of improvement

122 dEDIEE
12.2.1 | An on-site inspection is recommended to verify HRRTFT—2 AT 707 4 BEICRHLT 5
the effectiveness of actions taken to address 7O N EEOE A REET A7
serious data integrity issues. Alternative WIZ. F oA FEERHIEINS., (Fh
apprg;chzs to Verif)(f1 effectiyf;l re:n;(ediation may be NTEXARNES. ] URZ w2V AL FOE
considered in accordance with risk management N . y g e
principles. Some indicators of improvement are: AN LS ?VC: A fﬂ%ﬁ%ﬁ) L ﬂj(
WD ZEBPRGERETE 2T 7 o —F 2wt
LTh R, BEOREOHIZ LU TITRY
12.2.1.1| Evidence of a thorough and open evaluation of the | € & 7= & 2 FUERI D> A4 — 7 5
identified issue and timely implementation of L. ZA 25U —Zh B RIE - TrhHEE S
effective corrective and preventive actions, FhE L7 2EHL, FRE L UL T A R IE -
including appropriate implementation of TG O % o T
corrective and preventive actions at an °
organisational level;
12.2.1.2| Evidence of open communication of issues with A K Ot IR Y & & O TORBEIZ DV
clients and other regulators. Transparent TOF—Fvipasa=r—3 a0,
communication should be maintained throughout AN OMEE DB A LT, BHEOH 5
the investigation and remediation stages. R SN R
Regulators should be aware that further data S T ff, /l . /flfﬁ? § % t < VS f)
integrity failures may be reported as a result of the Do MR A ‘Mﬂé#m & E\'E ? %‘:ﬁf = ‘;E
detailed investigation. Any additional reaction to CLY, SERLT—AA T ? 7 A b e
these notifications should be proportionate to DT SN D WREEDN B D 2 & Rk~ &
public health risks, to encourage continued Thd, ZnoDHEENH T & & DB
reporting; IRRPIEE, AR 72 s 2 720l b, &
REE LDV ARG bD LT RET
H D,
12.2.1.3| Evidence of communication of data integrity F—B AT YT 4\ BT A TE A
expectations across the organisation, ARG 2. (FEEN) BIE R ESK
incorporating and encouraging processes for open EOMSE I — T CHET S St A
reporting of potential issues and opportunities for D AU, BN LCUN B EEHL
improvement; ? °
12.2.1.4| The regulated user should ensure that an kG —Y —2., T — & ORIEEIEICKS
appropriate evaluation of the vulnerability of TAET AT AOWEETHM: A2 YN B L.
electronic systems to data manipulation takes TFA—T I T I g k)T RTOE
place to ensure that follow-up actions have fully S A 47 .~ - . .
resolved all the violations. For this evaluation the & ﬁxm%kgﬁ& éj == fl: ERE= kwqp,{t =
services of qualified third party consultant with » 6‘3 = ODﬁﬁE (I, P92 B ey %ﬁ
the relevant expertise may be required,; T oM A AL s b O — R
MDLEL IR D E LI,
12.2.1.5| Implementation of data integrity policies in line REQFANZI ~T2T =X A T 7 VT 4K

with the principles of this guide;

U —DFEE,

% B
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12.2.1.6 | Implementation of routine data verification

practices.

HH A2 7 — 2 MRGRENESE D FE i,

13. Glossary
13. &

Archiving

Long term, permanent retention of completed data and
relevant metadata in its final form for the purposes of
reconstruction of the process or activity.

T=AAT

T ATHEHOBRRAE BRI L Lz, 5Bk L
Te7 =2 ROBE A 27— Z DAL 72T T D
RIS A 22 R

Audit Trail

GMP/GDP audit trails are metadata that are a record
of GMP/GDP critical information (for example the
creation, modification, or deletion of GMP/GDP
relevant data), which permit the reconstruction of
GMP/GDP activities.

B A AERT

GMP/GDP B A FEWN & 1%, GMP/GDP [ZAN AR 7
B (B 21X, GMP/GDP BE# T — % OIERL, 2
. OHIRE) 2 LA T =2 TH Y,

GMP/GDP {EE) O FHELZ A[EEIZT 2 H D Th D,

Back-up

A copy of current (editable) data, metadata and system
configuration settings (e.g. variable settings which
relate to an analytical run) maintained for the purpose
of disaster recovery.

NRoIdT7oS

REEIFOHRBTHER SN D, BHED (TR THE
YT =8 APT—=H VAT LMERGERTE
(Bl = 3 AT DEATICBE S 5 ARG E) D= B

o

Computerised system

A system including the input of data, electronic
processing and the output of information to be used
either for reporting or automatic control.

Ay a—F LTV RAT A

F—HDNT), BAFEIRAE, ST A Eh
HODIHEH SN EROE N 2 EGTe s AT
‘AO

Data

Facts, figures and statistics collected together for
reference or analysis.

F—s

ZILGHT DIZDITED BN T-FE, BT, #
it

Data Flow Map

A graphical representation of the "flow" of data
through an information system

F—ETu—<y S

B AT HDIBT AT =20 Tt 2K
A N

Data Governance

The sum total of arrangements to ensure that data,

F— B HSF A

TR DERIND T +—~ v MIhhrbb
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irrespective of the format in which it is generated,
recorded, processed, retained and used to ensure a
complete, consistent and accurate record throughout
the data lifecycle.

T T=EDTATYA I V@ L TRUERDTE
e, —EME, EREEZEREICT S0, 7
— 7 Znidk - ALER - R - (ET D 7o 0 D HE(R
HIHDOMIE,

Data Integrity

The degree to which data are complete, consistent,
accurate, trustworthy, reliable and that these
characteristics of the data are maintained throughout
the data life cycle.

The data should be collected and maintained in a
secure manner, so that they are attributable, legible,
contemporaneously recorded, original (or a true copy)
and accurate. Assuring data integrity requires
appropriate quality and risk management systems,
including adherence to sound scientific principles and
good documentation practices. The data should
comply with ALCOA+ principles.

F—BA T TY T 4

TARFEETHY, —EMRHY | EETH
. EHTE, FEHTE., o7 —20Inb
DFENT —=Z DT A T A 7 V718 L THER?
SNHREE,

TN IR TIET, AL, HEET
&, [FRFICREER SN, A (UIEE2E—) T
b, EMeEeb L0, IUE - fEFFS D~
EThHD, T—HALT T VT 4 BWHRT DI
OIZIE, fEERRFRERI & GdocPs (2 A L
7~ W WEEHY AT AN R R
AV RNVATARRLETHD, 7T —XI1%

ALCOA+DJFHNIZHEA T AU EN B D,

Data Lifecycle

All phases in the life of the data (including raw data)
from initial generation and recording through
processing (including transformation or migration),
use, data retention, archive / retrieval and destruction.

F—BTATHA TN

BAIDER L OFeEk D B (B IRAT %
ey M, T—F2RE. T —I A TR, K
FILEDLETO, T—F (ET—F2ET) D—
EITBIT DT X TOERE,

Data Quality

The assurance that data produced is exactly what was
intended to be produced and fit for its intended
purpose. This incorporates ALCOA + principles.'

T—2 e

R ESNTET =2 PELL EMENTZ@Y Db
DTHY, BRENTZHMIZE>TNDH I LD
RAE, ZAUUCTIE ALCOA +DJFRIDHEAA £

14
o

Data Ownership

The allocation of responsibilities for control of data to
a specific process owner. Companies should
implement systems to ensure that responsibilities for
systems and their data are appropriately allocated and
responsibilities undertaken.

FeB A —F =y

F—HDay ha—/VWIETLIEEEEED T
B ADA—F—ZHI Y THZ L, 2L,
VAT AR NEOT — XK A EE YN
F Y THI, BENABITIND Z L a2EIC
THEDDYV AT AEHBANTRETH D,

14 *GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018
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Dynamic Record

Records, such as electronic records, that allow an
interactive relationship between the user and the
record content.'3

BhRY 72 ROk

B RO T, 2 —F—LRENEL D
Al CxEERICBETE 2D B,

Exception Report

A validated search tool that identifies and documents
predetermined ‘abnormal’ data or actions, which
require further attention or investigation by the data
reviewer.

pisREE

WY F— K SNTRBEY —/b, FRNIHEE S
= T8y F—2T7 7 v arEREL, ik
THIET, 7—X L a—FIEE - HEE
9,

Good Documentation Practices (GdocP)

Those measures that collectively and individually
ensure documentation, whether paper or electronic,
meet data management and integrity principles, e.g.
ALCOA+.

Ty RR¥2 AT —va o377 4 A
(GdocP)

MOEF2EMDT, XCERT —F R AV
NEOT =42 A7 707 4 OJFRIZGT- LT
Wb ZEEEARNOFEBNCHEFIEICT 57200
I (B : ALCOA+)

Hybrid Systems

A system for the management and control of data that
typically consists of an electronic system generating
electronic data, supplemented by a defined manual
system that typically generate a paper-based record.
The complete data set from a hybrid system therefore
consists of both electronic and paper data together.
Hybrid systems rely on the effective management of
both sub-systems for correct operation.

NAT Yy RVRAT A

F=REEHL, arha—LT 570D A
TLATHY, —EWIC, ETT —FEERTD
BV ATLE, TNEMET I ERSINIZT
EET AT A (— AT — 2 OFeER & ARk 3
YK VIR END, LEEBR-oT, "7V >
R AT ENBHBOND5ERRT —F Y b
X, BT — ¥ EAR—ADT — X O ) TH
Ed, ~NAT Yy RURAT ANIEL < BE6E
T B0, WOV T VAT AEHRIC
BHTHINENRND D,

Master Document

An original approved document from which
controlled copies for distribution or use can be made.

VAL —FFa2RA b

EKRENIZLEORAT, Thaeb LI
DO DEH 3 B — 2 TE %,

Metadata

In-file data that describes the attributes of other data,
and provides context and meaning.

Typically, these are data that describe the structure,
data elements, inter-relationships and other
characteristics of data e.g. audit trails. Metadata also
permit data to be attributable to an individual (or if
automatically generated, to the original data source).

AHF—4

T —4 DJEMEETH L, SURSCE M 2 fe it
TAHTFAINVNDT—H,

—RANZIE, T O, T — 2 HEE, A
BfR, ROZEDMOT — 2 Rt a5l 327 —
X CThD BIZNLERRR), A X T —XX, 7
—ZzfEAN CUIHBER SN S ETb b E
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Metadata form an integral part of the original record.
Without the context provided by metadata the data has
no meaning.

DT —H =2 BRI EHZLHTES, A
T — HIIEARGLFR D —ECTH D, AXT—H
OIS 2 SR L ClET — X IXE k& Fie e
AN

Quality Unit

The department within the regulated entity responsible
for oversight of quality including in particular the
design, effective implementation, monitoring and
maintenance of the Pharmaceutical Quality System.

A B ER P

HHREAEOHR T, MEOBERICETLE R
WA TH Y, FRICEIELWE AT AORGH.
RE 72 E kG, B, HERFEAIT O,

Raw Data

Raw data is defined as the original record (data) which
can be described as the first- capture of information,
whether recorded on paper or electronically.
Information that is originally captured in a dynamic
state should remain available in that state.'*

e —

T —2 Lid, MICERE SN TV D NEFRIC
R SN TV D 2D, Wz RIS
LRtk (7 — %) LERSN D, BRYRIREET
RANCESG S NG RIE. EOREL RS TF
ERHREL TR H D

Static Record

A record format, such as a paper or electronic record,
that is fixed and allows little or no interaction between
the user and the record content.'*

ERE 708

MESOE e E o ElT, EEIh, =—
P L ERNA & ORIFERIRIEN, 1T AEXR
TeL TERNVL D, M

Supply Chain

The sum total of arrangements between manufacturing
sites, wholesale and distribution sites that ensure that
the quality of medicines in ensured throughout
production and distribution to the point of sale or use.

YA F =

(A fE SN THOHBIRGE I S
5 FE CTOPEBRIZIN T, EIHLOSE D
REND Z EEMHERIZT D20, BEDAHL
M OVENGE « Wil OB IR DO OHLY Ped DR
(L8

System Administrator

A person who manages the operation of a
computerised system or particular electronic
communication service.

VAT LEHE

OB a— VAT KRR EDEAEET—
EADEHEZEHT HH,

14. REVISION HISTORY
14. KET B
Date Version Number Reasons for revision
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Footnote 8
I 8

The use of scribes (second person) to record activity
on behalf of another operator should be considered
‘exceptional’, and only take place where:

e The act of recording places the product or
activity at risk e.g. documenting line
interventions by sterile operators.

e To accommodate cultural or staff literacy /
language limitations, for instance where an
activity is performed by an operator, but
witnessed and recorded by a scribe. In these
cases, bilingual or controlled translations of
documents into local languages and dialect are
advised.

In both situations, the scribe recording should be
contemporaneous with the task being performed, and
should identify both the person performing the
observed task and the person completing the record.
The person performing the observed task should
countersign the record wherever possible, although it
is accepted that this countersigning step will be
retrospective. The process for a scribe to complete
documentation should be described in an approved
procedure, which should; specify the activities to
which the process applies and assesses the risks
associated.

D AR — 2 — 2o TIEE 2508 530
ﬁ%{%*%)WE% M) & R7e &
., L TFo% BEET/\%TZ@%

o LRI DI LTk, WESIEEINMGRIZ
IbENb, BlziX, BEANL—F—|C
K274 I ADELEE,

o LM ETIZAZ v 7DV T T —/FFED
HIFRIZKHST B0l FlxiX, HHIEE
N R —H—|Z K> THEITI N, Gl
ﬁ’i%xl/\ FLERT Y A%E, ZOX )k
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