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1. DOCUMENT HISTORY
1. XEBRE

Adoption by Committee of PI 041-1

1 June 2021

Entry into force of PI1 041-1

1 July 2021

2. INTRODUCTION
213 DIz

2.1

PIC/S Participating Authorities regularly
undertake inspections of manufacturers and
distributors of Active Pharmaceutical Ingredient
(API) and medicinal products in order to
determine the level of compliance with Good
Manufacturing Practice (GMP) and Good
Distribution Practice (GDP) principles. These
inspections are commonly performed on-site
however may be performed through the remote
or off-site evaluation of documentary evidence,
in which case the limitations of remote review of
data should be considered.

PIC/S IZBI¥ 24 2 RtkBI%, EFLAD
FR43 (APT) RO 3E 5 oD B 38 O GE 812
%t LT, GMP (Good Manufacturing Practice) <°
GDP (Good Distribution Practice) @ J&HI|-~D i
ALV T A0, EFICELSE S
fTo T35, ZTNHOEET, BHFITA Y
A N TITOI S0, FELERHOFHNZ Y T —
FAZAT7HA FTITOZ b HY . 2D
AT =%V E—FCLEa—7F52 ¢
DIRF{AEBET DMEND D,

2.2 The effectiveness of these inspection processes is | AL 1+ 2 DA LML, BLEFICERIE S
determined by the reliability of the evidence DIFVEREOEEME, 2F Vb T —4
provided to the inspector and ultimately the DA F YT 4L >TIRESD, BES 0
integrity of the underlying data. It is critical to AT, BEER. RS L
the inspection process that inspectors can - et At e 1 e
determine and fully rely on the accuracy and f%@gﬁﬁ MR O5ES ﬁ‘%’*”lﬁf L%%?m ° L‘\
completeness of evidence and records presented BIROFEE T O L PIHFRICEET
to them. LoYaP

2.3 Data management refers to all those activities T—H R A ME, T EROP OB

performed during the handling of data including
but not limited to data policy, documentation,
quality and security. Good data management
practices influence the quality of all data
generated and recorded by a manufacturer. These
practices should ensure that data is attributable,
legible, contemporaneous, original, accurate,
complete, consistent, enduring, and available.
While the main focus of this document is in
relation to GMP/GDP expectations, the
principles herein should also be considered in the
wider context of good data management such as
data included in the registration dossier based on
which API and drug product control strategies
and specifications are set.

WZFENE SN D TR TOIRENZEE#ET 5 H DT
by, T—=FR)— IFk, HE, BFX
2 VT A EREEND, Ty RT—Fv R
AU NTT T 0 A%, WEEERICLY A
B FRER SN DT RTOT — X SWEICE Y
522, V9 RT—=E<RXIRALNTTIT
S ALY, T2 OImENE, CHIFME, [FRE
FOERME, JRARME, IEREME, ek, BN,
KigihE, ATHMEZERICT 2HERH D, K
DO FIRIE GMP/GDP O ICBEHE L= & D
ThoHn, KEOFANX, 7y NF—F <%
AU RNTTIT 4 AL LT, (AP L OMUA
EBT DO DR - kO N—R LD
B EEICEENLI T — X2 ED) b o
EIRVEIFHTHEBEINHIRETH D,
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2.4 Good data management practices apply to all T RTF—H~<RI A NI T 7T 4 AL,
elements of the Pharmaceutical Quality System EFE S AT AOT T OESE |2 X
and the principles herein apply equally to data N5, LT, 2ol In W aJEd|
generated by electronic and paper-based systems. 3. BT AT AR — 2 2T AT

s T —2 I LLEH IS,

2.5 Data Integrity is defined as “the degree to which | & —% A T 7 VT 41 [5—FNBNELETH
data are complete, consistent, accurate, n., —EMERHY. FTHETHY ., EHTX,
trustworthy, and reliable and that these BT . hoOF—X2 D5 OEMERT —
characteristics of the data are maintained P 0/) S5 4 7 YA B L CHE S AT
throughout the data life cycle”.! This is a s ) T e
fundamental requirement for an effective gy ’E? s j;L;C "o 2 ?IE;'?% e A
Pharmaceutical Quality System which ensures EN Ei E'EO) el %ﬁ?;% i j: DI Z) bOT
that medicines are of the required quality. Poor HOB, T—=HA T 7 IVT 41 R
data integrity practices and vulnerabilities EIEGIE S AT DOFERN 2B TH 5,
undermine the quality of records and evidence, BHRAT—EZA LT ITVT 4 T3 T 4 A
and may ultimately undermine the quality of SOfEESME L. BRI E AR T S8, &
medicinal products. SR I E RO W & F S5 ATREMED

H2,

2.6 The responsibility for good practices regarding TR XA NOT =2 AT VT
data management and integrity lies with the ST ATy RS54 AOBEFIL. &
manufacturer or distributor undergoing B2 5T B RITE Y F VTR H D, B
inspection. They have full responsibility and a %: B 2 —_ N R
duty to assess their data management systems for ;%ﬁ% gﬁgg%?%; . f :7\;) ;)f ;};;
potential vulnerabilities and take steps to design 7 - + f AT f s ? .
and implement good data governance practices to T (7\ ArbLLT i& 4) f 77V T A %%%
ensure data integrity is maintained. R 272 575 2 Ty RTF—=F N AT

T 0T 4 RxigEt L, Ehit 5o OFEE
HLODEBEMLERBR DD,

3. PURPOSE

3. BH

3.1 This document was written with the aim of® REX, UFZEE LTERSIN

3.1.1 | Providing guidance for Inspectorates in the Ty RF—Z <3 A MCE#ET 5
interpretation of GMP/GDP requirements in GMP/GDP B ORI . o O£ D FEHi 12>
relation to good data management and the conduct |\ #EE|CH A XL R BT S .
of inspections.

3.1.2 | Providing consolidated, illustrative guidance on (AEF] VAT R—2D =3 o —/ Lk
risk-based control strategies which enable the 2B A A CERBR /e b A X v A A it
existing requirements for data to be valid, FHLLHIT. F—ERNELT. =T, (E

! “‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018

% B ek 3
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complete and reliable as described in PIC/S HTEHZ L&, £ 9 (GMP? O GDP3 D

Guides for GMP? and GDP” to be implemented in | pIC/S 4 & > A IZRREH STV D) LT D

the context of modern industry practices and b AEN A | e DEFUBITFO V1 — UL

globalised supply chains. LEYFSAF oy DR CERTX 5 L 9
2T HHbDTHD,

3.1.3 | Facilitating the effective implementation of good (ARFEIX) HFAY7 GMP/GDP #2200 F ) &
data management elements into the routine EWEiz, Sy RF—2 <X A NOHESE
planning and conduct of GMP/GDP inspections; . AREICEATES L SICL
to provide a tool to harmonise GMP/GDP GMP/GDP &EZDFHFICE T 5 Y — L 2t
inspections and to ensure the quality of L = . 9
inspections with regards to data integrity L/‘HﬂT . ﬁ;4 77 VT 4 DI DN TO
expectations. E%‘%@DDE%EE{%‘@_%) f:&b@ %) @T&)éo

3.2 This guidance, together with Inspectorate AFEIL, aide memoire P D HE R Y V) —
resources such as aide memoire, should enable the | = L —&# |z AEEEr )3 A 22N 4 i L 2 76
inspector to make an optimal use of the inspection | | g2 HicF—2 A T YT 4 DEFESL
time and an optimal evaluation of data integrity v ) 2 i - <
elements during an inspection. RBICFHITE 2 89 12T 20 0TH L.

(R : BEEAOTI &,
https://picscheme.org/en/publications | &&= 41
W5, ]

3.3 Guidance herein should assist the Inspectorate in | & ZICFEEHE SN TCWB T A X AT, BEE
planning a risk-based inspection relating to good | 78y RF—H < %2R KT T 7T 4 AT
data management practices. DNTY AT Re— AR EL A T 5 I BT

LHBHDOTHS,

3.4 Good data management has always been Ty RF—HF<3x A MEI, BT,
considered an integral part of GMP/GDP. Hence, | GMP/GDP D AR B[R 7¢Bi3% L& 2 T X
this guide is not intended to impose additional oo LIERo T, AEL, HExeaticn
regulatory burden upon regulated entities, rather it 7 2edR] ORI EIET S OTIE AL . T L
is intended to provide guidance on the et e s s R
interpretation of existing GMP/GDP requirements 61;&*)5 g;¥ﬁ@7 . 572\ SALNTTIT
relating to current industry data management S ACHS LT, U Rl 7 %‘f% % GMP/GDP %
practices, 1 ’%ﬁ’ﬁﬁﬁ—é T2ODHA X AT A

EEERLTWS,

3.5 The principles of data management and integrity | 5 — X~ AL " &T—F AT 7V T 4
apply equally to paper- based, computerised and OFANT. R—ADT AT A, T B a—
hybrid systems and should not place any restraint | b ZF I AT RO 2T AL
upon the development or adoption of new . ) 5 = HIE £ f
concepts or technologies. In accordance with ICH CEASNDBOTH Y H LB LT

2 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, 5, 6, Part
II chapters 5, 6 & Annex 11
3 PIC/S PE 011 Guide to Good Distribution Practice for Medicinal Products, specifically sections 3, 4, 5 & 6

é%%% R oAt S s
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Q10 principles, this guide should facilitate the DFESCEHZGT 56D ThoTIEHLR D

adoption of innovative technologies through 720N, AL, ICH Q10 OJFEANIHE- T, #k

continual improvement. e R T D FORTR e Bft OER A 2 SC8E 9
5HOTHS,

3.6 The term “Pharmaceutical Quality System” is zlii“c T, TEELEE AT L] EWHH
predominantly used throughout this document to | Z& % A2 |2 fF > TV B 25, Z2U3AnE B AR %
denote the quality management system used to r/sfj!é L. BT A7l S5 SR
monagend i qully st Wi e | %71 5, G BB

[=IN=1
predominantly by GMP regulated entities, for the % TEESE AR B ;AJ L5 MEEE I N
purposes of this guidance, it should be regarded as ﬁﬂ? LTRDA, Ak ;}E I3, GDP Bl S
interchangeable with the term “Quality System” HRFEAHL WD BV AT L) ERFEE
used by GDP regulated entities. FIRTHEDET D,

3.7 This guide is not mandatory or enforceable under | A%, @K TIL7e < | ERICESHTHIT
law. It is not intended to be restrictive or to INALOTHARY, AZE, EERL&ROTE
replace national legislation regarding data PR (72 B API) OELTESEE K QR 3
integrity requirements for manufacturers and EOABEHIBLEY . S AT T
distributors of medicinal products and actives . . .

z E 5| PN K -
substances (i.e. active pharmaceutical A O)%ﬁ: < Eﬁﬁ‘f) 7 03 ik %{i‘ E'\\?— é =
ingredients). Data integrity deficiencies should be LEE I;Eb VeV, T A ‘/74 7V 74
referenced to national legislation or relevant DKz f5 ffﬁ@-ﬁ— BEZAENEN WHEX‘@ PIC/S
paragraphs of the PIC/S GMP or GDP guidance. | ® GMP A % > A XX GDP A # > A DR

WNT 7T 7 2BRINETHD,
4. SCOPE
4. 36 At

4.1 The guidance has been written to apply to on-site | AL, i (GMP) {58 K& ONiti@E (GDP) 1
inspections of those sites performing gjj 7-21—} FSPE~DF YA NELTHET S
manufacturing (GMP) and distribution (GDP) ICHERR ST, AEICTTR SN TV AR
it The prls U O 45 | 1557100

=y R x4
lifecycle. The guide should be considered as a ‘ﬁﬁ < %Eé‘j‘ i’f i, A %);Ejﬁ _ = F;E‘
non-exhaustive list of areas to be considered i@zgﬁ—l\fﬂﬁﬁ‘@ LTS DITIIRNZ &I
during inspection. METLHZ L,
42 The guidance also applies to remote (desktop) AEIX, BE (GMP) 1EE) & OViLiE (GDP) Ik

inspections of sites performing manufacturing
(GMP) and distribution (GDP) activities, although
this will be limited to an assessment of data
governance systems. On-site assessment is
normally required for data verification and
evidence of operational compliance with
procedures.

BEAT> TOHHEA~D Y T— b (T AT |k
Y ) BRICLAATE 20, Thidr—4
ﬁﬂ%yxyx?A®7txfy%’@Eé
N5, 7—XORBGRERC, EBENTIRICHEA

TWDHZ LD (DOfEER) 12iX, %%zlv

A RTBEAA FRMELRD,

é%%% B ek 5
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43

Whilst this document has been written with the
above scope, many principles regarding good data
management practices described herein have
applications for other areas of the regulated
pharmaceutical and healthcare industry.

AE EFEOwE R CrERR STV 5 03,
CZICREENTWAE Sy RF—Z <3P A
YT 0T 4 ADE L OJFEAN, Bl T
&I G L OV A 7 T EESE O O FEIRIC T 16
Htx5,

4.4

This guide is not intended to provide specific
guidance for “for-cause” inspections following
detection of significant data integrity
vulnerabilities where forensic expertise may be
required.

AEIX, 74 LYy 7 OB P 0
WML D KO BBEReT—2A T T VT
74 DFEFHENA B SN -%IZfThbiu D Tfor-
cause| AZ% GEMNALR) (T OV TOEARA 72
R AT D O TIEZR,

[FRIE : AT 4 TIRIEENT=7 7 A V&
Y725 & U TR 2 807, ]

S. DATA GOVERNANCE SYSTEM
5. T—BHANFUVARAYRAT A

5.1

What is data governance?

50 T—=HFHF L 2L1E?

5.1.1

Data governance is the sum total of arrangements
which provide assurance of data integrity. These
arrangements ensure that data, irrespective of the
process, format or technology in which it is
generated, recorded, processed, retained, retrieved
and used will ensure an attributable, legible,
contemporaneous, original, accurate, complete,
consistent, enduring, and available record
throughout the data lifecycle. While there may be
no legislative requirement to implement a ‘data
governance system’, its establishment enables the
manufacturer to define, prioritise and
communicate their data integrity risk management
activities in a coherent manner. Absence of a data
governance system may indicate uncoordinated
data integrity systems, with potential for gaps in
control measures.

T—BHNF R, T—EA T TIT
o FRAET % 7o OIS 5 M FHEORRIA
Thbd, ZTNHOWEFFREERT, 7—X

DN, AR - ROEE  ALER - {RAE - RRIR - &
NHEOTar A 7x—~v b, HIZH
NobT, T—=HTA T A7V EBLT,
eI, JmEME - HIBEE - [FIRFRCERE - AR
P - IERENE - et - —B M - ket - W
WobHsiEkE 2%, [T—FHRF Ay
AT N BEBT D EITENEETIE D
N, ZOVAT LEMSITHZ LT, flkk
FIX, T—HATITIVT A DY RAT Y
Ay MNEBEER B L HIETERL, #
SNANLZ DT, IBETHZENTE D, T7—
BHNF U A AT BRI N T A
T VT 4 VAT AROFENRTN T, 3
s — LV HRICBRENE U DA REER S 5,

The data lifecycle refers to how data is generated,
processed, reported, checked, used for decision-
making, stored and finally discarded at the end of
the retention period. Data relating to a product or
process may cross various boundaries within the
lifecycle. This may include data transfer between

T=BIFATHAL TN, T—ENREDLD
AR S, AE s, miEsSh, Fev 7
S, BRIRECHER Sh, REFESH, &K
HICIRAAIIRIRE TIRHCREIE S LD 2>, 2R
HLDOThD, WELT nw R FHT 5T —

% B ek 6
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paper-based and computerised systems, or
between different organisational boundaries; both
internal (e.g. between production, QC and QA)
and external (e.g. between service providers or
contract givers and acceptors).

VL, FDTA 7Y A T IVOHFTHiA 7 5E 5

B AGAENRD D, Ui, f—AD
VATAE AU =R AT AEDRD
T HERERC, AR (B AE, B, QC,
QA D) L UA (Bl 21X, —Ev A7 1
WA B —D], IIZFEE L =it DM
DI DA OEER % F 1o\ E T — ZHEREN
HEND,

52

Data governance systems

52 T=HAHNRNFUARAVAT A

controls over the data lifecycle which are
commensurate with the principles of quality risk
management. These controls may be:

e Organisational

- procedures, e.g. instructions for
completion of records and retention of
completed records;

5.2.1 | Data governance systems should be integral to the | 5 — % H 3} 2 25 A, PIC/S D
Pharmaceutical Quality System described in GMP/GDP 5 A X > A IZZRH I N TV B ESK
PIC/S GMP/GDP. It should address data LR 25 MIARFIR R S DTh D, F—
?}fvncfrship throug&mut tlzle lifec.ifcl.e, anc% consider BHARF VAR ATF ALY . TATHA Y

e design, operation and monitoring of processes . e . o .
and systgéms Ii)n order to comply witltlgthel;rinciples L TT — 5 A—J— v /7 7’%" B 58T
of data integrity, including control over 'ié L&blc =2 AT 7 )T 4 DA
intentional and unintentional changes to, and (A9 & 9 I, TREARPVAT LD
deletion of information. wat - #wH - B AR 2, T2 A 0T

7V 7 4 QAN AR XER -
TEHE - HERL2WE S dokvn=a s b
2=/ NEEND,

5.2.2 | Data governance systems rely on the F R HRNF U A AT MIIX, mIcERE
incorporation of suitably designed systems, the SNV AT A, FIFORB., ROTF—Z+
use of technologies and data security measures, ¥ o UTF 4 HEAEY AT - & ARAIRTH
combined with specific expertise to ensure that ) F T AR A L R RO —H A
data management and intf:grity is effectively LTI T DRE T b o — LA e
controlled. Regulated entities should take steps to =l 74 o : i / - N
ensure appropriate resources are available and (2T DRI A G DE D, fﬁ\ﬁﬂﬁ%/ﬁ\
applied in the design, development, operation and | fEi%. #Y)e ) Y —AZHE L, 7 =X AN
monitoring of the data governance systems, F A AT LOFKET - BFE - EA - BRI
commensurate with the complexity of systems, EHTAF-DOOFEERPECARXTHSL, T
operations, and data criticality and risk. — BTN F A RAT ME, VAT A, ER

DEMES . T—HHEER T —F VAT
BoltbD 35,
5.2.3 | The data governance system should ensure T BT A AT AT LBy R

<3 A FOJFERNZ Ot\7*57
A THA I NVIHTDHary ha—/LEfRIEIC
TREThHDH, a2 ba—LOfZLLIFICZE
T

o MMM (= b
- FIE, B, REROTZAFIERTA

72—/

% B ek .
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- training of staff and documented
authorisation for data generation and
approval;

- data governance system design,
considering how data is generated,
recorded, processed, retained and used,
and risks or vulnerabilities are controlled
effectively;

- routine (e.g. daily, batch- or activity-
related) data verification;

- periodic surveillance, e.g. self-inspection
processes seek to verify the effectiveness
of the data governance system; or

- the use of personnel with expertise in data
management and integrity, including
expertise in data security measures.

Technical

- computerised system validation,
qualification and control; automation; or

- the use of technologies that provide greater
controls for data management and
integrity.

L 7 RiC DR E T 155,

- T=HDOEREAKGRITONWTD AL
T~DhL—=2 7 ROELSH
T2 7F ],

- T BHNFURAVAT LD, &
DE DT —F AR, - Gk - LHE -
g - HINDD, F2, ED XD
(NI i DG T /S IE S ) Rl I N
—VENDINEBET D,

- HEWRT—XRBEEWI X, BZD
L Ry FZTE, TITaET 4T
%),

- THIRRESR, BlzE, T—F AT
VAVAT LAOFMEERGRET D728
DHCOCRKR Y vt A%,

- TRV RANROT—EA T
70T 4 2T A EMEM A AT D4k
BoOER, T—ZtX2 ) 7 0 xED
BRI & G T,

o Ay (= br—i1)

- O P a—HT AT AR TF— g
v, ARG, =2 he—, F—
PRA—=Trm3 2,

- TRV A NROT AT
TUVF o Day ha— it 55
WrOFIH,

524

An effective data governance system will
demonstrate Senior management’s understanding
and commitment to effective data governance
practices including the necessity for a
combination of appropriate organisational culture
and behaviours (section 6) and an understanding
of data criticality, data risk and data lifecycle.
There should also be evidence of communication
of expectations to personnel at all levels within
the organisation in a manner which ensures
empowerment to report failures and opportunities
for improvement. This reduces the incentive to
falsify, alter or delete data.

NIRRT —Z HRF U A 2T LTI, %)
RBRT —HHNRF AT T 7T 4 A ()
PR EATED (B 6 BRI, T— X H
P T—HVRIFROT—H T4 T A
IR A E DY D Z L DOLENEE

te) lZxtd 2 EARAE PR O BE L N2 X v B
AU REPRENDLDTH D, F=. BN
DFTRTOL~ULOHEIC,  [(SE2Y) HiFF
THE BBV ETHD, i

%, RS EOHS ZHRET 22 XU —
AV NEMEICTD LI R HETIThRS,

ToOWVoZ itk THELSA K
- HIBRT 2 B AT B,

% B ek 8
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525

The organisation’s arrangements for data
governance should be documented within their
Pharmaceutical Quality System and regularly
reviewed.

MR DT — 2 H T 2B B U IE
X, EELWES AT LAOPTLENL, E
WIMICRET RXETh S,

53

Risk management approach to data governance

53 T=HAINRFLURADI) AT FX AL ST Tua—F

5.3.1 | Senior management is responsible for the HRAEFRNT., AT AR OFEIEEAEAN LT
implementation of systems and procedures to — 2 AT T VT IR AEER ) R
minimise the potential risk to data integrity, and B NRICHIZ 5 & & Hic, ICH Q9 DJE A
for ider;tifyitr}g Cthe (gagsidcual risk, Cl}lsing th;: u BTG 27 A e+ 2 8148 )

rinciples of ICH Q9. Contract Givers shou PR N RN
gerforlr)n a review of the contract acceptor’s data %‘ﬂf‘:‘jéﬁf%&f‘ (R ﬁ@} /,\_/ 7 _%ﬁi7 -
management policies and control strategies as part 7 7\ AO—BRL LT, %#‘@igﬁ%@T —J¥
of their vendor assurance programme. The AR A hr— Ui A L E
frequency of such reviews should be basedonthe | = —F XETHoH, ZDX IR L E2—DH
criticality of the services provided by the contract | &%, U 227 <3 A v FOJFHI| (4 10 =R
acceptor, using risk management principles (refer | B2y Z Jiv T, ZKZHEE R RAT 2 9—1
to section 10). AQEEECIESOTRETRE TH 5,

5.3.2 | The effort and resource assigned to data F =R HNF U A ZEN ) YT HH TS EER
governance should be commensurate with therisk | |3 #E BB~ 27 IZHAI LD L L.
to product quality, and should also be balanced DG IEDTERL L DT L R b L YEE
withloth(eltr‘ quality éesource? ge(r}n&r;is(} Sll)l entities 5. GMP/GDP OEHIC L 0 Kl S5
regulated in accordance wit . . ot _ .
principles (including manufacturers, analytical ﬁﬁf\fo)%%% (@%\%%‘ %ﬁﬁ%f . ¥
laboratories, importers and wholesale distributors) US SN fﬁﬂﬁ%:ﬁ i) i3, 72
should design and operate a system which AZNZIEEDWTFFE B 2 b e —/LIREE
provides an acceptable state of control based on ZHleb L, BT ERHMBME & HIT3GE
the data quality risk, and which is documented fbEnd o7 AT L& L, EHIT N
with supporting rationale. xThh,

5.3.3 | Where long term measures are identified in order | BF L\ a L b —/LIRREEAER T 572D D

to achieve the desired state of control, interim
measures should be implemented to mitigate risk,
and should be monitored for effectiveness. Where
interim measures or risk prioritisation are
required, residual data integrity risk should be
communicated to senior management, and kept
under review. Reverting from automated and
computerised systems to paper-based systems will
not remove the need for data governance. Such
retrograde approaches are likely to increase
administrative burden and data risk, and prevent
the continuous improvement initiatives referred to
in paragraph 3.5.

FEHIMHEENRESINTGE, BEREZE
ML, VA7 ZEET 5L LB, ZOHF)
WEERTOIVERD S, BEHESY X7
OEFNEN AT N MBNZ /e D & X, BET
— R AT VT 4 VAT & BREERR S
Z, WV Ea—3XR&Thsb, HEMELI A
T LR 2 —F T AT A B —
ADVATHIRLTH, T—FHNF R
DBPENR 72 72 DD TiERWY, Z0X)
7o (BEMbOWNIZ) W T3 57 S e—F

. EEEH EOBHRLET —X U AT BHK
S, FISETS R I TV Dk 7edk
BA =T F T HWT D RREMEA R,
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5.3.4 | Not all data or processing steps have the same T RTOT —FRCUFL R T o 7B O VE

importance to product quality and patient safety.
Risk management should be utilised to determine
the importance of each data/processing step. An
effective risk management approach to data
governance will consider:

e Data criticality (impact to decision making
and product quality) and

e Data risk (opportunity for data alteration and
deletion, and likelihood of detection /
visibility of changes by the manufacturer’s
routine review processes). From this
information, risk proportionate control
measures can be implemented. Subsequent
sections of this guidance that refer to a risk
management approach refer to ‘risk’ as a
combination of data risk and data criticality

RBH DL RIZIR CHEMZFF O Cide
VW, ENENDOT —HCUBLR T » T DEE
PEZHMr+ 57201, VAR T A M
HHIRETH D, T—FH T ATKT
LB AT~ XA N T T a—F %
UTF%ZBETDH :

o T —HEEE (BREIESCHME~D
),

o T—HUYRT (T—HDLIASHIBRD
e BLEEFICBIT2EMM /L E 2
— 7R LY EFE AR - "I LT
X5 AEEME) . ZOFHRNL, U AT
S A= =i iy - ¥ e £ ab Nl
LR TEDL, AEOZDHEOET, U

concepts. TR A RNT T —FIZE L LT
LIS, TR L, =2V RID
WL T — 2 BEEOHMSOMAE DY
ZELTWD,
5.4  Data criticality
54 F— s EEE
5.4.1 | The decision that data influences may differ in T AN R G 2 DA E OEEMT

importance and the impact of the data to a
decision may also vary. Points to consider
regarding data criticality include:

e  Which decision does the data influence?
For example: when making a batch release
decision, data which determines compliance
with critical quality attributes is normally of
greater importance than warehouse cleaning
records.

e  What is the impact of the data to product
quality or safety?
For example: for an oral tablet, API assay
data is of generally greater impact to product
quality and safety than tablet friability data.

228 e, £-F7—2NERIEICE 2
HEBORE GRS, T — X HEEZOWN
TEETREILITFTOEY TH D

o TOTFT—HITED LD BRI EITHE
BHZBHDN?
FlIZIE, — iz, Ny FI U —R%
HIWT 2 BEOBERARWEBE~OME A &
WETHIDDOT—H L, BEOTERT
LV L REFETH D,

o T—Xit, HEDONERRZEMZED XL
VIREND DI ?
Bz X, BOSEANZ OV TD IR, — %
BIZIE, IO T — 2 1%, SERIOf
WetET — 2 L0 O SE &AM
REREENRD D,
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5.5 Datarisk
55 T—XURJ

5.5.1 | Whereas data integrity requirements relate to all F—=B AT T VT f OBEHTTTO
GMP/GDP data, the assessment .of datg criticality | GMP/GDP & —Z |ZBE L TV AN, F—#
will help organisations to prioritise th61.r data FEELZ TV ZAL M52 L%, RS
governance effl(l)rtsl.d Tbhe dratlonale f(c)lr'thls ; — B H R ADER Y ML ER 2 o
prioritisation should be documented 1n accordance ) 4L <te - o
with quality risk management principles. é Eﬁ;@]\_’rxﬁ_’)o‘ - O){%%JH’E{MH 07:/@1‘5%%@\

nE Y A7 w32V A FOFHNCHES TIE
fLEnz <& Ths,

5.5.2 | Data risk assessments should consider the F—=HYRTTEARA L NTIL, @BRIZELS
vulnerability of data to involuntary alteration, IS - B - (EECUTE X 2 U T
deletion, loss (either accidental or by security L 5) 2k - FEER - R0 S AR
failure) or re-creation or deliberate falsification, L5 — X ONEEIE. B ORFE SN o 4T A D%
and the likelihood of detection of such actions. e ngﬂ 5 6 iﬁ#i’ -
Consideration should also be given to ensuring SRR i °] :‘M\K PR
complete and timely data recovery in the event of | 7% &y TERIMOI A L A) —ZT7 A &RIET
a disaster. Control measures which prevent 50, bBET D, FFAIORWEE) AR
unauthorised activity, and increase visibility / L. AIEME - 2 s o ko= b
detectability can be used as risk mitigating — VR ZE ) A7 IKEHE S L TR TE 5
actions. ThAI,

5.5.3 | Examples of factors which can increase risk of F—HAEEDY AT EELTAHERIL. #lz
data failure include processes that are complex, or | | ot 23 EME T —BMERRL . D
inconsistent, with open ended and subjective GEBNF oy BT, CHIERS) EBIRY
outhmes. Sirrﬁ)g: groc(fsseds v&t/)lth ta.lsks1 Wl(;ich e | sy 2 AL 2 L EEERD Y . BEICE
cons1sten§, well defined and objective lead to XL BRI H A ;TT%EJZ SNAHL LT

= N
reduced risk. ABTEEAE, U A7 DRI 5,

5.5.4 | Risk assessments should focus on a business VDRI TEHAA MI, BEVRAT o EX
process (e.g. production, QC), evaluate datg flows | (fsi] : #i3% . QC) IZHES AU T, F—Z D
and the methqu of generating and processing NOF — 2 DR « AR EA ST % & 0
data, and no;]lust consllder 1nf0rmallt10n technology T D IT AT AOMSHEEM S 721 5 2
(IT) system functionality or complexity. Factors ; . < N
to corfgider include: v plexiy )E-Eﬁ‘é bOTIAY, FET S ERELUAT

DIBY Th D :

e process complexity (e.g. multi-stage ) . -
processes, data transfer between processesor | © 7 H TAOEMES (B : ZEPEICDID
systems, complex data processing); IrkA Tk ATV AT AMOT

— 2Rk (OFE) | EMERT — 2L

e methods of generating, processing, storing )
and archiving data and the ability to assure
data quality and integrity; o T HEARK AF - KB T—H AT

N NG - =1 I N

e process consistency (e.g. biological ?féji% K U\:T EE’E‘ &7
production processes or analytical tests may 77 VT 1 mfREEd 2 he
exhibit a higher degree of variability o TOLRAO—EM ] WS
compared to small molecule chemistry); b 2R ﬁ%ﬁ%ﬁlj 1 [0 LR e

AR IL, K z
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e degree of automation / human interaction;

e subjectivity of outcome / result (i.e. is the
process open-ended vs well defined);

e outcomes of a comparison between
electronic system data and manually
recorded events (e.g. apparent discrepancies
between analytical reports and raw-data
acquisition times); and

e inherent data integrity controls incorporated
into the system or software.

T, LV EWEBMEZ R ARENED &
D)o

o F—hA—TaroiRE, AMOB5T
DFERE

o fKIRRE - SR (ZEET DR oE#E
M (Thbb, TukAnt—7r o
RTHLD, XIFPEICERINLTND
) 6

o EFIVATLODOT—HXLFIEETRES
IUToA X b % bl LTS5 (1] 2 9
LAR— ~ EET —Z RGO R G 2
HZED B 5)

o VATAXNIIV T FUTITHED
FIAENTNWDT =X AT 7 VT 4
v hue—J,

5.55

For computerised systems, manual interfaces with
IT systems should be considered in the risk
assessment process. Computerised system
validation in isolation may not result in low data
integrity risk, in particular, if the user is able to
influence the reporting of data from the validated
system, and system validation does not address
the basic requirements outlined in section 9 of this
document. A fully automated and validated
process together with a configuration that does
not allow human intervention, or reduces human
intervention to a minimum, is preferable as this
design lowers the data integrity risk. Appropriate
procedural controls should be installed and
verified where integrated controls are not possible
for technical reasons.

a2 —H b AT LDV AT T AR
N Fae AT, ITVATLAEFEEXDA v
B =T A AEBETLHLENDD, a0
2 =S AT LN F— g UIETTIERT
— A AT ITVT A DY AT ETFF5Z LI
T B0t Lty ez, NUF—h
SNV AT LT — X e fET LRI —
P—2 (ZFONEIZ) FEMADHI ENTE
HGER. VAT AMAREDE 9 IR S
NTWDEAREIZIR > TN T —hEnT
WRWGETHh D, ERICAEES, AN
F—hrENET v RT, AOIAEFFSR
WENRIZIN 2 5 K9 ISR E STV
WX, =2 AT 7 VT4 VAT EFIF5
HEHTHDE VR, K0FFE LV, Hifr7
HETay be—LE2RAETER20WEAIT.
WO FIER = b — VA28 AL, WREET
DVENRDH D,

5.5.6

Critical thinking skills should be used by
inspectors to determine whether control and
review procedures effectively achieve their
desired outcomes. An indicator of data
governance maturity is an organisational
understanding and acceptance of residual risk,
which prioritises actions. An organisation which
believes that there is ‘no risk’ of data integrity
failure is unlikely to have made an adequate
assessment of inherent risks in the data lifecycle.

TEEIT, SLHEBZ AL ZHWT, (&
Ho) arre—bra—FHEEIVE
FLWAERDS DRI R Z 40T 5 2
THVEND D, T —F TN ADREAE
Zond 1 DOFRIEIE, BRAFY A7 flfke L
THMEL ., ZIFANTWENE I NTHY .
FRUTHEASNTT 7 ¥ a3 » OESENEN SR E
IND, T—EA T TV T4 EED [ R

% R &tt 0 12
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The approach to assessment of data lifecycle,
criticality and risk should therefore be examined
in detail. This may indicate potential failure
modes which can be investigated during an
inspection.

7720 EELTVWAHIT, 72747
YA T NVICHRIET DY A7 2N 7' A A
¥ R LTCWARWAREMED &, L7223 > Ty
T—=HTATHA I, T—HEEEROT
— B YR ETHAA L "N HT T —F%
FERICAR D VERH D, Tk, &%
AT R ZBERN 2 RER o0 b Z &
Hd D,

5.6

Data governance system review

56 FT—HHNNFLUALATADL Ea—

5.6.1

The effectiveness of data integrity control
measures should be assessed periodically as part
of self-inspection (internal audit) or other periodic
review processes. This should ensure that controls
over the data lifecycle are operating as intended.

H Ak (NEEEA) S0 e L e a—7
nt ALY, T—FA LTIV T 4ar b
0 — VTR OB RIS T A A b
TRETHD, UL, 7—FI714 7%
A I NEBRICDEay ha—LRER L
ERBVICTHERET D Z L ARIICT D,

562

In addition to routine data verification checks (e.g.
daily, batch- or activity- related), self-inspection
activities should be extended to a wider review of
control measures, including:

e A check of continued personnel
understanding of good data management
practice in the context of protecting of the
patient, and ensuring the maintenance of a
working environment which is focussed on
quality and open reporting of issues (e.g. by
review of continued training in good data
management principles and expectations).

e Areview for consistency of reported
data/outcomes against raw entries. This may
review data not included during the routine
data verification checks (where justified
based on risk), and/or a sample of previously
verified data to ensure the continued
effectiveness of the routine process.

e Arisk-based sample of computerised system
logs / audit trails to ensure that information
of relevance to GMP/GDP activity is
reported accurately. This is relevant to
situations where routine computerised
system data is reviewed manually or by a

ACRBTIE, BHIRT — S iET =
Bl AL, RoFZE TITFAET 4
SL) AT, SRRy hr—L
FER L P a—d_REThD, FOLHHL
o — O U A END -

o HEBDV Y RT—H<RXTALVNTTY
T A4 ADBREEIZOW T O T =
7, BEEREL, BIZX 7y KT
— A <32 R FOJERE B OV T
ORI L —=2 T L Ea—T2%
ZET) WE R OA— T 7O A
V2B A Y TR R B 4 W SR TR
HEWIBRTEMBIND,

o WHEINT—F - HREAT—H O
GOV E2—, HENT a2 X0
2RI A HEEICT A 72012, (U &
TICHANWT= BB EIZL D) B
72T — A RGET = v 7 ORH L 72> T
WRWT — X KON (LT LLRTICHREE
SN TF—2H I rELEa—LTH
L,

o ILVPa—XkY AT LDOT S - BEAGE
BV 27 R— 2D v, T,
GMP/GDP /&) BE 9 2 [F 25 IEAfE I
WMESIND Z L ERHFITT DHI2OIAT
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validated ‘exception report’®.

e Areview of quality system metrics (i.e.
trending) that may also be indicators of data
governance effectiveness.

V. ZHUE. BEM R a—2{ky
AT LDOT —F & FAEXEXIINY T — |k
Sz MsREE Ylckh e a—
LTCWBHIRMTHEDITH D,

o T—HAHNFUADOHYMEDOFERE L LT
HLEEZDMWET AT AA Y 7 A (T3
bbb, BHE) DL Ea—,

5.6.3

An effective review of the data governance
system will demonstrate understanding regarding
importance of interaction of company behaviours
with organisational and technical controls. The
outcome of the review should be communicated
to senior management, and be used in the
assessment of residual data integrity risk.

F— B NF VA AT AOBEIR L E 2
— DREHENATWSZ L) 1T, &40 (M
k) ATED & AR - Bl = e —r D
FAAEH O EEMENEE STV D 2 L OFE
LD DO ThD, TDOLE 2 —FERIL,
FREHEBICRZ OGNS E LB, T—HA
YT TVT 4 DERGEV AT DT EAA L NT
FHINDRETHD,

6. ORGANISATIONAL INFLUENCES ON SUCCESSFUL DATA
INTEGRITY MANAGEMENT
6. T—BEA T ITIVT 4=RPA Y MRS DD DOMBEDOEES

6.1

General

6.1 —iRFIH

6.1.1 | It may not be appropriate or possible to report an | 2T, MHFEDOITENCEET 2 K [GZ LT 2
inspection deficiency relating to organisational o lEy IRV . R ERE I AN D
behaviour. An understanding of how behaviour Lievs, (ko) T8I0, ()7 —4% 21&
influences (i) the incentive to amend, delete or CEI . X G o g
falsify data and (ii) the effectiveness of procedural i;t/%“gj D g S ;zéé%z%z) 53)\@(’2’2 | ;;YL
controls designed to ensure data integrity, can 7 T A RIS i :ﬂ"x o
provide the inspector with useful indicators of risk ZL: FHERy =2 > b r—y D@ﬁs‘ﬁii‘ i 5‘ A DR
which can be investigated further. BEHMI 5L T, SHITHETNE TR

I oTL D THA I,

6.1.2 | Inspectors should be sensitive to the influence of | HEIE 1L, LA OITENC 52 % 8%
cu.lture on orgaqisatignal jbehav?'our, and apply the | |z 221 L . AEO Z = ICRH I TV
prl'nmples' described in Fhls section of the ' 2RI A ST X Th 5, (RS
guidance in an appropriate way. An effective H7e TRVESTAL] 05— & H 3G v R D7
‘quality culture’ and data governance may be b o 1. o e S
different in its implementation from one location F T S LSRRI Db L

4 An ‘exception report’ is a validated search tool that identifies and documents predetermined ‘abnormal’ data or
actions, which requires further attention or investigation by the data reviewer.

S IBISNREE] LI,
2 VERELIGEHET S, ALY, ToF e —HURT

NUF—FENTERBY =L THY, FRNIHRTEINT B Ty —2T7 7 v

EEzfesh, FHEEZIT,
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to another. However, where it is apparent that
cultural approaches have led to data integrity
concerns; these concerns should be effectively
and objectively reported by the inspector to the
organisation for rectification.

WS, SUERIRIE RSB ST — 2 A T 7
VT 4 DREIZORN > TVWDEE, BEE
%, 26 ORGSR RO KB
WHEL, ESED L2 RETH S,

6.1.3 | Depending on culture, an organisation’s control GG fbic kv, ko= ha—iu)y
measures may be: BT FOWTnme 705 .

e ‘open’ (wl_lere hierarchy can be .challenged . (A —7 ) (R Bk LT
by subordinates, and full reporting of a RNEZHEAE 2 22 LN TX . KRR
systemic or individual failure is a business A g = s
expectation) é?fiﬁi%ggéiﬁg)ﬁ‘é Zene

e ‘closed’ (where reporting failure or " .
challenging a hierarchy is culturally more ¢ i%ﬁﬂé"]i (%E&ﬁ’?&\% LY, ”/:%Vf’ﬁjd:
difficult) P PR T D = & 3SR EE T d

2)

6.1.4 | Good data governance in ‘open’ cultures may be [ F—7" ] B3bz /D 7y RF—
facilitated by employee empowerment to identify | & 5 N> 2|3 EHGLNE L AT AEEL
and report issues through the Pharmaceutical THBEAETE L. BWETL Vo7, E%E
Quality System. In ‘closed’ cultures, a greater DT rT— R / NN éﬂ% e
emphasis on oversight and secondary review may e - PR -
be required to achieve an equivalent level of 77 f%ﬁiﬁ‘jj ff j&u[ﬁﬂfﬁ?ﬂéﬂﬁf %i‘ﬁii
control due to the social barrier of communicating L <7 il ;&:{E A& ﬁ)ﬁﬁﬁ/‘? 8 Biiéb ‘13
undesirable information. The availability of a BT, [AFED = ha—/L LLE ERK
confidential escalation process to senior THOITE, BERS KL Ea—2 LD E
management may also be of greater importance in | T ANERHHTHA 9, T DI D RIRHL
this situation, and these arrangements should Tk, S HRE~OMBEOT A H L —3 g
clearly demonstrate that reporting is actively VIR AERIT AL L LEECHY . S
supported and encouraged by senior management. Vo - HEE IR T 0 S E AN 5 =

&AM AR =R L, BEHILTWDH 2k
AR T NE TH D,

6.1.5 | The extent of Management’s knowledge and T AT TV T BT D B FnEk
undergtaqding of data integrity can influence the CEUEORLE L. Mk OT— XA T T
organisation’s success of data integrity U A Y FORINC R B2 7, P
management. Management should know their o — N i ’
legal and moral obligation (i.e. duty and power) to ?&iﬁi%ii ;;Z ; E%ﬁg?ﬁ??%
prevent data integrity lapses from occurring and A - :z H o R o
to detect them, if they should occur. Management o7z /£%Q&Uﬁﬁm‘aéf { fﬁ‘ﬂ’ﬁ (?—7; & Eb LIRkES
should have sufficient visibility and LHEMR) D Z L AR D REN D D,
understanding of data integrity risks for paper and | #&E &1L, Mt [(N—R]) Larta—2fks
computerised (both hybrid and electronic) N7y REBEBTOW L) V—27 708
workflows. —ZOWT, FT—LEA LTIV T4 DY RS

oAb L, BT 20N B D,

6.1.6 | Lapses in data integrity are not limited to fraud or | & —% A 7 7' U T ¢ &KL, RIETACHK

falsification; they can be unintentional and still

SRS, BERLARNVLOTH-TH

% B ek 15
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pose risk. Any potential for compromising the
reliability of data is a risk that should be identified
and understood in order for appropriate controls
to be put in place (refer sections 5.3 - 5.5). Direct
controls usually take the form of written policies
and procedures, but indirect influences on
employee behaviour (such as undue pressure,
incentives for productivity in excess of process
capability, opportunities for compromising data
and employee rationalisation of negative
behaviours) should be understood and addressed
as well.

VA7 L0 1G%, 7—%OE@EENRERD
NAHAEEOH D HDITT XTI A7 ThH

V., @wERar ha— L EI{TH O, Fih
LaEEWNHL, BT XEThD (53~

55 AL, EHEK T b e — UIEEE,
LELENTFEEOFIEE VS T2EE & D
. EHEB DITEI~D B 72 52 (R e
£, 7at ARENEBZ DEENE~DA v
Yo T 4T TR EUS AT HMS, ¥
BIZ X 2 EKATEI O IE 4 {5%) 12>\ T b B
fR L, XISTHUNENRD D,

level of understanding and commitment to
effective data governance practices including the
necessity for a combination of appropriate
organisational culture and behaviours (section 6)
and an understanding of data criticality, data risk
and data lifecycle. There should also be evidence
of communication of expectations to personnel at
all levels within the organisation in a manner

6.1.7 | Data integrity breaches can occur at any time,by | 5 —% 1 5 7 U 5 ¢ &KL, VWO ThH, &
any employee, so management needs to be OB L > THB X - X5 ATREMEN
Vigi}ant in detecting issues and understand TASONS | % 7 Z (7=, AERRRT. MEEAZ RS
ot the e and implementaton ofcorrenveand. | /-2 HEE BT MILA oo foHify
preventive actions. I, ER R E TR A BT 5 BN &

Do THUTKD, MEARAEL., BE - P
HEAERTED L OICRD,

6.1.8 | There are consequences of data integrity lapses F—H AT T VT BT, R, X
that affect the various stakeholders (patients, FXERRERE (B - SR - R
regulators, customers) including directly RN ST LT | BEDRAMEICE
impacting patient safcty and undermining SR LT | ML R (A 2
confidence in the organisation and its products. — - ey s > oy
Employee awarenes% and understandirfg of these Eﬁ 27V T 5, - DL Eﬁ% EERANE
consequences can be helpful in fostering an Ak L; By 5 Z LT, MEEEET S5RE
environment in which quality is a priority. DB SN D,

6.1.9 | Management should establish controls to prevent, | ‘EFRkIY., T — XA T 7 VT 4 B ET
detect, assess and correct data integrity breaches, | [ « i « TEA AL b« FIETAT-DDO
as well as verify those controls are performingas | + . g —, AHeSrT 5L LB, FhRboa
intended to assure data integrity. Sections 6.2 to VR RN ERGE Y IR L. T (v
6.7 outline the key items that Management should | _ PUE: 7‘21%5 X T 75\1\5%5 Xk
address to achieve success with data integrity. 7 7 A . —

bHo., HFHO2EMNLH 6TETIE, T —4A
YT TV T A ) S D T2 P
DT~ E EEAREA 2T 5,

6.1.10| Senior Management should have an appropriate FREERN T, SR T— 2 RN RS

777 4 A (QEUZ kRS L ATED (5 6 S
By, 7—FEEE, T—FVRAITKOT
— X TA T A NOBREEHAEDED
& DOYENEZETe) (6 D@2 LU D
HfgL a2y hAY NERFOVERS D, M
BANOT X TO LVt EICK LT, KK
RUEOED T RET DT =R &

% B ek 1
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which ensures empowerment to report failures
and opportunities for improvement. This reduces
the incentive to falsify, alter or delete data.

MESRIZT D K9 R GET. HE~DOBFR 2
AT E VIR METH D, ZHITLD,
T A WS A B - HIERT 2B
BN

6.2
6.2

Policies related to organisational values, quality, staff conduct and ethics

AR OAEEL, B A X v 7 O1T% R OMmEIZEEI 5 Tt

falsification, unauthorised changes, destruction of
data, or other conduct that compromises data
quality should be addressed promptly. Examples
of unwanted behaviours and attitudes should be
documented in the company policies. Actions to
be taken in response to unwanted behaviours
should be documented. However, care should be
taken to ensure that actions taken, (such as
disciplinary actions) do not impede any
subsequent investigation into the data integrity
issues identified, e.g. severe retribution may
prevent other staff members from disclosing
information of value to the investigation.

6.2.1 | Appropriate expectations for staff conduct, AHB T OITE), WEA~DII v M AV B,
commitment to quality, organisational values and | [ %% DK OMEERLIZ ST O] 70 1745
ethics should clearly communicated throughout . MR A~TRITEZ A REXTHY | JE
the organisation and policies should be available - AU - R o
to support the implementation and maintenance of o . A e e 11
an appropriate quality culture. Policies should E‘j’f{”‘j— e T Do JTEHL, B %Hﬁk@ Hn
reflect Management’s philosophy on quality, and | = (ZoNT @% A %E@wA LELh f?; (ﬂ;ﬂ
should be written with the intent of developing an | ~~C DIEAD A D24 & Tih O 6 H & 5
environment of trust, where all individuals are 2T A5 Z LICELEAY, SELEZRO X
responsible and accountable for ensuring patient VI EHEERO S LB AR T A L&
safety and product quality. BRLTERTRXTH A,

6.2.2 | Management should make personnel aware of the | & H%kIX. & — ¥ MWEZ RIS EToHE
importance of their role in ensuring data quality OBE|OEEPEL L 312, (B DOIEENIN X0
and the implication of their activities to assuring I 5 1T D SV . HRE DI A DR T B
product quality and protecting patient safety. + 2O EAE ﬁ/’ W XA RE TH D

= (—p o

6.2.3 | Policies should clearly define the expectation of FEFTIE. FEIZEOMEAITEIO S A
ethical behaviour, such as honesty. This should be | piz BT AL E R H S, HEHt, T
communicated to and be well understood by all HEIEZ DI, 4 ICHR S D LER S
personnel. The communication should not be % o ZOBICIE. B SR B IEITFIC L P
limited only to knowing the requirements, butalso | 5 °. « . ... on -
why they were established and the consequences b %'?L fgﬁ%@%{i:éz.ﬂ Dt ?mt DI %
of failing to fulfil the requirements. (53 %{?ﬁff SR TGEITE D 12D, bif

T TIRRALRETHD,
6.2.4 | Unwanted behaviours, such as deliberate data BT —H O S v, FFA[OIRWEETE

T—X DR, FofhT — X WEE B H1T
ZEORFE L RVTENZIE, O TR
THMLERD D, ttokitic, BELLAR
VITERRCREE O 2 SCEL T R&E Th D, &
FLLRWVTENC T 57 7 v a v ECEL
TRETHLN, (ERLSED)T 7 g
N, BESNT=T =% A7 7 V7 4 ORE
IZDOWTDZEDHRDOPFEL LT NI DI
BT OMLENRD D, HlAiX, B LWEENZ X
0. O RH 7 BFRAEIAMED & 515 H %
BIR L7e< 7250 b LLZauy,
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6.2.5

The display of behaviours that conform to good
practices for data management and integrity
should be actively encouraged and recognised
appropriately.

? A SV S N AR &4V%ﬁj?4
BT BTy RTT 7T 4 A otﬁ@%
E L/7Lx_ & % i *a*’ﬁé’] ;'{ﬂﬂﬁb L/ 1@@3 vntu
T REThb,

6.2.6 | There should be a confidential escalation program | =D 58t E FIBICE 2 DN MEDOT A H
supported by company policies and procedures L—aryrual o hEBRIFAEARXTHS,
Whereby it encourages personnel to b.ri.ng THICE Y . BT, R~ O R REME
instances of possible breaches of policies to the N B R . FRSES - L7 . ik
attention of senior management without O . T st
consequence for the informer/employee. The = %Eﬁ%h)’%ﬂ E:d:?‘f < Eﬁ Do LARE I
potential for breaches of the policies by senior FHENT S Ej HEITE woik L Cds < = i o
management should be recognised and a suitable | ¥ \% DX R E DT DI A T
reporting mechanism for those cases should be = ALPHESNLGNETH D,
available.

6.2.7 | Where possible, management should implement AHETHIVUE., FEHERIT. StHoFsroEX
systems with controls that by default, uphold the CEEAE T o hr— L AR DE A
intent and requirements of company policies. TWAY AT AEFEATREXTHS,

6.3 Quality culture

6.3 mEk

e Ensuring awareness and understanding of
expectations (e.g. Code of Values and Ethics
and Code of Conduct),

e Leading by example, management should
demonstrate the behaviours they expect to

6.3.1 | Management should aim to create a work EHIY, BHTA— 7 R EREE (T2
environment (i.e. quality culture) that is OHIE L) O A BRI+ ~& Th 5,
transparen;[1 e;ndf oan, one in Whiih Fe?lrsonnel (eilre % D k5 RBETIE. HBRRT— & OfEHElE
encouraged to freely communicate failures an
mistakesg, includingypotential data reliability B 2\&3?:? ﬁ?; 3/3 fft E% sz ? E%&ﬂﬁ“g > 7/; ?))
issues, so that corrective and preventive actions o S " 2 j" oo o I
can be taken. Organisational reporting structure Rk - TRHEZTR LD Z LTS 5, ik
should permit the information flow between BHlE, T NTO LUV OB DR T @A
personnel at all levels. MNDEIRbDLTRETH D,

6.3.2 | It is the collection of values, beliefs, thinking, and | =i (SE (k) 1. BB, F—20 —4&
behaviours demonstrated consistently by — WEEHOHE. ROT—X B LT —
management, team leaQers, quality personnel 'c.md BA LTI T 4 R A T D R ST
e 1| PSS ORI LD L

‘ RSN AMERL - 157& - BATT - 1TEOf%
KThs,
6.3.3 | Management can foster quality culture by: EHEIL., LTOHECTHE UL EBERK T 5

ZERTES

o [(&tEA] BIfFT DI L (BRI, ﬁﬁ
fi - PRI, 1TEIRIRES) 2RISR
e, HfESE S,

o MEfiZINY, EHIL (BN WifFT
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see,

e Being accountable for actions and decisions,
particularly delegated activities,

e Staying continuously and actively involved
in the operations of the business,

e Setting realistic expectations, considering
the limitations that place pressures on
employees,

e Allocating appropriate technical and
personnel resources to meet operational
requirements and expectations,

e Implementing fair and just consequences
and rewards that promote good cultural
attitudes towards ensuring data integrity, and

e Being aware of regulatory trends to apply
“lessons learned” to the organisation.

LITEN P> THELRE TH D,

o TENCIREICHEMLZ R, FRCEGE
L7=158),

o  FEOEEITHEFCHI NSRBI EE 5
ZDO

o FEHIWRERMIFFL NV ARET D, WEE
BTV y vy —% 52 5 EEET
50

o EBOELRLHIFITIISZDT-OIT, @Y
IRBARTEY Y Y — A RN Y Y — X 2
DYTD,

o T—HALUTTVT 4 HWRIZTEHED
2. LW RIZI o - ReE A4 5 &
7R INETTAIE s 3 & i 2 52814
%)O

o HiloBhmzitE L, MEAZEIN &
MR BT 5,

6.4

Modernising the Pharmaceutical Quality System

6.4 [EHLGET AT 2OERHIE

6.4.1

The application of modern quality risk
management principles and good data
management practices to the current
Pharmaceutical Quality System serves to
modernize the system to meet the challenges that
come with the generation of complex data.

BATOERKLSE S AT M, BFOMEY
AR A MOFAIE Ty RF—4 <3
CAUNT T T 4 ABWMAT A LT, v
AT LEERb L, BT — X DAY
IWEEIZETE DL DI D,

6.4.2

The company’s Pharmaceutical Quality System
should be able to prevent, detect and correct
weaknesses in the system or their processes that
may lead to data integrity lapses. The company
should know their data life cycle and integrate the
appropriate controls and procedures such that the
data generated will be valid, complete and
reliable. Specifically, such control and procedural
changes may be in the following areas:

e Quality Risk Management,
e Investigation programs,
e Data review practices (section 9),

o Computerised system validation,

DB L ERLGE AT AL, T—X
AT T VT LERICORNBY FH T AT
AT 7 e AOF R E TR - it - BIET
EHrrkohborT5, &ttt T—FD7
ATHA T NVEEREL, ARSNDT—FN
AT, BT, FHTEL HLOLRD LD
2. w7y ha—L L FEERET D%
bbb, BRMIZIE, E0kohar e
— VR FNEDOZE T IILL T Ok TiThihv s -

o NWEVRIRTAL B
o AETT T A

. F—HLEa—0%EH (%)
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IT infrastructure, services and security
(physical and virtual),

Vendor/contractor management,

Training program to include company’s
approach to data governance and data
governance SOPs,

Storage, processing, transfer and retrieval of
completed records, including
decentralised/cloud-based data storage,
processing and transfer activities,

Appropriate oversight of the purchase of
GMP/GDP critical equipment and IT
infrastructure that incorporate requirements
designed to meet data integrity expectations,
e.g. User Requirement Specifications, (Refer
section 9.2)

Self-inspection program to include data
quality and integrity, and

Performance indicators (quality metrics) and
reporting to senior management.

AL a—F AT AR F— g

ITAY 75, $—Ex, Exa2lTFg
(EREY K OMRARRY)

NS — - BEE OEE

No—=22r7nrJh, StoT7—4
HoNF 2 ADOEY IR & T —H T3 F
A SOP & 5e,

SERK L7 REERORAF « JLBE - i3k -
Ko WL 72T FRIDT — 2 {RAF -
JLBR - R0 TER D IEE &2 e,

T—BA T T IT 4 OMFFISZ DT
OB ] Z 1 — - BRI
(92 =HM) #3817 %5, GMP/GDP
AR AR IBEER L N IT A v 7 T ZREA
T2 BROEY) 2R

HOrm7 s 7 b, 7—2mELET—
GA T TVT 4 G,

INT F—v AR (WWE A Y 7 R)
& BB ERE A~ O

% B ek 2
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6.5 Regular management review of performance indicators (including quality metrics)
6.5 EMHIZR T =<  AFHE (WEA M) J AEGL) DX XA P a—

6.5.1 | There should be regular management reviews of EMNC AT o —~  ARIE (T — A T
performance indicators, including those related to | ") 5 ¢ (CBi#9~ % & D& G Tr) D~ R A
data integrity, such that significant issues are VR a—AffU, EEAREAEE L.
identified, escalated and addressed in a timely B4 DY T AT L— b L. SHLF &
manner. Caution should be taken when key . . . -
performance indicators are selected so as not to Do QEE;:71 ~ ;X *E'j(m (KPI?.\é ER
inadvertently result in a culture in which data j—f{) [S%miﬂﬂ EEL. B k}i\ LT - 74
integrity is lower in priority. TV T 4 AT D 3 R By o T

LESENIZEDRNEITRETH
2o

6.5.2 | The head of the Quality unit should have direct SE P O BFEE D FAE R ERE Y A
access to senior management in order to directly D G2 AN— NEHERETREXTHY . Bk
communicate risks so that senior management is BTN B 51D AR AR L. HnT A7
aware and can allocate resources to address any DICEIEAE ) ST HNE L HIcT 5
issues. s e

6.5.3 | Management can have an independent expert FHEERIT., N LEMFICEEO S 2T A
periodically verify the effectiveness of their Loy he— LOHFEE ERIICKREE X
systems and controls. < L

6.6  Resource allocation
6.6 HIRDOEIY YT

6.6.1 | Management should allocate appropriate EHEIL., Ty RTF—&Z AT 7T 4<%
resources to support and sustain good data DAL N - HEERT A0, WG
integrity management such that the workload and JEAE ) BT ANERBL, FHICLY . F
pressures on those responsible for data generation | __ o= A (1 f 4 2 R
and record keeping do not increase the likelihood %i%ﬁk%naﬁﬁi g}% %?;ggﬁé%@
of errors or the opportunity to deliberately 7 f)V - Lo H,b o /\T
compromise data integrity. — AT 7Y 7: # & BB S e %

BRSHRWEDICT 5,

6.6.2 | There should be sufficient number of personnel FBROEKICREST-. WEE R A
for quality and management oversight, IT support, | K D# A5 DAL IT HH— b, FAEDOE
conduct of investigations, and management of Wi, NL—= a5 ADERAELT -
training programs that are commensurate with the DA 78 N DA E ST 3 2
operations of the organisation. o °

6.6.3 | There should be provisions to purchase B> —2OEEZIZLE T, =—X|Z
equipment, software and hardware that are BTk . )T R 2T o N— R =T &
appropriate for their needs, based on the criticality HE AT 2 7= DHENMETH 5, S
of the data in question. Companies should ALCOA+ D JERI~D 5 AR DT 72
implement technical solutions that improve . JRAP AN SO

WY, ZTORR, T—HWBEET AT
7V T 4T 2R 2 S K9 2By

% R &tt 0 21
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compliance with ALCOA+? principles and thus VY a— g BBEATRETHD,
mitigate weaknesses in relation to data quality and
integrity.
6.6.4 | Personnel should be qualified and trained for their | #EE %X, ZIECH ORI L Clgkg <, b
specific duties, with appropriate segregation of L —= LV T ENARXTHhH D, F-wEy
Elluties, inclqding the .impogznc; of %(Lod - BOBEAYITORETHH, FL—=271201F
documemaon s (GUock. Toresbould |/ ¢t 7507717 4
JUTEAPZS . Em=
critical procedures, such as electronic data review. (GdocPs) ODEEL% bE I, %t‘ w7
The concept of good data management practices —JDLE - _#Z)Ekéﬁ $TE i_? l/\\“C EN
applies to all functional departments that play a k ]/“f: 7 ‘@ﬁ i 5’ ANYRERLS BT H
role in GMP/GDP, including areas suchas ITand | 5, /v RT—F R A L NTF 0T 4 R
engineering. DOHEEIE GMP/GDP Tfif & 22 DBeE 2 7
T, TRTOMEEH AT =71
7O G ISHEA S D,
6.6.5 | Data quality and integrity should be familiar to TR WEET—H AT 7T 4 I XEAN
all, but data quality experts from various levels HoTNARXTHAEN, xR LLDF
(SMEs, supervisors, team leaders) may be called | — » nt D e Sz (SME, A —/<— /3 4
upon to work together to conduct/support - %/_ KU —F—) 24, —EHH LT
vestioati - denti ¢ . T 4 RO, !
s i o pe e | i i L 772y
EL, WEROEMAHEL THE-TH &
AN
6.6.6 | Introduction of new roles in an organisation MERZ, T—ZEBANED, Ty RF—4 <
relating to good data management such as a data I A NMZEFET A 85 LUVEE| DA A
custodian might be considered. HLTHLNTHS D,
6.7  Dealing with data integrity issues found internally

6.7 HNTRAEINTET—ZA T 7 VT 4 HE~DOX I

6.7.1 | In the event that data integrity lapses are found, T—RA T T VT AEDB ROl b &
they should be handled as any deviation would be | |3 [E3E 5 VE S 2T AT A 8PTE &
according to the Pharmaceutical Quality System. FREIC KL R~ X Th 5, FIEDENRY L7+
iy o ermine b snlel e | i R E AL, £ ORI S
?he issue to its full extent and imi)lement ®EL . TR E i?@j‘? ce 75;@%( &
preventive measures. This may include the use of & ° é 7% %F‘ﬂ&ﬁh‘ﬁ]ﬁ&ﬁ ﬁﬁ%%f\? %) 71’_ o)
a third party for additional expertise or WCHE=HENAT L ZLbEER, VAT A
perspective, which may involve a gap assessment | DR ZFFET H7-DICF ¥ v T T EA A
to identify weaknesses in the system. FETOHELH D,

6.7.2 | When considering the impact on patient safety BE ORI D NWE~DR L EET S
and product quality, any conclusions drawn

5 EMA guidance for GCP inspections conducted in the context of the Centralised Procedure
1.2
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should be supported by sound scientific evidence.

& B YRR SRR BRI
Lo TEMIONTWOLERD S,

this guide.

6.7.3 | Corrections may include product recall, client (D] EEICIE, WaoEI, BEE~D
notification and reporting to regulatory BWEE O Y B~ EERNEENE, &
authorities. Corrections and corrective action 1E R O EHE 0 2 & 7 o Efadmit. =
plans and their implementation should be i s % o
recorded and monitored. BL. EHT~EThS,

6.7.4 | Further guidance may be found in section 12 of AKE FREBEICSOLRIFEMOTA XA

ER#RT 5,

7. GENERAL DATA INTEGRITY PRINCIPLES AND ENABLERS
7. T—=FA VT T VT 4 D—RRER & ERFE

the acronym ALCOA: Attributable, Legible,
Contemporaneous, Original, And Accurate. The
following attributes can be added to the list:
Complete, Consistent, Enduring and Available

7.1 The Pharmaceutical Quality System should be EHELIWE AT AT, FEEEELOT A
implemented throughout the different stages of T AT NOREA 7B A L CERT X
the life cycle of the APIs and medicinal products | =4, v B2y ) 2 7 1SN T S
and should encourage the use of science and risk- ) e . X
based approaches. FOMMERTX&ETH D,

7.2 To ensure that decision making is well informed Fy 7 E A S S ICEERET A L EHE
and to verify that the information is reliable, the IZ L, X DFEHROEENELBRET 5720
events or actions that informed those decisions 2. FOBEREICE DL BERO T L 7
should be WG.}H documented. As such, Goqd HANR RT3 g oo EzE BT 5
Documentation Practices are key to ensuring data VRS S DY 7. GdocPs It. F—
integrity, and a fundamental part of a well- o e “o] - 2 o~ ocPs - 7 ‘
designed Pharmaceutical Quality System 7 A / 77 _) 7 A ERERIZT D LTE%T &
(discussed in section 6). V. EUNCEREF S EIEME Y AT A

(% 6 ) ITIIAAIRRERTH D,

7.3 The application of GdocPs may vary depending GdocPs &# E D L D IZHHAT 50, 7T —#
on the medium used to record the data (i.e. ZEERT DIUA (Thb b, WBRA ek
physical vs. electronic records), but the principles | », = TR IC L > TR B, =
are applicable to both. This section will introduce 0))% I P 5 510 & 5 ﬁ“bé/\ - @E;“C“li
those key principles and following sections (8 & 7 PN e T
9) will explore these principles relative to %EEE‘E‘U ?"A‘”) | [; /j{@@f (i 8 E = i
documentation in both paper-based and ?) < ‘jﬁl\ﬁz @ RLERIRE & AN — A D
electronic-based recordkeeping. FLEKIRE DTN EN O ILE(IT OV TRANZ

R D 45,
7.4 Some key concepts of GdocPs are summarised by | V< 27230 GdocPs D EE 72 &1%. ALCOA

EWIHBHTFEETE LD DbND, TRDOLIFR
P (Attributable) . It (Legible) , [FIFF R4k
4 (Contemporaneous) , JEA: (Original) & O}
EREME (Accurate) Th D, ZiZ7EeMt

% B ek 2
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(ALCOA+9). Together, these expectations ensure
that events are properly documented and the data
can be used to support informed decisions.

(Complete) . (— &) (Consistent) . 7Ktk
(Enduring) % O "] H#4: (Available) & o 728
MaEz 52 ERnH 5 (ALCOA+S), Zivh
DHIFFITIEZ 5 Z & T, A2 MmN
s, 20T =2 %&b LI, FoRER
WCESS BEREMTOI D,

understandable and of use. This applies to
all information that would be required to be
considered Complete, including all Original
records or entries. Where the ‘dynamic’
nature of electronic data (the ability to
search, query, trend, etc.) is important to the
content and meaning of the record, the
ability to interact with the data using a
suitable application is important to the
‘availability’ of the record.

7.5 Basic data integrity principles applicable to both | #KHAK L ET 2 A7 LD FIEA S b7
paper and electronic systems (i.e. ALCOA +): — A AT 7T 4 DIEARFH] (T2 b
ALCOA+) LA FIZRT

Data Integrity | Requirement B

Attribute

Attributable It should be possible to identify the B ALY w2 FAT Uitk a7k LT A Xid=

. individual or computerised system that VEa—FL AT A REET AL LY

i g perlformed a tfecorc(lle(rir ';lgsk .'almd whfp the T FDR AT BNOFIT LI b EE

gsan;v:ss rllzile(:) I;glfec.ordlss :uscohaapsp SO | cx B LT HLENDD, THI,
s = N > TR > -
corrections, deletions, and changes where it e 72) v :O > mds ii &5&; o 7: = 0) P
is important to know who made a change, CRRAE YL ,aﬂfa%kﬂl] Z? o
when, and why. TRTOERE (ﬂ%IE - HilB® - %E%) Iz
E NG EERN

Legible All records should be legible — the TR T ORI THIFNER LI TH 5 |

. information should be readable and ThROOLEREEME L, FHT A=D1

Hlwert unambiguous in order for it to be 1T, SR L NTE . OB THDL D

EMMETH D, i, Twetk &
M7= T HEDEH DT TOF®R ( THEA
P OB DFLESCAN 25T ITEH S
ns, E1r7r—42o 8] 28
T, 7Y AHASHTENTE 500 0
FLERONE & BERICEE R GE . WYk
TV r—varEERALTT —# &%t
SRR CHETE S 2 ik, iERo [l
k) 273 7-OICEETH 5,

¢ EMA guidance for GCP inspections conducted in the context of the Centralised Procedure
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Data Integrity | Requirement B4
Attribute
Contempo- The evidence of actions, events or decisions | 77 > 3 >, A X2 b, B EEDIEHL
raneous should be recorded as they take place. This | |3 #3503 T 5 & RIEHIEEE SN
o documentation should serve as an accurate BREXThD, DL 5 TENICE
e o o | 1 NI, XUEL0 55 75
decision at that time. H Tﬂ—m)ﬁ%ﬂi ST (T2 D5 ZC @ H#
DRTEANNFEE LT ) Z BT
THILENTED,
Original The original record can be described as the | JEAGEEE &1L, MRICFEFRS LTV D (FF
first-capture of information, whether 1) 7y, BTSSR ENTWD (VAT
JEANE recorded on paper (static) or electronically AOBHESICH LB, E@E LB 2>
(usually dynamic, depending on the BRI, A RIORE LTS OT
complexity of the system). Information that o L g
is originally captured in a dynamic state %o BRI CRANZ IS é nie rﬁ\
should remain available in that state. WL, TORBOEFFIHAREICLTH
KRETHD,
Accurate Records need to be a truthful representation IEZ]%’TE%%O 72DITiE, FisklTFEIEE R
— of facts to be accurate. Ensuring records are ICEBTAVENRS S, RE 72 EIESL

accurate is achieved through many elements
of a robust Pharmaceutical Quality System.
This can be comprised of:

e cquipment related factors such as
qualification, calibration, maintenance
and computer validation.

e policies and procedures to control
actions and behaviours, including data
review procedures to verify adherence
to procedural requirements

e deviation management including root
cause analysis, impact assessments
and CAPA

e trained and qualified personnel who
understand the importance of
following established procedures and
documenting their actions and
decisions.

Together, these elements aim to ensure the
accuracy of information, including scientific
data that is used to make critical decisions
about the quality of products.

%Q/XTA@§<@gﬁ%ﬁWT%ﬁ
DIEMMEEHERIITHENTED, 2
NHOHEBRIZIILUL TN H 5 -

o FEIRICBIE T ZEA, il xX, wEE
PR, Fv V) T L— gy, AV
FFLUA AL Ea—% LY RT
D) N F =

o T U VariiTEiZay hu—§
L0 JiEr & FIE, FIERE:DO
WSFERRGET 5T — X L E a2 —TFH
e,

o RNEER, WMAFIKOSHT, T
A Ak, CAPA &0,

o A Z TSR B, ML S
TFINECHE S = & oEEE, KUH
ST 7 v a B ERE & CE
T5HZ L OEEMEAZBEL TV D,

D DER & AE DT (B NE
WCOWTOEREREEREICHNN OGNS
BRI T — X ZED) TEHRO IEMENE % fe S
G:‘a_éo

% B ek 25
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Data Integrity | Requirement i
Attribute
Complete All information that would be critical to HHANY ML LD DL &I

recreating an event is important when trying

X, FOA Ry N EERT B IR

applicable personnel who are responsible
for their review whether for routine release
decisions, investigations, trending, annual
reports, audits or inspections.

st 'FO f}mders.tan(.l the elvent. I'El is1 imgo%zintlthatl RERDFTRTCOERNEECH S, F
of dead required for an information set o | 0 HA L= D MIBRE I Y L7k 5
- -~ . ‘\ IR
be considered complete would depend on ﬁ;i S = :& 75>j($if 3? é" T f&?)
the criticality of the information (see section E%‘ri%ﬁ'ﬁz?t DI L2 f S tbn e aiﬁfﬂ
5.4 Data criticality). A complete record of LrUE, RO EEE (5 54 EOT —
data generated electronically includes AEBEESR)ICL > TR, &
relevant metadata (see section 9). BN SN2 T — X OFERIRFLHKIC
X, BIET AT —2NEEND (B9
HEM),
Consistent Information should be created, processed, BT, exsnz, —BMHEodbs. &
and stored in a logical manner that has a PR 72 U CHERE - LB - IRIE S LA
—Ek defined consistency. This includes policies X Chd, FOFECE. F—2DaL
Sandardize data (e chronologieal hE A SRR ORD 3o
g PN e —
sequencing, date formats, units of A E D (B K@‘cﬁﬂi—é?[@mfﬁir‘
measurement, approaches to rounding, A D7 ;—7_/ /«]:\ WEHAL, HefE o
significant digits, etc.). AT AIHIEEE) .
Enduring Records should be kept in a manner such FOEKIL. ME L INDAREM D B DA
. that they exist for the entire period during RCHTm > CTHET ALY IEE SN
Vi AR vlvlhich thgy might .be.needed.(;l“his me.ztl)r;s REThD, Thbb. H{% R WY
they need to remain intact and accessible as |  ,., | e T A R Sass L LT
an indelible/durable record throughout the BB Lind. FIEATEXET DY
record retention period. FATS = =S AR
DD,
(R - RERME OB, ]
Available Records should be available for review at FLERIEL, MEL SNDRAWIMAZEL T
any time during the required retention HIFFHHARE THARXITHY . HEMW
Al period, accessible in a readable format to all

12U Y — ADPIE - A - AR - 4
Rl - A - EREFEOHNERDT,
L E = ICEE A RO T S TORNT D
HEDAGEEOH ST +—~ v hTT 7
TATELLIICTDUERD D,

7.6 If these elements are appropriately applied to all
applicable areas of GMP and GDP related
activities, along with other supporting elements of
a Pharmaceutical Quality System, the reliability
of the information used to make critical decisions

ZNHDOEHEN, GMP O GDP (BT 5
IEEN DT R TOMEMICHEYNCHEA S, EH
fainE VAT AOMO TSR L &I
ENDebiR, EEMCETIERRRES

% B ek 2%
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

regarding drug products should be adequately
assured.

175 12D OIEROBIVE H 3 ICRFES LD
T TH D,

7.7

True copies

77 EHiEabE—

7.7.1

Copies of original paper records (e.g. analytical
summary reports, validation reports, etc.) are
generally very useful for communication
purposes, e.g. between companies operating at
different locations. These records should be
controlled during their life cycle to ensure that the
data received from another site (sister company,
contractor, etc.) are maintained as “true copies”
where appropriate, or used as a “summary report”
where the requirements of a “true copy” are not
met (e.g. summary of complex analytical data).

—WRRIT, HROJFARTRSE (B 21X, T~
YUAR—h N TF—a VREES) 0=
E—ix, BlxE, BloSGETcRET 584t
D) BAKIZ WD 5 2 TIHEFIHERTH

Bo TNDDFREKTTA TV A I VEELT
av ha—L L, ik (ZVv—7 2tk 7
AEFE) DOZTR o Te T — & 2 MBI
LT TEEFEab—] & L THREHITRET
bbb, o, BHRITT -0V~ V%

DEIHD) [(F—#n]) THEEavr—] O
PZgilite S AR, T~ U LaiR— b
ELTHWA,

7.7.2

It is conceivable for raw data generated by
electronic means to be retained in an acceptable
paper or pdf format, where it can be justified that
a static record maintains the integrity of the
original data. However, the data retention process
should record all data, (including metadata) for all
activities which directly or indirectly impact on
all aspects of the quality of medicinal products,
(e.g. for records of analysis this may include: raw
data, metadata, relevant audit trail and result files,
software / system configuration settings specific
to each analytical run, and all data processing runs
(including methods and audit trails) necessary for
reconstruction of a given raw data set). It would
also require a documented means to verify that the
printed records were an accurate representation.
This approach is likely to be onerous in its
administration to enable a GMP/GDP compliant
record.

FRHIRELERIC B W CIRAT — 2 DA T 7Y
T4 MR TND Z L 2B T&
LA, BETHTERCARINZET —
X% PR ATREZSMR T PDF B CRRE 3
LHZENEBEZBND, I2I2L, T2 RETS
2 A%, EHRLOMEDT X TOMEIZE
PR SUL RIS T 5T T oOIEENZE
THTRCDT =X (AXT—X a5 &
FLERTRETH D, B, SOk
X, BT —HF « AXT—% - B#T HEEARE
PR OFER 7 7 A )V« KT SATICIER O Y
7 N =T VAT MERGRE - FTEDET
— Xy NOFEICHKERTXTOT —F A
BIST (A Y REOEEEN 2510 NEEN
%), HIRlEn=itekn (BT —42 o) 1B
BB THoTZ L2 MREET D7D D EAL
SNTEFELMBELERLITHAY, ZOT
n—F %, it#k%E GMP/GDP 2 & & H 57
DL, EHEHOAENKE R D AR

DIE,

7.7.3

Many electronic records are important to retain in
their dynamic format, to enable interaction with
the data. Data should be retained in a dynamic
form where this is critical to its integrity or later
verification. Risk management principles should
be utilised to support and justify whether and how

%< OEFRLEKT, T—F LOXFENTE D
£ 12, BRI AATHRE TS ZENEET
BBy T=EALTTIVT 4 DD, XiFik
THREES D72 DIZA R R THIUL, T—H %
BREAATRE S ~EThH D, VAT <%
VA MOFAEER L, T2 2 BNRIE

% B ek 27
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ENVIRONMENTS

No. BZLib-119

long data should be stored in a dynamic format.

XTI 2 LB DY (B2 TR
T 5]) WM O¥E 2 S5 BRICE T 5 L9
T R&ETh D,

At the company who issues the true copy:

- Obtain the original of the document to be
copied

- Photocopy the original document ensuring
that no information from the original copy
1s lost;

- Verify the authenticity of the copied
document and sign and date the new
hardcopy as a “true copy”;

The “True Copy” may now be sent to the intended
recipient.

Creating a “true copy” of a electronic
document.

A ‘true copy’ of an electronic record should be
created by electronic means (electronic file copy),
including all required metadata. Creating pdf
versions of electronic data should be prohibited,
where there is the potential for loss of metadata.

The “True Copy” may now be sent to the intended

7.74 | At the receiving site, these records (true copies) FLER A ST D IS T, 2D ORtEk (B
may either be managed in a paper or electronic FEav—) %, XUIEFX # : PDF) O
format (e.g., PDF) and should be controlled WP TEEL L, RS- QA FIEICHE
according to an approved QA procedure. ST Ay B NERD 7

7.7.5 | Care should be taken to ensure that documents are | T EDEEZ AV, TEN [EEFab—) T
appropriately authenticated as “true copies” in a DL HHERICGEHTE A L1293 & T
manner that allows the authenticity of the HD. Tht. TEOEEMERSICHEET
document to be readily verified, e.g. through the x 2 ik (FEX B4 X/Ei ETBL ET
use of handwritten or electronic signatures or . . SN

é‘ - - N
generated following a validated process for BN Xﬂif\fl:; 2t 75:’ fﬁﬁk‘fé %?f) D7 \ Uioa
creating true copies. — b éi@?’:7 Ei‘lz /'ii:_jéo T (HEE=abv—

) AR 55%) TIT 9,

Item: | How should the “true copy” be issued and BEIEab—] ZENDXSIZHITL. = b
controlled? 2—)LF_REN?

1. Creating a “true copy” of a paper document. HoOXED TEEFEav—] 2/ERT 5,

HIEa b —%2RTT 52tk T !
- AT LHULEDOFEAREATFT D,

- FAROERP KD E ST, R
Dav—zl5,

- O — XN EOEFEM A MREEL .
FLvwn—FRabt—|Z [HEFEat—]
ELTEL ERMETLRATD,

INT BEEav—) 2%#EEICEDZEN
VC\‘% éo

BFXED [EEab—] ZERT 5,

EFeEo EFav—) 3. ErrFE
(B 7 7 A ae—) TIERR L., SER
AT =BT RCGURETHD, AIT
— A NN D AR NS DA, BT —
% @ PDF i OAERII AR I3 _& TH D,

INT THEEabt—] 2XEEICED LN
TE D,
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

recipient.

A distribution list of all issued “true copies”
(soft/hard) should be maintained.

Specific elements that should be checked when
reviewing records:

e Verify the procedure for the generation of
true copies, and ensure that the generation
method is controlled appropriately.

e Check that true copies issued are identical
(complete and accurate) to original records.
Copied records should be checked against
the original document records to make sure
there is no tampering of the scanned image.

e Check that scanned or saved records are
protected to ensure data integrity.

e After scanning paper records and verifying
creation of a ‘true copy’:

- Where true copies are generated for
distribution purposes, €.g. to be sent to a
client, the original documents from which
the Where true copies are generated for
distribution purposes, e.g. to be sent to a
client, the original documents from which
the scanned images have been created
should be retained for the respective
retention periods by the record owner.

- Where true copies are generated to aid
document retention, it may be possible to
retain the copy in place of the original
records documents from which the scanned
images have been created.

HBITENT=FT_RTO (V7 Mov—KD) [EIE

I —] O Y A N EHEFFE LT DM
N D,
AL E2—F3RICTF =y 7T REEK
RIEEIH :

o HIEabV—Z2AT 5 FIRZBRIEL., 4
BAFEMEYIICa Y hr— LS TW5
L EMERT D,

o FRITENT-EIEaE—MNFEARDIE F
— (BEDOLEM) ThHhdHZ taTF =y
745, av—&hiziiikE, RO
EIRBLEBAL, AX YN A A—
URERINTWRNWZ L E2TF =2y /T
Do

o T—HALUTITNT 4 BHERIZTDHID
WCAF ¥ v LTI RRie R T Lo iz iR
EL WD EF v ITEH,

o MOFEREAT YL,
DYERZ RGE L 72 4%

- (BT 2% B D HRCTHEIE
a b —%1ERT 5 61%. fiekoA4—
FT—IIAF Y A A=V DL TE
FALEZ FNENORGFHEICE D
T CRETDHER D 5

[ERYE : JHCClE i85 T “Where ~ from
which the” 723 2 [Alf# D K X TV 5, ]

- XEREOBWTEEaE—&2ERkT
AT, AX v oA A—TDILLE T
ST FEARDGFLEDR DV ICa e —
ERELTH IV,

BEIEa e —)]

At the company who receives the true copy:

- The paper version, scanned copy or
electronic file should be reviewed and filed
according to good document management
practices.

The document should clearly indicate that it is a
true copy and not an original record.

HEabv—%2%Z - 7-atticksnT :

- %@N—Vay AF¥y s Lizar
— TEF 77 A01%, LEa—
L/\ GdocPs WS TT7 7 AV 7T 5
VERD D,

WENIT, ERAEARORETIE R, BIE
aE—ThH5dD I &R TYLERD D,
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Specific elements that should be checked when
reviewing records:

e Check that received records are checked and
retained appropriately.

e A system should be in place to verify the
authenticity of “true copies” e.g. through
verification of the correct signatories.

R E LV E2—93BICFzy 7T REEK
RYEEIE :

(] j—EAX‘O f;naﬁ%ﬁﬁwb
T2 exFx /7?‘50

o EBAFDIELIDKRIEFHIZLDY EIE=
v — | OBEFEMHERIET 5T AT LD

YNZERE L

THNTNDZ &,

7.7.6 | A quality agreement should be in place to address | W& & % firEL., [BEavr—) 04
the responsibilities for the generation and transfer | g% .« #iz% ggj—a— AELRONT—ZA T
of “true copies” and data integrity controls. The FoDaAY P u—LDOELEEDHVENRD
system for the issuance and control of “true 1 0 e = oat o e b
copies” should be audited by the contract giver gé\é%gif%% gi ”Eﬁ §° ; %z % EEJE
and receiver to ensure the process is robust and T . N EY’/"" X - 7; -
meets data integrity principles. L. %\\@ HEA ﬁxj{q{c by, T—uA

>T7 7 VT 4 OFRAETZ LTS 2 & 21
RIZTRETH D,
7.8  Limitations of remote review of summary reports

78 PV UAR—FrOVE—FLE2—DRR

evaluation of the supplier’s quality system and

7.8.1 | The remote review of data within summary — RNz~ LAR— FNOT —2 %) E—
reports is a common necessity; however, the N Ea—TTAZ 3N ETHAN, T—X
limitations of remote data review should be fully | ¢~ = 'y 5 » i /e o Fo—1 % 55
understood to enable adequate control of data FAEDICE. UE— T L Ea—DfR
integrity. D o
ntegrity F LB L T < LB D B,

7.8.2 | Summary reports of data are often supplied %‘ & OY< VU LAR— NI, WENICEENT-
between physically remote manufacturing sites, 12 HELENL S BLEIRGEEE . F o
Market Authorisation Holders and other interested 0) F%EJ 1 FEOBTRY LY D - ENRE,
parties. However, it should be acknowledged that Linl. YU LA Mo, EAAYF—
summary reports are essentially limited in their
nature, in that critical supporting data and NTF—=ZRAZT = REENTNRNT &
metadata is often not included and therefore BEL LIRS TRAT =2 % '; Ea—7
original data cannot be reviewed. HZ LB, ZORT, AERIZIRA

DD Lzl L TR LENDH D,

7.8.3 | Itis therefore essential that summary reports are Lo T, =V LiR— MNIT Xk
viewed as but one element of the process for the Ot AO—EIIT XV EE 2 R ER RS
transfer of data and that interested parties and RDHEEEIT. v LFE— ROF—Z DRI
Inspectorates do not place sole reliance on 7 Tt = - L a3 .
summary report data. KIFELBRWEIIZTLZLNEETH D,

7.8.4 | Prior to acceptance of summary data, an Y= U F—HZEZ T ANADENC., Tt A0

DWET AT LT =2 AT 7 )T 4 DR

% R &tt 0 30
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compliance with data integrity principles should
be established. It is not normally acceptable nor
possible to determine compliance with data
integrity principles through the use of a desk-top
or similar assessment.

Rl ~D WAMEIZHOW T OFli 2 s LT
SRENRDHD, T—FA T 7 VT 0 DFEH|
DEAMEENL ESZUCET 2T B A AV
NCHE S Z ik, EICEFAE NS D
DTIEHRL, EFEAAETHA I,

with agreed procedures and reviewed and
approved by authorised staff at the original site.
Summaries should be accompanied with a
declaration signed by the Authorised Person
stating the authenticity and accuracy of the
summary. The arrangements for the generation,
transfer and verification of summary reports
should be addressed within quality/technical
agreements.

7.8.4.1| For external entities, this should be determined N OGS, o (T—H2 AT 7T
through on-site audit when considered important 4 OJFERI~OBEEME) DB Y A7 <3P A
in the context of quality risk management. The v NOBENSEELEZ LN SEAITIT.
audit should assure the veracity of data generated FoA A NERIC L DR R X kD, B
by the company, and include a review of the . BT . AR
mechanisms used to generate and distribute E%;gi‘ %Z;KH:&“ &9 ﬁfﬁk s j’b?}l ? 70
summary data and reports. 15 ,“.s\‘l‘i%m’ﬁ:m\'a—é s k Bz, = TF—ax
Y~ U L= bOERK - BAAICHO R T
LHEMMHBDL B2 —21TH) NETH D,
7.8.4.2| Where summary data is distributed between W= U T — & 3 aE LRk D B 7 D S Rl
differegt sites of the same org.arzisation, ‘Fhe SN TWAEA . BT A0 & 72 AHLED
evaluatloq of the supplying site’s compliance may HWAMEOFmIL, BOFE (B : St FIE
be determined through alternative means (e.g. (X A VEDIEIL, PR A )
evidence of compliance with corporate - e e -
procedures, internal audit reports, etc.). (CESTHET 2 2 2nTE 2,
7.8.5 | Summary data should be prepared in accordance | ¥~ U 5 —# . JEARZE WS OZF A I

e ARy TN, AREINEFIRICHES THE
L, LEa— KRBT & Tho, P~V
!X, Authorized Person (Z L Y B4 7=, W
~ U ORIEM LN EMMEZ T E S E2 IR
TRETHDH, V~U LR — FDOERK - #5
1 MGEICRI T D B0 i, SE/ANE
BEIUEVIATLRETHD,

% B ek 31
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8. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR PAPER- BASED
SYSTEMS
8. MRN—ADVATLIZBITET—FA T 7 )T 4 ICBET 3B RNEE

8.1

Structure of Pharmaceutical Quality System and control of blank forms/templates/records

8.1 EHNWEIVATLAOWIELT T D7 4 —b/T 7 L— MNilROEH

practices and arrangements for document control
should be available within the Pharmaceutical
Quality System. These procedures should specify
how data integrity is maintained throughout the
lifecycle of the data, including:

e creation, review, and approval of master
documents and procedures;

e generation, distribution and control of
templates used to record data (master, logs,
etc.);

e retrieval and disaster recovery processes
regarding records;

e  generation of working copies of documents
for routine use, with specific emphasis on
ensuring copies of documents, e.g. SOPs and
blank forms are issued and reconciled for
use in a controlled and traceable manner;

e completion of paper based documents,
specifying how individual operators are
identified, data entry formats, recording
amendments, and routine review for
accuracy, authenticity and completeness; and

e filing, retrieval, retention, archival and

8.1.1 | The effective management of paper based AN ADICEZNROITERT 5 Z L 13,
documents is a key element of GMP/GDP. GMP/GDP DEE L EFETHDH, Lo
Accordingly the documentation system shouldbe | —  ~rars 25 413 GMP/GDP O Eift): i
designed to meet GMP/GDP requirements and LS IcERE L SR OSERNAET
ensure that documents and records are effectively ; © o ~:1/;§ %L\ P i — 7; > LT
controlled to maintain their integrity. ) AN 7 7 A RUE

MR SN D LI TRETH D,

8.1.2 | Paper records should be controlled and should WModgrary ra—L L, T—XI7A4 7%
remain attributable, legible, contemporaneous, A7 NVEELUT, IREME -« HEHE - RIS
original and accurate, complete, consistent P o JEANE « TEREME - 52t - B - ki
enduring (indelible/durable), and available R ARe: T Rl ﬁﬁ/ e
(ALCOA-+) throughout the data lifecycle. Py | .

(ALCOA+) e+ 2 MEN B %,
8.1.3 | Procedures outlining good documentation LSV S AT A OPSHEA DT, GdocPs

FOSCEz Y ha—/L O R 2L L7
FIEEL AEIT & THD, FIEEF, T
—HTA T A I NV EBBLTEDL T —
BA T T VT 4 HHERFT 20 2T R E
Thh, LFREEND :

o AL —LRDHILEKROFIADIER - v

o — . G

o ToH(FARE—TF—H BT T
EEET AT OO T L — R DR -
BiAi - 2> he—L,

o GLEKICEATAMKMOKEHBOT 0L
XO

e HEMIZHEHTAI-ODOLEDIEEH =
E—0DOER, (SOPRT 727 74— A
FEO)XLEOAE—N, L hr—/L S
iz, BEREREZRTIECRIT L. FIR®E
DOBEEFTY Z L ICHICEAZESL,

o WMAR—Z2DOLEDFERK, Hr DAL —
B =% N IET D0, T2 AT *
—< v b, BEOEE, KOHEHRIE
et « HIEME - ZeEDO L Ea—o2 T

% B ek 3
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disposal of records.

ED D,

o DT AV T MR ARE T —
ﬁ{j.%ﬁo

8.2

Importance of controlling records

82 iAo hu—LT5HZ LOEEE

8.2.1 | Records are critical to GMP/GDP operations and | t8%iZ GMP/GDP 2B ICARFI R TH Y . LIF
thus control is necessary to ensure: AR e — LT AVNER S

e evidence of activities performed; o T LI-IEBOEEIL,

e evidence of compliance with GMP/GDP e  GMP/GDP Zifh Rk Ot 58t + FIE -
requirements and company policies, S s S A gz
procedures and work instructions; kIR~ O & 2R T AL,

S P AR S > 7

o cffectiveness of Pharmaceutical Quality o BRBAEYAT DO,
System, « bPL—HEUF g,

* traceability; o TULADEIEMLE—EHK,

e process authenticity and consistency; o BUESNEEELNS Y K7 AY T 4R

e evidence of the good quality attributes of the Pz F5o 2 & DOFEL,
medicinal products manufactured; . .

b o EERD - ARRALESA, B

e in case of complaints or recalls, records AT ICfEH XD RREMEN B A,
could be used for investigational purposes; i B )
and o MBSCHMENEHKOLE. kT, WA

RN TERT DT OICHE TH D,

e in case of deviations or test failures, records
are critical to completing an effective
investigation.

8.3 Generation, distribution and control of template records

83 T 7L — hilgkDIERR, B, = br—

8.3.1

Managing and controlling master documents is
necessary to ensure that the risk of someone
inappropriately using and/or falsifying a record
‘by ordinary means’ (i.e. not requiring the use of
specialist fraud skills) is reduced to an acceptable
level. The following expectations should be
implemented using a quality risk management
approach, considering the risk and criticality of
data recorded (see section 5.4, 5.5).

VAL —NELAERL R hr— T 5D
Lk, FED TR OFRE] T (T bbb,

B 72 RIEAT 2 O AT 2 o 3712) fldk s
RN R OCUR) K ESATDHY AT %
PR ATRE 7R L UL F CHESER IR 5 72 D1
VETHD, MBI AR AL N T T a
—F ZHWTLLFOMfFEEAE, fidkS i
TR YRy LT —HEEE (FS54E, F
S5S5EBI) ABE L, EiTRETH D,

% R &tt 0 33
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8.4

Expectations for the generation, distribution and control of records

8.4 FEROMEM, Eifi, = b v—/LICBIY % Wi

Item: | Generation YERK
1. Expectation BRI
All documents should have a unique identifier T_NTCOXLENT B0 (N—T 3 v
(including the version number) and should be TB A AT & H F. FxvZ RUOHFRL
checked, approved, signed and dated. HA 2 AN TEL T 2 0ERD S
The use of uncontrolled documents should be
> — =
prohibited by local procedures. The use of =~ hn /1: < h;ib R :j( H O Ei‘ :
temporary recording practices, e.g. scraps of paper —n ],:%J”E CRYRET S THS, #OY)
should be prohibited. U I —IRFIZ RRdk 35 & 9 7o 0 732k
I _ETH D,
Potential risk of not meeting expectations/items | HifFHIH 27z S WA OBERNR Y 27
to be checked [F =y 7§ REIEE
e Uncontrolled documents increase the o I hE—LXFLTWVRWNICET, BE
potential for omission or loss of critical data I - B ST BB CE 2 VBA R B
as these documents may be discarded or
destroyed without traceability. In addition, v\ ?%iﬁ; 7 75)3( 7y WRLT
uncontrolled records may not be designed to LE S et <%, £, 2~ b
correctly record critical data. "L ZhjC WARWFEERIE, HERT —
ZzEL LT 2 L oGS T
e It might be easier to falsify uncontrolled 2NNt LI,
records.
. . o AL FE— LI TWRWVGERD TN,
e Use of temporary recording practices may M XA Lo h LAt
lead to data omission, and these temporary °
original records are not specified for o —HITESRT AR HFEPWSLZ LT
retention. F— X ORNDBFAET B0 b LR,
e Ifrecords can be created and accessed Et « TSR E RARE T D £
without control, it is possible that the records TEH TVRNDNE LIV,
may not have been recorded at the time the _ . . ..
event occurred. o FERDAEMMNT ZEAN = ~ s &=/l
SNTVRWGES, A X PRFAEL
e There is a risk of using superseded forms if B S CEREE L Ty Liv7Zauy,
there is no version control or controls for
issuance. o N—Tg RFITEaL hu—/L LT
BRWNGEE, WA —sa2EALTLE
FYVRIT DD,
2. Expectation HfSEIE
The document design should provide sufficient TEIZT., FEXCTF—HXANTATEDO+
space for manual data entries. ISTREDA AN — R BT 5 L 5 R34 20
DD,
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Potential risk of not meeting expectations/items
to be checked

e Handwritten data may not be clear and
legible if the spaces provided for data entry
are not sufficiently sized.

e Documents should be designed to provide
sufficient space for comments, €.g. in case of
a transcription error, there should be
sufficient space for the operator to cross out,
initial and date the error, and record any
explanation required.

e Ifadditional pages of the documents are
added to allow complete documentation, the
number of, and reference to any pages added
should be clearly documented on the main
record page and signed.

e Sufficient space should be provided in the
document format to add all necessary data,
and data should not be recorded haphazardly
on the document, for example to avoid
recording on the reverse of printed recording
on the reverse of printed pages which are not
intended for this purpose.

WS EE 2. SRWVEE OEBENRY 27
/Fxy 7 TREIER

o T —HXAJHDTEAARAR—ZANRA+I3THE
RENTWRNWE, FEXOT—XIIH
BT 2| e TE R 25 AEM
N D,

o XEE, AL NDEDHOFIRFEAR
N—2REFITDHLIITREHTNETH
5, BlziX, 5T —08E, AL
— & =M, MhE- - EHATICERY 1 L%
Bl&, A =¥V EHAEFRAL, KD

BN TWAHAZ LT D00+
FRAAR—ANNETH D,

o UEETEREIEIHEDIILEILLA—V%
BINT 25681, BMLEX—T0%E
SR AEAEOTEICHMEICTEH L. B4
THOMNEND D,

o NEIVA—~v ML, MERTTD
7 ?%Luﬂﬁ‘éﬁb@ﬁ“ foﬁnﬂﬂx’\
—RBEFRITHIUNENDD, EZANED

9. T H BT RE TR, Bk
X, EEEAICER STV, BRI

—VOEMmIZIFFEH LWL DT 5,

Expectation

The document design should make it clear what
data is to be provided in entries.

Potential risks of not meeting
expectations/items to be checked

e Ambiguous instructions may lead to
inconsistent/incorrect recording of data.

e Good design ensures all critical data is
recorded and ensures clear,
contemporaneous and enduring
(indelible/durable) completion of entries.

e The document should also be structured in
such a way as to record information in the
same order as the operational process and
related SOP, to minimize the risk of
inadvertently omitting critical data.

BRI

XEX, 0L BT —FE AT &%
WIS 2 & O BRETT D RENH D,

M EELZE S RWVWESOBERNRY 2
/F =7 $TREIEE

o IEBRFERICKY. —BEM: - EfEMEDR
W —Z REEI NS0 L,

. UNZEREF &, I _XCOEERT
~5ﬂﬁ%uﬁﬁéﬂ\iﬁlﬁbmﬁ
U 7= Foek D RAREYE - RIFRFLSRE - Kigitt
(T 222V VilkRe L CRE D) DSESRIT 72
Do

o HERT—HE oMY
A7 wE/NRIZT D720, EHT vtk
LB 45 SOP & [6] LA Tk %
LT D KO ITSCEA T REThH

ﬁﬁb YA

;\
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

50

Expectation

Documents should be stored in a manner which
ensures appropriate version control.

Master documents should contain distinctive
marking so to distinguish the master from a copy,
e.g. use of coloured papers or inks so as to prevent
inadvertent use.

Master documents (in electronic form) should be
prevented from unauthorised or inadvertent
changes.

E.g.: For the template records stored
electronically, the following precautions should
be in place:

- access to master templates should be
controlled;

- process controls for creating and updating
versions should be clear and practically
applied/verified; and

- master documents should be stored in a
manner which prevents unauthorised
changes.

Potential risk of not meeting expectations/items
to be checked

e Inappropriate storage conditions can allow
unauthorised modification, use of expired
and/or draft documents or cause the loss of
master documents.

e The processes of implementation and the
effective communication, by way of
appropriate training prior to implementation
when applicable, are just as important as the
document.

HEE

SCET, WA= g var e — LAk
TN D L9 R HETHRIETRETH
50

VAL —=FEIT, A= XBTHHD
/s~ —F o 7 & X&ETh b, flx
. o THERA SN VWE ), A& ole
A7 T %,

(BEFHAD) v A7 —=3CEA~D, FFAID7RN
MIFAERIC L DEFE 2T NS TH D,

@ﬂj : %%E@L:T%ﬁéﬂfb\é?‘/7" L — }\ga
FZOVTIE, BUFO L9 RALBSLETSH
5

- VAR —T L — " ~DT T AN
a v ha—/LENTWD,

- (77— hadgkz) 1ERkL, "—
VarERHT L0 T e Ra
Fe—WIAETH Y . EERICIE /M
AESNLTVN D,

- WA ICEN, BRI OEE AL
L O BRFETHREIN TNV D,

HHFEEM - SRWEAOBENRY 27
/F v T _REIEH

o DRIFSRMNREEIZE . XENFHFAI 7L
EHREsNZY . BIREINOIEK T (X
D FZ7 FEBER SN $ 50
b LR, FlevAF—EDHEE
FIEE TS Lhpuy,

o EETAHIE-DOOTOEREL, MLEIZGL
TEMERNZAT O @Y7 hv—=27102 &
DRARM eI o= —a iR, GE
ERIBRICEETH 5,
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
Item: | Distribution and Control BEfiéay bua—n
1. Expectations R EH
Updated versions should be distributed in a timely | f#5fRI%. # A AU —IZBAAT X TH 5,
manner.
Obsolet erd < and files should b [HARD~ A2 —=XERLT 7 A WAEXT =T A7
solete master documents and files should be | PR
archived and their access restricted. L. ZOT7EAZHIR/T S TH S,
% 4= 3B ~
Any issued and unused physical documents REATHE gi)\*ﬁ ﬁﬁ @@fjﬂﬁ’]}( SIENAN
should be retrieved and reconciled. L, METLBERDHD,
Where authorised by Quality, recovered copies of | #nE (B[] 23FFAI L TV D513, B L
documents may be destroyed. However, master Teabt—ZWHELTH R, 2L, KRS
copies of authorised documents should be NEEORY —a bt —|IRET X Th
preserved. 7.
Potential risk of not meeting expectations/items | Bif5HEIF 2 7= S 2 WIS OEIER Y 27
to be checked [F =y 7 $REIER
e There may be a risk that obsolete versions o |HRAFIHARE/RREEICHA L, 3o T
can be used by mistake if available for use. HHLTLUE S fERIERS 2
2. Expectation IR EIH

Document issuance should be controlled by
written procedures that include the following
controls:

e details of who issued the copies and when
they were issued;

e clear means of differentiating approved
copies of documents, e.g. by use of a secure
stamp, or paper colour code not available in
the working areas or another appropriate
system;

e ensuring that only the current approved
version is available for use;

e allocating a unique identifier to each blank
document issued and recording the issue of
each document in a register;

e numbering every distributed copy (e.g.: copy
2 of 2) and sequential numbering of issued
pages in bound books;

e where the re-issue of additional copies of the
blank template is necessary, a controlled
process regarding re-issue should be

TEORITIL, EHEICLAFIEICE- T
fa— 4 XR&ThHDH, £ZIFLLTFTO=a
ra— L RNEEND :

o HEA, WO E—EFAT LI DR,

o TEOERIN T —% KT 5 WIH
BREFE, BRI, EXa VT4 RAE
7 AMEET ) TR WO A, T
DY) IRy AT LOER,

o FHTOKBIOBBFIHAIREL 72D Z &
WERIZT 5,

o FITLIAT 720 FEIZ—EOMIF
ZENVIRY | BILEFEDOIIT 2B ERE IR
2 A

o BMidN/—abt’—IZHES W o —2
D 2) AT, BTSN — VTR
THRARL, EEZT D,

o TS5 L IFUFL—hhOabt —FBINT
HRITTHVLERD LA, =2 ba
— LV ENT-EIIT T AT/ RET
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

followed with all distributed copies
maintained and a justification and approval
for the need of an extra copy recorded, e.g.:
“the original template record was damaged”;

critical GMP/GDP blank forms (e.g.:
worksheets, laboratory notebooks, batch
records, control records) should be
reconciled following use to ensure the
accuracy and completeness of records; and

where copies of documents other than
records, (e.g. procedures), are printed for
reference only, reconciliation may not be
required, providing the documents are time-
stamped on generation, and their short-term
validity marked on the document.

Potential risk of not meeting expectations/items
to be checked

Without the use of security measures, there
is a risk that rewriting or falsification of data
may be made after photocopying or scanning
the template record (which gives the user
another template copy to use).

Obsolete versions can be used intentionally
or by error.

A filled record with an anomalous data entry
could be replaced by a new rewritten
template.

All unused forms should be accounted for,
and either defaced and destroyed, or
returned for secure filing.

Check that (where used) reference copies of
documents are clearly marked with the date
of generation, period of validity and clear
indication that they are for reference only
and not an official copy, e.g. marked
‘uncontrolled when printed.

brb, FOTat A2E, BHEHOT
RCOab—E2FHL, Bia e —ER
DOAHENE L ARE TR T 20 ERH 5,
Bl TRAKROT 7 L— FERERMEE L
77 ]

HEL/2 GMP/GDP D75 7 7 — A

B : =7 —hF, TR —F, Ny

FRoEk, 2> bmr— LR 1%, A%
WCHREA L., FLERo EHer: & 52 % iR
TREThHD,

(FIEEZEZHD) fig AN DO LED 2 v —
2RI ORAIRIT 2356, BEZ1T
I WLBLEIR, 7272 L, SCEOERRRRC
B A LAE TGS, B TOR
B THLHENLEICTHEIND I EE2E
HE325,

M EELZE S RWVWESOBERNRY 2
/F =7 $TREIEE

X2 YT A REDBRNE =T =D
T —RFEabE—NEZAFx ¥ LT
(Tr7FL—bDabv—%b 5oz
HEICL ) T—HDOEIHZOUE
NEATO VAT RS,

BRSNS, BRI > THEH S 5 7]
REMED B D

BE T — AN AN ENT-EeN, Ex
BT 7L —NCEX#H: b5
AREMEDN B D

REERHDO 7 +— 2B EZHL NI L,
fEACE2WE S I L THEEST 50>, |
IRLTERIZ T 7 AV T 5,

XEOZFRHaE—MEA IR W5
BiE. TOCEICARA., AHM. &
O TH-> CERa B —TiT e
& 2~ B R R () TRIRIRRIE =
Yhe—nWS Y RBHENT =y T
Do
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
8.4.1 | An index of all authorised master documents, I TVE S AT DO T, KR I

(SOP’s, forms, templates and records) should be
maintained within the Pharmaceutical Quality
System. This index should mention for each type
of template record at least the following
information: title, identifier including version
number, location (e.g. documentation database,
effective date, next review date, etc.).

TRTOVTAZ—LESOP - 7+ —L T

YT L— b s B DA Ty T A TR

HIRETHD, ZDOA T v 7 AL, 7
V7 L— FREEROFEH T Lz, Dl LBk
DOIERETLHTH L - XEL, WEEEE
TRk BT-. BT (B CET—F =) @

BLOR A, KREILE2—H%),

[FRYE : S TiRo TV A E b A0
DOFEZIE LT, ]

8.5

Use and control of records located at the point-of-use

8.5 MMHSATICIIT itk UHMI oOffiH & B

8.5.1 | Records should be available to operators at the 204 (AR 13, AL —EF—Df SR T
point-of-use and appropriate controls shouldbein | & L C< Lolc L. b ost (H
place to manage these records. These controls 40 AR AT DICEY oy hr—L%
should be carried out to minimize the risk of B ARXTCHL. CHEDIY Fa—LE
damage or loss of the records and ensure data e e = e e e N
integrity. Where necessary, measures should be 9?7}113 L/ @%%@?E{%?(Eﬁl%? VA7 f‘:ﬁfd BEf
taken to protect records from being soiled (e.g. (ZHm R 7‘\_ i /7: 7Y j A %Eﬁ%k?f\
getting wet or stained by materials, etc.). EThHD, BEIISLCT, sk U] 235

no Wl oKIZEND . METIENDSE) Z L
DILNE D ITIRET L FRZMLHETDH
Do

8.5.2 | Records should be appropriately controlled in ik UMK X, 2 bk nwC, 5
these areas by designated persons or processesin | # X 7-F X |Z X utv R 2k . EHIZLD
accordance with written procedures. FIEIZ SN T3y hr— LSR5~

ETThHD,
8.6  Filling out records

8.6 FiEk [HM] ~DFA

8.6.1

The items listed in the table below should be
controlled to assure that a record is properly filled
out.

FoER UHAR) ([CHEUNCRASND Z L2 iFE
(T D70l TROHEAZ=2 Y hu—1d
DMEND D,
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PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP

ENVIRONMENTS
No. BZLib-119
Item: | Completion of records FLER D58
1. Expectations R EH
Handwritten entries should be made by the person | FEXx O A JjiL. FOX A7 B FETLI-F
who executed the task’. BIFHREThD T
Unused, blank fields within documents should be 5 S5 21~
> =D > N 21
voided (e.g. crossed-out), dated and signed. LENOREROTZ 7 i ﬁjﬁ L
Bl 7axT o), B2 ANTESLT
Handwritten entries should be made in clear and Do
legible writing. ~
FEEZOHAEIL, Eo &V LHALT VT
The completion of date fields should be done in TEAT S,
an unambiguous format defined for the site. E.g.
dd/mm/yyyy or mm/dd/yyyy. AAHRO AL, LA CTER I N, BIRE
DI A O BE R B 5, FlAIX
dd/mm/yyyy XIE mm/dd/yyyy.
Potential risk of not meeting expectations/items | B EHIE 2 /- S 2 VWIES OBERN Y R 7
to be checked [F=y 7T REER
e  Check that handwriting is consistent for o Rl —FITEAANL. EPC—EMEND
entries made by the same person. BrLEFrovrdD
e Check the entry is legible and clear (i.e. N E e o s 7
unambiguous; and does not include the use * éz Wﬂg;;?;i;i yﬂiﬁ ’C;) zf;é‘z ;;
of unknown symbols or abbreviations, e.g. o 5:35 ft . ) o
use of ditto () marks. iRz Rt (@J/”\_Gi\ [ L& md 505
(MDOFER) BER STV RN & &
e Check for completeness of data recorded. Frxv 7T 5,
e  Check correct pagination of the records and o HEINET—ENZETHAIMNE I M
are all pages present. FxwITD
o FLBMTELIAN=YRRLN, TTO
N=UPHioTND L EF v T
2o
2. Expectation M
Records relating to operations should be BEICBET A E08kE.  (BEL) RIMpsERR
completed contemporaneously®. SHBHLENDH D 8,
Potential risk of not meeting expectations/items | EJfFEHIE 2 /- S 2 WIESOEBERNIR Y 27

7 Scribes may only be used in exceptional circumstances, refer footnote 8.

TRLERA L, BISMYRRIL T COBRMER T2 2 &N TE D, Wk ZZMDOZ L,

8 The use of scribes (second person) to record activity on behalf of another operator should be considered ‘exceptional’,
and only take place where: ...

[GRyE : ERRE W=D, KERBICBLE LT, ]
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

to be checked

o Verify that records are available within the
immediate areas in which they are used, i.e.
Inspectors should expect that sequential
recording can be performed at the site of
operations. If the form is not available at the
point of use, this will not allow operators to
fill in records at the time of occurrence.

[F=y 74 ~NEIEHE

o Gi&Rx (M) 2MEALGHTOTESITH
BEINTWAZ EaMiET 5, 3720
b, BEEE. #BEOIfThbh T2 H
CTHGICFHFRTE D L9172 TWND
MEIMERDZREZTHD, FERGHTT
Tx—ALBNHEIR TV RWE AL
— &= A h) RBAERICES (H
M) ICATT D ENTER,

Records should be signed and dated using a
unique identifier that is attributable to the author.

Potential risk of not meeting expectations/items
to be checked

o Check that there are signature and initials
logs, that are controlled and current and that
demonstrate the use of unique examples, not
just standardized printed letters.

e Ensure that all key entries are signed &
dated, particularly if steps occur over time,
i.e. not just signed at the end of the page

3. Expectation HGEE
Records should be enduring (indelible). SERITKEHEZ O (HE RV RETH 5,
Potential risk of not meeting expectations/items | Bl HIE 257~ S 2WES OEBIER R Y 27
to be checked /Fxy 7 TREEF
e  Check that written entries are in ink, which e FWALEANREIZ. A7 TELNTE
is not erasable, and/or will not smudge or D, MRV, ROCUT) (IR S
fade (during the retention period). ) BT DT LT L% =
e Check that the records were not filled out 735,
using pencil prior to use of pen _ .
(ove%vsriting)? P o METHALEENSL, XUTREST
(LFEXYWRNWZLETF =T 5,
e Note that some paper printouts from systems ) ‘
may fade over time, e.g. thermal paper. o RTLMOLDTY LT T M, EEL
Indelible signed and dated true copies of MERE OB & & bicabE TLED
these should be produced and kept. LDOLHABEZ LICHEETAH, ZDXOR
e, B4 L A OA ST fiE R BIEa
E—a2ERl L, RETOMERD D,
4. Expectation M EIH

FLERICIE. REAFITRIBET D2 =— 7 7250
FEHNWCEAL, AfEZFRRATINERD
E)o

HBEEEZHE S RWESOBERNRY R
/Fx 73T REIEH

o BHASOA=TXNOBRITRBHEHILET
v 95, TORTiEary ha—)L &
. B CHY, EHERNZREIRTE 72T
TR (BAEEFETEZD]) 22=—7
RBIOFERNPRINTND Z &,

o TRTOEREARANEANESL & BH
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

and/or process.

o The use of personal seals is generally not
encouraged; however, where used, seals
should be controlled for access. There
should be a log which clearly shows
traceability between an individual and their
personal seal. Use of personal seals should
be dated (by the owner), to be deemed
acceptable.

Ao>TWAZ k%ﬁ%mujﬂé &I’iﬂ" N Ejﬂ‘:Fﬁ
EINTCEITSND AT v I TlE, ~X—
PR (X)) Fut 2ADORBIZELT
LT TIEA 5 TH D,

. Eﬂfﬁwﬂiﬂﬂ T fREICHERR S T
o R 258X, 77X EHT D
M\Ez’hébéo BN & FIE o [#] 2 B2 B
H3TF 507 BBHETHDL, FIEDHEH
T ANDT-OIIT, FEEEH L
B ( (FED) praHEDy) Aft & A
TOUENRD D,

8.7

Making corrections on records

8.7 ECERDIEIE

Corrections to the records should be made in such
way that full traceability is maintained.

SLEROEIEIX, FL—H YU T ¢ NERITHE
FEnd Lo ETIT Y BWERD D,

Initial and date the change made.

Specific elements that should be checked when
reviewing records:

e Check that the original data is readable not
obscured (e.g. not obscured by use of liquid
paper; overwriting is not permitted).

e Ifchanges have been made to critical data
entries, verify that a valid reason for the
change has been recorded and that
supporting evidence for the change is
available.

e Check for unexplained symbols or entries in
records.

Item: | How should records be corrected? SEEOEBEIZEDIIIITHIN?
1. Expectation HSEIE
Cross out what is to be changed with a single line. | 255 | 7=\ AN —ABCEY 4 L4 B
Where appropriate, the reason for the correction <o
should be clearly recorded and verified if critical. VBT E LT, EERE AT L. WA
A (TN N = A N

BIIBEET RETh D,
B LUI-EITICA = v L & B2 ALD,

FFEE LV E2—F3RICTF =y 7 REERK

RIEIH :

o FART—HNFHDLHI L, BENLTUW 2
WZtEFzv 735, (Bl EERIZ
FoTREEnTWARY, GEDT—HD
E~p) EREXIIFFEINR, )

o HIRANT—HZITEENMZ ST

DA, BREOIIEYS AN S,
EHREEZE T HAFHAHES N TWS D
L ERRIET D,

o REDOTISHADORVEERAN R
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

TEEFvIT D,

Expectation

Corrections should be made in indelible ink.

Specific elements that should be checked when
reviewing records:

e  Check that written entries are in ink, which
is not erasable, and/or will not smudge or
fade (during the retention period).

e  Check that the records were not filled out
using pencil prior to use of pen

HFEIE

TR VA > THT 5,

A L2 —F3BICF v 7T R& Bk
HIZEIH:

o FCAIF. A7 T TONTEL, HEZ
W, RO U BRI HFI) 5L
DMERTZY LW Z a2 F =y 795,

o METHALEENLRUTREST
(EEX W tETF v 35,

(overwriting).
8.8  Verification of records (secondary checks)
8.8 FLERDIRGE(—IRTF = v V)
Item: | When and who should verify the records? WD, HENTEGETREE T REn?
1. Expectation HEIE

Records of critical process steps, e.g. critical steps
within batch records, should be:

e reviewed/witnessed by independent and
designated personnel at the time of
operations occurring; and

e reviewed by an approved person within the
production department before sending them
to the Quality unit ; and

e reviewed and approved by the Quality Unit
(e.g. Authorised Person / Qualified Person)
before release or distribution of the batch
produced.

Batch production records of non-critical process
steps is generally reviewed by production
personnel according to an approved procedure.

Laboratory records for testing steps should also be
reviewed by designated personnel (e.g.: second
analysts) following completion of testing.
Reviewers are expected to check all entries,
critical calculations, and undertake appropriate
assessment of the reliability of test results in
accordance with data-integrity principles.

HERT OB RARAT v 7 (B Ny FiekEN
DEERAT v YITLLTF O L 9 ITREET
XThsb :

o HMENMTOIN DKL T, ML=, f54
ENTAHAENR L E 2 —/ L HE2WE T
50

o WELHFHIZREAT T ARENC., BLEHRPN O
T ESNEEN L E2—T 5,

o HEEININYTEY U —ANTFET
DR, AEEM (1 : Authorised
Person, Qualified Person) 8L = — L,
KB T D,

FETHRNWTaERART v Oy FAFER
BRiZ, @, KRB INTFIEICHE - THEESS
FMOHEN L E2—7 5,

7 RICB T 5B E FIAOREE T, BB
T, e S B  : 3E) KL
Ea—dR&EThH5b, LEa2—FT, +C
DFREANFESLEERHEEZTF =7 L, 77—
ZA T 7 VT 4 OFANZHES TT X MER

% B ek
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GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

Additional controls should be considered when
critical test interpretations are made by a single
individual (e.g. recording of microbial colonies on
agar plates). A secondary review may be required
in accordance with risk management principles. In
some cases this review may need to be performed
in real-time. Suitable electronic means of
verifying critical data may be an acceptable
alternative, e.g. taking photograph images of the
data for retention.

This verification should be conducted after
performing production-related tasks and activities
and be signed or initialled and dated by the
appropriate persons.

Local SOPs should be in place to describe the
process for review of written documents.

Specific elements that should be checked when
reviewing records:

o  Verify the process for the handling of
production records within processing areas
to ensure they are readily available to the
correct personnel at the time of performing
the activity to which the record relates.

e Verify that any secondary checks performed
during processing were performed by
appropriately qualified and independent
personnel, e.g. production supervisor or QA.

o Check that documents were reviewed by
production personnel and then quality
assurance personnel following completion of
operational activities.

DOEFEMEIZ YW TEY AT AR 2179
ZEMHIER TV D,

HE2T A N ORI (B : FEREGH EOFA
Yoo =—O5Ek) 27— NTIT O 55
X, By ha— L ERT D L R
TRETHD, VARV AL FOFEHNC
EoSXx, TRLE 22— ENE LIV,
BAICLoTIE, ZOLEa—%2 U T IAZA
ATITHOMERD D, (LE=2—0D] bV
2. BREROT — 2 O 5 HEG ZiRET 5

% BT — X b E TR Ao
THEELTH Ly,

Z ORRREE, BUEICEIET S X X7 0I5 E &
1T TRRICER L, WY ENELTDINA
=V AR LT, B ZRATOIMERD
60

Vﬁﬁfiéﬂf:i%%ﬁ LEa2—75 AT 3
ik L7z m—J1 L SOP %S % BN B 5,

EHEELE2—FICF =y /I RE AR
HEHIH :

o MEENTHON TWAIEATICERIT 5 RiERL
SO PN T X EREE L, eI
B HIREN 2 3T HRRC, @Yl ert
B2 (Eiss) 3 SICPATE S &
IR TNDB I & EHERT D,

o MEPIITONIETRTO RF =7
N, BLERREC QA F, WU ERKE
oM LAt BIZ X viThihvicZ &
ZIREET %,

o BENKTLH T, £T4E EM)
Dt W TRRERGE GBM) o8
NUELZLE2—-LTWNDEILEEF Y
735,
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Item: | How should records be verified? FERIZ ED L D ITHRFET REMN?

2. Expectation HFEHTE
Check that all the fields have been completed BBD (KR ENT) T T L— b &2flio T,
correctly using the current (approved) templates, | 4~ <M EL < HDHILTNE = & 5 F
and that the data was critically compared to the e I B ETF A D ASLHE L O il
aceeptancs criteria. R TS T 2L 2T = /T 5,
Check items 1, 2, 3, and 4 of section 8.6 and e e
Items 1 and 2 of section 8.7 A 8.6 OHA 1, 2, 3, 4 L5 8.7 MO

1. 2%F =y 772,

Specific elements that should be checked when | B % L Ea—33RICF = v 7§ XX Bk
reviewing records: RYEEIE .

e Inspectors should review company o HETIL. FMEEF—HDL Y 2—ICH
procedures for the review of manual data to FELHOFIES L Ea—L. TrEX
determine the adequacy of processes. T4 % ) %j—%ﬂ_/\‘\ X k% ’

e The need for, and extent of a secondary . \ - -
check should be based on quality risk ® f{k%:ﬂ iy D ZNE i%? O‘D%&ﬂi‘ E
management principles, based on the L& h?T —4 @E%E WZIRCTeb D b
criticality of the data generated. L, BE VR wxT A FOJFANTE

DNTITONDENETH D,

o Check that the secondary reviews of data
include a verification of any calculations o MHINIEFHEORKIEN., T—XD Ik
used. LEa—IZgEN WAL axTFv

e View original data (where possible) to RCE
confirm that the correct data was transcribed | (FTHEZR B AT — 2 2 RC, 348
for the calculation. DIEBICE LWF — 2 BEREN TS

Z L EMERT D,
8.9  Direct print-outs from electronic systems
89 B VAT LANOLOEHESV L T UL
8.9.1 | Some very simple electronic systems, e.g. FEFICHMARE AT N (B KFE, pH A

balances, pH meters or simple processing
equipment which do not store data, generate
directly-printed paper records. These types of
systems and records provide limited opportunity
to influence the presentation of data by
(re-)processing, changing of electronic date/time
stamps. In these circumstances, the original record
should be signed and dated by the person
generating the record and information to ensure
traceability, such as sample ID, batch number, etc.
should be recorded on the record. These original
records should be attached to batch processing or
testing records.

— K= T — X ERAF LR A AL B

&) IZEEHIR S D OGEEE AT 5,

ZDXOREATDOU AT LR OEERTIL,
(FH) LB 072 B « A LAZ T D
EHZXL Y7 — X R EBLE 5 2 DT
ROENTND, ZDOXHREEICIE, LR
RIZ, e ER LI-E0EL L B2 A

., o7 vID, Ny FEFEO N L—H
YT 4 BET D0 OE M A SRR &
ThbH, TNODOFARFEKIT, /Ny FUFHX
X7 A D ORI/ T RETH S,

% B ek i
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8.9.2

Consideration should be given to ensuring these
records are enduring (see section 8.6.1).

ZAVD DREERD KB EFFOZ L A EICT
DIODREEAT O BN DD (5 8.6.1 TS
M) .

8.10 Document retention (Identifying record retention requirements and archiving records)

8.10 CEARE GUEMEE Ltk T —h A 71T 5 B EE)

A system should be in place describing the
different steps for archiving records (identification
of archive boxes, list of records by box, retention
period, archiving location, etc.).

Instructions regarding the controls for storage, as
well as access and recovery of records should be
in place.

Systems should ensure that all GMP/GDP
relevant records are stored for periods that meet
GMP/GDP requirements®.

Specific elements that should be checked when

8.10.1 | The retention period of each type of records KFEOFEFORGFHIMIZ. RIETDH)
should (at a minimum) meet those periods GMP/GDP O B CHE X 7- #iR &20ts 7- 4
specified by GMP/GDP requirements. RETHD, LY EVVREESRZEEL T
Consideration should be given to other local or BAREMED 8 5 . oD 11— 7 L | [E 0
national legislation that may stipulate longer _ e
storage periods. (EONTHERT ~ZTHD,

8.10.2 | The records can be retained internally or by using | 04ki%. N THRETHZ L TEX AL, M
an outside storage service subject to quality BAEEIZES)OTHE DS — R &
agreements. In this case, the data centre’s A+2- L8 TX5, BEDELS., F—2t
locations should be identified. A risk assessment L DFHEM A E L TEBL LERD S
should be available to demonstrate retention S, - -
systems/facilities/services are suitable and that the U 8 Z Yﬂzkz\m){ - ‘\[;FS%T%] {ff}? B L T% A
residual risks are understood. VAT AR — B A DY JJ:G HY ,5"3%??

YA ZFFELTWD ZEa2RED LT
THVERD B,

Item: | Where and how should records be archived? EZT, DL CHEFEERET REN?

1. Expectation HfSEIE

HRET AT THEODSESERAT
o I(T—HA T HOFHOMHA, HIEITE
ENDFLERDO Y A N, RAEHE, 7T A7
BTEs) T B2 AT AERIT DM EN
5,

BEOa fa—L, RGO T 7 A K
WY AANVICEHT A R"BVETH B,

AT A%, GMP/GDP IZBHHE 54 _TD
FLEKDS. GMP/GDP D ZEA{: 24t 7= 9 W1 . #ife
EIRESINLGEL OO THDHZ LY,

FFEE LV E2—F3RICTF =y 7 REERK

% Note that storage periods for some documents may be dictated by other local or national legislation.
* LFEITL - TiE (GMP/GDP LS D] o> o — A /b EIFE DOIERIC Lo TIRAFHIM A ED b T 545
and D,

% B ek
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reviewing records:

e  Check that the system implemented for
retrieving archived records is effective and
traceable.

e Check if the records are stored in an orderly
manner and are easily identifiable.

e Check that records are in the defined
location and appropriately secured.

e Check that access to archived documents is
restricted to authorised personnel ensuring
integrity of the stored records.

e  Check for the presence of records of
accessing and returning of records.

e The storage methods used should permit
efficient retrieval of documents when

R -

o T AT INTREERY T TmHD
VAT LR TH Y B ATRETH
H5¢EF2vIT D,

o FLERNEINLIRE S,
L2t EBF v IT D,

o FLERNED DNTIBETICH V. EENI LR
EINTWLH I ETF =y 7T 5,

o RIFENT-FEHEDOA LT T VT 4 &tz
2T 57012, T—hA 7 SN EA~
DT 77 AN SNTAEBICHIFR S 4
TWAZ LETF=v /95D,

o FEEA~DT 7B ADRHDEEENFET
HZbmFrv b,

RGITFHTE

required. o EALTVARMESIER, LERLE X
XEZNRMICMY HEL DO THD Z
=

Expectation M EIH
All hardcopy quality records should be archived T_RTON— Fa bt —OWELEIT. LT
mn: Ko7 —hA7F% .

e secure locations to prevent damage or loss,

e such a manner that it is easily traceable and
retrievable, and

e a manner that ensures that records are
durable for their archived life.

Specific elements that should be checked when
reviewing records:

e Check for the outsourced archived
operations if there is a quality agreement in

place and if the storage location was audited.

e Ensure there is some assessment of ensuring
that documents will still be legible/available
for the entire archival period.

e In case of printouts which are not permanent
(e.g. thermal transfer paper) a verified
(‘true’) copy should be retained.

o FHRRWMAZB S K D B ERGHTT,

o ALIEHITE, WY HED LD RNk

o T —hA THIMIZHE > TRiEDS kR L T
DL HMEFRITT D XD RGIET,

SEEA Lo —3 BB
RIEEIH .

o ToHA TEEIABERSN TS
&, REABEIHFRE S, HORAES
AR

BEfsh T\ ZleaxF=vr 7
50

o &7 —NA T7HIRTXEOH M/ FTH
PERMERR SN D Z L A TREICT B2
W AT BEDDTEARA L FEIToTWND
Z L AT D,

TF v 7 & ALK

é%%% R oAt S o
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e  Verify whether the storage methods used o UV ETU RBEARTIEARV (B
permit efficient retrieval of documents when BERE) GEIX. BiESn = ( TBEE])
required. A= RETNETH D,
o AL TWDHIRFTIED, BB L X
XEZZRMTIMO HED L 91T -T
WD Z & EBREET D,
3. Expectation P EE
All records should be protected from damage or T _RTOEL. L TOEREIC X A EIESCn
destruction by: P DIRBT DUEN DD
o fire; o K
e liquids (e.g. water, solvents and buffer e . v s
solution): o IR (B K. TRBE FRETR)
e rodents; © FolE
N A
e humidity etc; and. o RS
= Ed X1 - .
e unauthorised personnel access, who may ¢ fﬁf@ 7? v GEEROETE o ﬁ%@ A
attempt to amend, destroy or replace records. AL D EL TR HRICLDT 7
Ao
Specific elements that should be checked when | 3Bk % L B2 — 3 3BICF = v 7 T REEK
reviewing records: RUEIH
o  Check if there are systems in place to protect | o Zp4g 2+ 53 25 A il Ehay
records (e.g. pest control and sprinklers). RE— AR FY s 5—) RrD
e Note: Sprinkler systems should be EF =y 73 %,
implemented according to local safety o PISE T _
requirements; however, they should be ° i/j\ Y /77/7 /i;’b‘ ﬂi D‘ 7
designed to prevent damage to documents, 4 l:O)p; —'I—gﬁ: (Z9E - ?%Z&ﬁ—/\ EThHD
e.g. documents are protected from water. D3 X%@Tﬁ{%% @ <l (Bl - SCEFE KD
HIRi#ET D) & 0 ICKFHT DM ER D
e Check for appropriate access controls for %,
records.
o FLERITHT HEUIRT /A hE—
NV (BERILATWDLZE] 2F =y 7
‘j_ 6 o
8.11 Disposal of original records or true copies
8.11 JAADFGHXITEIED B — DMy
8.11.1| A documented process for the disposal of records | & 5 I 7-ARAFHIM DI IE UWFEAZT SR X

should be in place to ensure that the correct
original records or true copies are disposed of
after the defined retention period. The system
should ensure that current records are not

TEEa v —R RIS END LI, &
FROBEFEICEAT 2 CE SN T a A &2
TARXTHD, ZOVAT AT, 8o Thy

% B ek s
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destroyed by accident and that historical records
do not inadvertently make their way back into the
current record stream (e.g. historical records
confused/mixed with existing records.)

HOFLENMEESNTZY . BEOTENTE -
THEADOEEDOHFIIIGAALTE Y T 5 (] -
8 EOFLERNBE DFLER & IR - BA S
%) ZEEMBEIISHEDOTHDHZ &,

deleting the wrong documents. The access rights
allowing disposal of records should be controlled
and limited to few persons.

8.11.2 | A record/register should be available to a— B LR —IZhto T, B L7308 %
demonstrate appropriate and timely archiving or WEIASZA LY T — AT I
destruction of retired records in accordance with L= & R oot/ aimi S L
local policies. TEUENDHD

8.11.3 | Measures should be in place to reduce the risk of | fE 7= LELZHIBELTCLE S U A7 KT

67L\_y)@>(1‘%%u§b6“\% T&)éo uaﬁé’ﬁ#
ECXAT /AR Fa—L L, DA
HITRET RETh S,

9. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR
COMPUTERISED SYSTEMS
9. AV Ea—F LT AT ATRBITIBT—FA T 7 VT 42T 5 BAER 2 RETEIE

9.1  Structure of the Pharmaceutical Quality System and control of computerised systems
9.1 ERMWEVATLAOWELa  Ea— Ly AT ADa br—)L
9.1.1 | A large variety of computerised systems are used | =4-TlL, ¥Ex o Ea—X Lo AT AN
by companies to assist in a significant number of | fif F X, FEFICL < DERIEFN % T LT
operational activities. These range from the WA, TAbE. B2 KT rr R
simple standalone to large integrated and complex F AN RIS A ST M L AT A
systems, many of which have an impact on the . 'z g ! P T ks 0
quality of products manufactured. It is the % ’C%E 2;/;; . ZOZNPRES AR
responsibility of each regulated entity to fully i O i B8 T 5 TARTHAEa—H
evaluate and control all computerised systems and | L3> A7 A& +757 IZRHili L 0= b —L &
manage them in accordance with GMP'? and 1TV, GMP'O KON GDP!! O BER 2t » TEER
GDP'! requirements. T4 L3, BHEESHOBELTH S,
9.1.2 | Organisations should be fully aware of the nature | Z-FikiIcBNT, L TWAHa B a—H

and extent of computerised systems utilised, and
assessments should be in place that describe each
system, its intended use and function, and any
data integrity risks or vulnerabilities that may be
susceptible to manipulation. Particular emphasis
should be placed on determining the criticality of
computerised systems and any associated data, in

b A7 LOMWE L f@EE 2@ L, 7
TAA L NEEE LT MERHD, T
A A b (GoEk) 1%, A7 L0, FIH
HEJ EHRE, RIEEMEICHT DT —2 A4 T
TVT 4 DU R SOMEE A LT D, FF
I, 2 Ea—2 by AT AR OBHET — 4

Ui SR D EEE AT D Z &

10 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, Part I1
chapters 5, & Annex 11
"1 PIC/S PE 011 GDP Guide to Good Distribution Practice for Medicinal Products, specifically section 3.5

% R oAt S 4
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critical in reconstruction of events, (e.g. user
identification, times, critical process parameters,
units of measure), and would be considered as
‘relevant metadata’ that should be fully captured
and managed. However, non-critical meta-data
such as system error logs or non-critical system
checks may not require full capture and

respect of product quality. ICERZEL,

9.1.3 | All computerised systems with potential for BT AR O H A9 X ThH o
impact on product quality should be effectively VB —HV AT AL, (VAT L', R
managed under a Pharmaceutical Quality System | sept v 132 mpy 2 REEME, 258 . o
which is designed to ensure that systems are F R LS (T S T S
protected from acts of accidental or deliberate P o i
manipulation, modification or any other activity 59 @Ebf ;E ﬁ%;% 6{% A5 & 5 iifb
that may impact on data quality and integrity. 7o) RSB 2 AT LD T TR R

FRETHS,

9.1.4 | The processes for the design, evaluation, and a2 —Zb AT LAOFE - B - BT
selection of computerised systems should include | Do+ 2 CiE, VAT LDTF—F <RI A
appropriate consideration of the data management | - | L =% ¢ > 5 7 U 5 ¢ OfiliE )
and intﬁgriltg aspects of the system. Regulate}(li ICRETRETh D, HEIx S —F—
users should ensure that vendors of systems have . _ o e S .
an adequate understanding of GMP/GDP and data y Z\ T & /: A GMP/\GDP % o7 j oA
integrity requirements, and that new systems YT 7 UT 4 DEM: ’E + lefﬁﬁf L. #rLwv
include appropriate controls to ensure effective VAT DRI T — S RV A Ntk
data management. Legacy systems are expected to | FIZ T D072z b w— L AHAGA E LD
meet the same basic requirements; however, full T HERBECTRETHLH, LY —U AT
compliance may necessitate the use of additional P NE=10) %zggﬁ:igﬁﬁf_—f - g NI SN
controls, e.g. supporting administrative TWBN, E=RICHEAT 5 7= DI I EME 72
procedures or supplementary security 2y hm— (f %ﬁ B f&%a‘% e S
hardware/software.

XU T 2@y onN—rFv=7/V7
N =T) BT OMERHLTHA D,

9.1.5 | Regulated users should fully understand the extent | HH| R 21— —|%., a2 Ea—H L 2T
and nature of data generated by computerised M X TEREINAT—X O e %
systems, and a risk based approach should be VAR AN D, ET. U R TN
taken to determining the data risk and criticality AT IO —FFRAL. F—A Y R L5
of data (including metadata) and the subsequent - BN S b
controls required to manage the data generated. —7 %E};{ (AFT =5 & @j) - KOS
For example: NIeT — 2 e EBRT 572Dl Eray o

—IVEIRTET D,

9.1.5.1| In dealing with raw data, the complete capture and | 25— X ZE V5 LT, i@ .% i, oA
retention of raw data would normally be required | N> NS A FEBRT A2, A5 — X %
in order to reconstruct the manufacturing event or seis (KRR ) ICHUE - (B8 2 LEN D
analysis. %,

9.1.5.2| In dealing with metadata, some metadata is AT =2 EROFKE D BT, AXT—XDHf

WA R MEHET 5 ETHEERLOD
(Bl =——FR, R, EER T mk
ARG A—=5 RIERA) BZH Y ST
EARICEUS - BT RE BEA YT —4)
LHIpEIND, L, BETRWAZ T —
2B AT ADOT T —a FRLEETRWN

% B ek
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management where justified using risk
management.

VAT AF o), VAT RIA LB
XA AZFBHTE 22 51X, 272
5 BHUIIAREN S Liv7eV,

9.1.6 | When determining data vulnerability and risk, itis | —Z O g5tk & VY 2 7 24|l HERIC
important that the computerised system is 1T, 2 a2 —F L AT AR E R AT 1
considered in the context of its use within the 2D T S & D B RET S
business process. For example, the integrity of S LNEETHA, FlziE. SASA oL
results generated by an analytical method utilising | . - S /t
an integrated computer interface are affected by I: :L el / 7= ;(\X %leﬁﬁj— & ]7 15)‘?)‘“
sample preparation, entry of sample weights into Y J: O AR S zh“ = [37 )Fjj J 7'% %i)/f ST
the system, use of the system to generate data, and | Y 7 (1%, ¥ 7 /1/@ i, AT Lh~DY
processing / recording of the final result using that | > 7 /VEHBEDO ANT), T —F ZAEKT 572D
data. The creation and assessment of a data flow AT LORF., FOT— & Z T Bk
map may be useful in understanding the risks and | L 4LEE - S04k (D=0 ) ICEEB XN,
vulnerabilities of computerised systems, FeTm—wy FEER L. TERARL b
particularly interfaced systems. 5475 LIZEY . av o T by 2T

AL FHZA v H—T 2 f AENT AT L T
Hpy2y Lifegtha BT 52 LN TED
ThHH9,

[FR{E : interfaced IX, integrated (fEf3) & @
T, e ST, BISEAGbEnE
WHOEKRTHOORTWS LD, ]

9.1.7 | Consideration should be given to the inherentdata | > X7 ALK (L) V7 hou=T7iIZb b &
integrity controls incorporated into the system MASAFENTWATFT—Z AT T VT 4 ay
and/or software, especially those that may be MO — LA RETRE Ch D, TIUTBED
more il ol b more e | 7 3.7 4/ NEHEWR: £ (i

- Bl o — A VS
contemporary data management requirements. %i}?tﬁﬁéﬁ /f T . é v 2 £0%, %LTIE
Examples of systems that may have (o3 L CHEss R AT A L?b RGN S
vulnerabilities include: manual recording systems, | C b5, Jifﬁ:a% Db H AT AOFIE, FIE
older electronic systems with obsolete security HRIZE DRk A7 4, Bt X=U T«
measures, non-networked electronic systems and | %R 23 S HWEFV AT AL, Xy MU
those that require additional network security — L ENTVRNVE T AT AL BN 72
protection e.g. using firewalls and intrusion Fo NT =¥ UT ({5 W 77 A
detection or prevention systems. 7 e JLSAR AR - BhIE S 25 A O]

X
W) Z# BT AT LETH D,
9.1.8 | During inspection of computerised systems, A Ea—H LV AT AOBETIE, BEE

inspectors are recommended to utilise the
company’s expertise during assessment. Asking
and instructing the company’s representatives to
facilitate access and navigation can aid in the
inspection of the system.

Z7 B A A FOBRIT, SO N 27
A4 2Lk, SHoMIEEIC, T7 AR
T —ra B FmoTh b L)k -
R THZL TUAT LAOELZEDOIIFIZR

Do

% R &tt 0 51
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The guidance herein is intended to provide
specific considerations for data integrity in the
context of computerised systems. Further
guidance regarding good practices for
computerised systems may be found in the PIC/S
Good Practices for Computerised Systems in
Regulated “GxP” Environments (P1 011)

AREIZBITDIHA X AL, avrEa—421k
VAT LIBF T —EA T TV T4 DA
RR R FEZ RS2 L2 AL LT
Wh, A a—SbT AT LDT y RTT
7T 4 AT DERDATA X RIE,
PIC/S Good Practices for Computerised Systems
in Regulated "GxP" Environments (P1011) (Z7C
fsncna,

9.1.10| The principles herein apply equally to ARETHRRAEAHNL, 22— AT
circumstances where the provision of LD A A EET T AEAIC L REEICE A
computerised systems is outsourced. In these ENb, ZOXHRES. ABEESNTY
cases, thg {.egulated entitil1 retains the ; . — B 28 GMP/GDP D EEZ 4 » C/EH S
responsibility to ensure that outsourced services . - RSN
are managed and assessed in accordance with ., Zt AA / }\ S %LVCI/ ’ 6: s IEU\ 6:1@
GMP/GDP requirements, and that appropriate OeT ==X VAL PROT =2 AT
data management and integrity controls are V7 D=z hu—us Uil et & 54
understood by both parties and effectively EZFESE D) BT CRfRE S AL, #hARAIZ FE i
implemented. SINDZ L EMHEFRICT HEMITHGIx G2t

ZH 5,
9.2 Qualification and validation of computerised systems

92 LV a—XLY AT AOWKHEMI L N F—2 g

921

The qualification and validation of computerised
systems should be performed in accordance with
the relevant GMP/GDP guidelines; the tables
below provide clarification regarding specific
expectations for ensuring good data governance
practices for computerised systems.

a2 o — by AT LD MR & OV
V75— aid, B#ET 5 GMP/GDP A K
TA NS TEBINDIRETH D, F#E
X, IV Ba—H b AT DTy KT —H
HRF U AT T 0T 4 ARFEEITTHT-00
R R E A O NCT 2D TH D,

922

Validation alone does not necessarily guarantee
that records generated are necessarily adequately
protected and validated systems may be
vulnerable to loss and alteration by accidental or
malicious means. Thus, validation should be
supplemented by appropriate administrative and
physical controls, as wells as training of users.

NYF =g o2 TlE, Ak sn-ieagn
THUNLRE SN TND Z L2 RIECE D &I
[Ro57e0y, NYF— hENTT AT A, B
I SUTEE O H D FEUZ L D THRCLE A
R L e A b b, Lizio T, AN
V7 —3a AIMA T, YRR EEna
vhae—n, YENar ha—L, Fa—
P—hL—= IRMETH D,

% R &tt 0 52
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9.3  Validation and Maintenance

93 NUF— g b ATF A

Item:

System Validation & Maintenance

VAT IRN)F = a b AVTFUR

Expectation

Regulated companies should document and
implement appropriate controls to ensure that data
management and integrity requirements are
considered in the initial stages of system
procurement and throughout system and data
lifecycle. For regulated users, Functional
Specifications (FS) and/or User Requirement
Specifications (URS) should adequately address
data management and integrity requirements.

Specific attention should be paid to the purchase
of GMP/GDP critical equipment to ensure that
systems are appropriately evaluated for data
integrity controls prior to purchase.

Legacy systems (existing systems in use) should
be evaluated to determine whether existing system
configuration and functionality permits the
appropriate control of data in accordance with
good data management and integrity practices.
Where system functionality or design of these
systems does not provide an appropriate level of
control, additional controls should be considered
and implemented.

Potential risk of not meeting expectations/items
to be checked

e Inadequate consideration of DI requirements
may result in the purchase of software
systems that do not include the basic
functionality required to meet data
management and integrity expectations.

e Inspectors should verify that the
implementation of new systems followed a
process that gave adequate consideration to
DI principles.

o Some legacy systems may not include
appropriate controls for data management,
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which may allow the manipulation of data
with a low probability of detection.

e Assessments of existing systems should be
available and provide an overview of any
vulnerabilities and list any additional
controls implemented to assure data
integrity. Additional controls should be
appropriately validated and may include:

- Using operating system functionality (e.g.
Windows Active Directory groups) to
assign users and their access privileges
where system software does not include
administrative controls to control user
privileges;

- Configuring operating system file/folder
permissions to prevent
modification/deletion of files when the
modification/deletion of data files cannot
be controlled by system software; or

- Implementation of hybrid or manual
systems to provide control of data
generated.

VAL NORHO@EY R a Y b a— LR
> TELT . 7 —X DRIEBRENT]
HET, »OZTOZ EBRELIZK VLD
N D,

o MEIVATLDTEAAL N [F&K) 2
HAESNDRETHD, TEAAL b
(Fogk) 121, & 6 B HEgstE oz N
NI, T—EA LT T VT ( HERT
% 7= I FE e S - B ey ha—
ADFIFEIND, BN hr—L
ITHETNZANY T — M FRETHY, LT
NEFEND :

- VAT LAY T b =T Ra—P—HER
AL M= LT DD AT LE
Bz br— /L& f 2 T
By ARV—=T 4 TV RT H(0S) D
Hére (B : Windows Active Directory
TN—) LT, 2a—F—L%
DT 7 AEREEID HTD,

- SATAEIYT N2 T N T —H T 7 A
IVOEFE - HlfkEay he—)LTER
WA, OSD T 7 AT FILE—D
N—=IyvalBZRELTI7A/LD
EIE - HIBRZ B <,

- AERREShiET—4%Earbiur—LT5
720N A TV R AT AT FAE
¥ RT LEEBAT D,

Expectation

Regulated users should have an inventory of all
computerised systems in use. The list should
include reference to:

e The name, location and primary function of
each computerised system;

e Assessments of the function and criticality
of the system and associated data; (e.g.
direct GMP/GDP impact, indirect impact,
none)

e The current validation status of each system
and reference to existing validation
documents.

Risk assessments should be in place for each
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system, specifically assessing the necessary
controls to ensure data integrity. The level and
extent of validation of controls for data integrity
should be determined based on the criticality of
the system and process and potential risk to
product quality, e.g. processes or systems that
generate or control batch release data would
generally require greater control than those
systems managing less critical data or processes.

Consideration should also be given to those
systems with higher potential for disaster,
malfunction or situations in which the system
becomes inoperative.

Assessments should also review the vulnerability
of the system to inadvertent or unauthorised
changes to critical configuration settings or
manipulation of data. All controls should be
documented and their effectiveness verified.

Potential risk of not meeting expectations/items
to be checked

e Companies that do not have adequate
visibility of all computerised systems in
place may overlook the criticality of systems
and may thus create vulnerabilities within
the data lifecycle.

e An inventory list serves to clearly
communicate all systems in place and their
criticality, ensuring that any changes or
modifications to these systems are
controlled.

e  Verify that risk assessments are in place for
critical processing equipment and data
acquisition systems. A lack of thorough
assessment of system impact may lead to a
lack of appropriate validation and system
control. Examples of critical systems to
review include:

- systems used to control the purchasing and

e
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status of products and materials;

- systems for the control and data
acquisition for critical manufacturing
processes;

- systems that generate, store or process data
that is used to determine batch quality;

- systems that generate data that is included
in the batch processing or packaging
records; and
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3. Expectation M

For new systems, a Validation Summary Report
for each computerised system (written and
approved in accordance with Annex 15
requirements) should be in place and state (or
provide reference to) at least the following items:

e Critical system configuration details and
controls for restricting access to
configuration and any changes (change
management).

e Alist of all currently approved normal and
administrative users specifying the username
and the role of the user.

e Frequency of review of audit trails and
system logs.

e Procedures for:

creating new system user;

- modifying or changing privileges for an
existing user;

- defining the combination or format of
passwords for each system

- reviewing and deleting users;
- back-up processes and frequency;
- disaster recovery;

- data archiving (processes and
responsibilities), including procedures for
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accessing and reading archived data;
- approving locations for data storage.

e The report should explain how the original
data are retained with relevant metadata in a
form that permits the reconstruction of the
manufacturing process or the analytical
activity.

For existing systems, documents specifying the
above requirements should be available; however,
need not be compiled into the Validation
Summary report. These documents should be
maintained and updated as necessary by the
regulated user.

Potential risk of not meeting expectations/items
to be checked

o Check that validation systems and reports
specifically address data integrity
requirements following GMP/GDP
requirements and considering ALCOA
principles.

e System configuration and segregation of
duties (e.g. authorisation to generate data
should be separate to authorisation to verify
data) should be defined prior to validation,
and verified as effective during testing.

o Check the procedures for system access to
ensure modifications or changes to systems
are restricted and subject to change control
management.

e Ensure that system administrator access is
restricted to authorised persons and is not
used for routine operations.

e Check the procedures for granting,
modifying and removing access to
computerised systems to ensure these
activities are controlled. Check the currency
of user access logs and privilege levels, there
should be no unauthorised users to the
system and access accounts should be kept
up to date.

e There should also be restrictions to prevent
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users from amending audit trail functions T, FRT I EARAT U RBEFDIR
and from changing any pre-defined directory BRI NTWVWA D L,

paths where data files are to be stored.
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4. Expectation M
Companies should have a Validation Master Plan | &% 13 Y 5F—3 g ‘/ v AH — HA2H

in place that includes specific policies and
validation requirements for computerised systems
and the integrity of such systems and associated
data.

The extent of validation for computerised systems
should be determined based on risk. Further
guidance regarding assessing validation
requirements for computerised systems may be
found in PI 011.

Before a system is put into routine use, it should
be challenged with defined tests for conformance
with the acceptance criteria.

It would be expected that a prospective validation
for computerised systems is conducted.
Appropriate validation data should be available
for systems already in-use.

Computerised system validation should be
designed according to GMP Annex 15 with URS,
DQ, FAT, SAT, 1Q, OQ and PQ tests as
necessary.

The qualification testing approach should be
tailored for the specific system under validation,
and should be justified by the regulated user.
Qualification may include Design Qualification
(DQ); Installation qualification (IQ); Operational
Qualification (OQ); and Performance
Qualification (PQ). In particular, specific tests
should be designed in order to challenge those
areas where data quality or integrity is at risk.

Companies should ensure that computerised
systems are qualified for their intended use.
Companies should therefore not place sole
reliance on vendor qualification packages;
validation exercises should include specific tests
to ensure data integrity is maintained during
operations that reflect normal and intended use.

The number of tests should be guided by a risk
assessment but the critical functionalities should
be at least identified and tested, e.g., certain PLCs
and systems based on basic algorithms or logic
sets, the functional testing may provide adequate
assurance of reliability of the computerised

system. For critical and/or more complex systems,

detailed verification testing is required during IQ,
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0Q & PQ stages.

Potential risk of not meeting expectations/items
to be checked

e  Check that validation documents include
specific provisions for data integrity;
validation reports should specifically address
data integrity principles and demonstrate
through design and testing that adequate
controls are in place.

e Unvalidated systems may present a
significant vulnerability regarding data
integrity as user access and system
configuration may allow data amendment.

e Check that end-user testing includes test-
scripts designed to demonstrate that software
not only meets the requirements of the
vendor, but is fit for its intended use.
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Expectation

Periodic System Evaluation

Computerised systems should be evaluated
periodically in order to ensure continued
compliance with respect to data integrity controls.
The evaluation should include deviations, changes
(including any cumulative effect of changes),
upgrade history, performance and maintenance,
and assess whether these changes have had any
detrimental effect on data management and
integrity controls.

The frequency of the re-evaluation should be
based on a risk assessment depending on the
criticality of the computerised systems
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considering the cumulative effect of changes to
the system since last review. The assessment
performed should be documented.

Potential risk of not meeting expectations/items
to be checked

e  Check that re-validation reviews for
computerised systems are outlined within
validation schedules.

o Verify that systems have been subject to
periodic review, particularly with respect to
any potential vulnerabilities regarding data

integrity.

e Any issues identified, such as limitations of
current software/hardware should be
addressed in a timely manner and corrective
and preventive actions, and interim controls
should be available and implemented to
manage any identified risks.
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Expectation

Operating systems and network components
(including hardware) should be updated in a
timely manner according to vendor
recommendations and migration of applications
from older to newer platforms should be planned
and conducted in advance of the time before the
platforms reach an unsupported state which may
affect the management and integrity of data
generated by the system.

Security patches for operating systems and
network components should be applied in a
controlled and timely manner according to vendor
recommendations in order to maintain data
security. The application of security patches
should be performed in accordance with change
management principles.

Where unsupported operating systems are
maintained, i.e. old operating systems are used
even after they run out of support by the vendor or
supported versions are not security patched, the
systems (servers) should be isolated as much as
possible from the rest of the network. Remaining
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interfaces and data transfer to/from other
equipment should be carefully designed,
configured and qualified to prevent exploitation of
the vulnerabilities caused by the unsupported
operating system.

Remote access to unsupported systems should be
carefully evaluated due to inherent vulnerability
risks.

Potential risk of not meeting expectations/items
to be checked

e  Verify that system updates are performed in
a controlled and timely manner. Older
systems should be reviewed critically to
determine whether appropriate data integrity
controls are integrated, or, (where integrated
controls are not possible) that appropriate
administrative controls have been
implemented and are effective.
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9.4

Data Transfer
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Item:

Data transfer and migration
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Expectation

Interfaces should be assessed and addressed
during validation to ensure the correct and
complete transfer of data.

Interfaces should include appropriate built-in
checks for the correct and secure entry and
processing of data, in order to minimise data
integrity risks. Verification methods may include
the use of:

e Secure transfer
e Encryption
e  Checksums

Where applicable, interfaces between systems
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should be designed and qualified to include an
automated transfer of GMP/GDP data.

Potential risk of not meeting expectations/items
to be checked

o Interfaces between computerised systems
present a risk whereby data may be
inadvertently lost, amended or transcribed
incorrectly during the transfer process.

e Ensure data is transferred directly to the
secure location/database and not simply
copied from the local drive (where it may
have the potential to be altered).

e Temporary data storage on local
computerised systems (e.g. instrument
computer) before transfer to final storage or
data processing location creates an
opportunity for data to be deleted or
manipulated. This is a particular risk in the
case of ‘standalone’ (non-networked)
systems. Ensure the environment that
initially stores the data has appropriate DI
controls in place.

e  Well designed and qualified automated data
transfer is much more reliable than any
manual data transfer conducted by humans.
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Expectation

Where system software (including operating
system) is installed or updated, the user should
ensure that existing and archived data can be read
by the new software. Where necessary this may
require conversion of existing archived data to the
new format.

Where conversion to the new data format of the
new software is not possible, the old software
should be maintained, e.g. installed in one
computer or other technical solution, and also

BRI

VAT ALY T T =T (0S BET) BA A
=V OIHHT L & &k, =—%—i%, BE
FOT =K OT —HATT =20, F LW
V7 R zT Thitthd I & EEFRIZTRE
Thb, LEISUT, BIEOT — A 77
—ZEFLNT r—~ v MIEET DB
o5,

LW 7 MU =T 2 LWT =4 74—~

% R &tt 0 63

1.2
BZLib-119 PICS DI Guidance rl.2.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

available as a backup media in order to have the
opportunity to read the archived data in case of an
investigation.

Potential risk of not meeting expectations/items
to be checked

e It is important that data is readable in its
original form throughout the data lifecycle,
and therefore users should maintain the
readability of data, which may require
maintaining access to superseded software.

o The migration of data from one system to
another should be performed in a controlled
manner, in accordance with documented
protocols, and should include appropriate
verification of the complete migration of
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3. Expectation M

When legacy systems software can no longer be
supported, consideration should be given to
maintaining the software for data accessibility
purposes (for as long possible depending upon the
specific retention requirements). This may be
achieved by maintaining software in a virtual
environment.

Migration to an alternative file format that retains
as much as possible of the ‘true copy’ attributes of
the data may be necessary with increasing age of
the legacy data.

Where migration with full original data
functionality is not technically possible, options
should be assessed based on risk and the
importance of the data over time. The migration
file format should be selected considering the
balance of risk between long-term accessibility
versus the possibility of reduced dynamic data
functionality (e.g. data interrogation, trending, re-
processing, etc.) The risk assessment should also
review the vulnerability of the system to
inadvertent or unauthorised changes to critical
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configuration settings or manipulation of data. All
controls to mitigate risk should be documented
and their effectiveness verified. It is recognised
that the need to maintain accessibility may require
migration to a file format that loses some
attributes and/or dynamic data functionality.

Potential risk of not meeting expectations/items
to be checked

e  When the software is maintained in a virtual
environment, check that appropriate
measures to control the software (e.g.
validation status, access control by
authorised persons, etc.) are in place. All
controls should be documented and their
effectiveness verified.
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9.5

System security for computerised systems
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Item: | System security VAT AEX2 VT 4

1. Expectation IR EIH
User access controls shall be configured and TR DIRNTF —H~DT 7R « ZHE - g
enforced to prohibit unauthorised access to, AT AT, a—F—T I AD I

changes to and deletion of data. The extent of
security controls is dependent on the criticality of
the computerised system. For example:

e Individual Login IDs and passwords should
be set up and assigned for all staff needing
to access and utilise the specific electronic
system. Shared login credentials do not
allow for traceability to the individual who
performed the activity. For this reason,
shared passwords, even for reasons of
financial savings, should be prohibited.
Login parameters should be verified during
validation of the electronic system to ensure
that login profiles, configuration and
password format are clearly defined and
function as intended.
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Input of data and changes to computerised
records should be made only by authorised
personnel. Companies should maintain a list
of authorised individuals and their access
privileges for each electronic system in use.

Appropriate controls should be in place
regarding the format and use of passwords,
to ensure that systems are effectively
secured.

Upon initially having been granted system
access, a system should allow the user to
create a new password, following the normal
password rules.

Systems should support different user access
roles (levels) and assignment of a role
should follow the least-privilege rule, i.e.
assigning the minimum necessary access
level for any job function. As a minimum,
simple systems should have normal and
admin users, but complex systems will
typically requires more levels of users (e.g. a
hierarchy) to effectively support access
control.

Granting of administrator access rights to
computerised systems and infrastructure
used to run GMP/GDP critical applications
should be strictly controlled. Administrator
access rights should not be given to normal
users on the system (i.e. segregation of
duties).

Normal users should not have access to
critical aspects of the computerised system,
e.g. system clocks, file deletion functions,
ete.

Systems should be able to generate a list of
users with actual access to the system,
including user identification and roles. User
lists should include the names or unique
identifiers that permit identification of
specific individuals. The list should be used
during periodic user reviews.

Systems should be able to generate a list of
successful and unsuccessful login attempts,
including:

User identification
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User access role

Date and time of the attempted login,
either in local time or traceable to local
time

Session length, in the case of successful
logins

User access controls should ensure strict
segregation of duties (i.e. that all users on a
system who are conducting normal work
tasks should have only normal access
rights). Normally, users with elevated access
rights (e.g. admin) should not conduct
normal work tasks on the system.

System administrators should normally be
independent from users performing the task,
and have no involvement or interest in the
outcome of the data generated or available in
the electronic system. For example, QC
supervisors and managers should not be
assigned as the system administrators for
electronic systems in their laboratories (e.g.
HPLC, GC, UV-Vis). Typically, individuals
outside of the quality and production
organisations (e.g. Information Technology
administrators) should serve as the system
administrators and have enhanced
permission levels.

For smaller organisations, it may be
permissible for a nominated person in the
quality unit or production department to hold
access as the system administrator; however,
in these cases the administrator access
should not be used for performing routine
operations and the user should hold a second
and restricted access for performing routine
operations. In these cases all administrator
activities conducted should be recorded and
approved within the quality system.

Any request for new users, new privileges of
users should be authorised by appropriate
personnel (e.g. line manager and system
owner) and forwarded to the system
administrator in a traceable way in
accordance with a standard procedure.

Computerised systems giving access to
GMP/GDP critical data or operations should
have an inactivity logout, which, either at
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the application or the operating system level,
logs out a user who has been inactive longer
than a predefined time. The time should be
shorter, rather than longer and should
typically be set to prevent unauthorised
access to systems. Upon activation of the
inactivity logout, the system should require
the user to go through the normal
authentication procedure to login again.

Potential risk of not meeting expectations/items
to be checked

Check that the company has taken all
reasonable steps to ensure that the
computerised system in use is secured, and
protected from deliberate or inadvertent
changes.

Systems that are not physically and
administratively secured are vulnerable to
data integrity issues. Inspectorates should
confirm that verified procedures exist that
manage system security, ensuring that
computerised systems are maintained in
their validated state and protected from
manipulation.

Check that individual user log-in IDs are in
use. Where the system configuration allows
the use of individual user log-in IDs, these
should be used.

It is acknowledged that some legacy
computerised systems support only a single
user login or limited numbers of user logins.
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Where no suitable alternative computerised
system is available, equivalent control may
be provided by third party software, or a
paper based method of providing traceability
(with version control). The suitability of
alternative systems should be justified and
documented. Increased data review is likely
to be required for hybrid systems.

Inspectors should verify that a password
policy is in place to ensure that systems
enforce good password rules and require
strong passwords. Consideration should be
made to using stronger passwords for
systems generating or processing critical
data.

Systems where a new password cannot be
changed by the user, but can only be created
by the admin, are incompatible with data
integrity, as the confidentiality of passwords
cannot be maintained.

Check that user access levels are
appropriately defined, documented and
controlled. The use of a single user access
level on a system and assigning all users this
role, which per definition will be the admin
role, is not acceptable.

Verify that the system uses authority checks
to ensure that only authorised individuals
can use the system, electronically sign a
record, access the operation or computerised
system input or output device, alter a record,
or perform the operation at hand.
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Expectation

Computerised systems should be protected from
accidental changes or deliberate manipulation.
Companies should assess systems and their design
to prevent unauthorised changes to validated
settings that may ultimately affect data integrity.
Consideration should be given to:

e The physical security of computerised
system hardware:

- Location of and access to servers;

- Restricting access to PLC modules, e.g. by
locking access panels.

- Physical access to computers, servers and
media should be restricted to authorised
individuals. Users on a system should not
normally have access to servers and media.

e  Vulnerability of networked systems from
local and external attack;

e Remote network updates, e.g. automated
updating of networked systems by the
vendor.

e Security of system settings, configurations
and key data. Access to critical
data/operating parameters of systems should
be appropriately restricted and any changes
to settings/configuration controlled through
change management processes by authorised
personnel.

e The operating system clock should be
synchronized with the clock of connected
systems and access to all clocks restricted to
authorised personnel.

e Appropriate network security measures
should be applied, including intrusion
prevention and detection systems.

e Firewalls should be setup to protect critical
data and operations. Port openings (firewall
rules) should be based on the least privilege
policy, making the firewall rules as tight as
possible and thereby allowing only
permitting traffic.

Regulated users should conduct periodic reviews
of the continued appropriateness and effectiveness
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of network security measures, (e.g. by the use of
network vulnerability scans of the IT
infrastructure to identify potential security
weaknesses) and ensure operating systems are
maintained with current security measures.

Potential risk of not meeting expectations/items
to be checked

e Check that access to hardware and software
is appropriately secured, and restricted to
authorised personnel.

e  Verify that suitable authentication methods
are implemented. These methods should
include user IDs and passwords but other
methods are possible and may be required.
However, it is essential that users are
positively identifiable.

e For remote authentication to systems
containing critical data available via the
internet; verify that additional authentication
techniques are employed such as the use of
pass code tokens or biometrics.

e Verify that access to key operational
parameters for systems is appropriately
controlled and that, where appropriate,
systems enforce the correct order of events
and parameters in critical sequences of
GMP/GDP steps.
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Expectation

Network protection

Network system security should include
appropriate methods to detect and prevent
potential threats to data.

The level of network protection implemented
should be based on an assessment of data risk.

Firewalls should be used to prevent unauthorised
access, and their rules should be subject to
periodic reviews against specifications in order to
ensure that they are set as restrictive as necessary,
allowing only permitted traffic. The reviews
should be documented.

Firewalls should be supplemented with
appropriate virus-protection or intrusion
prevention/detection systems to protect data and
computerised systems from attempted attacks and
malware.

Potential risk of not meeting expectations/items
to be checked

e Inadequate network security presents risks
associated with vulnerability of systems
from unauthorised access, misuse or
modification.

o Check that appropriate measures to control
network access are in place. Processes
should be in place for the authorisation,
monitoring and removal of access.

e Systems should be designed to prevent
threats and detect attempted intrusions to the
network and these measures should be
installed, monitored and maintained.

e Firewall rules are typically subject to
changes over time, e.g. temporary opening
of ports due to maintenance on servers etc. If
never reviewed, firewall rules may become
obsolete permitting unwanted traffic or
intrusions.
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For reasons of system security, computerised
systems should be configured to prevent
vulnerabilities from the use of USB memory
sticks and storage devices on computer clients and
servers hosting GMP/GDP critical data. If
necessary, ports should only be opened for
approved purposes and all USB devices should be

4. Electronic signatures used in the place of FEXBLAORDVIEHINGETEHLIC
handwritten signatures should have appropriate ST, @y he— A R, FOHE
controls to ensure their authenticity and TEME & SR ETBL LEEE~D FL—H
traceabll'lty to the specific person who B e T
electronically signed the record(s).

[SEd = > [===] . =
Electronic signatures should be permanently E%'?E%‘Z' ‘il‘] ‘%h%%j@ F%% SRS
linked to their respective record, i.e. if a later E.: TEZ\E/‘J c‘i “7 ﬁ—/\:g Thd, j—fcﬁj? b S
change is made to a signed record; the record B t% K: B SNSRI E T AN 2 7255
should indicate the amendment and appear as B FOREKIL, BIESNTZ ERRIND
unsigned. LEDBICBAINTVWARNWESICR D RE
Where used, electronic signature functionality TH 2o
should automaticall'lydlog the date and time when a FH 7B AT AT, BA RN T
signature was applicd. Iz R A BRI FEsT D BB B 5,
The use of advanced forms of electronic . e 5 - .
signatures is becoming more common (e.g. the 'm};‘f B OETES %@‘ﬁﬁjﬁé en ]’%‘h
use of biometrics is becoming more prevalent by HIZ78 o5 C :5‘ WD \(@J ANE ASAFA D i
firms). The use of advanced forms of electronic 7 ADMERN2ALICREL TETVD), m
signatures should be encouraged. R DETFEL DM [T ~& Th
e
Potential risk of not meeting expectations/items | I EHIE 2 /- S 2 WIESOEBERNIR Y 27
to be checked [Fxy 3+ _REIEH
e Check that electronic signatures are o EFBANBEENANYFT—FEhTWNDS
appropriately validated, their issue to staff is Tl REyT~D [(BIBLD) RF
enaturesare readly attibuable 0 Bay hrEnTes oL, Hick
individual. FEBALDBAN~DIFBMEZEZIRTZ
ENTEDLZ L E T2y T 5,
e Any changes to data after an electronic i " L
signature has been assigned should o BIEAETILRICT—FEAELL
invalidate the signature until the data has ek, T EHELE 22— L THE
been reviewed again and re-signed. Y+ AHETIT, BLEEGICT X TH
2
5. Restrictions on use of USB devices USB #é a5 O H I BRI\ T
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properly scanned before use.

The use of private USB devices (flash drives,
cameras, smartphones, keyboards, etc.) on
company computer clients and servers hosting
GMP/GDP data, or the use of company USB
devices on private computers, should be
controlled in order to prevent security breaches.

Potential risk of not meeting expectations/items
to be checked

e This is especially important where operating
system vulnerabilities are known that allow
USB devices to trick the computer, by
pretending to be another external device, e.g.
keyboard, and can contain and start
executable code.

e Controls should be in place to restrict the use
of such devices to authorised users and
measures to screen USB devices before use
should be in place.
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9.6  Audit trails for computerised systems
9.6 2LV a—HLT AT LD
Item: | Audit Trails )
1. Expectation BRI

Consideration should be given to data
management and integrity requirements when
purchasing and implementing computerised
systems. Companies should select software that
includes appropriate electronic audit trail
functionality.

Companies should endeavour to purchase and
upgrade older systems to implement software that
includes electronic audit trail functionality.

It is acknowledged that some very simple systems
lack appropriate audit trails; however, alternative
arrangements to verify the veracity of data should

AV Ea—H L AT LAEBAL, HATS
BRI, T—HF XA NET—H AT
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be implemented, e.g. administrative procedures,
secondary checks and controls. Additional
guidance may be found under section 9.10
regarding hybrid systems.

Audit trail functionality should be verified during
validation of the system to ensure that all changes
and deletions of critical data associated with each
manual activity are recorded and meet ALCOA+
principles.

Regulated users should understand the nature and
function of audit trails within systems, and should
perform an assessment of the different audit trails
during qualification to determine the GMP/GDP
relevance of each audit trail, and to ensure the
correct management and configuration of audit
trails for critical and GMP/GDP relevant data.
This exercise is important in determining which
specific trails and which entries within trails are
of significance for review with a defined
frequency established. For example, following
such an assessment audit trail reviews may focus
on:

e Identifying and reviewing entries/data that
relate to changes or modification of data.

e Review by exception — focusing on
anomalous or unauthoried activities.

e Systems with limitations that allow change
of parameters/data or where activities are
left open to modification

e Note: Well-designed systems with
permission settings that prevent change of
parameters/data or have access restrictions
that prevent changes to configuration
settings may negate the need to examine
related audit trails in detail

Audit trail functionalities should be enabled and
locked at all times and it should not be possible to
deactivate, delete or modify the functionality. If it
is possible for administrative users to deactivate,
delete or modify the audit trail functionality, an
automatic entry should be made in the audit trail
indicating that this has occurred.

Companies should implement procedures that
outline their policy and processes to determine the
data that is required in audit trails, and the review
of audit trails in accordance with risk management
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principles.

Critical audit trails related to each operation
should be independently reviewed with all other
records related to the operation and prior to the
review of the completion of the operation (e.g.
prior to batch release) so as to ensure that critical
data and changes to it are acceptable. This review
should be performed by the originating
department, and where necessary verified by the
quality unit, e.g. during self-inspection or
investigative activities.

Non-critical audit trails reviews can be conducted
during system reviews at a pre-defined frequency.
This review should be performed by the
originating department, and where necessary
verified by the quality unit (e.g. during batch
release, self-inspection or investigative activities).

Potential risk of not meeting expectations/items
to be checked

e Validation documentation should
demonstrate that audit trails are functional,
and that all activities, changes and other
transactions within the systems are recorded,
together with all relevant metadata.

o Verify that audit trails are regularly reviewed
(in accordance with quality risk management
principles) and that discrepancies are
investigated.

e Ifno electronic audit trail system exists a
paper based record to demonstrate changes
to data may be acceptable until a fully audit
trailed (integrated system or independent
audit software using a validated interface)
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system becomes available. These hybrid
systems are permitted, where they achieve
equivalence to integrated audit trail, such as
described in Annex 11 of the PIC/S GMP
Guide.

o Failure to adequately review audit trails may
allow manipulated or erroneous data to be
inadvertently accepted by the Quality Unit
and/or Authorised Person.

e Clear details of which data are critical, and
which changes and deletions should be
recorded (audit trail) should be documented.
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Expectation

Where available, audit trail functionalities for
electronic-based systems should be assessed and
configured properly to capture any critical
activities relating to the acquisition, deletion,
overwriting of and changes to data for audit
purposes.

Audit trails should be configured to record all
manually initiated processes related to critical
data.

The system should provide a secure, computer
generated, time stamped audit trail to
independently record the date and time of entries
and actions that create, modify, or delete
electronic records.

The audit trail should include the following
parameters:

e  details of the user that undertook the action;

e what action occurred, was changed, incl. old
and new values;

e when the action was taken, incl. date and
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time ;
e why the action was taken (reason); and

e in the case of changes or modifications to
data, the name of any person authorising the
change.

The audit trail should allow for reconstruction of
the course of events relating to the creation,
modification, or deletion of an electronic record.

The system should be able to print and provide an
electronic copy of the audit trail, and whether
viewing in the system online or in a hardcopy, the
audit trail should be available in a meaningful
format.

If possible, the audit trail should retain the
dynamic functionalities found in the computerised
system, (e.g. search functionality and ability to
export data such as to a spreadsheet).

Note: An audit trail should not be confused with a
change control system where changes may needed
to appropriately controlled and approved under a
PQS.

Potential risk of not meeting expectations/items
to be checked

e  Verify the format of audit trails to ensure
that all critical and relevant information is
captured.

e The audit trail should include all previous
values and record changes should not
overwrite or obscure previously recorded
information.

e Audit trail entries should be recorded in true
time and reflect the actual time of activities.
Systems recording the same time for a
number of sequential interactions, or which
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only make an entry in the audit trail, once all
interactions have been completed, may not
be in compliance with expectations to data
integrity, particularly where each discrete
interaction or sequence is critical, e.g. for the
electronic recording of addition of 4 raw
materials to a mixing vessel. If the order of
addition is a critical process parameter
(CPP), then each addition should be
recorded individually, with time stamps. If
the order of addition is not a CPP then the
addition of all 4 materials could be recorded
as a single timestamped activity.
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9.7

Data capture/entry for computerised systems

97 ALV a—HL AT A~DTFT—R2IVE/INT]

Item:

Data capture/entry

T —ZIEIAT

Expectation

Systems should be designed for the correct
capture of data whether acquired through manual
or automated means.

For manual entry:

e The entry of critical data should only be
made by authorised individuals and the
system should record details of the entry, the
individual making the entry and when the
entry was made.

e Data should be entered in a specified format
that is controlled by the software, validation
activities should verify that invalid data
formats are not accepted by the system.

e All manual data entries of critical data
should be verified, either by a second
operator, or by a validated computerised
means.

e Changes to entries should be captured in the
audit trail and reviewed by an appropriately
authorised and independent person.

For automated data capture: (refer also to table
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9.3)

e The interface between the originating
system, data acquisition and recording
systems should be validated to ensure the
accuracy of data.

e Data captured by the system should be saved
into memory in a format that is not
vulnerable to manipulation, loss or change.

e The system software should incorporate
validated checks to ensure the completeness
of data acquired, as well as any relevant
metadata associated with the data.

Potential risk of not meeting expectations/items
to be checked

e Ensure that manual entries of critical data
made into computerised systems are subject
to an appropriate secondary check.

e Validation records should be reviewed for
systems using automated data capture to
ensure that data verification and integrity
measures are implemented and effective, e.g.
verify whether an auto save function was
validated and, therefore, users have no
ability to disable it and potentially generate
unreported data.
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Expectation

Any necessary changes to data should be
authorised and controlled in accordance with
approved procedures.

For example, manual integrations and
reprocessing of laboratory results should be
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performed in an approved and controlled manner.
The firm’s quality unit should establish measures
to ensure that changes to data are performed only
when necessary and by designated individuals.
Original (unchanged) data should be retained in
its original context.

Any and all changes and modifications to raw
data should be fully documented and should be
reviewed and approved by at least one
appropriately trained and qualified individual.

Potential risk of not meeting expectations/items
to be checked

e Verify that appropriate procedures exist to
control any amendments or re-processing of
data. Evidence should demonstrate an
appropriate process of formal approval for
the proposed change,
controlled/restricted/defined changes and
formal review of the changes made.
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9.8

Review of data within computerised systems
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Item:

Review of electronic data

EBEFT—ZDLEa—

Expectation

The regulated user should perform a risk
assessment in order to identify all the GMP/GDP
relevant electronic data generated by the
computerised systems, and the criticality of the
data. Once identified, critical data should be
audited by the regulated user and verified to
determine that operations were performed
correctly and whether any change (modification,
deletion or overwriting) have been made to
original information in electronic records, or
whether any relevant unreported data was
generated. All changes should be duly authorised.

An SOP should describe the process by which
data is checked by a second operator. These SOPs
should outline the critical raw data that is
reviewed, a review of data summaries, review of
any associated log-books and hard- copy records,
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and explain how the review is performed,
recorded and authorised.

The review of audit trails should be part of the
routine data review within the approval process.

The frequency, roles and responsibilities of audit
trail review should be based on a risk assessment
according to the GMP/GDP relevant value of the
data recorded in the computerised system. For
example, for changes of electronic data that can
have a direct impact on the quality of the
medicinal products, it would be expected to
review audit trails prior to the point that the data
is relied upon to make a critical decision, e.g.
batch release.

The regulated user should establish an SOP that
describes in detail how to review audit trails, what
to look for and how to perform searches etc. The
procedure should determine in detail the process
that the person in charge of the audit trail review
should follow. The audit trail review activity
should be documented and recorded.

Any significant variation from the expected
outcome found during the audit trail review
should be fully investigated and recorded. A
procedure should describe the actions to be taken
if a review of audit trails identifies serious issues
that can impact the quality of the medicinal
products or the integrity of data.

Potential risk of not meeting expectations/items
to be checked

e Check local procedures to ensure that
electronic data is reviewed based on its
criticality (impact to product quality and/or
decision making). Evidence of each review
should be recorded and available to the
inspector.

e  Where data summaries are used for internal
or external reporting, evidence should be
available to demonstrate that such
summaries have been verified in accordance
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with raw data.

e Check that the regulated party has a detailed
SOP outlining the steps on how to perform
secondary reviews and audit trail reviews
and what steps to take if issues are found
during the course of the review.

e  Where global systems are used, it may be
necessary for date and time records to
include a record of the time zone to
demonstrate contemporaneous recording.

e Check that known changes, modifications or
deletions of data are actually recorded by the
audit trail functionality.
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The company’s quality unit should establish a
program and schedule to conduct ongoing reviews
of audit trails based upon their criticality and the
system’s complexity in order to verify the
effective implementation of current controls and
to detect potential non-compliance issues. These
reviews should be incorporated into the
company’s self-inspection programme.

Procedures should be in place to address and
investigate any audit trail discrepancies, including
escalation processes for the notification of senior
management and national authorities where
necessary.

Potential risk of not meeting expectations/items
to be checked

e Verify that self-inspection programs
incorporate checks of audit trails, with the
intent to verify the effectiveness of existing
controls and compliance with internal
procedures regarding the review of data.

e Audit trail reviews should be both random
(selected based on chance) and targeted
(selected based on criticality or risk).
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9.9  Storage, archival and disposal of electronic data

99 BT —XDORGE. T—HAT 5y

Storage of data should include the entire original
data and all relevant metadata, including audit
trails, using a secure and validated process.

If the data is backed up, or copies of it are made,
then the backup and copies should also have the
same appropriate levels of controls so as to
prohibit unauthorised access to, changes to and
deletion of data or their alteration. For example, a
firm that backs up data onto portable hard drives
should prohibit the ability to delete data from the
hard drive. Some additional considerations for the
storage and backup of data include:

e True copies of dynamic electronic records
can be made, with the expectation that the
entire content (i.e. all data and all relevant
metadata is included) and meaning of the
original records are preserved.

e Stored data should be accessible in a fully
readable format. Companies may need to
maintain suitable software and hardware to
access electronically stored data backups or
copies during the retention period

e Routine backup copies should be stored in a
remote location (physically separated) in the
event of disasters.

e Back-up data should be readable for all the
period of the defined regulatory retention
period, even if a new version of the software
has been updated or substituted for one with
better performance.

e Systems should allow backup and
restoration of all data, including meta-data
and audit trails.

Item: | Storage, archival and disposal of electronica BT —FDRE - T—h A7 « 45y
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Potential risk of not meeting expectations/items
to be checked

e  Check that data storage, back-up and
archival systems are designed to capture all
data and relevant metadata. There should be
documented evidence that these systems
have been validated and verified.

o The extent of metadata captured should be
based on risk management principles, and
users should ensure that all metadata critical
in the reconstruction of activities or
processes are captured.

e Check that data associated with superseded
or upgraded systems is managed
appropriately and is accessible.
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Expectation

The record retention procedures should include
provisions for retaining the metadata. This allows
for future queries or investigations to reconstruct
the activities that occurred related to a batch.
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Expectation

Data should be backed-up periodically and
archived in accordance with written procedures.
Archive copies should be physically (or virtually,
where relevant) secured in a separate and remote
location from where back up and original data are
stored.

The data should be accessible and readable and its
integrity maintained for all the period of
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archiving.

There should be in place a procedure for restoring
archived data in case an investigation is needed.
The procedure in place for restoring archived data
should be regularly tested.

If a facility is needed for the archiving process
then specific environmental controls and only
authorised personnel access should be
implemented in order to ensure the protection of
records from deliberate or inadvertent alteration
or loss. When a system in the facility has to be
retired because problems with long term access to
data are envisaged, procedures should assure the
continued readability of the data archived. For
example, it could be established to transfer the
data to another system.

Potential risk of not meeting expectations/items
to be checked

e There is a risk with archived data that access
and readability of the data may be lost due to
software application updates or superseded
equipment. Verify that the company has
access to archived data, and that they
maintain access to the necessary software to
enable review of the archived data.

o  Where external or third party facilities are
utilised for the archiving of data, these
service providers should be subject to
assessment, and all responsibilities recorded
in a quality technical agreement. Check
agreements and assessment records to verify
that due consideration has been given to
ensuring the integrity of archived records.
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Expectation

It should be possible to print out a legible and
meaningful record of all the data generated by a
computerised system (including metadata).

If a change is performed to records, it should be
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possible to also print out the change of the record,
indicating when and how the original data was
changed.

Potential risk of not meeting expectations/items
to be checked

e Check validation documentation for systems
to ensure that systems have been validated
for the generation of legible and complete
records.

e Samples of print-outs may be verified.
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Expectation

Procedures should be in place that describe the
process for the disposal of electronically stored
data. These procedures should provide guidance
for the assessment of data and allocation of
retention periods, and describe the disposal of
data that is no longer required.

Potential risk of not meeting expectations/items
to be checked

o Check that the procedures clearly stipulate
the conditions for the disposal of data, and
that care is taken to avoid the inadvertent
disposal of required data during its lifecycle.
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9.10 Management of Hybrid Systems
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Item: | Management of Hybrid Systems NATY v RVRT LAOEH
1. Hybrid systems require specific and additional ATV RUAT AL, TOEMES LT —

controls in reflection of their complexity and
potential increased vulnerability to manipulation
of data. For this reason, the use of hybrid systems
is discouraged and such systems should be
replaced whenever possible.

Each element of the hybrid system should be
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qualified and controlled in accordance with the
guidance relating to manual and computerised
systems as specified above.

Appropriate quality risk management principles
should be followed when assessing, defining, and
demonstrating the effectiveness of control
measures applied to the system.

A detailed system description of the entire system
should be available that outlines all major
components of the system, the function of each
component, controls for data management and
integrity, and the manner in which system
components interact.

Procedures and records should be available to
manage and appropriately control the interface
between manual and automated systems,
particularly steps associated with:

e manual input of manually generated data
into computerised systems;

e transcription (including manual) of data
generated by automated systems onto paper
records; and

e automated detection and transcription of
printed data into computerised systems.

Potential risk of not meeting expectations/items
to be checked

e Check that hybrid systems are clearly
defined and identified, and that each
contributing element of the system is
validated.

e Attention should be paid to the interface
between the manual and computerised
system. Inspectors should verify that
adequate controls and secondary checks are
in place where manual transcription between
systems takes place.

e Original data should be retained following
transcription and processing.

e Hybrid systems commonly consist of a
combination of computerised and manual
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o FE¥I AT ALLaL LV a—XLT 2T
LDOBDA B —T = A ATEBET X
Thbd, BEEIX. VAT LM TRIEE
WX AR T A HE, @y
fe—n& " RF =y 7™M 7T 5
L EBRRETRETH D,

o AT =L, WML LR bRE
L TR LERD D,
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systems. Particular attention should be paid
to verifying:

- The extent of qualification and/or
validation of the computerised system;
and,

- The robustness of controls applied to the
management of the manual element of the
hybrid system due to the difficulties in
consistent application of a manual process.

o NATVY vy RVATAF, BRI
t;~&my17bk$¢¥V27A@
MAGDOE TR IS, FRCULT 2R
FET ABRICITEEDIMLETH D

- AU Ea—Z LY AT AOWEREE
BN NYF— 3 v ORE

- TV Y RYRAT AOFEER SO
BHICERAESNS a3 o —/LDERE
M, (ar ha—1%] FEXSutk
21z, —BME Lo CHEATAZ N
K72 7= 8

Procedures should be in place to manage the
review of data generated by hybrid systems which
clearly outline the process for the evaluation and
approval of electronic and paper-based data.
Procedures should outline:

e Instructions for how electronic data and
paper-based data is correlated to form a
complete record.

e Expectations for approval of data outputs for
each system.

e Risks identified with hybrid systems, with a
focus on verification of the effective
application of controls

Potential risk of not meeting expectations/items
to be checked

e Verify that instructions for the review of
hybrid system data is in place.

ATV RYAT ATERENZT—HD
Vt;~%£ﬁﬁétb@$@% BRRYAT:
NbHb, TZIFEFT—F EMX—RADT
~&%v3;~b KRS 5 7 1t AN AR
RSN D, FIRICIE, LR EFLET 5 ¢

o SEARITLEREIENRT DO, BT —
HERER—=ADT —H % ED L) Ik A
Ebhtsrm, EVoETR,

o [ET. FEE ThTHLDOV AT LD
T — & T D ARG &ﬁﬁé%ﬁ'f#%Iﬁo

o NATY v RIVATFAIZOWTEEIN
VA7, ary ha—LRE05A S
NTWD Z & ORREZEREZY TDH,

HHEFEEZH - SRWEAOBENRY 27
IF =y $T_REIEH

e "NATU Y RIVATFTLDT—HZL =
—F 5 ODIERDIFIET D Z & ZRFE
95,
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10. DATA INTEGRITY CONSIDERATIONS FOR OUTSOURCED

ACTIVITIES

10. 77U b Y —RIFENZBII BT —F A T 7 VT 4 DEEEIE

10.1 General supply chain considerations

101 V7 I, F = — BT A7 % 8 HIE

10.1.1 | Modern supply chains often consist of multiple
partner companies working together to ensure safe
and continued supply of medicinal products.
Typical supply chains require the involvement of
API producers, dosage form manufacturers,
analytical laboratories, wholesale and distribution
organisations, often from differing organisations
and locations. These supply chains are often
supported by additional organisations, providing
outsourced services, IT services and
infrastructure, expertise or consulting services.

BUCOY T T4 F o — 3, EFEGLDLED
ORI I SRR D 7= DI T D H D
= h =2tz L iR SN D Z L%

VW, BRI T A F = — 2 Tlk AP AEJE
¥E . AIBRESEE . oWTrgeET. HIe

F o MEEFRDEEG L TBY ., Z O
frbkkx Tho, o, TNV 7T A F
=%, TN =AY —E R, ITH—t
AROA T TARNT 7 F v, HEAHEIN, =
YT 4 T —E R E W o TR 7
BRICE o THZHENTND I ENZ,

10.1.2 | Data integrity plays a key part in ensuring the
security and integrity of supply chains. Data
governance measures by a contract giver may be
significantly weakened by unreliable or falsified
data or materials provided by supply chain
partners. This principle applies to all outsourced
activities, including suppliers of raw materials,
contract manufacturers, analytical services,
wholesalers, contracted service providers and
consultants.

T—=HA T TV T 4, YT TA T ==
DX VT 4 AT T VT 0 BHEEICT
5 ECEEREEE RS, YT I TF=—
Y OR— = b FEEORN ISR E
N ENT=T—ZRFRIN RSN D X9 72t
B BRIEEEOT — X T NF v A FFRITE
LS<FHDLNDETHAH, ZOZ Lid, 5k
Brofitiasd, ShEZitath, ot —y A,
HE¥EE, BV —v AT X — v
P N T RTOT 7 MY —RAEND
HENC Y T E D,

10.1.3 | Initial and periodic re-qualification of supply
chain partners and outsourced activities should
include consideration of data integrity risks and
appropriate control measures.

VT ITATF 2= D/N—= =TT Y
— A LT2iGEh & Ied) B OVERIIC, EAstE
FHET 2R, T—X AT VT 4 VRS
L eay ha— VR EBETREXTH
D

10.1.4 | It is important for an organisation to understand
the data integrity limitations of information
obtained from the supply chain (e.g. summary
records and copies / printouts) and the challenges
of remote supervision. These limitations are
similar to those discussed in section 8.11 of this
guidance. This will help to focus resources
towards data integrity verification and supervision
using a quality risk management approach.

KA TIL, VT I9A TF == DO AFTD
TG (. v~ VR, av—/7YV o hT Y
N DT =2 AT 7 VT ¢ ORRR L =R
EAROMBEZER L B ZENEETH

5o ZHHODRFIL, RIA X ADH

I ETHROENTWAEHDEEETH D,
IREEHL B ZEICLY, WEY 2
XA NTFa—FEHNT, (VT
AF 2= NOAFTLHERD)] T —2 A
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T VT 4 ORGEEEBICEREEFIED
TLEMNTE D,

10.2 Routine document verification

102 HEBY R SCEOREE

10.2.1

The supply chain relies upon the use of
documentation and data passed from one
organisation to another. It is often not practical for
the contract giver to review all raw data relating to
reported results. Emphasis should be placed upon
a robust qualification process for outsourced
supplier and contractor, using quality risk
management principles.

BT I F =TI, H DO DRI
EANPEIN D LEST — X IKGFTDHZ LI
2%, %< OhA. BREFLEND., #E I
ToAERACBE S DT _RCOET — X MR
52 EITHERTITR, SWE U AT v
A2 NOJFRIEFAWT, SMFZEFEL TSt
R CRaE S O E N b S e RRY A L RAS T S A iD=
TRACEHAEEIARZITHD

10.3 Strategies for assessing data integrity in the supply chain

103 ¥ T IAF ==L BT DT —EA LTIV T 4 BT EARX L b 22O

10.3.1

Companies should conduct regular risk reviews of
supply chains and outsourced activity that
evaluate the extent of data integrity controls
required. The frequency of such reviews should
be based on the criticality of the services provided
by the contract acceptor, using risk management
principles, Information considered during risk
reviews may include:

e The outcome of site audits, with focus on
data governance measures

e Demonstrated compliance with international
standards or guidelines related to data
integrity and security

e Review of data submitted in routine reports,
for example:

2T, Y I9AF=— KT Y — A

SNTZIEENZOWTEMIIICY A7 L E a—

FTRETHDH, VA LE=2—TlE, EOE

ETF—2 AT 7 VT 43y ba— LN

RONFHET S, VAT L Ea—DEEIL,

YA <=3 A2 hOFERIZRWT, 2%

EENERMET A —EROEEE IS LD

DEFTRETHD, VAZ L E2—TEET

REFRIITLULTREEND -

o FHMEEEDRER, T—H A NF U RATER
WAEHET B,

o T—HALTIIT4REF2IT 41T
BET 2 [EEEA R K HES T A KT A L ~D
WAEEMHATES L5175,

o TEfIHEETRHRHINZT XDl Ea
—, filZ FFRIRT

[GRE : TRIFEXTIEHFEERICR>TND
M, R TIEELZY T &R TnW5, ]
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Area for review

LB 2 — AR

Comparison of analytical data reported by the
contractor or supplier vs in-house data from analysis
of the same material

TRIE SNIHAGE D D ST 7 —#
& R TR T L2 N T — & L D H,

Rationale

RN

To look for discrepant data which may be an indicator
of falsification

WA TN Z L DIEEL R A FE LT
— X BRI,

10.3.2

Quality agreements (or equivalent) should be in
place between manufacturers and suppliers of
materials, service providers, contract
manufacturing organisations (CMOs) and (in the
case of distribution) suppliers of medicinal
products, with specific provisions for ensuring
data integrity across the supply chain. This may
be achieved by setting out expectations for data
governance, and transparent error/deviation
reporting by the contract acceptor to the contract
giver. There should also be a requirement to
notify the contract giver of any data integrity
failures identified at the contract acceptor site.

fE¥E & REOMHEE - - X7
A Z— « BLEZFERH (CMO) « (FLiEOY

) ERGOMIEE L oRICIL, WEAEE
CUTENITFHYE T D 6 D) Mk S DR x
Thbd, £ZIWE. Y7794 T =—2KT
T—BA LTI VT 4 HHEFEIZTHODE
R BEN G END, 2, T—% A
FURICET AR RHE AR R T A E LD

2. BRIZEE D OB EFEE ~DTT — -
WM DOFEAYED B D& 1T D Z & THEET
X5 ThHAH, Flo, BRZFEHEOWR TH
RENTZTRCOT—2A T 7 VT 4 O
i BREFEEICENT DL W) B
EThD,

10.3.3

Audits of suppliers and manufacturers of APIs,
critical intermediate suppliers, primary and
printed packaging materials suppliers, contract
manufacturers and service providers conducted by
the manufacturer (or by a third party on their
behalf) should include a verification of data
integrity measures at the contract organisation.
Contract acceptors are expected to provide
reasonable access to data generated on behalf of
the contract giver during audits, so that
compliance with data integrity and management
principles can be assessed and demonstrated.

BUEER CUTERER IR > TH =) 7

S =

179 JFEROHEHe A/ SLE S - BER TR
HAGE « —IRTIERS BRI S 1L 7o 3SRk

OIS - BUELRUE - P — BRI~
DR T, BRI T 27T —% 1407
VT 4 FREBEET RETh D, HBRZFRE
Fix, BEAEPIC, BREFEEOTOITARK L
2T — XT8N T 7 2% (B
Fi2) kL, T2 AT TV T 4 ROT
— A~ RX VA MOFANCHEA L TWDH Z &
DT EAAL NROFEFENTELLIICTD
eI TV A,
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10.3.4 | Audits and routine surveillance should include %#ﬁé?ﬁ O EEPL, A KO H TR
adequate verification of the source electronic data | E&#H |z BBV AT <RI AL N7

and metadata by the Quality Unit of the contract
giver using a quality risk management approach.
This may be achieved by measures such as:

—?%ﬂ%\f JLEROSTWDLELST— 5&
CAZ T —=Z Z@YIHRGEES & TH D, =

AITUT DL SR FBETERTE D ¢

data review

Contracted Facility/Supplier use of their own
hardware and software system (deployed over a

Site audit Review the contract acceptors organisational BRIZ R OMRROITEY, M OT— & T
B behaviour, and understanding of data NFVAR F—EIFAL T A7), JR
Rk overnance, data lifecycle, risk and criticality. - 7 S
g ’ yele, Yoo | 7, HEECETIEMFL L E 22—
%o
Material Compare the results of analytical testing vs IATEREBROFER L VT T4 v —EE L
testing vs suppliers reported CoA. Examine discrepancies = OMTREBAE (Certificates of Analysis)
CoA in accuracy, precision or purity results. This (CoA) & LS T 5, NSHE. KEmEHE . foli e
L may be performed on a routine basis, y - = . - \
JFRFABR & | periodically, or unannounced, depending on DORADA BEFHSD, = OFFE %i
: ; ¥  ricdic prot FERCHRHD U 22 TI5 T, B
Z)MTREIISE | material and supplier risks. Periodic proficiency | ~7'" T I b p.
D L testing of samples may be considered where (s ﬂigﬁ I, X&io}ji & ﬁfbfﬁ PRA
relevant. S U T, Y 7 E EMICRER
g5 2 & xR 5,
Remote The contract giver may consider offering the BRIZFEE T, Ny FHER RO -

WIT, SRR - BHEH T B DA R

VT KRV T N =T AT I (Wide

UE—h7 | wi i
A 2 xgﬁzti:crz?ry zrtl\()lvils{t)irtl(;u;iéncgittigct giver Area Network LIZHLE) £EDES = & ?
— may monitor the quality and integrity of the i% afL ;C %) v ?O TAOZREA 1 o « RAE
data generated by the Contracted Facility ROMEBOER LT — 5 Q&U\/‘) <
personnel in real time. 77 VT4 &2 YT VEA LTERT S Z
EMTE D,
In this situation, there should be segregation of
duties to ensure that contract giver monitoring ZOXHRRMTIL, T— X AT S
of data does not give provision for amendment | #FRILE N LS LEOER LT-T
of data generated by the contract acceptor. — R AEIET AT L DN L S TS
IEEST DMER D D,

Quality Quality and performance monitoring may I L MEE AT A LT, T — XK
monitoring | indicate incentive for data falsification (e.g. raw | X'\ OBFENIEIET D = & 435 A RE
R materials which marginally comply with WD, BIZIE, X X0

i B specification on a frequent basis.

B LTWDER B HEICHH ST
Do)
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10.3.5

Contract givers may work with the contract
acceptor to ensure that all client- confidential
information is encoded to de-identify clients. This
would facilitate review of source electronic data
and metadata at the contract giver’s site, without
breaking confidentiality obligations to other
clients. By reviewing a larger data set, this
enables a more robust assessment of the contract
acceptors data governance measures. It also
permits a search for indicators of data integrity
failure, such as repeated data sets or data which
does not demonstrate the expected variability.

FOEFEE 1T, BOZREH LI LT, R
DT T OEEIEHRN 2 — RS, BEEN
EAftEIND Lo T_R&EThHDH, Tk
D FRIEFEE ORI B N T, oKz
KT DHFMEBEHE MWD Z &7, tEeoT
WDESFT AR ORAZT —H DL E2—N
TEAX90%b, LvEior—4 kv
L Ea—7925Z LT, BHZEEOT —X
HNF U AT REL YD Lon) ETBRARA
NFaZENRTED, £, ZHICEY, 7
— A AT 7T 4 OFEEZ TR (5] 2
X, FACT =%ty bRV LIEND, T
— A RTREIND B E R I NE) & D
JTHZEMTELEIITRD,

10.3.6

Care should be taken to ensure the authenticity
and accuracy of supplied documentation (refer
section 8.11). The difference in data integrity and
traceability risks between ‘true copy’ and
‘summary report’ data should be considered when
making contractor and supply chain qualification
decisions.

et S SCEO B IEME R ONEfErE 2 iR
THEDICEREEL I RETHD (811 =
ZM) , BIE ROV T T A F = — 2 Dk
PR RS2SR 2RI dB8IciE, 7—4 A
YTV T A4 IVARAIKEDOR N L—H T 4
A7 OBEND TBEEav—] & [Y<=U#H
HE OEREZBETLINEND D,

11. REGULATORY ACTIONS IN RESPONSE TO DATA INTEGRITY
FINDINGS
. T—FA T 7 VT 4 BT AHEFHERICS CRHEE

11.1

Deficiency references

1.1 Kotz & & OSH
11.1.1 | The integrity of data is fundamental to good T—HA T T UT 41X GMP DIERTH

manufacturing practice and the requirements for
good data management are embedded in the
current PIC/S Guides to GMP/GDP for Medicinal
products. The following table provides a reference
point highlighting some of these existing
requirements.

D, 7y RTF—2~<3xT A MOFEMHFIL, Bl
17 PIC/S Guides to GMP/GDP for Medicinal
Products |ZHHAIAFEN TV D, LLTFORIE,
(FEfFIHD) SME & 2B F O Ef 2R
7
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ALCOA principle | PIC/S Guide to PIC/S Guide to Annex 11 PIC/S
Good Good (Computerised .
Manufacturing Manufacturing Systems) G}lldf’ to 'GOOd
Practice for Practice for DISt“_b“t“’“
Medicinal Medicinal Prac'tlfe for
products, products, Medicinal
products, PE 011:
PE 009 PE 009
(Part I): (Part II):
Attributable [4.20, c & 1], [5.43], [6.14], [2],[12.1], [4.2.4],
I e [4.21,c &1i], [6.18],[6.52] [12.4], [15] [4.2.5]
[4.29 point 5]
Legible [4.1],[4.2], [6.11], [6.14], [4.8],[7.1],[7.2] [4.2.3],
FIFEE [4.7], [4.8], [6.15], [6.50] [8.1], [9], [10], [4.2.9]
[4.9], [4.10] [17]
Contemporaneous [4.8] [6.14] [12.4],[14] [4.1],[4.2.9]
[F] BRp ek
Original [4.9],[4.27], [6.14], [6.15], [8.2], [9] [4.2.5]
JAAE [Paragraph [6.16]
"Record"]
Accurate [4.1],[6.17] [5.40], [5.42], [Paragraph [4.2.3]
"Principles"] [4.8],
EREME [5.45], [5.46], [51], [6],
(5471, 16.6] [7.21,[10], [11]
Complete [4.8] [6.16], [6.50], [4.8],[7.1], [4.2.3],
sEME [6.60], [6.61] [7.2], [9] [4.2.5]
Consistent [4.2] [6.15],[6.50] [4.8], [5] [4.2.3]
—HME
Enduring [4.1], [4.10] [6.11],[6.12], [7.1],[17] [4.2.6]
VIS e [6.14]
1.2
95
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ALCOA principle | PIC/S Guide to PIC/S Guide to Annex 11 PIC/S
Good Good (Computerised .
Manufacturing Manufacturing Systems) G}lldf’ to 'GOOd
Practice for Practice for DlSt“_b“t“’“
Medicinal Medicinal Prac'tlfe for
products, products, Medicinal

products, PE 011:

PE 009 PE 009
(Part I): (Part II):

Available [Paragraph [6.12], [6.15], [3.4],[7.11,[16], | [4.2.1]
“Principle”],

A Y [6.16] [17]
[4.1]

11.2 Classification of deficiencies

112 XKKaDo¥E

Note: The following guidance is intended to aid
consistency in reporting and classification of
data integrity deficiencies, and is not intended
to affect the inspecting authority’s ability to act
according to its internal policies or national
regulatory frameworks.

T UTOHAZ L RX, T—FA T 7Y
TADRMEHREL, DETIHLXI—EH
PEIEAREODOLOTHY | FEEY S
BN, ZONEEEH IIEOHEF 7 L—2aD
—J I TIEINTHZ L 2T AL DT
20,

deficiencies states:

“A critical deficiency is a practice or process
that has produced, or leads to a significant risk of
producing either a product which is harmful to the
human or veterinary patient or a product which
could result in a harmful residue in a food
producing animal. A critical deficiency also
occurs when it is observed that the manufacturer
has engaged in fraud, misrepresentation or
falsification of products or data”.

11.2.1| Deficiencies relating to data integrity failure may | 5 —% A 7 7'V 7 4 OREEIZEET 5 K@
have varying impact to product quality. . W OSBRI B s B 2 DA ReME
Prevalence of the failure may also vary between | 2345 2 F7-  REEOENBY Hix., —ADRE
the actions of a single employee to an endemic WEOITE CEBND L D) 7. AL
failure throughout the inspected organisation. %f . .

MR RARICEIET 5 b D ETHA Th D,
11.2.2| The PIC/S guidance'? on classification of PIC/S WA & 2 A 2R IfaD 3 FICBI L Tk

DEIICFEH L TWD

ERZXRMEEIT, B MBI OBEICHE
7R UL B PEA T WA Rk
B0 2 580 RIS T i 18T -
TFut A, XIF 9\ - il A g 4
K7pY A7 5| &E I LRRVETT - 7'
TADZ L THD, BEEENHLOT — X
DAREATE « RAYUFR - IS LT
D2 ENERINT S AT ERR K E 72
Do ]

12 PI 040 PIC/S Guidance on Classification of GMP Deficiencies
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1123

Notwithstanding the “critical” classification of
deficiencies relating to fraud, misrepresentation or
falsification, it is understood that data integrity
deficiencies can also relate to:

e Data integrity failure resulting from bad
practice,

e  Opportunity for failure (without evidence of
actual failure) due to absence of the required
data control measures.

RIEATA « RYFR - S AT 2 RIE%E
(K| EHELTCWDEN, T—FA T 7
U7 4 ORMBIZLLTFICHE#ET 5 B2 61
5

o RNy RTIIT 4 RAENTHT—HA
YT 7T 4 DREE,

e ROOLNTWEHT—Har br—/LJK
DIRNT=Z D, (FEBERDO RIEOFERIT 720
Ny (T—HAT T VT 4] EELEG
SHZTHELRH D,

11.2.4

In these cases, it may be appropriate to assign
classification of deficiencies by taking into
account the following (indicative list only):

ZOXIRGEITIE. LTOSAEEELTX
MaDDEEZEATH Z MW THHEEZ BN
5 (L ETHLEER)

Impact to product with actual or potential risk
to patient health: Critical deficiency:

e Product failing to meet Marketing
Authorisation specification at release or
within shelf life.

e Reporting of a ‘desired’ result rather than an
actual out of specification result when
reporting of QC tests, critical product or
process parameters.

e  Wide-ranging misrepresentation or
falsification of data, with or without the
knowledge and assistance of senior
management, the extent of which critically
undermines the reliability of the
Pharmaceutical Quality System and erodes
all confidence in the quality and safety of
medicines manufactured or handled by the
site.

BEDORBE~DEBRXIIBERN R X705
BHEISICEEN B B ¢ Critical 72 KM :

o HINN UV —RERE IR I,
PSR TEARE SN TAEERICE A L e
A

e QCT AN [FEHR) - HE BN - 7'
T ARG A—F EWETDHERT, EFEO
A ORER TR TE2E L) R
WAL TS,

o JLNFHIZCOI 2 TT —#MNARYER - &
SAEINTWD, EFREEREE - TV
T2 EI . XIEG L TWenE Hsn
Wb b, ZHUC KV EIELNE
x%A@ﬁﬁﬁﬁ%ﬁ%’%&bﬂ =]

R ciEENTND, Xiﬁ@ﬁb
nfwézimﬁ%gﬁv R
HAGHEME R 2RI Kb D,

Impact to product with no risk to patient
health: Major deficiency:

e Data being misreported, e.g. original results
‘in specification’, but altered to give a more
favourable trend.

e Reporting of a ‘desired’ result rather than an
actual out of specification result when
reporting of data which does not relate to
QC tests, critical product or process

BEORE~DY R 7 NanGICEET
% : Major 72 K Bf

o BRolLT—HNEWEINTNDS, #lx
(I CORRIET MR | 7225 KV
FE LWMEM ZR T & D ICER LT,

e QCT AL [FEH) - EEAMR - 7'
ﬁxN§%~&K%@LﬁwT X
T HERIC, EBEROBKIORE R TIEe

% B ek
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parameters.

e Failures arising from poorly designed data
capture systems (e.g. using scraps of paper
to record info for later transcription).

< TEF LW fEREZHRELTWD,

o FT—HINEI AT LADORIARBICLDHE
B (B : 1% CHRE9 5 72 DI B 2 frix
T HOITROUINGEGZfE-> T\ 5, )

No impact to product; evidence of moderate
failure: Major deficiency:

e Bad practices and poorly designed systems
which may result in opportunities for data
integrity issues or loss of traceability across
a limited number of functional areas (QA,
production, QC etc.). Each in its own right
has no direct impact to product quality.

LI ER Wb DD, FREDEEDIE
A3 D : Major 72 K

. N/Ffﬁ&?4x%TL@_mﬁém
TV AT MZEY . R B - FEREREIK
(QA. %LAQC£) BWCT—& A
T VT 4 DORESC N L —YE YT 4D

RN RBET LR D, T
BMCrk, 850 B IZEBEN 72 A X
720,

No impact to product; limited evidence of
failure: Other deficiency:

e Bad practice or poorly designed system
which result in opportunities for data
integrity issues or loss of traceability in a
discrete area.

e Limited failure in an otherwise acceptable
system, e.g. manipulation of non-critical
data by an individual.

BSIZEEIL R, BEOFFLIIRENTH
% ZOMDXKME :

o Ny RFF U5 4 AR ERkE &N
VAT AR, T—EA T T IT
S RIENE T, BRMOMERT ML —
U T 4 N5 A REMER B
Do

o MMDOETIIED RN AT MZEBIT 5
[RERIZ2KIfE, HilziE, EETHRWT —
HMENIZ L > TREBESN D,

mitigating factors) may also affect final
classification or regulatory action. Further
guidance on the classification of deficiencies and
intra-authority reporting of compliance issues will
be available in the PIC/S Guidance on the
classification of deficiencies P1 040.

11.2.5| It is important to build an overall picture of the AL BEE e D, BTN R E M
adequacy of the key elements (data governance gﬁ“ﬁ BRONE LMY ETERARAY NT 57
process, design of systems to facilitate compliant 3. BEAER (F—AHAF AT R
b i e i vesensl il | gL i1 5015
assessment as to whether there is a company-wide Z: HDYA Tf' ity B %”Eﬁy )T @jl H 7& f
failure, or a deficiency of limited scope/ impact. Ak, 1T 2—3—7" 7 £ 2 ff) DY) SIZO

TGz EETL LREETH D,

11.2.6 | Individual circumstances (exacerbating / ﬂﬁl 2 DAL (GEAL « FEFDT DK T) DR 7

SPESUIRSRE O RE) ICeET 528
%%5 KB D o3 O & O 4 RN

W 2R3 5 A %> A%, PIC/S Guidance on the
classification of deficiencies PI1 040 % & D Z
L

% R &tt 0 98

1.2
BZLib-119 PICS DI Guidance rl.2.docx



PIC/S

GOOD PRACTICES FOR DATA MANAGEMENT AND INTEGRITY IN REGULATED GMP/GDP
ENVIRONMENTS

No. BZLib-119

12. REMEDIATION OF DATA INTEGRITY FAILURES
12. F—F AT T YT 4 EEDEE

12.1 Responding to Significant Data Integrity issues
121 T—=2A4 277 V7 4 1ZB3 2 HEAAR M~ DXL
12.1.1 | Consideration should be primarily given to FHICBETRE LT, FFESNT-YmE

resolving the immediate issues identified and
assessing the risks associated with the data
integrity issues. The response by the company in
question should outline the actions taken as part
of a remediation plan. Responses from
implicated manufacturers should include:

DT —=BA LT 7 VT 4 BEERRST 5 &
Eblz, ZTORMBEICEEST Y A7 2T &
AANTHZETHD, MEERLZ L
2t R~ BIEICB VT, EEE
EZFBWNTC, ET 577 v a rOfEE
LT RETH D, HFIIIU T E ST
ER o YARE

12.1.1.1

A comprehensive investigation into the extent of
the inaccuracies in data records and reporting, to
include:

e A detailed investigation protocol and
methodology; a summary of all
laboratories, manufacturing operations,
products and systems to be covered by the
assessment; and a justification for any part
of the operation that the regulated user
proposes to exclude';

e Interviews of current and where possible
and appropriate, former employees to
identify the nature, scope, and root cause of
data inaccuracies. These interviews may be
conducted by a qualified third party;

e An assessment of the extent of data
integrity deficiencies at the facility. Identify
omissions, alterations, deletions, record
destruction, non-contemporaneous record
completion, and other deficiencies;

e Determination of the scope (data, products,
processes and specific batches) and
timeframe for the incident, with
justification for the time-boundaries
applied;

e A description of all parts of the operations

T —ZRLEk - W O IERE S ORI
O LR 7R, IR 2ETe

o HMiZeIAET v ha v ERRERE, T
TAR NRBRLERDTRTDOT R,
RLEEER. WK OV AT DO,
Bl —F—n, EHEO—H%
(FAA) SRR 2 2 L 2%
T H%E. TOEEREH 13,

o FINEER. KOWRED MU RGA 1
TRHEEB~DA L H E2—, ZHiET
— X DARIERE S OVEE - #PH - FBAJR
RE2EETHEOIITH>. A X2
—i%, WERE =FENToTH LV,

o JRIZBITI DT —H AT 7V T 4D
RMaDFREFEIZOWNWTDOTEAA L |,
AL, A5, HIBR, FLekOmdE, ek
D [REIFFFEERME D 72 5eRk. Z Do K
oz %rES 5,

o AUIVT U LOHEM(T—4, Wi, 7
nEA FEONyTF)ROA T
~ OHIE (RO XE) Y FI3 58I ThH
5 L) OWRIE,

o T—HALTTVT AENNEELT

13 The scope of the investigation should include an assessment of the extent of data integrity at the corporate level,
including all facilities, sites and departments that could potentially be affected.

BIEOFMICIL, HEELZTLREDOH 5T X TOMK « WA - HALE 2LV TOT =21
TV T ADREILOVWTDTEAA LV M2 EOLINERD D,
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in which data integrity lapses occurred,
additional consideration should be given to
global corrective actions for multinational
companies or those that operate across
multiple sites;

e A comprehensive retrospective evaluation
of the nature of the data integrity
deficiencies, and the identification of root
cause(s) or most likely root cause that will
form the basis of corrective and
preventative actions, as defined in the
investigation protocol. The services of a
qualified third-party consultant with
specific expertise in the areas where
potential breaches were identified may be
required;

o Arisk assessment of the potential effects of
the observed failures on the quality of the
substances, medicines, and products
involved. The assessment should include
analyses of the potential risks to patients
caused by the release/distribution of
products affected by a lapse of data
integrity, risks posed by ongoing
operations, and any impact on the integrity
of data submitted to regulatory agencies,
including data related to product
registration dossiers.

DT XTOEHFIZOWNTORH,
ZHEESSCE I OIS THRET DA
HOBEAT., Y u— i RS A
S OIHFTTR&ETh D,

HWETm ha ittt T—HA
T 7 UT 4 DRKEOHEEIZ DN T DR
FER 2R BRI, K OVEIE - TRiRS
BEOH & L 7p DARARFR IR A
LR D AREME DR b EW S D DFFIE,
S ORI REME DM S N BRI R W
THMEN AT 28K E = FHa
PILH L FOY—EZNNE L 7 B
H LAV,

BRI EER, BERTLIME - &
G - B O SEICRIETTIEN R
BIZHSWNTDOY AT TERAAL b, =
DT AR MIiE, ROSHINE £
NHEZRETHD : T—HA T 7 VT
LERLDH S T=HEEB Y Y — R /s T
HZEIZXVEIEREIINLGBEHE~D
BAEZR ) AT BEERGE T TND 2
Lkl sns ) 27 (B
DBGRRFEEHICEES 27 —#%ED)
WA R SN =T —2D A T
TV T 4 ~DEE,

12.1.1.2

Corrective and preventive actions taken to
address the data integrity vulnerabilities and
timeframe for implementation, and including:

e Interim measures describing the actions to
protect patients and to ensure the quality of
the medicinal products, such as notifying
customers, recalling product, conducting
additional testing, adding lots to the
stability program to assure stability, drug
application actions, and enhanced
complaint monitoring. Interim measures
should be monitored for effectiveness and
residual risks should be communicated to
senior management, and kept under review.

e [ong-term measures describing any
remediation efforts and enhancements to
procedures, processes, methods, controls,
systems, management oversight, and human
resources (e.g. training, staffing
improvements) designed to ensure the data

TR AT 7T ¢ OHEFIEICR LT B
72O DRIE « TRHfEE., MONZEDTDDE
M, T EET

BEZREL, EERLOMWEZMEEIC
TAHEDOT 7 a R LEEE
E, Bz, EE~omH, "o
B, JBANERER O S, 22 ENE & MR
TAHOOREMNE T T T A~Da
rOEM, EFELBPFEIRLT 7V =
V. e ) oMb, BiE
HIEDOAIMEZERT D & & blT, 7R
17U A7 % P ERR R 2. #icr
Ea—3REThD,

F—B AT TV T 4 BHEFITT DT
WIZEFFENTFIE, 7atvAx, F

B, avra—L, VAT A, EHE
B, OANER(FL—=27, ABRE
DUER) (KT D U8GES ) K Ok %
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integrity. Where long term measures are
identified interim measures should be
implemented to mitigate risks.

SR L7 B R, B HIAORE O
EINTEHRE. VAT 2B 572
(O E A T A LN D D,

12.1.1.3| CAPA effectiveness checks implemented to Ehi L7277 a X VEN L o
monitor if the actions taken has eliminated the 72 L AT AT OICERT D CAPA &
issue. BT = 2,

12.1.2 | Whenever possible, Inspectorates should meet TEE L REZRPR 0 MY ttho B R EH
with senior representatives from the implicated DN BEISNTERMGEOME s %2 . /A
comp.anie.s to convey the nature of j[he R RTA. PEO=ARETR. KOS
deﬁglenm.es 1d}elnt1f}'16d and seek written PRI DR % B CHERT X T
confirmation that the company commits to a Pt TR B A B O W - .
comprehensive investigatilzm znd a full disclosure Do ﬁﬁ%@ﬂ]ﬁbxﬁfﬁq =i h:% H S nNH~&
of issues and their prompt resolution. A S %? > ZC:: (I E T = NV IRRRIE - TR
management strategy should be submitted to the EFEORMA T END, OIS
regulatory authority that includes the details of UTHR&EENRD
the global corrective action and preventive action . o
plan. The strategy should include: d Z; % ;;j 7‘/ ;ﬁ;;% ) *7;3 ;% a@g@iﬁfi

GRS ORAG- I S N t
* Acomprehensive description of the root 7 B O LRSS, A
cag;es of tlllle d}allta 1ntegr1tyd13pse}i, 1rflclllud1ng BLUZRITERAAL MERICE L
evi encet'att ¢ scope an epthot't e LOTHD LI A ST, ET.
current action plan is commensurate with S s v
the findings of the investigation and risk 7 ?4 ¥77I7 4\ BRI G- L f:_
assessment. This should indicate if fEl 23, GMP/GDP B 3 1= H,dh H 5
individuals responsible for data integrity T A DB R ORT D E D
lapses remain able to influence GMP/GDP- NEITRT VNS 5,
related or drug application data.
_ o o BB G, AR SR DT
e A detglled corrective action plan t.hat TOF—X% (T —% . 8Eie. &
describes how the regulatgd user intends to HE TR - R XA T RTCOT
ensure the ’ALOCA+’ attributes (see — X EET) 1T \ N N
. L) IZOWNWT, FokoHiz
section 7.4) of all of the data generated, r ) g (5 e
including analytical data, manufacturing ALCQAﬂ )j%" (5 74 FZI0)
records, and all data submitted or presented (~OHEE] EHFICT o6 0720
to the Competent Authority. Pz I 2 BRI 2R R IE AT E I,
[FRIE : U TALOCA+] THDHH
[ALCOA+] DRy &b, ]
12.1.3 | Inspectorates should implement policies for the BEEIL., BECEBEINT-ERLT—X

management of significant data integrity issues
identified at inspection in order to manage and
contain risks associated with the data integrity

breach.

AT 7 VT 4 MEEZEHS L1200 T58
HEITL, T2 AT 7 VT 4 EITHE
WYLV A7 ZEH L, HUAL K ST
NRETH D,

% B ek
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12.2 Indicators of improvement

122 FEOHEE
12.2.1 | An on-site inspection is recommended to verify BRRT =2 AT 7 VT 4 BEICKHLT 5
the effectiveness of actions taken to address 7o 125 U DV & OB WWE A MGEET 572
serious data integrity issues. Alternative WDIT. Foh A PEENERINS, (Fh
approaches to verify effective remediation may be BTEARNES. ] URTwRT AL FOE
considered in accordance with risk management s o "y ot e =
principles. Some indicators of improvement are: ’5'{ g% /g ;};%{?i %’ ;-é i’;f;ﬁ%i uﬁé: ;gé
— MR N =) — B
LTH &V, BEEOHEEOHZ L TITRT !
12.2.1.1| Evidence of a thorough and open evaluation of the | £:7E S 7= Z BUERI D> D A4 — 7 AT FHM
identified issue and timely implementation of L. ALY —IZBM72RIE - PHHHE %
effective corrective and preventive actions, FG L7 EEIL, KRR L~ TR A 2T
including appropriate implementation of RS O i E ST
corrective and preventive actions at an R °
organisational level;
12.2.1.2| Evidence of open communication of issues with AR N OMOFF Y F & O TOREIZ oW
clients and other regulators. Transparent TOA—F v 7pas o= r—3 9 O,
communication should be maintained throughout AR OMEE OBEAZ B LT, DD S
the investigation and remediation stages. T S e e o "
Regulators should be aware that further data g b ;;hgﬁa ;: = 15/” ; /i;i;?%g E;t = ;E E%_) L
integrity failures may be reported as a result of the | ~° & 7L > i?u = {]T:) .
detailed investigation. Any additional reaction to Gi & ?b SH7R 27% AA T :) Z: A .
these notifications should be proportionate to DG SILD FTREMEDS B D Z & &Rk~ &
public health risks, to encourage continued Thd, ZNOOERED D -7 & & DB
reporting; A SN 3 70 RA St i R et STl YN/
REGAE LDV A7 /G ST2b DL T RET
HD,
12.2.1.3| Evidence of communication of data integrity T—=RA T 7 VT BT oM EE AN
expectations across the organisation, BARIEZ,. (FEED) BEN 7 RES0%
incorporating and encouraging processes for open EOME A —F TS T S T at A A
reporting of potential issues and opportunities for D AFL. B LTV B S0
improvement; N e
12.2.1.4| The regulated user should ensure that an WG ——1%, 7 — ¥ ORIE#RIEICK
appropriate evaluation of the vulnerability of T A ET VAT LONEEME A @Y EAm L.
electronic systems to data manipulation takes TFO—T I T I gl DT RTOE
place to ensure that follow-up actions have fully S22 A .~ I e
resolved all the violations. For this evaluation the igmfg)g%ﬁ gt %;j{ﬁfiéq ;;%1: z ;é
services of qualified third party consultant with ° = , ATy PR @R e
the relevant expertise may be required; ﬁ— DMWEILH A AP PO —E R
DLELL IR D70 Liv7puy,
12.2.1.5| Implementation of data integrity policies in line RKEOFANZIN - T2T — 2 AT 7 VT 4R

with the principles of this guide;

R PE

% B ek
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122.1.6 H & 72T — X MablE¥E o i,

Implementation of routine data verification
practices.

13. Glossary
13. FigE:

Archiving

Long term, permanent retention of completed data and
relevant metadata in its final form for the purposes of
reconstruction of the process or activity.

T—=HA LT

Ta AN IEHOFHE B E Lz, 58k L
727 — X R OB X 25— 2 ORI To
E W E AR 755,

Audit Trail

GMP/GDP audit trails are metadata that are a record
of GMP/GDP critical information (for example the
creation, modification, or deletion of GMP/GDP
relevant data), which permit the reconstruction of
GMP/GDP activities.

B EAEBE

GMP/GDP B &5iEHF & 1%, GMP/GDP [N A] R 72
&4 (5] 21X, GMP/GDP BT — & DERL., 28
W, HIBRE) 2k Lo AT =2 ThH Y,

GMP/GDP {EE) O FEL A AIREICT D2 D TH 5,

Back-up

A copy of current (editable) data, metadata and system
configuration settings (e.g. variable settings which
relate to an analytical run) maintained for the purpose
of disaster recovery.

N7 o7

KEEIFO B THER SN D, BIED (R THE
YT =K, AXT—H AT AERGERE
(B : AT DOFEATICE T H AR E) D B

o

Computerised system

A system including the input of data, electronic
processing and the output of information to be used
either for reporting or automatic control.

2 Ea—FTV AT A

F—HDNT], EBABIIRAER, R ST E Eh
OO SN EHROM 12 ETe v AT
VAR

Data

Facts, figures and statistics collected together for
reference or analysis.

F—2
BRI DI DI D DI, BT, 5

o
+

o

Data Flow Map

A graphical representation of the "flow" of data
through an information system

F—Fu—<vyS

B AT LMIBT T —20 i) 2K
A N)

Data Governance

The sum total of arrangements to ensure that data,

F =R HGNF R

T=HDERIND T +—~ v MIPNDH
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irrespective of the format in which it is generated,
recorded, processed, retained and used to ensure a
complete, consistent and accurate record throughout
the data lifecycle.

T T=HDTATYA 7V aiE L TREERDTE
et — B, EMEAHERICT 720 7
—H Zenidnk « ALER - PRAE - BEI TS 7o O Y
FIHDOMIA,

Data Integrity

The degree to which data are complete, consistent,
accurate, trustworthy, reliable and that these
characteristics of the data are maintained throughout
the data life cycle.

The data should be collected and maintained in a
secure manner, so that they are attributable, legible,
contemporaneously recorded, original (or a true copy)
and accurate. Assuring data integrity requires
appropriate quality and risk management systems,
including adherence to sound scientific principles and
good documentation practices. The data should
comply with ALCOA+ principles.

T—=BAVTTIT 1

TABREETHY, —BUERDHY . EMTH
. BEHTE, BETE, h»O7F—20Zib
DRENT —Z DT A 7H A 7 V%38 L CHERT
SO,

TR TREIRFIET, IREEERD, AT
x| [FIRFICRESR S L, JRAR CUIEIEaE—) T
b, FHeERDH LT, WE - RSN HR
XThbD, T—EALTITIVT 4 MR T D=
O, 2R A FH] & GdocPs (2 & L
7. WY EE Y AT AR N R v R
AV NVAT EANPMBETHDH, T—XI%

ALCOA+DJFHNZH#EET D ME N H D,

Data Lifecycle

All phases in the life of the data (including raw data)
from initial generation and recording through
processing (including transformation or migration),
use, data retention, archive / retrieval and destruction.

T—=EFAT7HAL I N

AN DIER I OFEERAD B | ALH (B SIRAT %
aie) . MH, T2 RE. T4 TIRE W
FICEDETD, T—F (ET—F5ET) D—
BB 5T N TOEME,

Data Quality

The assurance that data produced is exactly what was
intended to be produced and fit for its intended
purpose. This incorporates ALCOA + principles. '

7 — 5 E

EREINTETFT—2NELL BHEN-EY DL
DTHY, BRENT-HBIZE- TWHZ LD
REE, ZHUCIZ ALCOA +DJRBINSHAAFE N5

14
e}

Data Ownership

The allocation of responsibilities for control of data to
a specific process owner. Companies should
implement systems to ensure that responsibilities for
systems and their data are appropriately allocated and
responsibilities undertaken.

F—BF—F— S

FT—HDar ha—VIETHELE/FED T
0 ADA—F—|ZE VY THZ L, DL,
VAT LR ONE DT — Z kT D EEN YIS
DB THN, BEEDPZFTIND Z & EHEEIC
THEODVAT LEEANTRETHS,

14 «GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018
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Dynamic Record

Records, such as electronic records, that allow an
interactive relationship between the user and the
record content.'3

BhE 72 FR

T RESOTRT, 2—Y— LAFNEL O
ORI BT E B 0 1,

Exception Report

A validated search tool that identifies and documents
predetermined ‘abnormal’ data or actions, which
require further attention or investigation by the data
reviewer.

plIs R EE

NYF—FEINTREY —/b, FHIHE S
= By 5—2T7 7 arafEl, itk
THIET, T— XL ba—FIHEE - H{iEx
129,

Good Documentation Practices (GdocP)

Those measures that collectively and individually
ensure documentation, whether paper or electronic,
meet data management and integrity principles, e.g.
ALCOA+.

Ty RR¥a2 AT —va I3 7574 R
(GdocP)

MNBE T EMDT, LERT —F XTI A
NEOT =2 AT 7 VT 4 OJFRAE T2 LT
W5 Z & AN OEBNIHEEIZT D720
J7H (B : ALCOA+)

Hybrid Systems

A system for the management and control of data that
typically consists of an electronic system generating
electronic data, supplemented by a defined manual
system that typically generate a paper-based record.
The complete data set from a hybrid system therefore
consists of both electronic and paper data together.
Hybrid systems rely on the effective management of
both sub-systems for correct operation.

NAT Yy RVART A

T—HAEEHEL, 2 be—THEHDOTA
TLATHY, —MIZ, BT —FEELRT D
BT VATLAE, TREMETOERINET
VEET AT A (— TR — A DOFEEk & ARk 3
DYWL VIEREND, LR T, "7y
R AT AL ERRT —FE Y b

X, BT —H EAR—ADT — X Ol )5 TH
ED, AT Uy RUAT ADIE L < #6E
TH72012F, WHEOY T v AT L&
BT OHIVEND D,

Master Document

An original approved document from which
controlled copies for distribution or use can be made.

VAFZ—FRF =2 A b

RENTEORAT, £hae b LIk
RO DDER =2 TE D,

Metadata

In-file data that describes the attributes of other data,
and provides context and meaning.

Typically, these are data that describe the structure,
data elements, inter-relationships and other
characteristics of data e.g. audit trails. Metadata also
permit data to be attributable to an individual (or if
automatically generated, to the original data source).

ABTF— 4

DT —HZ DJEMEEFH L, SRS ELR 2 17 t
THT77ANNDT—H,

—IRENCIE, T2 oG, T2 EHE, A
BIfR. KOV DMOT — 2 K2R3 57—
X T D (P TR, A X T—XX, T
—Z 2N (UTABER SN b e b e
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Metadata form an integral part of the original record.
Without the context provided by metadata the data has

DT =Y =2 IFBSHEHZ LB TED, A
BT — YRR GLER D~ TH D, AXT—H

no meaning. DM % STIRME L CILT — & 12k & #5772
U,

Quality Unit m B ER Y

The department within the regulated entity responsible | | xf -0 ¢, WEOEEBIZ BT 2o

for oversight of quality including in particular the SRR Cd ) | BT E B S AT A DR

deS}gn, effective 1mplementat1op, monitoring and SR TG, B MRS AT

maintenance of the Pharmaceutical Quality System.

Raw Data s — A

Raw data is defined as the original record (data) which | /=5 — & L 13 #RIZE4E S LTV A DVE TR

can be described as the first- capture of information, SR SN TV ANE DT, B8 E R R

whether recorded on paper or electronically.
Information that is originally captured in a dynamic
state should remain available in that state.'*

LRtk (7 —4) LER SN D, BRRRIET
RANZESF S NIRRT, TOREER -T2 %
FHATEE T OHENDH D

Static Record

A record format, such as a paper or electronic record,
that is fixed and allows little or no interaction between
the user and the record content.!*

B

O FRlskFEOREIEA T, BES ., =—
W— L RLERNAR & OXEFEMEN, 1ZEAEX
L TERNVE D, M

Supply Chain

The sum total of arrangements between manufacturing
sites, wholesale and distribution sites that ensure that
the quality of medicines in ensured throughout
production and distribution to the point of sale or use.

V774 Fz—r

(EHEA] fESHTHLRBUIFEH S
5 E OBV T, EEL OB
REINDZEEHEIZT D200, BIEDOKHL
S OVEITE « R OB ORI OHEL Y b e

£,
System Administrator AT NEHE
A person who manages the operation of a OV B o —H Y AT AROWEDEEEY—
computerised system or particular electronic U2 OE A ST 5

communication service.

14. REVISION HISTORY
14. GETEEE
Date Version Number Reasons for revision
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Footnote 8
i 8

The use of scribes (second person) to record activity
on behalf of another operator should be considered
‘exceptional’, and only take place where:

o The act of recording places the product or
activity at risk e.g. documenting line
interventions by sterile operators.

e To accommodate cultural or staff literacy /
language limitations, for instance where an
activity is performed by an operator, but
witnessed and recorded by a scribe. In these
cases, bilingual or controlled translations of
documents into local languages and dialect are
advised.

In both situations, the scribe recording should be
contemporaneous with the task being performed, and
should identify both the person performing the
observed task and the person completing the record.
The person performing the observed task should
countersign the record wherever possible, although it
is accepted that this countersigning step will be
retrospective. The process for a scribe to complete
documentation should be described in an approved
procedure, which should; specify the activities to
which the process applies and assesses the risks
associated.

fhDF R —& — b CiEE A 34k T 550
ﬁ%@iﬁ@mﬁm Moshey ) & R7p X
. LLF @mﬁm%f%é

o BT DI LITLV., BESIEEINMGERRIC
Sbhansd, HlzxiL, EEANL—F—(C
XD T4 9 ADFLEk,

o ULWIEZITAH /7@ V7o —/5iE
HIBRIC IS T B 72D, HilziE, & HIEHE)
AR —H— |2 K> TIEITI N, FodkE
#4%xb\£ﬁ?559%o:@i5ﬁ

Tk, 3CEE TEREORCICT D0,
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