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Summary

B

This joint statement, supported and endorsed by the
Devolved Administrations, sets out the legal and
ethical requirements for seeking and documenting
consent using electronic methods. The primary focus is
clinical trials of investigational medical products
(CTIMPs) but the basic principles can be applied to all
research conducted within the United Kingdom.

Electronic methods may be used for seeking,

confirming and documenting informed consent in

research studies.

Z O4L[EFHIX, Devolved Administrations {2 & -
TXRROERESNTEY, BrHFEEEHL
TREZ RO, ST 2 720 OWER K OMEEE Y
BHEZED TV D, ERERITIRRED KSR
(CTIMPs) Tob 52, Z OIEARFHNTHEENTHE
ME S DT X TOMSEICTEHTE 5,
BRI N CE I FEEZHHL T 7
F—ALR-arvr ek, fERL, GEEL
TH L,

Electronic signatures are classified as ‘simple,’
‘advanced’ or ‘qualified’. The type of electronic
signature that should be used in a study depends on
whether the recruitment and consent procedures taken
as a whole (and considered as part of a proportionate
approach) mean that you:
e can trust that the person who signed is who they
say they are
e can trust that the consent form they signed hasn’t
been altered
e can trust when the signature was applied

e can demonstrate that trust if required.

H B4, Tsimple (LT, HMETEL) 1.
ladvanced (LA T, mEETFE4) |, XX
lqualified (LA T, #EHEEFES) | IIHBEIN

Do HEREZFEL, FELED Tt & 2RI

BT (FRVARZITRLET e —F0—85

L) AR ZMZTNICLY, M CEMT

REEBEFBLOFEENRE D,

o BAHENDHENIANTHD LIENTED,

o BAKEHDFEBEXENEEINTNRNE
EHT& %,

o BANWOATONIDNMEHTE D,

o FRINZGE., BHTE L Z LoRiL%E
R ZENTED,
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Clinical Trials of Investigational Medicinal Products (CTIMPs)
IRBRIEDERRFAER (CTIMPs)

Participants must be informed of the nature,
significance, implications and risks of the trial in
an interview with the investigator, or another

member of the investigating team

The interview should involve two-way
communication in real time and allow

confirmation of the participant’s identity

Information about the trial does not have to be in
writing and can be provided to potential
participants using electronic methods. However,
special attention should be paid to the
information needs of specific patient populations

and those of individual participants

Informed consent must be recorded ‘in writing’.
Electronic methods for documenting consent can

be considered to be in writing

A copy (physical or electronic) of the signed
consent form should be provided to the

participant

For type A trials, which involve risks no higher
than that of standard medical care, any simple
electronic signature may be used (including

typewritten or scanned eSignatures)

WFIEE NI DOIFTET— 2 A 23— & D #
ZiE LT, IRBOME, EEMN, B2,
WY R T 2B ME VAR ZIRT UL R B 72
U,

"Rk

HRIZU TV HE A DO I 2=~ —
Ta TRV ERL, BINEORNMERH
TEHLEIITTHRNERD D,

1RERICBIT 2 1F I3 FE Th 5 L EI1T 7
<. BFLRTGIEZHH L TRERNZ2ZIN
FIRMT 5L TE D, 2L, BE
DEFELH K OHEBINE O =—XI2>
WTHRR R Z L ) WEDR D D,

AT H—hLFarvr bt IEHR| T
RUEK L 2R b, B EE R
WTRIEZ CET 2 Z sixiEm e AT
ZEMWTED,

B Enzarty FEXRO WE UL
BEAHY)) 2 B —EBINE IR 2 MEER
HD,

AT AR, T 72 BRI IR
DU AT HBRIRNE D IRIBBR T, £E
DHMETEL (XA T T4 PXIFAF ¥
VK DEFBELEGD) AL TL X
W,
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For all type B and C trials including phase I
healthy volunteer trials, simple eSignatures that
involve tracing the participant’s handwritten
signature using a finger or a stylus or biometric
eSignatures should be used as these allow direct
comparison with eSignatures/wet-ink signatures
used previously for audit purposes or GCP
inspection. Typewritten or scanned images of
handwritten signatures should not normally be

used

In clinical trials that are conducted remotely it
may not always be possible to verify that the
participant is who they say they are. In such
circumstances it may be preferable to use an

advanced or qualified electronic signature

7z — X1 ORERRT T 4 TIZL DR
Bra Gt X TOXA T B LROC OIRRT
X, FBXIIAZA T AZEHA L TSMED
FEEBLAEREDLFEINAF AR
J AL DE %%%%a@ﬁﬁﬁ%%%%

RSV ERD D, Ik B Y
X GCP &£ CTLLHI ﬁ%éht %%%w

v M VB EEBEETX S, BE
X, A 774 PRITFEEZBELEZ AT ¥
VA A —=VITIIEH T RE TiEZeu,

UE— FCEEINDIRHRTIL, SMED
ARANHEBNFIZTED LIFRSE2, 2D
L0 7RPLTIE, EEE B TR E
TEBLEFALIZIEY LWEAERH D,

All other research

HLD T DHFSE

Any form of simple electronic signature will

normally be adequate to document consent

eSignatures traced with a finger or a stylus or
biometric eSignatures may be preferable for
studies involving more than minimal risk and
should be considered in the light of the

importance of future audit.

wE. AEOXENMICIL, EEOERDH
METELTHITH D,
U 27 BN/ TIX VBB ik, XX

IATATREDEAIANAAA MY 7
LDEFELNLEE L, FBROEE
DEEMLZZE L THHNT 28651 H 5,
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Introduction
3

For the purposes of this statement, ‘electronic
methods for seeking informed consent’ and
‘eConsent’ refer to the use of any electronic media
(such as text, graphics, audio, video, podcasts or
websites) to convey information related to the study
and to seek and/or document informed consent via an
electronic device such as a smartphone, tablet or
computer.

Where we use ‘must’, we mean there is a specific
legal requirement affecting an individual or
organisation.

Where we use ‘should’, we mean expectations of
minimum good practice, but for which there is no

specific legal requirement.

ZOFEPICZBWTIE, A7 —A K ar
T N ERODTZDDOEFHIHE] KO

X, AFRICEE S D WA (RET D
TDDEBFAT AT (TFXANN FTT7497
A, HA—=T 4 A, ETA, By ¥y A T
U7 A NE) AL, 27—F7¢V 7
TLw b, AU a—F—SEDE T
T4V7¢—AF-:yﬁyb%*mk0X%
Bl 352 L EHET,

Imust (~7R2 T NT B2 | 2T 55
A EASITHERRI B 2 5 2 2 R E DIERYEE
nd s EEEWT 5,

lshould (~ BN H D, ~FT X&) | M7
%6, BAKRO Ty BT 77 4 RO Ri%
BIRT D28, FE DIERERIT R,

leConsent |

Seeking informed consent is central to the conduct of
ethical research and properly respects a person’s right
to determine what happens to them. Wherever
possible and appropriate, potential research
participants should be provided with the information
they need to help them decide whether they wish to
take part in the research or not. This information is
traditionally provided in the form of a paper
participant information sheet (PIS) and a face-to-face
discussion with one of the investigating team. If the
individual agrees to take part, they are usually asked

to sign a paper consent form.

However, electronic methods for seeking, confirming
and documenting informed consent (often referred to
as eConsent) are increasingly being adopted by
sponsors and researchers either to supplement the
traditional paper-based approach or, where

appropriate, as a replacement for it.

A T7F—LReartvrhzRpdz X
fERA 72t e 2 Rl 2 5 A CHEEZ 2T H D
ThHhO, ADBAZOHIIEHI DI LITONTHR
ET DHERZHUNCEET 56D THD, Al
DOWEIRIGA XD TY, AFZEICRINT 5 )
E M ERRET D 12O E R TSR A I ER 72
WHESIE IRt RETH 5, ZOFRIE
EHRINTHRO S INE G @R — b (PIS) M UMWISE
F—L A NRN=LOHEKE VI TREES
Tz, ARSINCFEET 2% 6. 8 IEH
Darkty FEAZBLTLLOROLATY
77

L. A v T74H—LKartr baERD,
st L, XCELT 2720 OE 7RIS 1L (eConsent
ERRTID 2 EBZW) 1 F, RO —2ADT
Ta—FEMET A, LE G E1EE
DOfbH ELT, ARV —WfEEICL - T
FTEIHEASh-S2H 5,
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There is evidence that multimedia information (for
example presented on a tablet) is preferred by
potential participants, can test and reinforce
participant comprehension and may improve
understanding of what taking part in the clinical trial
will involve. This can be achieved by the use of self-
assessment questions at key points which test
participants’ understanding as they work their way
through the information. This in turn can be used to
highlight areas of uncertainty to the person seeking
consent so that they can cover this area in more detail
with the participant. It also allows the sponsor to build
up a picture of how the information materials could be

improved.

Whilst it is acceptable to use online text or multimedia
material as the primary means of informing potential
participants, researchers should be mindful of the
possibility that the use of such methods may
unintentionally discriminate against people who are
not comfortable with or who cannot use such
technology. Alternative methods for the provision of
information and/or documentation of consent should
be available for those unable or unwilling to use

electronic methods.

Regardless of whether paper or multimedia formats
are used, it is often the face-to-face communication
between one or more members of the research team
and the potential participant that will be the most
effective way of improving potential research

participants' understanding of what is involved.

BIxFX 7Ly hTHRREND) v VTF AT o
TIEHRD T BELEN I SINE I e, BN
OHfREZT AL « W ESEHZENTE, TR
BA~ZINTHEWE LD L<BEMEEH, &0
DREMA D D, ZAUX. BINE DGR A A
LEfC, HfREET A N5 X0 R EMASE
KOBEMAEEBERARA L P CHEHT L2 & T
FRCE D, WIEIEN RS ME DR L bho T
W WEAT A BREICT D72 DIFIA L, g
X ORI E LV EHICRED D Z b TE D,
S HIZARN =T RREO T D DOEM & &
DEICHEL L DDOTAT T 2HBDH L
MWTX D,

ETER 2B INE @ 2 £ FRE L THY
FGAUTRAN, I~V NATF AT 4 TEM &
ALTH IV, Z 9V BN TR
W, IERATE WAL ZEMETERILT
LEIAREERSH D Z EICHEETILERD
%, BTHIFEEHEHCE RV, XIIHEH L
KBRVWADT=DIT, FEICEDLHEBRADT (X
%) R AR B 72 O ORI ST IESF I ATHE T
AR AN VA SRR

M LT AT 4 THRROEL LRI NT
WD BRI < L IBTERY 2RISR INE OO B
i LS5 b RN TIEL. £ 0%
H MREF =20 1 NLLED A v 3— LIETERY
REMEOHTHE I 2=r—va V2D
L& ThD,
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Whilst a consent form provides an important audit
trail and assurance that the consent process was
conducted appropriately; a signature on a consent
form (regardless of whether it is wet-ink or electronic)
does not determine that the consent given has been
sufficiently informed and is legally valid. Researchers
should always assure themselves that the participant
(or their legal representative) has actually understood

the information provided.

arty FERICIVEYICEE 7 7' AT
DI Z & T DWW T OEEREEATEY & RFEN
Bonsb00, arty hERA~DEL (V=
v M YT DBFTHIDLT) 2HoT, £D
FEIX 272 ERA RSN ERTHY . D
OIEMNZH N TH D LI pIMr & e, HF5EE
i, RSN EwRESINE (T oEERER
N) DEBRIZEME L= Z & &2 IR T
X ThoD,

Electronic signatures
BFEA

What is an electronic signature?

BTFEL LI 92

The ‘eIDAS’ Regulation (EU) No 910/2014
establishes an EU-wide legal framework for electronic
signatures. The Regulation, which is supplemented by
the UK eIDAS Regulations (SI 2016/696), defines an
electronic signature as ‘data in electronic form which
is attached to or logically associated with other
electronic data and which is used by the signatory to

sign’.

Electronic signatures can include signatures that are:

o Tickbox plus declarations

o Typewritten

e Scanned

¢ An electronic representation of a handwritten
signature

¢ A unique representation of characters

o A digital representation of characteristics, for
example, fingerprint or retina scan

e A signature created by cryptographic means

‘eIDAS’ Regulation (EU) No 910/2014 %, E &
ZIZRT % EU 2R OENPSHAZHIET 5 6 O
ToH 5D, Z O Regulations |L, F[E D eIDAS
Regulations (SI 2016/696) (2 X » THiie SHh Tk
R ﬁ%%%%Fm® BT — 2R S
oo TGREEICEEEM T T, BAENE
4l ﬁm#a BAERXOT—F] LERLTH
Do

BFEAICIT, ROLOBRBLEZEZDDLZ LN

TE %,

o HELT v IRy IR

o ¥ATTA4 MINTZHD

o AX ¥ ENTHLOD

o FEZBAOB IR

o LFOMMHE DK

o FRAICMEIEA X v VEDORHE DT VX VR
E7)

o MEHLFBUT Lo TIER S NLT= B4

§§;§ BASH XE 6
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Electronic signatures can be divided into three groups:

Simple electronic signatures — examples are a
stylus or finger drawn signature, a typed name, a
tick box and declaration, a unique representation

of characters and a fingerprint scan.

Advanced electronic signatures — these are

uniquely linked to the signatory, are capable of
identifying the signatory, allow the signatory to
retain control, and are linked to data within the

signature that can detect any changes made.

Qualified electronic signatures — an advanced
electronic signature, uniquely linked to the
signatory, that is created by a qualified electronic
signature creation device, and which is based on

a qualified certificate for electronic signatures.

EELIL, RO 3 DO T NV—T|T

NTE D,

o HMIETEA-BIE LTI, A¥ATANX
BChELBL, A7 T4 L LI-4HI
Fry IRy 7 ALES, XFOMAOR
B, B AX Y VERD D,

TIHZ L

o MEBTEA-BAHEIC IV (N
%@%%ﬁ%f%\%%%ﬁnyhm%w
ERFFCE DI N2 S AR AT
ELRORBACEENDGT —XIZY 7
ENTVsHo W2l o7z,

[RIE 1 - FEBED eIDAS (Z81) 5 BFRIEE 26 5=
(c) it is created using electronic signature creation data
that the signatory can, with a high level of confidence,
use under his sole control;

BHED, BOBEZL- T, AREiFoa s b
=L FTHHALTWDEWRD L) RETFE
AT — 2 2R L TAERSND b D]
[GRIE 2« FEBED eIDAS (Z831) 2 BRIEEE 26 5=
(d) it is linked to the data signed therewith in such a
way that any subsequent change in the data is
detectable
BABOT—H
T =4I

WX TAEENRETE S L9
Vo7 E&8NnNTnshHo]

o MWIRETBEL - REETBLDI L, BLE
=B 7 Sh, KB ELERT
NA R Ko THER S, BFEA O
FERAEICESCBDTH D,
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The use of ‘advanced’ or ‘qualified’ electronic
signatures provides:
o Authentication — the signatory can be linked to
the information
o Integrity — changes to the information can be
detected more easily
¢ Non-repudiation — legal assurance regarding

where the electronic signature has come from

Whilst any type of electronic signature is admissible

some are more reliable and carry greater evidential
weight and assurance than others. For example,
‘qualified’ electronic signatures are automatically
granted the legal effect of a handwritten signature
with mutual recognition in EU member states (Art. 24
(2)) but may place a disproportionate burden on both
the researcher and the participant and will not always

be appropriate.

as court evidence by virtue of the ‘eIDAS’ Regulation,

WEBTES] T NERETES ] 2

THE, RO EBFREIZ D,

o WAL BAEFLHEMIIMOTHZLNTE
Do

o AT VT 4 EROEHEZ LV fHEHIC
mHT& 5,

o GHRBHLL : BFEADOHBICET 2 IERR
Ak,

‘eIDAS’ Regulation (Z LV, HH W HFEFHDE
B DPEEREILE L CTRFE SN, 55D
FRVEEENE < FHLE L TOERERRLORGE
e Pl TEEEFEA ] (21 EU M
HETHAEAR SN TEEBLOENR ) (F
24 25(2)) WHBIZHEZ 6D, LHLRNRD
TeH & BMNE O F ARGV B Z DT
HAREMERH VY . FIZHY)ITH D LIRS 7
VY,

Legal requirements for seeking consent in CTIMPs

CTIMP CRIE 2K 572 DL EH:

For clinical trials of investigational medicinal
products (CTIMPs) the methods used to inform and
document the consent of participants need to comply
with the requirements of The Medicines for Human
Use (Clinical Trials) Regulations 2004 (as amended)

(also referred to as the ‘Clinical Trials Regulations”).

These Regulations implement the EU Clinical Trials
Directive (2001/20/EC) in UK law and set out what
information should be provided to potential

participants and how this should be carried out.

TRBRIE DG AER (CTIMPs) TlE. ZINE DOJF]
BEA2mAEOE T 2D H D Hik

¥, Medicines for Human Use (Clinical Trials)
Regulations 2004 (fE1IEfRN VL E H © & /)
(‘Clinical Trials Regulations’ & & FE{ZFL TV %) D
BRICHERLT D L EDN D D,

b DO—EDOHHNX, EU @ Clinical Trials
Directive (2001/20/EC) & Se[EljE & L THEBL L2 H
DTHY | BIEMRSINE TR R & E#
L. TOERMGEEZED TS,
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What information must be provided?

EDOL I BRERTRELRTIT ROV 2

Participants must be provided with information on the
nature, significance, implications and risks of the trial
and the right to withdraw from the trial at any time. A
contact point for further information must also be

supplied.

2B, WODREETY, WBROMWE, &

Sk, . U AT ROBERD O BRT D4

FNZHONWTOFEHREIREE L2 T E R 5720,
S L7 DR A AT 50 ORI b i
L2 T2 6700,

How must information be provided?

BRIZIEO LI ICBELRTNIER O R0 ?

Participants must be provided information by
interview with the investigator or a member of the

investigating team.

The purpose of the interview is to provide potential
participants with the opportunity to understand the
nature, significance, implications and risks of the trial
in order that they may make an informed decision
about whether to take part or not. Simply providing a
potential participant with this information (whether by
paper or electronic means) would not be considered to
be an interview; this requires an interactive process
that allows the participants to ask questions and
receive answers from the investigator or a member of
the investigating team. In low risk trials, a
proportionate approach to the interview and provision

of information may be considered.

Where possible, the interview should be conducted in
person or, where this can be justified and approved by
a research ethics committee, by electronic methods
that allow for two-way communication in real time,
such as via telephone, video conferencing or VoIP
telephony. Whichever method is used, it is important
that confidentiality is maintained, and that the

communication method is secure.

SINE~DIERIEHL. WFEE IFIET — L
AU NRN—L ORI L > TITh R ITIE e b7
v,

D B, IBIER RS INF IZRBROMHE
EEM HEBLONY R 2T DS AR
T52 & T, HHRIEHRIZESNTSINT %0
EIOMRETEDLLIICTHZLETHD, 29
Wo 7o ifl Ay (WOULE THTET) HIZEEDN
RBINE RS 2720 ClimaR S IE R R &
N, ZINEDNERI L, WFEE SUIAFFET— A
AUN=INODEIEEZITIAD Z EDTEDA
VHETIT 4TI T a v ARKRETHDH, K
27 OFBRTHIUL, k& OMEREEHE S E L
LT, TR o7 7u—F Rt LT &
v,

FRETCTH VL, maklEkH TITO REThH D,

FITTOELEEFTE | MR AZL
BEDEKBMELNLDOTHNTE, B ©F
2. VolP BEEEE ORI HEEDTX 5
MFEETITSY, ELo0FEEHENTLHET
bHoTH, BEMENHER S, hoala=h
—3a Y DOFENLZETHDHZ ENEETH

Zals
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Research ethics committees will consider proposals to
conduct the interview by methods other than
audio/audio-visual communication in real time on a
case-by-case basis where these can be justified e.g.
where the participant/legal representative is unable to

communicate using audio/audio-visual methods.

Whatever method is used it should always facilitate
thorough and interactive communication that enables
the potential participant to understand what is
involved. It should also allow for confirmation of the
participant’s identity, particularly where the interview
and documentation of consent are carried out by

electronic methods at a distance.

MEMBEFEAZAEST. VT AVEA LOF—T
A AN =T 4 AT 2T MK DREELSN DT
ECHRE T D LW IREEZITT- L &,
ZOELEEZFIATE 500 B2, BINEAE
ERBEANA—T 4 A/ A —T 4 AT 2T VI
HEEFIH L CHEECTERWIGEE) r—AR A7
— AT %,

EOHEEMT 256 ThoTh, £DHIE
X, BIERRBIMNE DR ICNEZ B CE 5 &
N, WIERID»SA L E T I T 4 Tala=
F=TariNTELLDOTHDHI L, 22D
JTEE. FrICHRE & [RE O SCEA LD BN 7= S P
TEFUITONDHEZ. SINE OR AR
NTEDLEIRBDOTHDLZ &,

Does the information provided to participants have to be in writing?

SMFICRE SN A ERITEB TRITII RS20 ?

It is not a legal requirement for information about any
research study, whether a CTIMP or any other kind of
research, conducted in the UK to be provided in

writing, whether by hard copy information sheet or by

electronic methods.

Nevertheless, potential participants (or, where
applicable, their legal representatives) should
normally be provided with access to written
information about the study for the purpose of seeking
their informed consent, either as a physical hard copy
or digitally in a form that can also be downloaded.
Participants or their representatives can then use this
both to help them reach an informed decision initially
and to consult later in order to refresh their memory or
if they have concerns. They should also be provided
with a copy/have access to their signed and dated

written consent form (either electronically or on

paper).

CTIMP TH A 5 LMOFEEOPFETHA 9 &,
YelE CHM S AT\ R D REE O FRAENFZEIZ B
THEHRE, N— RFav—ofFHs— b XTE
FHIFET, il TRAT 5 & 9 IER BRI
AAN

LALLM D, BEIL, A 74— R a3y
T M EBLIDIT, BENRSINE CUTREY
THHATEENREEAN) (2R LT, BB —
Rab—XIg A re—RTExsrL97%7
AN T, EHIC X DHFZEICET DRI
TIEATEDLEIIZTTRETHD, £9T5
LT, BMEIREANZ, Ik, o7k
HRIZESWTIRET 2RI 5L &b
2, BICR->TRUBZ I LED , DB B
HEZITHER LTV THZENTED, F
7o, BAHLOBRMOHERICE a2 b
L BFHXUIK) O —XIT7T 7 A&
B2 NN H D,
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Where a hard copy of the information provided via an
eConsent system is made available, this must contain
sufficient information regarding the ‘nature,
significance, implications and risks’ of the trial and
explain the right to withdraw from the trial at any time
in order to enable the potential participant to reach an
informed decision using the paper document alone.
However, the hard copy patient information sheet
does not need to reproduce multimedia content (such
as by the use of storyboards) contained in the

eConsent information.

The use of electronic methods to provide information
may not be appropriate for everyone. Special attention
should be paid to the information needs of specific
patient populations and those of individual
participants. Wherever possible this should include
consideration of the resources which the patient
population or individual may need to access this

information.

You should use the format best suited to the nature of
the information that needs to be provided to potential
participants, and which best supports their
understanding of it. You could also consider using
interactive questioning of potential participants within
the consent process to aid their understanding of the
information presented and also highlight areas that
potential participants could misunderstand without

appearing condescending.

eConsent > A7 A H-AELFHR O NN— R v'—
ZRHAREICT 256, ~— Fa B —(Z3aER
O THEE, HEME, 2R KUY A7 BT
L7 MR E £, WO THRERD A
T LOMERNZ OV THH S LT RITIE R 672
W, ZAUE, ETE R BINE DR O SCE O B A
flio>CT, +oRFERIESNRELZTE D L
NCTLHOTHDH, I-IZL, »"—Fabe—o
HBEEHR S — ML, eConsent f[HFHRIZE 11D
YNFAF 4T ars oY (A=Y —FR—FD
i %) 2R 2 BBIT R0,

TR E TR AR T2 2 L1k,
TONIZES>THEITHD LIRS, FFE
O BE LR K OE %« OBINFE OIFH=— XI5
BIZREEZ D MERH D, AIRERIRY . Z 0
BMIZT 7B AT 572D BEER L@ AN
Lo THELRDY Y —RAEBET XX TH
Zals

BIER e S INE TR SN D TEROME IR D
WL HET, BRERb <Y R—1FT2 &
DI FEEBATRETH D, o, MET =
T ADFCEENRBINE~DA L E T 7T 4
TIREM AL LT, RSN RO iR L
KAR LT . WAERRBINE DSREME L2 5 7ol
DEIILOBZNFETHR L2352 L a2k
ALTHENTHA I,

How must consent be recorded?

FBIXED X SIZEEHEH LR TIER L2002

For CTIMPs, the participant’s (or, where applicable,
the legal representative’s) consent must be recorded in
writing, dated and signed, or otherwise marked by the

participant.

CTIMP D&, ZI#E (TS T 2561305
EMRFEN) OFEZEH TS 50, BIMEAR
AW AMZFTZALTELT D0, DO HFET
— 7 T OMERD D,
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In UK law ‘writing’ is defined as ‘typing, printing,
lithography, photography and other modes of
representing or reproducing words in a visible form’.
Provided that the method used to record consent is
able to represent or reproduce words in a visible form
(via any media) it will satisfy the requirement for this

to be in writing. It does not have to be on paper.

KENETIER, TFmT) & 44794
NOFEIRL, VY 7T 74— KOO HEEA H
IR A D CRBUIERS 2 515 LERS
NTWo, FMEZLETHOIERIND )
ER, (EEOAT 4754 L0 BIZARZXDE
THFEZRBIER X 254, HH T, &
W) B AT T, #UTH D MBI R,

Where the participant has capacity but is unable to
indicate their consent by signing (either by wet-ink or
electronic signature) or marking a document then their
consent may be given orally in the presence of at least

one witness and recorded in writing.

SINENERRENIEHTLHH0D, BH (V=
M 7 ITBETFBL OV UL LE~D
~—JMFICKVRIEERT ZENTERNG
a2 Eb 1 ADIEADHERFNCHEWTHEE
THRE A5 %2, BRI CTidkT 22L& TH LRV,

For paper documents, a requirement for the document
to be ‘signed’ is usually satisfied by the handwritten
addition of the relevant person’s name, initials or

surname using a pen and ink.

MOXEOGZE, LEN 1EH] ShDHEn)
PR, @, N lA 7 2L CRERE
DAHI, A =k, 32 FEHE TELT
L ETlil-En5,

The Medicines for Human Use (Clinical Trials)
Regulations 2004 specifically allows for the use of
electronic signatures as a method of signing
documents referred to in the Regulations. This
includes ‘simple’ electronic signatures. However, the
type of electronic signature that should be used will

depend upon the specific context of the trial.

2004 5 Medicines for Human Use (Clinical Trials)
Regulations |&, HHlHF TSR I N TV D LFEIZ
BT H071kE LTETES O 2 A
AILTWD, ZHuCiE THMETFES] PNEE
o, elZL. EOMBEOEFZEL 2T
EDNTONTIE, RBROFEE DRI L - TH
2%,

All other research
DT X TDOHFZE

For research which is not a CTIMP, it is not a legal
requirement to provide written information or
document consent in writing. Nevertheless, for the
majority of research it is considered best practice and
investigators should document consent unless not

doing so can be justified (and approved by a REC).

CTIMP PIARDRFFEIZ DN TR, I & 0 iFH
T2 2 EoEmmICL Y REEZ BT D
CAXEEE TR, STz, KEHEOF
BV THERA NS T T 4 A EEZ LD
T2 DI RE ILRE A SCE LT R&ETH D, 7272
L. EX472BR A2 TE 5 (0o mis
FESTARINTVD) HEFZORY Tt/
v,
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Participants with capacity who are unable to
physically sign a paper or electronic document may
provide consent orally or by any other means of
communication (such as using augmentative and

alternative communication methods).

HEENZHT D00, FXITETDOLEIZ
VBRI B A TERWSINEIL, ABEXIED
hoaIa=r—a FE JERK-REBEala
=r—varEHT5%) ITL o THEZ R
THZENTED,

What type of electronic signature should I use for my study?
IR ED X S REEDOEBETFEL ZERTREN?

The method of authentication of electronic signatures
used in a study should be proportionate to:
o the nature and the complexity of the research;
o the risks, burdens and potential benefits (to the
participants and/or society);and

e the ethical issues at stake.

In deciding which form of electronic signature is best
for your study the key question to ask will be:
Do your recruitment and consent procedures taken as
a whole mean that you can:
e trust that the person who signed is who they say
they are
e trust that the consent form they signed hasn’t
been altered
e trust when the signature was applied, and
e adequately demonstrate that trust is justified if
required (for example in an inspection, audit or

court proceeding)?

The answer to this question (considered as part of a

proportionate approach) will help you to decide

WP CHMT 5 E B4 ORI HIEL. LTI

LTt DEFTRETHD,

o WFFOME & HiHE &

o (BIMNFE ROVt
1, KOVBTERIFILE

o EER RS

WX %) URZ . A

WHZE | i i 72 B B4 DI R R ET D20 D
AR E M
§M%%$kﬁamiﬁmiw\%LTUT@
ZENTEDHEFADHD:
o BAEDN, MENITAANTHDL, Lo L
ZEETE D,
o BHENZaVEY FPEANEEIA T

RN, NS T EEFEETE D,

o WOBLINTMN, LWVI T EEEHETE
Do

o (BlAIXAEL, B, FaFREIZBNT)
Kozl xiz, %@%ﬁ#ﬁﬁ@ﬁm

ZEVEMFLENTWNS Z & 2@

T& 2,

(VAZIWG LT Fa—Fo—EL L7T) Z0

HRNCEZA L Z 13, BMEFEAZHHATE

%%;9 HASH & 13

whether a simple electronic signature may be used HE D, T EDOFIEDOE B4 D #E L)
and, if so, what type would be appropriate. In rare EWV DTS D, FNUICTIEH D0, @E
cases an advanced or qualified eSignature may be B BLHEKE T BLDOFNE L TWDL5E
more suitable. Nd> D,
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CTIMPs
BRI DERIR AR

For most CTIMPS, and other research involving more
than minimal risk, burden or intrusion, simple
eSignatures that involve the participant tracing their
handwritten signature using a finger or a stylus or
biometric eSignatures should normally be used as they
allow for direct comparison with eSignatures and/or
wet-ink signatures previously used by the participant
for the purpose of audit or where the consent is

contested.

Where the CTIMP involves risks no higher than that
of standard medical care (categorised as “type A”

under the MHRA s risk-adapted approaches to the

FEAEDCTIMP, KOVY 27 A REN
BN TR WO TIE, BEIL, SNE R
BXUIAZA T AR L TCSMEDOFEHEEE
IR EDFENFIANAFA RN 7 AL 5E
%%%@iﬁ&%ﬁﬁ%%%%ﬁmfmﬁf%
b, ZHUTX BEAT IR, SUEREIS OV TEE
%ﬁ%éﬁA \,m% XD LRI O ETE
A KON (L) U=y b7 B & EE
THLZENTED,

CTIMP ® Y A7 )8 @H OZED Y A7 &l 2 70
\» (MHRA O risk-adapted approaches to the
Management of CTIMPs [ = T# 7 A] &L

Management of CTIMPs) then any simple electronic

signature may be used (including typewritten or

scanned signatures)

For CTIMPs involving risks somewhat higher (Type
B trials) or markedly higher (Type C trials including
Phase I studies) than that of standard medical care
typewritten or scanned images of handwritten

signatures should not normally be used.

Where sites hold electronic files of scanned signatures
of participants from previous trials, this introduces the
risk that these could potentially be used without the
knowledge of the participant.

DHEIND) G, (XA T T4 FXIIA X v
VENTEBALEED) ALEOHME - EA A
LTH LW,

[FREE - ST oA =1 7 0%

https://assets.publishing.service.gov.uk/government/u

ploads/system/uploads/attachment_data/file/343677/R
isk-

adapted_approaches to_the management of clinical

_trials_of investigational medicinal_products.pdf T

b5, ]

DBRED Y A7 L0 < HE CTIMP (¥
A 7 B#R) UFFE LS mW CTIMP (7 =— A1
WMz ateZ 47 CRBR) ITBWTiXZ A 77
A FRFHEEBLOAX v ERITEF I
TARE TR,

WFFENis% A LLRTORBRIC B W TR B4 %
A¥xy L LIEEF7 7 ANVEANFL, TNEHR
FLTWDOEGEG, ZMEOMLRN D BT
LEMBHLTLEI URAI RS D,
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A specific situation or type of trial may require the use
of ‘advanced’ or ‘qualified’ electronic signatures in
order to provide greater assurance that the
documentary evidence does indeed represent the
consent of the specific participant it purports to for
example where the trial is to be conducted entirely
remotely and face-to-face verification will not be

possible.

R ORPLCE P OFEIC L - i [REE
B4 X NHEKEFEL) OFRABKNEIZRD
BEBH DL, ik, flERBs sy
— N CHEME AU, % CHEET D 2 & DA FTEE
R EICIRV T, FEILEEN Y ESINE DR E
ZRLTWDHZ a2 L OHERIZRIET 5720 T
o,

Studies other than CTIMPs
CTIMP LIS DAL

For the majority of non-CTIMP research involving
only negligible or minimal risk (for example, face-to-
face surveys or non-sensitive qualitative research) any
simple electronic signature is normally adequate

where it is appropriate to seek consent.

Where the research involves more than minimal risk,
burden or intrusion simple eSignatures that involve
the participant tracing their handwritten signature
using a finger or a stylus or biometric eSignatures
should be considered as they allow for direct
comparison with eSignatures and/or wet-ink
signatures previously used by the participant for the

purpose of audit or where the consent is contested.

For postal/online surveys or self-administered
questionnaire-based research where identifiable
personal data are collected, and ‘consent’ used as the
legal basis for the purposes of compliance with the
General Data Protection Regulation (GDPR), then the
participant must be able to actively signify their
consent. This can be achieved by providing an explicit
consent statement and a tickbox within the
survey/questionnaire that the participant can complete
if they are in agreement. A handwritten or biometric

eSignature is not required.

CTIMP DAL DOFREDIT E A LIE, U A7 PR
TED VAT EN (B Z 030k A ST p
EMEORWVEMERE) THY ., REERDD L L
THHMEFELTHITH D,

WOV 27 Al BENRNTROVWES,

SIMEPEXNIAZ A T A& L TSINED
FEEXBLEREDFEINA A AN 7 R
L DETBEA TG OHEMETBEA 2T
EThHDH, ZhITky, BEAER, IFREIZD
WTERERN DD HEIT, ZINFEIZ LD LIRTOE
FEAKRDY (R V= b 7 FBL L EPE
W5 ENTED,

ENZRECTEDMEANT —F ZINET D EFif/A
YIA UME, FACRARDOT v — &
FHWTAFZEIZ 3T, General Data Protection
Regulation (GDPR) ~D¥EHLAZ 7RI IEAUIRHLE L
T TRE] MEA 256, SEFRET
D2 EERBBHNC R T Z ENTERITNITRD
Ry, ZHUT, BIENEE LA iAT
LME/EMEIC, HrRMRFREDES T =y
IRy 7 AT H L TCHRHATE L, BE
TBALXAIAA T A MY 7 A K EFELAIT
MEETIETR W,
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Specific consent scenarios
BEDRBEYT U A

CTIMP (Type B or C) where the consent process takes place in person at a research site (including

phase I trials)

FE 7ok AN CEETHPIS CTIMP (X 4 7B XiXC) (7=—X1RBRE2Er)

Where the eConsent process takes place at a research
site, verification of the participant’s identity should be
no more burdensome than it would be for a traditional

hard copy consent process.

eSignatures that involve the participant tracing their
handwritten signature using a finger or a stylus or
biometric eSignatures can be used to document
consent where the clinical trial (including clinical
trials of devices or surgery, and interventional studies)
involves:
e participants already identified on the clinical
system; or
o the person seeking consent from the participant
is also their treating healthcare professional; or
o the participant is known to the person recruiting

them.

For CTIMPs employing an eConsent process where
the participant is not known to the team seeking
consent, there should be an auditable trail which
makes it is possible to demonstrate that the person
making the electronic ‘signature’ was indeed the
participant. Whilst ‘advanced’ or ‘qualified’ electronic
signatures are also permissible (and indeed offer
greater certainty) they may be unnecessarily
burdensome for both researchers and participants

where the identity of the signatory is not in question.

WFZEhiE% C eConsent 7 2 & 2 Z1T 9 4. BN
FHORNMERBOAHIT, ERkD/N—Fabe—|Z
LDFRETnEADBE LY RELLRDHNET
(ESAYAN

TRBR (RS XX TN ORISR, M AR %

ET) IZBWT, UTFD X 5254, BINENE

MIFAFA T AEERN L TEMEDOFEEEAL

EIREDHIEXFIANAFT AN I RZLDHE

B4 GUHEMEEL R L CRE L CHE

b5z emnTED,

o BIMEBMNIRIFE Y AT LA CTREICHE STV
Do XL

o ZIMEMLDORBEERDDEN, REELT
O EREME LR TND, XL

o HETHHENSIEZH> T 5D,

eConsent 7' 1 X ZHHT % CTIMP (28T,
[FEZ RO DT —LBBIMEEZMEIRNGEE,
HT [Bh] ZATSTCEDBHENISINE Th -
e 2 & AR T & HEEA FIRE R A S LB T H
%, TOYH TEEETES) L NE&E
B4 FFIHLTCHLEW (bBAA, K 0REEIC
D) . BHEDORNERREIZR bR WS
%, WFEE E BINE O G L > CTRULEICHE
WEFHIZ 2R D ATREE D B D
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Handwritten or biometric eSignatures may also be
used for healthy volunteer phase I trials as participants
are normally required to show official photo
identification such as a driving licence or a passport
for verification at every visit. This is also a
requirement for registration with The Over-

Volunteering Prevention System (TOPs).

B IAHRBROBRERAR T 7 4 71k L CEFE
EEAIAAFTAN) Z ALK DETELE
EHLTHLINWTHAS S, ZThid, BINEnrE
L AR O T NSE AR FFRE/ S A TR — R EED
NGBS E Rt E AR T D LER B
57T D, ZiE, Over-Volunteering
Prevention System (TOPs "1y ~ &gk kT
b D,

[FRIE . X oA 3=V 703
http://www.hra.nhs.uk/about-the-hra/our-

committees/the-over-volunteering-prevention-system/
ThD, ]

CTIMP where the patient is remote at the time of consent

[AEEICBE PN BTNV 556 O CTIMP

In some rare circumstances, face-to-face verification
will not be possible, for example where the trial is to
be conducted entirely remotely. The conduct of a
CTIMP remotely would need to be approved by both
the MHRA and a recognised REC. In such trials the
participant’s identity may be verified visually via a
video link or other means. It may also be possible to
utilise general practices or other NHS sites local to the

participant in order to verify their identity.

AN TERIZY E— P TITONDGE%, £
2, RIS K DWERD RGN 5,
CTIMP %z V) &— h THfiid 5 Z &id, MHRA &
DB ENTREmEFEEZ RS T O 5 &
DEKRBSNTODOUERDHD, 0O &) 72

T, ZINEOARANHRIZET AV 7 EDF
Bzt L THERICT > TH L, BIEOAR
NERR DT DIZ, BN DU O — K2R
NHS Ofiix Z2{EM 425 2 & brfENd Lk
VY,

[FRIE : recognised REC (%, United Kingdom
Ethics Committee Authority (UKECA) (Z %)
517z REC (Research Ethics Committee : ﬁnfﬁnfi

HERER) ThD, ]
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Where consent is given remotely and the participant is
required at some point to visit a study site for the
purposes of the trial then verification can be done in
person using information from official photo ID.
Where such face-to-face verification is possible, and
can be completed prior to the participant receiving any
research intervention, a simple electronic signature
(such as a handwritten signature using a finger/stylus
or biometric eSignature) will normally be acceptable

to document consent.

Where it is not possible to verify that the participant is
who they say they are, for example by checking
official photo ID, it may be preferable (though not
legally required) to use an advanced or qualified
electronic signature that uniquely identifies the
individual signing and thus provides greater

assurance.

&% U E— N THRICE, £2hokR TRlR
DI DIZBINE B FEERR 2 5535 2 & 3R
HHENTWDIEEIR, E#ER > TAXOTES
EH ORI EOER AL L CARAMHRT 2 2
LINTED, 2D XD RktHERPFIRETH
. HENSARNCHEEELNDIOTHNIT, &
WITHME B4 (FXIAZA T AEHH L
FEIXBHNIAAFA N VAL DETE
) ICE VD RIEEZSCE (L L TR,

Bl 2 XA ROGES Z HitHEEL AV THAR
NHERMN TE WA, (EMIZEHTT b T
WD DT TRV il x DEA % — BT
L. X0 REREGEERIT 2 HEETEAL.
ML BT BEA AT 2 2 ENEE LU,

Things to think about when using electronic methods to seek and document
informed consent

AL TH =B R arty FOEBEROXE LTV TEFHIFELZERTIRICEER T~ &2
&

All research studies

F T DA

e Can the signature be dated either manually by
the participant or automatically by the eConsent
system?

e s it possible to verify which version of the
information sheet and consent form the
electronic signature applies to?

e For interventional studies, are there methods in
place to ensure that the person signing the
electronic consent form is the person who will be

participating in the research study?

o BADOHMI, BIMENFTRHATED
. XIE eConsent ¥ AT LA HENIZ A5
T& 2D

o [FEHI— MRV ar by FERDEDNA—
Va B TEL LD EHERT DI EN
T& 2D

o NMAWIRDOELE, By bEXICE
4T HEDREMEICSINTHETHD 2
& BRI D ITEN D D,
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CTIMPs
BRI DERIR AR

How will you ensure that the source consent
documentation is available for inspection during
and after the end of the trial according to the
legally required retention period for CTIMPs?
Can the site retain control of the informed
consent process and documentation so that
personal identifiable data are not inappropriately
disclosed beyond the site to either sponsors or

third party vendors?

Where a sponsor has commissioned a third party
to provide an eConsent system, are the necessary
information governance arrangements in place to
ensure that participant confidentiality is
protected with appropriate access and retention
controls to the system? Where the sponsor is
responsible for auditing, ensuring compliance,
and maintaining access controls to the eConsent
system they may provide the appropriate
certifications to the site as needed.

How will a copy of the informed consent
documentation (information sheet and signed
consent form) be provided to the participant and

retained in the investigator site file?

AR & OB T2 6 CTIMP DERYICEE
REINHBFHHE 2B LT, AERH o7
LErICEDEYICarkery FERD Y —2
R FRRIZT D0

WFehEa%it. 4> 7 —L K --arkr b
D7 EAROERHIET 22 br—L
ERFELC, MAZRETE DT — X W
BAND AR P =0 — K= F R H
—IZRBEENCIRN 2N L ST LTV D0,

AR Y= — R/3—F 1 |Z eConsent ¥
AT KO A TFE LICA . MERTER
TINT L ADE Y RO D7, ZhEY
AT LA~OHYRT 72 A LREDO L R
B —UZ K0 BN OB A e S AR
T DI T D, AR =, (RF
—%) AL, ZOMEEMELIRIEL .,
eConsent V' AT L~DT /A3 ha—
N HERFE BT D RIEZ R OBA. AR
YT BT U CTHFFEh % L i B 7 RE W
FERELTLINTHS I,

A2 TH—L R arwr NEE (F#RY
C R EBA SRS VY bR oo b
— % ED XTSRRI L, investigator
site file (ISF) (ZERFFT 5 D>,
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How will you enable MHRA Inspectors to
access the eConsent system in a readily available
way during triggered, short notice or
unannounced inspections?

Where advanced or qualified electronic
signatures have been used, can an inextricable
link be maintained between the metadata (the
information in the electronic record that gives
context, meaning, and security attributes to the
data) and the document, thus demonstrating the
electronic signature’s authenticity for as long as
applicable legislation requires, dependent on the

type of trial?

FAEEAY . ERDE RS DA
HBIZBWT, DXl ¢MﬁMmmmﬁ
FLEIZ%F LT eConsent & AT L~DT 7 &
A, TR TE 570
ST TS T E A MEH S
TWAEA, A¥T—% (T—XZarT
FA b, B, KOEX2 VT 4 @RS
2 5BV a— FNOER) & CEORIC
HIbBR « B TEX WY 7 ZHERFT5 2 &
NTE, ABROFIEI S UMM 28 U

B EAOEIEMEZFE T 52 LT
ERAYIEN
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Further Information
S HIZFELVWE#H
Guidance

HRA Consent and Participant Information Sheet Preparation Guidance

http://www.hra-decisiontools.org.uk/consent/

HRA Guidance: Applying a proportionate approach to the process of seeking consent (2017)

https://www.hra.nhs.uk/planning-and-improving-research/best-practice/informing-participants-and-seeking-

consent/

Trans Celerate Biopharma eConsent Implementation Guidance

http://www.transceleratebiopharmainc.com/initiatives/econsent/

Electronic Signatures and Trust Services Guide. Department for Business, Energy & Industrial Strategy (August
2016)

https://www.gov.uk/government/publications/electronic-signatures

U.S. Food and Drug Administration. Use of Electronic Informed Consent in Clinical Investigations, Questions and
Answers. Guidance for Institutional Review Boards, Investigators, and Sponsors (December 2016)

https://www.fda.gov/downloads/drugs/guidances/ucm436811.pdf

Legislation

EU Regulation on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC (No 910/2014)

http://eur-lex.europa.cu/legal-content/EN/TX T/?uri=uriserv%3A0J.L._.2014.257.01.0073.01.ENG

EU regulation No 910/2014 is supplemented by the Electronic Identification and Trust Services for Electronic
Transactions Regulations 2016 (SI 2016/696) (the UK eIDAS Regulations)
http://www.legislation.gov.uk/uksi/2016/696/pdfs/uksi 20160696 en.pdf

The Medicines for Human Use (Clinical Trials) Regulations (2004)
http://www.legislation.gov.uk/uksi/2004/103 1/contents/made

Electronic Communications Directive 2002/58/EC

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32002L.0058
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Electronic commerce: Formal Requirements in Commercial Transactions. Advice from The Law Commission
(December 2001)

http://www.lawcom.gov.uk/wp-content/uploads/2015/09/electronic commerce advice.pdf

Electronic Communications Act 2000

http://www.legislation.gov.uk/ukpga/2000/7/contents
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