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SUMMARY : The Food and Drug Administration
(FDA) is issuing regulations that provide criteria for
acceptance by FDA, under certain circumstances, of
electronic records, electronic signatures, and
handwritten signatures executed to electronic records
as equivalent to paper records and handwritten
signatures executed on paper. These regulations,
which apply to all FDA program areas, are intended to
permit the widest possible use of electronic
technology, compatible with FDA’s responsibility to
promote and protect public health. The use of
electronic records as well as their submission to FDA
is voluntary. Elsewhere in this issue of the Federal
Register, FDA is publishing a document providing
information concerning submissions that the agency is

prepared to accept electronically.

BE . B ERLE (FDA) X, —EDRILTIC
BWT, Bk, ETE4. KOETFEERITKR
LTIThh e FEEEA T, MO0 ORI
MINTEFESBLLAZOLO L LTRDHH
Wik HE A2 R L2l 2 e T 5, 2 OFliL FDA
DT R TCOEFFESIITHA SN2 HDOTHY, A
KA EOHENRE L IRFE I 5 FDA OFBICHET
L CETHIROFA Z R KRR ARRIZT 52 &
EEOHBE LTS, Bk &k OVE
SEROBHITMEEDO LD TH D, AHEFRHH T,
BN Z BT D RSN > TV D HeHWIC B
DIER L SN E R E AR T D,

DATES: Effective August 20, 1997.

Submit written comments on the information
collection provisions of this final rule by May 19,
1997.

HAt : 1997 48 H 20 H 3%,

Z DEHEH D 22 MO IEHRINEE I BT xR T 25 3 A
vhiE, ERT1997E5 A 19 HE TIXiREHD =
&

ADDRESSES: Submit written comments on the
information collection provisions of this final rule to
the Dockets Management Branch (HFA-305), Food
and Drug Administration, 12420 Parklawn Dr., rm. 1-
23, Rockville, MD 20857.

The final rule is also available electronically via
Internet:

http://www.fda.gov.

5E5E 1 Z ORGEBIRI O BINERUE 39 2 Fif
AR S L e

Dockets Management

Branch (HFA-305),

Food and Drug Administration,

12420 Parklawn rm.1-23,Rockvtlle,MD 20857
HRASHANTA 2=y FTHUAFTED
http://www.FDA.gov.
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FOR FURTHER INFORMATION CONTACT:
Paul J. Motise, Center for Drug Evaluation and
Research (HFD-325), Food and Drug Administration,
7520 Standish PI., Rockville, MD 20855, 301-594-
1089. E-mail address via Internet:
Motise@CDER.FDA.GOV, [[Note 5/21/2001.:
Current address is pmotise@ora.fda.gov]] or

Tom M. Chin, Division of Compliance Policy (HFC-
230), Food and Drug Administration, 5600 Fishers
Lane, Rockville, MD 20857, 301-827-0410. E-mail

address via Internet:

Current address is tchin@ora.fda.qgov]]

Tchin@FDAEM.SSW.DHHS.GOV [[Note 5/21/2001:

FELWEROBWE DR
Paul J. Motise,
Research (HFD-325) ,Food and Drug Administration,
7520 Standish PI., Rockville, MD 20855,301-594-1089.
E-mail 77 K L X : Motise@CDER.FDA.GOV,

[ [20014F5 H 21 HiE : BIfED T FL A%
pmotise@ora.FDA.gov] | F721%
Tom M.Chin, Division of Compliance Policy (HFC-
230) , Food and Drug Administration,5600 Fishers
Lane,Rockville,MD20857,301-827-0410, E-mail 7" N
LA
TChin@FDAEM.SSW.DHHS.GOV [ [2001 4F 5 H
21 HE : BEDT R LA
tchin@ora.FDA.gov] ]

Center for Drug Evaluation and
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SUPPLEMENTARY INFORMATION:
R AR

I. BACKGROUND

EI=E=R
I BX

In 1991, members of the pharmaceutical industry met
with the agency to determine how they could
accommodate paperless record systems under the
current good manufacturing practice (CGMP)
regulations in parts 210 and 211 (21 CFR parts 210
and 211). FDA created a Task Force on Electronic
Identification/Signatures to develop a uniform
approach by which the agency could accept electronic
signatures and records in all program areas. In a
February 24, 1992, report, a task force subgroup, the
Electronic Identification/Signature Working Group,
recommended publication of an advance notice of
proposed rulemaking (ANPRM) to obtain public
comment on the issues involved.

In the Federal Register of July 21, 1992 (57 FR 32185),
FDA published the ANPRM, which stated that the
agency was considering the wuse of electronic
identification/signatures, and requested comments on a
number of related topics and concerns. FDA received
53 comments on the ANPRM. In the Federal Register
of August 31, 1994 (59 FR 45160), the agency
published a proposed rule that incorporated many of the
comments to the ANPRM, and requested that
comments on the proposed regulation be submitted by
November 29, 1994. A complete discussion of the
options considered by FDA and other background
information on the agency's policy on electronic
records and electronic signatures can be found in the

ANPRM and the proposed rule.

1991 4F, MUK AL & FDA (X, 21 CFR Part 210
& Part 211 F1 cGMP IZBH4 2 il F T, ~2—
N~vx®ﬁﬁvx?b®ﬁkéﬁﬁﬁékwm

HEFFo7-, FDA X, BTk ETEL DO
@%#mf@ﬁﬁ\%fT T B8— LT 7

D—%%ﬁ%&)é HE"J( % munﬁ/ﬁ%%‘% Eg
ERALE IR =ES &Lz, ZOZBEED FEHE

ﬁkf&pé@ﬂwﬁ/ BT A EE L —
7L, 1992 42 A 24 BT OMIEE DR T,
HAHIE DR % Fai@md 5 CE (ANPRM) %%

TT52 8, KORENICRHT H—KOa A M
DT LA LT,

FDA 131992 42 7 H 21 H oK [EE#H (57 FR
32185) T ANPRM %84T L7z, DRI TETHE
Ak EBFEADBRAERFT ThHZ L E2RL,

AUCBE T 2 F R OMEICH T2 a4 0 b &
?k&bto ZHICH L TB3 D a X R EE B
72o 1994 4 8 A 31 HAHT KIEE# (59 FR 45160)
T, ANPRM (Zx}F 5 a2 EnbDOERDEL
ZIO ANTHAIREZ AR L, ZORIxT 52
A M& 1994 411 A 29 H £ CxIFfHiF7-, FDA
DRFHI T T2 BRI BT 2 T X T o, &

Rk L E B IIKT S AR OWTOE

OO FIEHIT. ANPRM K OHRAIZE D 7272
RINTWND,

I
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I1. Highlights of the Final Rule
. FAEHA DA FA F

The final rule provides criteria under which FDA will
consider electronic records to be equivalent to paper
records, and electronic signatures equivalent to
traditional handwritten signatures. Part 11 (21 CFR part
11) applies to any paper records required by statute or
agency regulations and supersedes any existing paper
record requirements by providing that electronic records
may be used in lieu of paper records. Electronic
signatures which meet the requirements of the rule will
be considered to be equivalent to full handwritten
signatures, initials, and other general signings required
by agency regulations.
 Section 11.2 provides that records may be maintained in
electronic form and electronic signatures may be used in
lieu of traditional signatures. Records and signatures
submitted to the agency may be presented in an
electronic form provided the requirements of part 11 are
met and the records have been identified in a public
docket as the type of submission the agency accepts in
an electronic form. Unless records are identified in this
docket as appropriate for electronic submission, only
paper records will be regarded as official submissions.
 Section 11.3 defines terms used in part 11, including the
terms: Biometrics, closed system, open system, digital
signature, electronic record, electronic signature, and

handwritten signature.

BRHANE, BT Rsk L BT EA . LOREROED
FlEk e FEEEAZME L AR TERICHY prics
LA E T %, Part 11 (21 CFR Part 11)
X HEDFLERD 30 VI T-Redk A FIRE & BUE
152 LT, AR FDA OMHINER T 50
FRIZ B A S RO FEERA~ DB O BT ELS T
Rb2HD L5, ZOBRAO B Z -3 E &
4%, FDA OHHIARD TND 7L R—LDFE
TBL, A =¥, TOMO— IR EL LR
DHDERLIND,

Section 11.2 i, FiékZx & A CTHERFE S5 Z
EBRMERDFEZBADND Y IZETEL ZME
MT 52 Lz@BoOTN5, FDA ([T T 55tk &
BAIE, OB Z5T- L TV DA, B EXT
EHTE %, 37205, Partll OHEET- L, L
NHEFBNTZHET LBEMTHDL Z L BRT
Uy 27 « Ry NRTRESNLTWALAETHD,
K7y N CEFRHYE L TRESRL TR W
Bl Mok A a2 EX e g i & B9,
Section 11.3 “CI Part 11 THEH LTV 2 % £
LTWa, ZHUZE, A A A NY 72 (EHlE
) Ja—AR VAT A, A =T VAT A,
TUHNEL, Bk, BTEA. FEESELTR
ENEGEND,
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Section 11.10 describes controls for closed systems,
systems to which access is controlled by persons
responsible for the content of electronic records on that
system. These controls include measures designed to
ensure the integrity of system operations and
information stored in the system. Such measures
include: (1) Validation; (2) the ability to generate
accurate and complete copies of records; (3) archival
protection of records; (4) use of computer-generated,
time-stamped audit trails; (5) use of appropriate controls
over systems documentation; and (6) a determination
that persons who develop, maintain, or use electronic
records and signature systems have the education,

training, and experience to perform their assigned tasks.

Section11.10 [%7 2 — X K « v A7 LADOF B SO

TIRRTWBE, Ja—A R« VAT L~NDT 7 EA

%, BFREONEDOEMEE (persons) 23 EFLY

Do ZHUCTIEY AT AOBER DN AT AIHRE S

NTWDIEROFZELMZ MR T D20 DROHE

DEEND,

NV T —va rOFEM

Q)EM TRAeRTHDO A —2ELNE2AT
HZ

R)PRE WM h D FEER DR

Az Ea—F TERSND Z A LAZ TN
ERRL R HIA D) s A BN

GB)ELI R AT e R¥a AT — g VOFR
D F i

(6)FE T LI M OBA v AT L& BAFE. RF. £
IS 5#0S, YIRS 2 51T DI D
H. A, BB 2 TV D 2L OHIE A& E i
THZ L,
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Section 11.10 also addresses the security of closed
systems and requires that: (1) System access be limited
to authorized individuals; (2) operational system checks
be used to enforce permitted sequencing of steps and
events as appropriate; (3) authority checks be used to
ensure that only authorized individuals can use the
system, electronically sign a record, access the
operation or computer system input or output device,
alter a record, or perform operations; (4) device (e.g.,
terminal) checks be used to determine the validity of the
source of data input or operation instruction; and (5)
written policies be established and adhered to holding
individuals accountable and responsible for actions
initiated under their electronic signatures, so as to deter

record and signature falsification.

Section 11.30 sets forth controls for open systems,
including the controls required for closed systems in
Sec. 11.10 and additional measures such as document
encryption and use of appropriate digital signature
standards to ensure record authenticity, integrity, and

confidentiality.

Section11.10 137 2 —A R« VAT LDEF 2 U7

AIZOVNTHEFELLTEBY, ROFEEZRHDTWND,

(VR DB 2N DI AT A~DT 7 & A
ZIRETDHZ L,

QMBS UHHE SN EE TR A X b D
FATNEFF 2 BsF S E D720, AL — a3
Ve VAT TF 2y T BT L,

QRWERT = v 71Tk v | RO B DBEAIZITIZ
VAT LAOMFERAC, iR~ OB AL D
BA, AN —vgrRarta—F VAT
LD ANHTIT A Z~DT 77 A, RERNEA
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Section 11.50 requires signature manifestations to
contain information associated with the signing of
electronic records. This information must include the
printed name of the signer, the date and time when the
signature was executed, and the meaning (such as
review, approval,

responsibility, and authorship)

associated with the signature. In addition, this
information is subject to the same controls as for
electronic records and must be included in any human
readable forms of the electronic record (such as
electronic display or printout).

 Under Sec. 11.70, electronic signatures and handwritten
signatures executed to electronic records must be linked
to their respective records so that signatures cannot be
excised, copied, or otherwise transferred to falsify an
electronic record by ordinary means.

Under the general requirements for electronic
signatures, at Sec. 11.100, each electronic signature
must be unique to one individual and must not be reused
by, or reassigned to, anyone else. Before an organization
establishes, assigns, certifies, or otherwise sanctions an
individual's electronic signature, the organization shall
verify the identity of the individual.

 Section 11.200 provides that electronic signatures not
based on biometrics must employ at least two distinct
identification components such as an identification code
and password. In addition, when an individual executes
a series of signings during a single period of controlled
system access, the first signing must be executed using
all electronic signature components and the subsequent
signings must be executed using at least one component
designed to be used only by that individual. When an
individual executes one or more signings not performed
during a single period of controlled system access, each

signing must be executed using all of the electronic

signature components.
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Electronic signatures not based on biometrics are also
required to be used only by their genuine owners and
administered and executed to ensure that attempted use
of an individual's electronic signature by anyone else
requires the collaboration of two or more individuals.
This would make it more difficult for anyone to forge an
electronic signature. Electronic signatures based upon
biometrics must be designed to ensure that such
signatures cannot be used by anyone other than the
genuine owners.
 Under Sec. 11.300, electronic signatures based upon use
of identification codes in combination with passwords
must employ controls to ensure security and integrity.
The controls must include the following provisions: (1)
The uniqueness of each combined identification code
and password must be maintained in such a way that no
two individuals have the same combination of
identification code and password; (2) persons using
identification codes and/or passwords must
ensure that they are periodically recalled or revised; (3)
loss management procedures must be followed to
deauthorize lost, or otherwise

stolen, missing,

potentially compromised tokens, cards, and other
devices that bear or generate identification codes or
password information; (4) transaction safeguards must
be used to prevent unauthorized use of passwords and/or
identification codes, and to detect and report any attempt
to misuse such codes; (5) devices that

bear or generate identification codes or password
information, such as tokens or cards, must be tested
initially and periodically to ensure that they function
properly and have not been altered in an unauthorized

manner.
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I11. Comments on the Proposed Rule
M. HAIRZHFEONTZa A b

A. General Comments
A7 A R

Comment 1

Many comments expressed general support for the
proposed rule. Noting that the proposal's regulatory
approach incorporated several suggestions submitted by
industry in comments on the ANPRM, a number of
comments stated that the proposal is a good example of
agency and

industry cooperation in resolving technical issues.
Several comments also noted that both industry and the
agency can realize significant benefits by using
electronic records and electronic signatures, such as
increasing the speed of information exchange, cost
savings from the reduced need for storage space,
reduced errors, data

integration/trending, product

improvement, manufacturing process streamlining,
improved process control, reduced vulnerability of
electronic signatures to fraud and abuse, and job
creation in industries involved in electronic record and

electronic signature technologies.
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One comment noted that, when part 11 controls are
satisfied, electronic signatures and electronic records
have advantages over paper systems, advantages that
include: (1) Having automated databases that enable
more advanced searches of information, thus obviating
the need for manual searches of paper records; (2)
permitting information to be viewed from multiple
perspectives; (3) permitting determination of trends,
patterns, and behaviors; and (4) avoiding initial and
subsequent document misfiling that may result from
human error.

There were several comments on the general scope and |
effect of proposed part 11. These comments noted that
the final regulations will be viewed as a standard by
other Government agencies, and may strongly influence
the direction of electronic record and electronic
signature technologies. One comment said that FDA's
position on electronic signatures/electronic records is
one of the most pressing issues for the pharmaceutical
industry and has a significant impact on the industry's
future competitiveness. Another comment said that the
rule constitutes an important milestone along the

Nation's information superhighway.
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FDA believes that the extensive industry input and
collaboration that went into formulating the final rule is
representative of a productive partnership that will
facilitate the use of advanced technologies. The agency
acknowledges the potential benefits to be gained by
electronic record/electronic signature systems. The
agency expects that the magnitude of these benefits
should significantly outweigh the costs of making these
systems, through compliance with part 11, reliable,
trustworthy, and compatible with FDA's responsibility
to promote and protect public health. The agency is
aware of the potential impact of the rule, especially
regarding the need to accommodate and encourage new
technologies while maintaining the agency's ability to
carry out its mandate to protect public health. The
agency is also aware that other Federal agencies share
the same concerns and are addressing the same issues as
FDA; the agency has held informal discussions with
other Federal agencies and participated in several
interagency groups on electronic records/electronic
signatures and information technology issues. FDA
looks forward to exchanging information and
experience with other agencies for mutual benefit and to
promote a consistent Federal policy on electronic
records and signatures. The agency also notes that
benefits, such as the ones listed by the comments, will

help to offset any system modification costs that persons

may incur to achieve compliance with part 11.
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B. Regulations Versus Guidelines
B. BT A K74

Comment 2

Several comments addressed whether the agency's
policy on electronic signatures and electronic records
should be issued as a regulation or recommended in a
guideline. Most comments supported a regulation, citing
the need for a practical and workable approach for
criteria to ensure that records can be stored in electronic
form and are reliable, trustworthy, secure, accurate,
confidential, and authentic. One comment specifically
supported a single regulation covering all FDA-
regulated products to ensure consistent requirements
across all product lines. Two comments asserted that the
agency should only issue guidelines or "make the
regulations voluntary.” One of these comments said that
by issuing regulations, the agency is shifting from
creating tools to enhance communication (technological

quality) to creating tools for enforcement (compliance

quality).
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The agency remains convinced, as expressed in the
preamble to the proposed rule (59 FR 45160 at 45165),
that a policy statement, inspection guide, or other
guidance would be an inappropriate means for
enunciating a comprehensive policy on electronic
signatures and records. FDA has concluded that
regulations are necessary to establish uniform,
enforceable, baseline standards for accepting electronic
signatures and records. The agency believes, however,
that supplemental guidance documents would be useful
to address controls in greater detail than would be
appropriate for regulations. Accordingly, the agency
anticipates issuing supplemental guidance as needed
and will afford all interested parties the opportunity to

comment on the guidance documents.

[FDA]
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The need for regulations is underscored by several
opinions expressed in the comments. For example, one
comment asserted that it should be acceptable for
supervisors to remove the signatures of their
subordinates from signed records and replace them with
their own signatures. Although the agency does not
object to the use of a supervisor's signature to endorse
or confirm a subordinate's actions, removal of an
original signature is an action the agency views as
falsification. Several comments also argued that an
electronic signature should consist of only a password,
that passwords need not be unique, that it is acceptable
for people to use passwords associated with their
personal lives (like the names of their children or their
pets), and that passwords need only be changed every 2
years. FDA believes that such procedures would greatly
increase the possibility that a password could be
compromised and the chance that any resulting
impersonation and/or falsification would continue for a
long time. Therefore, an enforceable regulation
describing the acceptable characteristics of an electronic

signature appears necessary.
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C. Flexibility and Specificity
C. Ze#kiE & BARM:

Comment 3
Several comments addressed the flexibility and | [= A2 K]
specificity of the proposed rule. The comments | BLHIZE D FdkME & BAAMEIZ DWW T RO L H e 2

contended that agency acceptance of electronic records
systems should not be based on any particular
technology, but rather on the adequacy of the system
controls under which they are created and managed.
Some comments claimed that the proposed rule was
overly prescriptive and that it should not specify the
mechanisms to be used, but rather only require
owners/users to design appropriate safeguards and
validate them to reasonably ensure electronic signature
integrity and authenticity. One comment commended
the agency for giving industry the freedom to choose
from a variety of electronic signature technologies,
while another urged that the final rule be more specific
in detailing software requirements for electronic records
and electronic notebooks in research and testing

laboratories.
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The agency believes that the provisions of the final rule
afford firms considerable flexibility while providing a
baseline level of confidence that records maintained in
accordance with the rule will be of high integrity. For
example, the regulation permits a wide variety of
existing and emerging electronic signature technologies,
from use of identification codes in conjunction with
manually entered passwords to more sophisticated
biometric systems that may necessitate additional
hardware and software. While requiring electronic
signatures to be linked to their respective electronic
records, the final rule affords flexibility in achieving that
link through use of any appropriate means, including use
of digital signatures and secure relational database
references. The final rule accepts a wide variety of
electronic record technologies, including those based on
optical storage devices. In addition, as discussed in
comment 40 of this document, the final rule does not
establish numerical standards for levels of security or
validation, thus offering firms flexibility in determining
what levels are appropriate for their situations.

Furthermore, while requiring operational checks,
authority checks, and periodic testing of identifying
devices, persons have the flexibility of conducting those
controls by any suitable method. When the final rule
calls for a certain control, such as periodic testing of

identification tokens, persons have the option of

determining the frequency.
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D. Controls for Electronic Systems Compared with Paper Systems

D. #EOL AT A LE SV AT LOEED

Comment 4

Two comments stated that any controls that do not apply
to paper-based document systems and handwritten
signatures should not apply to electronic record and
signature systems unless those controls are needed to
address an identified unique risk associated with
electronic record systems. One comment expressed
concern that FDA was establishing a much higher

standard for electronic signatures than necessary.
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In attempting to establish minimum criteria to make
electronic signatures and electronic records trustworthy
and reliable and compatible with FDA's responsibility
to promote and protect public health (e.g., by hastening
the availability of new safe and effective medical
products and ensuring the safety of foods), the agency
has attempted to draw analogies to handwritten
signatures and paper records wherever possible. In
doing so, FDA has found that the analogy does not
always hold because of the differences between paper
and electronic systems. The agency believes some of
those differences necessitate controls that will be unique
to electronic technology and that must be addressed on

their own merits and not evaluated on the basis of their

equivalence to controls governing paper documents.
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The agency found that some of the comments served to
illustrate the differences between paper and electronic
record technologies and the need to address controls that
may not generally be found in paper record systems. For
example, several comments pointed out that electronic
records built upon information databases, unlike paper
records, are actually transient views or representations
of information that is dispersed in various parts of the
database. (The agency notes that the databases
themselves may be geographically dispersed but linked
by networks.) The same software that generates
representations of database information on a screen can
also misrepresent that information, depending upon how
the software is written (e.g., how a query is prepared).
In addition, database elements can easily be changed at
any time to misrepresent information, without evidence
that a change was made, and in a manner that destroys
the original information. Finally, more people have
potential access to electronic record systems than may

have access to paper records.
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— X R— 2 L CHE SN D E RO R
TR T —F N 2 THHE L TV DR —
PEDOE 2— DFEVRRTHLLEVIEHTHD
(F—=H RXR=RZDHONHPLAZSE L, % > b
=7 TORMPHTNDLZ L HD) , T—HF X~
ANEROFREERT DY 7 b= T3 FLl R
T BIZIE, T—FX—RA~D 7 Y (query) s ED
Lo E N 0% | A CIERZR -2 TF
TTLH2EbdD, T — XX ADIFRERZ 52\
THRPEICEHE L, ZOEMEKST,. bbb A
NENTWIERELSA L EREEHZ LA
B ThbH, Lnb, Bk AT AT 7 EAF
REZR ANET, MROFERITIE R TZ W,

-
&
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Therefore, controls are needed to ensure that
representations of database information have been
generated in a manner that does not distort data or hide
noncompliant or otherwise bad information, and that
database elements themselves have not been altered so
as to distort truth or falsify a record. Such controls
include: (1) Using time-stamped audit trails of
information written to the database, where such audit
trails are executed objectively and automatically rather
than by the person entering the information, and (2)
limiting access to the database search software. Absent
effective controls, it is very easy to falsify electronic
records to render them indistinguishable from original,

true records.

Peo T, T— X HARIEIZBEL L7 0 HANZES L

IRVMEIRE DO AERE 72 A fRE LW

BCT— A R—2AFEWPRFREND LI ICT D4

BRHDH, o, T—FRXR—ADT —Z EHRHKRIC

EENMMZBNFENEH SN0 RN EL S A

ENBNVEIICTHINELH DL, CNARIKT 572

DIZIRD L9 RERADLETH D,

(1) 7= RX=ADIEFREZIALBHT, ZA LA
BTN AR A IR, OB, EMAE
INEEAFER A2 7 O Tlde < BB BB
WZREBR S R S D K 9 12T %,

(2) T—HR=A~DT 7 v A &HIRT 5, BhHEA
IR BRI B AT O TV Wk Tl B 5o
ERIALT. ENEAF D T LVOEDREE
ST DOONRNEDIZT D Z LIFHEICHETH
Al
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The traditional paper record, in comparison, is generally
adurable unitized representation that is fixed in time and
space. Information is recorded directly in a manner that
does not require an intermediate means of interpretation.
When an incorrect entry is made, the customary method
of correcting FDA-related records is to cross out the
original entry in a manner that does not obscure the prior
data. Although paper records may be falsified, it is
relatively difficult (in comparison to falsification of
electronic records) to do so in a nondetectable manner.
In the case of paper records that have been falsified, a
body of evidence exists that can help prove that the
records had been changed; comparable methods to
detect falsification of electronic records have yet to be

fully developed.

TAUTKF LT, — AT, TER DM O FLERILIREH,
ZERIHIZ B E S AL, AKBEIIC & & D 7= KRB RE
Th D, [HFHRITFHA R ERFER L NEE L LW
ECHEELK SN TNV D, FIES T HEZ AL S
NEEGEA X ENUFIOT — X2 03 ahb el bl
WE TR EBINTIHT &V 5 J5iEsS, FDA Bt
DFgRA R IET 2B 1ETH 5, OFEER b L
SAFTRETEDN, "I VWL 91217 9 DIE (BT
RO S AT AR D L) HYREETH D, DT
BN I A SIND & —HOFHLREDL -0 . S A
ZRET 8T & 70 %, EEFRLERIZEE LTk, Mo
e VLT 5 S A DRI HIER T4 ICB S &
LADITIEE - TR,

In addition, there are significant technological
differences between traditional handwritten signatures
(recorded on paper) and electronic signatures that also
require controls unique to electronic technologies. For
example, the traditional handwritten signature cannot be
readily compromised by being "loaned" or "lost,"
whereas an electronic signature based on a password in
combination with an identification code can be
compromised by being "loaned" or "lost." By contrast,
if one person attempts to write the handwritten signature
of another person, the falsification would be difficult to
execute and a long-standing body of investigational
techniques would be available to detect the falsification.
On the other hand, many electronic signatures are
relatively easy to falsify and methods of falsification

almost impossible to detect.

HIZ, kD FHEZES (RICRRESNTZbD) &
BB T, HIF EOKREZRMENRSH Y . ZH
B OEENLEIC R DB D —>T
bd, FIZIX, ERkOFEEXBELIZ. FLEY ]
RNBRI Lo TEBIERRBT R D L
ETH VB, L, NAT—RKEIDa2— KD
HMAADLEER=RZL TV EETFBLOEAIL.
MEF LAY | R TEK) 2L > TERARBIT 2L 2
LAREMEN D D, FESBAOEREG, BEHLL S L
LCHIERFICEEL < fAdEE Ao ik b
BN TS, — ., EFE4 DL TR
BIENEHET, Lrb ED L) IThE L a e
EDDDOIFIFEALEARFRETH D,

Accordingly, although the agency has attempted to keep
controls for electronic record and electronic signatures
analogous to traditional paper systems, it finds it
necessary to establish certain controls specifically for

electronic systems.

PER DA —Z OEHIIARI L - BB k% &
FLEREEIEAICHEAL LD ERATEn LE
DEEBEZ BT VAT LMTITHHA OB & T
THOVENRD D E WV FERICE- T2,
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E. FDA Certification of Electronic Signature Systems

E. FDAI|ZXAETHBEL Y AT LDFRG

Comment5

One comment requested FDA certification of what it
described as a low-cost, biometric-based electronic
signature system, one which uses dynamic signature
verification with a parameter code recorded on magnetic

stripe cards.

The agency does not anticipate the need to certify
individual electronic signature products. Use of any
electronic signature system that complies with the
provisions of part 11 would form the basis for agency
acceptance of the system regardless of what particular
technology or brand is used. This approach is consistent
with FDA's policy in a variety of program areas. The
agency, for example, does not certify manufacturing
equipment used to make drugs, medical devices, or
food.

[ A }]
WA N7 A4 7 — RIZRegks Tz /XT A—% «
o — R X BB 72 B4 B EIE (verification) 2 F1) I L
TR A RO F A NY 7 AZESSELES
VAT BIZOWT, FDA ORFEELEST L a A
c3dH o7,

[FDA]
FDA (%, % O B4R 27803 5 M3
ﬁwk%széo%%%%yxTAhPm1uD

BUE Z 7= L CDuE, Hilie 7 7 v RICBfR7e
SVEDVATLADRBOONOMBIL 705, ZD X
HIRT T —F %, FDA DEFELAE IR ETE T4
BIZ—B LI TH D, BlxiX, FDA IEEFEM,
OE RS B D AERE IV B B RS D FR
A AT TR,

F. Biometric Electronic Signatures
F. 2SAFARN) 7 AFROETES

Comment 6

One comment addressed the agency's statement in the
proposed rule (59 FR 45160 at 45168) that the owner of
a biometric/behavioral link could not lose or give it
away. The comment stated that it was possible for an
owner to "lend" the link for a file to be opened, as a
collaborative fraudulent gesture, or to unwittingly assist
a fraudulent colleague in an “emergency,” a situation,
the comment said, that was not unknown in the

computer industry.

[ 42 }]

HAIZD 720 FLA#R(59 FR 45160 at 45168),  [/31
F A NV 27 R /17 HE)(biometric/behavioral) ® U > 7
DFFEEITENEH R LI VMMAICE X720 95
ZEETERVIENS ZEIZONTIRE TS 2
AV RIR IS ST, HHFTAE NI L D RIE
TAL LT ERidarta— 2 ¥$RTIIHY RS
7 TEAEERE ) %wT\IEﬁ%%@<ﬁﬁ%m
HEOLTITT LY E LT 77 A NVERHLS 2D
Voorxa 8T W) Z&IEHVEL LV Fik
Th b,
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The agency acknowledges that such fraudulent activity
is possible and that people determined to falsify records
may find a means to do so despite whatever technology
or preventive measures are in place. The controls in part
11 are intended to deter such actions, make it difficult to
execute falsification by mishap or casual misdeed, and
to help detect such alterations when they occur (see Sec.
11.10 (introductory paragraph and especially Secs.
11.10(j) and 11.200(b)).

[FDA]

FDA [ZZ DX O BAEATANARETH D Z LITFR
LTS, EDO LD REM-PHIE R 25 T\ T
L RO U S A ERE LI=FIZZ O EE Ao
HI b Ly, En) 2 EHHEMLTWD,
Part 11 IZ31F 2 FBIL, RIEATAZ RN E, R
JEDOHRKFEENTRF D TIIRS LI AN TX
RNEIICL, EAPEE TG, FhEsA L
RIT<LTHLEEZHME LTV (Section 11.10 D
HAESGy DT 7 Z 7 L RFIZ Section 11.10 (j) &
11.200 (b) #&M)

G. Personnel Integrity
G. MEXBOMES

Comment 7

A few comments addressed the role of individual
honesty and trust in ensuring that electronic records are
reliable, trustworthy, and authentic. One comment noted
that firms must rely in large measure upon the integrity
of their employees. Another said that subpart C of part
11, Electronic Signatures, appears to have been written
with the belief that pharmaceutical manufacturers have
an incentive to falsify electronic signatures. One
comment expressed concern about possible signature
falsification when an employee leaves a company to

work elsewhere and the employee uses the electronic

signature illegally.

[z 22 1]
PEERTIIH DN, BaiskoEEME, 5.
BIRMEARIET 5 ) 2 T EAOHIES LEHEN R

e T EENZHONTHR U TWD DN - 7o, AT

2 O EREBORFESITHS & 55/ 0
LD, LnIH bbb o, £, Part 11 O
SubpartC, B4 1%, £ 5 CREESHINE B4
DBEESEF LT DD X5 I2E PN TND, &
WO AR M B D PEEBNEFED TLO:
FIE MECEFBAEMEHN LGS, B4 D
BEPEZVHL VI IBELH T,
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The agency agrees that the integrity of any electronic
signature/electronic record system depends heavily
upon the honesty of employees and that most persons
are not motivated to falsify records. However, the
agency's experience with various types of records and
signature falsification demonstrates that some people do
falsify information under certain circumstances. Among
those circumstances are situations in  which
falsifications can be executed with ease and have little
likelihood of detection. Part 11 is intended to minimize
the opportunities for readily executing falsifications and
to maximize the chances of detecting falsifications.
Concerning  signature  falsification by former
employees, the agency would expect that upon the
departure of an employee, the assigned electronic

signature would be "retired" to prevent the former

employee from falsely using the signature.

[FDA]

wFEL R ﬁﬁyx%A@%Aimﬁ¥§@
WEE ST D> TODERBIEFITRKE VS, K%
ﬁ®%ﬁ%ﬁ%&éhbij&i@b&wiwﬁ
FUCFDAIERIET %5, L., ZHE TRax ¥ A
TORERREL DUSATRFL TET=Z L0 b,
— D NENERFE ORBUZ BN TIE RO L S A
EATH T EMFRES TV D, FFEDIRDL &1, »
ELBICKSAPTI ZENTE LML AS
D AREMEIXIZA D DT N LR WEDLE TH
%o Part1l 1%, S A% FEITTE L IR % f/ N R
IZHNZ RO e A e KIRICE D D Z & &2 HIY

TCIEEBRIT & DB OBIEIZ OV TIE, IBIRRFIZ
DOREEBIZEV S TONTWEETEA L TH))
L. EEERICKDEZADOAREMRZRET 5,
EWVIDNFDA DEZ TH D,
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H. Security of Industry Electronic Records Submitted to FDA

H. FDA [Z#EH SN D EHEDE

Comment 8

FLEROEF 2 U T 4

Several comments expressed concern about the security
and confidentiality of electronic records submitted to
FDA. One suggested that submissions be limited to such
read-only formats as CD-ROM with raw data for
statistical manipulation provided separately on floppy
diskette. One comment suggested that in light of the
proposed rule, the agency should review its own internal
security procedures. Another addressed electronic
records that may be disclosed under the Freedom of
Information Act and expressed concern regarding
agency deletion of trade secrets. One comment
anticipated FDA's use of open systems to access
industry records (such as medical device production and
control records) and suggested that such access should

be restricted to closed systems.

The agency is well aware of its legal obligation to
maintain the confidentiality of trade secret information
in its possession, and is committed to meet that
obligation regardless of the form (paper or electronic) a
The

confidentiality are consistent with the provisions of part

record takes. procedures used to ensure
11. FDA is also examining other controls, such as use of
digital signatures, to ensure submission integrity. To
permit legitimate changes to be made, the agency does
not believe that it is necessary to restrict submissions to
those maintained in read-only formats in all cases; each
agency receiving unit retains the flexibility to determine
whatever format is most suitable. Those intending to
submit material are expected to consult with the
appropriate agency receiving unit to determine the

acceptable formats.

[ F]

FDA ICfEH SN DB itk 0 X2 U7 1 L%
PE~DEE b H o7, #RHPIL CD-ROM D X 9 72
FAID HH T +—~ v MIRE L, s O
BT —ZIHERNZ 7 v v B —F ¢ A7 1T T
EI D LW RRE LMD o 7o, HAIEIZAIL
T FDA HIERBNE O F 2 U T 4 OIEETFIEE A
EHEIXETHDH, LWOfab LEb oo, £z,
TERABREOBEIC L » TAB S NG5 B ik
(22T, FDA BEZEME O ZHIRL T
LINEIMIZONTORE L H 72, FDA HA—
T AT AR L CREORSE BlxE, B
s DRLECE O 1T 7B AT H L&
HEL, 727 RF378—X K VAT ANIBRET
RETHDL, EWVWIHRELH T,

FDA [ZAEZENFTFFT D IHEM ORI Z iR 2 &
WHOERE LORBEZ TR ZRHL T, EDLH 7
FEROFEERITKT L Th (IR, B IR & 12Hb
H5F) TORBEZTTHEEaAI v N5,
FEMERECR O T2 O 32 FIEIL, Part 11 OHFLE
L—BLTWD, £, WO 2T 5
T2l T UHNVELORME, £ OMOE )ik
IZOWTHRFHT TH D, AIERNREE 2RI T
L7 HEEEHARO HEHO 7 +—~ v MIEE
AATE S DIZRET 20BN B 2 5, Wi
Z T 5 FDA OEH/IIZZ Tt e 7 +—
~v NERETHRREN G2 H6NTEY T —#
DORMF X ZHTHIRIIEDL IR T +—~ > |
THIIZHLTHL L2520 EMnEbEs 2 b,
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Although FDA access to electronic records on open
systems maintained by firms is not anticipated in the
near future, the agency believes it would be
inappropriate to rule out such a procedure. Such access
can be a valuable inspection tool and can enhance
efficiencies by reducing the time investigators may need
to be on site. The agency believes it is important to
develop appropriate procedures and security measures
in cooperation with industry to ensure that such access

does not jeopardize data confidentiality or integrity.

TENEFH L TWDEA—T 2 VAT A LEDOETR
FRIZFDA BT 7B AT 5 Z EANTVRRICEZ Y
35 LB bhe W, FDA Tk, 20Xk H5 72 F
B EAAT O FTREMEZ HERR T 5 DIIARE Y Th D &
EZD, AT VAT AANDT I AT EER
BEY— AV ERVBLLOTHY EEE OB
TERF M 2 G L. 20202 @5 Z LIt b Th
59, FDA X, DX RT 7 BANRTTNR—ITH
T =X OBEESCEEEEE T O LR BN
Lo B¥ELOWIIOT, BUREEFIHE X =
VT 4 xREHBLHZENEETHDL EE XD,

I. Effective Date/Grandfathering
I. Zzh A/ ERst

Comment 9

Several comments addressed the proposed effective date
of the final rule, 90 days after publication in the Federal
Register, and suggested potential exemptions
(grandfathering) for systems now in use. Two comments
requested an expedited effective date for the final rule.
One comment requested an effective date at least 18
months after publication of the final rule to permit firms
to modify and validate their systems. One comment
expressed concern about how the rule, in general, will
affect current systems, and suggested that the agency
permit firms to continue to use existing electronic record
systems that otherwise conform to good manufacturing
or laboratory practices until these firms make major
modifications to those systems or until 5 years have
elapsed, whichever comes first. Several other comments

requested grandfathering for specific sections of the

proposed rule.

[ A1)

WL DO Ay MIREINTWD HEEHAID
WEhH, BB KEFHR TOREEL 90 HHIZONT
Sk U BT AT ATk D RSN O ATREMEIC
DWTIRRE L T, SR OF LN B 2 5D THk
LW, EWH RS 21D o7, BHEZRIKTH
FRKNG 18 r ALIZL, BHEBBEHY AT LD
HENRYTFT—2arETEHEIITLTERLY, &
WOEBRbH T, HDHa A ME, ZOHAINRAE
IR BERE & A T DT H- 2 DR BIZ OV T OB
BRI L, BEOEFRERY AT JIDOWNT,
GMP X> GLP |2t > TW AR Y | AE¥ENBER > AT
LORARN R EREFTETTHET 5 FERES L
TG ZRO TIEE I M, EWVWIRERDH -
Too ZOMIZH, FAIZEO—ERIZEI LT, RS
DEENR NS > T,
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The agency has carefully considered the comments and
suggestions regarding the final rule's effective date and
has concluded that the effective date should be 5 months
after date of publication in the Federal Register. The
agency wishes to accommodate firms that are prepared
now to comply with part 11 or will be prepared soon, so
as to encourage and foster new technologies in a manner
that ensures that electronic record and electronic
signature systems are reliable, trustworthy, and
compatible with FDA's responsibility to promote and
protect public health. The agency believes that firms that
have consulted with FDA before adopting new
electronic record and electronic signature technologies
(especially technologies that may impact on the ability
of the agency to conduct its work effectively) will need
to make few, if any, changes to systems used to maintain
records required by FDA.
The agency believes that the provisions of part 11
represent minimal standards and that a general
exemption for existing systems that do not meet these
provisions would be inappropriate and not in the public
interest because such systems are likely to generate
electronic records and electronic signatures that are
unreliable, untrustworthy, and not compatible with
FDA's responsibility to promote and protect public
health. Such an exemption might, for example, mean
that a firm could: (1) Deny FDA inspectional access to
electronic record systems, (2) permit unauthorized
access to those systems, (3) permit individuals to share
identification codes and passwords, (4) permit systems
to go unvalidated, and (5) permit records to be falsified

in many ways and in a manner that goes undetected.

[FDA]
BACHAN ORI AT 2 2 A > M AR EEICKRFT
L B HIKEE#RTOREND 5 » A%~
ETHDH, LWV I umakj_btofﬁfﬂi Part11 (Z
Wa LD, Eloidarx | E 5 BFEITK LT,
FLER BB DYV AT AREIEW R EHE
PEEERMAE AT L X 2. B oAk EOH
1 LRI D FDA OBEBICAEET 5 & 9 B
A48, #HidE L Ch & o, ENE R EE
T-BLOHHM (B2 FDA O¥EBENRICHEL
R 5 X0 BN BT DA FDA IZHRT 5
LT REBROMRE IR T 5 VAT LD E
HERROLNDZENRIZHHELTEH, Z<HT
NTHELTHAI,

Part 11 OBEITRIEBOHEZ R LIZH D TH Y |

COREIHEE LIRWBEF Y AT AT G LE

RPEIZR T, ARAEAEOHEE &L RFE 2T 5 FDA

DEBIZHLAB LAWE Tk EBETELEIED

HTRIBEMEDRN B D, ED K D IRV AT LDO— X7

A BRI AR Y T, AR R OFIRICH 72 B2
o TDX O IR &, BT EENLL T %

ITWB/LZEE2EWT 5,

Q) BB AT A~ODEEBNOT 78R %
RN

(2) BARLEEY AT L~DRIET 7 & A Z A HEIC
T2,

() BEDOMEAIZLD ID =— RE R TU— Rdk
A ZAHEIZT 5,

@) NVTFT—varInTWVWRNWY AT AERB
T2,

(5) FiERZE R4 72071 T, Lvb R A ST
AT DL EAREICT B,

IHE
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The agency emphasizes that these regulations do not | FDA (32415 OFHINNE Fitek & E B4 O H
require, but rather permit, the use of electronic records | ZF & ST 5 LD TIERL L LAHFATHLDOT

and signatures. Firms not confident that their electronic
systems meet the minimal requirements of these
regulations are free to continue to use traditional

signatures and paper documents to meet recordkeeping

requirements.

HDHEW) HERIHT D, BFLDOE T AT AN
DRI D FAK R O B 25 723 385 M2 DWW T H
B2 VEEAIE. B & & ek DE4 LIROEHE %

i L CRERIC B9 % B 2 857 L T H DR,

J. Comments by Electronic Mail (e-mail) and Electronic Distribution of FDA Documents

I BT AL (EA—N) 1Tk

Comment 10

HaRx hE . FDA XEOBEAN

One comment specifically noted that the agency has
accepted comments by e-mail and that this provides an
additional avenue for public participation in the
rulemaking process. Another comment encouraged
FDA to expand the use of electronic media to provide

information by such open systems as bulletin boards.

The agency intends to explore further the possibility of
continuing to accept public comments by e-mail and
other electronic means. For this current experiment, the
agency received only one comment by e-mail. The
comment that addressed this issue was, itself,
transmitted in a letter. The agency recognizes the
benefits of distributing information electronically, has
expanded that activity, and intends to continue that
expansion. Although only one e-mail comment was
received, the agency does not attribute that low number
to a lack of ability to send e-mail because the agency
received e-mail from 198 persons who requested the text
of the proposed rule, including requests from people

outside the United States.

[ A1)

BA AL Da A b RAHE 7 e
A~DEROBIMNFELZ RIS LD TH D,
EWVWIBRDBH ST gD L D A —7 7y
AT LR U TR BRI X 5 IFHaR a2 15K
LTEBRLW, WO EELHoT,

B A— /N EDOMOEFHERIC L DERNG D=
A MR E L% BT D TREME AR KV —E
KL TP, SRIORATIE, ETA—MIcLb=
AV MI LT TH o7, EBRICITE A A —LIZ
kpaxs pEZHICOVWTOa A FEKS, EHl

WL DD TH T, FDA [ ZBEFBUAEME -~ T
WE LD DR EEZRE L ZOFEEBHEZPLRLTET
BY ., SHLMGET D, BT A—/LTOIRAL MK
LBOATIEDH -T2 b DD, HANEDOT F A N &5
RIDEFA—MTKENZ HEHT 198 4705
ZE LI, 2OZ &b, A=W L DaRr MR
DMEDTHSTJRRN BT A — NV EEDEIDOK
WNZd 5 L 1TE 2 TR,
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K. Submissions by Facsimile (Fax)
K. FaxIZX 2%

Comment 11

One comment said that part 11 should include a
provision for FDA acceptance of submissions by fax,
such as import form FDA 2877. The comment noted that
the U.S. Customs Service accepts fax signatures on its
documents, and claimed that FDA's insistence on hard

copies of form FDA 2877 is an impediment to imports.

The agency advises that part 11 permits the unit that
handles import form FDA 2877 to accept that record in
electronic form when it is prepared logistically to do so.
As noted in the discussion on Sec. 11.1(b) in comment
21 of this document, the agency recognizes that faxes
can be in paper or electronic form, based on the

capabilities of the sender and recipient.

[z 22 1]
i A F 55 K FDA2877 %0 Fax |12 X A o=
FUZBAT 2 HE A Part 11 (2R iATeR&E 72, L
AR MR LD ST, ZOHT, EREITKED
WREBFTNEL DA -7 Fax OEHAZZH LT
W5 Z Licfiliin, HEEHME FDA2877 O/ n— Ra
—7% FDA D3R8 5 DIFHADFEEIT /R > T D,
EFIRLTWD,
Part 11 1. #i A 55 HIMK FDA2877 &) 5 HE 1%t
L C, BB FZ B AT RE R REB T 7 o T2 REIN B R
TR L L% AT 25, FDA & LTIEZ D
LEOa A k21 o Section 11.1 (b) (ZRET %%
TR ENTWD X 91T, Fax 13k RO
0 FORRSE THRIEBMRIC O BRI 220
55 LR L TV D,
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L. Blood Bank Issues
L. MiE#qT oA

Comment 12

Two comments addressed blood bank issues in the
context of electronic records and electronic signatures
and said the agency should clarify that part 11 would
permit electronic crossmatching by a central blood
center for individual hospitals. One comment stated that
remote blood center and transfusion facilities should be
permitted to rely on electronically communicated
information, such as authorization for labeling/issuing
units of blood, and that the electronic signature of the
supervisor in the central testing facility releasing the
product for labeling and issuance should be sufficient
because the proposed rule guards against security and
integrity problems.

One comment questioned whether, under part 11,
electronic  signatures would meet the signature
requirements for the release of units of blood, and if
there would be instances where a full signature would
be required instead of a technician's identification.
Another comment asserted that it is important to clarify
how the term "batch" will be interpreted under part 11,
and suggested that the term used in relation to blood
products refers to a series of units of blood having
undergone common manufacturing processes and
recorded on the same computerized document. The
comment contrasted this to FDA's current view that each

unit of blood be considered a batch.

(E= VN
FLEk B B4 ICEE L CliRsR T O ME %
"‘Lfb\é:l% V2B o, Fofz i

Mgt Z—IZ L AENFEBRED T DEF 7 v A
~ “/?‘/ﬁ‘?ﬁh%ﬁ%ﬁﬂﬁ“é Z L% Part 11 (ZBAR
RETHDH, EIBIENTW5S, EfFfomikt

& — RO LR X MR D 7 Y > 7 J O
DRATFEDIHFREZBFINTRVED 252 & 25
AT RETHL, EWVIOIERDS LD -7, HAIZE
Tt X=2 U7 4 LEeEOMEE ST L0

TH Y, 7Y 7 KOG R %ﬁﬁ?é
R EER MR D B E EH DN E T EA T IUE RS

L. EVWIHIERNLIESH-T,
Part 11 @ FCIE, MLk B s D HATIZEE 2 &
OB E T BELDEET 200 FT-ATIEHD
ID DRFEEE LTI AR —LDOBLNERS LTV
HEBNEH DD LI ERINS - T=, Part
11 1ZBTD Ry F ) L0 ) HFEOMIR % B
THZENEEE, LWOERMbLHoT, ZOHEE
Z MR AN B U CEH 3 2556 Il DA T
BekcildEin, oo — X0 LR U R
2 AV MR E N oA A2+
IZFTRE7Z, EWORERH D | RO 1 AL E N
v F & R TBIED FDA 05 2 5 Exttb &g Twn

776
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The agency advises that part 11 permits release records
now in paper form to be in electronic form and
traditional handwritten signatures to be electronic
signatures. Under part 11, the name of the technician
must appear in the record display or printout to clearly
identify the technician. The appearance of the
technician’s identification code alone would not be
sufficient. The agency also advises that the definition of
a "batch” for blood or other products is not affected

by part 11, which addresses the trustworthiness and
and electronic

reliability of electronic records

signatures, regardless of how a batch, which is the

subject of those records and signatures, is defined.

[FDA]

Part 11 [ FHAEMLAR D A RLEk & BB 7 AR D Fdk
WL I OERDFEEBAEETBAIIT L L
ERODLLDOTHD, Partll Tik, ASEEFFET
DT, ZFDOARINFLEROBE IR R ETIT T Y
F7 U MIERREINRL TERLRNELTVD,
ANFEDID 22— RIEF BRI TND D TIEART
DTHDH, MKEDOMOBIIZHT 5 [y F) &
WO EBEDOERITPart 11 1Tk > THELZZ TS b
DTN, Part 11 (XEFREECETBA OEHE
MEEEHMEZBEICLTWDDOTHD  Z DRERS
BALDOMBTHH NN F LW SEDESR &I
RN BETH D,

M. Regulatory Flexibility Analysis
M. BRI iR i

Comment 13

One comment said that, because part 11 will
significantly impact a substantial number of small
businesses, even though the impact would be beneficial,
FDA is required to perform a regulatory flexibility
analysis and should publish such an analysis in the
Federal Register before a final rule is issued.

The comment states that the legislative history of the
Regulatory Flexibility Act is clear that, "significant
economic impact," as it appears at 5 U.S.C. 605(b) is
neutral with respect to whether such impact is beneficial

or adverse.

[ A }]

Part 11 [E2°72 0 OO/ NEBEEF ITH Y 7oA >
NI NG 2 THAIML.ETNNT T ADH R
EHebTHDOTH-TH, FDA 12X HHHIOZ
LM D3R D B 0, F DTG 5 & B A D %8
AN KEERTARTRETHDL VI axr |
D 1EH T,

I Z kI (Regulatory Flexibility Act)? 7100 fi
25, 5U.8.C.605(h) IZBWTELEINTWD [
WMIRRRERIA T R EWVWIBEL, RN T T
ADE DNV ATADEDTH DN DNTIEH
NITH D, VD ZERIIRINTND LWV D) A
b A=z A FOPTHERM L TV,
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Contrary to the comment's assertion, the legislative
history is not dispositive of this matter. It is well
established that the task of statutory construction must
begin with the actual language of the statute. (See Bailey
v. United States, 116 S. Ct. 595, 597 (1996).) A statutory
term must not be construed in isolation; a provision that
may seem ambiguous in isolation is often clarified by
the remainder of the statute. (See Dept. Of Revenue of
Oregon v. ACF Industries, 114 S. Ct.

843, 850 (1994).) Moreover, it is a fundamental canon
of statutory construction that identical terms within the
same statute must bear the same meaning. (See Reno v.
Koray, 115 S. Ct. 2021, 2026 (1995).)

In addition to appearing in 5 U.S.C. 605(b), the term
"significant economic impact" appears elsewhere in the
The the

congressional

statute. legislation is

that

premised upon

finding alternative regulatory
approaches may be available which "minimize the
significant economic impact" of rules (5 U.S.C. 601
note). In addition, an initial regulatory flexibility
analysis must describe significant  regulatory
alternatives that "minimize any significant economic
impact" (5 U.S.C. 603(c)). Similarly, a final regulatory
flexibility analysis must include a description of the
steps the agency has taken to "minimize any significant
economic impact" (5 U.S.C. 604(a)(5)). The term
appeared as one of the elements of a final regulatory
flexibility analysis, as originally enacted in 1980. (See
Pub. L. No. 96-354, 3(a), 94 Stat. 1164, 1167 (1980)
(formerly codified at 5 U.S.C. 604(a)(3)).) In addition,
when Congress amended the elements of a final
regulatory flexibility analysis in 1996, it re-enacted the
term, as set forth above. (See Pub. L. 104-121, 241(b),
110 Stat. 857, 865 (1996) (codified at 5

U.S.C.604(a)(5)).)

[FDA]

ZOETRITEAY TH Y IEORKEIT Z ORIEDRE
WMEEAT D SO TR, IESIERIZIES D FEER
DEXENSIRDRL TTR bRV EWNH Z LIiTE
HMToH5 (Bailey v.i2&[E, 116 S.Ct.595, 597 (1996
) #2M) , IESHEIL. £ OSEL B TR
LTI D20, B CIEERBBERIZE L b d
BUEDS MO L > THFRICS LD Z LB %0
M Tod D (Dept. Of Revenue of Oregon v. ACF
Industries, 114 S.Ct.843, 850 (1994 4£) # & M) , ¥
IESAEIR T, [ —IES R O [R— HEEIXE — 0
WA FED WD ONFEARNIERITH D (Reno v.
Koray, 115 S.Ct.2021, 2026 (1995 4£) &)
TS AREEN A T R En S SR
5U.S.C.605 LIAMZ, Z DIEFDORIDOSZHTIZ & T <
Do ZOSIEIL, B Y 2288581 37 b
ZhR/NRIZINZ 51 L 5 2RB OB 7 a—FH
FIAHREDND LIV, &0 9 B Ofbim & RIS
LT3 (5U.8.C.601note) ., 5 1 8] =ik
PEIITIE THEY 728510 A 230 S e d/ MR 2
5] 8D BREELBHIORBREZEVIAE R TUL
725720y (5U.S.C603(c) ) . [ABRIC, Fci&m)7esl
HIZERRIME T, TR TOMY 2R RERA 28T
b Z f/ NRIZHN 2 5 7= DI J BRI LT 7 S D FEHIAS
GER TR TEZR L2 (5 U.S.C604 (a)
(5) ) . ZOSHEIL, 1980 FE ik pIIEN LI
B B A 72 B Rl S BT OMERREE R D 1 D & L
T%45 L 7= (Pub.L.N0.96-354,3(a), 94 Stat. 1164, 1167
(1980 4F) #& M) (LIRNEL5U.S.C. 604(a) (3) T
FOAEENTN) o islE 1996 IR kEry7e Bl
il ZEHR M ST ORE R B TR A S 1E L 72 BE, & 0 FIGE
FREO L HICHET LE LT 5 (Pub.L.104-121, 241
(b) , 110 Stat.857,865 (1996 4F) # £ M) (5U.S.C.604
(@ (5) THUE) .

30

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

Unless the purpose of the statute was intended to
increase the economic burden of regulations by
minimizing positive or beneficial effects, "significant
economic impact" cannot include such effects. Because
it is beyond dispute that the purpose of the statute is not
increasing economic burdens, the plain meaning of
"significant economic impact" is clear and necessarily
excludes beneficial or positive effects of regulations.
Even where there are some limited contrary indications
in the statute's legislative history, it is inappropriate to
resort to legislative history to cloud a statutory text that
is clear on its face. (See Ratzlaff v. United States, 114
S. Ct. 655, 662 (1994).) Therefore, the agency concludes
that a final regulatory flexibility analysis is not required
for this regulation or any regulation for which there is
no significant adverse economic impact on small
entities. Notwithstanding these conclusions, FDA has

nonetheless considered the impact of the rule on small

entities. (See section XVI. of this document.)

EAOBRWNR, 77 A2FE D FIRIT 72 D3 F % e/
FRICH A TREIORFHAHZERSELHZ LT
TZ2VRY . RS ZRREFERIA X7 RIS T A
IR DEENEEINTND LN Z LT ER
W ER O BRI A O K TIT RV O35
T AETHRL, FYRRENA N7 ) O
BRI SINTH D LRAITHRI ORI 5 &
VIR, T T ADNEIFRNN D, T2 & 2 IES DSIE
DOFFEZ N ONFE LTIZEFINH->TH 2D 2
ETHIfEIC R ENTVAEXDLFEEB Y O EE
ZERICLTLE > OIIR#EY TH D (Ratzlaff v.
A%%[E, 114S.Ct. 655,662 (1994 4F) Z&M) , -
T, FDA [IAMBNCBE LT, £/ FEs
WY e~ A T ADRFEHA X7 b b2 52
& DIRMILD AT OBIFNTBI L T B HH ) ek
ST I W R AT T2, 7223 2D X D ik
MICIZE ST H DD, FDA 12 O/ NS
HHINCEZ DA 7 MZOoOWTHRET LTV A (K
CED Section XVI.E2ZH)

N. Terminology
N. HGEE

Comment 14

One comment addressed the agency's use of the word
"ensure" throughout the rule and argued that the agency
should use the word ™assure" rather than “ensure"
because "ensure" means "to guarantee or make certain”
whereas "assure” means "to make confident." The
comment added that “assure" is also more consistent

with terminology in other regulations.

[= 22 1]
HRI 2% 8 LT FDA 23MEH LT\ 5 “ensure” &
W) FEIZOWTOERN Lk o7z, £DHFT,

“ensure” DOV IZ “assure” LWV I EEEH WD
REXThDH, LamL T\, ZO@milE, “ensure”
(I MREET D, TR B DICT D) £ D
BN H Y. “assure” 121X THEAZESX YT
L] EVIEMRHLENIHLDOTHD, “assure”
LWV FEIIMOBF THEH TN TWOHFEE D
—EMELEWV, EWIOERb RISV,
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The agency wishes to emphasize that it does not intend
the word "ensure" to represent a guarantee. The agency
prefers to use the word "ensure" because it means to
make certain.

[FDA]

FDA . EWVWHEEE RiET 5
(guarantee) ] L\ EBRTIHEH L TRz &%
BERFH L 72V, “ensure” L) SEEARATHEM L
TWAHDIE, ZOSHEIC HENRLDIZT D] L
IBHENBHDHNETH D,

[FRIE] ASCETIE, ensure & [~ZHEFEICT D] |
(EFEIC~T %) . RS D] LERLTWD,

“ensure”

O. General Comments Regarding the Prescription Drug Marketing Act of 1987 (PDMA)

0.

Comment 15

1987 AL 71 A KRR 5EE (PDMA) (ZBEE# L= — ka7 A > b

Three comments addressed the use of handwritten
signatures that are recorded electronically (SRE's) under
part 11 and PDMA. One firm described its delivery
information acquisition device and noted its use of time
stamps to record when signatures are executed. The
comments requested clarification that SRE's would be
acceptable under the PDMA regulations. One comment
assumed that subpart C of part 11 (Electronic
Signatures) would not apply to SRE's, noting that it was
not practical under PDMA (given the large number of
physicians who may be eligible to receive drug product
samples) to use such alternatives as identification codes

combined with passwords.

[ A2 1]
3D A k3, Part 11 XU PDMA (23T

MEFRICFLEk S N FHE B4 SRE)) OEHIZ
DONTI LTz, 2T, AL delivery
information acquisition device [Z DWW CELEA L. &4
RRZZ A DAL T aFiik LT D &R TUiz,
ZOH T, SRE 2 PDMA OJRH|D FT=IFANLS
N5 EEWLMNTT D LI KROHTUZ, SRE D
ROVITNAT— KL ID 2— FE#HAGHETH
W5 LW D FIE, PDMA O FCliE (B OH v~
N TRDEMAEIZZ WD Z L EE 2N
BRI CIE72 <. SRE (% Part 11 @ Subpart C O x%f
RLIFTRBEBRNTHAS, LWOERS 1 hdh-o
72
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The agency advises that part 11 applies to handwritten
signatures recorded electronically and that such
signatures and their corresponding electronic records
will be acceptable for purposes of meeting PDMA's
requirements when the provisions of part 11 are met.
Although subpart C of part 11 does not apply to
handwritten signatures recorded electronically, the
agency advises that controls related to electronic records
(subpart B), and the general provisions of subpart A, do
apply to electronic records in the context of PDMA. The
agency emphasizes, however, that part 11 does not
restrict PDMA signings to SRE's, and that organizations
retain the option of using electronic signatures in
conformance with part 11. Furthermore, the agency
believes that the number of people in a given population
or organization should not be viewed as an
insurmountable obstacle to use of electronic signatures.
The agency is aware, for example, of efforts by the
American Society of Testing and Materials to develop
standards for electronic medical records in which digital

signatures could theoretically be used on a large scale.

[FDA]

Part 11 [IEFIICREER SN FESBERIEA S
ND,ZD XD B K OBLITKRIET 2Bk
I Part 11 DIEC#E AT 4L, PDMA OED %
HEmzdbD e LTZITANLNDLTHAS I,
Part11 @ Subpart C [T FHIIZFEE SN O FHEEXE
EAN B Di R (WA AL/ I RLEkICRE 9 5 B P
(Subpart B)&U“ Subpart A O—fix) 72 HiE X PDMA
DEIXHIZH FLERICEH S D, AL, Part
11 /X PDMA 03%45 TEFHICRLE SN FEEE
£ (SRE’S)IZHIFRT 5 & DO Tix7e <, Part 11 ([ZH#ET
T CTEFEACHENT D &V ) EIR L EZEIC
HZTWs, L) Z el T, i,
HEM, FIITMEBICE L TV ARDZEEY B
FEBLOERZ 8T 50 & L <135k TE 20
fRBE L LT TERbnweEX S, Fl2 X
American Society of Testing and Materials CiX#E 11
ERERCER DO BUE DO BIFEIZH Y #lA TV D, T3
B9 5 & T U X NVEL DB EIROEPE T T
THEDITRD T L& FDA IERE# L T D,

'ﬂf’
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P. Comments on the Unique Nature of Passwords
P. "AU—FOME—MIZET a2 |

Comment 16

Several comments noted, both generally and with regard
to Secs. 11.100(a), 11.200(a), and 11.300, that the
password in an electronic signature that is composed of
a combination of password and identification code is
not, and need not be, unique. Two comments added that
passwords may be known to system security
administrators who assist people who forget passwords
and requested that the rule acknowledge that passwords
need not be unique. One comment said that the rule

should describe how uniqueness is to be determined.

The agency acknowledges that when an electronic
signature consists of a combined identification code and
password, the password need not be unique. It is
possible that two persons in the same organization may
have the same password. However, the agency believes
that where good password practices are implemented,
such coincidence would be highly unlikely. As
discussed in section XIII. of this document in the
context of comments on proposed Sec. 11.300, records
are less trustworthy and reliable if it is relatively easy
for someone to deduce or execute, by chance, a person's
electronic signature where the identification code of the
signature is not confidential and the password is easily

guessed.

[ A2 }]

—fxam & LT, E 72T BRI Section 11.100 (a)
11.200(a) . 11.300 IZxf 4 2 ERE LT, /NAT—
F&ID 2— ROMAEDLEICL > THELILDE
BAHRDONRAT — REIME—D b DO TIE e £
ITHLHMES R, LW FERAEN S 5 T,
NAT—=REENTLESTZAETR—FTE D
Lo, VAT A X2 T 4 T RI=A ML
— A PNAT — REZHEL T TH RV, £72/3K
U= FPLTLEME—DEDTHHMNEITRNE
W ZEERAIOHTRLUTER L, &) EER
2tk oo, =D LD TH DL LWV HWTE LD X
LT FT O EDHEEZHAITHER T <& T
HbH, LI EEREL LEH ST,
BTELNID 23— RENZAT— FOMAEDED
A DO THIUE SAT— RRME—DHDOTH
DRI, B0 D ZEIEERD D, [FA— ORI
BT 5 2 ABE—DONRAT—=REFSZ &1dH Y
B5, LaL, 722U — Koy 7224 ¥ (good
password practices) 73 FEfiii S FLTWUL, £ D XK 5 72
BRI X 2 FIREME IR O TRV, ALED
Section X111 {ZF T, HHIZE D Section 11.300 (Z%f
T25aX M EOEETHRLELNTWVD X DI
eV O b DIE, BAD ID 32— FOEPREF S
NTELT NAT— RRMHHEICHIITCE 5 X9 7
W TIHEEEDERAEBIR D, 20X 9kl
B AT B OBIRIC X - THEAE I A DE
BAEHHTE L L LY [BEMELERAEDLIK
<725,
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The agency does not believe that revising proposed Sec.
11.100(a) is necessary because what must remain
unique is the electronic signature, which, in the case
addressed by the comments, consists not of the
password alone, but rather the password in combination
with an identification code. If the combination is unique,
then the electronic signature is unique.

The agency does not believe that it is necessary to
describe in the regulations the various ways of
determining uniqueness or achieving compliance with
the

requirement. Organizations thereby maintain

implementation flexibility.
 The agency believes that most system administrators or
security managers would not need to know passwords to
help people who have forgotten their own. This is
because most administrators or managers have global

computer account privileges to resolve such problems.

FFLO &) e THE—MEE R ONE THDH DI,
AL FTER LT RRAT — RO L THEAR &
NDHETELTIERLS, ID a—RFEARXRAT—RD
MABEDEILL s THELNDETFEL TH DL -
T. HAIZE D Section 11.100 (a) k79 5 LEIX
PNEBZD, MAEDERHE—D LD THILR,
BEIFBELHDME—DLDOLERDENLTH D,

FDA BB TFELAME - DLOTHD LS H e
T HE EITEMICHEE T D72 DRk % 72 51k
IZOWT, HAIOF TR T 2 0BT hnEE X
%o fFilk L7pu 2 & A3RN S FEfii 5 1 D Feii M 2 4560
WIZHE 2D LI THD,
KEBDYAF LT RI=A FL—F k%ol
T A IE—TXILEST, NAY—REENTL
FolNEYR— T 57D/ AT — Rz
LTBMETRNEEZEZDL, T RI=A M —%
RV A=Y ¥ DL LINE, F DO LD R E R T S
7D T a— LT T NEEE 5 2 BT
HINHTHD,
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IV. Scope (Sec. 11.1)
IV. Scope (Sec. 11.1)

<11.1>
Comment 17

One comment suggested adding a new paragraph to
proposed Sec. 11.1 that would exempt computer record
maintenance software installed before the effective date
of the final rule, and that would exempt electronic
records maintained before that date. The comment
argued that such exemptions were needed for economic
and constitutional reasons because making changes to
existing systems would be costly and because the
imposition of additional requirements after the fact
could be regarded as an ex post facto rule. The comment
said firms have been using electronic systems that have
demonstrated reliability and security for many years
before the agency's publication of the ANPRM, and that

the absence of FDA's objections in inspectional form

FDA 483 was evidence of the agency's acceptance of the
system.
As discussed in section Ill.I. of this document, the

agency is opposed to "grandfathering" existing systems
because such exemptions may perpetuate environments
that provide opportunities for record falsification and
impair FDA's ability to protect and promote public
health. However, the agency wishes to avoid any
confusion regarding the application of the provisions of
part 11 to systems and electronic records in place before
the rule's effective date. Important distinctions need to
be made relative to an electronic record's creation,
modification, and maintenance because various portions
of part 11 address matters relating to these actions.
Those provisions apply depending upon when a given

electronic record is created, modified, or maintained.

[ A }]
FAIZEO 11112, TR OFEL B AT A A
= Ehimara—XitdkEH Yy 7 b7,
K OV 2 H AT ERFF S AL TV o FRiskioxt L
THERMEBAEHZRRT 51 WH 377770

BEMERET 23X MR 1T, TDH The
HHR R FH O BRITRRF B DIER 2R B 2> 5 4
FEThD, LERPRIN TV, BRI AT LD
EHEIITE DT A SR D 9 2 BEICiE ST
H O L THTERBEREZRT 2 013 F%IELF
RTIERWNEWS D TH S, FDA 73 ANPRM %
HETDHMELRING BEITEEEE X2 T
A PFFESNTEEBE VAT LEMFHLTETEY,
HELAHE FDA483 THfiis i Tunvigning 2 &

X, FDA DDV AT AERFLTWNWDZ L DIF
EThHb, LTV 5,
[FDA]

ARIED Section M. I. T L TWBD X oI, BE&R
VAT LNIHRT D NEARS X, RREk S AT
b HEBREZEMICHZ ik S8, TR, A
A E DR & HEHEIZ X5 FDA ORE) #4870 b
HHAREMENH D, 6> T, FDA (ZZFD X 9 72t
BRICIZTH D, UL, BAIZEZh B ENCIEEL

TV AT b & BTk~ Part 11 OHLEE H

B L CITHfEIZXRI L, RO EHIC LTz
VY, Part 11 TIdEk% 22 @ CE-RCER OB, &
IE, REFICBEET 2 FHICE R L TWDHTZH, 2D
K9 7t % H WIREIZIX IS 5 BN & S, Part 11 D
BUE DS M5% O E R8RS SN D 0G0 T, 2
MWDERL EIE, MEFFEBE S L= T Ko Tk E
Do
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Electronic records created before the effective date of
this rule are not covered by part 11 provisions that relate
to aspects of the record's creation, such as the signing of
the electronic record. Those records would not,
therefore, need to be altered retroactively. Regarding
records that were first created before the effective date,
part 11 provisions relating to modification of records,
such as audit trails for record changes and the
requirement that original entries not be obscured, would
apply only to those modifications made on or after the
rule's effective date, not to modifications made earlier.
Likewise, maintenance provisions of part 11, such as
measures to ensure that electronic records can be
retrieved throughout their retention periods, apply to
electronic records that are being maintained on or after
the rule's effective date. The hardware and software, as
well as operational procedures used on or after the rule's
effective date, to create, modify, or maintain electronic
records must comply with the provisions of part 11.
The agency does not agree with any suggestion that
FDA endorsement or acceptance of an electronic record
system can be inferred from the absence of objections in
an inspection report. Before this rulemaking, FDA did
not have established criteria by which it could determine
the reliability and trustworthiness of electronic records
and electronic signatures and could not sanction

electronic alternatives when regulations called for

Z OHRANOFEZ A ANCIER S =B Fiskic L, &
TR~ DBLAT A 72 & O Part 11 OFLsR/ERIZ B
TOBUEIREH S0, - T, 2D & D itk
o TEES HMEITA\, Z ORI H Al
AR ST Ridk A B 23546 362 B LARRICAT
DA BRI LT DI FLEkZE B OB AR A
UV%»@Aﬁ%&Lf%<£@%nn@ﬁﬁ%
2B 2 BUE DN XA, R H RN T4
E@@%ﬂﬂiL%éﬂ@“ L L%, FARRIC
Rl A T ORI IR 2 & 75)(“% %
INCTDHODORFEEFH L HZ L%, Part 11 @
RLERORFFICBI T 2 HLE I R O350 B LIRS I B
éﬂmﬂ\é% FRERIZ B 41D, %EEM%’%@J H
DIBRIZFE FRiek & Bk, [E1E, MEFFEHT 5720
FERHLINN—FRU=T VYT hy=T &UT&M’E%
JEIX, Part 11 OBLEICHE SEDLHDET D,

EEWPEOPTHEB SN o7z LTV 2, FDA
DEFILET AT L2 g E ] iﬁkiubtkb\ﬁ
RAFFELL 20, ZOHRIORERTNTIL, i
L EBLORBEME L EHEL R T é#l )
FEUEZHIT LTV o 2720 A T4 23R
L7 SR ITE TR A8 v 55 2 L I3l
HECoh o7z, Partll 2543 D KOBHIL, £ D
O BERRT UL T 5 2 & iZd D, Part1l &

signatures. A primary reason for issuing part 11 is to | F&%h H BICA/ERL S AL/ 7Lk & B B4 DA
develop and codify such criteria. FDA will assess the | T&X 56D TH D 0E ML, 7 — AL — A TRE
acceptability of electronic records and electronic | ffiL Cp< FETH D,
signatures created prior to the effective date of part 11
on a case-by-case basis.
&
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Comment 18

One comment suggested that proposed Sec. 11.1 exempt
production of medical devices and in vitro diagnostic
products on the grounds that the subject was already
adequately addressed in the medical device CGMP
regulations currently in effect in Sec. 820.195 (21 CFR
820.195), and that additional regulations would be
confusing and would limit compliance.

The agency believes that part 11 complements, and is
supportive of, the medical device CGMP regulations
and the new medical device quality system regulation,
as well as other regulations, and that compliance with
one does not confound compliance with others. Before
publication of the ANPRM, the agency determined that
existing regulations,
CGMP

electronic records and electronic signatures. That

including the medical device
regulations, did not adequately address
determination was reinforced in the comments to the
ANPRM, which focused on the need to identify what
makes electronic records reliable, trustworthy, and
compatible with FDA's responsibility to promote and
protect public health. For example, the provision cited
by the comment, Sec. 820.195, states "When automated
data processing is used for manufacturing or quality
assurance purposes, adequate checks shall be designed
and implemented to prevent inaccurate data output,
input, and programming errors." This section does not
address the many issues addressed by part 11, such as
electronic signatures, record falsification, or FDA
access to electronic records. The relationship between
the quality system regulation and part 11 is discussed at
various points in the preamble to the quality system

regulation.

[ F]

AR & RN 2RI, AR 111 OXI%n s
PRANT &2, EWO EAN 1S o7, ZDHEH
& LT, BIfEREIC 820.195 (21 CFR 820.195) T¥%h
LTV ERES D cGMP HHID T CH oy 7kt
M7 IITEY | B2 BN FuUiRELZ # = |
BOFHNEN 72 D L) mEFTF WD
Part 11 (%, EHHEIED cGMP M K O LU ERR
FEER D SWEREE S AT MM 5 #iH], £ O oH
Hlafel, X220 ThD, /oT, HDHH
a:i‘@’ALTu\é ZEBHIBMOBHICEET D &
WO 2 EIZIE R B, BEFOHHNL, ERERE D
mMPﬂﬁ%aw‘ﬁ FLk & BT EAIZOWVTH
IR E MBI TV e s ANPRM OFEATRIIC
FDA (2B L7=, ANPRM 265 A2 MTh,
Z DI OWT ORI ® - 7=, A BEHENE & (5 H

MRH D | AR DOHEE & LIk 5 FDA D
ERICABT 2 EARLERICT D200 NEL

\RFET DM BEEA~DIRfCH D, TohT, [
EOMERIEDO H) CHEY 7 — 2 B2 L C
WAHGE, BT =y 7ikeaiat, AL, A~
BT —2OANH), ROTa I 527 —%
[FEEd 5 Z &) & 820.195 THOBE#FIH L T
W, ZOHEIT Partll TE K LTV D %< OFAR,
B2 IXEBA ., LR OLE A, BEFL#k~D FDA
DT ITHAEWVWSTZ LIZOWTIEE A LTV

Vo iERGES AT MY S8 & Part 11 & D
FAEBIFRIZOWTE A ERFES AT AT
HOTVT T NDOEFNIZ T LT\ 5D,
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Comment 19

One comment asserted that for purposes of PDMA, the | [=2 A ]

scope of proposed part 11 should be limited to require | PDMA @ B ) L, [EAIEZE 7-Redkickt L CREE

only those controls for assessing signatures in paper-

based systems because physicians' handwritten

signatures are executed to electronic records. The
further that,

manufacturers' representatives carry computers into

comment asserted because drug
physicians' offices (where the physicians then sign
sample requests and receipts), only closed system
controls should be needed.

The agency believes that, for purposes of PDMA,

controls needed for electronic records bearing
handwritten signatures are no different from controls
needed for the same kinds of records and signatures used
elsewhere, and that proposed Sec. 11.1 need not make

any such distinction.

TELT D0, BRI Part 11 OFIFAZ | -~
— AV AT LDFEL T D T2 OB I RE
TRETHDL, LWV aA B I EboTz, D
HC, BRSO MR IFa v B a—X &2fio CE
MO FBANCAD 72 (£ Z TERMIEY > 7 Lo |
AERCZHEEFIIEL LT D)  MEROITIn—X
R« AT LOEHIZTTHDH, LEHEL TV,
[FR7E] drug manufacturers’ representatives 2~ MR &

PDMA O HHETFHEEZ BL SN ELEkICnE
72X, PDMA DA ORI 72 Flk08 4 CTHET
BHIEPL L FEEZ: < | Section 11.1 TEDOXBI%ET 5
BT, EE R D,
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In addition, the agency disagrees with the implication
that all PDMA electronic records are, in fact, handled
within closed systems. The classification of a system as
open or closed in a particular situation depends on what
is done in that situation. For example, the agency agrees
that a closed system exists where a drug producer's
representative (the person responsible for the content of
the electronic record) has control over access to the
electronic record system by virtue of possessing the
portable computer and controlling who may use the
computer to sign electronic records. However, should
the firm's representative transfer copies of those records
to a public online service that stores them for the drug
firm's subsequent retrieval, the agency considers such
transfer and storage to be within an open system because
access to the system holding the records is controlled by
the online service, which is not responsible for the
record's content. Activities in the first example would be
subject to closed system controls and activities in the
second example would be subject to open system
controls.

2 T?D PDMA OFE LN, FEERIZZ7 v —X | -
VAT ANTHUEINTWD, LW RRERH D
D, ZHUTE D TERLS, VAT LARA =T TH
L0, 7 a—RXRTHDLNONFEIL, ED XD 7tk
BT HON TN INTRAR DD TH D, EIH
A= DO MR (EFFLERONEDELRE) 25, R—
BTN earCa—ZEfiAd 52 L CEFLeE~
DT IR AEERL TOara—F 2R LT
BERERICEA T OEZEHL TV D 5E. Thi
Ja—AR VAT LATHDLHERDD, fHL, £D
MR LD a B —% — DA T A P —E R
IZHRIE L IRIEL TR TE B L 9 12T 55,61,
F =T VAT ATHDLERRT, AT A
P— B ASHTFER O NFICE LA R e,
FDA (X% D X 9 72itdkDinik L RFITA—7 0 -
VAT ATITON TS b D ERRT, DF 0| |
FEOR—FZT) s aEa—FOHEHLII/a—X
R AT LOERITHEY L, BEDOF T -
= RADHEFIA—T AT ADOEPRITHEY
T5HENHTETHD,

Comment 20

One comment urged that proposed Sec. 11.1 contain a
clear statement of what precedence certain provisions of

part 11 have over other regulations.

[ 2]

Part 11 OHLEN, fMOBHNIIT L TED L D I
FEINDHDITHONT, BAIE 111 [THRTRET
BB LWV IFERD LD -T2,
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The agency believes that such statements are found in
Sec. 11.1(c):

Where electronic signatures and their associated
records meet the requirements of this part, the agency
will consider the electronic signatures to be equivalent
to full handwritten signatures, initials, and other general
signings as required under agency regulations unless
specifically excepted by regulations * * *,
and Sec. 11.1(d) ("Electronic records that meet the
requirements of this part may be used in lieu of paper
records, in accordance with Sec. 11.2, unless paper
records are specifically required.”). These provisions
clearly address the precedence of part 11 and the
equivalence of electronic records and electronic

signatures.

To further clarify the scope of the rule, FDA has
revised Sec. 11.1 to apply to electronic records
submitted to the agency under requirements of the
Federal Food, Drug, and Cosmetic Act (the act) and the
Public Health Service Act (the PHS Act). This clarifies
the point that submissions required by these statutes, but
not specifically mentioned in the Code of Federal

Regulations (CFR), are subject to part 11.

[FDA]
Part 11 OESEIEIZ DWW TIZLL T Section 11.1 (c)
KOV LIRS TV D,

11.1(c) B B4 K OVE U B 5 B fRlskn
A Part DEN: AT LTS H4 . FDA X 0OE
B4 %, FDA OFHHNIC L > TSRS D FH
XDITNVF—LDELYL A= %)L, FOMO—H%
H7eE4 LRI%EDO O L R2pd (AL, 1997 /- 8 A
20 HLAREIZHER) S 2 Bl CHRACHISNE LT D
RN E A Y

11.1(d) MHRDOFLERDFFITER S TOZRNRDY |
A Part OE: A T- LTS E-redkiE. Section
11.2 [TV DFRERDORFE & L TRERI 2 2 &3
TX5]

INHOHIEX, Part 11 OEEME, K OVE R
g BFEATROTHRICNDDL LD L L TR
WD ZEEZHRLTND,

A OHPE 2 FICHMEIZ T 5 72812 Section 11.1
ZORT L R A A - BRI AL - fb#E 5 5 (Federal Food,
Drug, and Cosmetic Act, LA~ FFDCA %) . MU
Ry — e 235 (Public Health Service Act (DA F
PHS k) OBt TR SN D EFRIFRICH
WATTREIC L=, ZhUc X v, EEEIHILE(CFR) T
BEMICEREN TN RNEDOTH, 20X 9 el
AITR D BTV DY Toh LT Part 11 OxF4
W70 EL D Z L EHMEIC LT,
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<11.1(b)>
Comment 21

Proposed Sec. 11.1(b) stated that the regulations would
apply to records in electronic form that are created,
modified, maintained, or transmitted, under any records
requirements set forth in Chapter | of Title 21. One
comment suggested that the word "transmitted” be
deleted from proposed Sec. 11.1(b) because the wording
would inappropriately apply to paper documents that are
transmitted by fax. The comment noted that if the
records are in machine readable form before or after
transmission, they would still be covered by the revised
wording.

The agency does not intend part 11 to apply to paper
records even if such records are transmitted or received
by fax. The agency notes that the records transmitted by
fax may be in electronic form at the sender, the
recipient, or both. Part 11 would apply whenever the
record is in electronic form. To remedy the problem

noted by the comment, the agency has added a sentence

[= 22 1]
#HiHIZE 11.1 (b) TiE. Chapter | of Title 21 DOFEFXIZ
B9 2 BRICES SRR, B1E, MERFE L, £7213
B SN EFRERICHHZET T 5. L LTWD
23, Mzik(transmitted) ] &) SEAHIRT & T
D, EWIOIERN Do, ZOHBE LT,
ZOEHEIT Fax THETIHIMD FF= A M
BTEFELZETRDEL, Tmlkx HEE EW)H
SEEAHIFR L TH ., ek MBs Rl TR X v

FMCEDLIATHIVTHGIDEH I 5 &k
Ay

[FDA]
FDA (T Part 11 Z DLk 3 2 BRIT 722V,
ZHUT Fax TEZEINTEHDOLEEKETH D, TB
L. Fax TiESA5 SN -esk 3 E 50, A5,
72Zm G CEFEADLEHH Y | %O’C&%éiﬁ%

Part 11 |ZE ROt CICEHIND Z & &
705, ZDaRxy TSN EREICRHST 572

to Sec. 11.1(b) stating that part 11 does not apply to | ¥, 11.1(b) (2, Part1l ¥ IE M EEINS
paper records that are, or have been, transmitted by | &k S V- AROFEEIZ XA v L) —3C
electronic means. Mz T,

Comment 22
One comment asked whether paper records created by | [=2 A K]

computer would be subject to proposed part 11. The
comment cited, as an example, the situation in which a
computer system collects toxicology data that are

printed out and maintained as "raw data."

a2 — XK o TER SN RO FLekIT IR R
S TWD Part 11 OXIRITIR DD, &5 EIH
WU oTe, EOHE LT, 2y Ea—F T AT
LACEMET—FEFNEL. a7 Y T U ML
TIAETF—=4%) L LTHERFERET 258 22807 T
Do
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Part 11 is intended to apply to systems that create and
maintain electronic records under FDA's requirements
in Chapter | of Title 21, even though some of those
electronic records may be printed on paper at certain
times. The key to determining part 11 applicability,
under Sec. 11.1(b), is the nature of the system used to
create, modify, and maintain records, as well as the
nature of the records themselves.

Part 11 i not intended to apply to computer systems that
are merely incidental to the creation of paper records
that are subsequently maintained in traditional paper-
based systems. In such cases, the computer systems
would function essentially like manual typewriters or
pens and any signatures would be traditional
handwritten signatures. Record storage and retrieval
would be of the traditional "file cabinet" variety. More
importantly, overall reliability, trustworthiness, and
FDA's ability to access the records would derive
primarily from well-established and generally accepted
procedures and controls for paper records. For example,
if a person were to use word processing software to
generate a paper submission to FDA, part 11 would not
apply to the computer system used to generate the
submission, even though, technically speaking, an
electronic record was initially created and then printed
on paper.

 When records intended to meet regulatory requirements
are in electronic form, part 11 would apply to all the
relevant aspects of managing those records (including
their creation, signing, modification, storage, access,
and retrieval). Thus, the software and hardware used to
create records that are retained in electronic form for
purposes of meeting the regulations would be subject to

part 11.

[FDA]

Part 11 {%. FDA 7%’ Chapter | of Title 21 TE& T\
D BARICFE DV Tl Rl & MEA L OERF A BE 3
HY AT ACHEAT A LA BRI LD TH S,
ZOX I BREFEEIIMICHRM SN Z L HH D |
ZORKZ Y Part 11 A S b, 111 (b) TiE
Part 11 o3 ] 2 I3~ 2 813, FekDIERL. %E
MERFEBUCHEH LI AT 2 OMWE LRiEkED b
DOOMEIZHDH L TWD,

PERIE Y M CHERFE B 2 TE DR A 1ER T 2
7=, BRI (incidental)fEFH L7z 2 v B a—& &
AT AT Part 11 235 Z L IEERM LTI
W, ZOHE, arBa—F AT NNIAREMIC
BDEA T T A HZ =R D %tL_ifm
%%ﬁ%%®$%%%%km&ﬁﬁ@%ﬁkﬁm
X, kD 774 0F Xy M ITRET D)
5T D, BICEEROIX, FLERO BRI 225 M,
{5, RO FDA 3 icék & FIH 3 28801, #o
FUERH & U C—MXAYICHESL L 72 FIECE BRI S
zZbehd, V—7uay 7 bhu=T %o

FDA (Z#EH 3 2 EH LB L2, A
AN E T-RCEk 2 AR LT HRRICEIRIS 2 23, &

OEFHAER LT-a L Ba—HF L AT AR LT
Part 11 [ X3 HH S 720,

OB E2 =9 2 & 2B LIZfisk R E 1 E
KEF S TWBHEE, T OREEOEEITLE S LD
2T GLEkOfErk, B4, BIE, . 727 8%,
W Z2ETe) (2 Part 11 A IS, > T, A
FNCEAT 2 B Z RS B CEET 5508k
EET 2 Y 7 by =T =R = 71X, Partll
DEARGR LD,
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Regarding the comment about "raw data," the agency
notes that specific requirements in existing regulations
may affect the particular records at issue, regardless of
the form such records take. For example, "raw data,” in
the context of the good laboratory practices regulations
(21 CFR part 58), include computer printouts from
automated instruments as well as the same data recorded
on magnetic media. In addition, regulations that cover
data acquisition systems generally include requirements
intended to ensure the trustworthiness and reliability of
the collected data.

MEF—2 | IZB83 5 2 2 v MZOWTIE, BEfFD

RN & 2l % DOELEDS  FLdk DO TEAUZHI D & 376
&b, BlzlE. GLP(Good Laboratory Practices)
Hif(2L CFR Part58) i ¢, A7 —% | IZIZAE
fEENTZEBENLDOT Y N T 7 OB LT B
RERICEES ST 2 b EEN TS, Mz
T T —ZWEE T AT AT S5 #HNE—
\ZUEE LT — & OfF Ak L RO MR Z BRY
L LB T,

Comment 23

Several comments on proposed Sec. 11.1(b) suggested
that the phrase "or archived and retrieved" be added to
paragraph (b) to reflect more accurately a record's
lifecycle.

 The agency intended that record archiving and retrieval
would be part of record maintenance, and therefore
already covered by Sec. 11.1(b). However, for added
clarity, the agency has revised Sec. 11.1(b) to add

"archived and retrieved."

[z A }]

JHAIZ 11.1(b) 1CBAL T, 1 oDOFEED T A 7% A
I )VE X0 ERICRT 201 TRE ShEH S h
7ol EWHIXEENT T T (b) I 2
CERERTDHaA RN O o7z,

FDA 1%, FREkORE K OB X s ORI E T
HH0THY, BEIZ11.1(b) THAA—ENTND &
BxzbH, AL, LVBMICT H720I1Z, 11.1(b) %
BEITLT MRE, ) EWomzainir,
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Comment 24
One comment suggested that, in describing what | [=2 2> K]
electronic records are within the scope of part 11, | Part 11 O#iPHIZB W CEFldkE CHET HITY T
proposed Sec. 11.1(b) should be revised by substituting | ¥ . RIZRTHFEOEL L ZRET H 3 A MR 14

"processed” for "modified" and "communicated" for
"transmitted" because "communicated" reflects the fact
that the information was dispatched and also received.
The comment also suggested substituting "'retained" for
"maintained," or adding the word "retained,” because
"maintain” does not necessarily convey the retention

requirement.

The agency disagrees. The word "modified" better
describes the agency's intent regarding changes to a
record; the word "processed" does not necessarily infer
a change to a record. FDA believes "transmitted" is
preferable to "communicated" because "communicated”

might infer that controls to ensure integrity and

Hotz, HAIE 11.1(b) @ HEIE 7= (modified)]
Z F%iﬁé%ﬁ:(processed)) ICEEHZTZIE) DR

. E£72 N#1E &7z (communicated) | &V ) S
:&i‘ha WRRE SNZEINTZE WD FEP
D728 Mak S iz (transmitted) | (CE & HLZ D
REXThbH, LI [HERFE B (maintain) ] &5 S5
IZ2F L b PRFf(retention) D FER 2 BT 5 H DT
72 <, “maintained” % ICEEHZ D
D, D TRIFIUL “retained” &) SEE AT E
TARELLHIEML TV,

“retained”

[FRYE] FRCP ik, FRékicBI LC. “maintain” %
HERFE ) E R,
[fPAl
Z DX ) IR Y TR, “modified” &

D BN FLERDEFIT T 5 FDA O F X% HIFEIS

#FLTW5, “processed” &) FEEFILT LLED

HONAEEHEZERL XL T, £
“communicated” & ¥ & “transmitted” D1 5 A3 4 F

authenticity hinge on whether the intended | L\W)EFB 25, k725 “communicated” &9 F
recipientactually received the record. Also, as discussed | ZEI21%, e Mt ERIERME 2R T2 72D OEBLITZ
in comment 22 of this document, the agency intends for | D FEER DS BN DN EERIZ ST D BT E A S
the term "maintain" to include records retention. b, LWV BEREWVWRRIEINDTEDTHD, £
7o, RXEOa AN 22 OF@RICHD LI,
“maintain” &9 SHEITITFCER D “retention (fr
F7) 7 WO ERLEATND EEZ D,
&
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Comment 25

Two comments suggested that proposed Sec. 11.1(b)
explicitly state that part 11 supersedes all references to
handwritten signatures in 21 CFR parts 211 through 226
that pertain to a drug, and in 21 CFR parts 600 through
680 that pertain to biological products for human use.
The comments stated that the revision should clarify
coverage and permit blood centers and transfusion
services to take full advantage of electronic systems that
provide process controls.
 The agency does not agree that the revision is necessary
because, under Sec. 11.1(b) and (c), part 11 permits
electronic records or submissions under all FDA
regulations in Chapter | of Title 21 unless specifically

excepted by future regulations.

[2 22 }]
21 CFR O EH BT 2 Part 211 25 Part 226
£ T, KUV21CFR F1 D & AW FHIRANZE
% Part600 7> Part680 £ THO R EHEX BT S
B TOFRIRIE, Part1l MELET D05 2 &% H
E%lmxmf%%:mfz&%ﬁﬁfé:fy
N3 24k o 7o, Zav B I FRLPH A BRI L
o7 at A ZAT O B AT LOF]A %:Jﬂl«ﬁz
o — LG Y — B RN SICIERTE S
EOFTRETHD LTz,
FDA X2 OUGETRMETH D L 1XHB 2 TR,
Part 11 (X 11.1 (b) & (c) ([ZBWTRFEEDBH TH
WZBISN D TED HALVIRWERY | Chapter | of Title 21 @
4T D FDA B2 FES W T T 5 B 117 sk
RHEEZFAILTWAENLTHD,

Comment 26

Several comments expressed concern that the proposed
rule had inappropriately been expanded in from the
ANPRM to address electronic records as well as
electronic signatures. One comment argued that the
scope of part 11 should be restricted only to those
records that are currently required to be signed,
witnessed, or initialed, and that the agency should not
to contain electronic

require electronic records

signatures where the corresponding paper records are

not required to be signed.

[= 22 1]

HHIZX ANPRM 75 & OFaPHZ Ak L
e CERERCE T B4 %:TBZOTI/VBODT [ERAS
W, EWVWOIREZIRT AL RN DD o
7z, Part1l OFPHIL, BFFRIZRBWTES, I2H
DEL  FIF3A = ¥ ABRD ATV D REERD
FIZRETRETHY | FTMOFLERTEL B AR
Y DOIFRIET HERERICKI L TCHETEL T
RKODHRE TRV, EWIHIBEN LIEDH ST,
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The agency disagrees with the assertion that part 11
should address only electronic signatures and not
electronic records for several reasons. First, based on
comments on the ANPRM, the agency is convinced that
the reliability and trustworthiness of electronic
signatures depend in large measure on the reliability and
trustworthiness of the underlying electronic records.
Second, the agency has concluded that electronic
records, like paper records, need to be trustworthy,
reliable, and compatible with FDA's responsibility to
promote and protect public health regardless of whether
they are signed. In addition, records falsification is an
issue with respect to both signed and unsigned records.
Therefore, the agency concludes that although the
ANPRM focused primarily on electronic signatures,
expansion of the subject to electronic records in the
proposed rule was fully justified.

The agency stresses that part 11 does not require that
The

requirement that any record bear a signature is contained

any given electronic record be signed at all.

in the regulation that mandates the basic record itself.
Where records are signed, however, by virtue of
meeting a signature requirement or otherwise, part 11
addresses controls and procedures intended to help
ensure the reliability and trustworthiness of those

signatures.

[FDA]
Part 11 (XE Lk CIER BETEL DA ER H X
XThsHEVIERIZ, WS OO HNE FDA
5, %5 112, ANPRM IZH]3 5 2 T
Eox BTBEAOEENELEHMEZ, 20E4N
I NTEARERT O b ODOEFEME L E I X
LHEZANMKENEEZEZTCND, 21T, Bk
ITREDFEER & FIRRIZ B STV D E NI
O EHME L EEMEA R D ARG AEOHEE & &
T D FDA OBEBIZEET 25D TR T
RBEIRN, EWIHFERRICE -T2, AT, B4 D0H
DRk & 72V FLER D W THLUC B W T S ik &
MTEERMBETH D, > T, ANPRM TlixEIC
ZTOEREEBTBLICIEZ TR RAIE TlExt
LHEETEICETIER L TWDDITFRDITIEY
R ThD eI TS

'ﬂf’

Part 11 1Z£ b2 b, HHWHEFFERITESL T K
HDTNEDIFTIERNE NS Z L a2 L THL,
FLERIZ B A DS LEEDE DL, Z DRI B3 2 B
DR TROTWD, Lo, EEAii-47=0, £
X OMOBH T, —EEANLINTSGE. £
DEL OIGHENE &G AMEE R T DD OFH &
TEEFIEICOW X Part 11 N S b 2 & &7
Do

Comment 27

Three comments asked if there were any regulations,
including CGMP regulations, that might be excepted
from part 11 and requested that the agency identify such

regulations.

[z A2 1]

cGMP Bl & &, Part 11 DFISMI Y 72 5 Bl
WTERL b LB B 5 7 6 OB O FFE % 3K
OHARX IR IMEHoT,
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FDA, at this time, has not identified any current
regulations that are specifically excepted from part 11.
However, the agency believes it is prudent to provide
for such exceptions should they become necessary in the
future. Itis possible that, as the agency's experience with
part 11 increases, certain records may need to be limited
to paper if there are problems with the electronic

versions of such records.

[FDA]

FDA X4 R, BUATHHINIZ Part11 OBISMZ Y4 7= %
HDERFE LRz, AL, FERULENHIIL,
ZDOXI RPN ERETL2ORERTHL LE X
TW5, 4%, Part 11 (TB3E L 7= F1 254 2 AL
TEAAROTECIXRIENE LD AR H D . T D
£ 0 GAE MOFLEICIRET HMENREL D Z &
LHVIFELTHA I,

<11.1(c)>
Comment 28

One comment requested clarification of the meaning of
the term "general signings" in proposed Sec. 11.1(c),
and said that the distinction between "full handwritten"
signatures and “initials" is unnecessary because
handwritten includes initials in all common definitions
of handwritten signature. The comment also suggested
changing the term “equivalent" to "at least equivalent”
because electronic signatures are not precise equivalents
of

signatures have the potential of being more secure.

handwritten  signatures and computer-based

The agency advises that current regulations that require
records to be signed express those requirements in
different ways depending upon the agency's intent and
expectations. Some regulations expressly state that
records must be signed using "full handwritten"
signatures, whereas other regulations state that records
must be "signed or initialed;" still other regulations
implicitly call for some kind of signing by virtue of
requiring record approvals or endorsements. This last
broad category is addressed by the term “general
signings" in Sec. 11.1(c).

[= A1)
HHIZE D Section 11.1 () @ [—#%xAY72E 4 (general
signings) | &) SEOEM A PIFEIZ L TRKL W,

EWOHHEER 1LY FEEXBLOFITIFA =
YLVbBENDLLO, FEZBLITHT 22 TO—
IR ERT, [TV R—LOFFEEZD|BLH L A
=V x V] ORZT LB RV E SR T
7o. F£72. “equivalent ([F%%) 7 L9 5L “at
least equivalent (72 < & H[A%) 7 ICEX TIELE D
MEWVSIIREE DT, BT BRIV 25
FEEIBALA-TEHRL 3B a—F 2 "—2A
W LT2BAITFEESBA U LOR 2R BE D,
EWVIHIDONRZEDEBTH D,
FLER~DES % R D T D BT OFEHLTI TIX. FDA
DEH &S C T, BEROKRITENRRD,
FLERICIX TV R— L DFEE O] BADLETH
L. EHRE LTV D HN S Hiud, ik B4 F
TldA =% ) BDRETHS, ELTWHHDS
D, I GLEROAGE E T2 I3EFRE R D H R T,
IS MDE/LEZREERD 5 HITRD THW DS &
%o ZOJRNWAT Y —%  Section11.1(c) Tixl—
A4 ] LVWH FETRLTND,
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Where the language is explicit in the regulations, the
means of meeting the requirement are correspondingly
precise. Therefore, where a regulation states that a
signature must be recorded as "full handwritten," the use
of initials is not an acceptable substitute.

Furthermore, under part 11, for an electronic
signature to be acceptable in place of any of these
signings, the agency only needs to consider them as

equivalent; electronic signatures need not be superior to

those other signings to be acceptable.

BANZR T 2 CERARMTHIUE, TR E T
BHCABT D HEbEE LD, (6T, 71
F—LDOFEXZD| BADPMLETHDL, EHHITR
SNTWDLEAITIE A= Y L TORBITRD 5
L7\, HIZ, Partll O F T, BB BIERDE
A OREEE LTSN DITIL, FDA A3 % [
EOHLOLE R LI ZTIULRW ERDEL DR
BE L TZHSND I, BETBADIERDES
L0 HENTZLDOTHDHETR,

<11.1(d)>
Comment 29

Several comments requested clarification of which FDA
records are required to be in paper form, and urged the
agency to allow and promote the use of electronic
records in all cases. One comment suggested that
proposed Sec. 11.1(d) be revised to read, in part, "* * *
unless the use of electronic records is specifically
prohibited.”

[z A2 ]

FDA OFiEkDOH T, MO TH D XE H D E W
IR L TER LW, W) BN nd -7z, &
Ted> bW % r— A THEA e H OFF v L Otk
BRbLax vbdbotz, HAIZED Section 11.1
(d) % TE7-FReEkOMHBRRCEE R STV RN R
DIEW) EOIZ—HBEGETTRETHD LD ki
b1k o7,
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The agency intends to permit the use of electronic
records required to be maintained but not submitted to
the agency (as noted in Sec. 11.2(a)) provided that the
requirements of part 11 are met and paper records are
not specifically required. The agency also wishes to
encourage electronic submissions, but is limited by
logistic and resource constraints. The agency is unaware
of "maintenance records" that are currently explicitly
required to be in paper form (explicit mention of paper
is generally unnecessary because, at the time most
regulations were prepared, only paper-based
technologies were in use) but is providing for that
possibility in the future. For purposes of part 11, the
agency will not consider that a regulation requires
"maintenance” records to be in paper form where the
regulation is silent on the form the record must take.
FDA believes that the comments' suggested wording
does not offer sufficient advantages to adopt the change.
However, to enable FDA to accept as many electronic
submissions as possible, the agency is amending Sec.
11.1(b) to include those submissions that the act and the
PHS Act specifically require, even though such
submissions may not be identified in agency
regulations. An example of such records is premarket
submissions for Class | and Class Il medical devices,

required by section 510(k) of the act (21 U.S.C. 360(k)).

[FDA]

FDA D& 2 CTid, #EHIIRE DRI A2 KD
DAL HFRLERDS Part 11 OERZ 72 L, FFRITHD
FLERDLEFFR R D STV WEAITIT, B Risk
ZHWDHZ EERHDH (Section 11.2 () (2dH Dl
D), FIBELHRFEELHEL TOJDETITH D03,
FIFe AT 4y 7 L) Y — 2D 21
RADD 5, B R T, PREICHRTREFT 22 L%
RDTND TA T F o A5k 1TV EEZ T
% (1T & A EDHMDORER R T, #iz ~— 2|2
L2l LovZe < VB2 TR E S 3 2 BT AR
BN oTz) o LU, [RDZD L 9 72 mlgEME
W29 2 HEfRITHE D T D, Partll T, FiEkDIERE
WZOWTOFEBRENTHRNETWE, TR
TF AR RREERERIC TS L oKD TNHB L
D LT RE RV AREN H - T FEEOWETICD
WTIE, BETHIZEOLEMRITRNEEZD,
{81,/ & % FDA ORH TRES L TE LT L b,
TE/LRY L OEFHFEOZHEZFREICT S
72812, Section11.1 (b) A{EIE L. %FlZ FFDCA (G
HR L - EIS - ALBERE) KO PHS 15 (A%
it — B R E) IZHB W TER L TV A b x4
29 %, £O—filL LT, FFDCA (21 U.S.C.360 (k) )
Section 510 (k) TR HNH7 FA T &7 T A1
D EREHZ T8 AT DN T 5 R =
AV NRBD,
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<11.1(e)>
Comment 30

Several comments addressed various aspects of the
proposed requirement under Sec. 11.1(e) regarding
FDA inspection of electronic record systems. Several
comments objected to the proposal as being too broad
and going beyond the agency's legal inspectional
authority. One comment stated that access inferred by
such inspection may include proprietary financial and
sales data to which FDA is not entitled. Another
comment suggested adding the word “authorized"
before “inspection.” Some comments suggested revising
proposed Sec. 11.1(e) to limit FDA inspection only to
the electronic records and electronic signatures
themselves, thus excluding inspection of hardware and
software used to manage those records and signatures.
Other comments interpreted proposed Sec. 11.1(e) as
requiring them to keep supplanted or retired hardware
and software to enable FDA inspection of those

outdated systems.

[2 42 F]

HEFRLER S AT LUK S FDA OBFLZIZE L, Bl
HIZ D Section 11.1 (8) (ZBWTED 5 ELE O
TR IRERD B o7, ZORAIZRITHR VI G HiPH
MIRL . FDA OFFOIER EOBEZHEROPA 8 2
EoELTWD, & LUTHRIEA~D R RS EL
bHolc, TOXIBRERENRBT LT 7 & RITIE,
AR FDA 23 FL D MR 2 Ff 72 70 WM SERRE OIS/
Fe LT =2 ~OT 7 AREGEENTND, [#E)
EWVVI)BEORNC HERDH D | N2 D &)
Bbbole, W< DhDary sTHAED
Section 11.1 (e) # T L. FDA DA Z A itk
LETFEBLZDLDOEITIZRE L, 6 DOFLERk &
BHLEOEBIFHL WD NN—Ry=T V7
b =T OELZIIFNTRETH D, L) BERR
bol-, F-N<HONnDa Ay M, BHAIED
Section11.1(e) %=, MO L DICEZHZ 7=, F/21T
IR Rolon—Ry=7 Y7 =T
%Z. FDA OEZR % A[HEICT D12 DICRF L Tk
TEHEFRLTWVD EFIRL Tz,
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The agency advises that FDA inspections under part 11
are subject to the same legal limitations as FDA
inspections under other regulations. The agency does
not believe it is necessary to restate that limitation by
use of the suggested wording. However, within those
limitations, it may be necessary to inspect hardware and
software used to generate and maintain electronic
records to determine if the provisions of part 11 are
being met. Inspection of resulting records alone would
be insufficient. For example, the agency may need to
observe the use and maintenance of tokens or devices
that contain or generate identification information.
Likewise, to assess the adequacy of systems validation,
itis generally necessary to inspect hardware that is being
used to determine, among other things, if it matches the
system documentation description of such hardware.
The agency has concluded that hardware and software
used to generate and maintain electronic records and
signatures are "pertinent equipment"” within the meaning
of section 704 of the act (21 U.S.C. 374).

[FDA]

Part 11 (ZH:D < LI, o FHIZ -5 < FDA ®
BEL LA —OER EORIRICHES , = A FTRE
T3 & F T2 ORI D0 TR A
DIRTMEIIRNEE XD, AL, ZD & 7eiliR
OHFPHN T, Part 11 OFENTF HIL TV D NEDN
PS5 7212 B - RiER DO VERR & OHERFF HRIC
HHLIZN—RT =27 LY 7 =T 288+ 5
VBT H VG500 LR, 1Rk S L7z sedkod 7
EEZLIEO TR G DL THHS ), H
ZIE, ID EMERFEAERTH =7 T A
A DM R OHERFE BL A FDA DB 2 2 L3
BT Db LAV, [FERIC, AT LD T
—a YOS ENT H7-DIIE, AT A
R¥axrF—varDRdAEICAN— Ry =7
MAEEL TWDINENERERT D BN AW
VEETh D, BT aisk & B4 OIER., K OMREHIE
ALTWEANA—FRu =T Y7 hy=T %,
FFDCA (21 U.S.C.374) Section 704 73 &34 5 [
AR TN T DL E XD,
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The agency does not expect persons to maintain
obsolete and supplanted computer systems for the sole
purpose of enabling FDA inspection. However, the
agency does expect firms to maintain and have available
for inspection documentation relevant to those systems,
in terms of compliance with part 11, for as long as the
electronic records are required by other relevant
regulations. Persons should also be mindful of the need
to keep appropriate computer systems that are capable
of reading electronic records for as long as those records
must be retained. In some instances, this may mean
retention of otherwise outdated and supplanted systems,
especially where the old records cannot be converted to
a form readable by the newer systems. In most cases,
however, FDA believes that where electronic records
are accurately and completely transcribed from one
system to another, it would not be necessary to maintain

older systems.

FDA OELZZFREICT 72O ETIC, REIT/R -
T E RO b0 L —RENTEa B a—
B UAT DEMFFT S Z IFER L TRy, R
L AOBEEHIC L > T OB N ER SN
HHIMFIL, 2D L v AT ACBE L7 EEH
DRXa AT —a % Part 11 OFEIZHES T
RE L EZICHEATELL 91295 2 Lid&tthic
KD D, HNT, B RLERD NI L T2 I
Hd, FOE R BT DR B e —
BUAT DEMFFL T RERH D Z LITHE
B L2 TERLRY, HEIl Lo T, Rz, v
FLERE T LW AT A TRt At 2 B RUCE# T
SRWVWEHOREEFF VT —REINTEHW T RT
LEMRFT D EAMBEIC LR ED, AL, 1T E
WEDBERIT. HD VAT ANEHOY AT MZIE
N OFERICE RN IEFL SN D2 I, vy
AT DERSFT DBV EZEZ TV D,

Comment 31

One comment requested that proposed part 11 be
revised to give examples of electronic records subject to
FDA inspection, including pharmaceutical and medical
device production records, in order to reduce the need
for questions.

The agency does not believe that it is necessary to
include examples of records it might inspect because the
addition of such examples might raise questions about
the agency's intent to inspect

other records that were not identified.

[z A }]

Part 11 #iT L., FDA OFEE G2 DB 1 ildx
DFEG % | EF N & R O RUERLIRE & YT
HZET, B LS THHETL LT LT LW,
EWVWIEEN 1D T,

FDA %, BZX5 & 72 V155 5EkDF %2 KV AT
BTN EFE 2 D, FlERE 0 IADIE, FllCZET T
LIS DA DFeER A LT D7 E D DT DU TEEH
ZHLATREERH DN HTH D,

Comment 32

One comment said that the regulation should state that
certain security related information, such as private keys
attendant to cryptographic implementation, is not
intended to be subject to inspection, although
procedures related to keeping such keys confidential can

be subject to inspection.

[ 22 ]

K S ATRE S 2 B S OB IR FF OAFZETFIHIE
BRI VG003 EHBEIRD L 9 RFrED
X2 VT BEEREBEESRICT HEMITR
WV, BN D ZE AR T RE ] L) EER
WD o7,
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The agency would not routinely seek to inspect
especially sensitive information, such as passwords or
private keys, attendant to security systems. However,
the agency reserves the right to conduct such
inspections, consistent with statutory limitations, to
enforce the provisions of the act and related statutes. It
may be necessary, for example, in investigating cases of
suspected fraud, to access and determine passwords and
private keys, in the same manner as the agency may
obtain  specimens of  handwritten  signatures
("exemplars"). Should there be any reservations about
such inspections, persons may, of course, change their

passwords and private keys after FDA inspection.

[FDA]

INAT — RORMEHEE o X 2T 4V RAT
LOPTRICEERBE T2 A EIICAZET D
ZEFBRnTH A, {HL, FDA IX FFDCA KU
HHHOBUE 173 5729, FFDCA ORI
IZBWC, ZD R REEETOMNEHE X BT
W5, BARIC, RIEIT D5\ 8 5 H5 & A 53
TOBC FDANFESBAOAAZAFTLIDL
[FERIC NAU — R ERERE AT L CHERT L 2
ENMEIT /e Db L, BEICK LTI 5 2
DAREN o DAL, B NT YR FDA I L D&%
DIBNIRAT — RO 2 2T L CTHIDAR,

Comment 33

One comment asked how persons were expected to meet
the proposed requirement, under Sec. 11.1(e), that
computer systems be readily available for inspection
when such systems include geographically dispersed
networks. Another comment said FDA investigators
should not be permitted to access industry computer
systems as part of inspections because investigators
would be untrained users.

The agency intends to inspect those parts of electronic
record or signature systems that have a bearing on the
trustworthiness and reliability of electronic records and
electronic signatures under part 11. For geographically
dispersed systems, inspection at a given location would
extend to operations, procedures, and controls at that
location, along with interaction of that local system with
the wider network. The agency would inspect other
locations of the network in a separate but coordinated
manner, much the same way the agency currently
conducts inspections of firms that have multiple
facilities in different parts of the country and outside of
the United States.

[2 x> 1]

A= H VAT LADEREITZADH LI
B, EWIHOBAIZE 11.1() OEMENH DM,
BINZE LT % > U — 7 2 ETeE BRI
DEINTTRERDD, EWVHE W#l#&oto
FE BRI Ea—XOBREITERAL TR
WTHAHIPH BEO—BRELTEEDI B
—H VAT LT TR ATH T LT FDA TR
BNDLRETIERW, LT2ERbH T,

L
Hi PR

FDA OEXIL, Bl EIXEBTBELETHND
VAT HZEBWT, Part 11 [ZHEWVE RLER & OVE
%%%@%ﬁ@&%%@%%ﬁbt% TEAEET
W25, BRI E L2 v A7 N CIE, Fr
nz@“ﬁ%’ FTOARV— g o AEEFIR, EFHET
FTRLEDFEFA POV AT LERY NU—
7LDV bELETLH, 2y FU—7 Eofto
T A MTOWTIERMEIESE L &S5, Ziu

BAEEWNIMCEE D lsk 2 FF o326 LT FDA
BT TWVWAEEELIZIEFR —DOITETH D,
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FDA does not believe it is reasonable to rule out
computer system access as part of an inspection of
electronic record or signature systems. Historically,
FDA investigators observe the actions of establishment
employees, and (with the cooperation of establishment
management) sometimes request that those employees
perform some of their assigned tasks to determine the
degree of compliance with established requirements.
However, there may be times when FDA investigators
need to access a system directly. The agency is aware
that such access will generally require the cooperation
of and, to some degree, instruction by the firms being
inspected. As new, complex technologies emerge, FDA
will need to develop and implement new inspectional

methods in the context of those technologies.

Bk BT EH VAT AOBRLEIZBNT, a2
Va—H AT A~DT I R BENRD SR
ST D DIIARTE Y T 5, FEICELE TR O
¥EEOTHEZBIE L, HEIC Lo T, (lERE R
FOW /1215 O HEERITK L THY ofFo—f
RIS D2 L ERD ED DN E A2 EORE
BEFLTWDOINEMERLTE7-, LML, BAREN
VAT NIEHYET 7B AT D EBRKLELR D
H LW, RN ZD X 5 7T 7 & AITHER
HREEDOW T & | B DIEE OBIESTIEE AN
AT VNN S D & FDA LR L T\ D, EER
FrEA N RET . 2O X5 HATICHI L8 L
WAL L BT 2 LERH TS TH
IR

V. Implementation (Sec. 11.2)

V. ZEfE  (Section 11.2)
<11.2(a)>
Comment 34

Proposed Sec. 11.2(a) stated that for "records required
by chapter | of this title to be maintained, but not
submitted to the agency, persons may use electronic
records/signatures in lieu of paper records/conventional
signatures, in whole or in part, * * *."
| Two comments requested clarification of the term
"conventional signatures.” One comment suggested that
the term "traditional signatures” be used instead.
Another suggested rewording in order to clarify the

slash in the phrase "records/signatures.”

JHHIZE D Section 11.2 (a) %, [A title @ chapter
| T, MEFRFEBIINEL STV DH B DD FDA ~
DRI MEE & ATV WFRERITEE L A Part @
PR STV D56, #orE i3Xamm

I RO BB L O U CE T
BAEMATLHENTES ) ELTND,
[Z2 2]

“conventional (1EE1)) ~ 7284 L\ 5 SEDO L
ERDODDLaAEIN 2 HEHoT, RDYIC
“traditional signatures (fE3kDE4) 7 L) S
O NEIE, LR 1 Eb o7, o, TR
BEBH] EVWHITL—ADAT v a () D
HRZ AT 2720, MOSHEICESHZ 5~
. EOERbH ST
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The agency advises that the term "conventional
signature” means handwritten signature. The agency
agrees that the term "traditional signature" is preferable,
and has revised Sec. 11.2(a) and (b) accordingly. The
agency has also clarified proposed Sec. 11.2(a) by

replacing the slash with the word "or."

[FDA]

MEEWZREL ] LW FEIT, FESEALTER
LEEbDOTHD, MERDEA] LW HFEDITD
WAFE LWV, WO FERFICHEE L. Section 11.2 (a)
& (b) ZET L7z, F7- Section 11.2 (a) HICEHL
Th, ATy vak [E3) L) SHEICE X
Z. BAREIC L7,

<11.2(b)>
Comment 35

One comment asked if the term "persons" in proposed
Sec. 11.2(b) would include devices because computer
systems frequently apply digital time stamps on records

automatically, without direct human intervention.

The agency advises that the term “persons” excludes
devices. The agency does not consider the application of

a time stamp to be the application of a signature.

[ A1)

A2 —H VAT AI AN —Z DAL LIT
HEIICRERA~ T A DAY T HET 2 e b
HIZ2 11.2(b) BHF D T35 (persons) | &5 FHEIC
TR AL EENDDN, LWV ERN 1D -
77

(% (persons) | &9 FIEILITT A RTEE
2, FDA L LT, A LRZ T HIKET L
B LITRZR L THR,
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Comment 36

Proposed Sec. 11.2(b)(2) provides conditions under
which electronic records or signatures could be
submitted to the agency in lieu of paper. One condition
is that a document, or part of a document, must be
identified in a public docket as being the type of
submission the agency will accept in electronic form.
Two comments addressed the nature of the submissions
to the public docket. One comment asked that the
agency provide specifics, such as the mechanism for
updating the docket and the frequency of such updates.
One comment suggested making the docket available to
the public by electronic means. Another comment
suggested that acceptance procedures be uniform among
agency units and that electronic mail be used to hold
consultations with the agency. One comment
encouraged the agency units receiving the submissions
to work closely with regulated industry to ensure that no
segment of industry is unduly burdened and that agency

guidance is widely accepted.

HAIZ 11.2 (b) (2) %, HoOREEE L TEF#
RNETFESL % FDA IR T 5 2 L 2RO o5&k %
ARLTWD, D 120F, N7 YUy« Ry hD
T, RF¥a2 A FERITIRF2 A FO—EE
TEAATZHT M E LTHEIRL TS Z
LEThD,

[z 2 F]

TV w7 Ry M- T B DN T o
BERN 2MH o7, Ry N OFEFHOMFEAT H
DHESEZ MR T 2RO T A IR 1
Wootz, Ky NEBETHICERTES 91T
RETHDH, EWVWIHEHL LiEb o7, ZHEDOFIA
% FDA OB 2L TH— L, BT A —/Z L5/
WEDEBARICTRNEE, LI ERbH T,
F7o. WA ZHT 5 FDA OEEIL, MR 5%
REBEIZHII L TERNO OB T A N
T RY A ER D Z LNV E DI L, FDA
DFENILS ZITFANDLND X IZTRELE &
IREL 11D -T2,
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The agency intends to develop efficient electronic
records acceptance procedures that afford receiving
units sufficient flexibility to deal with submissions
according to their capabilities. Although agencywide
uniformity is a laudable objective, to attain such
flexibility it may be necessary to accommodate some
differences among receiving units. The agency
considers of primary importance, however, that all part
11 submissions be trustworthy, reliable, and in keeping
with FDA regulatory activity. The agency expects to
work closely with industry to help ensure that the
mechanics and logistics of accepting electronic
submissions do not pose any undue burdens. However,
the agency expects persons to consult with the intended
receiving units on the technical aspects of the
submission, such as media, method of transmission, file
format, archiving needs, and technical protocols. Such
consultations will ensure that submissions are
compatible with the receiving units' capabilities. The
agency has revised proposed Sec. 11.2(b)(2) to clarify

this expectation.

Regarding the public docket, the agency is not at this
time establishing a fixed schedule for updating what
types of documents are acceptable for submission
because the agency expects the docket to change and
grow at a rate that cannot be predicted. The agency may,
however, establish a schedule for updating the docket in
the future. The agency agrees that making the docket
available electronically is advisable and will explore
this option. Elsewhere in this issue of the Federal
Register, FDA is providing further information on this
docket.

[FDA]
FDA (. W23 T 5 ENEDRIIZIS LT
Fd 72T EE S > THEEZ U LG5 ZhEM 72
B FRE 2T L 2EZXTNWD,
FDA &K T EM2E-825 2 Li3&E2 AT
THDNR, ZOX D RFMMELHRRT D720, B
T HEEM TORBOFE L — IS 5 BN
HTLATHAD, L, bEELOIE, Part
11 -T2 Totmz ., ERME EEEER S
D FDA OHHNIEENZAE L= bDITHZ & Th
%, FDA (Il iL, ETHEOZHEOFIE
CEBUEOTHNIZ L > TRYZ2AMERND 2
EDRNEIBDLFFETH D, AL, F AR
YO AT 22, B 2 126 LA, Rk, 7
TANDT F—~< v b, GLEkfRE (archiving) D44
FME IR 7 e S 3 VR e OB R
AbErZLEHEFELTCND, MnAbEsZ &
TR RIS OMEERE AT 5 H D
T DoMENDOWERNFIRE & 72 %, Section 11.2 (b)
) &EFTL., ZOEELHT L,
RTY vy Ky MCBLT, EOMED R a
AV NP ELHICZEARE L D0 E BT 5H X
A IV T EEERT D Z EI1EE 2 TR, R
72 N7y NOEFHVPBFLO X A I 71X PHIAA]
RE/RT=O T D, H L FRRIIZ B b DR A
Y a—)VERO L AREEEXS S, Ry NEE
FICSBBATREIC T 2 DX RN e FiETH D &%
2. 5% AR ED D TETH D, RLEDMD
T C. 2D Ry MIBET 25 LWWERA B L
TW5,
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V1. Definitions (Sec. 11.3)
VI. E#%  (Section 11.3)

Comment 37

One comment questioned the incorporation in proposed
Sec. 11.3(a) of definitions under section 201 of the act
(21 U.S.C. 321), noting that other FDA regulations
(such as 21CFR parts 807 and 820) lack such
incorporation, and suggested that it be deleted.

The agency has retained the incorporation by reference
to definitions under section 201 of

the act because those definitions are applicable to part
11.

[ F]

iR 2% o Section 11.3 (a) (2. FFDCA (21
U.S.C.321) Section 201 (ZH D EFr A& T 5, &7
STND Z EIZDOWT, filld FDA OFIH]  (Fl 21X
21CFR Part 807 & 820) Ti¥. ZD L5 ea&Eidse
ENTNWRNZEZRLEZY 2T, IThEsRmH
L. HIBREZRET D22 FR 1D -T2,

FDA %, FFDCA O Section 201 2555 < BT Part
11 2 EHLEL E WO BEBND, ZOERDE
EhETOFEER LT,

<11.3 (b)(5) digital signature>
Comment 38

One comment suggested adding the following definition
for the term "digital signature:" "data appended to, or a
cryptographic transformation of, a data unit that allows
a recipient of the data unit to prove the source and
integrity of the data unit and protect against forgery,

e.g., by the recipient.”

The agency agrees that the term digital signature should
be defined and has added new Sec. 11.3(b)(5) to provide
a definition for digital signature that is consistent with
the Federal Information Processing Standard 186,
issued May 19, 1995, and effective December 1, 1995,
by the U.S. Department of Commerce, National Institute
of Standards and Technology (NIST). Generally, a
digital signature is "an electronic signature based upon
cryptographic methods of originator authentication,
computed by using a set of rules and a set of parameters
such that the identity of the signer and the integrity of
the data can be verified." FDA advises that the set of
rules and parameters is established in each digital

signature standard.

[= A1)

[FOBNBL ) ODERE [F—F 2=y Mt
mEans7—4%, i sbanizr—4% 2=
v N THY, ZEENT —¥ 2=y FOFELL
SEAMEIEAT A L LB ZEHEHEICLLIUI A
ZPIIET 720D B D] &V DGR AT IR D
T EWVWORBREN LD T,

FDA X, TUVXNBEXNEERT RETHLEND
JSICIEE L, #7212 Section 11.3 (b) (5) #EBAIL
T ZOBINE. KIEREGHAE . EAEESATTSE
A (National Institute of Standards and Technology
(NIST)) 73199545 H 19 HIZFA L 1995 4 12
H 1 AFE) LT s AL PRSI (Federal
Information Processing Standard) (24 L7z DT
bbb, —MRZ, TYUENBL LT [BHEOH
JL & T —Z OFERMEEWGEE LG5 —@# O] & 3
TA—BEROTHFELET 52 LT, BAED
PREEAT OB ALIEICESSETEA) 20 ),
ZO—HOBRAIENTG A=2 L, KT VFNEAL
Bk ofCHIE STV 5,
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<11.3 (b)(3) Biometrics>
Comment 39

Several comments suggested various modifications of
the proposed definition of biometric/behavioral links,
and suggested revisions that would exclude typing a
password or identification code which, the comments
noted, is a repeatable action. The comments suggested
that actions be unique and measurable to meet the intent

of a biometric method.

The agency agrees that the proposed definition of
biometric/ behavioral links should be revised to clarify
the agency's intent that repetitive actions alone, such as
typing an identification code and password, are not
considered to be biometric in nature. Because comments

also indicated that it would be preferable to simplify the

term, the agency is changing the term
"biometric/behavioral link" to "biometrics."
Accordingly, Sec. 11.3(b)(3) defines the term

"biometrics" to mean "a method of verifying an
individual's identity based on measurement of the
individual's physical feature(s) or repeatable action(s)
where those features and/or actions are both unique to

that individual and measurable."

[= A1)

WA Zo N4 F XA MY 7 24T H)
(biometric/behavioral) & DV > 7 | OEFRIFMELEN
VETH D, LW RN 5T, EDOH T,
RAT— R0 ID 22— KD X A V2 747 B
ECHLTD ERPOIRINT D LD ICHET T &
ELEWVOMENR DT, NAFANY 7 ZAFAT
EEMEEA TRHIATREZR O T < TR b7
L EVDDOREDRITH D,

ID 22— R& /AU —RDOAA L T Lo T8
WIELZTTIEIAAFT A NI I ATHD LITRRS
R &) FDA OFXEZ AT 5720, KA
REDONAFA M) 7 A 478 (biometric/behavioral)
DY I DERZEGTTNEIE LW HERMICHEE
T5, HiBZEFRE LTZIZ O DRV EVW O RS H
Sl IAALF AN 7 X 4TH
(biometric/behavioral) DV > 7 | & A F X R Y
7 A (biometrics) | IZEH 35, fiE-> T, Section11.3
(0)(3) TIE[AAFARY 7 2] L) SEOHE
7 T8 N O By RH 72 R0 S A P RE 72 BN 2 D
NZFAEDOLEDTHY , P OFHIFTRETH 255,
ZOFHANZESWTARANTH L Z &2l T 2577
Bl LERLTWVD,

Comment 40

One comment said that the agency should identify what
biometric methods are acceptable to verify a person's
identity and what validation acceptance criteria the
agency has wused to determine that biometric
technologies are superior to other methods, such as use

of identification codes and passwords.

[z 22 1]

WRED FEE L TROLBND NS FA NI T AD
FEEZWARICTHZE, KOSA AT ARY 7 AN
ID 2— R&NRAT—= REOMO I Y N T
W5 ZEEHET S0 FDA BHWTZ AR T —
Ta v EREEIRTRETHDH EVIEAN LTS

> 77,
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The agency believes that there is a wide variety of
acceptable technologies, regardless of whether they are
based on biometrics, and regardless of the particular
type of biometric mechanism that may be used. Under
part 11, electronic signatures that employ at least two
distinct identification components such as identification
codes and passwords, and electronic signatures based on
biometrics are equally acceptable substitutes for
traditional handwritten signatures. Furthermore, all
electronic record systems are subject to the same
requirements of subpart B of part 11 regardless of the
electronic signature technology being used. These
provisions include requirements for validation.
Regarding the comment's suggestion that FDA apply
quantitative acceptance criteria, the agency is not
seeking to set specific numerical standards or statistical
performance criteria in determining the threshold of
acceptability for any type of technology. If such
standards were to be set for biometrics-based electronic
signatures, similar numerical performance and
reliability requirements would have to be applied to
other technologies as well. The agency advises,
however, that the differences between system controls
for biometrics- based electronic signatures and other
electronic signatures are a result of the premise that
biometrics-based electronic signatures, by their nature,
are less prone to be compromised than other methods
such as identification codes and passwords. Should it
become evident that additional controls are warranted

for biometrics-based electronic signatures, the agency

will propose to revise part 11 accordingly.

[FDA]

NAF AR Y T ATIESO I HA NS I H D 5
TVELLEDASAFANY 7 AD AT =X LOFESH
(ZIEBAR 2 < VBRI WEAIN A Z T AN ARETH 5 &
EZD, Patl1 O F T, IDa—R&ENAT—]
EWVWo T B D IDEFE LD E L 2OHNWSE
TEHE, NA A A M) 7 RAESW BT ES
7 & BIERDFEFEZZLODREL L TR
b, B, B TCOEBEBTFRET AT ML, £ZTH
WONDLBEFBLOEMNBEDI >R bDTHD
2ZHI 59, Part 11 Subpart B D ZE{E D %5 & 7
Do ZORBIZIEINY T — a NI E L L E
ERMARER R REE LT 53 A NI
LTI B OHITE B 5 D ENOIEMELR ED 5
7o O BARBY 2 B B F 7o TR R 22 N 7 4 —
~ A E DI R D EANICEA L TR ERIT D EX
TRV A F A Y 7 RSV EEFEL I
LTCZD R D AT ET UL M OEAT IR L
THRBEIC R T +—< v R L EHEME 2 Bl TFE L
TeE AT 2 BENRH TS THAH, {HL,
NAF A NY 7 ATHESWZETEL L LIS
DEFBEHLTYAT LEH EOMERH DO, N
AFA BNV 7 RZESWZEBFEBLN, TOMEE
F.ID 33— FRORAT — REDOBL FIEICHAL
ETHDH, LWIEHRICL > TWAEZDTH D, N
AFA BNV 7 RAZESWEBFEBLICE 25 B
MUETH D ENGES NS, Z UG E T
Part 11 DUGT 2R ET HFMF CTh 5,
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<11.3 (b)(4) Closed system>
Comment 41

Proposed Sec. 11.3(b)(4) defined a closed system as an
environment in which there is communication among
multiple persons, and where system access is restricted
to people who are part of the organization that operates
the system.

Many comments requested clarification of the term
"organization" and stated that the rule should account
for persons who, though not strictly employees of the
operating organization, are nonetheless obligated to it in
some manner, or who would otherwise be granted
system access by the operating organization. As
examples of such persons, the comments cited outside
contractors, suppliers, temporary employees, and

consultants. The comments suggested a variety of

alternative wording, including a change of emphasis
from organizational membership to organizational
control over system access. One comment requested
clarification of whether the rule intends to address

specific disciplines within a company.

HAIR 11.3(b) @)X, 7u—X R 2T 0%, 8
BEMCTEEMTORL TV AREIZBWT, VAT
L~DT I ANEDY AT LETEH LTV 5HH
MO BICRES N TS b D, L LTV,

%< Da A ks TRk (organization)] &9 S4E
DRI % R8O TNz, B 7 B T 21 TR
DOREEE TIERWH DD ORI LT 5 H
DEBEZAIE FTITEBFTHEN G AT A
~OT JERAEFASNTWDLIELEEICAND
NI LWORfEN D -T2, BlE LT, Ao
BHEE, VT T4, BRIECER, 2 a b
HRET T, 7o, kxR RE (FEOERNEK)
ERETDLAA L Pbbolo, ZOPIT, EFRAR
DE R ZFFEOREREIND VAT LT 7 ATK
TOMMOEIIIB T RE, LWIHIEANRD T,
F72. ZOMANEEZEOENHA (disciplines)
HHAXIR ET RN H 500 EHH NI LT
LW, WO EEEH T,
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Based on the comments, the agency has revised the
proposed definition of closed system to state "an
environment in which system access is controlled by
persons who are responsible for the content of electronic
records that are on the system." The agency agrees that
the most important factor in classifying a system as
closed or open is whether the persons responsible for the
content of the electronic records control access to the
system containing those records. A system is closed if
access is controlled by persons responsible for the
content of the records. If those persons do not control
such access, then the system is open because the records
may be read, modified, or compromised by others to the
possible detriment of the persons responsible for record
content. Hence, those responsible for the records would
need to take appropriate additional measures in an open
system to protect those records from being read,
modified, destroyed, or otherwise compromised by
unauthorized and potentially unknown parties. The
agency does not believe it is necessary to codify the
basis or criteria for authorizing system access, such as
existence of a fiduciary responsibility or contractual
relationship. By being silent on such criteria, the rule
affords maximum flexibility to organizations by
permitting them to determine those criteria for

themselves.

[FDA)

a Ay MIESHT, FDAITHAIZED 7 o —X |-
VAT LADEFRLE VAT L~DT 7R AN, TD
VAT A LEOBFREBEONFICELEROH
(persons) |2 kX W EH XN CWDEREE | ICHGT LT,
VAT LE =X R =T OWT RIS T
DNERET HEERERIL, EFLEONEDE
EED LFEDOBRIFEINTWD VAT LA~DT 7k
AEEHLTOWDENENCH D, LWV D Z EICFEE
T 5, ORI EEZAIENT 7 B A EH
LT, FOVAT AT —R R« AT A
Thod, ) TRWGEEIX, A—7 v - VAT AT
bbb, =T« VAT LTI, MMEDTERZFH A
ML, BETHI LT, SEONEOELENEFE
BT DIERN DD, o T, =TV AT L
TILRERICE TR A A O BT RO 22\ W EIAE 235
PRAEGAH LD W SA LY  BELED 354
W2 B < 7o DU e B MG E 25 U 5 LER H
Do VAT LDT I EAZFTATH I LT
e P X2 R E BB O A 4 FDA 73
B TS T 2 MEIX RN LB X TN D, 2O
HINE RIS HE 2 BUE U722 2 & TRk (c v 4
EDHEELRD, RARBOFTHNMEZ 52 T D,

Comment 42

Concerning the proposed definition of closed system,
one comment suggested adding the words "or devices"
after "persons” because communications may involve

nonhuman entities.

The agency does not believe it is necessary to adopt the
suggested revision because the primary intent of the

regulation is to address communication among humans,

not devices.

[ A2 ]
HAIEO 70— R« 27 AOERIZBE LT, A
LSS & 27 L& OX2 Y BV (communication)
TS, EWHEHD T3 (persons) | OF%IC

(EET AL R E NI BEEMADNE LD
BnbH-oT=,
ZOBHITIE T AL A TEHRLABICE D 2T
LEDRVEY # T2 HXRITL TN DTz, 2 A
v NOUGETERAT 2B WEE X D,
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Comment 43

One comment suggested defining a closed system in
terms of functional characteristics that include physical
access control, having professionally written and
approved procedures with employees and supervisors
trained to follow them, conducting investigations when
abnormalities may have occurred, and being under legal
obligation to the organization responsible for operating

the system.

The agency agrees that the functional characteristics
cited by the comment are appropriate for a closed
system, but has decided that it is unnecessary to include
them in the definition. The functional characteristics
themselves, however, such as physical access controls,

are expressed as requirements elsewhere in part 11.

[2 22 1]

I u—A R AT L LLUNIORTRERE RO

EWVIHITREMNBERTREE LV BEAN LIS

277,

o MBI T VB ANEH I LTS,

o HAYICEIR S, ARSI FIEE TRk
L. TNEETFT L LIS eER &
BEEEZENTWVD,

o BLUFHERFANRFIHA L FEH L T\ D,

o BT, VAT MERICETZFF MR OE

FDA TiX. = A TN & o oine EORHK
X7 B —RA RV AT LICEBE LTS Z LR
DM, ENZERITE Y AL VB LT
7o (B L, B2 7 7 & A A O RE b R
ZDHDIZOWTIE, Part 11 OBIOBGFHTCE: L
L TR,

Comment 44

Two comments said that the agency should regard as
closed a system in which dial-in access via public phone
lines is permitted, but where access is authorized by, and
under the control of, the organization that operates the

system.

[ A }]
INRBEREFRN D DE A Y I)VA o T 7 A AHE
RYAT KT VAT AEEH L TODMENE D
T EREARLTEY ZOEHTICHDL B DI
RO, 78— R« AT LERRTRETHD,
EWIIREN 2o T,
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The agency advises that dial-in access over public phone
lines could be considered part of a closed system where
access to the system that holds the electronic records is
under the control of the persons responsible for the
content of those records. The agency cautions, however,
that, where an organization's electronic records are
stored on systems operated by third parties, such as
commercial online services, access would be under
control of the third parties and the agency would regard
such a system as being open. The agency also cautions
that, by permitting access to its systems by public phone
lines, organizations lose the added security that results
from restricting physical access to computer terminal
and other input devices. In such cases, the agency
believes firms would be prudent to implement
additional security measures above and beyond those
controls that the organization would use if the access
device was within its facility and commensurate with
the potential consequences of such unauthorized access.
Such additional controls might include, for example, use
of input device checks, caller identification checks
(phone caller identification), call backs, and security
cards.

[FDA]

INREREERIZE D XA YA T 7 AL
TVEFREREZRAE L TCWD VAT A~DE A T IL
AL T EAE, SENEOBEMLENEHEL T
HGEICIRY 2 E 70— X R« AT AO—HE
ERZeT, B L, B DHRROE T RLERE =
ZIXRMA L TA P —ERADEHTDO Y AT A
MIZIRE SN TWDLGE .7 7 B RITHE =FOEH
TIZEPIND D . EDV AT MIA—T 2 ThH D
LR ANREBFERIRN O D AT LT 78 AR
T[T HZ LT, a2 a—H O REESED AT
RTRA ZA~OYWET 7 2 A %HIRT 2 Z LT
BonliZToexa VT4 2kH)> T LD b
WO RIZHER L THRLY, 20 X5 254, Bt
BT 7B AT AL ARHHREOFH LI Y I
57N T MR DN T 7 22k 0 A TS S
YR DERIICHEI X5 7etxa )7 1 58
ZH(LT 2 ONEHTHA 5, BARR e lE & LT
. AT NA AT = v 7 DB, BIGH OEEE
FFxv 7 EEFORE) . a—A Ry kX
27T 4 I—FRERDHD,
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<11.3 (b)(6) Electronic record>

Comment 45

Proposed Sec. 11.3(b)(5) defined electronic record as a
document or writing comprised of any combination of
text, graphic representation, data, audio information, or
video information, that is created, modified, maintained,
or transmitted in digital form by a computer or related
system. Many comments suggested revising the
proposed definition to reflect more accurately the nature
of electronic records and how they differ from paper
records. Some comments suggested distinguishing
between machine readable records and paper records
created by machine. Some comments noted that the term
"document or writing" is inappropriate for electronic
records because electronic records could be any
combination of pieces of information assembled
(sometimes on a transient basis) from many
noncontiguous places, and because the term does not
accurately describe such electronic information as raw
data or voice mail. Two comments suggested that the
agency adopt definitions of electronic record that were
established,
Commission on International Trade Law (UNCITRAL)
Working Group on Electronic Data Interchange, and the

Standards

respectively, by the United Nations

American National Institute/Institute of

Electrical and Electronic Engineers  Software

Engineering (ANSI/IEEE) Standard (729- 1983).

HAIZD 11.3(0)(5) X, TFARN, FT77 427,
T4 BA KOEGREREOEEOMAE DY
TR SN, 2V B a— X F 1 3E#E Y AT AT &
S TT VI NGATIER, BIE, MR, kS
NADHRFa Ay NERIIERHLE RS LTE
#LTWD,

[z 2]

ZOERLTUET LT, EFriOFE. K OETL
L ROFLERDOENE IR T RETH D, LW
IMBVBEE o7, Fo, Btk THA M L ATREZR
FLER & B TIRERL S oD RSk & DX 2 3k 6
HERbGHST, ®Ha3A L MITRFa2 A NE
7213#EH ) (documentorwriting) & V9 ST
Uthsr e LT, ZOHE LT, EFitsklT
FHLTZZ L OGN GEIZE > TT—FH
D LNTAFROM A AL B DR D TH
D ETET—FZRRA R A =D K ) B R
EHIFEICRBLT 2O TIEARW, &) JEZT T
W5, BUTRICHEHL L 7238 ks CTREBIZE D BT
DEAFIRDER LT RETE, LWV O REN 2
& -7,

o [ENH[EFRFIHLS [VEZ H 2 (UNCITRAL) &

T — 2 U BT HEFEERZ (United Nations
Commission on International Trade Law
(UNCITRAL) Working Group on Electronic Data
Interchange)

o KEFUS = BXE B BB
(American National Standards Institute/Institute of
Electrical and Electronic Engineers Software
Engineering (ANSI/IEEE) Standard (729-1983) )
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The agency agrees with the suggested revisions and has

revised the definition of “electronic record" to
emphasize this unique nature and to clarify that the
agency does not regard a paper record to be an electronic
record simply because it was created by a computer
system. The agency has removed "document or writing"
from this definition and elsewhere in part 11 for the sake
of clarity, simplicity, and consistency.
 However, the agency believes it is preferable to adapt or
modify the words "document" and "writing" to
electronic technologies rather than discard them entirely
from the lexicon of computer technology. The agency is
aware that the terms "document" and “electronic
document” are used in contexts that clearly do not intend
to describe paper. Therefore, the agency considers the
terms “electronic record" and "electronic document” to
be generally synonymous and may use the terms
"writing," "electronic document,” or "document" in
other publications to describe records in electronic form.
The agency believes that such usage is a prudent
conservation of language and is consistent with the use
of other terms and expressions that have roots in older
technologies, but have nonetheless been adapted to
newer technologies. Such terms include telephone
"dialing," internal combustion engine "horse power,"
electric light luminance expressed as "foot candles,” and
(more relevant to computer technology) execution of a
"carriage return."

 Accordingly, the agency has revised the definition of
electronic record to mean "any combination of text,
graphics, data, audio, pictorial, or other information
representation in digital form that is created, modified,
maintained, archived, retrieved, or distributed by a

computer system."

[FDA]

FDA IZIREN b o T UGTIZRE L, [EFRiek) O
EREZORBICEREBWIARICSKGTT 5L
FIRFIC B2 U B a—HF VAT AL > TER S
A0 TR BN ll O e 1 QD TETRE - o= e it S e
RIpSan, L) JEBR L, BRAIZ P,
G2 DI L, b E K DT, ZOERKLD
Part 11 HHIORTOLGHMNE Ry a2 XA MNEz
FEH LW O SELHIR L,

"""""" (R oA b R R L5 SR
U o —Z R OFERN B ERICERL O TiE
S ETHMCEHA ST TOL FRFE LW EE X
Do RFaAM RITEFRFFa2AR] 20
I EEIT L NITHEER L TOROITHRO H T
DILTND, - T, FDA X IE77iek) &

R A2 b IEEEARMICFEFEE L B2 L, thoTl
T CEFIERORER LTI T 55 & LTIER.
B RE¥=a2 AN, [TRFa2AR Enolz
SEEZFHL NS, ZOXIREEOH VST,
SiEEERORIFEL LTERR D O W IR 2
L2081 LWEAIZ HIEI L T & 7o HIFER#E
BOfHE—BUERS D LB 25, BARMIZILER
D IEALYN) Yo K] | EXOWS
SERT 74— M) . £ LT (mrta—24H
P& OBREMENRE WD ELT) Fx Uyl
2= ERDHD,

DEAECE X, BFRBROERE (a2 Ea—s

AT BT Ko TR, IEIE, MERPE R, fr7E . B
FRFEEENATIANT T T4 7 T —H,
B, Hig, T OMEEOHROMBAGDE] ik
AT L7,
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<11.3 (b)(7) Electronic signature>
Comment 46

Proposed Sec. 11.3(b)(6) defined an electronic signature
as the entry in the form of a magnetic impulse or other
form of computer data compilation of any symbol or
series of symbols, executed, adopted or authorized by a
person to be the legally binding equivalent of the
person’s handwritten signature. One comment supported
the definition as proposed, noting its consistency with
dictionary definitions (Random House Dictionary of the
English Language, Unabridged Ed. 1983, and American
Heritage Dictionary, 1982). Several other comments,
however, suggested revisions. One comment suggested
replacing “electronic signature" with "computer based
signature,” "authentication,” based

or “computer

authentication" because “electronic signature" is
imprecise and lacks clear and recognized meaning in the
The

the

information security and legal professions.

comment suggested a definition closer to
UNCITRAL draft definition:

(1) [a] method used to identify the originator of the data
message and to indicate the originator's approval of the
information contained therein; and (2) that method is as
reliable as was appropriate for the purpose for which the
data message was generated or communicated, in the
light of all circumstances, including any agreement
between the originator and the addressee of the data

message.

One

signature” with "electronic identification" or "electronic

comment suggested replacing “electronic
authorization" because the terms include many types of
technologies that are not easily distinguishable and
because the preamble to the proposed rule gave a
rationale for using "electronic signature” that was too

"esoteric for practical consideration."

HHIZ D Section 11.3 (b) (6) HITE T E4 %, 50
FEhAVEa—F T =2 LTRELZD DO TRH
RSNV AEDERE R D ARAANDBFEEES LRE
DIERR N 2o b O L L TET, B-H, &R+
HANT EEFERLTND,
[z 22 F]
BAIRDO ZOERITFHEEDER (T o F by A
FERFHL 1983 FERFEIIR L T A Y B e AU T —
DEEML 1982 4F) L —BEMERHY . InEETDEFE
XFT D, Lo arr R boTe, L, BGT
DREEHMENDH T, TEFEAL 2 arta
— & e RX—=Z2DEH] | TFEEE] £ Tarra
—H e N 2D ICEEMR DL L BRETD
AR IR ole, TORT IEFEL] LWV F
IR TR EREF 2 U T 4 L IEESE TH
MEICFEI STV D ERE FE7ITIER LTV,
EWVWIOIHHAEZIT T, T A2 MME, LT
£ 972 UNCITRAL DEREDFERITITWVER LR
L Cu =,

1) =%« Ave—OEREEF L, £OD
Ay —=VICEENDIEREAFLE KR L
TWDZ EERTIDICHW LI A,

(2 Linb, ZOHEN, EEET—F - Ay
T—VOZREOSLLPLABEFEELEZD,
ETORBRICRL LT, EOTFT—F - A vyt—
VEAEREITEET 2 BICR L TRY T
HU, FEHTELHLDTHLZ L,

(identification) | F7-1% [%EF#Fl (authorization)]
WCEEXBX O EIMENIIREN 1 thboT,
(ETB4 &) SHEITIEXG LEENZ < o
NEEN MAUROT Y 7o TN 5 TEFB4
EWV) BEAMEHT DR TE#E L 9 & CHIEICHI
LTEZDIZIIAME] THDH, LI REZOH
& LTETF TV,
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The agency disagrees that "electronic signature" as [FDA]
proposed should be replaced with other terms and | FDA % &1 &4 #ftOMHEE ERICE S

definitions. As noted in the preamble to the proposed
rule, the agency believes that it is vital to retain the word
"signature" to maintain the equivalence and significance
of various electronic technologies with the traditional
handwritten signature. By not using the word
"signature,” people may treat the electronic alternatives
as less important, less binding, and less in need of
controls to prevent falsification. The agency also
believes that use of the word signature provides a logical
bridge between paper and electronic technologies that
facilitates the general transition from paper to electronic
environments. The term helps people comply with
current FDA regulations that specifically call for
signatures. Nor does the agency agree that this reasoning
is beyond the reach of practical consideration.
The agency declines to accept the suggested
UNCITRAL definition because it is too narrow in

context in that there is not always a specified message

L. EWVIORREIZFEE L, ﬁ%ﬁ@797y7
WZH D LI Hx REBEFHEREZIECROFEEE
£ ERIFICHRD, D OEBEME AR OTZOIC [F4 ]
VI BEEET I LIIBOTCEETH D, [E4)
VI BEEEDRTIUE BETERICLIELD
R EEEMES | R D15 < S ABED
T DERDOMEME S VRN DL L THRbILS
AREMENR DD, T B L VI SEEME S Z & T,
M & B HITORICTHRELN G LA T Zhic
Lo TP OB TRE~OBITHMEESI LD & b
BERZTND, ZOFEIT BAZERL TS FDA
DOHATORFN 2T SEL e b, £/, 20
RIMNBRICAI L TEZ DI LT ED &0 )
FERICHRE LRV,

FDA OBUIARD TV B T HABT L b A v
TV OZIRFEDREE STV DD TIE W (Fil 2
F Ny FROGFERIITFFED T 13 720)

addressee for electronic records required by FDA | &9 EBRIZE W T, R I 472 UNCITRAL OJE
regulations (e.g., a batch production record does not | (%, RV ICHLEETHY ., ZOEXROSHREZEHH
have a specific "addressee"). L7220,
Comment 47

Concerning the proposed definition of "electronic | [= A > K]

signature," other comments suggested deletion of the | I D E1E4 | OERICBEH LT, KL

term "magnetic impulse” to render the term media
neutral and thus allow for such alternatives as an optical
disk. Comments also suggested that the term “entry" was
unclear and recommended its deletion. Two comments
suggested revisions that would classify symbols as an
electronic signature only when they are committed to
permanent storage because not every computer entry is
a signature and processing to permanent storage must

occur to indicate completion of processing.

ALEN) FEEAHIBRL CTEDBMARIZ L 20 G5
NI DICTHZET T 4 A7 DX H Y
HBDLIRETHDLH, EWIHIMENRDH -T2, T,
[T (entry)) &9 ST AYIREZR O THIERS
REEVWIERLBoTZ, avEa—H~DAT
DETELENVI DI TIERL  EFABEETIZX
D KA FRIRIEE A~V T RS ND, & V ) B
mo | B4 L LTORTIE, KA REEIEE I =
Sy RENTERZORFLE L THEIND LD
ICHETTRETH D, LWVWIREN 2D -T2,
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The agency advises that the proposal did not limit
electronic signature recordings to "magnetic impulse"
because the proposed definition added, "or other form
of computer data * * *." However, in keeping with the
agency's intent to accept a broad range of technologies,
the terms "magnetic impulse” and "entry" have been
removed from the proposed definition. The agency
believes that recording of computer data to "permanent”
storage is not a necessary or warranted qualifier because
it is not relevant to the concept of equivalence to a
handwritten signature. In addition, use of the qualifier
regarding permanent storage could impede detection of
falsified records if, for example, the signed falsified
record was deleted after a predetermined period (thus,
technically not recorded to “permanent” storage). An
individual could disavow a signature because the record
had ceased to exist.

For consistency with the proposed definition of
handwritten signature, and to clarify that electronic
signatures are those of individual human beings, and not
those of organizations (as included in the act's definition
of "person"), FDA is changing "person” to "individual"
in the final rule.

Accordingly, Sec. 11.3(b)(7) defines electronic
signature as a computer data compilation of any symbol
or series of symbols executed, adopted, or authorized by
an individual to be the legally binding equivalent of the

individual's handwritten signature.

[FDA]

BRHAIROERTIE arBa—F - F =K T
EORREE/D, | OXEMFTMATEY ., &
B DRk TR OV A JTZTIZRE LTV,
BL, WEBAWERZ80 XL 5 L35 FDA OEXIC
HL. MRV A] RO AT L) SHEITH
HIROEERENOHIBRL., 2 Ba—% - T—4 %
(KA 72 ) GRS EIC R T 5 2 LT, FEEE
HEFFEOLD LR NS EZZ T EITMORH
HHRL KL LTRETHY , ENELRNE
B x Do BT, KAWL FEREEE &0 ) b a2 om T
T EIT A SN RERE R AT AT 7Y
5%, BlzIX, &L WFRB®%RICEL SRS A
FLERHIBR S NG (DF D HTIZIE TRA
H72 ) FUIEZEEICRIER STV ARNZ LT D) |
MEPTE LR ol E WO BB T EAITEL
L2 E2H/RBLES,
BHEOFHEBHIWET 5EH#E O HMEE R
DL LB EBEFEAIIMEANIRT2HDOTHYHM
BOBLOTIHRNE WD Z L EHRT L0 ik
KA [ (person)) % A A (individual)] (2225
T2,

[FRE] FEARMIIZERSCTIE, person (X 3] F721%
(% N1 . individual I TELAN] EFRLAIT TS,
f-C. Section 113 (b) (7) CIEE FEH KD L

INCEFEL TN D,

[BFEL LIL, FEXEL LRFOENHIK
NNRBHD D E L TRANFILT, A, &R T 5
LrEara— 27— L LTHRELEDLD
Th5]
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<11.3 (b)(8) Handwritten signature>
Comment 48

Proposed Sec. 11.3(b)(7) (redesignated Sec. 11.3(b)(8)
in the final rule) defined "handwritten signature" as the
name of an individual, handwritten in script by that
individual, executed or adopted with the present
intention to authenticate a writing in a permanent form.
The act of signing with a writing or marking instrument
such as a pen or stylus is preserved. The proposed
definition also stated that the scripted name, while
conventionally applied to paper, may also be applied to

other devices which capture the written name.

Many comments addressed this proposed definition.
Two comments suggested that it be deleted on the
grounds it is redundant and that, when handwritten

signatures are recorded electronically, the result fits the

definition of electronic signature.

HHIZ O Section 11.3 (b) (7) (B BRI Section
11.3() (8) T/ > T\ %) HTIX FEHEEEH] %
WD X HITEFEL T,

MEAANCK D R ENTFEZDOLAITHY . KA
IR TEINIZLONMEHETE LD TH D
ZEEMATAEEE L > TEANEITE TR
ALEbLDOTHD, NURAL AT AL NS5
FRHESC~Y—F T HEE L > TEAITA LIRS
T2, |
FHARETIE TF:EHEE ORI EE RIS
Wk L TR S TE R MEESMTEN 6 DOARTR
~— 27 R IAD DMOT NA A HNTH L)
EEFRLTWND,
ZDERIZOVWTEZL DEANTFE N, ZOFE
RIITLE T, FEEBLANE TSI NTRFIC
X, ZORRITEBFBADERIZEGET 5720, &
NEHIRTRE L WIHIREN 2MH - T,
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The agency disagrees that the definition of handwritten
signature should be deleted. In stating the criteria under
which electronic signatures may be used in place of
traditional handwritten signatures, the agency believes
it is necessary to define handwritten signature. In
addition, the agency believes that it is necessary to
distinguish handwritten signatures from electronic
signatures because, with handwritten signatures, the
traditional act of signing one's name is preserved.
Although the

electronically and electronic signatures, as defined in

handwritten  signature  recorded
part 11, may both ultimately result in magnetic impulses
or other forms of computerized symbol representations,
the means of achieving those recordings and, more
importantly, the controls needed to ensure their
reliability and trustworthiness are quite different. In
addition, the agency believes that a definition for
handwritten signature is warranted to accommodate
persons who wish to implement record systems that are

combinations of paper and electronic technologies.

[FDA]

FDA X FEXBLICHT OERLZHIBRT &L
IR L0 iR D FEXBLORE L
L CETEL OB 2580 5 KL GR35 1B
L, FEXBAZERTHULERDODEEXD, B
ICFEESEL TR AEEL T D LWV IITAMMR
FENDTD  FEEBLLETELEXRT DU
BN 5, BB Ciigk SN TEEXELKOE
FEBAIL, Partll TERINTVD LT, W
b RAEICIIRER NIV A EOECa s B a—4
&N ORI 70D, Ll fldka1To F
Bel HICEFE/ARZ L THHN, TOEMMLEHE
AR T DO ERERL, FEESBLALE
TBATIIE TSR D, £o, FESELOE
F L ROFLER & BT HIR & A G bR - fisk s X
TLAOBRHAEEZEZ 2EIZbRIET DB TV D,

P w N
ARIN=

Comment 49

Several comments suggested replacing the reference to
"scripted name" in the proposed definition of
handwritten signature with "legal mark" so as to
accommodate individuals who are physically unable to
write their names in script. The comments asserted that
the term "legal mark" would bring the definition to
closer agreement with generally recognized legal

interpretations of signature.

[ 2]

RAUROFEZBAOERT [FTENNIAAI
LW ostiha NERZRH]) ICEE A, By DA
R TELS Z BB TR 7R N &2 AT
RETHD &V REMIED B > 7o, [HERZRH]
VI BFEICE > T —IICRA SN TV L EA
EWVWIBFEDMIRIZL VLS 2D THAH, L)
BERb DT,
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The agency agrees and has added the term "legal mark" | [FDA]
to the definition of handwritten signature. FDA IZ[REE L, WEMZRE LW ) SHEE TEESE
A DOERITESMAT,
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Comment 50
One comment recommended that the regulation state | [= A2 K]
that, when the handwritten signature is not the result of %%ﬂﬁﬁ BFElid~—F  7HEEZHWEELTTS
the act of signing with a writing or marking instrument, | |2 & 59", BUZE N AR A2 MO EE THLY AT

but is applied to another device that captures the written
name, a system should verify that the owner of the
signature has authorized the use of the handwritten

signature.

The agency declines to accept this comment because, if
the act of signing or marking is not preserved, the type
of signature would not be considered a handwritten
signature. The comment appears to be referring to
instances in which one person authorizes someone else
to use his or her stamp or device. The agency views this
as inappropriate when the signed record does not clearly
show that the stamp owner did not actually execute the
signature. As discussed elsewhere in this preamble, the
agency believes that where one person authorizes
another to sign a document on his or her behalf, the
second person must sign his or her own name (not the
name of the first person) along with some notation that,
in doing so, he or she is acting in the capacity, or on

behalf, of the first person.

GEARANNEDOTFEZBLOMEAZILIZZ L
%VXTA#ﬁﬂﬁx%fbé L) FiE A
DOHIZEY AT Z EOIREN 1 HH -T2,

FDA X, ZOBRAZHMA LRV, BAEIEY—
X T DT DRI N TR, EOBEAITFE
XBAHLARINBR NN LTHD, 2O AL B
1L, HArOHIE (stamp) F£72137 /31 A (device)
EMENMERT 22 L 2RO DLLEEIT OV TR
TWNDEITHDIN, AX T OFTHENERICE
DEL AT T2 & 2 B R ST iE B
MTERWGE, ZNE R THD & Ried,
DTV T T NADOMOEFT T L TWDHE 91T, K
F oAy MIRETEL T HHERZME G 2T
e B H T ELDOEREEO SO TITRL)
B D4 RTA B L RIRIC A 91X B4 TTE O
ROT . DEDMRHETEA L TND LWV ERLEZW
2 TUE R B 7RV,

Comment 51

One comment suggested that where handwritten
signatures are captured by devices, there should be a
register of manually written signatures to enable
comparison for authenticity and the register also include

the typed names of individuals.

The agency agrees that the practice of establishing a
signature register has merit, but does not believe that it
is necessary, in light of other part 11 controls. As noted
elsewhere in this preamble (in the discussion of
proposed Sec.11.50), the agency agrees that human
readable displays of electronic records must display the

name of the signer.

[= £ 1]
FEEBAET A AT ALY, FEEEA4
R TR E, FIREZREFEEIC L, £ DXk
WEANDLATTZZ A THH LD HIRAHNE
2. EWOREN LD T2,

Fm\i%%%ﬁ%®¢meUy%ﬁ%é&w5
ZIEFET D HOD, Part 11 OLOEFEIZIRS
Lébﬁé&\ﬁgfkékﬁzéoszvTV
TNOmoFeR  (HAIZE O Section 11.50 THIZES T
L OEAT) TR RTWD Lo, A2 EiTe 2
EDOTELRRDBEAREDERITELE DLAI
MERINDRETHD, &V I FRITIEFRET D,

u\
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Comment 52

Several comments suggested various editorial changes | [= A K]

to the proposed definition of handwritten signature | HIHIZE DO FEXZBELDERDOSEIZ OV T RO L

including: (1) Changing the word "also" in the last
sentence to "alternatively," (2) clarifying the difference
between the words "individual® and "person,” (3)
deleting the words "in a permanent form," and (4)
changing "preserved" to "permitted.” One comment
asserted that the last sentence of the proposed definition

was unnecessary.

The agency has revised the definition of handwritten
signature to clarify its intent and to keep the regulation
as flexible as possible. The agency believes that the last
sentence of the proposed definition is needed to address
devices that capture handwritten signatures. The agency
is not adopting the suggestion that the word "preserved"
be changed to "permitted" because "preserved” more
accurately states the agency's intent and is a qualifier to
help distinguish handwritten signatures from others.
The agency advises that the word "individual” is used,
rather than “person,” because the act's definition of
person extends beyond individual human beings to
companies and partnerships. The agency has retained
the term "permanent” to discourage the use of pencils,

but recognizes that "permanent” does not mean eternal.

D IRKER IR DE R GRZT D a A M

MW oT=,

1) EoOXED TH (also)) & HERAYIC
(alternatively) | IZZ % %,

(2 TfE A (individuals) ] & V9 =3 L
(person)] &\ H FEDEWEZHREIZT 5,

r#

(3) [KAMIZRIZHE (in a permanent form)| &5
SEZHIFRT 5,

(4) THRAFEND (preserved)] LW 9 SHEL [FFX
L% (permitted) | IZEZ 5,
F AR OERDRBICT SN LEITIAET

HDH, LWnWHraArbbdHoT,

FEIBAIHT D E#REE. FDA DM
IREI, TEDIRY FiRMED & 2 BT/ 5 K 9
WZHET L7, BAIRDOERDOREZICR SN E
I, FEEBAZIDIALT A RZHONWTELT
HI2DICMETH D, “preserved” L) SEEAL
“permitted” |ZE X HRETZ L WO BERHAT D
DHVIER, 7 ER D, “preserved” L) FIE
DX ) NIEFEIZ FDA OB Z R LT, £2F
HEBLLMOLDOLOKFETS, [F] L
IBHETIEARL MEAN) LW FEEFHLTND
DI, T#F ) IZkT 5 FFDCA OERMMENZ B
THRESCSR= =y FICETRATNDZD
Th o,
EOH 2L ST 2 BT, DKARZRIZRE(n
a permanent form)J &5 SEEHW A, KA
fJ (permanent)] A3 [7ki= (eternal)) ZEH3 5 H 0
T2 Z &% FDA TR L T\ D,

7=
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Comment 53

One comment asked whether a signature that is first
handwritten and then captured electronically (e.g., by
scanning) is an electronic signature or a handwritten
signature, and asked how a handwritten signature
captured electronically (e.g., by using a stylus-sensing
pad device) that is affixed to a paper copy of an
electronic record would be classified.

| FDA advises that when the act of signing with a stylus,
for example, is preserved, even when applied to an
electronic device, the result is a handwritten signature.
The subsequent printout of the signature on paper would

not change the classification of the original method used

(E= VN
BN FTENZR, B (A¥ vy %) T
VIANTEBRAIXEFBLTRON, ETNE L FEESE

IO, EVOERMMB Lo T, EE R

T (REATADEE ZHAD /Xy R« T34
HEM S OBV IAENT-FEEEANEFLEL

DDA — LIZHLHE. EDOL I IIHEHIND

DNEWVSERL BT,

[FRA)

WJ LA XA T AL DBAIT AR SN

L FNUNEFTAA AR L TR ENTZHDT
%\%mﬁﬁibt%®a$%%%%ﬁkéo%%
D% THRICEIRI S - & LT N B4 LT

recorded electronically should be considered to be an
electronic signature, based on the medium used to
capture the signature. The comment argued that the

word signature should be limited to paper technology.

The agency disagrees and believes it is important to
classify a signature as handwritten based upon the

preserved action of signing with a stylus or other writing

to execute the signature. WCHWEFEICHER SN0 B8R E T Y il
Do
Comment 54
One comment asserted that a handwritten signature | [= A > K]

BTSN TEZBAIX. BL T IA
BRI AW BRI SN TE B4 & BT
ETHY B LD SEOMERITBARDOEIRIC
[RETRETHDH, EVWOEAD1IHL-TZ,

FDA X ZHUCRIE L2V, AX A T AZDMO%E
SCH R 2l > TIRAE SN BAITA IS T, £

instrument. DEXLEFEEBHL L CHETDLZLIZEET
bbHEEZD,
Comment 55
One comment asked if the definition of handwritten | [= A > ]
signature encompasses handwritten FEEBADERIIFEZDA =V Yy L HEE
initials. DD, EWHIERN LD -T2,
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The agency advises that, as revised, the definition of
handwritten signature includes handwritten initials if the
initials constitute the legal mark executed or adopted
with the present intention to authenticate a writing in a
permanent form, and where the method of recording
such initials involves the act of writing with a pen or
stylus.

[FDA]

SGETIRICH D K oI, ROSGE, FEEBADER
WA =y b Eebo T2, Bh, KAHIRIE
HET R 2 AV N EEMICHERET 5 72 OIS BLTEfE
H L TOWAIERNZRHNI TA = % L IEICHE

BV DOZEDFLERTFE L L TRUVETIFZA XA T
ATELTDHLEVIITANGENLIHZETH D,

<11.3 (b)(9) Open system>
Comment 56

Proposed Sec. 11.3(b)(8) (redesignated as Sec.
11.3(b)(9) in the final rule) defined an open system as
an environment in which there s electronic
communication among multiple persons, where system
access extends to people who are not part of the
organization that operates the system.

Several comments suggested that, for simplicity, the
agency define "open system" as any system that does not
meet the definition of a closed system. One comment
suggested that the definition be deleted on the grounds
it is redundant, and that it is the responsibility of
individual firms to take appropriate steps to ensure the
validity and security of applications and information,
regardless of whether systems are open or closed. Other
comments suggested definitions of "open system" that
were opposite to what they suggested for a closed

system.

HIHIZ O Section 11.3 (b) (8) (& BRI CTi Section
11.3(b) (9) (272> TWVD) HITA—T > - VAT A
EROLIICERLTWD, [EEOFORTE

B2 BE P TOIL TV AR T VAT LDT 7k
AP FEDY AT KEEH L TO DRI E S 220
ANZIZETIER>TNDHH D]

[ F—=T eV AT L) DOERZERT D720,
JH—AR VAT LADERIZEELR2NETOY
AT I, EFTRETHD, LWV RENMAEDND -
oo TOERITILETH D LWV IHIEEDGHIFRT N
XThHY, =T e —XRKnibb <,
TV = a rREROEEEE X2 T
LR D 7o OB 2 fFE & BEBERUICER U D 2
LITHEEDELETHD Lo fafib b oo, [
— T VAT L] DEFRE, JO—R R VAT
LERBRENDIEDECFD LD, LT XETHD
LWIHIERbH ST
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The agency has revised the definition of open system to
mean "an environment in which system access is not
controlled by persons who are responsible for the
content of electronic records that are on the system." The
agency believes that, for clarity, the definition should
stand on its own rather than as any system that is not
closed. The agency rejects the suggestion that the term
need not be defined at all because FDA believes that
controls for open systems merit distinct provisions in
part 11 and defining the term is basic to understanding
which requirements apply to a given system. The agency
agrees that companies have the responsibility to take
steps to ensure the validity and security of their
applications and information. However, FDA finds it
necessary to establish part 11 as minimal requirements

to help ensure that those steps are, in fact, acceptable.

[FDA]

FDA|ZA— 7 L AT ADERLZHET L, [
T ENDT T BAN, ZDY AT A EOBFFLERD
NRICELEFFOFICL > TUIEHEH I LTV Wy
BE L L, Z70—X R TIRRWVWY AT Lk A4 —
T VAT AEERT HOTIE AL, ERL VI
(BT DDA —TF VAT LADERT DL D%
HM TR SELRE, LEX D, 72, ZOHGE
EERTDMLEITRND, EWOREEELRT D, 72
Vo, A= VAT ATxT 5 E BRI Part 11
TN L7 1 DOHEA L LTHETREHDOTH
D, ZOERZEDDZ LIL, VAT LT EOEM:
DA SND DN EHET DEROREARIZR S, &5
ZHMBTH DL, BEITHNOT TV r—a v
RNEROELELEX 2 VT 4 R T D720
WEZBRENIGECD2BEER DD, L) 2 LIZH
BT 5, LnL, £V o i\ A2 EBRICZ T AR
AREZR S DIZT DT D DIRARIRDOEA: L LT Part
N EHIET D2NERDD EEZX D,
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VI1I. Electronic Records--Controls for Closed Systems (Sec. 11.10)
VILE fftfk——27 B — X K « VA7 LD (Section 11.10)
The introductory paragraph of proposed Sec. 11.10 | JRHIZE ™ Section 11.10 THO R HNZIR D LR H 5,
states that: 7 a—RX R AT LEAglEo TEFRUEROIER. &

Closed systems used to create, modify, maintain, or
transmit electronic records shall employ procedures and
controls designed to ensure the authenticity, integrity,
and confidentiality of electronic records, and to ensure
that the signer cannot readily repudiate the signed record

as not genuine. * * *

'ﬂf’

1E, MEFFERL, EI3BEZIT O HIL, FLERD
B, 2, RKOWEMEZHER DL L, £
BB NEL SN RERIIAY TIE RV E RS
AR TERWE D ITERF L2 FIE & F B N
HWR2 T L7 5720,
Section 11.10 DF& Y OFE Sy TIXEAKRRY R FIE & &

The rest of the section lists specific procedures and | BRIZ DOV CRLdH L T 5,
controls.

<11.10>

Comment 57

One comment expressed full support for the list of | [=2 A2 K]

proposed controls, calling them generally appropriate
and stated that the agency is correctly accommodating
the fluid nature of various electronic record and
electronic signature technologies. Another comment,
however, suggested that controls should not be
implemented at the time electronic records are first

created, but rather only after a document is accepted by

a company.

HAROEHIZOWTOHA 22l F L. 2
Bl chH D & L, B OE B4 B
T DRk 2 R EAROFREMEICE L < XS LI DT
D, EnHarr MNRboT, —F, EREKT
BRAONTAERR S VIR I LT R & Tlided L R
Fa A NOEKGBLUBEOHREHT RETHDH, &
IfEfE L Ho Tz,
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The agency disagrees with this suggestion. To ignore
such controls at a stage before official acceptance risks
the record. For

compromising example, if

"preacceptance” records are signed by technical
personnel, it is vital to ensure the integrity of their
electronic signatures to prevent record alteration. The
need for such integrity is no less important at
preacceptance stages than at later stages when managers
officially accept the records. The possibility exists that
some might seek to disavow, or avoid FDA examination
of, pertinent records by declaring they had not been
formally "accepted.” In addition, FDA routinely can and
does inspect evolving paper documents (e.g., standard
operating procedures and validation protocols) even

though they have yet to receive a firm's final acceptance.

[FDA]

FDA (X Z OFEfMIZFEE L, KBA D EIS
N, FEEN RS2 R D BNNH D, Hiffi
FHPNEREKBRIORSESL LTEGA . TOETE
2O ERET D 2 R BN EOR S AR
Bilk3 % 9 2 TRRD CEE L 72 5, KRATOBEHET
bbHH LEHENERICTEHE KR LZEETH
AH)EBTBEADOTEMENEE CTHD Z LITITHMHE
E2W, AT Lo T, fegk s ERUTEGE S v T
RN EFIRL, FOREKICHT HEMLOGE, £7-
I% FDA T X % 5isk D & Z2 D [l 2 307 5 AT REME DS
&b, FDA [XHITER SN Do (B 21X
EHERIETIAE (SOP) N F—va v - 7a b
L) IZDOWT, T2 b 2 END E L HRMEAKGRATTH
AHE, BEMICESET D LN TE, EFERBRIC
HETHTHAI,

Comment 58

One comment said proposed Sec. 11.10 contained
insufficient requirements for firms to conduct periodic
inspection and monitoring of their own systems and
procedures to ensure compliance with the regulations.
The comment also called for a clear identification of the
personnel in a firm who would be responsible for system
implementation, and

operation, change control,

monitoring.

[ A1)

JHAIZE D Section 11.10 T, #EN T A7 A FEDS
MeFZIZHHNTE AT 2 £ 2 I EMR R & R
EATO 2L HHRLTVWDEN, ZOEMENAFST
HoH, EVWIOIERN LSS, FOFT, VAT
LApFEE EM, EHEEH, KOBEHOBRTEZAD
WEBZWMICFFET 52 L bROTWV,

% Rt 8 29
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The agency does not believe it is necessary at this time
to codify a self-auditing requirement, as suggested by
the comment. Rather, the agency intends to afford
organizations flexibility in establishing their own
internal mechanisms to ensure compliance with part 11.
Self- audits, however, may be considered as a general
control, within the context of the introductory paragraph
of Sec. 11.10. The agency encourages firms to conduct
such audits periodically as part of an overall approach
to ensure compliance with FDA regulations generally.
Likewise, the agency does not believe it is necessary or
practical to codify which individuals in an organization
should be responsible for compliance with various
11.

responsibility for part 11 will generally rest with persons

provisions of part However, ultimate

responsible for electronic record content, just as

responsibility for compliance with paper record
requirements generally lies with those responsible for

the record's content.

[FDA]

RN 8 - T NEREEAS 12D B AS TR ¢
b 2 MBI nWEEZ TS, &r LA FDA
DOFEXIL, Part 11 ICHEEISHEAT D2 DITHEAD
TFIEZHTET 5 9 2 TCOFRMMEEMERICE 2D Z
Ltk D, BL, WEEEA X, Section 11.10 D)
DEFETE I LTAHD T—fiRAIREH] D 1oL
RENDLTHA D, FDA OBHIEMITHEFEICHEE
THEOORKN T Fa—F DB L LT, &t
THHEAZ EHINITY 2 28D 5, FERIC,
Part 11 Dk 72 BUE O kT 5 BAL 2 AN
DHENRA D DTN T, FDA I TS

THMBEMET R BERNTHRWEEZ D MEL,
Part 11 (Zxf9 D E&MI R B TITE s, & Ficeko

Wﬁ@%&%Zﬁéﬂ&_hdﬁmﬁﬁ@E#‘
2RS4 5 BAEM. 0 DRSO NEDBLEIC
ﬁéﬂé@kioﬁ<ﬁ@f%éo

Comment 59

Several comments interpreted proposed Sec. 11.10 as
applying all procedures and controls to closed systems
and suggested revising it to permit firms to apply only
those procedures and controls they deem necessary for
their own operations, because some requirements are

excessive in some cases.

[ A2 1]

HHIZE P Section 11.10 % | &2 TOFNEK OVE BN
7 a—A RV AT KMTEHASND SO EMIRL T
WD Ay MMIENG ST, 2T, RO
HERGEICL ST ii@%lf“ébéf: . Z® Section
ZET L BN BHO¥EBZITICE > TRETH
ék%zt%%kﬁﬁﬁﬁﬁﬁﬁé LEBDD
Xl TrRLWY, EREL TV,
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The agency advises that, where a given procedure or
control is not intended to apply in all cases, the language
of the rule so indicates. Specifically, use of operational
checks (Sec. 11.10(f)) and device checks (Sec. 11.10(h))
is not required in all cases. The remaining requirements
do apply in all cases and are, in the agency's opinion, the
minimum needed to ensure the trustworthiness and
reliability of electronic record systems. In addition,
certain controls that firms deem adequate for their
routine internal operations might nonetheless leave
records vulnerable to manipulation and, thus, may be
incompatible with FDA's responsibility to protect public
health. The suggested revision would effectively permit
firms to implement various controls selectively and
possibly shield records from FDA, employ unqualified
personnel, or permit employees to evade responsibility
for fraudulent use of their electronic signatures.

The agency believes that the controls in Sec. 1110 are
vital, and notes that almost all of them were suggested
by comments on the ANPRM. The agency believes the
wording of the regulation nonetheless permits firms

maximum flexibility in how to meet those requirements.

[FDA]
BEOFIESCEREZ L2 COr — A Z#HAT D 2 L
ERXLTWRWEAIZIX BANCEDO B2 itd L
TW5b, BARRIER RS & #1EF =~ Z (Section
1110 (f)) &7 /31 A-F = v 7 (Section 11.10 (h) )
WCOWT ST LHEETHOr —2A~DHEHZRD T
WD DT TRV, 20 2 DS OBEE T TO T
— AT S AL ERLER S AT A O1E M L
PR T DT DICRIERBLELR D TH D, *
Te e L A RENAFEBATICHY TH L LE X
EHTHAD L, FEEOREREZFEEZTL
L. ZORER, ARMEAEDORHE L VD FDA OEH
WCEB L DG ENRDH D, 2 A N TRESN
ToBGET A BT UL AR DRI IRk & 2B PR
Fhi L. OWTIE FDA MOk a R L7z . i
B AR L2 EERNE T EHL DORIEM
HICRT 2ETZERELIEY T4 L2 ER
WHTE LR R,

Section 1110 |2 & 2 FEIIIHICEETHH L5
ZTEY, TOEHDIZIEAETH ANPRM *H =
AV MZTRESINTWE, 2L DOEKE D X
IR HIETTHESFT 2008 W ) I LT oS
W ITF KRB O M A 52 TV D,

[FR#] ANPRM (% Advanced Notice of Proposed
Rulemaking DI&FETdH 5,

Comment 60

that the

"confidentiality” in the introductory paragraph of

Two comments  suggested word
proposed Sec. 11.10 be deleted because it is unnecessary
and inappropriate. The comments stated that firms
should determine if certain records need to be
confidential, and that as long as records could not be
altered or deleted without appropriate authority, it

would not matter whether they could read the records.

[z 42 }]

Section 11.10 SO MO EEIZH 5 [HEEME] &
I BEIIALELOREY) TH D= OHIBRT X
L EWI|EN 2B T, £ T, FFEDOR
GRS A LB LT D E D OHWHIIEEN T
TRETHY HU MR LIS ONE LT
FLFHIBRTERWVE S IZR > TNDH D THIT,
ZORESKE DL T E N TE D0 ENEMEIC2 5
RN, EIRARTUNE,
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The agency agrees that not all records required by FDA
need to be kept confidential within a closed system and
has revised the reference in the introductory paragraph
of Sec. 11.10 to state "* * * and, when appropriate, the
confidentiality of electronic records." The agency
believes, however that the need for retaining the
confidentiality of certain records is not diminished
because viewers cannot change them. It may be prudent
for persons to carefully assess the need for record
(See, eg., 21 CFR 100242,

Confidentiality of records furnished by dealers and

confidentiality.

distributors, with respect to certain radiological health
products.) In addition, FDA's obligation to retain the
confidentiality of information it receives in some
submissions hinges on the degree to which the submitter
even within its

maintains confidentiality,

organization. (See, e.g., 21 CFR 720.8(b) with respect

own

to cosmetic ingredient information in voluntary filings
of cosmetic product ingredient and cosmetic raw

material composition statements.)

[FDA]
FDA OZRLTNDLETORFEN I m— XK+ ¥
AT LDOPTHREEEZLE L LTV DT TR
W, W) ZEICAE L., Section 11.10 D& AN &
LB ORI A, e (MBS UC) B
LHGET L7z, AL, —#oitskic oWk, MEHS
IZIIAEEARFRETH D & LTH WEEL R 5
WEPENRGHE H T LTI 720 B NITFLER O
BHEOLBEEAEEICIHET 2 48 N H D (Fl
X, — OB BREFRRSICONWTHE L
21CFR1002.42 &) , AT, —#MOHFEICE
W, HEEEEID B AT LIZIE#RIZ OV T FDA 23
EOREDOERRRB 2 AT 203 HEEH 1 H
HEARREN T & ORRE DRI 21T > TV 2
Ko ThEASND (Bl 21X ARERM S - bbb
f$ 3 e OMEME S FUBHEL R D 45 35 DAL BE L 5 o0 16
HIZOWTHIE L7z 21CFR720.8 (D)2 & 1H)
[FRIE] Z 22T o T B HH O JFREIT IR O 18

v,

21 CFR 1002: RECORDS AND REPORTS

21 CFR 1002.42: Confidentiality of

furnished by dealers and distributors

21 CFR 720: VOLUNTARY FILING OF

COSMETIC PRODUCT INGREDIENT

COMPOSITION STATEMENTS

21 CFR 720.20: Confidentiality of statements

records

Comment 61

One comment asked if the procedures and controls
required by proposed Sec. 11.10 were to be built into

software or if they could exist in written form.

[= 22 }]

BHIZE D Section 11.10 HTEREN TV L FIAL
BEIZ, V7 bY = TIHBAT RE S DROD,
ZNE B ICET IR VO L) B 11
bHoT,
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The agency expects that, by their nature, some
procedures and controls, such as use of time-stamped
audit trails and operational checks, will be built into
hardware and software. Others, such as validation and
determination of personnel qualifications, may be
implemented in any appropriate manner regardless of
whether the mechanisms are driven by, or are external
to, software or hardware. To clarify this intent, the
agency has revised the introductory paragraph of
proposed Sec. 11.10 to read, in part, "Persons who use
closed systems to create, modify * * *." Likewise, for
clarity and consistency, the agency is introducing the
same phrase, "persons who use * * *" in Secs. 11.30 and
11.300.

[FDA]

LA DAL T OERFESSCERIET = v 7 ED
—OFIE L EHIT, FOWE B, N~ R =T &
V7 MY =TI BIAEND Z & LR DHTHA D,
FILISD R F = g OB DB DR
IOV Y I b =T /=Ry =72k »
TERESNDIMENCE LT HmY ThIULED &
VIR FIETEML CTHELZZ R, ZOREMEH
el RT 7212, Section 11.10 THD R H] DBt % %
(7 B—X R« VAT L& TETEROIERM,
(BB %47 5 FIX) & —IBekaT L, [RERIC,
filefl & —E & X % 72 Section 11.30 & 11.300 |2
=07 L—X [T 513 AT D,

Comment 62

One comment contended that the distinction between
open and closed systems should not be predominant
because a $100,000 transaction in a closed system
should not have fewer controls than a $1 transaction in
an open system.

 The agency believes that, within part 11, firms have the
flexibility they need to adjust the extent and stringency
of controls based on any factors they choose, including
the economic value of the transaction. The agency does
not believe it is necessary to modify part 11 at this time

so as to add economic criteria.

[z A }]

7 a—X R AT AMZEBT 5 10 7 KVOEBIX,
F =T VAT AIZBITAL RS LY L
WEH TSN T bR =T VAT A
L7 B—X R VAT AORPNCEHEEZEL RET
F720, SV EEN LD T,

BN A HEATZESE (B OREGFHIMES) (2K
DSWTEHOHM & Wik S ZHET 22N TE
5 &9 Partll Tk, REICFR R F#MEE 52 T
W5, B R CREGE R 72 e A Part 11 (2%
HMBX RN EEZD,

83

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

Comment 63

One comment suggested that the reference to
repudiation in the introductory paragraph of Sec. 11.10
should be deleted because repudiation can occur at any
time in legal proceedings. Another comment, noting that
the proposed rule appeared to address only
nonrepudiation of a signer, said the rule should address
nonrepudiation of record “genuineness” or extend to
nonrepudiation of submission, delivery, and receipt.
The comment stated that some firms provide
nonrepudiation services that can prevent someone from

successfully claiming that a record has been altered.

In response to the first comment, the agency does not
agree that the reference to repudiation should be deleted
because reducing the likelihood that someone can
readily repudiate an electronic signature as not his or her
own, or that the signed record had been altered, is vital
to the agency's basic acceptance of electronic signatures.
The agency is aware that the need to deter such
repudiation has been addressed in many forums and
publications that discuss electronic signatures. Absent
adequate controls, FDA believes some people would be
more likely to repudiate an electronically-signed record
because of the relative ease with which electronic
records may be altered and the ease with which one
individual could impersonate another. The agency

notes, however, that the rule does not call for

nonrepudiation as an absolute guarantee, but requires

that the signer cannot "readily" repudiate the signature.

[= 22 1]

HHIZ O Section 11.10 TH U D EFEIZH 5 5 e
(repudiation) (ZB89 2 REIRIZOWT, MR IXEFAT
BHICHIZREINHEL DO THH D, 2O %
HIR T RETH D, EWIBEARD ST, F-HA
RIXBALAEOTRE S EDORITONTERL
TW5b, LHEMLES 2T, @&D TRAY
(genuineness)] THHZ & %Eaﬂf%fib‘c}: INZT
L. FTITHEE, B ZELZ L2 TER
WEINTTRETHD, LWnHraxr bbbotz,
ZOPT RENEZLN T LESTZEF RN T
ERVEDICEREN S —ERZE ML T\ D

TELHD, LPIEFET TV,

[FRiE] Section 11.10 THAID BT B 2 78I B
THRB LT, TEA SITCRERD A TIER W,
LEXLEBEDBEDICERTERVEDIT) 6T,

T*}Y

FDA (I %ﬁéﬁ\%Mﬁﬁuét&woﬁ
SUCIRE L\, EEARRICE B4 O 25890
IZXT, BOBETELAVATO LD TR, &K
GNCERB A0 | 7213 B4 SRRSO NEN
BEINTZDTHAEEEAZKRS T2 2 &R T
EE%:‘%\%T%& D KD IR EREN IR D LA ELE

IETBLICHETAEL 07 3 —F 20 O
Elﬂfm&éiirbfb\é BENAT S THDL L, BT
RLERONE DTSR ALY T F L b HRE S 1272
D, —H8D N2 DNEFBEL LTk mm Lo &
THAREMEEIEELTHA S, AL, ZOBANEISE
REP < Z LTk DR e fREEE R DTN D
DTIEFRL ., BAEN RG] BLERRTED
L9 THoTIERLRNVERD TS Z LICHE
LTHRL Y,
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In response to the second comment, the agency agrees | FDA 38 -FtdkDHFE, 41, TR TER
that it is also important to establish nonrepudiation of | WX 9 ICHET A Z & ﬁ\E%Tb‘bé EWHERIZ
submission, delivery, and receipt of electronic records, | [FlE 9 %73, Section11.10 O#RF & L TiX, B4LH

but advises that, for purposes of Sec. 11.10, the agency's

DFEFENPAY THLH Z L2 BRWTERVNI DITT

intent is to limit nonrepudiation to the genuineness of | 2 = & DA ExG LT 5, L HANRLLTOZ &
the signer's record. In other words, an individual should | Z#t% L< EX2 5 & 9 TH-> TER B2,
not be able to readily say that: (1) He or she did not, in | (1) H /3 EZFEEITIEREERIZES LT,
fact, sign the record; (2) a given electronic record | (2) &4 SN /=B Fridkld, RMITAONEL LT
containing the individual's signature was not, in fact, the HOTIX W,
record that the person signed; or (3) the originally signed | (3) &4 L 7= Titdk N, TORNEEZELZ LI
electronic record had been altered after having been 720
signed.

<11.10 (a)>

Comment 64

Proposed Sec. 11.10(a) states that controls for closed
systems are to include the validation of systems to
ensure accuracy, reliability, consistent intended
performance, and the ability to conclusively discern
invalid or altered records.

Many comments objected to this proposed requirement

because the word ‘“conclusively" inferred an
unreasonably high and unattainable standard, one which
is not applied to paper records.

The agency intends to apply the same validation
concepts and standards to electronic record and
electronic signature systems as it does to paper systems.
As such, FDA does not intend the word "conclusively"

to suggest an unattainable absolute and has, therefore,

FHIZ o Section 11.10 (a) HEICix, [EmeME, (48
P, — B L7-EXKE Y OMERE, & OMERY 72 figkoA
WX 7zhisk % THRERIC (conclusively) | 7851155
BN ZMEICT DIDDVAT AN FT— g
DEME) LEBSNTD
Z DA MR REIT) L) FEEITRY
WEERRAS FTRE 72 BEYEC b b RO FLERIC 1T H
STV, S Bl G BHAIRO Z o E:
WZBCRE LT,
FDA OEXIL, MOGEICHEH L TWoHH 0 L[
BRONYTF—va v OBz 7 &L Biiek e
BFBELOVAT LMIEATHZL18H D, RIE
BT &V D B HETERMAN TRE 7 Akt i 72 & D & 3K

deleted the word from the final rule. O HERIIRL M- TZDOSEE KA S H
L7
1
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Comment 65

One comment suggested qualifying the proposed
validation requirement in Sec. 11.10(a) to state that
validation be performed "where necessary" and argued
that validation of commercially available software is not
necessary because such software has already been
thoroughly validated. The comment acknowledged that
validation may be required for application programs

written by manufacturers and others for special needs.

The agency disagrees with the comment's claim that all
commercial software has been validated. The agency
believes that commercial availability is no guarantee
that software has undergone "thorough validation" and
is unaware of any regulatory entity that has jurisdiction
over general purpose software producers. The agency
notes that, in general, commercial software packages are
accompanied not by statements of suitability or
compliance with established standards, but rather by
disclaimers as to their fitness for use. The agency is
aware of the complex and sometimes controversial
issues in validating commercial software. However, the
need to validate such software is not diminished by the

fact that it was not written by those who will use the

software.

[2 22 1]

HAIZ D Section 11.10 (a) DN T —3 3 BT
HERIZ, MBS U TN T —2a V&7,
EWVIBEEBINT D Z L THREEEMLTHL
W, WS R R Doz, £z, RO Y
7 N = TIFREICEEE R N T — g UM T b
TWBHED, N T —va VFRETHD, &Lk
LTz, B L, ¥l =— X2 &b CREES
ENENT IV r—var - e s T ACELT
F ANV T =2 aryzZROTHLRNWTHAH, Lk

TRy 7 h 7 =73 TRY T —2a UiMTbi
TWBEWNH A hOERITITZFEE LR, 1l
SNTNDLEVWHIEHRIET TR ZEDY 7 My =T
MW I5EEEI AN F— g v T TNDH I EDOF
AR BV, £ IWHY 7 by = 7 ORYER
IR EE LW 2 HHNRY RIEAFEE L Tuneny,
—MRENZ, THIRY 7 b T =T e Ry = VITIRA D
NTNDDIXIERETED BN TV EHEICABL
TWDHZ L ZR LTtk Tl < e L AR ERBE
FOMRLEETHL MRV 7 2T ONY T —
va LT ”mﬁ%?%%éﬁﬁﬁﬁﬁﬂ
FNTNDERH LTIV DN ERHE 2 EH 7
TRy =T EENTWARNS LT A F— g
DBEMEPMEL 72 2 DI Tidle v,
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In the future, the agency may provide guidance on
validation of commercial software used in electronic
record systems. FDA has addressed the matter of
software validation in general in such documents as the
"Draft Guideline for the Validation of Blood
Establishment Computer Systems,” which is available
from the Manufacturers Assistance and
Communications Staff, Center for Biologics Evaluation
(HFM-42),  Food
Administration, 1401 Rockville Pike, Rockville, MD
20852-1448, 301-594-2000. This guideline is also
available by sending e-mail to the following Internet
address: CBER__INFO@AL1.CBER.FDA.GOV). For

the purposes of part 11, however, the agency believes it

and Research and Drug

is vital to retain the validation requirement.

FERINCIT, R A7 AT SN D, ik
V7RO zTONRY)TF—a AT LA X
Az EDDNE LRV, FDA 1Y 7 F =70
NYF—a OB % . “Draft Guideline
for the Validation of Blood Establishment Computer
Systems” ZED K% =2 A M TRY RiFTnd, Z
DRFa2A ME, TRENBAFTE D,
Manufacturers Assistance and Communications Staff,
Center for Biologics Evaluation and Research (HFM—
42),
Food and Drug Administration,
1401 Rockville Pike, Rockville, MD 20852 — 1448,
301-594-2000
FRIETREBTA AT RLRAIZA—LVEEEL
TAFTLHZEHTE S,
CBER_INFO@A1.CBER.FDA.GOV
Part 11 ®EWE LTIE, NUT—va 2Bl T 5
BHERVIAALTELL Z PO TEETH D,
[RRIE] F2B81C 2001/12 128U F—2 3 A2BET 5
RZ 7k« HAX L APBITSNTN D,

Comment 66

One comment requested an explanation of what was
meant by the phrase "consistent intended” in proposed
Sec. 11.10(a) and why "consistent performance" was not
used instead. The comment suggested that the rule
should distinguish consistent intended performance

from well-recognized service "availability."

(=

HAIZE D Section 11.10 (@) o> T—H L CTEKIEY
DPERE (consistent intended) | & VY9 7 L — X3l &
EHRLTW L0000 ERD, 8ROV I T—
TEDMERE (consistent performance)] &5 7 L—X
ZERHLRWDD WO ERN LT, £D
PCTERL B LTEXEY OMEE] &, WbWwd
H—re 2@ A (availability) | 0% BREIC
FTAREE, LEERL T,
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The agency advises that the phrase "consistent intended
performance” relates to the general principle of
validation that planned and expected performance is
based upon predetermined design specifications (hence,
"intended"). This concept is in accord with the agency's
1987 "Guideline on General Principles of Process
Validation," which is available from the Division of
Manufacturing and Product Quality, Center for Drug
Evaluation and Research (HFD-320), Food and Drug
Administration, 7520 Standish Pl., Rockville, MD
20855, 301-594-0093). This

validation as establishing documented evidence that

guideline  defines
provides a high degree of assurance that a specific
process will consistently produce a product meeting its
predetermined specifications and quality attributes. The
agency believes that the comment's concepts are
accommodated by this definition to the extent that
system "availability" may be one of the predetermined

specifications or quality attributes.

[FDA]

[—H L TEM®@EY OMEE] LD 7 L— XX, &
B SR S D PERE DS T E ORREHEARIZ DWW
TV (- T TEMEY | THD) LnwHrnNUT
—va YOEARFAZHET O TH D, O
X, FDA 1987 #=® “Guideline on General Principles
of Process Validation” ([ZH#EC72HDTH D, [RHA
RIANETRPOAFTE D,

Division of Manufacturing and Product Quality,
Center for Drug Evaluation and Research (HFD —320),

Food and Drug Administration,
7520 Standish PI., Rockville, MD20855,
301-594-0093)

ZOHARTALTE NI T—varzZROED
WIZERL TV,

(57 nte 22BN T, —H L TITEDHELD
BB A T TR S S SN D T & A REET
DX EAL U TR E N T D 2 by )
AT LG TR ] 1 AR E T EEIED 1
DERBRULFDENI T ZDERENP AL F
DEZITI>TNDHEEZD,

Comment 67

One comment said the rule should indicate whether
validation of systems does, or should, require any

certification or accreditation.

The agency believes that although certification or
accreditation may be a part of validation of some
systems, such certification or accreditation is not
necessary in all cases, outside of the context of any such

approvals within an organization itself. Therefore, part

11 is silent on the matter.

[z 22 ]
ZOHANTY AT A NYF—2 g VR TFoT-Z &
DFERRE Z BT TV D ONE D, F7213 5
BT 2 REDEDETTRETHDL, LV E
1D T,

AT LI K o TLFEHFE (certification) PR E
(accreditation) 23NV 7 — 3 O—H L R DA
LHHN LT LHEETDr —ATHERDITTIE
72, MEEOFTTHERBTL2HDOTHRY, E- T,
Part 11 Tl ZOFIZ OV TIEE L L7220,
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Comment 68
One comment said the rule should clarify whether | [= x> K]
system validation should be capable of discerning the | kX ANZBId % FDA DRV flAEZEZ DL, VA
absence of electronic records, in light of agency | 7 A +/3YU F—3 3 N2 K W EFFLERD R Z RN

concerns about falsification. The comment added that
the agency's concerns regarding invalid or altered
records can be mitigated by use of cryptographically
enhanced methods, including secure time and date
stamping.

The agency does not believe that it is necessary at this
time to include an explicit requirement that systems be
capable of detecting the absence of records. The agency
advises that the requirement in Sec. 11.10(e) for audit
trails of operator actions would cover those actions
intended to delete records. Thus, the agency would
expect firms to document such deletions, and would
expect the audit trail mechanisms to be included in the

validation of the electronic records system.

T DA 2 2 D M BEMEIZ DV TR T
XTHDH, EWIHIBEBRN LT, 2, BLhR
FLERE T ITREER DL S AN T D IREIT DV T,
BEMEDENL A DAK T i ol Tl
k&N FXEEANTDH 2 L TR SN I1ET72,
AT T,

VAT LPFLERDORE RN TE D Z L 2P
FoRT D& BIRFR TRV ALV E TR
Z%, Section 11.10 (&) DA XL —X T XL DT 7 v
a v OEAFEHNC BT 2 B2 kO AR A X
LTcAT 2% IN—FT5HTh A, > T, FDA I,
DX D IHIBREFERT D 2 & K OVE ek A
FADNY F— g VCERIOT 2 &2 ST
T ERERT D,

<11.10 (b)>
Comment 69

Proposed Sec. 11.10(b) states that controls for closed
systems must include the ability to generate true copies
of records in both human readable and electronic form
suitable for inspection, review, and copying by the
agency, and that if there were any questions regarding
the ability of the agency to perform such review and

copying, persons should contact the agency.

HHIZE D Section11.10(b) X, 7 m— XK« v AT
LOEHIZH LT, [FDAICKHAHELE, L E2—,
K= B —ERIZHEIS T D 72012, HD (true) =2 &
—Z NHnmteZ toTE R EEFEAOMm
HTEVHTRIEZAETLHZ L, ZD L) RETRT
FEOLE 2 —a bt —%17 95 729D FDA ORESIIC
B L CEMNS5# 1T, FDA IZHWADED Z L |
ELTW5,
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Several comments objected to the requirement for “true"
copies of electronic records. The comments asserted that
information in an original record (as may be contained
in a database) may be presented in a copy in a different
format that may be more usable. The comments
concluded that, to generate precise "true" copies of
electronic records, firms may have to retain the
hardware and software that had been used to create those
records in the first place (even when such hardware and
software had been replaced by newer systems). The
comments pointed out that firms may have to provide

FDA with the application logic for "true" copies, and

that this may violate copyright provisions. One

comment illustrated the difference between “true"
copies and other equally reliable, but not exact, copies
of electronic records by noting that pages from FDA's
paper publications (such as the CFR and the Compliance
Policy Guidance Manual) look quite different from
electronic copies posted to FDA's bulletin board. The
comments suggested different wording that would
effectively require accurate and complete copies, but not
necessarily "true" copies.

The agency agrees that providing exact copies of
electronic records in the strictest meaning of the word
"true" may not always be feasible. The agency
nonetheless believes it is vital that copies of electronic
records provided to FDA be accurate and complete.
Accordingly, in Sec. 11.10(b), "true" has been replaced
with "accurate and complete." The agency expects that
this revision should obviate the potential problems
noted in the comments. The revision should also reduce
the costs of providing copies by making clear that firms
need not maintain obsolete equipment in order to make
copies that are "true" with respect to format and

computer system.

[z 2]

BARLERO [HO | 2 B —OZRIZHT 5B AN
D d o7, 2 TIE, AU DTV ORERICE £
NBER (T —F R=RBRFEEIN T DHEEND
%) Oab—x, AU THEx 727 4+ —~ > b
TS D THA I, LR TW =, - T, ik
EIRBEWR CE RSO THO) a—% 4T 51
1%, % DOFERDFANDOIERFICAE ] LT — T =
TEVT 2T E (e 2B LWV AT AIE X
iz 5N TCLESZELTH) PR LTl
KTEHRSERNWTHA I, Lifiam L T e, EFEN
(B0 a—OERICHWET 7Y r—va
0y 7% FDAICHR LR TE b2t dh
I, ZHEEREZRE T 2NN D 5. & OfEHE
Lo oTo, £7o, FDA OOHRY (] 21E CFR
<> Compliance Policy Guidance Manual) ®=X—773
FDA Otz 2 E Fa e —LITRZERE -
e Bip D Z L ABNCEET, Eidsko [HEp) =
E— b RIRREOEEMEED 503, BiEICIER-—T
Fenabt—LoMELHAL TS a A b
bole, EfETCRERRAL 2ROV, 4T
L [ED] a B —%2ROBNE D BREBAREEL

FDA X, TH®D| &) SEOFHERERIZBNT
Bk Al —Dab—Z2EitT 52 Lix 4T L
HHBFERTIERN, L0 RICHEET 5, LaL,
RSN DB TFLERO 3 E—NIEHNHOEER S
DTHDHZLIIMBOTEETH D, L EORERE
Z. Section11.10 (b) o EHD| L) S5HAL [1E
MECER | ICEEMZ -, ZOWETH, 2 A b
TR INTMEERRIZHES DO TH D & AT
Wb, £, TOHETT, 74—~y héarba
—HZ VAT AZEALTIED | a =2 {EL 72012,
i U7 < 7R o 7o B3R 2 ORST Lise T D 6 B3 720,
EHPRLIEZ IR  ar—%2 RT3 X b3
Hil SN b ThA I,
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Comment 70

Many comments objected to the proposed requirement
that systems be capable of generating electronic copies
of electronic records for FDA inspection and copying,
although they generally agreed that it was appropriate to
provide FDA with readable paper copies. Alternative
wording was suggested that would make providing
electronic copies optional, such that persons could
provide FDA with nothing but paper copies if they so
wished. The comments argued that providing FDA with
electronic copies was unnecessary, unjustified, not
practical considering the different types of computer
systems that may be in use, and would unfairly limit
firms in their selection of hardware and software if they
could only use systems that matched FDA's capabilities
(capabilities which, it was argued, would not be uniform
throughout the United States). One comment suggested
that the rule specify a particular format, such as ASCI|,

for electronic copies to FDA.
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The agency disagrees with the assertion that FDA need
only be provided with paper copies of electronic
records. To operate effectively, the agency must
function on the same technological plane as the
industries it regulates. Just as firms realize efficiencies
and benefits in the use of electronic records, FDA
should be able to conduct audits efficiently and
thoroughly using the same technology. For example,
where firms perform computerized trend analyses of
electronic records to improve their processes, FDA
should be able to use computerized methods to audit
electronic records (on site and off, as necessary) to
detect trends, inconsistencies, and potential problem
areas. If FDA is restricted to reviewing only paper
copies of those records, the results would severely
impede its operations. Inspections would take longer to
complete, resulting in delays in approvals of new

medical products, and expenditure of additional
resources both by FDA (in performing the inspections
and transcribing paper records to electronic format) and
by the inspected firms, which would generate the paper
copies and respond to questions during the resulting
lengthened inspections.

The agency believes that it also may be necessary to
require that persons furnish certain electronic copies of
electronic records to FDA because paper copies may not
be accurate and complete if they lack certain audit trail
(metadata) information. Such information may have a
direct bearing on record trustworthiness and reliability.
These data could include information, for example, on
when certain items of electronic mail were sent and

received.

[FDA]
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The agency notes that people who use different
computer systems routinely provide each other with
electronic copies of electronic records, and there are
many current and developing tools to enable such
sharing. For example, at a basic level, records may be
created in, or transferred to, the ASCII format. Many
different commercial programs have the capability to
import from, and export to, electronic records having
different formats. Firms use electronic data interchange
(commonly known as EDI) and agreed upon transaction
set formats to enable them to exchange copies of
electronic records effectively. Third parties are also

developing portable document formats to enable

conversion among several diverse formats.

BipolarCa—2 VAT AEFEHRT L AR
AWCETRREOE a2 —%2 BEICR0 Y
LTHY . 2D XD iFHmEA ZREICT 528D
Y — LN, BUEHE S TW D BIRTTH 5, Bz
T, AR UL TR, BRI ASCI 7 o —~
MZTIERR B S b 2 LitZen, £ < Ok
7a T MU RA R T+ —~ v M FROE AR
Ber A R— b7 AR— T DHERER D D, 1
M TIXE T —Z AH (EDl) #FM L, B
FROAE— BRI TED T s
Yeky b TH—vy MIODOWTHELTWND,
Y= RR—=FT 4 b B2 DT —~ v NEHTOLEH
Z A HEIZ 4 B X 5 72 PDF (Portable Document
Format) DBRFAZ1T> T 5,
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Concerning the ability of FDA to handle different
formats of electronic records, based upon the emergence
of format conversion tools such as those mentioned
above, the agency's experience with electronic
submissions such as computer assisted new drug
applications (commonly known as CANDA's), and the
agency's planned Submissions Management and
Review Tracking System (commonly known as
SMART), FDA is confident that it can work with firms
to minimize any formatting difficulties. In addition,
substitution of the words "accurate and complete" for
"true,” as discussed in comment 69, should make it
easier for firms to provide FDA with electronic copies
of their electronic records. FDA does not believe it is
necessary to specify any particular format in part 11
because it prefers, at this time, to afford industry and the
agency more flexibility in deciding which formats meet
the capabilities of all parties. Accordingly, the agency
has revised proposed Sec. 11.10(b) to read:

The ability to generate accurate and complete copies of
records in both human readable and electronic form
suitable for inspection, review, and copying by the
agency. Persons should contact the agency if there are
any questions regarding the ability of the agency to

perform such review and copying of the electronic

records.

Wex 727 x—~ v FOESRERZH O FDA OFE
B LTI AR D 7+ —~ v MY — /L2~ —
AT Computer Assisted New Drug
Applications (CANDA’s) <>, FDA T &t H d
Submissions Management and Review Tracking System
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WTHERE W L7 +—~ v N OREISHL LA
D, BIZ, a A B Tl TWa Loz, TH
D] % VEfET5EA7 (accurate and complete) | &\
DEREICEIMMA DL I L T EFRROETF AL —
DRI EZEICE s TEGRODERDLTHA D,
ST, E07 3 —~ v MR LEMRE 2B D %
JETEDMERET DA T, TEH/LHMRY K&
FHMEZFE L TR E WD, Part 11 THED 7
=~y NIRRT BT NWEER D U LD RE
5% %, FDA [3HHIZE O Section 11.10 (b) & KD X
INTBGET LT,

[FDA IZLDAEE, LEa—kUat—did5
7o I, IEffE TRARFLERD 2 B —%& | A3 Hite
ZENTE LA LEETFIRADOM ST TEMT HHE
HZ&FiD, FDA INZD X 5 7B fil#o LB = —
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W HYE1E, FDAIZEWEDbED Z &, )

L > o,

<11.10 (c)>
Comment 71

Proposed Sec. 11.10(c) states that procedures and
controls for closed systems must include the protection
of records to enable their accurate and ready retrieval

throughout the records retention period.

JHAIZ D Section11.10(c) Ti, [/ m—X K- ¥
AT KOFNE L EEITIL, FEEkRF IR, € ORL
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One firm commented that, because it replaces systems
often (about every 3 years), it may have to retain
supplanted systems to meet these requirements. Another
comment suggested that the rule be modified to require

records retention only for as long as "legally mandated."

The agency notes that, as discussed in comment 70 of
this document, persons would not necessarily have to
retain supplanted hardware and software systems
provided they implemented conversion capabilities
when switching to replacement technologies. The
agency does not believe it is necessary to add the
qualifier "legally mandated" because the retention
period for a given record will generally be established
by the regulation that requires the record. Where the
regulations do not specify a given time, the agency
would expect firms to establish their own retention
periods. Regardless of the basis for the retention period,
FDA believes that the requirement that a given
electronic record be protected to permit it to be

accurately and readily retrieved for as long as it is kept

is reasonable and necessary.

[ 2 }]
bHMETIT B AT LEBEEHR LI TVWE
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FRE S TWVZRWEEERIZE U Tl &4 TORAFEHIH
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DIHLTED LBl ERET D L) Eff
T OMBETH D,

<11.10 (e)>
Comment 72

Proposed Sec. 11.10(e) would require the use of time-
stamped audit trails to document record changes, all
write-to-file operations, and to independently record the
date and time of operator entries and actions. Record
changes must not obscure previously recorded
information and such audit trail documentation must be
retained for a period at least as long as required for the
subject electronic documents and must be available for

agency review and copying.

HiHIZE D Section 11.10 (e) (X, Z A LA KX 7D
BEAREA A L FLEROE TSR TO 7 7 A Vi
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Many comments objected to the proposed requirement
that all write-to-file operations be documented in the
audit trail because it is unnecessary to document all such
operations. The comments said that this would require
audit trails for such automated recordings as those made
to internal buffers, data swap files, or temporary files
created by word processing programs. The comments
suggested revising Sec. 11.10(e) to require audit trails

only for operator entries and actions.

Other comments suggested that audit trails should
cover: (1) Operator data inputs but not actions, (2) only
operator changes to records, (3) only critical write-to-
file information, (4) operator changes as well as all
actions, (5) only new entries, (6) only systems where
data can be altered, (7) only information recorded by
humans, (8) information recorded by both humans and
devices, and (9) only entries made upon adoption of the
records as official. One comment said audit trails should
not be required for data acquisition systems, while
another comment said audit trails are critical for data

acquisition systems.
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It is the agency's intent that the audit trail provide a
record of essentially who did what, wrote what, and
when. The write-to-file operations referenced in the
proposed rule were not intended to cover the kind of
"background" nonhuman recordings the comments
identified.

The agency considers such operator actions as
activating a manufacturing sequence or turning off an
alarm to warrant the same audit trail coverage as
operator data entries in order to document a thorough
history of events and those responsible for such events.
Although FDA acknowledges that not every operator
"action," such as switching among screen displays, need
be covered by audit trails, the agency is concerned that
revising the rule to cover only “critical" operations
would result in excluding much information and actions
that are necessary to document events thoroughly.

The agency believes that, in general, the kinds of
operator actions that need to be covered by an audit trail
are those important enough to memorialize in the
electronic record itself. These are actions which, for the
most part, would be recorded in corresponding paper
records according to

existing  recordkeeping

requirements.
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The agency intends that the audit trail capture operator
actions (e.g., a command to open a valve) at the time
they occur, and operator information (e.g., data entry) at
the time the information is saved to the recording media
(such as disk or tape), in much the same manner as such
actions and information are memorialized on paper. The
audit trail need not capture every keystroke and mistake
that is held in a temporary buffer before those
commitments. For example, where an operator records
the lot number of an ingredient by typing the lot number,
followed by the "return key" (where pressing the return
key would cause the information to be saved to a disk
file), the audit trail need not record every "backspace
delete" key the operator may have previously pressed to
correct a typing error. Subsequent "saved" corrections
made after such a commitment, however, must be part
of the audit trail.

| At this time, the agency’s primary concern relates to the
integrity of human actions. Should the agency's
experience with part 11 demonstrate a need to require
audit trails of device operations and entries, the agency
will propose appropriate revisions to these regulations.
Accordingly, the agency has revised proposed Sec.
11.10(e) by removing reference to all write-to-file
operations and clarifying that the audit trail is to cover

operator entries and actions that create, modify, or

delete electronic records.
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Comment 73

A number of comments questioned whether proposed
Sec. 11.10(e) mandated that the audit trail be part of the
electronic record itself or be kept as a separate record.
Some comments interpreted the word "independently"
as requiring a separate record. Several comments
focused on the question of whether audit trails should be
generated manually under operator control or
automatically without operator control. One comment
suggested a revision that would require audit trails to be
generated by computer, because the system, not the
operator, should record the audit trail. Other comments
said the rule should facilitate date and time recording by
software, not operators, and that the qualifier "securely"
be added to the language describing the audit trail. One
comment, noting that audit trails require validation and
qualification to ensure that time stamps are accurate and
independent, suggested that audit trails be required only

when operator actions are witnessed.

The agency advises that audit trail information may be
contained as part of the electronic record itself or as a
separate record. FDA does not intend to require one
method over the other. The word "independently” is
intended to require that the audit trail not be under the
control of the operator and, to prevent ready alteration,

that it be created independently of the operator.
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To maintain audit trail integrity, the agency believes it
is vital that the audit trail be created by the computer
system independently of operators. The agency believes
it would defeat the purpose of audit trails to permit
operators to write or change them. The agency believes
that, at this time, the source of such independent audit
trails may effectively be within the organization that
creates the electronic record. However, the agency is
aware of a situation under which time and date stamps
are provided by trusted third parties outside of the
creating organization. These third parties provide, in
effect, a public electronic notary service. FDA will
monitor development of such services in light of part 11
to determine if a requirement for such third party
services should be included in these regulations. For
now, the agency considers the advent of such services
as recognition of the need for strict objectivity in
recording time and date stamps.

The agency disagrees with the premise that only
witnessed operator actions need be covered by audit
trails because the opportunities for record falsification
are not limited to cases where operator actions are
witnessed. Also, the need for validating audit trails does
not diminish the need for their implementation.

| FDA agrees with the suggestion that the proposed rule
be revised to require a secure audit trail--a concept
inherent in having such a control at all. Accordingly,

proposed Sec. 11.10(e) has been revised to require use

of "secure, computer-generated” audit trails.
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A few comments objected to the requirement that time | [= 2> 1]

be recorded, in addition to dates, and suggested that time | H{HZMN % TR S REERT 25 &0 5 BEIT 3 L IRF

be recorded only when necessary and feasible. Other
comments specifically supported the requirement for
recording time, noting that time stamps make electronic
signatures less vulnerable to fraud and abuse. The
comments noted that, in any setting, there is a need to
identify the date, time, and person responsible for
adding to or changing a value. One of the comments
suggested that the rule require recording the reason for
making changes to electronic records. Other comments
implicitly supported recording time.

| FDA believes that recording time is a critical element in
documenting a sequence of events. Within a given day
a number of events and operator actions may take place,
and without recording time, documentation of those
events would be incomplete. For example, without time
stamps, it may be nearly impossible to determine such
important sequencing as document approvals and
revisions and the addition of ingredients in drug
production. Thus, the element of time becomes vital to
establishing an electronic record's trustworthiness and

reliability.

NI E PO FATARER GBI DO HFERT RET
HDH, EVWIEBRPN oD oI, —, FFICHEE
G fiek T DB A R L R A B X A LA S
A E & BT D E T B DT R T SR
T5H, LLTWe, EOLIREETYH, OB
RETEN e STz AR R OE O ELE 203 5
VERDHDL, LW ERbO T, EFilaZER
LB A3 T OBBEEZEHT L L 2RO D&
Thbd, LVHRERL, AL 2 2 & 231k
T2EOBRERbH T,

BADAE L TII AN NONEFZFLERT D 9D 2
TS CHEHERERTHL B2 5, L HONIZIX
LEDA N NRF R —F DT 7 g INFAE
THIXTTHY ., F A LAZ TR RET
R LD L7225, Bl ZIX, Eﬁm%L 2B T
LEOAR, BT M OFEO BN ONEF 2 4
T5Z &j:&%Ax&/7m@fhiTTm_L
W, B T, RRZIE W D BRI EFResROfE At &
FREMELZ ML T 5 5 2 T CTEEIZR D,

101

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

The agency notes that comments on the ANPRM
frequently identified use of date/time stamps as an
important system control. Time recording, in the
agency's view, can also be an effective deterrent to
records falsification. For example, event sequence codes
alone would not necessarily document true time in a
series of events, making falsification of that sequence
easier if time stamps are not used. The agency believes
it should be very easy for firms to implement time
stamps because there is a clock in every computer and
document management software, electronic mail

systems and other electronic record/electronic

applications, such as digital signature programs,
commonly apply date and time stamps. The agency does
not intend that new technologies, such as cryptographic
technologies, will be needed to comply with this
requirement. The agency believes that implementation
of time stamps should be feasible in virtually all
computer systems because effective computer
operations depend upon internal clock or timing
mechanisms and, in the agency's experience, most
computer systems are capable of precisely recording

such time entries as when records are saved.

ANPRM [ZXf T 5% DA AL T XA DAX
TOFENIEER AT LAEHTHL ELTND,
B A DAL T IXRERE S A DR 72 B 13RI
25 EZEZD, BlIZIE, AN MONEF 22— RET
ERWDEEITA X bORERLANLTLHE
SNV, XA DAZ TR T E, Z DA
Frae L0 I s 2 Enaies 2b, 2 THa v
Pa—Xli3z7uay 7 R3db) XEEHRY 7 MU=
T, BIA—INTVAT A T IUHNVELEDEL
b/ BT TV = a NI EBE LA DAR T
EHEALTND, 2D, XA LAX T OEA
ITEFICEG THDHEEZD, ZOBEMICEET D
7o O IG5 BN O EAT S LB D £ 135 &
TVWARY, EBEOa L Ea—ZDA L — g
.70y 7 DOFE VXA I T« A= AAIT
KIFELTEBY, ZHETO FDA ORBRTIX, K
DALV 2—H AT AP FEERDRIFRFICH A L
T MY ZEMRICEERT D ENARETH D, Z D
oD FALAE L TOEANFIFEE LETOa Y
2 — X TCEEAETHDL EEXD,
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The agency is implementing the time stamp requirement
based on the understanding that all current computers,
electronic document software, electronic mail, and

related electronic record systems include such
technologies. The agency also understands that time
stamps are applied automatically by these systems,
meaning firms would not have to install additional
hardware, software, or incur additional burden to
implement this control. In recognition of this, the
agency wishes to clarify that a primary intent of this
provision is to ensure that people take reasonable
measures to ensure that those built in time stamps are
accurate and that people do not alter them casually so as

to readily mask unauthorized record changes.

The agency advises that, although part 11 does not
specify the time units (e.g., tenth of a second, or even
the second) to be used, the agency expects the unit of
time to be meaningful in terms of documenting human
actions.
The agency does not believe part 11 needs to require
recording the reason for record changes because such a
requirement, when needed, is already in place in

existing regulations that pertain to the records

themselves.

BATORTOaryva—% EFIEY 7 MU
7| EF A ROBHEE e AT LTI F
A LARZ L THERRD DD LW ) FEEED T, FDA 1
BADAZ T OB EZBEALTND, £lo, A
LDABF IV AT HZE 0 BEIICS T 6D
ZERHRELTCWD, DFD | F A LARZ T EE
AT B0 KENH T NN— R =T/ 7 b
U T EA AN DNET e BT e A
WAELDZ Eben, 20X )R8k rb, LT
I T DT DICEY R FEARH LD &M,
DHEDETDHERTHD Z L 2WfEIC L TH <,
o HHAAENTND LA LAX T INIEFETH
HZ L,
o HERRDIWERZIT o722 & ZIEid 5 B
TERHZ (FA DAL TE) EERTERN

-—
—

Part 11 TlI ¥ A LA KX T THHTREFZ OH
A (- 0.1 %, 1LB5E) ZBUE LT, AR
DITAEFLSRT D D Z CTEWRO B 5 HAL &6 5
HTZEHERDD,

Part 11 TRGFOEEIM T 5 L RD D
MBI NWEEZ D, DL D R, LERD
UL A 2 OFLERICBET 2 BT OREHLHNC BRI AT
LTWH B TH D,

Comment 75

One comment stated that proposed Sec. 11.10(e) should
not require an electronic signature for each write-to-file
operation.
 The agency advises that Sec. 11.10(e) does not require
an electronic signature as the means of authenticating
each write-to-file operation. The agency expects the
audit trail to document who did what and when,

documentation that can be recorded without electronic

signatures themselves.

[z 2 }]
HiHIZE P Section 11.10 (e) HHIZDOWT, 2 TH T 7
ANEZRABBAECETFELERDDXETIER
WO ERNH-TZ,
Section 11.10 (e) 1%l % O 7 7 A N E X AR BRIEE
FORET D FERE L TETFBEALZERLTVLHDT
E720, BEARERF T, FEDY. WO (T EAT o 72
EXERTDHZENKRDOOND, ZHUTETESH R
LICFEk T LETH D,
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Comment 76
Several comments, addressing the proposed | [=2 A K]

requirement that record changes not obscure previously
recorded information, suggested revising proposed Sec.
11.10(e) to apply only to those entries intended to
update previous information.

The agency disagrees with the suggested revision
because the rewording is too narrow. The agency
believes that some record changes may not be "updates”
but significant modifications or falsifications disguised
as updates. All changes to existing records need to be
documented, regardless of the reason, to maintain a
complete and accurate history, to document individual
responsibility, and to enable detection of record
falsifications.

HiHIZE P Section 11.10 (e) @ [FEEkDZEH (change)
1L FNLARNZFEER SN TV El 2 L T Z
L1 WD BERITOWT, LIRNZEREk S LTVt
WA TEH (update) L X5 &3 D AINCOREHT
RE LW WETORENMIE N D o T,
ZOYGTRIIFEFIIKE TH 572 FDAIXFE L
720, FRERDZETH (record change) OHIZIE [HHT
(update) ] 721 Tix7e <. KilERfEIE (significant
modifications) CHEF &S TcL S AR H LD L
N7, FERIOIEMEZRIBIE Z#ER L, A DHE
DFEZ fiek L Giskel S A DO A ATREIC T 5 1S
3 B ORI 5B R DT A2 OHMIZE
DY IR R OMEND D,

Comment 77

Several comments suggested replacing the word
"document” with "record" in the phrase "Such audit
trails shall be retained for a period at least as long as
required for the subject electronic documents * * *"
because not all electronic documents are electronic

records and because the word document connotes paper.

As discussed in section I11.D. of this document, the
agency equates electronic documents with electronic
records, but for consistency, has changed the phrase to
read "Such audit trail documentation shall be retained
for a period at least as long as that required for the

subject electronic records * * *."

[2 A2 }F]

[Z DX D RREARFEFD R 2 A v M kgL 72
S TWDHEFIEITRD 5T DA & &
RCHE CHMRAEL ) LW S HAIZDCHRIC
H5 T R¥= A2~ (document)] &9 EEZ [Fodk
(record)] &L\ ) SEEICE SR DN, LW O fE
B oT, TOHELE LT, LT LHEET

OETIENET R CTIE2 L ELLEL VI
T A BB ST S, L0 BEEIF 05,
[FDA]

ARFXa2A RO ND THmLETW5 L 92, FDA
FEFXEFELEFRLERLFAZEOLDE AL TH
DM, M w KD IoDIHER R B o 7o % D X
WZHGET LT, 20X 9 BREEAGEHI O R 2 A
X, X5 & e DT RLERIT RO H LD RAF IR

9
]\
&L D EbRIRRE L
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Comment 78

Proposed Sec. 11.10(k)(ii) (Sec. 11.10(k)(2) in this
regulation) addresses electronic audit trails as a systems
documentation control. One comment noted that this
provision appears to be the same as the audit trail
provision of proposed Sec. 11.10(e) and requested
clarification.

The agency wishes to clarify that the kinds of records
subject to audit trails in the two provisions cited by the
comment are different. Section 11.10(e) pertains to
those records that are required by existing regulations

11.10(k)(2) the

documentation records regarding overall controls (such

whereas  Sec. covers system

as access privilege logs, or system operational
specification diagrams). Accordingly, the first sentence
of Sec. 11.10(e) has been revised to read "Use of secure,
computer-generated, time-stamped audit trails to
independently record and date the time of operator

entries and actions that create, modify, or delete

electronic records."

[ A2 ]
FLHIZ D Section 11.10 (k) (i) (A&HEEFEH]TIE
Section 11.10 (k) (2)) XX, v AT AL+ RF¥ =z A
T—rarOE#E L TOBRFERIESRZH- T
Wb, LAY ME, 2o 11.10 (k) ()%, KA
22 Section 11.10 (e) DEEAFEHOHE LF L X 5
WHEZ D &L, Sz RO TV,
EFRD 2 SOHE TIX AR O XIS & 72 5 Fsk
WE D L Z & ZWREIZ L7z, Section 11.10
€) ZEEGFOHHITRD BT\ I T 5
HDTH 5, Section11.10 (k) (2) 1T EMARZRE I
BT A AT L RXxa A T—Ta gqiek (77
AR T, IV AT LA L= 3 VDA
Ry T« AT T LE) ZRHRIZLTND, fEo
C. Section 11.10 (€) DHMIDLE KD K 9 IZekiT
Lice [ Ba—Z TEBRINDIERRI A LA
ST OREATEM 2R U B RREk A 1R, &
B, BHIBRT 2 &9 A —2 AS)RBAED A K
., (EELID) ML SHETRERT D, |

<11.10 (f)>
Comment 79

Proposed Sec. 11.10(f) states that procedures and
controls for closed systems must include the use of
operational checks to enforce permitted sequencing of
events, as appropriate.

 Two comments requested clarification of the agency’s
intent regarding operational checks.

The agency advises that the purpose of performing
operational checks is to ensure that operations (such as
manufacturing production steps and signings to indicate
initiation or completion of those steps) are not executed
outside of the predefined order established by the

operating organization.

HHIZ D Section 11.10 (f) HIX, /7 @—X K+ v A
T AT PIEEERE LT, TWEIZET, §F
A SNTZA R DOV — A BEFESE DT
BlEF v 72479528 LTS,
BWETF = v 7 IZBT % FDA OB OFHH %2R 5
aX MR 2HHoT,

BETF = v 713, ®EORIEFIA (steps) . FIH
DB ETITTE T 2T BT 25 OBED Al
Bk CHEANTED DAVZNEE (order) 2> 54 LR
LT 2EDICE T HHDTH D,
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Comment 80

Several comments suggested that, for clarity, the phrase
"operational checks" be modified to "operational system
checks."

The agency agrees that the added modifier "system"
more accurately reflects the agency's intent that
operational checks be performed by the computer

systems and has revised proposed Sec. 11.10(f)

accordingly.

[= A1)

Lk I T 5o, THEF = v
(operational checks)] &5 %4 HEIZEET 5>
AT INF =7 (operational system checks) | (Z2&RT
FTRETE, EWIIREDMEND -7,

(VAT L) LW FEZIMADL Z LT, BIEF =
v F A a—F VAT AL TiThbhvd &
V) FDA OFEMNEMICRISND, L0 ) Al
A& L. HHIZ O Section 11.10 (f) # kil L7=,

Comment 81

Several comments suggested revising proposed Sec.
11.10(f) to clarify what is to be checked. The comments
suggested that "steps” in addition to “events" be
checked, only critical steps be checked, and that

"records" also be checked.

The agency intends the word "event" to include "steps”
such as production steps. For clarity, however, the
agency has revised proposed Sec. 11.10(f) by adding the
word "steps." The agency does not, however, agree that
only critical steps need be subject to operational checks
because a given specific step or event may not be
critical, yet it may be very important that the step be
executed at the proper time relative to other steps or
events. The agency does not believe it necessary to add
the modifier "records" to proposed Sec. 11.10(f) because
creation, deletion, or modification of a record is an
event. Should it be necessary to create, delete, or modify
records in a particular sequence, operational system
checks would ensure that the proper sequence is
followed.

[Z 22 1]
HiHIZE D Section 11.10 (f) Z&ETL T, kD L H I
F =y 7 RBEWMITT RETE, &0 ) IRED
N o7,

o A4~ (event)] LIAMZ TFIE (steps)) b

Fxv 7T 5,

o VT 4 ANBRFIEDOHRZTF = 7T 5,

o [Fi&k (records)] HF = v 7T 5,
FDA I% T4 XV k) o, REFIRED [F
] bEALESH Y THolz, LvL, RHEZ W
T 572012, HHIZ D Section 11.10 () (Z [F)E
(steps)| LW IFEEMATZ, L, Z VT 4 HNIRTF
NE7Z0T 28 ETF = v 7 OXRGITT 5 L9 BERIZIE
[FE L2, Ziux, 2 FIESCA XU hZ20H 0N
HETIT R &b MOFNELA N2 b & OBE T
G178 A I ZIZFATT D 2L NIERICHERG S
bLHH-OTH D, sLEkOER, HIbR, FIHMEEIX
AR P ThDD, BAIRD Section 11.10 () (2
[Fodk] E WO FEEMA DMLEITRNEE X D, sk
DERL. B, E7-IHMEEZ R E - 7= FIETIT 5 BB
WL, BAECHT 2V AT L F = v 7 2 FET 5
Z & CHEFICHEY e FIEAMSF SN D TH A 9,
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<11.10 (g9)>
Comment 82

Proposed Sec. 11.10(g) states that procedures and
controls for closed systems must include the use of
authority checks to ensure that only authorized
individuals use the system, electronically sign a record,
access the operation or device, alter a record, or perform
the operation at hand.

One comment suggested that the requirement for
authority checks be qualified with the phrase "as
appropriate,” on the basis that it would not be necessary
for certain parts of a system, such as those not affecting
an electronic record. The comment cited pushing an
emergency stop button as an example of an event that
would not require an authority check. Another comment
suggested deleting the requirement on the basis that
some records can be read by all employees in an
organization.

The agency advises that authority checks, and other
controls under Sec. 11.10, are intended to ensure the
authenticity, integrity, and confidentiality of electronic
records, and to ensure that signers cannot readily
repudiate a signed record as not genuine. Functions
outside of this context, such as pressing an emergency
stop button, would not be covered. However, even in
this example, the agency finds it doubtful that a firm
would permit anyone, such as a stranger from outside
the organization, to enter a facility and press the stop
button at will regardless of the existence of an
emergency. Thus, there would likely be some

generalized authority checks built into the firm's

operations.

FHIZ O Section 11.10(g) 1%, 7 »r—X K+ v A7
LD TFNER VEEIZHOWTHERT = v 7 2179 2
ETCHERDO B HETIT N, v AT LDl 0GR 8k
~DETIREL AN —2 3 VAT A
ANDT 72 A GEENEOEE, 12138 E2 T
TIATH ZENTED LT D) LTS,
VAT LOHF TEF LI E LR WE IR
HDIERRT = > ZIZAETH D &0 ) Bl D HER
F v 7 OB TLELNZE T T &V &
ZHRE EVHREN L b oTn, BEpIEL
T BAEIERZ 2T Z L2805, £z,
N O EEEBNTLZ LN TEXHELH D
EVHEIND | ZOMERT = v 7 OEEEEROH]
PR RToEAbH T,

FEBRF = » 7 K OF Section 11.10 DZ DA D EFFE T,
BB OEIRME, ettt B EmECL, &
2B NEL E LIRSk AY Clid e v & EICE
RTERVWEIICTHIEEER LTS, it
T, BAEILARZ 2 2 2%, ZOERD B
NIEHERBIIRI G Ch D, L, ZOfITH, B
BEETH D0ED BT NS BT
BN B A TEIERZ U 2T Z &2 BEN
TR S LB, 1€ T AT B DO —KAY
IRMERTF = v 7 DREDOF L — 3 T ARIA
EFNTNDLHEEZXLND,
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The agency believes that few organizations freely

permit anyone from within or without the operation to

use their computer system, electronically sign a record,

access workstations, alter records, or perform
operations. It is likely that authority checks shape the
activities of almost every organization. The nature,
scope, and mechanism of performing such checks is up
to the operating organization. FDA believes, however,
that performing such checks is one of the most
fundamental measures to ensure the integrity and
trustworthiness of electronic records.

Proposed Sec. 11.10(g) does not preclude all employees
from being permitted to read certain electronic records.
However, the fact that some records may be read by all
employees would not justify deleting the requirement
for authority checks entirely. The agency believes it is
highly unlikely that all of a firm's employees would

have authority to read, write, and sign all of its

electronic records.

A2 —H AT LD, LR~ DETEAL,
T—J AT —ar~DT 7vA, iLEkONKE
B, AR —va L OFTE | BIRE I DI
WHOLT FEICTH HRICFFAIT oM ITIEE AL
RNEE R D REDHBROTEERNIHERT = >~ 7 D
KRLIRDTHA I, HRTF = v 7 EfiONE . i
B R OFIEIISMBICZER O N TNDR, 20X
VT =y I BT H LT ERERO e
CEHAMEBEEICT D100 b IEARN L TED
OEDOTH D,

HBIED Section1110(g) 1+, & 5 Tk aiLe
A ZE(EERBICG 25222 EL DD
FTIE RV, BL, EEBRENTDLZ LN TED
BRI B D LTV R HERRT = v 7 OB R A A
Brd 2 Z EDNIEMEEND Z LT bR
DEFEXENETOBRFLEHETAH L, FZIA
F, BHEATOMRE 52 TS, &) AT
PR TR,

Comment 83

One comment said authority checks are appropriate for
document access but not system access, and suggested
that the phrase "access the operation or device" be
deleted. The comment added, with respect to authority
checks on signing records, that in many organizations,
more than one individual has the authority to sign
documents required under FDA regulations and that
such authority should be vested with the individual as
designated by the operating organization. Another
comment said proposed Sec. 11.10(g) should explicitly
require access authority checks and suggested that the
phrase "use the system” be changed to "access and use
the system.” The comment also asked for clarification of

the term "device."

[= 22 1]

MERF = Z7IZ RFa2 AL bADT 7 A2 1%8E
LTCWENR, VAT LADT 7 A I AR#EY T H
LI AN —2 g VERIET A A~DT 7k
A WS EFTAHIBRT & W IIREDN LD
STz, BT FEIA~DE/ OHERT = v 712 L T,
% < DA TITEE DM A FDA OB TRD &
D RFa2 A MIBATLHHEREZR > TR 4
FRR R4 T D MENICHERR A 53~ & 72, &A1
Nz Tz, BHIZE® Section11.10(g) X, 77 &
AMERDF = v 7 #AMEIIRO L RETHY | [
AT AOFH (usethesystem)] % [V AT LT 7
T A L4 % (access and use the system)] (ZZ5H
THZLEERETDaA M bHoT, FoFD=
AV MTIX T ANA R LWV FEOFI 2R DTN
7=
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The agency disagrees that authority checks should not
be required for system access because, as discussed in
comment 82 of this document, it is unlikely that a firm
would permit any unauthorized individuals to access its
computer systems. System access control is a basic
security function because system integrity may be
impeached even if the electronic records themselves are
not directly accessed. For example, someone could
access a system and change password requirements or
otherwise override important security measures,
enabling individuals to alter electronic records or read
information that they were not authorized to see. The
agency does not believe it necessary to add the qualifier
"access and" because Sec. 11.10(d) already requires that
system access be limited to authorized individuals. The
agency intends the word "device" to mean a computer
system input or output device and has revised proposed

Sec. 11.10(g) to clarify this point.

Concerning signature authority, FDA advises that the
requirement for authority checks in no way limits
organizations in authorizing individuals to sign multiple
records. Firms may use any appropriate mechanism to
implement such checks. Organizations do not have to
embed a list of authorized signers in every record to
perform authority checks. For example, a record may be
linked to an authority code that identifies the title or
organizational unit of people who may sign the record.
Thus, employees who have that corresponding code, or
belong to that unit, would be able to sign the record.
Another way to implement controls would be to link a
list of authorized records to a given individual, so that

the system would permit the individual to sign only

records in that list.

[FDA)

VAT LASDT TR AKERT = v 7 B RD DN
X720, EWV ) FEREIC FDA IZRIE Lewy, = 2
Y82 T L TWAH LI, BENHEIRD I\ ME
N E2—H VAT A~DT 7 A ZFHAT
HZEEEZLNRNTEDTH D, B idk AR
EAET 7B A SN2 &b VAT AOTEEMENE
BICE D INDAREENRD DT VAT LT 7k
AEHIIEARN 2 X2V T A HETHDH LV X
5o BIZIE, VAT LT 7 AT DHERTF = v
I NIFHIE, EPRU AT AT 78 ALT,
WA= REBERTDEMEEZEFE LY HE Rt

Fa U T ARREEN LT HZ LT EST
BAEEFTDHZ BRI DHERZ - FITHER

Tt 2 L ATRE L 72 S, Section 11.10 (d) <
BEIZYV AT LD T 7B A EMERD & 5 H NI
ETDHEIRDTWDLTD, [T 7EAKD] &
IDMREZNMZ DMEILR, [T 2] L9 3E
XA Ea—H AT ADOANNIT AL A5 EK
LTkY, BAIZD Section11.10(g) #kZT L CTZ
DR 2P L,

BAOHRICE LT ThH7, HRT = v 7 OE
L BEORBRICEL T OHREMANCEXD 2 &%
FIRT D HDOTIHR, 2O X T = v 7 & FEES
WZY 7> TE WU THIUX WD 5 k% W T
%%bﬁwo%@%xy7%%a¢ék R
NIZBAE DY A N ERFLEITHDIAT MBIV,
Bl %1%, GRSk B4 T DB OB 7o 1Ak AL &
RYHERR 2 — R LR Y v 7 LCOIUERW, 20
BA, WY eHER o — RE2EFOREEE (F 713k
B OUEER) NEERICEATE D, IRF =y 7 D
EHAERBT Mo EE UL, B SN ziisko
VAREEANCY 7 &EDHENIBORHDH, Zh
WLV, VAT AL, VA MIHDEEEICIRY Z O
ANBELT D EwTTAT 5,
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Comment 84

Two comments addressed authority checks within the
context of PDMA and suggested that

such checks not be required for drug sample receipt
records. The comments said that different individuals
may be authorized to accept drug samples at a
physician's office, and that the large number of
physicians who would potentially qualify to receive

samples would be too great to institute authority checks.

The agency advises that authority checks need not be
automated and that in the context of PDMA such checks
would be as valid for electronic records as they are for
paper
practitioners or their designees may accept delivery of

sample requests because only licensed
drug samples. The agency, therefore, acknowledges that
many individuals may legally accept samples and, thus,
have the authority to sign electronic receipts. However,
authority checks for electronic receipts could
nonetheless be performed by sample manufacturer
representatives by using the same procedures as the
representatives use for paper receipts. Accordingly, the
agency disagrees with the comment that proposed Sec.

11.10(g) should not apply to PDMA sample receipts.

The agency also advises that under PDMA, authority

[ A2 ]
PDMA "D T CTOMERT = » 7 IZHOWTE KL,
EIHLT TN DOZITEY I IIHERT = > 7
FAREE T RE LW REN 2D T, ERID
F 7 4 ATIHEEL DER LY V22T D
MRAZFROBERH Y T TNV EZITRD 2 LD
TEDERMDO N L IEFFITEZ N, ZDTD, HERT
= v 7 OFIEIIARARETH D, LIEHL T,

[FRE]PDMA I Prescription Drug Marketing Act (%L
TFEFE R oE B BYE) D,
HERRT = > 7133 L b BEML T 2 MBI 220, &
72. PDMA {28\ T, EAITE 72 3B RS L
BT NERLT TV EZETEDLZ LD,
MEIRT = v 7 13 BRI KX B 7 LiE R & Rk
IZEFREEICH L TH A TH LD, GIERICT 7
NEZIATHY B ZEFICEL T DERE RO
RN B DIEAD LN E X2 Y T BE LD
MR 23 B EEOHRT = v 7 RO 5E
FEOLGE LRI CFIATIT) 2N TE DU LD
M6, 1110 (g) OHHAIZEZ PDMA O% 7 VD%
FICHE AT RE TRV E WD T X2 MIERE
L72uy,

[FRiE']  TEERG) JFSCIE licensed practitioners [
EASBRZEE ) THHM, T 2T TERR EFR LT,

[#R7% 2] representatives # MR & 3R L7-,

PDMA O FTid, ERITZT N ESE S > 7L 25

checks would be particularly important in the case of | sk Tx 5729 [EIEFL DY > T ILGERFLERIZI T 5
drug sample request records because only licensed | FEFR T = v 7 [FHFICEHETH 5,
practitioners may request drug samples.

%1
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Accordingly, proposed Sec. 11.10(g) has been revised
to read: "Use of authority checks to ensure that only
authorized individuals can use the system, electronically
sign a record, access the operation or computer system
input or output device, alter a record, or perform the

operation at hand."

- T HAIED 11.10(g) 2RO L HIZHKET LT,

(9) HERRDBH D ENITIRY LT 2ATWED K 5 HE
FRTF = > 7 2 FEfET 5,

o VAT LEMHT B,

o FLERICKI LEFHICEALT D,

o WAE (M) /o va—2HoAH
FTEEEICT 7 AT 5,

o FLEREAET D,

o HEZAT I,

<11.10 (h)>
Comment 85

Proposed Sec. 11.10(h) states that procedures and
controls for closed systems must include the use of
device (e.g., terminal) location checks to determine, as
appropriate, the validity of the

source of data input or operational instruction. Several
comments objected to this proposed requirement and
suggested its deletion because it is: (1) Unnecessary
(because the data source is always known by virtue of
system design and validation); (2) problematic with
respect to mobile devices, such as those connected by
modem; (3) too much of a "how to;" (4) not explicit
enough to tell firms what to do; (5) unnecessary in the
case of PDMA; and (6) technically challenging. One
comment stated that a device's identification, in addition
to location, may be important and suggested that the
proposed rule be revised to require device identification
as well.

[z 22 ]

FAIZE D Section 11.10 (h) 1%, MBS L TT —#

AT E 2~ ROFE L O Y4 Hlr 45

7o, 7 a—X K« VAT AOFIAROEBIZT N

A A B ZA—IFN) oubr—Tar-Fov s

EEHLHbDE LTS, ZOBEIIKT L, HibkE

RO DIEEDE DT, ZOEHE & L TRO A

BTV,

Q) mbr—var - -FxyZFARE (VAT LD
REHBONRNYF =2 g N2k F— 2 D%IE
TEEFIHE L T\ D720)

(2) BT LDETERT DENA IV« T8 A~Diil
MIZHER B 5,

(3) FDA OfFE R Th 5,

(4) BEMTOIREZERAHETH D,

(5) PDMA O /5 — A CTII A

(6) BLATAVICEE L\,

F TR AR — 3 VT TR TN, A

ERFETDHZENEETHY 71 AOFRFEH K

DL EVTHANBESETTRELE LV OIRELD

-7,
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FDA advises that, by use of the term "as appropriate,"” it
does not intend to require device checks in all cases. The
agency believes that these checks are warranted where
only certain devices have been selected as legitimate
sources of data input or commands. In such cases, the
device checks would be used to determine if the data or
command source was authorized. In a network, for
example, it may be necessary for security reasons to
limit issuance of critical commands to only one
authorized workstation. The device check would
typically interrogate the source of the command to
ensure that only the authorized workstation, and not

some other device, was, in fact, issuing the command.

The same approach applies for remote sources
connected by modem, to the extent that device identity
interrogations could be made automatically regardless
of where the portable devices were located. To clarify
this concept, the agency has removed the word
"location” from proposed Sec. 11.10(h). Device checks
would be necessary under PDMA when the source of
commands or data is relevant to establishing
authenticity, such as when licensed practitioners order
drug samples directly from the manufacturer or
authorized distributor without the intermediary of a
sales representative. Device checks may also be useful
to firms in documenting and identifying which sales
representatives are transmitting drug sample requests

from licensed practitioners.

[FDA)

WEHZS T T LW FEDMPIZED  &2TD
J—ATTNA AT =2 7 HRDODDHZEEEXL
TWL DT TRV AFEDT A ADHNT —H
AR A~ FOIEYRFEE LI > TV DL HEE
WZBRY, TNAAF v I RROBND EEZ D,
ORI RGE T —H AR~ ROREILH
MERRD & % b DI HIWr T~ 5 7o I, 7 /3 A A
Frxy Al T L5, %y NU—27Tldk*a VT
4 EOBENS 7 VT 4 NI awy RaeRITT
LEERE 1 BOU—7 AT —2 a3 VITRETH
ERRERGE VDD, T AF v 7 TlLl
W, O~y ROBETICHWEDLE T, FFrlahi-
T—=J AT =23 DHNLa<x s RRBITIN
LHE9IZLTWD,

L7 7a—FRer ACHESND U E— b0
RETICOEHAIN EFT A A0rr—ra
WZBIRZR T AL R B RFET DT DWW E
MEBIITOILD THA D, ZOMEZ RIS
57012, BAIZE® Section 11.10 ()5 v —
va v L) EELHIBR L, PDMA O FTiXE
BHAHERT 22T a~vy RERIZT—FO%
BRDEELRGA, 75 AF = v 7 BB
%o BARBYIZ, ERTDS MR O 72 LIZBLESER SO
R 22 T S E IR TV R
EXTL2HEENREZOND, £To. THA AT =
v 71X BRI S OEIREMLY T OFERE, ED
MR Mk L CW oz itdk L, FFET 5 EThik
AN

[ER7:] K[ETI% authorized distributor 1%, B2AF D
WA a2 T T SR DT B T T O
W DOBERRH 5,
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FDA believes that,

demonstrate that a given terminal or workstation is

although validation may
technically capable of sending information from one
point to another, validation alone would not be expected
to address whether or not such device is authorized to

do so.

NYTF—2a r&ITH ZETUImART — 7 AT —
T a N B LGET BRI DG E R A sk T D
BEREN B D Z LITREICTE 2000 LILRWWR 2D
KD RT A ZNIRD REMERD B 2 DB DT D
WTIE, N T = a UEFTIEonbRun,

<11.10 (i)>
Comment 86

Proposed Sec. 11.10(i) states that procedures and
controls for closed systems must include confirmation
that persons who develop, maintain, or use electronic
record or signature systems have the education, training,
and experience to perform their assigned tasks.

' Several comments objected to the word "confirmation”
because it is redundant with, or more restrictive than,
existing regulations, and suggested alternate wording,
such as "evidence." Two comments interpreted the
proposed wording as requiring that checks of personnel
qualifications be performed automatically by computer
systems that perform database type matches between

functions and personnel training records.

The agency advises that, although there may be some
overlap in proposed Sec. 11.10(i) and other regulations
regarding the need for personnel to be properly qualified
for their duties, part 11 is specific to functions regarding
electronic records, an issue that other regulations may or

may not adequately address. Therefore, the agency is

retaining the requirement.

JRAIZE @ Section 11.10 (i) TlX, 7 B—X K« &
TLADOFIREEHT, BB L AT L%
BAFE. MEFRF. E7ITEEM I 281, MRS 2 2T
THEODOHE, No—=7 REBEHFLTND
Z L OEFE (confirmation) #1729 & LTW5,
(R &\ 5 RO IO 5 B AV E) &
olz, TOBEM L LT, BAFOFMMN & \EEL TW
L, FEEFOMBHIL VL TES, L )R
BT, AR E LC TREL (evidence) ] 250D
SEEAMHLIELEI D, EWIHRER DT, F
T BBENR EWEBD L —= U TR E T —
NR—=Z2THRETHarVa—F AT L2 HNT
WHXEBEOBKT = v 7 ZHEINIITI DO TH D,
LHESTHIR LTza X b 2EdH - 7=,

W 2 AT D2 OICHU e B EATHZ & D
VEPEIZEI L, ZoBIAIER 1110 (i) &hoBif <
ISEER DR HDE Livy, UL, Partll X
B RRICBET DB 2 xS L Lizb o THY th
DOHHTIEZNICHET 2RBER AR RGE D H
DTS T ZOEMEZDOEEHRT Z LI LT,
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The agency does not intend to require that the check of
personnel qualifications be performed automatically by
a computer system itself (although such automation is
desirable). The agency has revised the introductory
paragraph of Sec. 11.10, as discussed in section VII. of
this document, to clarify this point. The agency agrees
that another word should be used in place of
and for selected

"confirmation," clarity has

"determination."

AU —H VAT ALY BBICREEROE
MEFzy 7352 La2ROLERITRN(ZDX
5 7e HEMLIXBRAR CIEH 5 %) o Z 0% R
THEDIZ, ZO VI ETiHm LU TW5D XL 9T 11.10
DO ZSET Uiz, £ R OfRFRE L
THOSEELHEHT L VI ERICEEL, DHE
(determination)] &\ 5 SEEAMHT 5 LIZ LT,

Comment 87

One comment suggested that the word "training" be
deleted because it has the same meaning as "education”
and "experience,” and objected to the implied
requirement for records of employee training. Another
comment argued that applying this provision to system
developers was irrelevant so long as systems perform as
required and have been appropriately validated. The
comment suggested revising proposed Sec. 11.10(i) to
require employees to be trained only "as necessary."
One comment, noting that training and experience are
very important, suggested expanding proposed Sec.
11.10(i)) to

certification of persons who perform certain high-risk,

require appropriate examination and

high-trust functions and tasks.

The agency regards this requirement as fundamental to
the proper operation of a facility. Personnel entrusted
with important functions must have sufficient training
to do their jobs. In FDA's view, formal education (e.g.,
academic studies) and general industry experience
would not necessarily prepare someone to begin
specific, highly technical tasks at a given firm. Some
degree of on-the-job training would be customary and
expected. The agency believes that documentation of

such training is also customary and not unreasonable.

[= 4]

bpHrarr M, [hL—=27 (training)] 1% [#
F (education)] <> [#&Bk (experience)] & I[A] UERE
Y, HIFRTRETHDH, LREL, WEEBD |
== U PR T ARE L WO IR SN E
PRIZHRF LR LT, £70, AT ADVERE Y
IZHERE L . WU AU F— h S TWeHEE, 20
REZ VAT LAFEEICHEMT 203 EZRTH
D, &V AANEHY, WMERDHLGE] O
HPEEBIEI N L —=0 T 52252 LR D X
HRBL TV, FL—=0 L RERITIER R
ThHdHLELEI AT MW RZ 20 mWEH
PEIR D B DI ITHEF T HE IR LT
W) 225 (examination) & OVGRE (certification)
EATH Z L xFERTH LS, HHIZE 11.10 (i) 2L
RKTDLZEEZRET LA MR LT,
ZOBEIME 2 EU)IEE T A OICEETH
%, BERBBE LR SNTEERIL, TR EG -
RPN == T 2T TN DRERDH D, IE
BOEE Bl RFEHE) LilE OEBGRRICK -
T, Rk oD TR 21T D Be 108,
FTLHHEONDZ LT bnE Vo DA FDA
DRETHD, HDHFEED OIT BMrbihd Z L1
—RHTHY b SN TS, ZOLH 7 ML
—= U ERRETAZE L ITHY Y TH
5EEZTND,
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The agency also disagrees with the assertion that
personnel qualifications of system developers are
irrelevant. The qualifications of personnel who develop
systems are relevant to the expected performance of the
systems they build and their ability to explain and
support these systems. Validation does not lessen the
need for personnel to have the education, training, and
experience to do their jobs properly. Indeed, it is highly
unlikely that poorly qualified developers would be
capable of producing a system that could be validated.
The agency advises that, although the intent of proposed
Sec. 11.10(i) is to address qualifications of those
personnel who develop systems within an organization,
rather than external "vendors" per se, it is nonetheless
vital that vendor personnel are likewise qualified to do
their work. The agency agrees that periodic examination
or certification of personnel who perform certain critical
tasks is desirable. However, the agency does not believe

that at this time a specific requirement for such

examination and certification is necessary.

VAT LBAFE KT BT = v 7 ITEERT
bDH, LV ERICIEFE LW, AT ABEHE
DB, BREIND T AT A THIE SN D IHERE,
EOZED VAT JMZOW TS R — %175
BEJNCERT 5, N T — a U oMThiuiz &
Z, HEEEEYNATI) EOOHE., FL—=7
K OB OB D D Z LT B0,
EEE, TR B A F VB E D, XY F— b
ENIGFDH VAT DEVEDREN & 2 T 5 AlRENE
(IO TRV, Z OBRIZRIE, SO~ Z LD
LV ITHBN T AT L2 BT A EEE 255
WCL72bDTHDLN N X OREBLFRRICH D
DIEFEOBATREN Z M A TND Z &3 CHE
Th 5, FHICEHBEREBE LTI DIEERITT L
T EMR 2B E I X ERREETTH 2 ENE
FLW, EWIHERICFAET 2, AL, O L H 7
RBRCE SRR T & B L CHRARMIZ R D D BT
RN EFEZD,

<11.10 (j)>
Comment 88

Proposed Sec. 11.10(j) states that procedures and

controls for closed systems must include the

establishment of, and adherence to, written policies that
hold individuals accountable and liable for actions
initiated under their electronic signatures, so as to deter

record and signature falsification.

HHIZE D Section 11.10 () (£, 7 v —X K« v AT
LOFNEEEET, Gk BLOUI AT
L2 EFELD F TIT T AT T HEB &
BHILEOBELE LEANCRIND Z L 2ER
TRLEGHEZGREL, TLERTFSEL 28] &
LTW5,
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Several comments suggested changing the word "liable"
to "responsible” because the word "responsible" is
broader, more widely understood by employees, more
positive and inclusive of elements of honesty and trust,
and more supportive of a broad range of disciplinary
measures. One comment argued that the requirement
would not deter record or signature falsification because
employee honesty and integrity cannot be regulated.

The agency agrees because, although the words
"responsible” and "liable" are generally synonymous,
"responsible” is preferable because it is more positive
and supportive of a broad range of disciplinary
measures. There may be a general perception that
electronic records and electronic signatures (particularly
identification codes and passwords) are less significant
than paper

handwritten signatures. Individuals may therefore not

and formal traditional records and
fully equate the seriousness of electronic record
falsification with paper record falsification. Employees
need to understand the gravity and consequences of
signature or record falsification. Although FDA agrees
that employee honesty cannot be ensured by requiring it
in a regulation, the presence of strong accountability and
responsibility policies is necessary to ensure that

employees understand the importance of maintaining

the integrity of electronic records and signatures.

[ A2 ]

(FBENH D (liable)] EWHEEL [HEENDHD

(responsible) | LW ) BHEICE SR DL Z L ARE
THaAA L SRS ST, EDOBB E LT IEH
TR 51 DIFIWERPIRFE THY | (EERITK
VA B, B TH D | ESEHE VD
ERSEE L, AHE OB E RO TND, &
WO R AT T\, £, EEBOERE IRWE
SIIHHICIRORED ZENTERWZD, 2D
HCREHESCEL DRI AZIETHZ LIXTE
WEAHSH o arrhbbol,
FDA I%., [EHEMRH D (responsibility) ] & [FEHH
H 7% (liable)] I TEARMIZEELEL, [BELHD
(responsible) | DIF H A3 X 0 FEMRA T A Ok
HEEZRDDLBEDTHLINHAFE L, &) A
WZRET 2, —RAVICE sk & E B4 (FrI2ID
Aa— R ENRAYT = F) I, IERDMOTLIRCFEH S
BAICHARTEE TRV EXTERNE W HFE
WD DI LIV, EDT | B RO W S
A ERRDFLEF DL S ANBFREDRAN S 2RO &
MR S TR W ATEEMED & 5, (X B
BLFETILREHROEL S AOEEE L ENR B2 D
THRER LT TR DMEN D D, Flo, (EEBDOHWE
SIBHITRO THMRTE RN E WV O FERHICH
FET 5, Lol EFitk e ETEROTEMEE
MEFFT 22 L DEES ZNEEBICHEICHMS T
HITiE, E# (accountability) & E{T: (responsibility)
BT 2N THPMETH D,
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Several comments expressed concern regarding | [= A K]
employee liability for actions taken under their | &4 2ME H CEX oW RABIC /e o 72 IRRIZ, B9y
electronic signatures in the event that such signatures | & 1- &4 @ F C{TONTATAIIX T HETIZ OV
are  compromised, and requested ‘"reasonable | THEEA R L, RGN ZRDDH AL RR
exceptions." The comments suggested revising | fil{E:22d > 7=, & Z Tl. aﬁ%?‘ 2 OB %

proposed Sec. 11.10(j) to hold people accountable only
where there has been intentional falsification or
corruption of electronic data.

The agency considers the compromise of electronic
signatures to be a very serious matter, one that should
precipitate an appropriate investigation into any

causative weaknesses in an organization's security

controls. The agency nonetheless recognizes that where
such compromises occur through no fault or knowledge
of individual employees, there would be reasonable
limits on the extent to which disciplinary action would
be taken. However, to maintain emphasis on the
seriousness of such security breeches and deter the
deliberate fabrication of "mistakes," the agency believes
Sec. 11.10 should not provide for exceptions that may

lessen the import of such a fabrication.

BERWEANITONT- BB ICOREFE ALY D
;9\ﬁ%§@m4un@&ﬂ%*wfwko

BIEADEHTE <0 d 2 LITFEREITRA 72

METH D, EERICEFEANENTE R o
LA X, e DIRK & 722 0 55N OEX 2 U 7
A BEOF BV L2 LB TRE TH D, A
L., 2OXI R LElx DREEBE DA TSR
<L RRERAND & Z ATHRAE LTELEITIE, BodHE
DEIICHIRVRHDH Z & w&bé Lol &%
2 VT 4 FRIZEDRNWZ &@Ekﬁ%ﬁﬁbﬁa
TEIRZEES Z L 2B <TeDIC BEDOERMEE T
Dz lsh % Section 11.10 THIET & Tl
AAN

Comment 90

One comment said the agency should consider the need
for criminal law reform because current computer crime
laws do not address signatures when unauthorized
access or computer use is not an issue. Another
comment argued that proposed Sec. 11.10(j) should be
expanded beyond "individual" accountability to include

business entities.

[z 22 F]

FDA [FFVESEDLEVEZRFHT R E 72, L)
BN, TOBHEE LT, BYTOa U Ea—
&mﬁﬁﬁi%@@ﬁw77ﬁxitmny51
— X2 O AN R IR D IRWRY B4 M- &
BN &%*watoit\ﬁmﬁ@lﬂﬂ
() ZIERL T, MEAD)] BHELIT TR, FE
BOBEBLELAREE, tnoarrbbbol,
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The agency will consider the need for recommending
legislative initiatives to address electronic signature
falsification in light of the experience it gains with this
regulation. The agency does not believe it necessary to
address business entity accountability specifically in
Sec. 11.10 because the emphasis is on actions and
accountability of individuals, and because individuals,

rather than business entities, apply signatures.

[FDA]

FDA [I45 % ORERICI O L, ETELOHUIAIC
DWVWTHEREZ RS T 2 HEMWENH 5 0G0 E R
5, Fo, EADITALBEECEAR DY, F
FRRTIE R BEANESLT D72, Section11.10 T
ITFEEROBEMLIZOVTE LT DHLEITRFITRN
EFEZD,

Comment 91

One comment suggested that proposed Sec. 11.10(j)
should be deleted because it is unnecessary because
individuals are presumably held accountable for actions
taken under their authority, and because, in some
organizations, individuals frequently delegate authority
to sign their names.

As discussed in comments 88 to 90 of this document,
the agency has concluded that this section is necessary.
Furthermore it does not limit delegation of authority as
described in the comment. However, where one
individual signs his or her name on behalf of someone
else, the signature applied should be that of the
delegatee, with some notation of that fact, and not the
name of the delegator. This is the same procedure
commonly used on paper documents, noted as "X for

Y.ll

[ 22 1]

FHIZ D Section 11.10 (j) ZHIBRT~&, Lo =
AV IR UEB ST, OB E LT, B OHER
T 2 AT B IR ANEEEZFF O DT H RO Z &
TV M L > TUTADOAATTESL T DHER
EMACHECEBEL TS, &V ) REEF T

RKRFa XA hoaAtr b 88 005 90 £ TIT T
CTW5a L 9T, FDA I Z @ Section (ZX4ETH D
L OfEFwAE N LTz, £72., T Section = A b
oD KD REROEFELFIRT 5 6 O TIEARW,
fBL. & DEABMIOMENIZID > THY DA Z
BHT DA EOBLIIMREZE L 7238 ORI
T, BEINTEHEOLNI TR UL b7z
W, o, ZFEINT LW D FERERTELNIRZ
HNTWRL TER B2, ZHUTED R o 2 v
F T RMICEDNLTWD FRE LR LD TH
D, IYIZRboTX) OXIICHERLT D,
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<11.10 (k)>
Comment 92

Proposed Sec. 11.10(k) states that procedures and
controls for closed systems must include the use of
appropriate systems documentation controls, including:
(1) Adequate controls over the distribution, access to,
and use of documentation for system operation and
maintenance; and (2) records revision and change
control procedures to maintain an electronic audit trail
that documents time-sequenced development and
modification of records. Several comments requested
clarification of the type of documents covered by
proposed Sec. 11.10(k). One comment noted that this
section failed to address controls for record retention.
Some comments suggested limiting the scope of
systems documentation to application and configurable
software, or only to software that could compromise
system security or integrity. Other comments suggested
that this section should be deleted because some
documentation needs wide distribution within an
organization, and that it is an onerous burden to control

user manuals.

HHIZE D Section11.10(K) (£, 7 m—X K« v AT
LDOFINHEEHRL LTUT2F0R@EE R AT L
R¥aArTF—i gy OFHOEREZRDTND,

(1) ¥ A7 LOEBRHBIEDIRTO R 2 AT —
Yarol, T A RIS DR
i}

(2) FLERDAERL L EIEZ RERY TRLeT o8B 15
B 2 e+ 5 72D DR DO MET R OVEF
B FIA
[Z 22 1]

ZOHARETHON—END R¥a X NOEY

I T 52 L& RO D a X MMilfEdd o7z,

Z @ Section X, FLERRFFICEAT 2 EHIZOWTE

KLENTWZRW, EWO RS & o 7o, w6 HHE

ERDBVAT L RXa A T—varvk, 77

=gV 7 T lar7 4 X277 )b

VTR =T DbDIRET & LT AT A

DEXxaVT 46 L IFEEEEERDE 2 AHE

HERSHLY 7 MU= TIZRET D, LWV IRELH

ST, R AT —3 g 020, MBEN CIagh

IR SNDbDObH ) 22— Fv=a T LOFHR

I EIZR B2 B 72, O Section TXHIFRT R

T EWVWIHIERbH T,
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The agency advises that Sec. 11.10(k) is intended to
apply to systems documentation, namely, records
describing how a system operates and is maintained,
including standard operating procedures. The agency
believes that adequate controls over such documentation
are necessary for various reasons. For example, it is
important for employees to have correct and updated
versions of standard operating and maintenance
procedures. If this documentation is not current, errors
in procedures and/or maintenance are more likely to
occur. Part 11 does not limit an organization's discretion
as to how widely or narrowly any document is to be
distributed, and FDA expects that certain documents
will, in fact, be widely disseminated. However, some
highly sensitive documentation, such as instructions on
how to modify system security features, would not
routinely be widely distributed. Hence, it is important to
control distribution of, access to, and use of such

documentation.

Although the agency agrees that the most critical types
of system documents would be those directly affecting
system security and integrity, FDA does not agree that
control over system documentation should only extend
to security related software or to application or
configurable software. Documentation that relates to
operating systems, for example, may also have an
impact on security and day-to-day operations. The
agency does not agree that it is an onerous burden to
control documentation that relates to effective operation
and security of electronic records systems. Failure to
control such documentation, as discussed above, could
permit and foster records falsification by making the
enabling instructions for these acts readily available to

any individual.

[FDA]

ZD11L10 (K) ZY AT A s RFaArTF—ay
WCHEMAT 22 E2BRLELOTH D, Ml 1EH
BETFIETE (SOP) Z&Tesy AT ADOEAESE L R
SPAT SRECE S, e B G
VAT A R¥a AT =g VEBEUICERT S
VER D D, BlZIE, WEEBNIE LW N—Y 3
Y OBERAE L RTFFIEELF > TVWD 2 LT
FBETHD, KEFOLOTRIFIUE, 1EETIESCHE
SECRR Y AT HAREMES & £ D, Part 11 (X R
¥ oAy NI DA HIRT 5 6 O TR
W, FEEE O REx 2 Ay MIAL B END b
DEZEZTND, LL, VAT LADEX 2T 4
BERE DT HIEICBET 2 I % OB SCES B
FINZIRS BT SND &V D Z L3R TH A ) i
ST, ZO LI KXo XA MO, 77X,
iz a5 Z LIZEETH D,

LRAF L RXa AT g L ORTR L EER
LI VAT LDOEX 2 )T ¢ L EAMICHEBERY
BEHEZDHOTHLZEICHET S, Ll &
X2 VT 4BEOY 7 Ny =T (FEIET Y —
vared 7 TR ar 74X a T TN T
N =27 DRFa Ay hORE, VAT L F¥a
AT =g VOFBHRICTREE LV O E
IR T 5, AL —TF 4 7« AT ABROD
RE¥aA bbb a7 0O OBRECKE
EHZDAREER DD, T, BTV AT LD
HRAIER L OEX 2 U T 412895 R X
VINEFHT LI ENEETTAHIZR D, L)
FIZHRE LRV, ZOXHREHEZRBD &, i
LT L ICBEFIRLHETLAESITAFTED
X2y | FEEROU S AEFEEIZL, BiRT5 2
L2 ey,
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Comment 93

Concerning the proposed requirement for adequate
controls over documentation for system operation and
maintenance, one comment suggested that it be deleted
because it is under the control of system vendors, rather
than operating organizations. Several comments
suggested that the proposed provision be deleted
because it duplicates Sec. 11.10(e) with respect to audit
trails. Some comments also objected to maintaining the
change control procedures in electronic form and
“"electronic” from

suggested deleting the word

"electronic audit trails."

The agency advises that this section is intended to apply
to systems documentation that can be changed by
individuals within an organization. If systems
documentation can only be changed by a vendor, this
provision does not apply to the vendor's customers. The
agency acknowledges that systems documentation may
be in paper or electronic form. Where the documentation
is in paper form, an audit trail of revisions need not be
in electronic form. Where systems documentation is in
electronic form, however, the agency intends to require
the audit trail also be in electronic form, in accordance
with Sec. 11.10(e). The agency acknowledges that, in
light of the comments, the proposed rule may not have
been clear enough regarding audit trails addressed in
Sec. 11.10(k) compared to audit trails addressed in Sec.
11.10(e) and has revised the final rule to clarify this

matter.

[ A1)

VAT LDOEBMEAELRSFICET D RF 2 A b
DL 70 E A K oD 2 HIRI R OFLIR & HIBR 3~ & |
EVIHRREN LD T, FOHPT, ZOLHZR K
Fa A MI VAT AEEHL TODMMETIE
UGB L TV ARV A OEFEBFIZHD &9 B
EET W, £72, BEEIEMICET 2500
Section 11.10 (e) Lt EHE L TV 5D T, HAIED Z
OHEBREZHIRTRETH D, &\ D fER b i
Moo T, EREBDOFRE 2 i EATHERT 5
ZligRtL, EFEEGN 226 TE1 v
IEHELHIRT A L ERET L aA L M bbb o

Z @ Section 1%, EEBIZ > TEEINGLH A
Th RF¥a AT —ra T3 2 8 2EK
L72bDThb, VAT L R¥a A T—ay
WXL UDEETERNLDOTHLRHIE, 2D
KBTI X OBE Th D AT H S v7e .,
VAT L RF¥a AT —va VFRIEXTHLE
A THHDR, VAT L X2 AT —T3
VBRI e B I ST O AR 2 s T
HVEIIR, L, VAT A Rxa AT —
va rNETFEA/HIE, Section11.10 () (ZHEVY,
AR b EFERCT 22 L2 2RT 5, HEL
TWD &V ) FEREIZ DWW T, Section 11.10 (K) @
B A RERMIC BE 9 S Rl 1%, Section 11.10 (e) Dk
FEBHMETIT ol L, 0D 2 EE
B BAEHAITIE, ZOREFUGET L,

121

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

The agency does not agree, however, that the audit trail
provisions of Sec. 11.10(e) and (k), as revised, are
entirely duplicative. Section 11.10(e) applies to

electronic records in general (including systems
documentation); Sec. 11.10(k) applies exclusively to
systems documentation, regardless of whether such
documentation is in paper or electronic form.

| As revised, Sec. 11.10(k) now reads as follows:

(k) Use of appropriate controls over systems
documentation including:

(1) Adequate controls over the distribution of, access
to, and use of documentation for system operation and
maintenance.

(2) Revision and change control procedures to
maintain an audit trail that documents time-sequenced

and  modification  of

development systems

documentation.

fB.L. Section11.10 (e) & k7I# D Section11.10 (k)
DEEEFENZET 2HEN EEHL TWD WO fR
FCIERIE L2V, 11.10(e) (X AT L R A
YTI—va reaEFREREMRICET S .
11.10 (K) 1% F& = A > MBI RE TR
WbhbLT VAT L RXa AT — a3 DR
Section 1110 (k) &% D L 5 1CddT L=,
K) AT LD RFa AT —vaZBEL, LT

TR E A LT 5,

(1) ¥ AT LOEMRIERCRTIZET 5 FF =
AL NOEME, T 7B AAFERIZOWT 0w
TRE P

(2) FERIINTATON D VAT L RF¥ a2 A b
DIEREIEZTLERT 5 K O 72 BE AR 4 K
FFT 57O DOUET - RHEHTFIE

VIII. Electronic Records--Controls for Open Systems (Sec. 11.30)
VII. & iifk——A—7 - v AT ADEHE (Section 11.30)

Proposed Sec. 11.30 states that: "Open systems used to
create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to ensure
the authenticity,

electronic records from the point of their creation to the

integrity and confidentiality of

point of their receipt." In addition, Sec. 11.30 states:* *
* Such procedures and controls shall include those
identified in Sec. 11.10, as appropriate, and such
additional measures as document encryption and use of
established digital signature standards acceptable to the
agency, to ensure, as necessary under the circumstances,

record authenticity, integrity, and confidentiality.

HiHIZ2 D Section 11.30 (IR DFEIR D 8 5,
(F—Tr e V2T DM L CEFRRERDIER,
EIE, HERFER, [k 21T 0 FiL, EF RO
IR RN DS PERF AL R LB RCER OB 1B, SE A,
LOMREME L IR TE D X 5 RFIRE EF A4 FhE
THLDOET D, |

B2, ROE D ITHke<,

[ 2D XD 2 FNE L EBITIEIL, BEITIEU,
Section 11.10 DHFIH A Fie, BT, Z ORI T T
Fp B, LT, ettt MOBRE M4
T DO R o A2 OB SR S iz
TR NVELHREOMEH Lo 72 FDA 23R 538
IMEFBE b &, |
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<11.30>
Comment 94

One comment suggested that the reference to digital
signature standards be deleted because the agency
should not be setting standards and should not dictate
how to ensure record authenticity, integrity, and
confidentiality. Other comments requested clarification
of the agency's expectations with regard to digital
signatures: (1) The kinds that would be acceptable, (2)
the mechanism for announcing which standards were
acceptable (and whether that meant FDA would be
certifying particular software), and (3) a definition of
digital signature. One comment asserted that FDA
should accept international standards for digital
signatures. Some comments also requested a definition
of encryption. One comment encouraged the agency to

further define open systems.

The agency advises that Sec. 11.30 requires additional
controls, beyond those identified in Sec. 11.10, as
needed under the circumstances, to ensure record
authenticity, integrity, and confidentiality for open
systems. Use of digital signatures is one measure that
may be used, but is not specifically required. The agency
wants to ensure that the digital signature standard used
is, in fact, appropriate. Development of digital signature
standards is a complex undertaking, one FDA does not

expect to be performed by individual firms on an ad hoc

basis, and one FDA does not now seek to perform.

[= 22 1]
TV ENVEL ORI T LR ITHIRT )& T
D, EWVOIREN LD oI, ZTOHMLE LT,
FDA (X7 VX VEA ORI ZR T 5 & TlEk
<\ FLEROEIRME, et K OWEMEZHRT 5
FEERRTRETH RN, L0 ) SE 5T
Too TUXNBLOLFORIZE L, FDA O
ZRAEIC L TER LW, & W) T X RN Db
277,
(1) BOOLNDHETELOFEE
(2) POMKBERDDINZHONVWTOREKTE (&
O, ZIUTFDABEEED Y 7 N0 = 7 Z8ET
DT EEBERT DDNEN)
() T VX IVEL DER
FDA 137 ¥ # VEXA OEEERE 252 A~
XL WO ERESL LS T-, B bOERE KD
Lary M otz A—T2 VAT A
DOWNT, HIZFELWEREZRKRDODDIERbH T,
Section 11.30 Ti&, Section 11.10 THEIN T\ 5
FURITINZ A —T v ¥ AT L TOREDE BN,
FERNE R OB 2 IR T 2 DT B E B A K
HTND, TUVXNVELITRIED 1 SDTiEH S
W, FRHCEDERAZZR LTIV 2w, RIS
TYUXNVEBLBENEYTH D EREFEICLE
W& FDAITE R TV D, T VX IVEX Bk DB
IHEHEREETH Y 2 DAEFENYE L O EIAT
O Z LR L TR BT, FDA TIT 9 B b 720,
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The agency is nonetheless concerned that such
standards be robust and secure. Currently, the agency is
aware of two such standards, the RSA (Rivest-Shamir-
Adleman), and NIST's Digital Signature Standard
(DSS). The DSS became
Processing Standard (FIPS) 186 on December 1, 1994.

These standards are incorporated in different software

Federal Information

programs. The agency does not seek to certify or
otherwise approve of such programs, but expects people
who use such programs to ensure that they are suitable
for their intended use. FDA is aware that NIST provides
certifications regarding mathematical conformance to
the DSS core algorithms, but does not formally evaluate
the broader programs that contain those algorithms. The
agency has revised the final rule to clarify its intent that
firms retain the flexibility to use any appropriate digital
signature as an additional system control for open
systems. FDA is also including a definition of digital
signature under Sec. 11.3(b)(5).

The agency does not believe it necessary to codify the
term "encryption" because, unlike the term digital
signature, it has been in general use for many years and
is generally understood to mean the transforming of a
writing into a secret code or cipher. The agency is aware
that there are several commercially available software

programs that implement both digital signatures and

encryption.

fBL., FDAZT VX VB DRI INER IO A
BRHEDTHHNEPICONTELEE STV,
BIE, 2D X 57285 2o, BB RSA (Rivest-
Shamir-Adleman) & KERGHAERER (NIST) ©
T VX VEL K (Digital Signatures Standard
(DSS)) BFHETH Z & &7k LT\ 5, DSS (%
1994 4212 J1 1 B, @G HALERHRE (Federa
Information Processing Standard (FIPS) 186) & 72—
oo TNHORKIL, xRy 7 hu =T - 7o
77 KHBAEN TS, FDAX, D X972
77T LEREEITART HEKITR . L
ML, 7ur 7 AOREZ, Tr s T ARER
ENTHBICHEL TS Z EE2EEICTHEN
HfFShTWwab, NISTIEDSS D=7 « 7=l
RADEFRNCHEAE L TNWD Z L ZBELTWD
LOD, ZOT NI XLEEGTe XY JKEHO Y
0 77 AEERITHHE L TiXWen, F—7r -
AT MR T DB AT LERE LT, #
e b DO THITNTNOT VX NVELTHEH
TXHFEMMEEREICEZD L0 ) B EZ Ak
AT X DT, BEHRAIE&KET Lz, $£7-. Section
113 (0)(5) T VANBLADERLEGOLI L L
CTHEEBE SV ) SR ERT HLERARVEEL
5o ZOBET, TUXNEL EITERY | BFEIC
DI~ SN TEY K2 A &R
BOa—FOX D ZICESHMALIERTHD Z
ENELS BRI N TN D NHTHD, FDA X7V
HNVEL LW EALDOW G & KB T 5 K 9 2Rk Y
TRy =TT a T T AR DL I EERHLTY
Do
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Comment 95

Two comments noted that use of digital signatures and
encryption is not necessary in the context of PDMA,
where access to an electronic record is limited once it is
signed and stored. One of the comments suggested that

proposed Sec. 11.30 be revised to clarify this point.

As discussed in comment 94 of this document, use of
digital signatures and encryption would be an option
the
In the case of PDMA records, such

when extra measures are necessary under
circumstances.
measures may be warranted in certain circumstances,
and unnecessary in others. For example, if electronic
records were to be transmitted by a firm's representative
by way of a public online service to a central location,
additional measures would be necessary. On the other
hand, where the representative's records are hand
delivered to that location, or transferred by direct
connection between the representative and the central
location, such additional measures to ensure record
authenticity, confidentiality, and integrity may not be
necessary. The agency does not believe that it is
practical to revise Sec. 11.30 to elaborate on every
possible situation in which additional measures would

or would not be needed.

[= A1)

PDMA O F Tl Bt B4 S, rfFS
BT 7B ARHIRS D T2, T VX NVELORE
AL EMEHT MR, En) a3 A MR 24
bole, 2D HO 1L HE, HHIZE D Section 11.30
AZYFET LT OREPKICT~E, LfE/HL T
72

[FRiE] PDMA % Prescription Drug Marketing Act
(A7 EEFE R E BETE)  DWETR,

[FDA]
AARUTHETCWD LT, TUXNLELR
R [ ARL SRS =V I DS = AV S48 Sl <5 el

&@?%é%m%f&é PDMA DFZEKIZHOWT
S L GBMBFEED A L 72 5 1B LIRS

T&éoﬂzi\MR#*%®i/74V%ﬁ%—
B2 &S L CE Rl P RICERE T 5581
I FEPVLETH D, —F. MR BNZDYFTICE
ﬁﬁ%%%%ﬁﬁé@mitiﬁﬁﬁ AU}
Perh CHRIR T D %A ld. FREROFIEME, BT,
K O5E @%%%Tétb@ EYINENES= A ¥
WTHA D, Section11.30 Z ki LT, BIMAYT-B
DLEIRIRIL, F7213Z 5 THEHARVIRILZE T
FFTRELLHAT 20BENTIERNES X
Do

VB

Comment 96

One comment addressed encryption of submissions to
FDA and asked if people making those submissions
would have to give the agency the appropriate "keys"
and, if so, how the agency would protect the security of

such information.

[z F]

FDA ~D#EHP O SALIZ DN T O A ks 1

o olc, TOHPT, ok L TIRET 56, £
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The agency intends to develop appropriate procedures
regarding the exchange of "keys" attendant to use of
encryption and digital signatures, and will protect those
keys that must remain confidential, in the same manner
as the agency currently protects trade secrets. Where the
agency and a submitter agree to use a system that calls
for the exchange of secret keys, FDA will work with

submitters to achieve mutually agreeable procedures.

[FDA]

FDA TlE, WAL T U X2 VEL T HER
:%%&ﬁéfﬁjw%DWD:%LTLEﬁim
EREL, WERRFFT &% (BIE FDA MM
R ZARTE L T D 0 L RIRRID) (Ri#ET D FTF CTH
%, FDA L HFEH & ORIT, WEFROLY Y 23
VBTV AT DT 25513 ME IZ# I LT
ARAGERTFIEZEDDL LD LT H, AL, LT L

The agency notes, however, that not all encryption and | & 2 T DR 5L LT ¥ X VBBV TED L
digital signature systems require that enabling keys be | % T& 2 MLE 72\,
secret.

Comment 97
One comment noted that proposed Sec. 11.30 does not | [=2 A > K]
mention availability and nonrepudiation and requested | & % = A > Mi&, #HIZE D Section 11.30 73, FHME
clarification of the term "point of receipt.” The comment | (availability) & 552651k (nonrepudiation) (Z i1 C
noted that, where an electronic record is received at a | W2 W R & FEHE L. £ 72 [ BLEKE L (point of
person's electronic mailbox (which resides on an open | receipt) | &9 SEEDOFZ RO Tz, Hiz, (4

system), additional measures may be needed when the
record is transferred to the person's own local computer
because such additional transfer entails additional
security risks. The comment suggested wording that
would extend open system controls to the point where

records are ultimately retained.

The agency agrees that, in the situation described by the
comment, movement of the electronic record from an
electronic mailbox to a person's local computer may
necessitate open system controls. However, situations
may vary considerably as to the ultimate point of
receipt, and FDA believes proposed Sec. 11.30 offers
greater flexibility in determining open system controls
than revisions suggested by the comment. The agency
advises that the concept of nonrepudiation is part of
record authenticity and integrity, as already covered by
Sec. 11.10(c). Therefore, FDA is not revising Sec. 11.30

as suggested.

=T VAT A EICHD) MAHEF AR Y
JACERLEEZE L, FxDOu—)L a ¥

2 — H TRk HRET D L O RIGA  IRERF O ' ¥
2 VT 4 OV RT PIEAET D70 GBI FEN
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— T VAT AOEE | RS RLERD RRR S

NHOMEICETCIER L CEAT 2L 9BEL TV
[FDA]
Ay MITHBAINZL Y RN, DFEVE

FREB ARy I ANLEZEANDOBR—T V3
o=~ ~BE#To5L& I AT AT L0
BEDSLE S L, (B L IR 7052 BRIRE A
ENTIIUCT 20 Ko TR KRE S B2 57z
W, I AL P TIRESNSKET L HHAIZEO A
H =T VAT AOERERD D D 2 TOFERME
WD EEZTND, TERIE]D &) BEEITEE
|2 Section 11.10 (¢) TRLFRDAFIEME & 522D —E6
ELTH-TD, fiE- T, Section11.30 ZHEED
K OITIFET Ly,
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IX. Electronic Records--Signature Manifestations (Sec. 11.50)

i
e,

IX. FiE——F& 4 OWIZR (Section 11.50)

Proposed Sec. 11.50 requires that electronic records that
are electronically signed must display in clear text the
printed name of the signer, and the date and time when
the electronic signature was executed. This section also
requires that electronic records clearly indicate the
meaning (such as review, approval, responsibility, and

authorship) associated with their attendant signatures.

JHRIZ D Section 11.50 TiX, B I E4 SL-E
TRREIL MR T A N TELAHF OIET R4
(printed name) OF R, K NZEDETFELITHOI
TARERRTHZEZERLTWD, £, &
eI, B4 LHICFOER BliEr e a—,
AR, B MERES) 2RI T Lo ROTWH
Do

<11.50 (b)>
Comment 98

Several comments suggested that the information
required under proposed Sec. 11.50 need not be
contained in the electronic records themselves, but only
in the human readable format (screen displays and
printouts) of such records. The comments explained that
the records themselves need only contain links, such as
signature attribute codes, to such information to produce
the displays of information required. The comments
noted, for example, that, where electronic signatures
consist of an identification code in combination with a
password, the combined code and password itself would
not be part of the display. Some comments suggested
that proposed Sec. 11.50 be revised to clarify what items

are to be displayed.

[ A2 ]

ZORAIETRD b L HFRITEFRREB RIS
FNLMEIT e ETREE ANMRFHTe Z AT
XA (HEHERLCT Y R T 7 M) Lzt o
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O GLEKBEIRICIXE A RN T DT DI E A
HEME T — FEOER~DOY 7 REEN TR
TRV, EFBIL T\, #lxiX, ETFE4AD ID
A= R LAY — ROMAGEDOE THEK SN LS
Ay ID 22— R /X2 T— KARIEEERR SR
Wi2AH S, LR TWe, ZOHAREZSETL T,
FORHEHA ZPAMICTNE L0 ) BRBTEND -
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The agency agrees and has revised proposed Sec. 11.50
accordingly. The intent of this section is to require that
human readable forms of signed electronic records, such
as computer screen displays and printouts bear: (1) The
printed name of the signer (at the time the record is
signed as well as whenever the record is read by
humans); (2) the date and time of signing; and (3) the
meaning of the signature. The agency believes that
revised Sec. 11.50 will afford persons the flexibility
they need to implement the display of information
appropriate for their own electronic records systems,
consistent with other system controls in part 11, to

ensure record integrity and prevent falsification.

[FDA]
FDA I ZFEE L. JHAIZE D Section 11.50 & Z AU H
HINTWET L7z, Z D Section (. BLEINT-FE
kA, A a—ZOEERS TV MU MEOLD
R NIRRT Z & D TE AU LB, LT 3 &RoR
SHFEINDZ L ZHERTLHHLDTH D,
(1) BAHEOIETHL GLEkIZES LTIZRER
FOFLERS NI & O“CEE%Lﬁéﬂf:H%li%
ED,
(2) B4 D A & REZ
(3) BA DEE
G #% O Section 11.50 (X, FekDTERM A MR L.
WS A EMFEICBLIET H720, Part 11 Offod o &
TLEHEME B EA RN D FADE
Gk AT DT LI FMEOR 2 LT D 5 A TH
R MEE 52 T D

Comment 99

One comment stated that the controls in proposed Sec.

11.50 would not protect against inaccurate entries.

FDA advises that the purpose of this section is not to
protect against inaccurate entries, but to provide
unambiguous documentation of the signer, when the
signature was executed, and the signature’s meaning.
The agency believes that such a record is necessary to

document individual responsibility and actions.

In a paper environment, the printed name of the individual
is generally present in the signed record, frequently part of
a traditional “signature block.” In an electronic
environment, the person’s name may not be apparent,
especially where the signature is based on identification
codes combined with passwords. In addition, the meaning
of a signature is generally apparent in a paper record by
virtue of the context of the record or, more often, explicit
phrases such as “approved by,” “reviewed by,” and
“performed by.” Thus, the agency believes that for clear
documentation purposes it is necessary to carry such
meanings into the electronic record environment.

[Z 2]

HIHIZ D Section 11.50 DE L, fR > 7= AJ1D A IE
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Comment 100

One comment suggested that proposed Sec. 11.50
should apply only to those records that are required to
be signed, and that the display of the date and time
should be performed in a secure manner.

The agency intends that this section apply to all signed

electronic records regardless of whether other
regulations require them to be signed. The agency
believes that if it is important enough that a record be
signed, human readable displays of such records must
include the printed name of the signer, the date and time
of signing, and the meaning of the signature. Such
information is crucial to the agency’s ability to protect
public health. For example, a message from a firm’s
management to employees instructing them on a
particular course of action may be critical in litigation.
This requirement will help ensure clear documentation
and deter falsification regardless of whether the
signature is electronic or handwritten.

The agency agrees that the display of information
should be carried out in a secure manner that preserves
the integrity of that information. The agency, however,
does not believe it is necessary at this time to revise Sec.
11.50 to add specific security measures because other
requirements of part 11 have the effect of ensuring
appropriate security.

 Because signing information is important regardless of
the type of signature used, the agency has revised Sec.

11.50 to cover all types of signings.

[ A2 }]
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<11.50 (a)>
Comment 101

Several comments objected to the requirement in
proposed Sec. 11.50(a) that the time of signing be
displayed in addition to the date on the grounds that such
information is: (1) Unnecessary, (2) costly to
implement, (3) needed in the electronic record for
auditing purposes, but not needed in the display of the
record, and (4) only needed in critical applications.
Some comments asserted that recording time should be
optional. One comment asked whether the time should
be local to the signer or to a central network when

electronic record systems cross different time zones.

The agency believes that it is vital to record the time
when a signature is applied. Documenting the time when
a signature was applied can be critical to demonstrating
that a given record was, or was not, falsified. Regarding
systems that may span different time zones, the agency
advises that the signer’s local time is the one to be
recorded.

[Z22 ]
HHIZE O Section 11.50 () T, B4 D HHIMA T
LI DRR RO TN D 2 & ~O S M
& o e, BAIFRITSOS T DRI & L TIRO &
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B SNIRZ 2508k d 5 Z LITHETH D, B4
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Do
[FE] 2002 4 3 HIZHAT S 417- Time Stamp O
Draft Guidance (23T Z D& 2 HidckdH H iz
23, 2003 4F- 2 A2 Z @ Draft Guidance HANEY T

Comment 102

One assumed that

identification code could be displayed instead of the

comment a person’s user

user’s printed name, along with the date and time of

signing.

FonszE ol
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This assumption is incorrect. The agency intends that
the printed name of the signer be displayed for purposes
of unambiguous documentation and to emphasize the
importance of the act of signing to the signer. The

agency believes that because an identification code is

[FDA]

ZOMEFUTIE L W IEFHRA 2 KRS EHEK
X, FLER A IEIC L, BAITTANEBLE I > THE
EREWREAFOZ LM T 22 LI2H D, ID =
— RIZEBEOLHT TRV ARTOREELE LT

phrase “printed name” be deleted because the word was
superfluous. The comment also stated that the rule
should state when the clear text must be created or
displayed because some computer systems, in the
context of electronic data interchange transactions,
append digital signatures to records before, or in

connection with, communication of the record.

The agency disagrees that the word *“printed” is
superfluous because the intent of this section is to show
the name of the person in an unambiguous manner that
can be read by anyone. The agency believes that
requiring the printed name of the signer instead of codes
or other manifestations, more effectively provides

clarity.

not an actual name, it would not be a satisfactory | i F 3" 21213 FE 50 Tld/awy,
substitute.

Comment 103
One comment suggested that the word “printed” inthe | [=2 A K]

MEFA4 (printed name) | 1 o> [FEFA (printed) |
LWV BEIIRS THDLTDHIRT RE L) =
AR UED 0T, ZORT, FICEFT =4
D KT W7 a AlBWTC, OB ERTE T2
IMBEERFIC T VA NBL NN D5 har
2= R VAT AL H LT, WO T F A R
PEAERE TR T RE RO ZHATHRT

REPE, ELTOE,
[FRIE] clear text 2 [HAfEZ2 7T F A b EFRLTZ,
PP OBWHRLH DL, 2 A2 98 IBITHH
RIRIZHEW TEFR A 2 k727 % A FTRT &0
IERIZBWTGRHE LB D TH D,
FPAl
TEFAR) LW BEEIRSTH D, &0 D FEfEIC

IXRIE L7V, Z o Section 1, F ADLHITZHED
MFED DR FIETRT I EEBK L TS0
5ThD, 23— RRZOMOKRTL TR BLED
BT 2 RD D Z & TR Z XS 2
LB TED,
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The agency has revised this section to clarify the point
at which the signer’s information must be displayed,
namely, as part of any human readable form of the
electronic record. The revision, in the agency’s view,
addresses the comment’s concern regarding the
application of digital signatures. The agency advises
that under Sec. 11.50, any time after an electronic record
has been signed, individuals who see the human

readable form of the record will be able to immediately

Z @ Section # UG L, BAHICHET HIFHREFR
T2 O E sk E AR 5B TRRT D
FERTHY, ZDOFRITEFREFO—E LTEE
SINDZEEMMIZ LT, ZOWETICED, 22
FCRENTET VX NVELOEMBICET RIS
iﬂn‘? L=t D &EE %2 Tuv5, Section 11.50 O KT
\ ERLERICEA SR, T OREE AR
&DZ)%KT“%T:H%E IO ThH, BAE, BAIKE
HIF, ZDOEWPRIRF IR CE D L H T R&ET

tell who signed the record, when it was signed, andwhat | %, Z DA, BE4AF B bIEROEDOEL & [F
the signature meant. This includes the signer who, as | U X 9 ICEHIZEAEHER T HZENTEDL LD
with a traditional signature to paper, will be able to | (295 Z &,

review the signature instantly.
Comment 104

One comment asked if the operator would have to see | [=2 A 1]

the meaning of the signature, or if the information had | 4 L — X I B L4 OEWE R < UL H200
to be stored on the physical electronic record. L ENE BEFRREKEIRICELDE®RPIRFEIN

RITIUEZR DRV OD, LW BN LIS o7z,

As discussed in comment 100 of this document, the | [FDA]

information required by Sec. 11.50(b) must be displayed
in the human readable format of the electronic record.
Persons may elect to store that information directly
within the electronic record itself, or in logically
associated records, as long as such information is

displayed any time a person reads the record.

$ R¥a A bhoaAh 100 Tl Tnab L9
ZOAEDRHD 2 CTE BN ERINDLIGE
(Z1%. Section 11.50 (b) TR SN DHIEHRMAZ I
TR INRTNT R B0, B ADFERZ BELER,
WICZOX I BRERPERINDHRY 2 DOIERE
FUEK ERICIRIE L T 22 L3 2 7 < GGRBRIIIC
B L TV 5 RRdkICPRAE L C b DR,

<11.50 (b)>
Comment 105

One comment noted that proposed Sec. 11.50(b) could
be interpreted to require lengthy explanations of the
signatures and the credentials of the signers. The
comment also stated that this information would more
naturally be contained in standard operating procedures,
manuals, or accompanying literature than in the

electronic records themselves.

[2 22 }F]

HAIZE O Section 11.50 (b) (X, BLAIZHOWTOEX
L LTZRi & B4 OEHAEN (credentials) & 23
VETHDHLEZITEOLNLAEEERHDH, &)
AR IR ST, ZOHRT, ZOERITET
MEZObLOILETL LY b, EERETIAE
(SOP) . ~==7 /b, F/2idftE R¥ = A M A
NTIFOMARTH D, EFEEL TNV,
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The agency believes that the comment misinterprets the
intent of this provision. Recording the meaning of the
signature does not infer that the signer’s credentials or
other lengthy explanations be part of that meaning. The

statement must merely show what is meant by the act of

[FDA]

ZOa A MMEIZ D Section OE X A RE L TV
HEITHD, BHOEWEFLEKTHEWNWI Z &
T EBAHDOEKRE L TEAEDENEAFEOR 2 L
Lzfil & Eie 2 L T, BAITADER (I/

be included in a (digital signature) public key certificate
and asked if this would be acceptable. The comment
also noted that the certificate might be easily accessible
by a record recipient from either a recognized database
or one that might be part of, or associated with, the
electronic record itself. The comment further suggested
that
developing rules of practice regarding certificate-based

FDA would benefit from participating in
public key cryptography and infrastructure with the
Information Security Committee, Section of Science
and Technology, of the American Bar Association
(ABA).

signing (e.g., review, approval, responsibility, | = —, A&, HiE, EEES) RS TOHIUT
authorship). Buy,

Comment 106
One comment noted that the meaning of asignaturemay | [= A > K]

BHDOEWEN (T HNVELD) AREEREHEOH
WCEENTWDIEHEERHLHE LT, ZITREO 6N
LD, EWOERN 1k o7c, £0H T, Gl
DZAZE L, BRI NTZT —F =215,
FIFE RO S L ITRERICBEE LT
— A N=Z 5 HEICAH#BREATFICT 78 AT
XTLEI, LEML TV, B2, 7 AU bikf
F W4 (American Bar Association (ABA)) D5t
X2 U7 s ZESBFHEHIM IS (Information
Security Committee, Section of Science and
Technology) (2 &%, FERIZEZ X— A2 L7 ABA#E
i%&ﬁk4y7§xh77%¥:%¢6£mﬁ
HIOREIZSMT % Z & T, FDA [ZEEE
HAH, LfERL T\,
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The intent of this provision is to clearly discern the
meaning of the signature when the electronic record is
displayed in human readable form. The agency does not
expect such meaning to be contained in or displayed by

a public key certificate because the public key is

generally a fixed value associated with an individual.

The certificate is used by the recipient to authenticate a

digital signature that may have different meanings,

depending upon the record being signed. FDA

acknowledges that it is possible for someone to establish
different public keys, each of which may indicate a
different signature meaning. Part 11 would not prohibit
multiple “meaning” keys provided the meaning of the
signature itself was still clear in the display of the
record, a feature that could conceivably be implemented
by software.

' Regarding work of the ABA and other standard-setting
organizations, the agency welcomes an open dialog with
such organizations, for the mutual benefit of all parties,
to establish and facilitate the use of electronic
record/electronic  signature technologies. FDA’s

participation in any such activities would be in

accordance with the agency’s policy on standards stated
in the Federal Register of October 11, 1995 (60 FR

53078).

[FDA]

FDA X Z OHBLET, AWM FED 5 CET-RLsk
x%mémt EAHDE %ﬁ%%_wﬁéMé;
2952 L EERLTWD, ABREXEF FE AL
Fa'eEJLH T ONTEEM Th D720, B DERBA
B OEEOHRICE ENT D (KRS D L I1TH
R TR, FERE 35 F%L#T/&'ﬂ/%%%wu

THEDIHEHTLIHEDOTHY 7T VXNVELAIL

B SN D RERIC K o THE & 7B A R0, DA

BISEZRRE L, B4 ICR R D BH DBREFI-E 5

ZLIZLTHREW, Partll TiE, B4 OBERNER

INTFER ETHMETH LR —Z XY 7 by
TILE-oTHEITSINHWEL B X DN DD —H

BOBEREFRFOARGEEAEEIE L,

ABA o OFIIS IR ERUADTEENZE L T, BfRE
ETCOMEFIED T2, F N5 OMIK & & 1-Fisk
S ETBATMN O AL LARES T 57200
F =T IR R FEO Z LIRS I N TR,
D & 5 7IEEC FDA BSINT 25 Z & 1%, 1995 4 10
H 11 B E# (60 FR 53078) (23T FDA 7%
ARLTWAHIKICET 5 HHCEET HHDTH
Do
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Revised Sec. 11.50, signature manifestations, reads as
follows:
(a) Signed electronic records shall contain information
associated with the signing that clearly indicates all of the
following:

(1) The printed name of the signer;

(2) The date and time when the signature was
executed; and

(3) The meaning (such as review, approval,
responsibility, or authorship) associated with the
signature.
(b) The items identified in paragraphs (a)(1), (a)(2), and
(a)(3) of this section shall be subject to the same controls
as for electronic records and shall be included as part of
any human readable form of the electronic record (such

as electronic display or printout).

Section 11.50 DFEA DFIRIT KD X 9

72

(@) B SN E LRI, BLICAHET AT
ETEYREITRT Lo RiFHRE T T,

(1) IEFHRDOELFH K4

(2) BAMTOINIZ A &R

() BADEWKR (Lt =—, KR, HiE. 1)

(b) Z @ Section ® FC (a)(1). (@)(2). (@)(3) THRI
Mé@ﬁ_ow1i5ﬁ¥£ﬁ&ﬂﬁ®£ﬂ%ﬁ
ML, AfDFe0 2R LcEFRisk (203
W R RSCHIRIH ) o—H L LTEHET b,

WZHGET S

X. Electronic Records--Signature/Record Linking (Sec. 11.70)

X EFRidk——84 Rk Oft T (Section 11.70)
<11.70>
Comment 107

Proposed Sec. 11.70 states that electronic signatures and
handwritten signatures executed to electronic records
must be verifiably bound to their respective records to
ensure that signatures could not be excised, copied, or

otherwise transferred to falsify another electronic

HHIZE D Section 11.70 |3, IR D X 5 IZFEaR 4L T
Do
MEFRERICRINDEFEL R OFEEZELAIL
%M%h@ﬁﬁ:ﬁébfwé:&%ﬁﬂf%&
<TERBRV, ZhUE, thoE itz i S AT

record. 5 HIT, BA0HIER, R, £33z 0F
BIZL>THEIND Z X AAREICT 272D T
________________________________________________________________ B e
gl
AL 0F 135 BZLib-116_FDA_Part11Preamble_rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

Many comments objected to this provision as too
prescriptive, unnecessary, unattainable, and excessive in
comparison to paper-based records. Some comments
asserted that the objectives of the section could be
attained  through  appropriate  procedural and
administrative controls. The comments also suggested
that objectives of the provision could be met by
appropriate software (i.e., logical) links between the
electronic signatures and electronic records, and that
such links are common in systems that use identification
codes in combination with passwords. One firm
expressed full support for the provision, and noted that
its system implements such a feature and that signature-
to-record binding is similar to the record-locking

provision of the proposed PDMA regulations.

The agency did not intend to mandate use of any
particular technology by use of the word “binding.”
FDA recognizes that, because it is relatively easy to
copy an electronic signature to another electronic record
and thus compromise or falsify that record, a technology
based link is necessary. The agency does not believe that
procedural or administrative controls alone are
sufficient to ensure that objective because such controls
could be more easily circumvented than a
straightforward technology based approach. In addition,
when electronic records are transferred from one party
to another, the procedural controls used by the sender

and recipient may be different. This could result in

record falsification by signature transfer.

[ A2 ]
ZOBESDEITERA» L ol ZDHH &
LC, MEOFLEIC AT Z OBEN R, R, &
ITARFIREE WD REZIT Wiz, ZOHEDHR
I, EY) 2 FIEEEE (procedural controls) K ONEE &
P (administrative controls) (2 & » TRk TX 5%
T, WO ERbDoT, £, ETELELET
FlERAEG)IZR Y 7 Ny =TIk D (AL )
AT (link) TEBAEIELZ LT, ZOHREDH
MITERTE 213, LVWIBR LD -T2, TOH
T, ZOX I FTFIXID 2— RENRRTY—R%E
MAGOETHEH L TWD VAT A T—RIIZAT
bnTna, LHEHL W, HEEETZORE
ZEEMICKE L, BV AT ARZD X 9 7ebkEE
ERELTHWDLI L, RUOELLREEZME
(binding) =& 2% Z &i%, PDMA OBHIEDO L 22—
Reww ZIZBT 2BUEICEES S, LR~ Tz,

54 (binding)) &9 SEEDOMHIC L - T, FiE
DEAOBANEZFRT 2B oT, H5E
B M OEFRERICa E— L T OREREEHT
XRNHLDILT D, FFL S AT D LT ERN
N Th DT FIN DT AT T DB TS &
WO ZEThD, HZREFEIZR-T2DIIE, F
JIE A B OE B S TIEA RS TH D, e
O, BANICEEDWCEREN 7 7 e —F I, F
JIEE B A BRI A S (T DL D I REED B 5
T Th D, BIZ, Bk — ) b IZinE
SINLGE EEHEMNEZEHERUTERA LTS F
NEEBEA IR D Z LN D, DRGSR, B DR
IZE o TREBDP U S A SN D TR H 5,
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The agency agrees that the word “link” would offer | T#ftfFiF (link)] & WS FEDH A, LD X 5 7
persons greater flexibility in implementing the intent of | ZREMEAZFFHES L) Z LICRIET 5,

this provision and in associating the names of
individuals with their identification codes/passwords
without actually recording the passwords themselves in

electronic records. The agency has revised proposed

o TOMEDEXTDHEZAZEEITEHZT
DZEME, £z

e AAN£% ID 22— K/ /AT — | & B T
552’6@%@% (NRAT—=RZDOH DX

falsification, an objective that is unrealistic to the extent
that determined individuals could falsify records.
 The agency acknowledges that, despite elaborate system
controls, certain determined individuals may find a way
to defeat antifalsification measures. FDA will pursue
such illegal activities as vigorously as it does
falsification of paper records. For purposes of part 11,
the agency’s intent is to require measures that prevent
electronic records falsification by ordinary means.
Therefore, FDA has revised Sec. 11.70 by adding the

phrase “by ordinary means” at the

Sec. 11.70 to state that signatures shall be linked to their FRLERICFEPRIZCEESIAE T EHR YY)
electronic records. - T, %EE'J%@ 1170 #4GET L, B4 2 EFRikk
AT D, & LT,
Comment 108
Several comments argued that proposed Sec. 11.70 | [z A ]
requires absolute protection of electronic records from | JRHI|Z2 Section 11.70 %, & Fredk 2 L S AN D 5E

BIRET L L2 ERL TR fEADBROER
AR CTRBMIILSALED LV ) BIRTIEBLE
HTHDH, LimlTnda Xy MMufEd o7z,
7o & ZJAR72 T AT DEBEPTONTVE D &b
FRVVEE Ao BT, e S ABS IR R E A 250
D HEE RO T REEMERH D Z L1380 5, &

DFERFRDOW S ATKETT D D & FERIC, ED X D 7
1EAT %% FDA IZWE & LB LT 5, Part 11 Tid,
— IR FREIC L DEFREOUI AT T S
T2 DI KA KD TS, E- T, Section 11.70 12,

—fBH) 72 )75 % AV = (by ordinary means)] & W

“another electronic record” to “an electronic record” to
clarify that the antifalsification provision applies to the

current record as well as any other record.

The agency agrees and has revised Sec. 11.70

accordingly.

end of this section. IEEEIMA T,
Comment 109
Several comments suggested changing the phrase | [= A K]

WX ABHIEIZBIT BB, Yekiidk/Z 1T T <,
FNLMSNORTOREICHEN IND 2 L 2k
WaRT 7o, MioET
record)] % [FE{Ft#k (anelectronicrecord)] &9
ERICEET D EHIRET D3 A MAMatEd

FL%% (another electronic

FDA X ZUZ[AE L. Section 11.70 ZET L7-.

137

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

Comment 110

Two comments argued that signature-to-record binding
is unnecessary, in the context of PDMA, beyond the
point of record creation (i.e., when records are
transmitted to a point of receipt). The comments
asserted that persons who might be in a position to
separate a signature from a record (for purposes of
falsification) are individuals responsible for record
integrity and thus unlikely to falsify records. The
comments also stated that signature-to-record binding is
produced by software coding at the time the record is
signed, and suggested that proposed Sec. 11.70 clarify
that binding would be necessary only up to the point of
actual transmission of the electronic record to a central
point of receipt.
 The agency disagrees with the comment’s premise that
the need for binding to prevent falsification depends on
the disposition of people to falsify records. The agency
believes that reliance on individual tendencies is
insufficient insurance against falsification. The agency
also notes that in the traditional paper record, the

signature remains bound to its corresponding record

regardless of where the record may go.

[ 2 }]

PDMA "D Tk, FiekOfERe S (Figkn sz 3
WAV MURESNTCRER) KV RIZBWTDEL
LRLEROFEA (binding) IZRETH D, L) 3 A
VR 21EH 5T, 2T, B4 LRLEROMAT T &
N9 Z LN TEDNIBICH DTSR O BN
BEEAIETHY Glkr U SATHLEITEZD
N, E LT\, T2, GSEEkICE4L SRR
TY 7 by =T IZ X o TEA LGN HEE SND,
LR 9 2 TUREA DL E R OITE sk A PR
DZBARA > M TEREICEFETL2ETTR
W, ERT DI EEREL QU

[FR#E] PDMA % Prescription Drug Marketing Act
(R TJ5 1= 36 L R e A BRYE) - DIEFR,

LS A IED T2 D DFEG ST TS D D E DD, G
EUISALED LT 2FHEOMEIKET DLW
9 a3 A FOFHRIZIZFEE Ly, BAOHE ZE
MLTH HSAEBIET S Z LIEFRSITIETE R
VW, F7o, MEROIEO RS TIX, RLEROTTHICBIfR
< BAITEITRIGT DFEEICH G STV D,

Comment 111

One comment suggested that proposed Sec. 11.70 be
deleted because it appears to require that all records be
kept on inalterable media. The comment also suggested
that the phrase “otherwise transferred” be deleted on the
basis that it should be permissible for copies of
handwritten signatures (recorded electronically) to be
made when used, in addition to another unique

individual identification mechanism.

(E= VN

HIHIZE D Section 11.70 Z HIBRT R & | LWV O REN
1t ot=, TOEEE LT, 2TORERE XM
AR OERIRGFT D L EROTNDE LS
ZIFIED D, LW EEZRET TS, £, 5l
TEICEAGER A D =X 2B AN D 7R bIE, (BTH
IZREk S NTo) FEEFEALE A —T 2 Z &0
INDZRETHY [ZNLANDFHIETIEEIND )
EWVI B BHIERT &, L LTV,
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The agency advises that neither Sec. 11.70, nor other
sections in part 11, requires that records be kept on
inalterable media. What is required is that whenever
revisions to a record are made, the original entries must not
be obscured. In addition, this section does not prohibit
copies of handwritten signatures recorded electronically
from being made for legitimate reasons that do not relate
to record falsification. Section 11.70 merely states that
such copies must not be made that falsify electronic
records.

[FDA]

Section 11.70 } OX Part 11 Of1o> Section T, Fodxk
HEIRAARAOERIIRAFT D 2 L 2RO T
VRN, LA AR T O5AICE AV YT LD A
NP TSR TEL LT HT xR
HTNLDOTHD, BT, Zd Section 1%, EFHY
ICRiER SN FEHEEELE GRROIIATIER
VW) IEMRHBATar—3425 2 LA L TV
W EfRRARS AT DL O ar—& L TiIR
BRVWEBRELTCWDEITTHD,

Comment 112

One comment suggested that proposed Sec. 11.70 be
revised to require application of response cryptographic
methods because only those methods could be used to
comply with the regulation. The comment noted that, for
certificate based public key cryptographic methods, the
agency should address verifiable binding between the
signer’s name and public key as well as binding between
digital signatures and electronic records. The comment
also suggested that the regulation should reference

electronic signatures in the context of secure time and

date stamping.

[z 22 ]
HCE AT 572D H TE % DX response
cryptographic methods @& T 5 7=, HAIZED
Section 11.70 % Z O R0 % KD 2 WEIZ K
RITRE LI I AN L HEhoT, TOF
T, REAFICE SO AR 5 I LT 7
VENESL EBTREROMETIT TR BAE L
INBREED I CTHRREFTREZR M & 2 FDA 13 RE4 <
X, LML W, £ AHBNITEEAICD
WTIIRATEERZ A LAZ T (B & Bf) &
B S TELT &, L LTV
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The agency intends to permit maximum flexibility in
how organizations achieve the linking called for in Sec.
11.70, and, as discussed above, has revised the
regulation accordingly. Therefore, FDA does not
believe that cryptographic and digital signature methods
would be the only ways of linking an electronic
signature to an electronic document. In fact, one firm
commented that its system binds a person’s handwritten
signature to an electronic record. The agency agrees that
use of digital signatures accomplishes the same
objective because, if a digital signature were to be
copied from one record to another, the second record
would fail the digital signature verification procedure.

Furthermore, FDA notes that concerns regarding

[FDA]

FDA [, Section 11.70 TR T D AHITF D FEH 7
?ﬁc:ou\fﬁﬂﬂ@i%émﬂ%ﬁk 25 2 HPTF T
H 0 B ORI > TURAEZWET L7z, 06> T,
a%mkry&w%%®ﬁﬁtdﬁx%%%%k%
FR¥2 A FNEMTITSEDHIELELITBE AT
W, ERE HDOBETIIAML AT A TREEX
BAHLEBEBIRHREBAEIETNDEN) T AL B
Ldhotz, bbAA, TUVXNVELZAONTHRL
HHAZERT DI ENTED, 2, 79X LVE
K% DRGNP BRIOFERIC A B —F 5 & HBED
RN T U ENBADORGREFIRIC T T — LD
72 Th D, 5 ANDLAHT & ABREEE A S DRI
DNTTH LN, MITEANDEFEL (L7138

binding a person’s name with the person’s public key | &4 ORERRESR) OFIY FREZ1T 9 AN Z OfE
would be addressed in the context of Sec. 11.100(b) | A D & Jt % fEFE L 72 < TiX7Z2 720>, & Section
because an organization must establish an individual’s | 11.100 (D) TESH T 5,

identity before assigning or certifying an electronic

signature (or any of the electronic signature

components).

Comment 113
Two comments requested clarification of the types of | [ 2> | ]
technologies that could be used to meet the requirements | H1HIZ? Section 11.70 OEMZiE AT 5 72 DITfE
of proposed Sec. 11.70. HATEHMOZATEZRHLNITHZ EERD

HaXysvn2tEHo7z,

As discussed in comment 107 of this document, the | [FDA]
agency is affording persons maximum flexibility in | A RF¥ = A2 hda Ak 107 Tl TWAbH LD
using any appropriate method to link electronic | (2. FRdkDL A ZBHIET B2 DICE B4 LB
signatures to their respective electronic records to | FikZ AT S D HIEIZHOWT, WEITHIU

prevent record falsification. Use of digital signatures is
one such method, as is use of software locks to prevent
sections of codes representing signatures from being
copied or removed. Because this is an area of
developing technology, it is likely that other linking

methods will emerge.

W D HFIETHEHTE D &V i KR O ik
HEENCEZDFFETHDH, T VXNV ELHED
XOBRFEDOLSTHY V7 by =TI2&bry
JEMWTELERT a— N Oa ' —£ 72X

HIBRZ B IE3 2 515G & 5, ZHVUIBRE Eodd
T DT LW O FIER S %GR L
TLHHbD b,
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XI. Electronic Signatures-General Requirements (Sec. 11.100)

Xl. EBFEL— A7 Z 4% (Section 11.100)

Proposed Sec. 11.100(a) states that each electronic

signature must be unique to one individual and not be

reused or reassigned to anyone else.

HAIZ D 11.100(a) 1%, [EFE4T. FEAC
ﬁ@%@?&ﬁﬂﬁ@%ﬁ\@@ﬁ:%ﬁ@%\ﬁ
BRI TE RS2 L LTWD,

<11.100>
Comment 114

One comment asserted that several people should be
permitted to share a common identification code and
password where access control is limited to inquiry only.

Part 11 does not prohibit the establishment of a common
group identification code/password for read only access
purposes. However, such commonly shared codes and
passwords would not be regarded, and must not be used,
as electronic signatures. Shared access to a common
database may nonetheless be implemented by granting
appropriate common record access privileges to groups
of people, each of whom has a unique electronic

signature.

(E= VN
T 7B ADRFHOAIRE SN TWDHAEITI
HWOID 23— RERAT— R4 cig+5 2

i

\/\

LHLBOLNDEREE, LW TFEN LS T,
[FDA]
Part11 TlX. FHHBHOHLOT 7 A2 L TlX

TN—THE@O ID 27— R /XA T — RD3 fﬁ“fz**
LTV, Lol Fa— K/ "2 0— Ri3E
TELEFRRENTEL T ETEL L LTEA
LTI 6720, fBL, &4 DEAOETFES T

DB TN —T I Lt~ D@ T 7 & 2K
Azt @ET—HR—2A~DLET /&
AxRBTE 5,
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<11.100 (a)>
Comment 115

Several comments said proposed Sec. 11.100(a) should
permit identification codes to be reused and reassigned
from one employee to another, as long as an audit trail
exists to associate an identification code with a given
individual at any one time, and different passwords are
used. Several comments said the section should indicate if
the agency intends to restrict authority delegation by the
nonreassignment or nonreuse provision, or by the
provision in Sec. 11.200(a)(2) requiring electronic
signatures to be used only by their genuine owners. The
comments questioned whether reuse means restricting one
noncryptographic based signature to only one record and
argued that passwords need not be unique if the combined
identification code and password are unique to one
individual. One comment recommended caution in using
the term “ownership” because of possible confusion with
intellectual property rights or ownership of the computer
systems themselves.

[z 2]

HiHIZ2 D Section 11.100(8) T, ID =2— K & {H AN
WICBEAT T 6D X O R AR FIE L, B2
HNAT— REAT 2581003 HLEEEND
BIOREZEE~D ID 22— N O R OFEY % 37
AT RETHDH, LW a Xy bR H T,
F - FERYSCEAME O IEICET A E, £213E
DIFFEEDOHPEFEBLEZHENT L2 2RO D
Section 11.200(a)(2) DOHEIZ K> T, HERDZEEL
HIFRT 2 BN 8 5 M2V T, 2D Section TH
MEIZ T NE EW DR BATEd o T, FHE2
BIRLTWD OO0 5 ISR nEL 1o
ek 1 DTEFITERT L LIRS 2 2 &7
D, EEMLIESZT, ID 23— RENRT—F
DIBEDLER—FEACH L TEHAED S D THIL
AR — FERIZEATH 2 0BT RN &N D
TERH -T2, [FTAHE (ownership)] &9 S
LT AHER IV Ea—F VAT LAZED DD
FTAHE LR SN D AIREMED 8 D T2, £ DV
WCEEBEZRTREL 1hb o7,
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The agency advises that, where an electronic signature
consists of the combined identification code and
11.100 would not prohibit the

reassignment of the identification code provided the

password, Sec.

combined identification code and password remain
unique to prevent record falsification. The agency
believes that such reassignments are inadvisable,
however, to the extent that they might be combined with
an easily guessed password, thus increasing the chances
that an individual might assume a signature belonging
to someone else. The agency also advises that where
people can read identification codes (e.g., printed
numbers and letters that are typed at a keyboard or read
from a card), the risks of someone obtaining that
information as part of a falsification effort would be
greatly increased as compared to an identification code
that is not in human readable form (one that is, for
example, encoded on a “secure card” or other device).

' Regarding the delegation of authority to use electronic
signatures, FDA does not intend to restrict the ability of
one individual to sign a record or otherwise act on behalf
of another individual. However, the applied electronic
signature must be the assignee’s and the record should
clearly indicate the capacity in which the person is
acting (e.g., on behalf of, or under the authority of,
someone else). This is analogous to traditional paper
records and handwritten signatures when person “A”
signs his or her own name under the signature block of
person “B”, with appropriate explanatory notations such
as “for” or “as representative of” person B. In such
cases, person A does not simply sign the name of person
B. The agency expects the same procedure to be used

for electronic records and electronic signatures.

[FDA]
EBEFELNID 23— RERAT— ROMAEDET
R INTEY  ZNRREEOEKSAZ S L 7
BADOLDOTHDHIRY | Section11.100 /X ID =2— K
OFEY 220425 O TIHZRW, HL, A5 ICHE
BITE DAY — REMBEDINTOIUE, A
DEL WP TE DAEENEE 5, TOHE, F
FSIILRWVEI DRV, F72, ID 22— F& AfH
ML Z ENTE DY (BFROXTFEHEE, F—AK
— RO EZA T AT LIZY (1 — R bRidaH LT
FIRI L CRLHAS) Tk, AN ID 2— R&7
e EMTERWER (BF 27 - 71— oMok
& L Cca— NMed 2 5RE) OfAICH WS
HINCTZOEMMBATEND U A7 I3 E <
5L EEELTEL,

B BLOMHMEROZRIE L. & 5 ADF D
AR > TRERIZEA T D £ IT T OMmOR
BAT 24T 2 Re02id, HIRA N2 2 BERIE2 0,
BL, ZOBLIIREADOL DO TR TUIRLT,
FLERIZIXZ DN (] TREEE LT E2id T
DOMERRT) ) ZHURT 20BN H D, ZHUINER
DREDFLER L FEEBLOSGA LFRKRTH DL, R
b, “B” OBAMIC “A” BNEA LTZHE. “BIC
Rbo->T” £72i% “BoREE LT” FEomEy) i
FLEMA D, ZTOXIIZ, AITHIZ B DA4RTEZE
T DT TR BLED K5 e ek DK & [FEk
DFfE & Bk ETERICK L THMEHT
HTEhERDD,
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The agency intends the term “reuse” to refer to an
electronic signature used by a different person. The
agency does not regard as “reuse” the replicate
application of a noncryptographic based electronic
signature (such as an identification code and password)
to different electronic records. For clarity, FDA has
revised the phrase “not be reused or reassigned to” to
state “not be reused by, or reassigned to”, in Sec.
11.100(a).

The reference in Sec. 11.200(a) to ownership is made in the
context of an individual owning or being assigned a
particular electronic signature that no other individual may
use. FDA believes this is clear and that concerns regarding
ownership in the context of intellectual property rights or

(P (reuse)) & W9 S MENETELE
AT EEBXL TS, KEHRIc S
WETES B ID 22— RERRTU—R) 27
DL RERICK LRV IR LA WD Z & & TR
TR LTWn, 202 L Z2WEICT 5729
Section 11.100(a) H> T E72ITFEY 2 LT
X2 bevny EW IRtk [ fDFEC & FRE

. HEYS L2 [CdiT L=,

Section 11.200(a) DA HEN [ % FeakiE, Mo
HEH LERVREEDETBL ZITA £7213E10
BTHNFENZOWNWTIRRIZHEDTH D, Z DA
IHATH Y A NN— R U =7 OFT A HE

should accommodate electronic signatures assigned to

organizations rather than individuals.

The agency advises that, for purposes of part 11,
electronic signatures are those of individual human
beings and not organizations. For example, FDA does
not regard a corporate seal as an individual’s signature.
Humans may represent and obligate organizations by
signing records, however. For clarification, the agency
is substituting the word “individual” for “person” in the
definition of electronic signature (Sec. 11.3(b)(7))
because the broader definition of person within the act

includes organizations.

hardware are misplaced. CE AR A RSB T B,
Comment 116
One comment suggested that proposed Sec. 11.100(@) | [= A K]

FLHIZ o Section 11.100(a) 1%, A A Ti7e < ki
HLUTED Y TONTNDE T ELICHIET &,
EVIHRREN LD ST,
Part 11 OfRE & LTiL, BT BEAIFEAOLDOT
HY | RO B DO TIEAeV, Bl 21X, FDA XD
FIEE 2B A\ DF4 L3RR LTy, B L, ik
IZBAT DT L TAPMEMERE LY HERkICE
BarAbEl T 556080 5, itz fEIcT 5
7=z, BB DEFE (Section 11.3(b)(7)) @ [#
(person)| &5 EHEA [E A (individual)] (2 &
#iz %, FFDCA GEIRA ML - RIS - {bBEMIE) D
“person (&) 7 DEHRTITIAWEKRTHAR D & %
NoHEHTHD,

<11.100 (b)>
Comment 117

Proposed Sec. 11.100(b) states that, before an electronic
signature is assigned to a person, the identity of the

individual must be verified by the assigning authority.

FAIZ o Section 11.100(b) (. & B4 2 E D 24T
LSBT AN DS L2 MiEE L T DB E4
DUTHZE, ELTWVD,
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Two comments noted that where people use
identification codes in combination with passwords only
the identification code portion of the electronic
signature is assigned, not the password. Another
comment argued that the word “assigned” is
inappropriate in the context of electronic signatures
based upon public key cryptography because the
appropriate authority certifies the bind between the
individual’s public key and identity, and not the
electronic signature itself.

The agency acknowledges that, for certain types of
electronic signatures, the authorizing or certifying
organization issues or approves only a portion of what
eventually becomes an individual’s electronic signature.
FDA wishes to accommodate a broad variety of
electronic signatures and is therefore revising Sec.
11.100(b) to require that an organization verify the
identity of an individual before it establishes, assigns,

otherwise sanctions an individual’s

certifies, or

electronic signature or any element of such electronic

signature.

[ A }]

ID 2— RZ& /AU — REHLEDETHERT 2
B, FOELFELDID 22— REGTET 038 0 24T
ENDEDOTHD NAT—RKRED Y Tonbdbi)
TRV, EWoa X R 2HoTe, Flo, A
BggRs 5 RIS W E B4, [HI0 4T
HiLd (assigned)) &) SEEIIAREEIL, L)
BERbLHoT, TOHEMB L LT, RSN
AET D DITE N DA E B ILOFEOTE TH Y |
BTELZDOLDTIERY, W) RHEZET T

FeiED X A 7T OEFEL T BAEHNEADOE
B T D 72 2 E  (authorizing),/ F8
Ak (certifying) #EBAN AT LITKRT HZ & &
Wik LTz 9 2 CURISWFEFE DR - B4 Tk LTz
WEEBZ TS, - T, Section11.100(b) % ckiT

L kAR L CTEAOE %%%itiﬁ%%%®
D T VAN B 1 N BN R Y S
LA%®W$ﬂ$AT%6_&%ﬁﬁ¢é:&%ﬁ
WLEIITT D,
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Comment 118

One comment suggested that the word “verified” in
proposed Sec. 11.100(b) be changed to “confirmed”. Other
comments addressed the method of verifying a person’s
identity and suggested that the section specify acceptable
verification methods, including high level procedures
regarding the relative strength of that verification, and the
need for personal appearances or  supporting
documentation such as birth certificates. Two comments
said the verification provision should be deleted because
normal internal controls are adequate, and that it was
impractical for multinational companies whose employees
are globally dispersed.

The agency does not believe that there is a sufficient

difference between “verified” and “confirmed” to
warrant a change in this section. Both words indicate
that organizations substantiate a person’s identity to
prevent impersonations when an electronic signature, or
any of its elements, is being established or certified. The
agency disagrees with the assertion that this requirement
is unnecessary. Without verifying someone’s identity at
the outset of establishing or certifying an individual’s
electronic signature, or a portion thereof, an imposter
might easily access and compromise many records.
Moreover, an imposter could continue this activity for a
prolonged period of time despite other system controls,

with potentially serious consequences.

[z 2]

FHIZE 0 11.100(b) @ THERES 47z (verified)] &0

)L TR S N7- (confirmed) | |[ZAEFJ &

EWVWIOIRREN LD T, D=2 A2 NI, &

ANDHITTOFEHFTIECHOVWTER LT, £

T, FDA 23R 15 5 5t OFE Jik % Z @ Section

THMEMIORT &, LR L T\, TORERT

BT TR EEND,

o FEHIHVE DX HY 72 3R EE 1T AR D 2 kg O F
JE, KO

o fE A DIk FLE RS H AL RER S D
FR

o, MEEOHE A HIFRT &, LW O REN 24

bole, TOEM L LT, WEENERDE 25

B 5L EEEARZE TIIIB IR TH U @ E O

NOBEBHTRSTHD, W) HAfiEfL T,

AFLEFR O

“verified” & “confirmed” D&M, Z @ Section

DOFRIREZEFTRXNEIEDOH DO TILZRWD, W o
SHEY AN E %%%iti%@%mgféﬁi
HLITRGET AR 2 0T F LAEMIET 5720

BN TENGET D, &) HE %%TLTU\%
EIo . ZOBEHRIFIARETHD &) BERICIEFERE L
ROV AEANDEFBAETNIEO—HEMENL LT

FRRE L7203 DB BN H T A MRGE L TR 7RT
AUX, ZOMENIZZ2 0 3 F LI 32 < OFtek
W27 7B AL AGHTERUVIRRBIZT 5 "R &
Do WIZ, 2L 2Dy AT AEHN R STV
ELTH ROV TELEEENZOL D 7452 R
WZOTe DT 52 LITAEETH D IRA R L
ERAVAUINAR

146

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

The agency does not believe that the size of an
organization, or global dispersion of its employees, is
reason to abandon this vital control. Such dispersion
may, in fact, make it easier for an impostor to pose as
someone else in the absence of such verification.
Further, the agency does not accept the implication that
multinational firms would not verify the identity of their
employees as part of other routine procedures, such as
when individuals are first hired.

In addition, in cases where an organization is widely |
dispersed and electronic signatures are established or
certified centrally, Sec. 11.100(b) does not prohibit
organizations from having their local units perform the
verification and relaying this information to the central
authority. Similarly, local units may conduct the
electronic signature assignment or certification.

FDA does not believe it is necessary at this time to

FELER oD BRSO A HUCEE B L T D 2
L, TORELREHRAZBET DHBIZITR LR
W EBREEBRNZD X I L TV D IREE T,
BIOURGEDN I TON R TV R0+ F LT Bt &
B\, £lo, ZIEBECECIINERLZEMT S
BRICHTE Fhex O —B & L THILEMAEL TR
W, ERIBL TS LD ThHN, ZHIFEFRTE
7200,

""" (o, SRR HBE T Y L TR Y | BT EAD
MENLRRAEN R T2 SN D E T OB Y
TCHFESH, ZOHREPRIZESED I &%,

Section 11.100(b) TIEZEEIE L T avy, [AIEEIZ, M
TOMEIZBNTEFELZED LY TREORIEL

VL2 LbARETH D,

LR il IS JTGE D J7 1k & BARRYI SR 9~ 21

specify methods of identity verification and expects that | [Z72\V & E 2 TV R THIV Y Ton-ETE
organizations will consider risks attendant to | 4 ZFHLHZ EICEDH Y A ZITHOWTITMEMETE
sanctioning an erroneously assigned electronic | & L CAR LV,
signature.
<11.100 (c)>
Comment 119
Proposed Sec. 11.100(c) states that persons wusing | [== 2> }]
electron?c signatures must certify to the agency that -tk!eir HIHIZ 0 Section 11.100(c) (. [ 7-E 4, il L
electronic signature system guarantees the authenticity,
TWDLEIT.EDBETFEL VAT INEFELHDRE

validity, and binding nature of any electronic signature.
Persons utilizing electronic signatures would, upon agency
request, provide additional certification or testimony that a
specific electronic signature is authentic, valid, and
binding. Such certification would be submitted to the FDA
district office in which territory the electronic signature
system is in use.

WWME, MM, ERRERMEERGEL TWD 2 &
FDAIZRERA L72 < TR B 720 & LTV 5, FDA
DEFEDNHIL, BB OFPEIL, FFEDE

B DMEIRYE, T4k, IR D RO b O
Th D LR TBMOFEREE - TR E R
T, ZDOX D IRAENFIL, EFEL VAT LDME
STV HE (territory) ¢ FDA #iX FHEHTIC
T2t 5,

147

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

Many comments objected to the proposed requirement
that persons provide FDA with certification regarding
their electronic signature systems. The comments
asserted that the requirement was: (1) Unprecedented,
(2) unrealistic, (3) unnecessary, (4) contradictory to the
principles and intent of system validation, (5) too
burdensome for FDA to manage logistically, (6)
apparently intended only to simplify FDA litigation, (7)
impossible to meet regarding “guarantees” of
authenticity, and (8) an apparent substitute for FDA

inspections.

FDA agrees in part with these comments. This final rule
reduces the scope and burden of certification to a
statement of intent that electronic signatures are the
legally binding equivalent of handwritten signatures.

| As noted previously, the agency believes it is important,
within the context of its health protection activities, to
ensure that persons who implement electronic
signatures fully equate the legally binding nature of
electronic signatures with the traditional handwritten
paper-based signatures. The agency is concerned that
individuals might disavow an electronic signature as
something completely different from a traditional
handwritten signature. Such contention could result in
confusion and possibly extensive litigation.

 Moreover, a limited certification as provided in this final |
rule is consistent with other legal, regulatory, and
commercial practices. For example, electronic data
exchange trading partner agreements are often written
on paper and signed with traditional handwritten
signatures to establish that certain electronic identifiers

are recognized as equivalent to traditional handwritten

signatures.

BEFEL VAT LT HFEHFEL FDA IR T

eV BT LT, ROKKTER™H -7,

(1) A2,

(2) FEHENTH 5,

@B) ~FETH D,

(4) VAT LX) T =g OIEARTEH L EXIC
FIET 5.

(5) FDA MEHT 5T
Do

(6) B 5 2°Z FDA OFFFAD AL D A% EXK L
LOTH D,

(7) 51EMEZ TRGE) 75 Z LIIAFRETH D,

(8) 15712 FDA OEZIZR DD LD TH 5,

FEB EORENPRETE

FROBRIITHMICFAET 5, HEHAITE
AEEOHPH L AR 2R L B B4 75>$£% =
4 L REOERFR N 2RO D TH D LV I E
KOXTRWHEDET 5,

CRECHRATE L ST ARRE DR £ S
FDA DOIEENO T CEFEALZBATLHIL, &
B4 LUEROFFHE BL OENIWIR T 2 HEEIZR
EOLDOETLHIENEETHL WEROFEEE
£ EFEGEI LD, L LT MANETELE
BWETHZEEZBREL WD, DX ) A TiRITH
BE LU TRALEZA U &8, KEBRRAICE S ATHE
b dH D,

« ARGERBANT RS & 9 ZRBREM Z2FEFIX
m®$¢ B, pEEEE —EMEND D, FlzIT
FEE DR %%@ﬁ%%%%%@%iéﬁ%kﬂ
DHLOL AT EEEDDLID BT — XA Hh
D/3— M= ELRICFEHR L 72 5 2 T kD
FEXBLAEAND Z EBE,
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FDA does not expect electronic signature systems to be
guaranteed foolproof. The agency does not intend,
under Sec. 11.100(c), to establish a requirement that is
unattainable. Certification of an electronic signature
system as the legally binding equivalent of a traditional
handwritten signature is separate and distinct from
system validation. This provision is not intended as a
substitute for FDA inspection and such inspection alone
may not be able to determine in a conclusive manner an
organization’s intent regarding electronic signature
equivalency.

The agency has revised proposed Sec. 11.100(c) to
clarify its intent. The agency wishes to emphasize that
the final rule dramatically curtails what FDA had
proposed and is essential for the agency to be able to
protect and promote the public health because FDA
must be able to hold people to the commitments they
make under their electronic signatures. The certification
in the final rule is merely a statement of intent that

electronic signatures are the legally binding equivalent

of traditional handwritten signatures.

B BEL VAT ADMEHHERICRIEESNTZH DT
H D E TR L TRy, F72. Section 11.100(c)
T, ERARREREFLZHET BRI G2, &
BH VAT DBERDFEHEZEL LIAFEOERN
KOWERFOLOTHD Z & O
VF—varyl@3plomEaobochs, ZORE
ZH o TFDAELZONRM LT 2EKITZR<. £D
EOBRBEELETTITETFELE (FESELL) W
L R L D Mk O B & R ALHNT BT S
ZEFITERWTHA D,

UARAT e N

FHAIZE D Section 11.100(c) #. FDA DX 23R
2725 KO ICET Lz, FDA 3B B4 O FIAT
OITATAICK LEEZM D Z &N TE it
@%@wo%®%%fx$ﬁ%ﬁ%iﬂmA#k%
LT ARBEDORGE L HEtEZ RT3 720
AR 72 G2 RIGICHIZ LD THDH &%ﬁ
FL T, RAHHANC S HFEET, (kD FHEE
B4 L RIEOENMR ) 2 EFBL IR ED L
VO BERIORIFITIE E 720,
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Comment 120

Several comments questioned the procedures necessary
for submitting the certification to FDA, including: (1)
The scheduling of the certification; (2) whether to
submit certificates for each individual or for each
electronic signature; (3) the meaning of “territory” in the
context of wide area networks; (4) whether such
certificates could be submitted electronically; and (5)
whether organizations, after submitting a certificate, had
to wait for a response from FDA before implementing
their electronic signature systems. Two comments
suggested revising proposed Sec. 11.100(c) to require
that all certifications be submitted to FDA only upon
agency request. One comment suggested changing
“should” to “shall” in the last sentence of Sec. 11.100(c)
if the agency’s intent is to require certificates to be

submitted to the respective FDA district office.

The agency intends that certificates be submitted once,
in the form of a paper letter, bearing a traditional
handwritten signature, at the time an organization first
establishes an electronic signature system after the
effective date of part 11, or, where such systems have
been used before the effective date, upon continued use

of the electronic signature system.

A separate certification is not needed for each electronic
signature, although certification of a particular
electronic signature is to be submitted if the agency
requests it. The agency does not intend to establish
certification as a review and approval function. In
addition, organizations need not await FDA's response
before putting electronic signature systems into effect,

or before continuing to use an existing system.

[Z 22 ]

FDA ~OFEHZEDOFR R LT 22 T X (2D T

WROEMNH -7,

Q) FEEORM A ¥ a—L

(2) FEAEIIEE A HOWTHRHT 2 00, £7213
fitl % DEABLIZDONTIRD D,

) Jhir Yy FU =7 ZfEH L TV DR [Hihg
(territory) | DEBEA,

(4) FEFIXE TR TE 200,

(5) MHARITFEE AR R  FDA D OIRE D H D F
TEFBALHVAT LEBEANTEROD),
ZOBRAIZE %, FDA 7O EFEN & - 1255 O HGE
HEZ RN T O2NEICEGETTRE, LWV IHREN 2
B otz, Fio. FEEL K FDA HIXK FEITICHR
HEE2L2ZEZERLTWD R B,
11.100(c) D% D LEED “should (-~ &)” % “shall
(LTI B0 " ICEZ D RET D

aA NS 1 DT,

Section

FDA NEKLTWS DX, LLFDOBE. iFHEN
FEIEBL INHEROEMICC 1 BIREEND

L ThB,
o Part 11 BNERANZE B T AT LEEA
TAHEE, £721%

e Part 11 WA X DRIMNHDEFEL T AT A
& FEHT 8

BEFELICOWTEBOFEHEZ T 5 ME
20, LU, FFEOETFEAICE L, FDA OE
R DIE, ZOFEHEZRET 5D LT 5, GE
HEZ L E 2 —KGE O HICHW D BRI R0,
WIZ, BTEAL VAT LG T DB, £721%

BEax v A7 Lzl ki 2 B8, FDA O Z 1+
DVETTR,
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A single certification may be stated in broad terms that
encompass electronic signatures of all current and future
employees, thus obviating the need for subsequent
certifications submitted on a preestablished schedule.
To further simplify the process and to minimize the
number of certifications that persons would have to
provide, the agency has revised Sec. 11.100(c) to permit
submission of a single certification that covers all
electronic signatures used by an organization. The
revised rule also simplifies the process by providing a
single agency receiving unit. The final rule instructs
persons to send certifications to FDA’s Office of
Regional Operations (HFC-100), 5600 Fishers Lane,
Rockville, MD 20857. Persons outside the United States
may send their certifications to the same office.
The agency offers, as guidance, an example of an
acceptable Sec. 11.100(c) certification:
Pursuant to Section 11.100 of Title 21 of the Code of Federal
Regulations, this is to certify that [name of organization]
intends that all electronic signatures executed by our
employees, agents, or representatives, located anywhere in the
world, are the legally binding equivalent of traditional
handwritten signatures.

The agency has revised Sec. 11.100 to clarify where and
when certificates are to be submitted.

BUER O RDIEEB R TOEBEFEL ZARET D
£ O I R RELCRETE A (BRI, A7
A VA GG BT IR SEIan i REAPAL S i A E A AN
e NSRS X AET O LB A L 72
HEDOE % K/ARIZH 2 % 72 ® 1T, Section
11.100(c) ZckiT L., REEISE 1 @O T, MRk
FHT 22 TOEFELENN—TDHI LR
HRLRIC LTz, F7o. BGT L7ZHANZ T FDA 0%
HEELY 1 BN L2 &b, LB OIS 72
5, WAEBAITIZ, REBIEZ FDA @ Office of
Regional Operations (HFC-100) , 5600 Fishers Lane,
Rockville, MD20857 |Zi%% K 9 RL TV 5, &
REFHINDE S, RISEBITICEREZEZNLITR
HREFE LT, Section11.100(c) TR SALIFHAN]
FORFZ TREIRTS
Title 21 of the Code of Federal Regulations ¢ Section 11.100
WZRE AGEEE k4 ] 22 OFTESETICHD 5
T, MHoMEER, REAELIIREFICL > TTOR
LEFBEZOR TR, EROFEEZEL & FEDOLENR
RNEFROLDETHERD DD Z & A2FEHT 5,
Section 11.100 % AT L, AEAEA >, ¥ ich
HI_ENZWERT LI LT,
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The agency does not agree that the initial certification
be provided only upon agency request because FDA
believes it is vital to have such certificates, as a matter
of record, in advance of any possible litigation. This
would clearly establish the intent of organizations to
equate the legally binding nature of electronic
signatures with traditional handwritten signatures. In
addition, the agency believes that having the
certification on file ahead of time will have the
beneficial effect of reinforcing the gravity of electronic
signatures by putting an organization’s employees on
notice that the organization has gone on record with
FDA as equating electronic signatures with handwritten

signatures.

A DFEHEIL FDA D EFEN H - 125 A1 DO B
HI UL L &0 9 B RICIEFEE L, Bk =
D135 R L FANC ik s L COREBEN
GHETDHZEIIMO CEETHDH EZX DB T
o5, AEHEIL, BTEL OB 2106k OF
BEXBLLAEOLO L BT ER % Bk
WCRTHDERDTHAD, £, AEAELFEAIC
BHTLOZLIXETFBALFEESBLTRAELR
LTS E L TFDA ICBESRSINTWD Z &
T MBROEERICER ST L LD, TOR
REBTELAOERIZHLITBFATELH L NS T T
ADENRD D D,

Comment 121

One comment suggested that proposed Sec. 11.100(c)
be revised to exclude from certification instances in
which the purported signer claims that he or she did not

create or authorize the signature.

The agency declines to make this revision because a
provision for nonrepudiation is already contained in
Sec. 11.10.

[ A }]
HRIZ D Section 11.100(c) #UFT L. BLH & Sh
TWDAEN, TOELZE LTV, £I1384%E
EYERBOTNRNEEELTNDHEELAIZONT
X FERFEDN DRI T RE | LW IREN LD -

HadBh 2B 2 HEITBEIC Section 11.10 (2D
AENTWA=H, FDA 132 OHWET 2= 7 AN/
A
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As a result of the considerations discussed in comments
119 and 120 of this document, the agency has revised
proposed Sec. 11.100(c) to state that:

(c) Persons using electronic signatures shall, prior to
or at the time of such use, certify to the agency that the
electronic signatures in their system, used on or after
August 20, 1997, are intended to be the legally binding
equivalent of traditional handwritten signatures.

(1) The certification shall be submitted in paper form
and signed with a traditional handwritten signature to
the Office of Regional Operations (HFC-100), 5600
Fishers Lane, Rockville, MD 20857.

(2) Persons using electronic signatures shall, upon
agency request, provide additional certification or
testimony that a specific electronic signature is the

legally binding equivalent of the signer’s handwritten

signature.

ARRXaA boaAr b 119 & 120 ONEEHR
A L7fE 5, HAIZ o Section 11.100(c) # R D X 5
WZHGET LT,

(c) BFEAZMEMNT 21T, 1997 4 8 J1 20 HLA
BRIV AT A THEH SN TWDLETFEAD IERD
FHEEIEL LRFOENWIR 2RO L D ICEX
INTWNWDHZ L%, FDAIZXI L CRE 9 5%,

(1) FEAEIT, 1RO FHFEZ EL SNIHD R
= A kT, Office of Regional Operations
(HFC-100), 5600 Fishers Lane,
MD20857 I[Z#&EH ¥ 5,

(2) EBTEAZMNT 5E1L. FDA DEGFERH D
Ut BTBADTOBELEOTEZELL
A4S DL R 1 2RO b D TH D Z L DFE
B E 72I3RES 2 BT 5,

Rockville ,

XI1. Electronic Signature Components and Controls (Sec. 11.200)

XN, EFEL OWMET & EFE (Section 11.200)
<11.200>
Comment 122

Proposed Sec. 11.200 sets forth requirements for electronic
signature identification mechanisms and controls. Two
comments suggested that the term “identification code”
should be defined. Several comments suggested that the
term “identification mechanisms” should be changed to
“identification components” because each component of
an electronic signature need not be executed by a different
mechanism.

[= A1)
HIHIZE D Section 11.200 (X, B HA DWRFEA =
AL EEBIZET 282 R LTS,
|} (identification code) | &9 SHEOEW A EHT
RE | EWVWIOMENR 2D o7, BTELOMEL D
HRERZLT L LR DA =ALTEITTH
VBT oWz TR A 7 = X 2 (identification
mechanisms) | % [#& B OERLE 3 (identification
components) ] (ZZE % H & L) a A kbl

'ND ==—
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The agency believes that the term “identification code”
is sufficiently broad and generally understood and does
not need to be defined in these regulations. FDA agrees
that the word “component” more accurately reflects the
agency’s intent than the word “mechanism”, and has
substituted “component” for “mechanism” in revised
Sec. 11.200. The agency has also revised the section
heading to read “Electronic signature components and
controls” to be consistent

with the wording of the section.

[FDA]

D =— k) W) SEE TG —RICEE S
TR, ZO L) BB CTERT 2 MEITR, [ A
A=AL] K0b EREH] LV ) FEDIT O MR
FDA OEXZ EMEICRT, LW BRIZIZFEE L.
Section 11.200 @ [ A =X | % TRERCESE ) 12K
ST L7z, ZHUTPEV, Z o Section R LY [
TEL OB ER EEH] LSET LT,

<11.200 (a)>
Comment 123

Proposed Sec. 11.200(a) states that electronic signatures
not based upon biometric/behavioral links must: (1)
Employ at least two distinct identification mechanisms
(such as an identification code and password), each of
which is contemporaneously executed at each signing; (2)
be used only by their genuine owners; and (3) be
administered and executed to ensure that attempted use of
an individual’s electronic signature by anyone other than
its genuine owner requires collaboration of two or more
individuals.

Two comments said that proposed Sec. 11.200(a)
should acknowledge that passwords may be known not
only to their genuine owners, but also to system
administrators in case people forget their passwords.

The agency does not believe that system administrators
would routinely need to know an individual’s password
because they would have sufficient privileges to assist
those individuals who forget passwords.

HIRIZ D Section 11.200(a) X, SA A A RU 7 R/
TENY 7 1SN TWRWE B ITR L RO
HIEZRD Tz,

(1) FAEK 2 DORHEOFRI A T3 =X 2 (B ID =2—
RERRT—R) ZHW, 1[EOEL Tlih %
[FRFICE 35 2 &,
BOFAEORDMERT5Z &,
BEOAEUNNEFELOEHERD LY
BITiE, HESEIZ 2 NLEOHFER M E L 72D L
IBHLUEMT D &,
NRAT—=REENTLE>2HAIH A BEOFA
HIZTF TR VAT LT RI=A L —& {3
J—FRZHMo>THTHRNWZ EIZTRE L)
AR 2EH o7,

VAT LT FIZAML—FFI, XAV =& R
NIENZBT D120y R 2> T\ 5
7o HEHIEN DS AT — R&F - TV D W3
TN EEZ D,
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Comment 124

Several comments argued that the agency should accept
a single password alone as an electronic signature
because: (1) Combining the password with an
adds 2

administrative controls and passwords are sufficient, (3)

identification code little  security,

authorized access is more difficult when two
components are needed, (4) people would not want to
gain unauthorized entry into a manufacturing
environment, and (5) changing current systems that use

only a password would be costly.

The comments generally addressed the need for two
components in electronic signatures within the context
of the requirement that all components be used each
time an electronic signature is executed. Several
comments suggested that, for purposes of system
should both a

identification code and password, but that,

access, individuals enter user
for
subsequent signings during one period of access, a

single element (such as a password) known only to, and

usable by, the individual should be sufficient.

[ A }]
LT OBHEMND /NAT — RECHERR S LD
B EBDDHRE, LWV BERMIENDH T,
(1) ID 2—KE 2T —REMAAEDETCHLES
EX R AP A F S ERW VR L | A=Y (WA AN

(2) EELEOEH L NRRAT = RTELSTH D,

() 2 DORERRERDLERGE | HROH DT 7
TANRRNEEL 2D,

(4) BUEBREATEAERTAD 72 E D ATz
WiZAH 9,

(5) "NAU—=FROLZEHH L TWDHEERT AT A

DEFLITIX, FHYOREDRIPDNDIES D,
TABEDI AL NTECESSR TV O BT
BLEFATTHI R ERZHA D &0 )
FRIZONWT, 2 DDORERRER D LEIR DN E VD
L ThoT, VAT ATV BATEHEDIC, A
NFa2—HID a— K& 2T — RO &2 A+
RETHOIN.ZOHOE Y v a L HFIITIELT
X, ZOEARE > TEY  EOFMAZTHNEHT
X% 1O0FEE (fl: AT —R) FIFTESIE
TThHDH, LW FERA NS T2,
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The agency believes that it is very important to
distinguish between those (nonbiometric) electronic
signatures that are executed repetitively during a single,
continuous controlled period of time (access session or
logged-on period) and those that are not. The agency is
concerned, from statements made in comments, that
people might use passwords that are not always unique
and are frequently words that are easily associated with
an individual. Accordingly, where nonbiometric
electronic signatures are not executed repetitively
during a single, continuous controlled period, it would
be extremely bad practice to use a password alone as an
electronic signature. The agency believes that using a
password alone in such cases would clearly increase the
likelihood that one individual, by chance or deduction,
could enter a password that belonged to someone else
and thereby easily and readily impersonate that
individual. This action could falsify electronic records.
 The agency acknowledges that there are some situations
involving repetitive signings in which it may not be
necessary for an individual to execute each component
of a nonbiometric electronic signature for every signing.
The agency is persuaded by the comments that such
situations generally involve certain conditions. For
example, an individual performs an initial system access
or “log on”, which is effectively the first signing, by
executing all components of the electronic signature
(typically both an identification code and a password).
The individual then performs subsequent signings by
executing at least one component of the electronic
signature, under controlled conditions that prevent
another person from impersonating the legitimate
signer. The agency’s concern here is the possibility that,
if the person leaves the workstation, someone else could
access the workstation (or other computer device used

to execute the signing) and impersonate the legitimate

signer by entering an identification code or password.

[FDA)

BFH I —XKEY ORI (72782 -k
varyHoEhu A )i iR LEITS
é(ﬂ4ibe7x:%6#&w)$%%%&
TN DOETFEL L ZXBT D2 ERIEFIC
TChDH, TAL FOBERANS, AxD,
IR S 720 L IEAIZ LTRSS ITE A &8
LD AT — R T 250 TIERnan L
LTWD, o T, ANA A A Y 7 RITEED)7R0
BTBEAORY IR LE Tz BEINZ—XEY D
MBERIRFRN TIT O RN E N AU — RO B % 8
TEAELTHEATZ20EFEFICENEE
(practice) T2 L WVWx D, ZTDXKIZRIKRPLT/NA
T — ROHEETESE L TER L TOIUE B3
) E 7 THERNZ K> T DA T — RE AT L,
fHNOEBICZDOBAICR Y TEFT N TE

dT=—7

HAREMEDEFICE E D, ZDO X I RITAICE -
T, B0 I ANAREE 2D,

BB BTG E A A AR 7 RZED0

WEFBEA DO EREZ LT L b EREEE L
STHREWREAH VD Z EE2FHRLTND, £
D XD RRBUTEE FrEDRMEMED LnH 2 &
Z, A NOERNGEE LT, BIZIX, H D
ANWEFELORRKER (@, ID a— &
AT — RO ) #2052 &T, FBEERYOE
B ERDEMNDY AT BT 72 A DEYa st
AT D, LABE BN IEL R BLF IRV TETZ
EEHIETHEEMTON TV DRN T ETEL
DREREHZED > bRIK1SZHANTELT D, 2D
BA. FDA DNEELTVWADIE, HFANRT—27 R
T — g UNBEERE LTV B RIS oo s
DI =7 AT —3 a3 v (EIXZDOMDEL % FAT
THALE2—F TS R) (TEDSE, ID 23—
REIINAT— RE AN L TIEYRBAE IR
DTETHRENOHLZETH D,
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The agency believes that, in such situations, it is vital to
have stringent controls in place to prevent the
impersonation. Such controls include: (1) Requiring an
individual to remain in close proximity to the
workstation throughout the signing session; (2) use of
automatic inactivity disconnect measures that would
“de-log” the first individual if no entries or actions were
taken within a fixed short timeframe; and (3) requiring
that the single component needed for subsequent
signings be known to, and usable only by, the authorized

individual.

The agency’s objective in accepting the execution of
fewer than all the components of a nonbiometric
electronic signature for repetitive signings is to make it
impractical to falsify records. The agency believes that
this would be attained by complying with all of the
following procedures where nonbiometric electronic
signatures are executed more than once during a single,
@) Al
sighature components are executed for the first signing;

continuous controlled session: electronic
(2) at least one electronic signature component is
executed at each subsequent signing; (3) the electronic
sighature component executed after the initial signing is
only used by its genuine owner, and is designed to
ensure it can only be used by its genuine owner; and (4)
the electronic signatures are administered and executed
to ensure that their attempted use by anyone other than
their genuine owners requires collaboration of two or
more individuals. Items 1 and 4 are already incorporated
in proposed Sec. 11.200(a). FDA has included items 2

ZOXIRITIX. 20T LERIET 57201
WD XD 72k BB O TN IERICEHETH D,
(1) B ZITol-kyyarfidv—r 25—
2 U DOFENGRENIRNT &,
BW—ERFHINICATIRT 7 2 a UMb 72
WAL R LT BAE BB e 7 47
SHLFEEAMEHTHZ &,
2FEHLEDBEAIZH WD 1 DO ERIT
FERRD & DENTE T D3 H-> TERY | Ena i
TEAHLDETHZ L,

()

3)

N%ﬁbe7xK%d#ﬁwﬁ%%%%ﬁD
L1795 % é%ﬁ%ffiﬁ<%@—%ki

ﬁ%%wbétb LRI S A A FEE EARATRE
:L&ihm@%ﬁmgﬁﬁéhktyyay#ﬂ
FELTWDIIZ A A A NY 7 RZHES)HRWE

FZ4 D 2| LT SN D56 L TIORTFIA

DETICHET DI LTSN EEZ D,
(1) EHIDEL TETELOEHRERZFEITT

5Tk,

TN LV BOBL TR, BB OERE

FOKRIKLSEZFEITTHZ L,

WRDEL L BICHNDEEBEL ORRE

RL, BEOFAEEOHRMEM L, £-iFEICE

OFFEHE LIMER CTERVWE ST I T

W5hHZ kb,

4) BEOFAEUNANETELOHEREZRR LY
ENTIE, fEFRIC 2 N LGN M L 72 5 &
IBEHLEMTHZ &,

HH (1) & (4) 3HHIZD Section 11.200(a) (ZBE

()

3)

and 3 in final Sec. 11.200(a). WWEVIAER TV, (2) & () 1Tk
Section 11.200(a) (Z A7z,

The agency cautions, however, that if its experience | 4%, Part1l OHEATIfES FDA OMEMNE, 8
with enforcement of part 11 demonstrates that these | A Z 519 57212 LFERLOEB TIIAFK S TH D
controls are insufficient to deter falsifications, FDAmay | = & 23 EFE S AT, B R B H AT T 5 0]
propose more stringent controls. REMERDH D, b)) Z L aEE L TRL,
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Comment 125

One comment asserted that, if the agency intends the term
“identification code” to mean the typical user
identification, it should not characterize the term as a
distinct mechanism because such codes do not necessarily
exhibit security attributes. The comment also suggested
that proposed Sec. 11.200(a) address the appropriate
application of each possible combination of a two-factor
authentication method.

The agency acknowledges that the identification code
alone does not exhibit security attributes. Security
derives from the totality of system controls used to
prevent falsification. However, uniqueness of the
identification code when combined with another
electronic signature component, which may not be
unique (such as a password), makes the combination
unique and thereby enables a legitimate electronic
signature. FDA does not now believe it necessary to
address, in Sec. 11.200(a), the application of all possible
combinations of multifactored authentication methods.

[z 2]

(D =—F] &9 FHETRIR—F O
ZFDAMEMHLTWADE D72 51E, ID 22— R
T LbEX2 VT 0 DRMEEZFF DT Tldewn
DT ZOZHEENBED A=A L L LTEHRT
TR, EWnWHhar s RN B2, E.
HHAIZ? Section 11.200(a) X 2 DOEEN S D
WAEHETE 2 b D BAE DE DY) 7250 H
WZOWNWTERTARE, LVWOIRENRD T,

ID 2— R TidEX =2 T 4 DRENRZRNT &
TR L TV, X2 VT 1 13 SA D=9
WCBASND VAT LEH2ERZEL THLND,
TL=— 7 TIEHRWATREMED & 5 B B4 O ot
ESE (B AT —R) La=—272 1D a—F
A OEIL HAGDE b DIF2=—7 &
720, IEMRETEL LD, BlREATIX, Section
11.200(a) IZC. EEDOEEN LR DRI IETE
2150 BMBELEDOHEMIZONWTE LR T HMNE
TN eEEZ 5,

Comment 126

One comment requested clarification of “each signing”,
noting that a laboratory employee may enter a group of

test results uder one signing.

[z F]

ZHRZ MY TR EHORBFE RO AT & 1 RIOE
HDOTFTITHOHENH DL L HEM LS 2T,
[ZhENDEL (each signing)] & W) SEDE
WA OGNZT DL oKkDDa AR 1 o
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The agency advises that each signing means each time

an individual executes a signature. Particular
requirements regarding what records need to be signed
derive from other regulations, not part 11. For example,
in the case of a laboratory employee who performs a
number of analytical tests, within the context of drug
CGMP regulations, it is permissible for one signature to
indicate the performance of a group of tests (21 CFR
211.194(a)(7)). A separate signing is not required in this
context for each separate test as long as the record
clearly shows that the single signature means the signer

performed all the tests.

[FDA]

(ZhEnnEL ] L1, BARELZIT O TN
EWVWIHIERTHD, EOFLERICEBL T HHLERD D
T OWNTOEML, Part 11 TidZe < o<
BEINTWD, BlxiE, EFKnD cGMP BT
. 7R T MY OREEENERDO ST EZIT O 5
A1 ODBEL T EORBRNEM Sz 2 LR
HHNATWD (21 CFR 211.194(8)(7)) » ZDOHA.
1 ODBHTELENRT AN EB LI L%
BT D, ERERICHIREN TV AHIRY | #iBRiC
kf LB % 2384 %9 D b BT R0,

Comment 127

One comment suggested that the proposed requirement,
that collaboration of at least two individuals is needed to
prevent attempts at electronic signature falsification, be
deleted because a responsible person should be allowed to
override the electronic signature of a subordinate. Several
comments addressed the phrase “attempted use” and
suggested that it be deleted or changed to “unauthorized
use”. The comments said that willful breaking or
circumvention of any security measure does not require
two or more people to execute, and that the central question
is whether collaboration is required to use the electronic
signature.

[ A2 ]
BEIBALSADOETEIET A9 2 ALk
OIHAEVE LT 25 &) BRIROEE A HIBR S
REEWIOIREN L b o, TOHEB L LT,
EEEITHM TOBFBLEA— =T R 570
ZEBHFAINDEIRETHDLRESET VD, F
7o, Ml ORD (attempteduse)] &9 SHEAHI
B2 m, Fizid THEBRO 22 (unauthorized
uses)] &) FEEITEZ H X L) FRENE:
N oT, FIC, AT LAOEX 2T 4 & BT
WRET S, EE20HTEEZ RO T I,
L 2 N EMERDIT TlERnwe LUETE
£ & D DICHGER BB D h>, & DRER &k
T,

[FRIE] T oBEL ZEHME L, RV IZ ERINE
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The agency advises that the intent of the collaboration
provision is to require that the components of a
nonbiometric electronic signature cannot be used by one
individual without the prior knowledge of a second
individual. One type of situation the agency seeks to
prevent is the use of a component such as a card or token
that a person may leave unattended. If an individual

must collaborate with another individual by disclosing a

password, the risks of betrayal and disclosure are greatly

increased and this helps to deter such actions. Because

the agency is not condoning such actions, Sec.
11.200(a)(2) requires that electronic signatures be used
only by the genuine owner. The agency disagrees with
the comments that the term “attempted use” should be
changed to “unauthorized uses”, because “unauthorized
uses” could infer that use of someone else’s electronic
signature is acceptable if it is authorized.

' Regarding electronic signature “overrides, the agency
would consider as falsification the act of substituting the
signature of a supervisor for that of a subordinate. The
electronic signature of the subordinate must remain
inviolate for purposes of authentication and

documentation. Although supervisors may overrule the

actions of their staff, the electronic signatures of the
subordinates must remain a permanent part of the
record, and the supervisor’s own electronic signature
must appear separately. The agency believes that such

an approach is fully consistent with procedures for paper

records.

[FDA]
BT 2 Z O BEOEKIT., BIOM AT D
STWHIEREAFLRNZ EIZIE A A AR
AN DN VBB O ER 25
TEMTERNVWEIICTHZ L THDH, FDA &L
TILRE SN — B0 b — 7 O EE R M
fEHSND E VI RMAERIIE LTz, & L, BIOfE
NIRRT —REHZ D LWLV IFE LT
72 B2 &R EE Y LR O TR I
WZEED T A M5 -8 &%, FDA I
ZDOEIBITAEBD TNDH DT TIERWE®D,
Section 11.200(a)(2) (B W TCEHDOHTHH O AN E
TEBLEHERT DL ORDTND, THERD A2\ Ml
M1 &V RETIE, FAT SN TOIUIMADE
BEALOHERITRD LD LWV BRIZE S i
ﬁwkb\fﬁﬁ@ﬁﬁj%r%@@ﬁwﬁﬁjﬁ
FEZHRE, L) aAy MIFEE LR,
BWIEHD [F—r—F 4 ] ICELT, @ FOE
TEL % LROBEAICEE X HIT4% FDA
TS A& ReT, SFOEFBEAIL, BRIEE F¥
2 AT =2 a Y OHBNG FICRARRE DT
L TR bRV EEEIZB DAY v 7 OIEE
FERZBET ZLILTEON M TOETEL TR
DKFEZTEL LTHERTLERS Y | BEHEB Y
DEFBAITHEICR I N TV TER L2
W, 2D XD B2 T, OGRS T HEET
g &gl —EMERD D EE XD,
[FRIE] Tkt &1, 2 2 Cldits&oRrEmm %
BFboEsExbNn5,
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As a result of the revisions noted in comments 123 to
127 of this document, Sec. 11.200(a) now reads as
follows:
(a) Electronic signatures that are not based upon
biometrics shall:
(1) Employ at least two distinct identification
components such as an identification code and
password.
(i) When an individual executes a series of signings
during a single, continuous period of controlled
system access, the first signing shall be executed
using all electronic signature components;
subsequent signings shall be executed using at least
one electronic signature component that is only
executable by, and designed to be used only by, the
individual.
(i) When an individual executes one or more
signings not performed during a single, continuous
period of controlled system access, each signing
shall be executed using all of the electronic
signature components.
(2) Be used only by their genuine owners; and
(3) Be administered and executed to ensure that
attempted use of an individual’s electronic signature

by anyone other than its genuine owner requires

collaboration of two or more individuals.

T AL b 123 DB 127 F TOWETORER, Section

11.200(a) 1IKRD L ST/,

(@) A A A MY T RISV ETFELIT.

D ID 2—F&ENRT—RE 250 EORFED
R R AT 5,
(i) BEREISNIZ U AT AT 7 & A0k LTV
D ECHEE L CEA EIT I 5 E A DELIC
TR TOEFEAEREMEA LTS
RN ENLEOBLIIETBAERE 1O
PLEERTIUER W, HL, ZOEEOETE
ZEHIT, BAHFORMEFATE S XL oICL,
FEFFEBEDLOICT D,
(i) BEOBLZ LBIOEBEINTZ VAT AT
7 & A0kRE L2 T Th WS 2T
NOBLITETOBEBTFELBER ML TT
b b,

(2) BAITEOFAFIZL > TORBEH S,

() BEOFAHE LN X 58 B4 M H DR~
kLTI T 2 AL E R S 2457
WEOEHERT D,

<11.200 (b)>
Comment 128

Proposed Sec. 11.200(b) states that electronic signatures
based upon biometric/behavioral links be designed to
ensure that they could not be used by anyone other than

their genuine owners.

HiHIZ D Section 11.200(b) X, XA A4 A FU 7 &
ST 7 IS WICE T EA L. FDOEDHTH
FHLUAMIMEICHEA TE RV E ) ITHRFF ST
HT L] ELTWE,
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One comment suggested that the agency make available, | [= A K]
by public workshop or other means, any information it | RN EARZEUNZHATE 5 L 512, BIfE FDA

has regarding existing biometric systems so that
industry can provide proper input. Another comment
asserted that proposed Sec. 11.200(b) placed too great
an emphasis on biometrics, did not establish particular
levels of assurance for biometrics, and did not provide
for of biometric and

systems using mixtures

nonbiometric electronic signatures. The comment
recommended revising the phrase “designed to ensure
they cannot be used” to read “provide assurances that

prevent their execution”.

The agency’s experience with biometric electronic
signatures is contained in the administrative record for
this rulemaking, under docket no. 92N-0251, and
includes recommendations from public comments to the
ANPRM and the proposed rule. The agency has also
gathered, and continues to gather, additional
information from literature reviews, general press
reports, meetings, and the agency’s experience with this
technology. Interested persons have had extensive
opportunity for input and comment regarding biometrics
in part 11. In addition, interested persons may continue
to contact the agency at any time regarding biometrics
or any other relevant technologies. The agency notes
that the rule does not require the use of biometric-based

electronic signatures.

MESTNDENAF AR v 7 - 2T LMZET S
T2 AT 2 T —2 O L TR R &
EWVWIHaRA IR L ES ST,
T2, ZOHAEN
e NAFRANI I ALEREBEBEXTETCND
o NAF AN T RITKRT BHERGE L~ & BAR
AIZE D TR
o NAF AN 7 RAZESWEETELEEN
SN DOBETBLERE LT 2 AT A
DWTIHBE L T
LWIHIERbH ST
R TE VLI ICRFFESN TS &n
Itk E, TEITBFHIEEND Z L B RAET 5
BETLIEBE D, W IHIRELH -T2,
NAFARNY 7 ANZHS L BAES T FDA HRER
L CE7=Z & A RIOHRIGIED T D O TBRLEK
D Ry b5 92N-0251 [ZFE 24T Y . ANPRM
TEROBAIZIC L THFEDN D3 X 2 K
NHOIRS HREERSINL TN D, Fo, Lo L E =
. HGE, A KOVFDA OHIREND
HMAENE L TEX TRV, BIEDNELFIT T
%o B EFFOFITIL, Part 11 (281 /34 4 A b
U 7 2B HIEHS 2 A > % FDA 195
RRTWAS B2 TE e, BIZ, 5% b A F A B
U 7 AR Ot B HEHAN I B O A FF O 1T
T FDA LA D Z L NARETH 5,
ZOHANIAA A AR 7 RSN E
DOFEHZERD L HLOTIE AW, L) 2k
HZ
[FR#E] ANPRM (% Advanced Notice of Proposed
Rulemaking DR&FETH 5,
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As the agency’s experience with biometric electronic
signatures increases, FDA will consider holding or
participating in public workshops if that approach
would be helpful to those wishing to adopt such
technologies to comply with part 11.

The agency does not believe that proposed Sec.
11.200(b) places too much emphasis on biometric
electronic signatures. As discussed above, the regulation
makes a clear distinction between electronic signatures
that are and are not based on biometrics, but treats their
acceptance equally.

 The agency recognizes the inherent security advantages
of biometrics, however, in that record falsification is
more difficult to perform. System controls needed to
make biometric-based electronic signatures reliable and
trustworthy are thus different in certain respects from
controls needed to make nonbiometric electronic
signatures reliable and trustworthy. The requirements in
part 11 reflect those differences.

The agency does not believe that it is necessary at this
time to set numerical security assurance standards that
any system would have to meet.

The regulation does not prohibit individuals from using
combinations of biometric and nonbiometric-based
electronic signatures. However, when combinations are
used, FDA advises that requirements for each element
in the combination would also apply. For example, if
passwords are used in combination with biometrics,
then the benefits of using passwords would only be

realized, in the agency’s view, by adhering to controls

that ensure password integrity (see Sec. 11.300).

Part 11 (26 L7oNA A4 A MY 7 ZAFIF OB %
%zéA&:ﬁﬁ&wﬁ@f%nﬁJ%ﬁt%%U
(ZHEDWZEFELIZET D FDA OHEIE DO E
%adﬂxﬁﬁv—ﬁyayf@%%%§M%ﬁﬁ
ZORAER AL A A R I ACESVEETE
LICEREZBEETECND EEFB L TRV LI
WA LIS AHANIASA A A R Y 7 Z2EES0
BIBEL EETNUNOETEL ZHMIZXR L
TV%#\%®§@Z%LTiﬁ%CWOT%éO
AL, FDA [ZE@OWE ML D EEL LS S
AFA RNV ARLTIEOEX 2 VT 4 EOF A
AL TCNWD, - T, BEFELEZEEHTED D
DIZT DD AT NEBN A F A b
U7 ANHAWIEETES LTS DOETEL
ETIE, WL OO R TR S, Part1l OE:X
ORI BREZRKRLIZEDTH D,
BIEETIE, VAT AR T RELF 2T 4D
PRAEFEVE 2 R T LB T VW E B X D,
KHICIEABADAA A A KU 7 RSV
FEBL L ENUSNOETEL L HAE D TR
THZ LB TTUUIWARW, B L, #lAEDETHE
AT 25613 i 4 DEFIIHT 2 EFEbEA S
HZEITHERLTERLY, flxIE, "AT—FENR
AF AR 7 A B EDLETHENT 256, /34
U — FOFEEME AR T 5% (Section 11.300
EHBIR) DR T L, XA Y — REHEHT5F]
=Vt oV AN
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In addition, the agency believes that the phrase | B2, THESRICEH CE WL ) ITEREF STV S |
“designed to ensure that they cannot be used” more | D 5713, ENH - 7=FH LV L IEMEIZ FDA OE

accurately reflects the agency’s intent than the
suggested alternate wording, and is more consistent with
Under

validation, falsification preventive attributes would be

the concept of systems validation. such

designed into the biometric systems.

To be consistent with the revised definition of
biometrics in Sec. 11.3(b)(3), the agency has revised
Sec. 11.200(b) to read, “Electronic signatures based
upon biometrics shall be designed to ensure that they

cannot be used by anyone other than their genuine

owners.”

MEKMLTEBY, VAT LN F—2 g O
AL EHMRHL, ZOLI RN T = gD
TCIE, S AR IEORER NS A A N v o
AT LOFFHIALAIAEND Z L L D,
AT L= Section 1L3(b)(3) D/3A A A kU 7 2D
FITHDHE T, Section11.200(b) % /XA F A bk
U 7 ZNZHAWTZBFELT BEOFTA & UL
MTERNEDITRET D, | ITHET LT,

XI11. Electronic Signatures--Controls for Identification Codes/Passwords (Sec. 11.300)

XIII.

FETEBL—ID 2— R/ /RAT— FOEH (Section11.300)

The introductory paragraph of proposed Sec. 11.300
states that electronic signatures based upon use of
identification codes in combination with passwords
must employ controls to ensure their security and
integrity.

To clarify the intent of this provision, the agency has
added the words “[p]ersons who use” to the first
sentence of Sec. 11.300. This change is consistent with
Secs. 11.10 and 11.30. The introductory paragraph now
reads, “Persons who use electronic signatures based
upon use of identification codes in combination with
passwords shall employ controls to ensure their security
and integrity. Such controls shall include: * * *.”

HHIZ o Section 11.300 DA DOEPE T, TID =
— I (identification codes) & /X2 U — KOG D
HICESWEBTBEL T TOEX2) T 4 LEa
MEAMREICT HEHRL AN R TERLRN &L
TW5,
ZOREDEMAZWMEIZT D72, Section 11.300
DOEMOLFIZ [ (ID 2— R E/NRT — RO
BORICESWEFEL L) T 51T &v
IFLIR EIMZ 7=, Z DAL Section 11.10 & O
11.30 & —EMRH D, ZORER, Bl DBk
WD X HIZkET &Nz, D 22— RKERRATU— K
DRAE DFIE DN ETEA ZHEHT 281X
ZDEX2 YT 4 LA EMIZTH LD afi
T 5, 2D L9 BREHIIILL TOFHEEET,
[FR7E] Section 11.10 2 T8 11.30 (ZiZ W9 [
(T2) Hix LEORENRFTLBRR D 5,
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<11.300>
Comment 129

One comment suggested deletion of the phrase “in
combination with passwords” from the first sentence of
this section.

The agency disagrees with the suggested revision
because the change is inconsistent with FDA’s intent to
address controls for electronic signatures based on
combinations of identification codes and passwords,
and would, in effect, permit a single component

nonbiometric-based electronic signature.

[ 2 }]

Z @ Section DA DO—LIZH 5D [XAT—KED
MAEDE] LW RBLHIRT &, LV RE
D1lEd o7,
FDA 1 Z ORICHE L2V, ZORREIE, ID =
— RERRT— R L DAL DOFIZEDINE
BAITHT DERICKHET 2 LW BERETET
Bo BREIHEZIE, 1 DOREZEN SR DA 4
ARNY T RZESHIRNVETELAEFEERD D
s,

<11.300 (a)>
Comment 130

Proposed Sec. 11.300(a) states that controls for

identification ~ codes/passwords ~ must  include

maintaining the uniqueness of each issuance of

identification code and password.

One comment alleged that most passwords are
commonly used words, such as a child’s name, a State,
city, street, month, holiday, or date, that are significant
to the person who creates the password. Another stated
that the rule should explain uniqueness and distinguish
between issuance and use because identification
code/password combinations generally do not change

for each use.

KiHIZ2 ™ 11.300() Ti%, ID 2— R/ /2T —F
DOEFTIE, BITTHLETOID 23— REUVIRT
— FBEAR LD LD LHMFFERTL L) b

HbHaRA NTIEE, NAT— ROZ AT HHERM,
A, @Y o4, AL IRE, EIXBEMAED, —
U SN TV LEETHY N RAY—FEED
FIZE>TERR DD bDOTHSD, Lk,
F72, ID 23— K& 2T — ROMAEGDOE T
BIZEHOEOICERE SR WG, EA
(uniqueness) & W\ 9 SEED ER AP L. AT
(issuance) 72 DMl (use) 72 D& B ST T
RE, EWOHERbH T
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FDA does not intend to require that individuals use a
completely different identification code/password
combination each time they execute an electronic
signature. For reasons explained in the response to
comment 16, what is required to be unique is each
combined password and identification code and FDA
has revised the wording of Sec. 11.300(a) to clarify this
provision. The agency is aware, however, of
identification devices that generate new passwords on a
continuous basis in synchronization with a “host”
computer. This results in unique passwords for each
system access. Thus, it is possible in theory to generate
a unique nonbiometric electronic signature for each

signing.

The agency cautions against using passwords that are
common words easily associated with their originators
because such a practice would make it relatively easy
for someone to impersonate someone else by guessing

the password and combining it with an unsecured (or

even commonly known) identification code.

[FDA]

FDA I%, BB Z1T O - NIERIZHE2 S ID =
— N/ NRAT = OB ELEEENT L2 L%
RKDDHOE D IFZR, T AN 16 DEETHA L
MmN D, BHA LT AREROII AU —FKE ID
a— ROKMAGDLETH D, ZNEREICT ST
»IZ, Section 11.300(a) DFtalk & kil L7z, 1H L.
[RAR] a2 Ea—4 EEYL T, SEgEmicg L
WA — REAERRT 28T A AR5 2 &
ﬁ%ﬁbfpéo:hiﬁ%&bf VAT NTT
Y RAT DI DIRA T — REARET 5, 6
OTWN4ﬁ%k)7X:%O¢&P$¥%%%%
DT NTAERRT D Z L I3Him ErRETH D,
A %5 L35 — R SR AT
—RELTHERATZE, AXU~F%%ML\%M
ERETERY (Fi3ddEicmboh Tt znsd)
|D:—Fkﬁﬁébﬁé:kf%@%§%tﬁw
TELNTEXLHD, Ak Th b,

<11.300 (b)>
Comment 131

166

Proposed Sec. 11.300(b) states that controls for | JIHIZ2 11.300(b) Ti%. MID =2— K,/ /RAT— R
identification c-odes/passwords m.ust. ensure  that CXIT A EEL. ID m— KR T — ROIITO
code/password issuances are periodically checked, - .
recalled. or revised. E%@E’Jiﬁ?‘l v 7 BUH. E&ET%YE%;%&: LD LT D
ZE] ELTVS,
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Several comments objected to this proposed

requirement because: (1) It is unnecessary, (2) it
excessively prescribes “how to”, (3) it duplicates the
11.300(c), and (4) it is

administratively impractical for larger organizations.

requirements in Sec.
However, the comments said individuals should be
encouraged to change their passwords periodically.
Several comments suggested that proposed Sec.
11.300(b) include a clarifying example such as “to cover
events such as password aging”. One comment said that
the section should indicate who is to perform the

periodic checking, recalling, or revising.

The agency disagrees with the objections to this
provision. FDA does not view the provision as a “how
to” because organizations have full flexibility in
determining the frequency and methods of checking,
recalling, or revising their code/password issuances.
The agency does not believe that this paragraph
duplicates the regulation in Sec. 11.300(c) because
paragraph (c) specifically addresses followup to losses
of electronic signature issuances, whereas Sec.
11.300(b) addresses periodic issuance changes to ensure
against their having been unknowingly compromised.
This provision would be met by ensuring that people

change their passwords periodically.

FDA disagrees that this system control is unnecessary
or impractical in large organizations because the
presence of more people may increase the opportunities
for compromising identification codes/passwords. The
agency is confident that larger organizations will be
fully capable of handling periodic issuance checks,

revisions, or recalls.

[ 22 }]

Z OBRANE OB U RIS T BB 5 SO E

M D oT2,

(1) RETH D,

(2) EBLHEE THREIZHEEL TV,

(3) 11.300(c) DEMELEHL T D,

(4) KHBMRRC & > CIEE b, FERENTH
Do

LinL, NAU— ROEMR R T IIRET <&

EWIHIERL BT, HAIE®D 11.300() (2,

AT — ROMIGILEDFERZ D —TF 57280 %,

DN RT LT H72DDFIEANDRE LR

BN S o7z, FEREHNT = v 7 BUH,

FTIEZEAT O O ERTRE LEWVIHIERD LEH -

[,3

FDA X, 2O DERIZFEE L2V, ID 22—
R/ RAT— RFEITOF = v 7 BN GT OBEE
L OTFVEDPRTEIZE U Fe 5y 70 Feifk e 2 /LK 1 5 2
TWAHEWHIHEND, ZOBRENFER LA E
LTWAEEELZTWRY, £, ZOBREN
11300c) t EH L TWH & B X TR,

11.300(c) 1EFAT L 72 FE 4 D FAZ- DOV T EAR
BRI LT D, AUkt L, 11.300(b) 1d%0 5
RN BIZETFEBLPEHOB TRV D LD
Z LTS B T2 O D FEMI AT IZ DWW TR T
W5, ZOREE, NAT— R EEFIEMICE
W HZ & TmiInd,

T OV AT DA RBE TR, F i3I
BEANTHDL LWL EE LW, A%
KRBIFE, ID 22— F /2T — RIEHRBIT
IR IR DRI R D5 Th D, RKIRFZ4R%k I
X, EFRRFITT = v 7 WGET BUEEIT O 1B

NI D L FDAITHERE LT\ 5,
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FDA agrees with the comments that suggested a
clarifying example and has revised Sec. 11.300(b) to
include password aging as such an example. The agency
cautions, however, that the example should not be taken
to mean that password expiration would be the only
rationale for revising, recalling, and checking issuances.
If, for example, identification codes and passwords have
been copied or compromised, they should be changed.

| FDA does not believe it necessary at this time to specify
who in an organization is to carry out this system

control, although the agency expects that units that issue

electronic signatures would likely have this duty.

BT LT 70O ERTRE LN HRE
WCRIEL, L LT RRU— FOBBE b2 &t &
912 11.300(b) 7T L7, AL, /X2 U — KD
FREIALO A, FATOFTIE, BUE, 7= v 7 %179
HEERDENWIERTITRWVWI LE2EELTE
<o BIZIEX, ID a— RENRRT—RFpRab—&h
e ETIIMERBRB T e o G A ITITEEZ21T
N OHA = D AT NEBA YT B A B
R CREl 2 M B T & 2 5, B L, FDA 1L
BIBAZFITLTCVDLHENTI THAI LT
HLTWD,

<11.300 (c)>
Comment 132

Proposed Sec. 11.300(c) states that controls for

identification codes/passwords must include the

following of loss management procedures to
electronically deauthorize lost tokens, cards, etc., and to
issue temporary or permanent replacements using
suitable, rigorous controls for substitutes.

One comment suggested that this section be deleted
because it excessively prescribes “how to”. Another
comment argued that the proposal was not detailed
enough and should distinguish among fundamental
types of cards (e.g., magstripe, integrated circuit, and
optical) and include separate sections that address their
respective use. Two comments questioned why the
proposal called for “rigorous controls™ in this section as
opposed to other sections. One of the comments
recommended that this section should also apply to

cards or devices that are stolen as well as lost.

HiIHIZE D Section 11.300(c) %, ID =2— R /"2 T
— NZRT288E LT, kLo h—2 00 F
— REIL HREPFNEICHE, BRI ER) &5
L& LB N O ERE T TR E 21X
KA LREMZERITTHZ L] L LTS,

Z @ Section |[LEELFIEE TRRENCHEEL TWD &
WOBHT, HIFRZIRET 23 A b oTe, F
7o, ZOHAIRZONERFHERTIZRWEFER L, &
KB — RDZA T (B B A BT A 7T
HEE, JEFR) AL, &2 A T RlofE I
DUNTEL T 257 L 7= Section Z#{ESH ~& 72, &
WO ERL D o7, TREEAREH) & (fiod Section
TiE72<) HtAZTZ d Section TR 5 HH A 5
AR B 2MHHoT, TDOIHLDO 1 DE, D
Section |FRIZT TREENTI — LT A
AT RE, LREL TV,

168

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

The agency believes that the requirement that
organizations institute loss management procedures is
neither too detailed nor too general. Organizations retain
full flexibility in establishing the details of such
procedures. The agency does not believe it necessary at
this time to offer specific provisions relating to different
types of cards or tokens. Organizations that use such
devices retain full flexibility to establish appropriate
controls for their operations. To clarify the agency’s
broad intent to cover all types of devices that contain or
generate identification code or password information,
FDA has revised Sec. 11.300(c) to replace “etc”. with
“and other devices that bear or generate identification

code or password information”.

The agency agrees that Sec. 11.300(c) should cover loss
management procedures regardless of how devices
become potentially compromised, and has revised this
section by adding, after the word “lost”, the phrase
“stolen,  missing, or  otherwise  potentially
compromised”. FDA uses the term “rigorous” because
device disappearance may be the result of inadequate
controls over the issuance and management of the
original cards or devices, thus necessitating more
stringent measures to prevent problem recurrence. For
example, personnel training on device safekeeping may

need to be strengthened.

[FDA]
MREBOEEFIREZEDDHZ L HRODL IO
EIZ2OWT, FDA IFFFMT 25 & b — ki3 &2
EBEZ TV, 2D K9 REETFIROFEM % 3
ET DI Z TR RFHMELARRIC G 2T\ D, Bl
RERCIX B2 e A T DI — R h—7 B L
PR HE A R TR NWEE XD, DL D
IRTNA 2 EAE T DRI, TN O KBTS
B LB AN TE D LD BT kiRt &
Hx2Twb, ID 22— RRNRRATU— ROEHRAEFFD
TNA AR T DT A A THIUL, HH DD H
ATNANR=TED LNV RIEWERZ AT
H7-, 11.300(c) @ %] L9 FHEZ D 22—
REONAY — REHRERFFETITERTE D b
— 7, A= REOTNA A ITEEHZ T,
11.300(¢) 1E. 751 AREAOBHRVIREEL 72
DRI PR IR EHOFIEIC b EH S D
NREEWVWOERMICFAET 5. 8o T, kL)
D#IZ TBRENTATHARNI oo, BB
g ol V) XEBIMUTZ, T3 A0k
L7eDIE 1 — RRTNA ADFITREBLEDOH D
IMARFGr T o7 Z ENRENS LvT, BEO
FEHIE DT DITIT I g LW E DS L e b &
WH Z & T TEREZR (rigorous)) & D S EE A A
L7z, BlZIE, T3 A0 EEHICET 56
HEZBLT DHECRD00E L,

<11.300 (d)>
Comment 133

Proposed Sec. 11.300(d) states that controls for
identification codes/passwords must include the use of
transaction safeguards to prevent unauthorized use of
passwords and/or identification codes, and, detecting
and reporting to the system security unit and
organizational management in an emergent manner any

attempts at their unauthorized use.

#HiHIZE D Section 11.300(d) Tix, ID =— K,/ /X=&
J— RIZktg2EHELT, TR Tz
=T H—RERTF, NAT—=KEOQID 2— KD
MERRD 7o\ MBI A B IE U HERR D22 W T4
B U, 2 U7 o SO O = i PR
ICBAICHETH L) L LTS,
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Several comments suggested that the term “emergent”
in proposed Sec. 11.300(d) be replaced with “timely” to
describe reports regarding attempted unauthorized use
of identification codes/passwords because: (1) A timely
report would be sufficient, (2) technology to report
emergently is not available, and (3) timely is a more

recognizable and common term.

FDA agrees in part. The agency considers attempts at
unauthorized use of identification codes and passwords
to be extremely serious because such attempts signal
potential electronic signature and electronic record
falsification, data corruption, or worse--consequences
that could also ultimately be wvery costly to
organizations. In FDA’s view, the significance of such
attempts requires the immediate and urgent attention of
appropriate security personnel in the same manner that
individuals would respond to a fire alarm. To clarify its
intent with a more widely recognized term, the agency
is replacing “emergent” with “immediate and urgent” in
the final rule. The agency believes that the same
technology that accepts or rejects an identification code
and password can be used to relay to security personnel

an appropriate message regarding attempted misuse.

No. BZLib-116
[Z 2]
ZOMAIZED ID a2— K/ RA T — ROMERD 72\
ERHOETOREEZFHATHSEL LT, [BREA

(emergent)] ORIV I THEE (timely)] &9 FHE
B ZEERET LAY MMEND ST, F
DM L L TROREZFT T,
(1) EE#RE TR
(2) BAITHET 2720 OHM R 20
() WEH &V FEDIT O N T < — &Ky
a A hOERIZE RIS RIE T 5, FDA D& R
T, HERDORWENID 23— RE AT — RE A
FEFEHLED ET56Z2 &1F MOTEATHD, £
D& D I TE, EFEL BT LROUS A, T
— AR, OW TR EE R EZ KD L5
. EVENRREZHE/LINLTH L, 20 &9
SV SARYNCN e N AN E SEE  E O NS Sy
NES > 72 BRICER % st i & [RIAR O 3R 72 BR 2 72 5kt i
DR D, ZDOEX ZEIA < — AT
SNTNDEHETHMIZRELT 2720 & HIHIT

[EXZ (emergent)] &9 5HE4A NRENOBE
(immediate and urgent) | NI EEHx S5, ID 2— K
ERAT — R&FFa] /ST 5 D & RROEIN %
MW ARIEfE R 04 TIZET 20 2 i Ae =
U7 A HYFIEETE D,

[ERiE) emergent & urgent (ZHCZ TER LAy 3,
The [BRa &Lk,
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Comment 134

One comment suggested that the word “any” be deleted
from the phrase “any attempts” in proposed Sec. 11.300(d)
because it is excessive. Another comment, noting that the
question of attempts to enter a system or access a file by
unauthorized personnel is very serious, urged the agency
to substitute “all” for “any”. This comment added that there
are devices on the market that can be used by unauthorized
individuals to locate personal identification codes and
passwords.

The agency believes the word “any” is sufficiently
broad to cover all attempts at misuse of identification
codes and passwords, and rejects the suggestion to
delete the word. If the word “any” were deleted, laxity
could result from any inference that persons are less
likely to be caught in an essentially permissive,
nonvigilant system. FDA is aware of the “sniffing”
devices referred to by one comment and cautions
persons to establish suitable countermeasures against
them.

[z 2]

HAIZE o 11.300d) @ W74 TH (any
attempts) | &\ REITTRT D LW H BT, Tn
M5 (any)] £V FEZHIFRTNE, LW O
RN oT-e . HEIRDRWEEBIZL DV AT
DADATRT 7 A NA~DT 7% ZO4TIE, IEH
WA RETH L LR L. T/ d (any))
ZIRToO @) ICES#MZ D2 LE2MRDD 2
AV bbdoTe, ZOHR T, HERD72WE A DML
DID 23— RO/NRAY — REEX (DD T & & ATHE
2T D7 A ARHGITHEI>TWD | EfHTINA

W72 % (any)) LW O ST ID 23— RE /XA
NICET 22 TOREMHDOETE I /3—F
HIZTHITHHEEZXTEY, ZOFELHIER
TRELWVWIHIRELHTT 5, ZOFELHIRT 2
& ARBEMNTER D R TIE W AT A7 B I
EFORNVTHAS L, HS<EXATLEWLWRHITR
%o N o1 (R =7 4 7 (sniffing)) 7734
ADIFE%R FDA TR LTV, ZhICkd 51
OISR Z2# LD K OB NITEET 2,
[FRIE]A=7 4 v 7«5 /34 2 (“sniffing” devices)
X, EERERICENSEET—% (T v b)) &
% () 5731 A&7,

Comment 135

One comment suggested that proposed Sec. 11.300(d) be
deleted because it is impractical, especially when simple
typing errors are made. Another suggested that this section
pertain to access to electronic records, not just the system,
on the basis that simple miskeys may be typed when
accessing a system.

[z A }]
HLAIZE 0 11.300(d) 1%, FRCHMR 2 A 7 IZX%E
25 EHBENTHDLND ZREHIRTRE, L0
IREND -T2, £T2, VAT LA~DT 7 AWFIC
Bl A 7IRAZHVEL, LWIHBEENL, Z
@ Section 1 XY AT L~DT 7B AL T HDTILR
<, BFRLEEADT 7 B RTRET &, &0 O’
BHboio,
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As discussed in comments 133 and 134 of this
document, the agency believes this provision is
necessary and reasonable. The agency’s security
concerns extend to system as well as record access.
Once having gained unauthorized system access, an
individual could conceivably alter passwords to mask
further intrusion and misdeeds. If this section were
removed, falsifications would be more probable to the
extent that some establishments would not alert security

personnel.

However, the agency advises that a simple typing error
may not indicate an unauthorized use attempt, although
a pattern of such errors, especially in short succession,
or such an apparent error executed when the individual
who “owns” that identification code or password is
deceased, absent, or otherwise known to be unavailable,
could signal a security problem that should not be
ignored. FDA notes that this section offers organizations
maximum latitude in deciding what they perceive to be

attempts at unauthorized use.

[FDA]

AR 133 L 134 T L TWD L 012, oM
EFMEDNORL LD THD EEZ TN D, fidk
DIHIRET U AT IA~DT 7 AT 5F 2
V7 4 AL TNWD, —EV AT ASDRIET 7
BRI TIUT, E DB DR AN & RIELTR % ik
THEDNNAT = REERTLHZENEZ LMD,
t L 2O Section ZHIFRT AL, AIEIZEZ DT
<7 ML TTEX =2V T A BRBICHEEZ
afd L72<7e 5 ThAHI,

Ui L Bifilize # 1 7 3 ASREM 04T A0
THZ LT RN THAH, AL, 2O XD
TT—ORY — (R IER L CiEE 721
O, T ID 2— R0 2U— K% [FiF LT
5 EADRELE, REETELTERNI LB
STWLHERIZED L D AR T =& 725
) F RS TotoTcER2nExX 2T 4 kO
RIEN & B FTRetED B 5, 2 O Section (%, {i& R
EfFHORTE BT rERET S 5 2 THkC
RRKBOABHZLHZ TS, &) ZEEETLLT
<,

Comment 136

One comment suggested substituting the phrase

“electronic  signature” for  “passwords and/or

identification codes”.

 The agency disagrees with this comment because the net
effect of the revision might be to ignore attempted
misuse of important elements of an electronic signature

such as a “password” attack on a system.

(=22 }]
RAV—RRID 2= R L) FRE [ETE
&) ICEEHZDRE, EVWIIREN LD o T,

FDA (ZZORICHEZE LRV, ZDX 9 ZRikGET Ik
BLLT, VAT LA~D [RRAT— ]| Yt 5
TELOERBRBRER A EFEHT 2 ETER
WU nh s TH D,

(3R] N2 U — FY# (“password” attack) & (.
PSNAT— REIRAE & LMY 0 K253,
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Comment 137

Several comments argued that: (1) It is not necessary to
report misuse attempts simultaneously to management
when reporting to the appropriate security unit, (2)
security units would respond to management in
accordance with their established procedures and lines
of authority, and (3) management would not always be

involved.

The agency agrees that not every misuse attempt would
have to be reported simultaneously to an organization’s
management if the security unit that was alerted
responded appropriately. FDA notes, however, that
some apparent security breeches could be serious
enough to warrant management’s immediate and urgent
attention. The agency has revised proposed Sec.
11.300(d) to give organizations maximum flexibility in
establishing criteria for management notification.
Accordingly, Sec. 11.300(d) now states that controls for
identification codes/passwords must include:

Use of transaction safeguards to prevent unauthorized
use of passwords and/or identification codes, and to
detect and report in an immediate and urgent manner
any attempts at their unauthorized use to the system
security unit, and, as appropriate, to organizational

management.

[ x> 1]

DAL NTUTOLI RERANRD T,

1) REMEHOETZ#EO 2 EX 2 U7 ¢ #H25E
BT D RS, RIRFICHLRR DR E B BRE RN
LT 2 MEITR,

(2) B =V T A HUEE T N TR SN AE
HFIE & HEBRSRANT IR - T, MO R E & PR
MA~DOXIEZEAT I LT TH D,

Q) Mo EEHEMA LT LLFICEEST 5
A T ECA AN

B Z X 2 U T ¢ O YIS ) 7okt

JEZETHRBIE LT LHETOREMMOETE

[ R L AR D8 B BRE NS 3 D LB 7R,

W) RICFAET D, AL, EX 2V 7 4 REOIK

BT & o T KR ORE & BREAR D A A DD BE 2

DOt KO DT TRAN b Db & 5, HAIZR D

11.300(d) #&GET L. REEHE~OWMEIZEHT S

HEUEZRIET 59 AT, mKRROFHME G- 2 72,

ZOfER, 11.300(d) (2BWT, ID a3— K&z T

— NIZHT2EEICIIU T2 G 2 & L le oz,
UTFETO DD N T oI vary e —70—
Rzt %,

o NAT— KK,/ E£721L 1D =2 — FOMHERD 72
WERRZB IR %,

o HERRDZRVMERAZMRA L, VAT L - EF=a
U7 o HYEHERD (MEIZRT) Mo
A RSN OB AICHE T 5,

<11.300 (e)>
Comment 138

Proposed Sec. 11.300(e) states that controls for
identification codes/passwords must include initial and
periodic testing of devices, such as tokens or cards,

bearing identifying information, for proper function.

HAIZ D 11.300(e) 1X.ID =2 — R &R T— RN
HELT, D 22— KSR T— ROFBIITE#RE
RIF,ETIFERTED b= 00— REDT A
A R A I BRAGIE e OVEBIRIIC T A | L, & ORERE
MDIELLSEMET DL oI5 LLTWD,
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Many comments objected to this proposed device
testing requirement as unnecessary because it is part of
system validation and because devices are access fail-
safe in that nonworking devices would deny rather than
permit system access. The comments suggested revising
this section to require that failed devices deny user
access. One comment stated that Sec. 11.300(e) is
unclear on the meaning of “identifying information” and
that the phrase “tokens or cards” is redundant because
cards are a form of tokens.

[z 2]
ZOBAMBEDOT NSA A « T A NOEFIIAETH
L, L LIERERAPEREZLS HoTe, TOBHBE L
T, U FZZEFTW5D,
o TNRAA T ANMIVAT L - N F =3
YDO—HTH D,
o TUNTHERE L TWVRWT A R T AT L
DT 7 EAEHEET D FFALRY) v
I TITEA T oA )E—TITho TV
Do
B R.odZiX, 2 Section ZtkET L, #fE L
TN AZ 2=V OT Vv AR ELRETHI L&
KRODDONFIZTREL, EWIHEHL AL, 2
DZED TFAITEH (identifying information) | @&
WAAETH D ET—RiZ h—27 v O—ET
HOENO =T R —F] LWIHIENWHITILE
ThbH, LVWIERLHoT,
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FDA wishes to clarify the reason for this proposed
requirement, and to emphasize that proper device
functioning includes, in addition to system access, the
correctness of the identifying information and security
performance attributes. Testing for system access alone
could fail to discern significant unauthorized device
alterations. If, for example, a device has been modified
to change the identifying information, system access
may still be allowed, which would enable someone to
assume the identity of another person. In addition,
devices may have been changed to grant individuals
additional system privileges and action authorizations
beyond those granted by the organization. Of lesser
significance would be simple wear and tear on such
devices, which result in reduced performance. For
instance, a bar code may not be read with the same
consistent accuracy as intended if the code becomes
marred, stained, or otherwise disfigured. Access may be
granted, but only after many more scannings than
desired. The agency expects that device testing would

detect such defects.

Because validation of electronic signature systems
would not cover unauthorized device modifications, or
subsequent wear and tear, validation would not obviate

the need for periodic testing.

[FDA]

FDA [THAIRD Z OB ORMAAMIZ L, T
A ADTEYNHERET D LN ZEIT VAT AT
TR Z, BAEHOERES X2 T ¢ - 3
T —~ U ABRBMELEEND Z LA Lo, v
AT LT I RBADRHET A N LTIZOTIX RO
WT N ZDBERBPEEE WKL Lindazzn, il x
X DT A RTHEAIEREEE T2 L5 REE
DMZENTEY VAT LA~DT 7 ARG
NAUZGEPBMANICR ) TFFTZ LN AREL 72D
ThHAHH, BT, MENRO HHPHEZ X T AT
A EORHESST 7 v a Y OFF R & BT IS
2D X IBETNRT ASA RZIZ BTV D AHE
HbdHs, ZHEEERTIERWE LT, 731
ADEFRLNH Y ZHIT T —~  ADIK
TEAL, BlzIE, N—a— RiIEE, Hh, 2%
kD —BLEERKEY OFERS Thisrltd 2 b
MTERIBRDGENR DD, T 7 EATEIZELT
b ML FICME S A% ¥ U EBYIRE 72 < T
RHIRVINE LRV, TR X+ T AR TZODX
IR END Z L EHIFL TV D,

B BH AT LON) T — 9 AT FERO RN
TNA AERTRL K72 B bz 1 N—F 5 HDT
72w, o T RN T =2 g Nl ko TE#T A
N 23T A MEMEDME LS I B DI TR,
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The agency notes that Sec. 11.300(e) does not limit the
types of devices organizations may use. In addition, not
all tokens may be cards, and identifying information is
intended to include identification codes and passwords.
Therefore, FDA has revised proposed Sec. 11.300(e) to
clarify the agency’s intent and to be consistent with Sec.
11.300(c). Revised Sec. 11.300(e) requires initial and
periodic testing of devices, such as tokens or cards, that
bear or generate identification code or password
information to ensure that they function properly and

have not been altered in an unauthorized manner.

Section11.300(e) IXHHMEAMEH TX 57 /31 A DFE
HZRETHHOTIEARN, FiIZ, £ FLEETO
=2 V3T — R eV ) DT TR £
HAIZIZID a— RERRT—RDOW FaEteZ & &
BEHLTWD EERL20, o T, BHAIZED
Section11.300(e) % . FDA OE[X % A Z~xT L &
12, Section11.300(c) & —EMRH D XL 912k D
X OIZHET LT,

(D 22— RN RAY — NIERERAFE I TR T
XD b= R — NEDT A R % B LAEE
K OVEMIFNZT A N L, ZOERENIE L <EEL T
BO A2 NENER I TN & 2 HE
W45, |

XIV. Paperwork Reduction Act of 1995
XIV.

1995 FE~_— X— 1T — 7 HilJi% (Paperwork Reduction Act of 1995)

This final rule contains information collection
provisions that are subject to review by the Office of
Management and Budget (OMB) under the Paperwork
Reduction Act of 1995 (44 U.S.C. 3501-3520).
Therefore, in accordance with 5 CFR 1320, the title,
description, and description of respondents of the
collection of information requirements are shown below
with an estimate of the annual reporting and
recordkeeping burdens. Included in the estimate is the
time for reviewing instructions, searching existing data
sources, gathering and maintaining the data needed, and
completing and reviewing the collection of information.
'Most of the burden created by the information
collection provision of this final rule will be a one-time
burden associated with the creation of standard
operating procedures, validation, and certification. The
agency anticipates the use of electronic media will
substantially reduce the paperwork burden associated
with maintaining FDA-required records.

Title: Electronic records; Electronic signatures.

Z OFAMBANIIEFRINERENEENTEY |
Z U 1995 AE D ~L—3— 1T — 7 HilEiE (44 US.C.
3501—3520) D% & ATEEH TRIT (OMB) 12 &
HLEa2—DORRITRD, £ T, 5CFR 1320 (2
U723 T EHRINEEICBET 2 B0 2 A FL, &
i, & L CEZEFEICZY T DL LU TR L, ff
HCHERRE L EHIC > TELIAHD R
LY ERZ T UTICRYT, AELVICEENT
WHDIE A VAT 7 a v OREL, BEFET—
L OMPFTRE, LWL XNDT— % OIUE L RE,
ZLTCHERIEDTET &L E 2 —Zh DR T

Z OFEAMBBNIOIEHRNEHEIC L > THEL 24H
DIFE LT, BPNAThN DR oA EE
FIEOEE, NV F—ar, = U CEEICEERL
7o, —EZFO/AETHA S, FDA X, B A
OFIMIZ L > T, FDA DER LTV 5 FeEkDOHERF
B RE T D R — T — 7 DA KIEIZHI
bbb EMFFLTN S,

ZA PV BT BB,
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Description: FDA is issuing regulations that provide
criteria for acceptance of electronic records, electronic
signatures, and handwritten signatures executed to
electronic records as equivalent to paper records. Rules
apply to any FDA records requirements unless specific
restrictions are issued in the future. Records required to be
submitted to FDA may be submitted electronically,
provided the agency has stated its ability to accept the
records electronically in an agency established public
docket.

Description of Respondents: Businesses and other for-
profit organizations, state or local governments, Federal
agencies, and nonprofit institutions.
Although the August 31, 1994, proposed rule (59 FR
45160) provided a 90-day comment period under the
Paperwork Reduction Act of 1980, FDA is providing an
additional opportunity for public comment under the
Paperwork Reduction Act of 1995, which was enacted
after the expiration of the comment period and applies to

this final rule. Therefore, FDA now invites comments on:

(1) Whether the proposed collection of information is
necessary for the proper performance of FDA's
functions, including whether the information will have
practical utility;

the accuracy of FDA's estimate of the burden of the
proposed collection of information, including the
validity of the methodology and assumptions used;
ways to enhance the quality, utility, and clarity of the
information to be collected; and

ways to minimize the burden of the collection of
information on respondents, including through the use
of automated collection techniques, when appropriate,
and other forms of information technology.
Individuals and organizations may submit comments
on the information collection provisions of this final
rule by May 19, 1997. Comments should be directed

to the Dockets Management Branch (address above).

G0 : FDA 1%, Efackk, EFEA4. TLTETF
FLERICKT L TIT N FEHEE EL 2, Mok L
FSEOSH O & L TRRT 2 W L E o 72 #1
EHFAAT D, ZOHANL, 5%, KR fiIBR FR
ENRWVIRY | 3T FDA O Rtdkic 4 2 Bk
W H &b, FDA ~OFEH2R O 5TV bR
kX, FDA DNHIEL7=XT7 U w7 « Ry N THE
FHNCZBET DREN N FDAICH 5 Z E /R ENT
WIUE, BTRICRET L2 2 N TE S,

[E]BZE DFEFY : 23 OO FIFIR, INBUF, H
TATEGERE, HFREEE, FEEFRIA

1994 4= 8 H 31 H. 1980 fFi—/3—1T — 7 Hljiik
WZHESWCTHAIZE (59 FR 45160) ([2xtd 2% 2 A >
K% 90 HHEOHIRA EDFE ST, DK, ZDOH
FREZICHIE S, ZORMEHANCEHN 5 1995
HER=NR—=T —JHIBIEICESE, — b0 =
AL FEBINTEDZEIC L, Lz-> T, BIfE
FDA (ZU L TOHEBIZET 22 A FEFHELTWH

-
—

(D BAIROEHRINEDKEN, £ Z TIESND
EMNEERICR IO DIZR D DL ED T,
FDA OREEENZ LA L FTINDT-DITHEE

(2) BLAIZEDOIFHINEEIZHE S AFHIZEI L T FDA 23
FoTWAHRMBLVDOERS, ZORMELY T
AW BILTWD ik & REDELED 5

(1238 (2 B3 2 15 ERINEE O B & i/ NRIZHT
2D IE, MBERGEITE, BEEDT 7 =
v IR0, EDOMOFERED T REANT ORI %8 U
e HELE D To EAKLUHRIL, 2 DRMERL
R DIERIEERUE TR T2 2 A > h % 1997 4
SHOHET, BHTHZENTED, 2 A
k O#&H 51T Dockets Management Branch (17T
3ek) L35,
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At the close of the 60-day comment period, FDA will
review the comments received, revise the information
collection provisions as necessary, and submit these
provisions to OMB for review and approval. FDA will
publish a notice in the Federal Register when the
information collection provisions are submitted to OMB,
and an opportunity for public comment to OMB will be
provided at that time. Prior to the effective date of this final
rule, FDA will publish a notice in the Federal Register of
OMB's decision to approve, modify, or disapprove the
information collection provisions. An agency may not
conduct or sponsor, and a person is not required to respond
to, a collection of information unless it displays a currently
valid OMB control number.

Table 1. Estimated Annual Recordkeeping Burden
Annual Hours
21CFR Total
. No. of per
Section Hours
Recordkeepers Recordkeeper

11.10 50 40 2,000
11.30 50 40 2,000
11.50 50 40 2,000

11.300 50 40 2,000
Total

annual

8,000

burden

hours
Table 2. Estimated Annual Reporting Burden

21 CFR Annual No. of Hours per Total
Section Respondents Response Hours
11.100 1,000 1 1,000
Total

annual 1000
burden '
hours

60 HD = A v MRS T L2 & 2 AT, FDA I
ZWoTea Ay "ORNREFHEL, LEIZLL
TIHEMINESEZWET L, 2 OWETiE OMB (1212
HLTlLEa—LARERD D, FDA IXIFHRINE
HEL OMB (ZHEH L7ZFEE T, BHICEmME H
L. % D% RIZ OMB ~D = A > ks DS
WHEz2 bbb, ZORKERIOREZH XV,
FDA (X HINEHLE 23T 5 OMB OA&AGR., EIE,
FIIFIAGRORTELEMTEMT 5, BIEARD
ThH% OMBEHT L NR—PURENTWVRVED
FDA (XIFHRIE DO ERLBIBITITHOT . E5A
WZH ZAUTIE LD Z & 2R LA,

F£ 1. EEEHICEDAFEREAHEORED
A FLERE PR
Han
i;':: HREEE | 1AM ;; W
'y DIRERE
11.10 50 40 2,000
11.30 50 40 2,000
11.50 50 40 2,000
11.300 50 40 2,000
AR A
8,000
R
F2. WEICEDLDIEBAHORFEY
“\%._.‘: Bl
JICFR | ‘FRIEEE 1ﬁmff e
i y o
Section % SR &t
11.100 1,000 1 1,000
AR AR
1,000
R

XV. Environmental Impact
XV. BREICH 2 55

The agency has determined under 21 CFR 25.24(a)(8)
that this action is of a type that does not individually or
cumulatively have a significant effect on the human
environment. Therefore, neither an environmental
assessment nor an environmental impact statement is

required.

FDA[X21 CFR 2524 (a) (8) Dt LT, ZDT 7
¥a E ERIANC AREN B . AFBREEICE KR
IR E FIETEHOO L O TR & ) %
T U7z, LIRo T, BRET EAA L N HERE~D
WEERELMNEL SR,

At XE
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XVI. Analysis of Impacts
XVI. B DS

FDA has examined the impacts of the final rule under | FDA X & BRI DB 2 KGR fEmM 4 Executive

Executive Order 12866, under the Regulatory
Flexibility Act (5 U.S.C. 601-612), and under the
Unfunded Mandates Reform Act (Pub. L. 104-4).
Executive Order 12866 directs agencies to assess all
costs and benefits of available regulatory alternatives
and, when regulation is necessary, to select regulatory
approaches that maximize net benefits (including
potential economic, environmental, public health and
safety, and other advantages; and distributive impacts
and equity). Unless an agency certifies that a rule will
not have a significant economic impact on a substantial
number of small entities, the Regulatory Flexibility Act
requires an analysis of regulatory options that would
minimize any significant impact of a rule on small
entities. The Unfunded Mandates Reform Act requires
that agencies prepare an assessment of anticipated costs
and benefits before proposing any rule that may result
in an annual expenditure by State, local and tribal

governments, in the aggregate, or by the private sector,

of $100 million (adjusted annually for inflation).

Order 12866, #iilZk#kiL Regulatory Flexibility Act
(5.U.S.C.601 — 612) . AL HY BR 55 AL ¥ o & /£
Unfunded Mandates Reform Act (Pub.L.104—4) |
SUNVTHRGE L7z, KithHma 12866 | iujﬁ’é%
LT &% D DEIHIRERDE D B Ll o3
RTEFHMT 5 L 24 U T 0 A LERGE
ZIE. BfERRE (R, BREE. AREE, B8, £
DAL D 1 T OIAERI 72 FIAE ; 3 B 70 B & N S
EEte) amRNICT DX RBHT e —F &k
S X9 TS, FDA 23 Z ORI D%
D/NRIEALRRIC B R RREE L 525 6D T
X722 L ZFEB LW IR D | BIFRikiE T, BiR
DN 5- 2 2 & b W 2 H KRB L f/)
FRIZHN X 2 Bl B OB D5 2RO T\ %, R
P BR BB SRR IR & LT O T BUA,
H R R B IRk O SN G EHEDS IR R o
A AR 18 RV (EEA 7 L & FE i)
(2T 5 AIREMEDY & 2 BRI B L T, £ O HEERT
W TFRISND IR ERRDOT R A F 2 ERL
T2 &5 HHAFITRKO TV D,
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The agency believes that this final rule is consistent with
the regulatory philosophy and principles identified in
the Executive Order. This rule permits persons to
maintain any FDA required record or report in
electronic format. It also permits FDA to accept

electronic  records, electronic  signatures, and
handwritten signatures executed to electronic records as
equivalent to paper records and handwritten signatures
executed on paper. The rule applies to any paper records
required by statute or agency regulations. The rule was
substantially influenced by comments to the ANPRM
and the proposed rule. The provisions of this rule permit
the use of electronic technology under conditions that
the agency believes are necessary to ensure the integrity
of electronic systems, records, and signatures, and the
ability of the agency to protect and promote the public

health.

This rule is a significant regulatory action as defined by
the Executive Order and is subject to review under the
Executive Order. This rule does not impose any
mandates on State, local, or tribal governments, nor is it
a significant regulatory action under the Unfunded

Mandates Reform Act.

FDA (X2 (Dﬁin‘@%%ﬁl IERFEM B TRSNTND
BAlOH& L FANCEE L TnDH EEZx D, ZOH#
%i\%A#FW\:ioT*%%MTV FLERE
I MEEL BT CHEREIT S 2 &%w
TV, £72Z OHANX, FDA 23&EF5ikk, BT
& BB SN FEEEL T ORI
D BiZh s FEZBALFAEOLD L L
TZHT 52 L 2RO TND, HANZ, IESEIX
FDA Kl TR b TN D & 5 1P H RO FLERIZ I
AaEns, ZoHANL, ANPRM K& OSHAIZISxT
DR RN, #ﬁwm%@éﬁfto:®ﬁw
DOIEIL, FDANE T AT L, Bickk. &1
2 D TEANE e OVA R A A= O HEHE & IR T ﬁ#é
mA@ﬁ%%%%:?ék (TR BT HN T
H5ERRLTEGEICR-S T, ZOEHEF oM
%mbéo_@ﬁWikﬁﬁmnTEk@ﬁ% T4
LERBINTWVWEHOTHY  KiKEMSTDOL & T
DV E2—DORRIZ/e D, ZOHANTINBUF, i
ITBUR, S ER AR I S homBS e 525 b
DTIE7 < ETRPWHBRE AL EO b & TH
RO FEEDVITA L INTND SO TR,
ORI REM A CEARBEITS & ERS
NTVLHDOTHY) KEMTOLETOLE 2
— ORI D, ZORBANIINBUR, HITITBUA,
HRE BRI D OMmBE 525 b DO TR
72 ETE AR BREE R ES LD b & TERZRI
DREEVITAELEINTWVDED TR,
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The activities regulated by this rule are voluntary; no
entity is required by this rule to maintain or submit
records electronically if it does not wish to do so.
Presumably, no firm (or other regulated entity) will
implement electronic recordkeeping unless the benefits
to that firm are expected to exceed any costs (including
capital and maintenance costs). Thus, the industry will

incur no net costs as a result of this rule.

Based on the fact that the activities regulated by this rule
are entirely voluntary and will not have any net adverse
effects on small entities, the Commissioner of Food and
Drugs certifies that this rule will not have a significant
economic impact on a substantial number of small
entities. Therefore, under the Regulatory Flexibility
Act,
required.

Although no further analysis is required, in developing

no further regulatory flexibility analysis is

this rule, FDA has considered the impact of the rule on
small entities. The agency has also considered various
regulatory options to maximize the net benefits of the
rule to small entities without compromising the integrity
of electronic systems, records, and signatures, or the
agency's ability to protect and promote the public health.
The following analysis briefly examines the potential
impact of this rule on small businesses and other small
entities, and describes the measures that FDA
incorporated in this final rule to reduce the costs of
applying electronic record/signature systems consistent
with the objectives of the rule. This analysis includes
each of the elements required for a final regulatory

flexibility analysis under 5 U.S.C. 604(a).

ZOHBANZ L o THE STV 1T AT H %M
BRbDOTH D ; ZOBHNE, B BATOFEROHME
FEASCRHAZLEE RV DL, ZREEMF LR
W, BE G, EEARIC L DRLEROMEREDS, £
oD a2~ (WIEH LR R 2 G Te) L
FORBENEHIZHTEHINDIBDTHDL E VD
MR R2 TR, EARME (F7213F O oBLH]
X EAR) bETRSOBEBALEML L5 L I3E
PIRWEA S, LTz T, ZOHAIORERE LT
PEICEEKICa A NMEEPNEL L Z LT
C OHABH R LT BT AR R
H72 6 DTH O /NSRRI ATORE N 22~ A T
AL KT LR E WD FRIZESNT,
BERL 2 I v a =i, ZOBANENR Y O
B O/ CER R RFNEELEZ D56 D
WZIE7e B2 0N Z e EREET 5D, LT - T,
B ZARIE 2 DN T, L E o B SR 0 4y
BT & S,
AU EOSIELEE SRRV, ZRTHA
\_@ﬂw%ﬁé:&kdthiﬁ%ﬁmﬁ
*ﬁﬁ TRBAHEICHME L7, 72 FDA
*%/XTA\ﬂﬁ BL O, FITA
%@é@%Leﬁﬁzﬁﬁéﬂmmﬁﬁ%ﬁ@K
IHFZ LA ZOBADY NI 5 2 5 E
W%ﬁﬂ*%%k@:#é%ﬁ&ﬂ%h@@ﬁ%
IEEICHE Lz, LFOSHTE, Z ORI/
ﬁﬁ%%%%®m®mﬁﬁmﬁzﬁzéﬁﬁmﬁ
AT NMZOWTHBEIZERE L, £/ Z0HAlo
HINCAB L EFiidk/ B4 v AT LOEAIC
DD A A N EHIE S5 72912 FDA B3 k&I
DIRDNTRE VAN TE TR ZFLH L T\ D, Z 00T
(Z1%, 5U.S.C.604 (a) D b & THeK IR HIZERME BT
WCROOLNTWDEEZEDT R TREENTND,
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A. Objectives
A BH

The purpose of this rule is to permit the use of a
technology that was not contemplated when most
existing FDA

undermining in any way the integrity of records and

regulations were written, without
reports or the ability of FDA to carry out its statutory
health protection mandate. The rule will permit
regulated industry and FDA to operate with greater
flexibility, in ways that will improve both the efficiency
and the speed of industry's operations and the regulatory
process. At the same time, it ensures that individuals
will assign the same level of importance to affixing an
electronic signature, and the records to which that
signature attests, as they currently do to a handwritten

signature.

ZOHHIDOBAIL, BUERIT S T\ 5 FDA Ok
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WD o e AT O % Figk & S E O TN,
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WYEVET & HH T 2 2D BE L A — RO
w7 v T ESEDH T LT, Bl RN E FDA H33E
WICKRITIEEN T 5 Z EZRBEICT H72A 9, F1
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B. Small Entities Affected
B. LT D /NEAERERR

This rule potentially affects all large and small entities
that are required by any statute administered by FDA, or
any FDA regulation, to keep records or make reports or
other submissions to FDA, including small businesses,
nonprofit organizations, and small government entities.
Because the rule affects such a broad range of industries,
no data currently exist to estimate precisely the total
number of small entities that will potentially benefit
from the rule, but the number is substantial. For
example, within the medical devices industry alone, the
Small Business Administration (SBA) estimates that
over 3,221 firms are small businesses (i.e., have fewer
than 500 employees). SBA also estimates that 504
pharmaceutical firms are small businesses with fewer
than 500 employees. Of the approximately 2,204
registered blood and plasma establishments that are
neither government-owned nor part of the American
Red Cross, most are nonprofit establishments that are
not nationally dominant and thus may be small entities
as defined by the Regulatory Flexibility Act.

Not all submissions will immediately be acceptable
electronically, even if the submission and the electronic
record conform to the criteria set forth in this rule. A
particular required submission will be acceptable in
electronic form only after it has been identified to this
effect in public docket 92S-0251. (The agency unit that
can receive that electronic submission will also be
identified in the docket.) Thus, although all small
entities subject to FDA regulations are potentially
affected by this rule, the rule will actually only benefit
those that:

Z OANIEIERC, FDA MVEHELEM LT\ A1
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ﬁ(%M)ﬁ&ﬂlﬁULﬁmﬁﬁ$¥%(§W@
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2R IC K D ER /MR IS T 5 b 0
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oL AR L T OBAITED TS
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ﬁ&%:&éfé*&#%ﬁéhk%:@ﬁ“
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ZUTED Z LN TE D FDA OFE L. K7y b
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(1) Are required to submit records or other documents
that have been identified in the public docket as
acceptable if submitted electronically,

""" choose this method of submission, instead of
traditional paper record submissions. The potential
range of submissions includes such records as new
drug applications, medical device premarket
notifications, food additive petitions, and medicated
feed applications. These, and all other required
submissions, will be considered by FDA as
candidates for optional electronic format.
| Although the benefits of making electronic submissions
to FDA will be phased in over time, as the agency
accepts more submissions in electronic form, firms can,
upon the rule's effective date, immediately benefit from
using electronic records/signatures for records they are
required to keep, but not submit to FDA. Such records
include, but are not limited to: Pharmaceutical and
medical device batch production records, complaint
records, and food processing records.
 Some small entities will be affected by this rule even if
they are not among the industries regulated by FDA.
Because it will increase the market demand for certain
types of software (e.g., document management,
signature, and encryption software) and services (e.g.,
digital notaries and digital signature certification
authorities), this rule will benefit some small firms
engaged in developing and providing those products and

services.
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C. Description of the Impact
C. BEE DM

For any paper record that an entity is required to keep
under existing statutes or FDA regulations, FDA will
now accept an electronic record instead of a paper one,
as long as the electronic record conforms to the
requirements of this rule. FDA will also consider an
electronic signature to be equivalent to a handwritten
signature if it meets the requirements of this rule. Thus,
entities regulated by FDA may, if they choose, submit
required records and authorizations to the agency
electronically once those records have been listed in the
docket as acceptable in electronic form. This action is
voluntary; paper records and handwritten signatures are
still fully acceptable. No entity will be required to
change the way it is currently allowed to submit paper

records to the agency.

BUEREAT SAL TV HIESX FDA OF I Lo T
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1. Benefits and costs

1Rz LB

For any firm choosing to convert to electronic

recordkeeping, the direct benefits are expected to

include:

(1) Improved ability for the firm to analyze trends,
problems, etc., enhancing internal evaluation and

quality control;

FLEKDIRE ~DY ) B 2 2R LI
TS, RO & R EENRFZEN IR S D

(1) T DOEZEOMFCRIE L O 2 043 5 HE
3L PEREHE & S EE B b S D
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(3 Reduced costs of storage space; | @ %;?;%g’%!l s BRONE
(4) Reduced shipping costs for data transmission to | (4) FDA |27 — 4 % %5 DIC /15 56k = A ko
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No small entity will be required to convert to electronic
submissions. Furthermore, it is expected that no
individual firm, or other entity, will choose the
electronic option unless that firm finds that the benefits
to the firm from conversion will exceed any conversion
costs.

There may be some small entities that currently submit
records on paper, but archive records electronically.
These entities will need to ensure that their existing
electronic systems conform to the requirements for
electronic recordkeeping described in this rule. Once
they have done so, however, they may also take
advantage of all the other benefits of electronic
recordkeeping. Therefore, no individual small entity is
expected to experience direct costs that exceed benefits
as a result of this rule.

 Furthermore, because almost all of the rule’s provisions
reflect contemporary security measures and controls
that respondents to the ANPRM identified, most firms
should have to make few, if any, modifications to their

systems.
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For entities that do choose electronic recordkeeping, the
magnitude of the costs associated with doing so will
depend on several factors, such as the level of
appropriate computer hardware and software already in
place in a given firm, the types of conforming
technologies selected, and the size and dispersion of the
firm. For example, biometric signature technologies
may be more expensive than nonbiometric technologies;
firms that choose the former technology may encounter
relatively higher costs. Large, geographically dispersed
firms may need some institutional security procedures
that smaller firms, with fewer persons in more
geographically concentrated areas, may not need. Firms
that require wholesale technology replacements in order
to adopt electronic record/signature technology may
face much higher costs than those that require only
minor modifications (e.g., because they already have
similar technology for internal security and quality
control purposes). Among the firms that must undertake
major changes to implement electronic recordkeeping,
costs will be lower for those able to undertake these
changes simultaneously with other planned computer
and security upgrades. New firms entering the market
may have a slight advantage in implementing
technologies that conform with this rule, because the
technologies and associated procedures can be put in

place as part of the general startup.
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2. Compliance requirements

2EEICET DB

If a small entity chooses to keep electronic records
and/or make electronic submissions, it must do so in
ways that conform to the requirements for electronic
records and electronic signatures set forth in this rule.
These requirements, described previously in section II.
of this document, involve measures designed to ensure
the integrity of system operations, of information stored
in the system, and of the authorized signatures affixed
to electronic records. The requirements apply to all
small (and large) entities in all industry sectors regulated
 The agency believes that because the rule is flexible and.
reflects contemporary standards, firms should have no
difficulty in putting in place the needed systems and
controls. However, to assist firms in meeting the
provisions of this rule, FDA may hold public meetings
and publish more detailed guidance. Firms may contact
FDA's Industry and Small Business Liaison Staff, HF-
50, at 5600 Fishers Lane, Rockville, MD 20857 (301-

827-3430) for more information.
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3. Professional skills required

3. MELINhDEMERE

If a firm elects electronic recordkeeping and | {EFE2VE FHBUAIC X 2 FEERMERR & OFE H 2% .55

submissions, it must take steps to ensure that all persons

involved in developing, maintaining, and using
electronic records and electronic signature systems have
the education, training, and experience to perform the
tasks involved. The level of training and experience that
will be required depends on the tasks that the person
performs. For example, an individual whose sole
involvement with electronic records is infrequent might
only need sufficient training to understand and use the
required procedures. On the other hand, an individual
involved in developing an electronic record system for

a firm wishing to convert from a paper recordkeeping

system would probably need more education or training

in computer systems and software design and

implementation. In addition, FDA expects that such a
person would also have specific on-the-job training and
experience related to the particular type of records kept
by that firm.

The relevant education, training, and experience of each
individual involved in developing, maintaining, or using
electronic records/submissions must be documented.
However, no specific examinations or credentials for

these individuals are required by the rule.
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D. Minimizing the Burden on Small Entities

D. /MU~ DORE DR/ MU

This rule includes several conditions that an electronic
record or signature must meet in order to be acceptable
as an alternative to a paper record or handwritten
signature. These conditions are necessary to permit the
agency to protect and promote the public health. For
example, FDA must retain the ability to audit records to
detect unauthorized modifications, simple errors, and to
deter falsification. Whereas there are many scientific
techniques to show changes in paper records (e.g.,
analysis of the paper, signs of erasures, and handwriting
analysis), these methods do not apply to electronic
records. For electronic records and submissions to have
the same integrity as paper records, they must be
developed, maintained, and used under circumstances
that make it difficult for them to be inappropriately
modified. Without these assurances, FDA's objective of
enabling electronic records and signatures to have
standing equal to paper records and handwritten
signatures, and to satisfy the requirements of existing

statutes and regulations, cannot be met.

Within these constraints, FDA has attempted to select
alternatives that provide as much flexibility as
practicable without endangering the integrity of the
electronic records. The agency decided not to make the
required extent and stringency of controls dependent on
the type of record or transactions, so that firms can
decide for themselves what level of controls are
worthwhile in each case. For example, FDA chose to
give firms maximum flexibility in determining:

(1) the circumstances under which management would

have to be notified of security problems,

ZOKANL E %ﬁ%ﬁ%%%ﬁﬁ@ﬁﬁ%ii
XBAIRDD LD E L TRDOLNAT-OIZHE
L2 TR BRWEHFZ NS O E ATV D,
h%mxﬁi\mAﬂﬁﬁﬁé%%é\%Lﬁé
IRXTRERLDTH D, oL 21T, EHEIR TOE
ERHMie— 7 — %2R L S xR 5720
\ZReER A S AT 5 BE /1% FDA IEEREFL T < T
1372 B2V RO FERIC B W CTIIE R 2~ T By
T =vwr (2 & xR RO, HIFRE T O
A2, EOSHT TR ) N EEL HDHDITH LT,
OV o FERE FRLERIITEH TE RV, E
Pk & BRI OFLEL L [ U720 osgaet:
%ﬁtﬁét@ L EFRLER S EREMIE. £
:Kﬁ@&@E%ﬁ5®%W%:¢éioﬁ
%m®TT%% MEFFEER, EF SN Tide b
20N, T O WO T REREN /RN & T A TIE, Bl
LEFELICROTS E FEEEAL & RSO
ZHZ5HZEEHAEEIZT S WD FDA O HBYIEE
REN IR, T W2 HilF D723 T, FDA I,
RLERDSERMEE fERICE D S WEIFHN T T
LR BROFRMEE 5 2 2RI A TS LD
DT TE T,
"""" N S R Y S
THE L SN EHOHM & WE 2 rnd 2 &
LEWERE L. ZNUZ L TREF I —RATEIC
EOREDOEMRNZY THLINZ A TRD LN
HE ot iz, 222X FDA L, RENLITFOZ
EERETDHOICRKBOFZRMEL 2 HZ L&
L7z

-

1 EFOEIBRIRMDOTT, X2V T 4125
RREZ B PRI DR 2 < TE AR DRV

190

%1
BZLib-116_FDA Partl1Preamble rl.docx




U.S. FDA 21 CFR Part 11 Preamble
Electronic Records; Electronic Signatures

No. BZLib-116

(2) the means by which firms achieve the required link
between an electronic signature and an electronic
record,

(3) the circumstances under which extra security and
authentication measures are warranted in open
systems,

(4) when to use operational system checks to ensure
proper event sequencing,

(5) when to use terminal checks to ensure that data and
instructions originate from a valid source,

| Numerous other specific considerations were addressed
in the public comments to the proposed rule. A summary
of the issues raised by those comments, the agency's
assessment of these issues, and any changes made in the
proposed rule as a result of these comments is presented
earlier in this preamble.

'FDA rejected alternatives for limiting potentially
acceptable electronic submissions to a particular
category, and for issuing different electronic
submissions standards for small and large entities. The
former alternative would unnecessarily limit the
potential benefits of this rule; whereas the latter
alternative would threaten the integrity of electronic
records and submissions from small entities.

| As discussed previously in this preamble, FDA rejected
comments that suggested a total of 17 additional more
stringent controls that might be more expensive to
implement. These include:

(1) Examination and certification of individuals who

perform certain important tasks,

(2) exclusive use of cryptographic methods to link

electronic signatures to electronic records,
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(3) controls for each possible combination of a two

factored authentication method,

(5) recording in audit trails the reason why records were

changed.

(B) 2 ODHEENLRDIBIESHIETE 2
Ebhdt—oUEDloxtT A&
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List of Subjects in 21 CFR Part 11
21CFRPartll ®IEB VY A

Administrative practice and procedure, Electronic

records, Electronic signatures, Reporting and

recordkeeping requirements. Therefore, under the
Federal Food, Drug, and Cosmetic Act, the Public
Health Service Act, and under authority delegated to the
Commissioner of Food and Drugs, Title 21, Chapter | of
the Code of Federal Regulations is amended by adding

part 11 to read as follows:

EHESOBERF & FIE, &
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Drug, and Cosmetic Act, Z\ZRf#ZE =375 Public
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G55 1 BIE, OB e Sz Partll Mz %
IyBEEESRT

Rk, ETEA W

Dated: March 11, 1997.

William B. Schultz,

Deputy Commissioner for Policy.

[FR Doc. 97-6833 Filed 3-20-97; 8:45 am]
BILLING CODE 4160-01-F

[ERvE] LCARE. Part 11 O#FHIZMRE < . Part 11 (United States Code of Federal Regulations Title 21, Part 11
“Electronic Records; Electronic Signatures”) DOFIFRIZ DU TIL#RtE Web 1 h &,
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