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II. PRINCIPLES OF ICH GCP (ICH GCP ®JFHI)

Clinical trials are a fundamental part of clinical
research that support the development of new
medicines or uses of existing medicines. Well-
designed and conducted clinical trials help answer
key questions in healthcare and drug development.
Their results are essential for evidence-based
healthcare decisions. Trials with inadequate design
and/or poorly conducted trials may place participant
safety at risk and yield inadequate or unreliable
evidence and are unethical. They waste resources
and the efforts and time of investigators and

participants.

The principles of GCP are designed to be flexible
and applicable to a broad range of clinical trials.
This guideline, along with ICH E8(R1), encourages
thoughtful consideration and planning to address
specific and potentially unique aspects of an
individual clinical trial. This includes evaluation of
trial characteristics, such as the design elements, the
investigational product being evaluated, the medical
condition being addressed, the characteristics of the
participants, the setting in which the clinical trial is
being conducted, and the type of data being
collected. Careful consideration of factors relevant
to ensuring trial quality is needed for each clinical

trial.

TRBRIT, B LW ESRS UIBEF O E IR O -
72 B OB & AT DERRIFSC DR & 72 %
LD THD, WENZT A i, Eis iz
1RBRIT, R KR OESRGLBAFICI T 2 EE R
WX & 2 % BT OIS >, Zivb D
FERIT, me T U RACE S EROBLREIC
KA RTHD, WENZT A > STV RWG
BN () #UNC FEE SR VIRBRIE. 1
BRBINE OLREERICE D L, hoR+407k
IHEETE RN BT U A Z b2 63 ARl
WY, TIEGREMTH L, 2D XS elE
Bux, VY — AR ONRBREAEER & inBrRs g
DEST) & R A IEERIC T 5,

GCP DJFHINZ, AL/ TERRIC FHRI A T &
LEOITHA rENTWS, KA KT A
%, ICHE8RI1) & & bic, BRERE S Mist KOG
# L7z 9 2 Tl & OVRBRO R B OBTERIIC
== IIEICKIS 95 2 L 2R 5, Z
IS, RO (T A v 0EFR, FEO
KB E 7R DRI B 5 EEFAVIRIE, TRBR
SINE O, IR FEHE S D RDL, IEET
L5 — 2 OFEEER E) OFMENE TN D, KR
BRIZOWT, IRBROE ZfEFICT D72 OIC B
RERZHEITRFT D2 LER D D,
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The principles are intended to support efficient
approaches to trial design and conduct. For
example, innovative digital health technologies,
such as wearables and sensors, may expand the
possible approaches to trial conduct. Such
technologies can be incorporated into existing
healthcare infrastructures and enable the use of a
variety of relevant data sources in clinical trials.
This will aid in keeping clinical trial conduct in line
with advancing science and technological
developments. The use of technology in the conduct
of clinical trials should be adapted to fit the
participant characteristics and the particular trial
design. This guideline is intended to be media
neutral to enable the use of different technologies

for the purposes of documentation.

The use of innovative clinical trial designs and
technologies may help include diverse patient
populations, as appropriate, and enable wider
participation. The design of the trial, to ensure
appropriate quality and meaningful trial outcomes,
may be supported by the perspectives of
stakeholders; for example, patients and/or
healthcare providers. Their input can increase the

likelihood of meaningful trial outcomes, which are

relevant to both trial participants and future patients.

ZOJFANE, IBBROT A R OEREIZXT 5
%%%ﬁ77u—?%§%¢é:&%ﬁmkb
TWb, flziE, V=T 77k En
BRI T O A NIV AFANIC K> T 18BRE
FhaT DEEDOFRER T 7 —F RIERE D

e ZDXEINRT I )P —H P FOERA
7 AR IATe Z & T, VRBRICIR T Dk < 72
E?ﬁ&yﬁx®ﬁ%ﬁﬂ*&&éo:h:

0. B OERICE DY TERE FEiid 5
:&ﬁf%éoﬁ$®%M:‘HéTﬁ/nv

. IBBRSINFE ORHE K OMER OIRERT A
uLm?éi?Lﬁ%b I~ Th
Do KITA RTA %, LECOBRITER % 728K
iz cErLd>, AT 4T =2—hKF LT
b5 (BRIZEGR) ZE2ERLEbD L

2o TN 5,

FFIRIGRT A L RO T 7 7 v —Dffi
ﬁ\ﬁgﬁﬁbfgﬁﬁ%%%ﬂ%ﬁﬁkfé
ETHESLG, K VRIANSINE FTREICT 5,
BROTHA 0%, YR kf%@%é%%#
RAEWEIZT DO, AT—TFHLE (Blx
I, BELD (L) EREEER) OBLEND
BT oD L, AT —7 HR/LZ )
DA Ty MTEY | 1BBRSINE L kD&
FOWGIZE > TEKRDO D DR R 2155 A
BREEZERODLZENTED, EHIT, ZOA

This input will also guide decisions on the 7 ME — Z A O i rTREMEIZ B9 2 Tk
feasibility of data collection and assure that EDFEE L 720 | JEBRBINFEIZ L > TR~
participation in the trial does not become unduly SMPBERAHE R BN L2 FEICT D
burdensome for those involved. bD LD,
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Clinical trials should be designed to protect the
rights, safety and well-being of participants and
assure the reliability of results. Quality by design
should be implemented to identify the factors (i.e.,
data and processes) that are critical to ensuring trial
quality and the risks that threaten the integrity of
those factors and ultimately the reliability of the
trial results. Clinical trial processes and risk
mitigation strategies implemented to support the
conduct of the trial should be proportionate to the
importance of the data being collected and the risks
to trial participant safety and data reliability. Trial
designs should be operationally feasible and avoid

unnecessary complexities.

The overarching principles provide a flexible
framework for clinical trial conduct. They are
structured to provide guidance throughout the life
cycle of the clinical trial. These principles are
applicable to trials involving human participants.
The principles are interdependent and should be
considered in their totality to assure ethical trial

conduct and reliable results.

1BBRIE. TRBRSINFE OMER, 224Kk O AL Z )
L, MROGEMEZHET LI IICT A v
T HMETH D, Quality by design ZE A L,
BBROEZMEIZT 59 A CHERER (72
bbb, FT=2LTrER) L ZHHLOHERD
AT ITVT 4 ZEP L, OV TIHIRBRE RO
FHEEEZENTZEIZRD U AT BRET D
BERD D, IRROFENM 2 BT H 7o DITEAS
NDHIER T o' A RO A7 BEORIL, IET
LT —X OEENE, K ONEBRSINE Ot L
T —H OEEMEICKT 2 A7 IZ/AAEST2HD
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HHEZ2 LD E L. ORNEE WM X 28T 5
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III. ANNEX 1

4.

AR K& OTRBRIKIRE)

DATA GOVERNANCE — INVESTIGATOR AND SPONSOR (7 —# /X v R - 1RBRE

This section provides guidance to investigators and
sponsors (i.e., the responsible parties) on
appropriate management of data integrity,
traceability and security, thereby allowing the
accurate reporting, verification and interpretation of
the clinical trial-related information. This section
should be read in conjunction with corresponding
responsibilities for the investigator and the sponsor
as defined in sections 2 and 3, along with ICH

E8(R1) and ICH E9.

The quality and amount of the information
generated in a clinical trial should be sufficient to
address trial objectives, provide confidence in the

trial’s results and support good decision making.

The systems and processes that help ensure this
quality should be designed and implemented in a
way that is proportionate to the risks to participants

and the reliability of trial results.

The following key processes should address the full
data life cycle with a focus on the criticality of the
data and should be implemented proportionately

and documented appropriately:

(a) processes to ensure data protection of trial

participants’ confidential data;

AREL, IR TE L ONRER kS (T2
H, BEEAT MM oL, 7T—% A1 T
774, hb—HEV T4 KOEF2 T o
EMEUNCERT D000 A X v AT 5
Z LT, IRBRICBIET D NS EREIC W . MR
FE, IR SNAD L OICTHLDOTHS, A=
X, 2 \EEAON 3 wICHES LD W IRBR (T
Rl & VRBRIKEE T T OER, & HIZICH
ESRIKLK N ICHEY & THite & ThH D,
[3R7:] AT ICH GOOD CLINICAL
PRACTICE (GCP) E6(R3) Step2 @ 4. Data
Governance Z FIXCHIER L7 O TH Y | 2 &
INVESTIGATOR % T} 3 # SPONSOR (Z-2U T
TR 2ROz L,

BB CAERSINDIEROE L ZIILLTFEIT 9
ZTHFRRbDETRETH D,
1RO HBIZKHET 5,
BBREREAZEEHTELIbD LT 5,
W) 7R B E & R T 5,

ZOVo T WEEMIEICT DI EEIET DY
AT LR OT a2 %, RBRSME~DY 27
K ONRBAEROEENMEICAA > T HETT A
L, EETLILERD D,

DUTFoxHEFT ek R L, 7—FOEEMHICER
BUTODT—H T4 TV A 7 NVBRITDIZ-
THILTRETHY ., [(F—FOHEEMN]) 1TL
UM L, MUIIEFE T RETH D,

(a) IRBRSINE O T — % OIRHEZ IR
TAHREEDOOTaw A,
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(b) processes for managing computerised systems
to ensure that they are fit for purpose and used

appropriately

(c) processes to safeguard essential elements of
the clinical trial, such as randomisation, dose

escalation and blinding;

(d) processes to support key decision making,
such as data finalisation prior to analysis,
unblinding, allocation to analysis data sets,
changes in clinical trial design and, where

applicable, the activities of, for example, an

(b) AL Ea—2 Ly AT LEERT LT 1
TR, artva—2T AT AR HEMIC
HWE L, BUICERIND Z L2
THEDDOHD,

(o) MEAER L, MEMHE. SRR L, 168
DIRFpZ 72 EHHR 2 RET LT A,

(d) HEALABERRELZET L2 70 X, #
ZUE, RETEIOT — 2 i, R
bR, fi#trT — 2 v O, 1RBRT
AVOEEL, (YT HEHE) MLT —
gx=41)r7EES (IDMC) REDT

responsibilities with respect to data handling and
provision of data access at sites, data transfers,
database review prior to planned unblinding and
statistical analysis across all appropriate stages of

the trial.

IDMC. 7T 4T 4,
4.1. Safeguard Blinding in Data Governance (7 — % #/\F 2 X281} 5 EMRMEDOILRE)
4.1.1 Maintaining the integrity of the blinding | 4.1.1 BRMEDA T 7V T 1 HERE RS
is important in particular in the design of systems, L2 EITHEETHLN, &V DOITEEZRONLL
management of users’ account, delegation of TT®» 5,

o VATFLDTYA

o I—HThUL NOFH

o JEBRFENMiME IS DT —F OEHK
T =X T 7' AOHRMICEET 5 EIT
DAL

o T —HHRE

o FHEISNI-EMMBROFNCFERM S 57
— A R—=ZA L B 2—

o VRO TOMEYI LM TITHhN DM
FHRAT
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4.1.2 Roles, responsibilities and procedures for
access to unblinded information should be defined
and documented by all relevant parties according to
the protocol; this information may also be included
in the data management plans and statistical
analysis plans. For example, in blinded trials,
sponsor staff or designated third parties who are
involved in operation of the trial and directly or

indirectly interact with site investigator staff should

not have access to unblinding information.

4.1.3 The potential for unblinding should be
part of the risk assessment of a blinded trial. Any
planned or unplanned unblinding, including
accidental or emergency unblinding, should be

documented and assessed for impact to trial results.

412  BHET 2 TOML, EhiashEEc
Ho T, BRMPMEREN TV DIFER~DT 7 &
2T HEE, BELAOFIEZRE L, 3GE
kT R&EThDH, ZOFERITT—F~vHT A
N EFEE R OWERHIEAT Rt IC b B O Th &

W, BIZIE, BRERBRICBWL T, RBRIEKEE O
AL T IR SN ZF T, IBBROEE
(2B L, TRBRSE iR OTRBRETEERT O A &
v 7 L EHE AT 0 B 35,
SRERIERIZT 7B 2 &E B & TIEARW,

413  BERABRICIBWTITEMRERR O rEEME
ZYRITEAAL MIEDLRETHDLH, T
E ST, T TENOERMR (BRI LW
BRI B0 G G Te) 1342 TR
gL, IBBAER~DOREL T EA A M LR
AN ECANCRANAN

4.2.

Data Life Cycle Elements (7—% A 7 %A 7 VOEZR)

Procedures should be in place to cover the full data

life cycle.

T TG TYA I AR R B T
fiid_XTh 5.

4.2.1. Data Capture (7 —#IUE)

(a) The requirements for and extent of data
verification, when data captured on paper or
in an electronic health record are manually
transcribed into a computerised system,
should take the criticality of the data into
account. Refer to section 4.2.3 for data

entered directly in data acquisition tools.

(a) MUTEF ORI G SN2 T —
B A B a—2 Y AT AT FH) Tl
R A A. T X OEEEEZEZEICA
NTT—HRV T 4 lr—2 g v OEMESS
HHERDDMENDH D, T — X INEY
—VICEBA SN T —FIZ2NT
I, 423 BEASROZ L,
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(b) Acquired data from any source should be
accompanied by relevant metadata. At the
point of data capture, automated data
validation checks should be considered as
required based upon risk, and their
implementation should be controlled and

documented.

(b) ED XD RIEFHRIENOBET 57— T
Ho THLET D A X T — X B fhix
LHRMEND D, VATRE T, 7 —H
BAGRER CHEI T —Z N T —va T

= I BATH ZEBRDHATNG & E
AHRETHY ., (HBHF— Y F—

varFoyv o) EiErar fo—L
L. XETRETH D,

4.2.2. Relevant Metadata, Including Audit Trail

s (BEd 3 A ¥ 5 — ¥ (&I 2 & 1))

The approach used by the responsible party for
implementing, evaluating, accessing, managing and
reviewing relevant metadata associated with critical

data should entail:

(a) Evaluating the system for the types and

content of metadata available to ensure that:

(i) computerised systems maintain logs of user
account creation, changes to user roles and

permissions and user access;

(i) systems are designed to permit data
changes in such a way that the initial data
entry and any subsequent changes or
deletions are documented, including, where
appropriate, using a risk-based evaluation,
the reason for the change if it is not

implicit;

(iii) systems record and maintain workflow
actions in addition to direct data

entry/changes into the system.

B2 AT DMk, HERT — X ICHEET 2
ABTF =R FHh. 77 A, BEHED
LE 2—Z{T9BICANWD 7 7o —F 2T LT
DHFEEEEZODH &,

(a) AFA[HE/R A X5 — X OFEE & WA
WTV AT LEFHMIL, LT 23223
50

(i) 22— LT AT AZBWT, 22—
YT A0 MERR, 22— DRE - H
RO, 2—HF7 7 A Z2O0NTD
a7 BHERERE S D,

(i) T —FDOEELEFAT L5651, 77—
ZDEADNT). M OEDHDER )/
HIBRDSFER SN D KO IV AT L% T
FA LT, UVAZIZHES L FHEiZTT
WV, MBI T (R RTERAICAT
bihpnoThiud) BFEIEE 0
T 5,

VAT HIBNWT, VAT ANDEBE
DT —=ZANNERIINZ, V—2r 78
—DT Vv a PRSI, MR EE
b,

(iii)
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(b) Ensuring that audit trails, reports and logs are
not disabled or modified except in rare
circumstances and only if a log of such action

and justification is maintained;

(c) Ensuring that audit trails and logs are

decipherable and can facilitate analysis;

(d) Ensuring that the automatic capture of date
and time of data entries or transfer using data
acquisition tools are unambiguous (e.g.,

coordinated universal time (UTC));

(e) Determining which of the identified metadata

require review and retention.

(b) BEARER, LAR— R~ KU e 7R3k
SN0, BIESNZDTHZ ED7R0N
L2125, B, NIRRT, €D
£ O el B & 2 O IR Yk A R T RLER DS
FPEH SN TV DEEITZDOIRY Tlidik
W,

(c) BEARER L O e 7 D3RI R T &, iR
PricHHTE D X DI2T D,

(d) T —HIWEY — L& FN =T —2 AR
37— Z A% T HBRICEUS S 4v7c I
DERIZRHRNWESICT L W HE
5 (UTC) J .

EFESNIAXT—HDILH, Enkx L
Ea—LE0RELEYTA20ERD S
DNERET D,

4.2.3. Review of Data and Metadata (77— KA X T —Z DL E'a—)

Procedures for review of trial-specific data, audit
trails and other relevant metadata should be in
place. It should be a planned activity, and the extent
and nature should be adapted to the individual trial

and adjusted based on experience during the trial.

RRER 0T — % BEATEH R OV Ofh o B
TAHAXT—HE L E2—325FEEZEHT
XThsD, TIUIFHRBRT 7T 48T 4 Th
HRET, (A¥T—HDOLE2—0) #iHk
OWEE 3B 2 OIRBRICEI L7z b D & L, TRERE
JEHI R IR S W T T RE Th 5,

4.2.4. Data Corrections (7—4# DIEIE)

There should be processes to correct data errors that
could impact the reliability of the trial results.
Corrections should be attributed to the entity
making the correction, justified and supported by
source records around the time of original entry, and

performed in a timely manner.

TRBRRE R OE M2 KT T ARt D & 5
THATT—RBEET LT n R BRI HNE
Th b, EEICHTZ-> L, BIEZ{ToT-EN
FrE T UREM) . UEEA) EX{TE,
DA DOTED N % AT o T R O SRR & > T
FF5Z2ENTE, XALVICHEBSINLDHHLE
D5,
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4.2.5. Data Transfer, Exchange and Migration (77—% Dizi%, 234, #17)

Validated processes or other appropriate processes | /XU 7 — h Iz 7 ot R, IBREDO XK 572
such as reconciliation should be in place to ensure | BIDOWEEI /2 7' 0 A &45% 1T, 2 Ea—&{by
that electronic data transferred between AT A TCEHEESNDIE T —F DA T 7Y
computerised systems retains its integrity and T DRFFS L, BN RTND T L A
preserves its confidentiality. The transfer process T RETh D, HETm A2 FE L, b
should be documented to ensure traceability, and L—H BT 4 ZMRICTRETH D, £,
data reconciliation should be implemented as HEIZIG U TT —#BEEZ T RETh D,
appropriate.

4.2.6. Finalisation of Data Sets Prior to Analysis (BENTRI DT —# & v b DFA&AL)

(a) Data of sufficient quality for interim and final @) UTIZONWTOXA LY D OEHETED

analysis are achieved by implementing timely T ALFEmTH LT, PRI
and reliable processes for data capture, RASRITIZ 3 72 B DT — 2 G B
verification, validation, review and Do

rectification of errors and omissions that have - T2

a meaningful impact on the safety of trial . (F—%) Ry T4 r—vay
participants and/or the reliability of the trial . (F—=%] NV F—va v

results. . (F—4#] LEa—

RRSIINE OREe, KO (L) 1B
FEROGHEMICER R EEL MFT
T —RORIEDETIE

(b) Activities undertaken to finalise the data sets (b) FRNTHE SN FNEITHE, FEVTRTIC
prior to analysis should be confirmed and Tty MR T ST T 7T
documented in accordance with pre-specified 4 BT 4 iR L, BT RETHD,
procedures. These activities may include N7 7T 4 BT 4 IITLLTEREE
reconciliation of entered data and data sets or s,
reconciliation of relevant databases, correction - AN hENTET—HET—F By R ED
of data errors and omissions, medical coding, G, UIREET — X2 X— X ORE
compilation and addressing the impact of non- - T HDFRY - RIEDIEIE
compliance including protocol deviations. AT AN aA—T 4T

448 (compilation)
St T 20> B DML 7R E DRSS
& DR D RN

% 2.0
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(c) Data extraction and determination of data
analysis sets should take place in accordance
with the planned statistical analysis and

should be documented.

(c) EOTF—X&EHL, T—¥fHt v b
k?éﬁ‘@ﬂ%ﬂi X, Tfﬁn-l'ﬁfﬂzﬁ‘u-l'ﬁ \—TIEO
TATV, e XX Th D,

4.3.

Computerised Systems (2 ' 2 —F LT AT L)

As described in sections 2 and 3, the responsibilities
of the sponsor, investigator and the activities of
other parties with respect to a computerised system
used in clinical trials should be clear and
documented. In summary, the sponsor is responsible
for ensuring that for computerised systems which
they put in place, the expectations for computerised
systems as described in this section are addressed in
a risk proportionate manner. The sponsor should
review whether the systems used by the
investigator/institution (e.g., electronic health

records and other record keeping systems for source

conducting clinical trials, the investigator/institution
should ensure that the expectations are

proportionately addressed and implemented.

The responsible party should ensure that those
developing computerised systems for clinical trials
are aware of the intended purpose and the

regulatory requirements that apply to them.

2EF N3 T CE#E o L B0 | TREBRClE

MEansdarva—2 b 27 MZEAT 2R
KIEE SRR EEEMOER., O OfhoR
REDOEBEZRMIZL, LFE T ETH D,
FHIT D & IR IR, TRBRIEE A Bl
Lizar Ba—2 Ly AT AZHOWT, KRIEIZ
HHEHIN WA ar v a—2{by AT AIHT
HZHREENY A7 G Ule FiETRLsn s
L EMEFEICTLEMEZA D, RIS 1X

TBBRDBLE NG | TREREEE B/IR BRI = 5%

KBENMER T2 275 B JBF—ZINED
= DF %@%ﬁﬁ&@%@@@ﬂﬁ%ﬁyz

data collection) are fit for purpose in the context of | 7 &) NWHMIZHEA L TWAENEINE L E o
the trial. In the event that the investigator/institution | — 7 XX Th 5, TRERE (TR S HE =
deploys systems specifically for the purposes of BT, FRICIRBROERAE HIE LTV AT A

i LI e, IFFEN Y 27125 0T
KL I Gy, RIEIND Z L AHEIZTRETH
Do

[FRiE] ICH GOOD CLINICAL PRACTICE
(GCP) E6(R3) Step2 ™ 2 # INVESTIGATOR &
'3 # SPONSOR IZHOWTIHE LSO =
s

BfEE2AT oML, MRICHWDS 2 Ea—
AL AT LOBFREEITHE M B LOEH S
LB E 2RISR S E DL L O ICTR&ET
b5,
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It is recommended that representatives of intended
participant populations and healthcare professionals
are involved in the design of the system, where
relevant, to ensure that computerised systems are

suitable for use by the intended user population.

X5 L 72 DIRRS I [ K O E S DR
REZVBIE LT AT LDOTFHA U5
EH, ara—H LV AT ARG —TEE
FZE > THEA LT < T2 2 eI
Do

4.3.1. Procedures for the Use of Computerised Systems (2 > ¥’ = — & L. A7 A D HFIR)

Documented procedures should be in place to
ensure the appropriate use of computerised systems
in clinical trials for essential activities related to

data collection, handling and management.

LE SN FIEZ R L, BRI B T 57—
Z OINEE, LB, R OVEBICBE S 5 EERT
TTAET LI BWTCaryEa—2 Ly AT A
DEUNER SND Z L ZHEICTRETH

Do

4.3.2. Training (FL—=27)

The responsible party should ensure that those using
computerised systems are appropriately trained in

their use.

B2 ATHHMBIE. 2B a—2 b AT A
PEHTHEN, TOEHICHOWT#EY) R L
—= VT ERREICZTOND LT RETH
)

o

4.4.

Security of Computerised Systems (2> B2 —F LT AT LADEFX 2V T 1)

44.1 The security of the trial data and records

should be managed throughout the data life cycle.

T2 IATHAL I NEZE LT, R

4.4.1
‘ cREROTEX VT 4 ZEETRETH

F—x

%

o
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4.4.2 The responsible party should ensure that
security controls are maintained for computerised
systems. These controls should include user
management and ongoing measures to prevent,
detect and/or mitigate security breaches. Aspects
such as user authentication requirements and
password management, firewall settings, antivirus

software, security patching, system monitoring and

penetration testing should be considered.

443 The responsible party should maintain

adequate backup of the data.

442  ELEAT LT, area—24k
VAT LDEF2 YT 43y hr—LAEFEIC
HERFEFLISND LT RETHD, ZNHD
v ha—uZiE, 2—F=x A b KD
X2 U T A REEIE, B, RO (UT)
BT 5 72D OGN B 2 B D D R&E Th
5o UTOXDRMEEZBEST DUENRD D,

T —PIRAFEME L OV AT — R HL

T 7 AT T A — ViR IE

TUFIANARYS T R =T

X2 VT 48y F

AT KBS

RAT A

443 ETLEAT MM, 7—F 0y
Ny 7T v TEMREHTRETH D,

4.4.4 Procedures should cover the following: 444 FIEIZIX, AT 2208 X2 VT 4 F
system security measures, data backup and disaster | 3K, T —% /Xy 77 v KEHEIBEREKY AT
recovery. RXTh D,

4.5. Validation of Computerised Systems (2 > 2 —# LT AT LADNY F—3 g V)

4.5.1 The responsible party is responsible for
the validation status of the system throughout its life
cycle. The approach to validation of computerised
systems should be based on a risk assessment that
considers the intended use of the system; the
purpose and importance of the data/record that is
collected/generated, maintained and retained in the
system; and the potential of the system to affect the
well-being, rights and safety of trial participants and

the reliability of trial results.

451  FEEEATLOMMIT. AT LTA 7
YA I NEBLTCVATLONY T — 3 0k
AR T OEMTEA D, A a—Z{kv R
FUANYF—v a7 Fu—FiE, UTa%
BLIEYRZTEARA L MIEISIIRETH
D

AT LOREH A/

VAT DTEBW TR S v, HE

FEH - B S5 T —#/Es0 R

(o H

VAT LSRR BINGE DAL - HEF] -

LRI R OEEMIC L JE

I ArREME
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452 Validation should demonstrate that the 452 NYF—=a Nk, VAT LR,
system conforms to the established requirements for | f@#EM: « IEAEME - (FHEMEICTT 5 Eﬁﬁﬁ S ﬂf:%
completeness, accuracy, and reliability and is RIZHE->TEY , D OBEE T HMERRICIR > T
consistent with intended performance. WL ZEEHOMNITRETH S,
453 Systems should be appropriately validated | 4.5.3 AT LMEMBRLERIC, VAT AR

prior to use with adequate change control

procedures implemented.

454 Validation of changes should be based on
risk and consider both previously collected and new
data.

4.5.5 Both basic system functionality and

protocol specific configurations and customisations,
including automated data entry checks and
calculations, should be validated. Interfaces
between systems should also be defined and
validated. Different degrees of
qualification/validation may be needed for bespoke
systems, systems designed to be configured or

systems where no alterations are needed.

4.5.6 Where relevant, procedures should cover
the following: system design, validation, and
functionality testing; release; setup; installation and

change control until decommissioning.

WAy F—=h L, @YRLEFE = br—LF
EZHE L TR LENRD D,

454  EHEONYTF—T a0, VAR
KO RETHY, FEAERNIWE LT —
B LFH LT —Z Ol & B FIC AN S
REThHD,

[FRIE] BFICEVH LT =2 B850 57200
T, BEANINE LT —F bagh b 2 &
EHEFERICTDHLENIEKRTHD EEbhD,

455  HERVAT AHERE L | EhiEtmEEA
DO ER O AL~ A X (HBIOT —H A
NF =y 7 ROGHERE) OG5 77—k
TOHOMLENDD, VAT AMOA v H—T =—
AHEHFRL, NV T—hTRETHDL, WAK
YA RXVAT A, WERET D L OREF S
VAT b, BEERARER AT KX, T

MELE D F 72 2 WA PEREAf/ N Y T — 3 3 3
M\Ekiﬁéfé@% jo
456  MEIILUT, FIEICLLT 2D AT

REThD,
VAT ETHA
OBERET A b
Jy—=
'y N7
B
flEfFIEETCOEHEa L fr—/L

NYF—v a3k
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4.5.7 The responsible party should ensure that
the computerised systems used in clinical trial
processes are qualified and validated, including
those developed by other parties.

They should ensure that qualification and validation

documentation is maintained and retained.

458 Validation should generally include
defining the requirements and specifications for the
system and their testing, along with the associated
documentation, to ensure the system is fit for
purpose, especially for critical functionality, such as
randomisation, dosing and dose titrations and

reductions, and collection of endpoint data.

4.5.9 Unresolved issues, if any, should be
justified and, where relevant, addressed by
mitigations prior to and/or during the continued use

of the system.

4.5.10  The trial-specific systems (including
updates resulting from protocol amendments)
should only be implemented to enable the conduct
of the trial by the investigator after all necessary

approvals for the clinical trial have been received.

457  FETLEAT AT, ook Bz
LEbDzad, IBR7avw A THAT L3
o — by AT ARG X O Y T —
FESNTWDHZ EZEEIZTOMNERDH D, F
T ASVER I OV Y 77— = v DFEER D S
ICHERFEEE - (RESND LD ICTR&ETH D

458 ANUF— 3 020F, RIS AT
LOEM - AREDER, TNLOLDT A M EED
5. FTEEILELMLETHL, Tk
AT LD, FRCHEERG, 5 KO =Y -
W, FHEEE 07 — X UUE: & O EE R
IZOWT, BIIZHEA L TWDZ & EMEICT
Al

459  REEROBENH 255 1TFOHAE
FATE DL OICL, BEITINLT, Y AT A
AR, KO CUR) MR, [V
27 ) MREERIC L O xHETRETH D,

4510 JRBREA VAT A (FEREFHEEOKET
ICRDEHAETe) #9281 IRBREEMN
R EETED X HICTHDIE, TOIRRIC
B 2 MERETORRBE/IEZETOHRE TN
T ThD,

4.6. System Failure (3 2 T A[EE)

Contingency procedures should be in place to
prevent loss or lack of accessibility to data essential
to participant safety, trial decisions or trial

outcomes.

BRBRISOTFINEZ T L, 1GBRSINE D% 4,
1RERICER T 2 BRE, UTIRBRAE R (DOFF
i) \CHEERDT —H~DT 7B ANERIT
TSN KD Z L B LD ITTRE
Th D,
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4.7. Technical Support (727 =V HR—b)

4.7.1 Where appropriate, there should be
mechanisms (e.g., help desk support) in place to
document, evaluate and manage issues with the
computerised systems (e.g., raised by users), and
there should be periodic review of these cumulative
issues to identify those that are repeated and/or

systemic.

4.7.2 Defects and issues should be resolved
according to their criticality. Issues with high

criticality should be resolved in a timely manner.

471 Bz 1Xa—Pic k- TR ENnT)
L a—H b AT LT S RE A S

Al - EEES D70 DA (B - ~ LT TR
7Y A=) ZBEISCTERET S TH
Do £z, EHESNERE %E@%&Vt;
L. KEMOH 238, kT OUT) ke
DIRELZFFET NS ThH D,

472  RHaMRORREIZ, EEVEIS C TR

FRETHD, EEOHVIERY A 512
R <& Th D,

4.8. User Management (Z—H¥ <X A k)

4.8.1 Access controls are integral to
computerised systems used in clinical trials to limit
system access to authorised users and to ensure
attributability to an individual. The security
measures should be selected in such a way that they
achieve the intended security and do not unduly

impact user-friendliness.

482

that user access rights are appropriately assigned

Procedures should be in place to ensure

based on a user’s duties and functions, blinding
arrangements and the organisation to which users
belong. Access rights should be revoked when they

are no longer needed.

4.8.3 Authorised users and access privileges
should be clearly documented, maintained and

retained. These records should include any updates

481 B THEHINLa L Ea—Z{Ev R
T LCBWT, VAT AT VR AZHFRENT
2—PFICREL, EAZFETELHLIICTD
UREtE) 7=dlc, 778 A3 ba—/LiER
AR THDH, XU T 45K ETIRT LHERIC
X, BBE L7 EX 2 U T o BERI N, 2D
PO BEFELLHITH R DRVE DI
TRETHD,

482  FIAZEG L,
ERRICBET 2Bk,
FESNT, T AN TE
Z e 32
STBE

Do

2 —FORE - %H,
2—HOPTET 2k
U AT BSnD 2k
ITRETHD, TV BAMENREL R
3. 20T 7 AHITHIBRT & TH

483 R ENTZa2—F R OT 7 & AMEZE A
TEIZEEER L €., HEFFEH - BT R&ETH D,
FOREIIIU T2 ELRETH D,

to a user’s roles, access rights and permissions, and 2—WO&RE, T EAMERDRT 7k
time of access privileges given (e.g., time stamp). AFFANZHRET 59~ TOEFIEH
T AMEDN G2 BT REZ] (B
A DAL T
2.0
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Glossary (FiZE
[FRIE] LA 4 F\2BE#ET 5 HEEDO AR Lz,

Audit Trail

Metadata records that allow reconstruction of the
course of events by capturing details on actions
(manual or automated) performed relating to
information and data collection and, where
applicable, to activities in computerised systems.
The audit trail should show activities, initial entry,
and changes to data fields or records, by whom,
when and, where applicable, why. In computerised
systems, the audit trail should be secure, computer

generated and timestamped.

Certified Copy

A copy (irrespective of the type of media used) of
the original record that has been verified (i.e., by a
dated signature or by generation through a validated
process) to have the same information as the
original, including relevant metadata, where

applicable.

Computerised Systems Validation

A process of establishing and documenting that the
specified requirements of a computerised system
can be consistently fulfilled from design until
decommissioning of the system or transition to a
new system. The approach to validation should be
based on a risk assessment that takes into
consideration the intended use of the system and the
potential of the system to affect trial participant

protection and the reliability of trial results.

BE AR

B« 7 — X OWE, FiENYT8581Ta
Ea—S by AT LANDT 7T 4 BT ¢ 2B
LCEESne (FEXILAED) 77> a v
BT 25 ARLERT 2 2 LIk D, FERR
OB E ATREICT 2 A ¥ T — & fidk, BEEAS AL
X, 7T T 1, AT ROT—2 7
A=V R FERADER & | FED, WOITo T
M, FEEZYT AL ORBAERT, T
B o — LT AT MRV TE, BEAREENE,
LHETHY, ara—2 ko TERSH,
ZADAZ TP SNORETH D,

RIEfT & HE

F U U AGEROE ST (S S RO
X)) THY, AV LR UIEHR
YT 55a01, BET LA T =225
te) #HTHZEN (HHFAVDEAIZLD,
IR F—hEan=7Fav A IV AERSN
52 LT) BRES b D,

AU —F VAT AN F— g
a2 —H LY AT DORFED BN, EE
DD VAT AOFEFENIHT T AT A~DBATIC
EHETC-EHLUl-SNDZ L &G L,
kT LA, N TF—va ikt T LTS
0 —FL, VAT LAOFEHERNS Y AT ARG
BRI O Uit K ORI R OIS fEME I R B 2
B2 B0ReMEBE LTV AT TEAA L NZ
KO RETH D,
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Metadata

The contextual information required to understand a
given data element. Metadata is structured
information that describes, explains or otherwise
makes it easier to retrieve, use or manage data. For
the purpose of this guideline, relevant metadata are

those needed to reconstruct the trial conduct.

Service Provider

A person or organisation (commercial, academic or
other) providing a service used during the conduct
of a clinical trial to either the sponsor or the
investigator to fulfil one or more of their trial-

related activities.

Signature

A unique mark, symbol or entry in line with
applicable regulatory requirements and/or practice
to show expression of will and allow authentication

of the signatory.

Source Records

Original documents or data (which includes relevant
metadata) or certified copies of the original
documents or data, irrespective of the media used.
This may include trial participants’ medical/health
records/notes/charts; data provided/entered by trial
participants (e.g., electronic patient-reported
outcome (ePROs)); healthcare providers’
records from pharmacies, laboratories and other
facilities involved in the clinical trial; and data from
automated instruments, such as wearables and

SE€nsors.

ABT—X

FEOT — 2 BRI D OITME LD
2T XA MER, A X T—HIIEE LI
fF@Thy, 7—F&id L0, FHLE
0. XITHEMER/ ERERESHIZ LT T5
HLOTHD, KTA RTA BN TIE, B
TDALT—Z LIXERERMO BB LIRS
DTHS,

P—ERBHE

TRBR IS IR S D ¥ — B 2 A 1RBRIKEEE
XITEREEEM RS 5 (BFER, BE
RS, Tz ofho) AT THY . —
OXIIEEOIRHEET 77 4 ©F 4 2T
Do

B4

W S AL H B, RO (UL EE IS
EAED~—27, YURAIE Y TH
0. BEORWZRL, BALEORIEL FTHE
TH2HDOTHD,

JRRCER
(BET AT =2 2ET) AV T LD
EBF—H IFV T IADOLEFT—ZD
R EEETH Y . T 2 BARITR D72
W, ZHUTIE, LFREENLEARH D,
- IRBRBINE O E GRS A T /T ¥
=k
IEBRBINEIC K VR AT ST — 4
Bl BTEERET T ML
(ePRO) ]
R, RAEE, KONRBRICE S35 2 O
Dfiaa%k D EFAEFE T K D Foek
=T TN YR EOAEEEE DD
DT —H
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