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4.

DATA GOVERNANCE - INVESTIGATOR AND SPONSOR

T—EINF R - BBRERELEEROAR P —

This section provides guidance to investigators and
sponsors (i.e., the responsible parties) on
appropriate management of data integrity,
traceability and security, thereby allowing the
accurate reporting, verification and interpretation of
the clinical trial-related information. This section
should be read in conjunction with corresponding
responsibilities for the investigator and the sponsor
as defined in sections 2 and 3, along with ICH
E8(R1) and ICH E9.

The quality and amount of the information
generated in a clinical trial should be sufficient to
address trial objectives, provide confidence in the

trial’s results and support good decision making.

The systems and processes that help ensure this
quality should be designed and implemented in a
way that is proportionate to the risks to participants

and the reliability of trial results.

The following key processes should address the full

data life cycle with a focus on the criticality of the

AREIX, RRERFLE R OAR A — (T2
bbb, BfEEaAT 2 oL, 721
TI7IVT 4, Ne—HEUT A ROEX=2 T
S ZEUNE T 572000 A X ARt
% Z LT, BEIRERERIZ BT 2 15 S (I R
& BREE, RSN EHICTHHLOTH D,
AREL, 2R3 FEICHEIND W 3R
FEhETH & AR —FENETNOEE, KO
ICH E8(R1)/ICH E9 & fift THiite XX Th
Do

[FR7E] A#(Z ICH GOOD CLINICAL
PRACTICE (GCP) E6(R3) Step2 @ 4. Data
Governance Z FICHIR L7 O TH Y | 2 &
INVESTIGATOR } T} 3 # SPONSOR (22U T
TSRO Z L,

AR RAER TAER SN DM OE & BITLUT 217
IIATHRRbDLETRETH D,
AR O BT 5,
R R EZEHTE 2 bD LT 5,
WY 72 B EREZ SHET D,

OV WEEREICT AL A TET LY
AT AR ae R L, BBRSME~DY 27
K OGBS B OE I A > T2 FETT A
YL, FETHVENRDD,

UToOFETav AL, T—FOEEMIZER
Y CTOOT—H T TV A I NVERITHT->

data and should be implemented proportionately THILTRETHY ., [(F—FOHEEMN]) 1TL
and documented appropriately: CCEMBL, WU ELTRETH S,

(a) processes to ensure data protection of trial

participants’ confidential data;

RERZINE OB T — % OIRHEZ IR
TAHREEDOOTaw A,
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(b) processes for managing computerised systems
to ensure that they are fit for purpose and used

appropriately

(c) processes to safeguard essential elements of
the clinical trial, such as randomisation, dose

escalation and blinding;

(d) processes to support key decision making,
such as data finalisation prior to analysis,
unblinding, allocation to analysis data sets,
changes in clinical trial design and, where

applicable, the activities of, for example, an

(b) AL Ea—2 Ly AT LEERT LT 1
TR, artva—2T AT AR HEMIC
HWE L, BUICERIND Z L2
THEDDOHD,

(o) HEAER L, MEMHE., RS, BR
RBROIRE 2 2T ER 2 RET DT 0t
XO

(d) HEALABERRELZET L2 70 X, #
ZUE, RETEIOT — 2 i, R
bR, fEMTT — 2 v DO, R
THA L OEE, 4T 556) ML
T—2E=41Y7EHE (IDMC) 72 &

IDMC. DT ITTAET A,
4.1. Safeguard Blinding in Data Governance
T —=F AT RBIT D EREDRE
4.1.1 Maintaining the integrity of the blinding | 4.1.1 BRMEDOA T 7T 4 MRS 2

is important in particular in the design of systems,
management of users’ account, delegation of
responsibilities with respect to data handling and
provision of data access at sites, data transfers,
database review prior to planned unblinding and
statistical analysis across all appropriate stages of

the trial.

CITHEETHLD, EVDITEERONLLTT
»H5D,
o VATLDTYA
o I—HP—ThUr OB
o JEFXIZIIT DT — X DR NT —H
7 7w ZAORMEICET 5 BT OZAT:
o F—HY%
o FtEISNI-EMMBROFNCFEM S 57
—HR— AL B a—
o HBROETOWYI 2B TIThIL D
FHRAT
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4.1.2 Roles, responsibilities and procedures for
access to unblinded information should be defined
and documented by all relevant parties according to
the protocol; this information may also be included
in the data management plans and statistical
analysis plans. For example, in blinded trials,
sponsor staff or designated third parties who are
involved in operation of the trial and directly or

indirectly interact with site investigator staff should

not have access to unblinding information.

4.1.3 The potential for unblinding should be
part of the risk assessment of a blinded trial. Any
planned or unplanned unblinding, including
accidental or emergency unblinding, should be

documented and assessed for impact to trial results.

412  BHET 22 TOMRL. EhashEEc
Ho T, BRMPMEREN TV DIFER~DT 7 &

2T H%E B/ FIEEZHE L, 3CE
TRETHD, ZOFRIIT —F~vRT AL
AT ORI R RF I b 2O TH Kuy,
Bz IE, BREBRICBWT, xﬁy%—@x&
v 7 XIIFES N =T, RBROEE 1T
B U, Jii @ﬁ%%@a&%@x&/7&pa
HI LIRSV IRY T 28 1%, BT
WIZT 7B ASEDNE TIEAR,

413  EHRRBRICBO T E RO TEEE
BURAIFHEIZEODHRETHD, TESN
7o, XITTFENOERMRER (B L2RVERRF
PRI BDO MR E ETe) 132 TRekL.,
RS RO BTN L 72 T iuT 7 720,

4.2. Data Life Cycle Elements
T—BETA 7Y A I NVDER

Procedures should be in place to cover the full data

life cycle.

T TG TYA I AR R B T
fiid_XTh 5.

4.2.1. Data Capture

F 2t

(a) The requirements for and extent of data
verification, when data captured on paper or
in an electronic health record are manually
transcribed into a computerised system,
should take the criticality of the data into
account. Refer to section 4.2.3 for data

entered directly in data acquisition tools.

(a) MEUTEF OIEFEGLEIC G S N7 —
Bl a L a—F Ly AT AZFE Tl
T AGE. T X OERENEZZEICA
nNTr—42Y 74 /7~“/a y@%ﬁw@

FIHEZRDDLNENDH L, T—FIEY

BEEANSNDET—HXIZONT

X, 423 BEEASZHOZ L,
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(b) Acquired data from any source should be
accompanied by relevant metadata. At the
point of data capture, automated data
validation checks should be considered as
required based upon risk, and their
implementation should be controlled and

documented.

(b) ED XD RIEFHRIENOBET 57— T
Ho THLET D A X T — X B fhix
LHRMEND D, VATRE T, 7 —H
BAGRER CHEI T —Z N T —va T
Ty ZETHIZENROLNTND EE
XHRETHY, (AT —# Y7 —
varJFxzyrsp) BiErar ho—)L
L. 3GETRETH D,

4.2.2. Relevant Metadata, Including Audit Trails

B ERE 2 B OBE T o A ¥ T — 4

The approach used by the responsible party for
implementing, evaluating, accessing, managing and
reviewing relevant metadata associated with critical

data should entail:

(a) Evaluating the system for the types and

content of metadata available to ensure that:

(i) computerised systems maintain logs of user
account creation, changes to user roles and

permissions and user access;

(i) systems are designed to permit data
changes in such a way that the initial data
entry and any subsequent changes or
deletions are documented, including, where
appropriate, using a risk-based evaluation,
the reason for the change if it is not

implicit;

(iii) systems record and maintain workflow
actions in addition to direct data

entry/changes into the system.

B2 AT DMk, HERT — X ICHEET 2
ART =R w I NS T e R S E S
Ea—3 58I T 7 a—F |23 FoF
HEEDDHZ &,

(a) AFA[HE/R A X T — X OFEE & WA
WTV AT LEFHMI L, LT 23423
50

(i) FrEa—Z LY AT ATENT, =
—YP=T Ty MEK, 2—P—Df
FMEROER, 2—HP—T 7 ¥ R
ONTOR T PHEFFERE NS,

() T— X OEEEFTATLHGHIF. T—
ZDEADNT), M ONEDHDER )/
HIBRDSFER SN D KO IV AT L% T
FA T, UVAZIZHESFHEiZTT
WV, REZIR UT (R ARTERAICAT
bipnoThiud) BFEIEE 0
T 5,

(i) Y AT HICBNC, V=2 T7a—DF
yvav, RV AT A~OEHEDT
— 2 NI EED GG S AL, MERTE R
s,
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(b) Ensuring that audit trails, reports and logs are
not disabled or modified except in rare
circumstances and only if a log of such action

and justification is maintained;

(c) Ensuring that audit trails and logs are

decipherable and can facilitate analysis;

(d) Ensuring that the automatic capture of date
and time of data entries or transfer using data
acquisition tools are unambiguous (e.g.,

coordinated universal time (UTC));

(e) Determining which of the identified metadata

require review and retention.

(b) BEAFEHS VAR — R a7 B b S
720, BIESNTZVTH5Z DRI D
235, kB, ENRKRIT, 2D LD
TR & OIS A R R ERS HERE
HENTWDERIZZDORY TiZAw,

(c) BEAFERI R O e 7 DN IR T &, iR
PricHHTE D X DI2T D,

(d) T —HIWEY — L& HN=FT —2 AR
37— Z A% T HBRYICEUS S 4v7c H I
DERIZRHRNWESICT D W HE
5 (UTC) J .

EMESINIAXT—HDI L, Enk L
Ea— L0 RELEZDTA20ERD D
DNERET D,

4.2.3. Review of Data and Metadata
FT—EROAZT—FDL Ea—

Procedures for review of trial-specific data, audit
trails and other relevant metadata should be in
place. It should be a planned activity, and the extent
and nature should be adapted to the individual trial

and adjusted based on experience during the trial.

RBRE R OT — & | ALY & O Ofh o BiiE
THAFT—HE L E2—325FEEZEHT
XThsD, TIUIEFHRBRT 7T 48T 4 Th
HRET, (A¥T—HDOLE2—0) #iHk
OMEE I E 2 OFRBRICEI L7z b o & L, RBr3E
i I TP SRR BRI IS W TR R&E Th 5,

4.2.4. Data Corrections
T —& DIEIE

There should be processes to correct data errors that
could impact the reliability of the trial results.
Corrections should be attributed to the entity
making the correction, justified and supported by
source records around the time of original entry, and

performed in a timely manner.

RS RO EE KT AEEOH D
THATT—RBEET LT n R BRI HNE
Th b, EEICHTZ> L, BIEEZ{ToT2EN
FrE T UREM) . UEEA) EX{TE,
DA DOTED N % AT o T R O SRR & > T
FF5ZENTE, XALVICHEBSINLDHME
D5,

1.1
BZLib-115 ICH E6 (R3) Ch.4 rl.1.docx

é§;9 Bt XE 5



ICH
ICH E6 (R3) Step 2 Sec. 4

No. BZLib-115

4.2.5. Data Transfer, Exchange and Migration
F—BOlE, S, BT

Validated processes or other appropriate processes
such as reconciliation should be in place to ensure
that electronic data transferred between
computerised systems retains its integrity and
preserves its confidentiality. The transfer process
should be documented to ensure traceability, and
data reconciliation should be implemented as

appropriate.

NY)F—=hrEniz7atA, XIREDOXH 7%
BOWEE) e 7 A 23T, a2 a—2{ky
AT L CEHEESNDIE T —F DA T 7Y
T A DRFFS L, EERRTIIND LT
XThb, BEEratw 2 XEELL, FL—H
BT 4 ZERIZTRETHD, £, HEIZ
ISCTT— 2 REEFETRETH D,

4.2.6. Finalisation of Data Sets Prior to Analysis

fENTRIDT — 5 & v + O&EMIL

(a) Data of sufficient quality for interim and final
analysis are achieved by implementing timely
and reliable processes for data capture,
verification, validation, review and
rectification of errors and omissions that have
a meaningful impact on the safety of trial
participants and/or the reliability of the trial

results.

@) LLFIZOWTOX A LU IDEHETE S
TavAEERTDHZ LT, PRI
BARITIZ A 72 B DT — 2 BE b
Do

7 — & 5
(F—%) RV T 4 fr—vayv
(F—%] N TF—vav

(F—#] LE=2—
RBRSINE 0L, KO (L) 5
FEROEEMEICER 2L KT
7 =R DFTIE
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(b) Activities undertaken to finalise the data sets
prior to analysis should be confirmed and
documented in accordance with pre-specified
procedures. These activities may include
reconciliation of entered data and data sets or
reconciliation of relevant databases, correction
of data errors and omissions, medical coding,
compilation and addressing the impact of non-

compliance including protocol deviations.

(¢) Data extraction and determination of data
analysis sets should take place in accordance
with the planned statistical analysis and

should be documented.

(b) FANIHE S AT FNEIHE, FETHITIZ
Tty MR T SO0 T 7T
A ET 4 2R L, SR NETHD,
INBEDT VT 4 ET I TG E
no,

ANhESnlTr—42L75—42kEy D
A, XEBEE T — 2 X=X [HOME
T4 T — / REDEE

AF p N a—F 47

88 (compilation)

i F ) & O e £ O ARERFIZ
& DA~ DRI

() EOTFT—XEHHE L., T—%frt > b
ETDMOPEIL, FEHENT R EHE -
TATV, BT X Th 5D,

4.3. Computerised Systems

aVBa—FLY AT A

As described in sections 2 and 3, the responsibilities
of the sponsor, investigator and the activities of
other parties with respect to a computerised system
used in clinical trials should be clear and
documented. In summary, the sponsor is responsible
for ensuring that for computerised systems which
they put in place, the expectations for computerised
systems as described in this section are addressed in
a risk proportionate manner. The sponsor should
review whether the systems used by the
investigator/institution (e.g., electronic health
records and other record keeping systems for source
data collection) are fit for purpose in the context of
the trial. In the event that the investigator/institution
deploys systems specifically for the purposes of

conducting clinical trials, the investigator/institution

2EF O3 FE W ZEa# o L B0 | ERRAER
THEHENDa v Ea—2 b AT AT 5
AR Y — R EREEE OER. KOZED
OB E OEBEZIMEIC L, XFE T R&ET
b, BRTDHE, ARV —F, ARVP—
Dl L7z ¥ a—2 by AT HIZDOWT,
ARSI N TV D a v Ea—2 Ly AT A
\ZRET 2SN Y R 71T U7 1 TRl
SNDZLEMEIITIEREEZAD, ARY
—E, REROBLENG | RIS EATE TR
BRI 2 27 & (B : T —
ZUNEED 123D DO FEA-FEFERLER M N D D FE
RAFV AT L) DEHMIZHEA L TWAHENE H )
L Ea—FR&ETho, RBREMEME
PRARBR SRR L. R R R O FEhE % H 1)
ELTUAT AERE LEHAE, WfFFE)
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should ensure that the expectations are

proportionately addressed and implemented.

The responsible party should ensure that those
developing computerised systems for clinical trials
are aware of the intended purpose and the

regulatory requirements that apply to them.

It is recommended that representatives of intended
participant populations and healthcare professionals
are involved in the design of the system, where
relevant, to ensure that computerised systems are

suitable for use by the intended user population.

UZZIS T s, FEEND 2 L &
FiLFTREThHD,

[FR7E£] ICH GOOD CLINICAL PRACTICE
(GCP) E6(R3) Step2 ™ 2 # INVESTIGATOR K
'3 # SPONSOR [Z DWW TR A SO Z
&

BEE2HT M. BRRRICHNav
2= AT A OBRE M B 89K OGE A
ENHHHIEMEZRBRSED LT RETH
ZDO

kG & 70 DR BINE R K OEFREIEFEE O
REZVEIIE LTV AT LAOF YA VI E
¥, U a— X LY AT ARG —F—
EHIZE > THEA LT KT 52 LSS
Zals

4.3.1.
a2 a—Z b AT ADOFERFIA

Procedures for the Use of Computerised Systems

Documented procedures should be in place to
ensure the appropriate use of computerised systems
in clinical trials for essential activities related to

data collection, handling and management.

TELSNT-FIREZ ) L. BRRBRICHT S
T — 2 DL L E B BE S D BT
TTAETAICBWTCaryEa—2 by AT A
DETNER SND L OICTRETHD,

4.3.2. Training
r—=7

The responsible party should ensure that those using
computerised systems are appropriately trained in

their use.

EA AT 5861%. a2 a—2s 2T A
EHERHTDE N, FOMERICOWCE#EYZR L
— =V T EEEIIZTOND LT RETH
ZDO
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4.4. Security of Computerised Systems
IV a—F VAT LEADEF 2T 4

4.4.1 The security of the trial data and records

should be managed throughout the data life cycle.

442 The responsible party should ensure that
security controls are maintained for computerised
systems. These controls should include user
management and ongoing measures to prevent,
detect and/or mitigate security breaches. Aspects
such as user authentication requirements and
password management, firewall settings, antivirus

software, security patching, system monitoring and

penetration testing should be considered.

443 The responsible party should maintain

adequate backup of the data.

4.4.4 Procedures should cover the following:
system security measures, data backup and disaster

recovery.

4.4.1 F—=R2TA T A I NVEBL T, AR
F—H 02 )T 4 EHTRETH
50

442  EEEAT M. area—21k
VAT LDEX 2 VT 4 a3y b — L RHEREE
HIND LT RETHD, ZAbDa b
2—/LiE, ==X A b, KUEF
2 U7 REZPE, R, KO (OUT) B
T LD O R EEZ GO DL XETH D,
UTOED ez ET 20N DD,
a— P —FRAEEA SRR T — FEF R
T 7 AT U4 IV IE
TUFIANA) T NI =T
X2 VT YT
VAT LR
RAT A b
443  HELEATHMEMRT. T—X O
N 7T TEAMFFEHRT RETH D,

444  FEIIZ, AT LOEXF2UT 1)
W, T—HANRNw T v KEEIAEKD AT
RETH D,
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4.5. Validation of Computerised Systems
U Ea—F LV AT ADNY F— g v
45.1 The responsible party is responsible for 451 B2 AT AT, AT LT747

the validation status of the system throughout its life
cycle. The approach to validation of computerised
systems should be based on a risk assessment that
considers the intended use of the system; the
purpose and importance of the data/record that is
collected/generated, maintained and retained in the
system; and the potential of the system to affect the
well-being, rights and safety of trial participants and
the reliability of trial results.

4.5.2 Validation should demonstrate that the
system conforms to the established requirements for
completeness, accuracy, and reliability and is

consistent with intended performance.

453 Systems should be appropriately validated
prior to use with adequate change control

procedures implemented.

4.5.4 Validation of changes should be based on
risk and consider both previously collected and new

data.

#4&»%%DTVX%A@AU?—VEVK
MeFFT 2EEZA Y, arEa—F LT R

TAA)?—VHV®77H_?ﬁ\UT%%
BLIZU AR THARA MCHESSRETH
Do

VAT LD B

VAT KB WTIUE AR S L, PR

B/ REEnNs 7 —% /o B

M
AT ABNRERSINE O MR
AR B RO A KT
I A HEME
452 NYF—2 g2k 0 AT L,
m%é/mﬁé/ﬁﬁ':ﬁﬁéﬁﬁéMRE
> TEBY ., MO HBETHHREICI - T
WAHZLEEZHLMNITRETH D,
453 VAT MEMBMGENZ, VAT AEiHE

WY F—=h L, @YRLERE = br—LF
EZHE L TR BENRD D,

454  EBEEONYTFT—a U, YRTIZ
O RETHY, FEEHEANUE LT —
ZEH LT —X O EEBICANS
RETh D,

[FRIE] ZEFICE VT LWT =2 B850 57200
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4.5.5 Both basic system functionality and
protocol specific configurations and customisations,
including automated data entry checks and
calculations, should be validated. Interfaces
between systems should also be defined and
validated. Different degrees of
qualification/validation may be needed for bespoke

systems, systems designed to be configured or

systems where no alterations are needed.

4.5.6 Where relevant, procedures should cover
the following: system design, validation, and
functionality testing; release; setup; installation and

change control until decommissioning.

4.5.7 The responsible party should ensure that
the computerised systems used in clinical trial
processes are qualified and validated, including
those developed by other parties.

They should ensure that qualification and validation

documentation is maintained and retained.

4.5.8 Validation should generally include
defining the requirements and specifications for the
system and their testing, along with the associated
documentation, to ensure the system is fit for
purpose, especially for critical functionality, such as
randomisation, dosing and dose titrations and

reductions, and collection of endpoint data.
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45.9 Unresolved issues, if any, should be
justified and, where relevant, addressed by
mitigations prior to and/or during the continued use

of the system.

4.5.10  The trial-specific systems (including
updates resulting from protocol amendments)
should only be implemented to enable the conduct
of the trial by the investigator after all necessary

approvals for the clinical trial have been received.
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4.6. System Failure

VRT NEE

Contingency procedures should be in place to
prevent loss or lack of accessibility to data essential

to participant safety, trial decisions or trial
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4.7. Technical Support
T I =N R— b
4.7.1 Where appropriate, there should be 4.7.1 Bl z Xz —HF—lc Lo TRE SN

mechanisms (e.g., help desk support) in place to
document, evaluate and manage issues with the
computerised systems (e.g., raised by users), and
there should be periodic review of these cumulative
issues to identify those that are repeated and/or

systemic.

4.7.2 Defects and issues should be resolved
according to their criticality. Issues with high

criticality should be resolved in a timely manner.
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4.8. User Management
2—P—vFXIAL
4.8.1 Access controls are integral to 4.8.1 KB CiEH SN2 2 B a—21k

computerised systems used in clinical trials to limit
system access to authorised users and to ensure
attributability to an individual. The security
measures should be selected in such a way that they
achieve the intended security and do not unduly

impact user-friendliness.

4.8.2 Procedures should be in place to ensure
that user access rights are appropriately assigned
based on a user’s duties and functions, blinding
arrangements and the organisation to which users
belong. Access rights should be revoked when they

are no longer needed.

4.8.3 Authorised users and access privileges
should be clearly documented, maintained and
retained. These records should include any updates
to a user’s roles, access rights and permissions, and

time of access privileges given (e.g., time stamp).
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Glossary
=h
315}
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Audit Trail

Metadata records that allow reconstruction of the
course of events by capturing details on actions
(manual or automated) performed relating to
information and data collection and, where
applicable, to activities in computerised systems.
The audit trail should show activities, initial entry,
and changes to data fields or records, by whom,
when and, where applicable, why. In computerised
systems, the audit trail should be secure, computer

generated and timestamped.

Certified Copy

A copy (irrespective of the type of media used) of
the original record that has been verified (i.e., by a
dated signature or by generation through a validated
process) to have the same information as the
original, including relevant metadata, where

applicable.

Computerised Systems Validation

A process of establishing and documenting that the
specified requirements of a computerised system
can be consistently fulfilled from design until
decommissioning of the system or transition to a
new system. The approach to validation should be
based on a risk assessment that takes into
consideration the intended use of the system and the
potential of the system to affect trial participant

protection and the reliability of trial results.
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Metadata

The contextual information required to understand a
given data element. Metadata is structured
information that describes, explains or otherwise
makes it easier to retrieve, use or manage data. For
the purpose of this guideline, relevant metadata are

those needed to reconstruct the trial conduct.

Service Provider

A person or organisation (commercial, academic or
other) providing a service used during the conduct
of a clinical trial to either the sponsor or the
investigator to fulfil one or more of their trial-

related activities.

Signature

A unique mark, symbol or entry in line with
applicable regulatory requirements and/or practice
to show expression of will and allow authentication

of the signatory.

Source Records

Original documents or data (which includes relevant
metadata) or certified copies of the original
documents or data, irrespective of the media used.
This may include trial participants’ medical/health
records/notes/charts; data provided/entered by trial
participants (e.g., electronic patient-reported
outcome (ePROs)); healthcare providers’
records from pharmacies, laboratories and other
facilities involved in the clinical trial; and data from
automated instruments, such as wearables and

SE€nsors.
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