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Executive Summary

B

There is a legal requirement for all organisations
sponsoring and hosting interventional clinical trials
on medicines in the UK to comply with the UK
Medicines for Human Use (Clinical Trials)
Regulations 2004 (as amended). The move within
the NHS from paper to electronic health record
(eHR) systems has led to significant compliance
issues in relation to Good Clinical Practice (GCP).
There are potential serious consequences for Trusts
that have an inadequate eHR system. These include:
Trusts being rejected by commercial sponsors at site
selection due to non-GCP compliant systems; the
rejection of marketing authorisation applications
(MAAGS) or journal publications due to an inability
to reconstruct the trial; and the unethical recruitment
of patients to trials as the systems do not support the
robust collection and retention of data. All of these
issues may have a negative impact on the selection
of NHS sites, and ultimately UK NHS Trusts/
Boards becoming less attractive places to conduct
research (and the resultant financial implications of
this, as well as reduced access to the latest research
and medicines for UK patients). This guide aims to
provide clarity for NHS Trust/ Health Boards on
how to implement eHR systems compliant with the
regulations, and should be used to guide system
providers at the project implementation stage and
also to make required changes to existing systems to

bring them into compliance.

JE T, EHEMITEIT 25T AR & A ST AR
A T 5T TOMAIE, #[E D Medicines for
Human Use (Clinical Trials) Regulations 2004 (as
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T=H, R eHR ¥ AT L& F5 Trust (2 &
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Background

ELA=R
H &

The NHS commitment to the introduction of
electronic health records (eHRs) is not new; it was
first agreed by the NHS Executive in 1998 from
which the National Programme for IT was
introduced in 2002. There have been multiple
iterations of the approach to be used, ultimately
leading to a decision in 2011 to develop a ‘connect-
all’ approach rather than the introduction of a single
system. This has led to the implementation of many
different systems for the creation and management

of clinical eHRs.

NHS @ eHR HADRY #ATHT Ly DTl
72< . 1998 42 NHS Executive (2 & - TR
BE I, &I 5 2002 42 National
Programme for IT M E ~7-, £D%k, 7=
—FEAERRET L7 L, B EAIZ 2011 41
2, B—DY AT LEEATHOTIEARL

lconnect-all] 7 7' v —F %[BT 5H, £\ )
REICE ST, ZORER, 175k eHR Z1ERL -
EHTHDIC, SESERVAT ANEES
nNoHZeEhroi,

Following the subsequent introduction of these
diverse eHR systems, the MHRA as a regulator has
seen issues in relation to their compliance with the
UK Medicines for Human Use (Clinical Trials)
Regulations 2004 (as amended) and Good Clinical
Practice (GCP) principles. This is also a significant
concern for NHS Trusts/ Health Boards and
pharmaceutical companies conducting clinical trials

of investigational medicinal products.

Bl 25 Td 5 MHRA 1%, 246 DEER7: eHR
VAT AHE A I T2 T, UK Medicines for
Human Use (Clinical Trials) Regulations 2004 (as
amended) A OF Good Clinical Practice (GCP) D Ji
HI~DEEICHOWTHENH D Z &2 FR L
Tz AU, TRBRERIC OV TIRBRZ e L T
% NHS Trust / Health Board 2 OMUSE4EIZ & -
THRD THARRBEFHTH D,
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Purpose

HEY

The MHRA supports the move towards eHRs but
recognises there is a need to facilitate their
regulatory compliance (in particular see Schedule 1,
Part 2(4&9), UK Clinical Trials Regulations 2004
(as amended)). In response to stakeholder queries
on this issue, the MHRA GCP Inspectorate has
developed this position statement on points for
consideration during the design, build and
implementation of an eHR system. The purpose of
this guidance is to provide clarity on the regulatory
requirements and the MHRA position for Trust/
Health Board Chief Executives and R&D
departments, and also for commercial organisations

sponsoring clinical trials hosted within the NHS.

MHRA (I eHR {L Dtz XZFFT 5 b D TH S
IR, F OB EUE (4T Schedule 1, Part 2(4&9),
UK Clinical Trials Regulations 2004 (as amended)
EXMOZ LA TEL LI DL
7 (MHRA (2] ROLNTND Z & il L
TW%, ZOMBICET AT =7 SV Z DY
RIZIR 2 5~ < ., MHRA GCP Inspectorate |,
eHR ¥ A7 LDk, WS, FIEDFHZEE
T RESIZOVWT, I D position statement % 1F
B L7z, KRB A ROHEMJIE, Trust/ Health
Board O fz =it B B=AEH & R&D HifH, KT
NHS 78RRz 28 A b4 2 BROTR BRI 126
LT, B2 K% O MHRA D255 % BRI
HZETHL,

Trusts/ Health Boards that are trial sponsors have
responsibility for providing a GCP compliant records
management system. This means implementing eHR
systems that are robust, GCP compliant, and that
source data is identifiable for each study (see
Regulation 31A(8) UK Clinical Trials Regulations
2004 (as amended)). Trusts/ Health Boards who act
as trial hosts, and thereby are responsible for source
records for hosted trials, are responsible in the same
way as sponsors for ensuring their records

management systems are compliant.

TRBRIKHEF & L C O Trust/Health Board /%, GCP
CH A LI FRdE B S AT A AR 5 BN
o, DED, BET, GCPITHA LIz, 168
ICRT — X 2@l TE % eHR Y AT L
T HLWnWH 2L THD (Regulation31A(8) UK
Clinical Trials Regulations 2004 (as amended) % 2
WMoz &), 85EA X FE L TD Trust / Health
Board 1%, KX b LIETEBED I GIRIC EFE 17
L, IBBRIKHE & ARIZ, T Oqiike BT S
SRTADWE LT B Z EFHEEIZT S ET
&,

It is essential that the Trust/ Health Board has a clear
understanding of what the source data are for both
sponsored and hosted trials, as a lack of control over
the documentation could result in an inability to
reconstruct the trial and the trial data being labelled
as unreliable. This could have major consequences
for the Trust/ Health Board’s reputation as a clinical

trial site.

TBBRIKIEE OV IR K OV A M 21RBRICE
DT —4% LA, % Trust / Health Board
MEEWRHRT H Z ENRARAIRTH D, &
WO DL, BEIOEBENTE TV LTRERE
B TE R R, ZOIEBRT — X IXEETE
RNHEDEINTLEI ML THD, ZDZ L
IXVEERY 1 b & L CT® Trust / Health Board D&
PNCRE 2B A 5 2 D AlREEN H 5,
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It should not be assumed that a provider of a clinical
eHR system will have an understanding of GCP, and
therefore Trusts/ Health boards should supply the
eHR system providers with appropriate user
requirements to ensure GCP compliance. This
guidance document should be considered along with
the Trust/ Health Board requirements for standard

health care records and other applicable regulations

and guidance (such as data protection legislation).

IBBRICHWS eHR v AT A& ft(4 5 eHR ¥
AT LT RAEZ) GCP ZHfEL TV D & iX
EZIRWITN L, HEo T, GCP ~Di A % il
S4B 7212, Trust/Health Board (6] 72 =
— W EfE eHR VAT A7 a3 o 2Tk
REThH D, EAER 2RISR T2 Trust /
Health Board DOEAf:, & OMLodiE H & 412 #iiil
RMA XA (T2 REERE) LB,
KA F L ABET R&ETH D,

Ensuring robust, compliant electronic systems from
the outset will enable the NHS to continue to be
involved in hosting the highest standards of research
in the UK. It is recommended that this is achieved by
having an R&D representative on eHR project
boards, and through the provision of a user
requirement specification to the eHR provider at the
system development stage that incorporates clinical

trial / GCP requirements, as described below.

BV AT LAOBREN  HAVEE R D iRSE
(23 AUE, NHS (33 EC B D i mKEDOHZE
DRARELTHEELFITLZENTED, &
NEERT DDA T2 #5425,
e eHR 7u V=7 hD VY —HFIZ R&D
MY FEEZBMEE D,
o VAT ABHFEEME T eHR m N A ZT
2= WEAOHER R 5,
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Compliance Issues
aALFITAT  ADRIRE

Problems found with the eHR system during GCP

GCP HZETH 2N 572 eHR ¥ AT LIZHDOWT

inspections:

¢ Insufficient consideration of quality control
(QC) systems and procedures defining how
the eHR system will be used to support
clinical trial requirements (as detailed in the
guidance below); :

e Inability to demonstrate investigator
oversight due to information in the eHR
having been entered solely by the research
nurse or via dictation, and subsequent
transcription by admin staff. Examples
have been seen where the source data has
been deleted/ destroyed with no evidence of
investigator review of the entry;

e Lack of or insufficient audit trails in the
system to enable reconstruction of any
changes made to trial data;

e No audit trails to document investigator
review of electronic laboratory results, x-
rays, scans etc. and/ or such data being
stored in an uncontrolled system;

e Paper print outs from the eHR being
provided for monitoring or inspection
reference that omit information contained
in the electronic system;

o Inability to readily access audit trails;

DORYE -

eHR Y AT Lz L TED L HITIE
BR OB 2 72T DO EED D WEE
B 2T LR OFIADE A A+453 T
BHb, (FRETRER)

eHR D% | IfR=—7 4 3 —& N0
HMCTAD LW, nhEhzN
KEEH AL 7 PNHREL LTV 27z
W, ERELEMPEERL TS Z &
EHATE R o7, BT — % HHIBR
YITHEHE S NIz 2 & IR E AR ER
FEsB LTZREILN 72\ &0 9 B 8 o
72

IBBRT — 2N % BT T % 8L
572D DEERFER N > AT SMTHE
XIFAR+nThoT,
AR R, X, AF vy o2
CERIRRELEMNA L Ea— L2 L
ZRLEk T DA N RO (X
L) ENHLOTF—20n, FEHINTH
RNV AT BRI TV,
HCHIRI L7=eHR T— 2 MNE=H )
IRBLEOSMA L LTI
N, BEFVATAIIEEN TSI
WRTHED TV,
BEARERE~D T 7 2 A B HE T2
VY,
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e Alack of control over scanned source data
images such as CT scans, and the
subsequent uploading into PAC (Picture
Archiving & Communication) systems.
This includes issues such as data remaining
editable (including patient identifiers/ dates
of scans etc.) in stand-alone systems
without audit trails in place. This has also
been seen in relation to images imported
from other sources such as referring

hospitals.

o CTAXYUREDRT—H LD AKX
¥ UEE, K OZ D% D PAC (Picture
Archiving& Communication) A7 A~
DT w7 a— RREFLIFL TR,
il LC, EERAEBAO N L KT
BV ATATT—4 (BEID/AF
Y UDOHMRE) PRETETLED
EVWHMER DT, ORI, &
HIEDIRPER & o7 —Z i b A
VIR— F SNTCEBIZONTH b
72

Problems found with scanning/ transfer from paper

GCP BETHROM o772, Ax ¥ U /HH> 6 eHR

to eHRs during GCP inspections:

e Bulk scanning and subsequent disposal of
paper medical records (including clinical
trial source data) without having a robust
QC system and/or process for making
‘certified copies’ in place. This is required
to ensure that the electronic copy is an
accurate copy of the source, and to enable
verification of the quality of the data;

e Inadequate scan resolution and/ or scanners
not fit for purpose;

e Black and white scanning of colour
records, resulting in the loss of associated
metadata such as the paper health record
colour coding system;

e Scanning of paper medical records as PDF
files, in no particular order and with
missing sections, thereby making trial
reconstruction potentially impossible due to

gaps in source data;

~OEREIC DWW T ORE

o MOERHE BRORT —% %5
Te) O—fEAF v LT DHOIDRBE
Fh BERQCUVAT A, KDY (X
) REEM EHEE) 2FT 272D
TREADRNEEToTW, i
I, BfFa bt —NnRT — X OEMR =
E—ThHobI EMEIIL, T—FD
EEMRIECE A L OIZT A7
HThb,

o AX Y UMRBENA+ThoTo, X
FAF v 2 (ERLEFA] BRI
B oTWRhoT,

o NIT—DOREAEHBTATFY LT
Too TORER, MOMBRFLEO O T
IZ X BBE A & T — & BRI
77

o MROEHLIE PDF 7 7 A L& LTA
Xy o HBRC, EFESZTIT, #
SFHNIRIE LT E T T e, JRT
— A NRIT TN D78, RBREFHT
HZENTERIRDAREMENH 5D,
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e Scanning sub-contracted to companies
operating to their own QC processes,
without adequate checks on whether these

processes are sufficient or appropriate.

o AFxy UFEMZE, TREITSMICEG
L. ZO&40 QC 7k A I2HEH &
L TWen, ZO7at AR+
53 HHRTHLINEWMYUNZTF =y 7 L
TWieihoTz,

Guidance and Factors to consider

A X REEBRETREER

It is strongly advised that Trusts obtain input from
R&D and experienced clinical trial practitioners
(such as Principal Investigators, research nurses,
data coordinators) on clinical trial source data
requirements prior to the introduction of eHR.
When establishing an eHR system the following

aspects should be considered:

Trusts [Z(%, eHR ZE A HH[IZ, R&D &%
B E RS E (IR E L=, k= —
T Y F—H, T—=Ha—F 4 x—H2E) b
RO T — 2 BT A EREAFTTHZ
L EIRL D S, eHR VAT LA RS B
X, ROMEZBETETh D,

1. For the eHR system:
eHR VAT ADHE

e Maintenance of data integrity via ongoing
data review, change control processes and
clear audit trails;

e  Audit trails for information added to the
eHR. Any new information added to the
subjects’ medical notes (whether paper or
electronic) should show when the entry was
made and by whom, so that the
documentation provides a full audit trial of

events (any amendments/ deletions etc.);

o MBIMeT — X L bBa— AHEHS
oA, PRREAGEZEL T, T
— B AT VT 4 MR D,

e cHRIZEBMENIZIEHZ ., AN
RLEKT D, WBRE OEFE AT (RXIT
B ISR maeBmnd s L&
. W, flick o TAENTEE
AT LT D, T LYEL (B
E/HIBRZ: &) OS2, &
Bhe LTREEcE 2 L5127 %,
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The investigator should still be able to
demonstrate their medical oversight of the
trial when eHR systems are used. For
example where all entries into the medical
records are made by a research nurse it can
be difficult to reconstruct the investigator’s
input. A process should be incorporated
into the system to enable investigators to
verify the information recorded in the same
way a paper record would have been signed
and dated. The same principles should be
applied to the review of other supporting
documentation such as electronic
laboratory results, imaging, pharmacy
records etc. by the investigator;

Where edit functions are in place for
images that form part of the health records
e.g. to remove subject identifiers and insert
subject numbers prior to the image being
transferred to the sponsor, QC processes
should be implemented to ensure the
correct re-labelling of these images (and
retention of the original);

Access to the system should be available
for inspectors and sponsor representatives
(e.g. monitors and auditors), which is
limited to trial patients. This will enable
source data verification of clinical trial
subjects whilst protecting the
confidentiality of non-trial patients. This

should include access to audit trails;

eHR AT LM L Tz k LT
b, IRBRELEMNTERO E PRI
BLTWbZEZRELL51T54
LD D, Bz, Ba—7 11—
AN TRTCOERGTERE A LT\
LT DL IBBREMEMDO AT & BB
THZEFEE LWL LRV, TRER
EAREMAROFLSRICES - B LT
D LR CHIET, IR EERM 2 Lk
SN MEBGETCE DL I T AT
AT v A EZMBIALRETH D,
B EBRAR, By, KRR ED
D EATT & 7 D &R A IR BRE TR AT
DL E=2—3 BTG R CAl 4
TRETHD,

ft R Rk 0D T DG A AR T 2 BERE
(B AT AR IS BRI, B
B D ID ZHIBR L, #EBREF S A A
T5) Mo TWAHEAE, QC 71
TAEHT., ZNOHOEBRIZELL Z
AT BT (FELTAHY U
ERFFT D) L EAMEIITRETH
D

BEE L ORRIKEE OFEE (5=
HRMBNIRE) VAT LA~T 7%
ATEDLLHICTRETHD, 7272
L. &I ICIRET D, 24U
LV IBBRITAR D B 72 BE ORI 2 (%
H#E LoD, BB RORT —Z DY
T4 a YRARRILR D, Tk
AFFIATE RS A~DT 7 ANE
Ehd,
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System to flag clinical trial patients and
search for trial records within the eHR;
Appropriate archiving to ensure long term
reliability, retrieval and reproducibility of
electronic data (and metadata), in line with
regulatory storage timelines (note this will
be 25 years as standard under the new
Clinical Trials Regulation 536/2014);
Written procedures in place to cover all of
the above processes. These procedures
could also be used to assure external
sponsors that compliant eHR systems have
been implemented;

Trusts should have oversight systems in
place (usually via R&D) to ensure
compliance with these processes and to
enable potential serious breaches of GCP to
be detected and reported e.g. if source data

are lost or destroyed.

VAT NT, WEBREIZT T T ENLTC,
eHR WOIRBRFLER AR TEH L 9 (1T
T %,

Bl TRk LD RE I G L
Clinical Trials Regulation 536/2014 TiL
QSEDEREI /0D Z L ICHER) AED
T, Br7—4% (AOAZT—X) O
R, B0 L, 2 B — 23
IZTE L RO T — A 7 %&AT
Do
FROTRTOTawvRE HN—F 5
7O DOFNRE XENT D, ZNHDF
JIEIX, (GCPIZ]) #H T % eHR AT
LNFIEINT-Z LB SMEBOIRERIK
FEH I RAET D72 DI B TE 5,
Trusts I£. (GAFILR&D /L C) B
B aftiiszikid, ooy vt
ZANTHEFEITHE S, E 7R B K72 GCP
ER (B 2 T — & O R LHIBR)
DSEFTHH - E SN D Lo lcT
xTho,

The above specifications are in addition to the
standard requirements for computer systems used in

clinical trials, including:

back-up of systems;
system validation and working processes

for change control and system failure.

LRodRRT, BRTHEAIN 2 Ea—H
— VAT AOEHER 72 E A (TR ISEBMNT 5
HLDOTH D,

e physical security; o YHIEX=UT 4

e restricted access; o {ilfRffET 7R

e record of roles and access rights; o HE|LT U AMDFEK
e data protection; o T—HIRiE

AT LD T S
VAT AN F =gy ROETRE
LI 2T AEEOIEE T oE X
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2. For the scanning/ transfer process from paper to e-records:

DD BFREFE DA ¥ VERET R ERADHE

A validated process to confirm scanned
documents are certified copies e.g. QC
checks (to include scan quality, legibility,
completeness, page counts etc.) and a
documented audit trail of this process.
Supporting documentation should include
what documents were transferred, when
and how the scanning took place and by
whom (i.e. metadata);

Written procedures in place to cover the
above processes (these may also assure
external sponsors that the system is GCP

compliant).

AX ¥ LT CEN, Rkt &EE T
DL EWRTDHIDDQCTF = v
7 (A% A E, CHEEE, ek,
N=VH M) REDNRY T — N ER
DT AEHRT D,

72, 2o atvRITHONT, CEAL
Lo BEARE A 5% 5, AN &R E
LT, FOXEREES, VWO, &
DX, HERAX Y U LIZDONON
W (TRbbAXT—F) ZETRE
Th b,

TR ERAE D AN—T D72 DFIA
EERT 5, (ZHU, AT L0
GCP [ZH#EHLL TV D = & AR OTEER
KA IR T D720 bEX D),
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‘All clinical information should be recorded, handled and stored in such a way that it can be accurately reported,
interpreted and verified’ (Schedule 1, Part 2(9)); and
‘The necessary procedures to secure the quality of every aspect of the trial shall be complied with’

Schedule 1, Part 2(4)), UK Clinical Trials Regulations 2004 (as amended).

‘The sponsor and chief investigator shall ensure that the medical files of trial subjects are retained for at least 5
years after the conclusion of the trial’.

Regulation 31A (8), UK Clinical Trials Regulations 2004 (as amended).

ICH GCP 1.22, 1.51, 1.52,4.9.7, 5.1.2, 5.15.1, 5.18(k)(m), (i) 6.10 - although no legal requirement to comply,
sponsors who intend to submit MA As must comply with ICH GCP. If sites do not comply with ICH GCP references

in relation to the source data requirements there is therefore a risk the sponsor will not select the site.

Sources of further guidance
HAF v 2ADERIR
e ‘Reflection paper on expectations for electronic source data and data transcribed to electronic data
collection tools in clinical trials’ (EMA/INS/GCP/4542280/2010)
http://www.ema.ceuropa.eu/docs/en_GB/document library/Regulatory_and procedural_guideline/2010/08
/WC500095754.pdf

e PIC/S Guidance on Good Practices for Computerised Systems in Regulated “GXP” Environments (PI
011-3) http://www.picscheme.org/index.php

e Section 11.5.2 eHR and 14.5 Computerised systems, MHRA GCP Guide 2012.

e MHRA GCP Forum: http:/forums.mhra.gov.uk/forumdisplay.php?1-Good-Clinical-Practice-(GCP)
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