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No. BZLib-110

Use of Electronic Records and Electronic Signatures in Clinical
Investigations Under 21 CFR Part 11 — Questions and Answers
Guidance for Industry'

This draft guidance, when finalized, will represent
the current thinking of the Food and Drug
Administration (FDA or Agency) on this topic. It
does not establish any rights for any person and is
not binding on FDA or the public. You can use an
alternative approach if it satisfies the requirements
of the applicable statutes and regulations. To
discuss an alternative approach, contact the FDA

staff responsible for this guidance as listed on the

KA L A, B INT%IL, YE MY
v ZIZOWT, BmEHEF (FDA) OBAED
BRI R ToOED, RAA LA L, W
DR HECK L THHERE EZX TV T5HDT
1372 <, FFDARAREWMKT HH DTl
720N, 3 S B B R O O BE 5 72
RO, ATA XA TRENEFERbS I
EEHWTH Lv, REFIECET 2H#%IC
WL, BIRICET AT A X0 A ZE L&

title page. D FDA AKX v 7 |\ZHAE I T2,
I. INTRODUCTION
L FFX

This document provides guidance to sponsors,
clinical investigators, institutional review boards
(IRBs), contract research organizations (CROs), and
other interested parties on the use of electronic
records and electronic signatures in clinical
investigations of medical products® under

21 CFR part 11, Electronic Records; Electronic

Signatures®.

ACET, EHREREOER 22BN T, 121
CFR Part 11 RiEk ;B4 CITES T
Bk OETELEZFAT L7200, 155
KiEE . IRBEEERT, IRB, CRO, fihooRifk
FHIWTFOHA X AT D,

=
e,

! This guidance has been prepared by the Office of Medical Policy in the Center for Drug Evaluation and
Research in coordination with the Center for Biologics Evaluation and Research, the Center for Devices and
Radiological Health, and the Office of Regulatory Affairs at the Food and Drug Administration.

VR A X A1X CDER @ Office of Medical Policy 73, FDA @ CBER, CDRH &XTYORA L1, 1k

L7z,

2 For the purposes of this guidance, unless otherwise noted, the term clinical investigations refers to FDA-
regulated clinical investigations of medical products conducted under an investigational new drug application
(IND) according to 21 CFR part 312 or under an investigational device exemption according to 21 CFR part 812.
In this guidance, medical products include human drugs and biological products, medical devices, and

combination products.

2RI A K AT, R NEEWR Y | J5BRIL. FDA &fE F >, 21 CFR Part 312 (2> 7=
IND F721% 21 CFR Part 812 |Zft 272 IDE D 4, & TiTbo 5 [EEH L OIEMR &2 B3 5, KU A X

AT BT,

MEREAL ) 2. b PHERMS, EWERG, ERES. LaAIFEOERTHWS,

3 In this guidance, 21 CFR part 11 is referred to as part 11 regulations.

SKHA KX ANTHB T,

21 CFR part 11 [% Part 11 & £FET 5,
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This guidance clarifies, updates, and expands upon
recommendations in the guidance for industry Part
11, Electronic Records; Electronic Signatures —
Scope and Application (referred to as the 2003 part
11 guidance)* that pertain to clinical investigations
conducted under 21 CFR parts 312 and 812°. Thus,
this guidance is limited to outlining the scope and
application of part 11 requirements for clinical

investigations of medical products.

AKIHA K A1, 21CFR Part 312 & UF Part 8127
2> CEMINDIRBRO =D, ERmITH
A H A [Part 11, Electronic Records; Electronic
(LAF.
2003 part 11 HA X2 A) H|CFlaR Sz fELE
FHOZEXZPfIZ L, BURICEDEER L,
BT 526D THD, 1E>T, KA X AZ
EERERLSL OTRBRIC ST % Part 11 ZEOHIPH M
O OB IRE S5,

[FR7E] JFSC D clinical investigations, clinical
study, clinical trial |Z{5%R & FR L7,

Signatures — Scope and Application |

This guidance discusses the following:

e Procedures that may be followed to help ensure
that electronic records and electronic
signatures meet FDA requirements and that the
records and signatures are considered
trustworthy, reliable, and generally equivalent to
paper records and handwritten signatures
executed on paper

e The use of a risk-based approach when deciding
to validate electronic systems, implement audit
trails for electronic records, and archive records
that are pertinent to clinical investigations

conducted under parts 312 and 812

KIA K AT FIZ DN TR 5,

o FEFFERN N EFEAED FDA Bl Ao
L. iR BLANEHTE, EEHTE,
— AR DFLER K O D FLERIT T2 S 47z
FEESBALAETHDLZ L EHKEFEIZTD
7o OIZHE 5 FIE

o UTOHEMAERET DD, VAT N—2
77 a—F OF A

VAT LDONY T — |

o FETRiERD EEFEBF FELE

e Part312 L Part 812 @ F CHEl <5
TRBRICEE T 258D T — A 7

4 For more information, see the guidance for industry Part 11, Electronic Records; Electronic Signatures — Scope
and Application. We update guidances periodically. To make sure you have the most recent version of a

guidance, check the FDA guidance web page at

https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm. Also, see the

Federal Register of September 5, 2003 (68 FR 52779).

4 FEHMIZ DV T Guidance for Industry Part 11, Electronic Records; Electronic Signatures — Scope and
Application ZZ D Z L, A XU RTEFICTEFHF SNDH7-0, FDA TA X 2 ADEHIT TR

Web X—2 %2 F v 735 L,

https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm

F 7=, Federal Register of September 5, 2003 (68 FR 52779) L&D Z &,
[FRVE] 2003 part 11 HA X 2 AOFIFRIZOWTIE, http://www.azbil.com/jp/product/factory/support-
training/validation-support/index.html, } T https://bunzen.co.jp/library/ 725X 7 v — Ka[HETH 5,

5 See Appendix I of this guidance for a list of other guidances that contain applicable recommendations
SARTA K v A BT 2 HESEFIRIZ OV T Appendix 1 IZHEITF 72D A X A BROZ L,
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The goals of this guidance are as follows:

e Update recommendations for applying and
implementing part 11 requirements in the
current environment of electronic systems used
in clinical investigations

¢ Clarify and further expand on the risk-based
approach described in the 2003 part 11 guidance
to validation, audit trails, and archiving of
records

¢ Encourage and facilitate the use of electronic
records and systems to improve the quality and

efficiency of clinical investigations

AKHA XL ADT—)VILLTFTHh 5,

o Part 11 B %, T ORIUICEDE, 1RER
WCHWHNDE AT MM - EiE5
D72 ORI 2 FH T 5,

e 2003 Part 11 A X > A TRz N F—
a v, RS, FUEROT — B A T EITO
BEDY R T R—=AT T ua—F &M L,
I HIZEMT 5,

o IRBROME M N RAZYEET H-DIZ, &
TR M OB AV AT LOFAESE L,
ST D,

The Glossary in Appendix II defines many of the
terms used in this guidance. Words or phrases found
in the Glossary appear in bold italics at first

mention.

Appendix I1 O HFEE TIIART A X A THW
5% < OMFEIZOWTERT 5, HiBETER
SN D HFEIIHIMRFIC KT A Z U > 7 TR,

In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the
word should in Agency guidances means that
something is suggested or recommended, but not

required.

—WBIIZ FDA DO H A X o ASCETIEIZHIT
THEMEEMIT DL O TIE R, LA, A
A F U AE, MU MYy 7 IZB L FDA OBifE
DBEZFETHTHHOTH Y | B ILIEN
REAENEE SN TWRWIRY . B HEhtE
HE L CHETREThD, FDADTA X
ZNZHIT D should &\ 9 BEEIL, a2
XITHER L CTWD Z EZBERL TR, ERL
TWDH DI TIERY,
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U.S. FDA Guidance for Industry (Draft Guidance)
Use of Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR
Part 11 - Questions and Answers No. BZLib-110

II. BACKGROUND

II ;IBE

In March 1997, FDA published a final rule to
establish criteria that must be met when a record
required by a predicate rule® is created, modified,
maintained, archived, retrieved, or transmitted in
electronic form in place of a paper record and
when electronic signatures are used in place of
traditional handwritten signatures.” The part 11
regulations, which apply to all FDA program
areas, were intended to permit the widest possible
use of electronic technology. These regulations are
compatible with FDA’s responsibility for
protecting the public health, while also ensuring

the authenticity, the reliability, and, when

1997 4 3 H1Z FDA % Part 11 Sc#& MR & 3617

L. predicate rule ® TR HiL 550k, HD
RV Iz, EFHNER, EE, HERFEHL,

TR, BUHUIREE SN D L&, RORERD
FEXBLORDVICETELEZHVND L X
Wil 7e T _REZAREZ R LT, Part 11 #
#llZ. FDA OFT_XTHOF 1 /T AMEKICEH -
THHEINDGHDTHY, TEHLEITIRLSE
FHEIFORMZFFAI 22 L 2B LT

7o T ORI, @%ﬁ%@%é ebSacn
% FDA OFEHICEETH L & b ALk
OB IE M (authenticity), 15 4EME (rehabﬂﬁy)\ A
FZ)5S U CHEEME (confidentiality) % fE5R1C
L. FHEA SNTZREBIAY T, &

appropriate, the confidentiality of electronic
BELHENEGICRRTERNESICT L0
repudiate the signed record as not being genuine.! | TH 5 8,

[FR{FE] Authenticity # A ThH 5 Z & DET
BEPELFR L7223, ZHUFES4E O ERJES $5
FHEARIC BT 2 HEIEME L ITFFE TR O 2
[

records, and ensuring that the signer cannot readily

¢ The underlying requirements set forth in the Federal Food, Drug, and Cosmetic Act (FD&C Act), the Public
Health Service Act, and FDA regulations (other than part 11) are referred to in this guidance as predicate rules.
O JERAL A+ RS - ALFESTE K ARG A TE TR EN D B2 AR T A & 2 ATl predicate rule & FF
‘é:()

7 See 21 CFR part 11.

8 See 62 FR 13430 (March 20, 1997).

éé;; BRASHE XE 4
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The 2003 part 11 guidance represented FDA’s
interpretation of the regulations and was tailored to
the technological environment that prevailed.
Since 2003, advances in technology have
expanded the uses and capabilities of electronic
systems in clinical investigations. In addition,
electronic systems and technologies are used and
managed in novel ways, services are shared or
contracted between organizations in new ways,
and electronic data flow between parties is more
efficient and more prevalent. The standards and
capabilities of electronic systems have improved,
and features such as audit trails, automated date-
and-time stamps, appropriate validation, and the
ability to generate copies and retain records are

standard components of many electronic systems.

2003 part 11 #' A & > A1Z FDA O Part 11 Of#
WarmL, YROENREIZAI LD TH
ST, 2003 NG FAFOHEARIZ LV | TR
WCBITDEF VAT LAOFMRNER L, £
BFVATLANTELZEBRTL, &6
(2, BT AT L O I L5 E TR
- BRI, — AR TH LWE
KTHA - BEnD L5272y, BREM
DEAHIRT — Z ORI D ZNERAI DD ILF
2o TS, B VAT AOHMERDRETIL
AL, AT, B - RO B X 1 A
AR T RN T —va s ar—o
TERK, FLERDORE D X 2 72HEREIX, £ < D&
T AT L TTIEEERIZEEH S LTV 5,

éé;; BRASHE XE
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FDA’s overall approach to the 2003 part 11
guidance was to provide a narrow and practical
interpretation of part 11 requirements. FDA
continues to support and promote such a narrow
and practical interpretation in this guidance,
including the Agency’s continuing intent to
exercise enforcement discretion regarding certain
part 11 requirements for validation, audit trails,
record retention, and record copying.” FDA
reminds sponsors, however, that records must still
be maintained or submitted in accordance with the
underlying predicate rules, and the Agency can
take regulatory action for noncompliance with
such predicate rules. In addition, FDA continues to
encourage sponsors and other regulated entities to
use a risk-based approach, as introduced in the
2003 part 11 guidance and further described in this
guidance, when deciding to validate electronic
systems, implement audit trails, or archive

required records for clinical investigations.

2003 Part 11 A & > RZ81F % FDA OFER
BENT, IRFOBLEM 72 Part 11 DOFFIR A 42
3252 Thole, FDAIIART A ¥ AT
BWTH, ZOX ) REENOBLEM 2R
EXFEL, HELED D BLOTHY, N T —
AEWR, FOERIREF. KR ONGLERD =
E—® Part 11 EFICHOWTHITAFHET S E
KOz I, Lo LR s, fidkix
predicate rule (7€ > THERF - 2 SR TR
X759, F1 5 D predicate rule ~D AN &
NI 7o b X FDA ITHHNC S < H5E 4 B
HZENTEDENWIZ b E, 4 FEML
TH<L, 2003 Part 11 A X ATHMAL, &
AR A Z o ATRFRRT 5D K512, IRk
%ﬁ%?%%ﬁ> B AT LDONY F— g,
BRI D F2HE | JRBRICRD BN DD T
— A TIZOVWTERRET S5 2T, VA
JR=AT7 T —F DL L ah| X x
B 5,
[FR7E:] sponsors and other regulated entities
X, EOEFRT & VEBIKIEH 5 O BLH
LHAE &R0 IR . CRO CERIE
B4 FDA DMkl g & 72 Dk A =328, &R
LTHEFART SOOI TRBRIKEE %S
EER LT,

vayv, B

% For more information about the part 11 requirements for validation, audit trails, record retention, and record
copying, see § 11.10(a) through (c) and (e) and the corresponding requirements in § 11.30.

SN T =gy, BEERGEN, FRERORE

RLEROD = B —

W2 DWW T D part 11 ZFEOFEMIZ DWW TIL,

§ 11.10(a) ~(c). (e) MKUV§ 1130 OXIT 2B MEESROZ L,

éé;; BRASHE XE
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Acknowledging the technological advances and
remaining consistent with FDA’s overall approach
to the part 11 requirements, FDA clarifies in this
guidance the part 11 controls that sponsors and
other regulated entities must implement, as
appropriate,'® in the current technological
environment. Furthermore, FDA regards the
validation of electronic systems, the ability to
generate complete and accurate copies of records,
the ability to archive records, and the use of audit
trails as powerful tools for ensuring the quality and
reliability of electronic records. Therefore, in this
guidance, FDA encourages and further clarifies the
risk-based approach to validation of electronic
systems, implementation of electronic audit trails,
and archiving of electronic records to continue to
ensure the quality, authenticity, and reliability of
electronic records from their point of creation to
their modification, maintenance, archiving,

retrieval, or transmission.'!

KA B AT, BEfOEARITE S, Part
11 B~ D B A 22 B 7~ 0D — B ME 2 fife
L7295 AT, BB 52N o O i Er
BT, MEITIG U T YRS A R B4 D Part
11 OEHILEZH] ST 5,
FIBEFVATLONRNY T — g, FLERD
SERMOIEMER A E—EERTE DRES. K
OB O ML, sk M8 &K OME
FEME AT FEICT Db N 72y — L bz
BNDHZ LD, RIAX L ATIE, B
AT LD F— g v BRI OE
., ROEFLRORELHRT L L b
W2, ZDDDY AT X=X 7 S a—F %]
WelZ9 21 2 &T, BErilskoAnk, EIE,
MEFFRE B, fRE . HUH, BUBEICED £ TOMm
B, FIEM (authenticity), [FHEME (reliability)
EHEEICT D,

1. SCOPE
II1. 158 F &

In general, part 11 requirements apply to electronic
records and electronic signatures and to the
electronic systems used to create, modify,
maintain, archive, retrieve, or transmit them (also,

see section IV.A.Q5).!?

— XA Part 11 SLRIE, Eiek - BEE
& ROENLOIER, EIE, HEFRFEBR, &
R SUIREICHWONDETF VAT A
CHEMAEND (IVAQS bBMoZ &) 12,

10 For more information, see § 11.10(d) and (f) through (k) and § 11.30.
10 FERNZ DUV TIES 11.10(d), () ~(k), § 11.30. D Z &

11" See footnote 4.
12 See footnote 4.

éé;; BRASHE XE
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Part 11 - Questions and Answers

This guidance applies to the following electronic

records and electronic signatures

e  Records required for clinical investigations of
medical products that are maintained in
electronic format in place of paper format,
including all records that are necessary for
FDA to reconstruct a study

e  Records required for clinical investigations of
medical products that are maintained in
electronic format and where the electronic
record is relied on to perform regulated
activities

e  Records for clinical investigations submitted
to FDA in electronic format under predicate
rules, even if such records are not specifically
identified in FDA regulations (see § 11.1(b))

e  Electronic signatures required for clinical
investigations intended to be the equivalent of
handwritten signatures, initials, and other

general signings

No. BZLib-110
KITA X RTLLT OE ek « B4
WA,

o EHEMILDIGFR TR HALHFELT, K
DRV IZE TR SN B O
(FDA 23168z BB 2 72 O I B
NTOFERAE L)

o EHRMALDIGFRTRO LN HFELT, &
TR THFREEND DO THY, hoHl
HEENARFT D H D

o IRBROFIERT, T L E FDA Hiiil CTheE
STV T, predicate rule D & T
B ERUITE Y FDAICHFE SIS H O
(§ 11.1(b)2 M)

o IBRTROOLNDEFBEAL T, FEEXE
4. A =T VEORIIRES L RE
DHLOLELTHOWLRD HD

éé;; BRASHE XE
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This guidance addresses the applicability of part 11
requirements for the following electronic systems
used to create, modify, maintain, archive, retrieve,
or transmit an electronic record referenced in the
bulleted list above for clinical investigations:

e Electronic systems, including commercial off-
the-shelf (COTS) and customized electronic
systems owned or managed by sponsors and
other regulated entities

e Electronic services, outsourced by the sponsor
or other regulated entities

e Electronic systems primarily used in the
provision of medical care

e Mobile technology

e Telecommunication systems

AAAZ AL, FRTETBBROE T
SRAVERL, BEIE, HEFFEEL, MR, B
FETAEDICFIENS. UTFOEFS A
T LIRS B Part 11 OEHIZOWTIRR B,

o IBBRIKIEE % DB RAeENFTA XL
BT L, RS A TAXINI IR Z A
REPEEFRTA

o IRBMKIHESNOEFESNDOE T —E
2

o EICEEORMIIHNOENDLE VAT
IN

o ENTIBEHT

o HEIFHEEBE L AT A

For electronic systems that fall under the scope of
part 11 regulations, the regulations distinguish the
systems as closed or open (see §§ 11.10 and 11.30,
respectively).!> This distinction is seldom relevant
because of the pervasive use of the internet and
web-based systems. By permitting access to
electronic systems through use of the internet, the
security that results from restricting physical
access may be lost. Therefore, it would be prudent
to implement additional security measures for such
systems above and beyond those controls for
closed systems described in § 11.10, such as
document encryption and the use of appropriate
electronic signature standards to ensure the
authenticity, integrity, and confidentiality of
records (see § 11.30).

Part 11 Bl oo &G & 72 28 A7 AT
SWT, BTz e — R R F AL F—F
VUVAT AEXBILTWS (ZRER§11.10
E§11.30 &) B, ZoRBNL, A v F—
X FR° Web _X— R AT AW EHEICHIH &
NTWDLEERSTIHE, FEAYERE RS
RN, B VATLANDT IR AL A —
F v MEHTHRT 5720, MERICT 7'
ZHR L THERELITNZ RN THA D, i
ST, ZTNHDO LS AT AT, §11.10
TREND 7 B —X RV AT AOEBOA

2, REEROBEENE, 427 7 VT 4 LUWRE
PEZfEREIZT D7D, LEOKFLCm )
RETEAERELEHT 20BNt X
2 VT A HFREHFELDZENEHTH D,

13 For the regulatory definition of a closed system, see 21 CFR 11.3(b)(4). For the regulatory definition of an

open system, see 21 CFR 11.3(b)(9).

B 7 a—X R AT AOHH EOEFRIL 21 CFR 11.3(b)4) 2RO L, A—TF v 27 2O/ Lo

TE#IL 21 CFR 113 B MO = &,

éé;; BRASHE XE
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IV. QUESTIONS AND ANSWERS: SCOPE AND APPLICATION OF PART 11
REQUIREMENTS IN CLINICAL INVESTIGATIONS
IV. B & B  IBRICBT 2 Part 11 B0 A&

A. Electronic Systems Owned or Managed by Sponsors and Other Regulated Entities
A BRIEEEFCLVENIEHSINSGEF VAT A

Examples of electronic systems used in clinical
investigations that are owned or managed by
sponsors and other regulated entities (e.g., CROs,
IRBs) include electronic case report forms
(eCRFs); electronic data capture (EDC) systems,
electronic trial master files (eTMFs),
electronic Clinical Data Management System
(eCDMS), electronic Clinical Trial Management
System (eCTMS), Interactive Voice Response
System (IVRS), Interactive Web Response
System (IWRS), centralized, web-based electronic
patient-reported outcomes (ePRO) portals, and
electronic IRB human subject application systems
(eIRBs). Requirements and recommendations for

these systems are described in this section.

RRICEW TR SN D, HRBRKEH SO
HilkF Ak (CRO. IRB %) 23T XITEEE
THBET VAT LOBELLFIZET 5,
eCRFsy,

e EDC > X7 .A

e ¢TMFs

e ¢CDMS

e eCTMS

e IVRS

e [WRS

e ¢PRO

elRBs

AETIE. 2NDDY AT ACHT B4R
UHELR I SV Tk 5,
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Use of Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR

Part 11 - Questions and Answers

No. BZLib-110

Q1. What should sponsors and other regulated entities consider when using a risk-based

approach for validation of electronic systems used in clinical investigations?
Ql. IBREBEEFIXIERICAVDIET VAT ADNY T =V a VLY AT R—RT7 Fu—F
ERVWBBRICEDL S R LITEETIZEIWTL L 502 ?

Consistent with the policy announced in the 2003
part 11 guidance, sponsors and other regulated
entities should use a risk-based approach!* for
validating electronic systems owned or managed
by sponsors and other regulated entities.'
Validation is critical to ensure that the electronic
system is correctly performing its intended

function. Validation may include, but is not limited

2003 Part 11 A A &> A THlRARTW D FHEHIZE
DOIE7ZRL . BRI T8 5 OFTA U
EHTHELVAT LENYT— T HERIC
VA R=AT7Ta—F HEHNHRETh
55, BFUATLAN, BEREYICIEL M
REEZET T2 LaMEICT LD, N
T—ya IO TEETHD, NI T—
7 i,

e EFVATLANELLA VA F—LERN

to, demonstrating correct installation of the

electronic system and testing of the system to [ 87 N BN
ensure that it functions in the manner intended. o VAT LETAML, EPMMEY ICHRES
DL EMRICTDHI L,
ENEEND,

14 This guidance does not provide comprehensive detail on how to perform a risk assessment. There are many
risk- assessment methodologies and tools from a variety of industries that can be applied. For more information,
see the International Council for Harmonisation (ICH) guidance for industry Q9 Quality Risk Management.
Also, see the International Organization for Standardization’s (ISO) standard ISO 31010:2009 Risk Management
— Risk Assessment Techniques.

WARTA L ATIRY A7 T/ ARA L FOFERTIELFFMZEANRD, BHES DY AT TEAA L b
FESRY — VN2 R FEETTIFET D, sBfIIC DWW T, ICH A % > A Q9 Quality Risk
Management 2D Z &, X 5HIZ1SO  31010-2009 Risk Management — Risk Assessment Techniques %
ZT D & Ky,

15 See the guidance for industry Computerized Systems Used in Clinical Investigations
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Electronic records for FDA-regulated clinical
investigations of medical products are used in a
broad range of settings, which vary in importance
and complexity. Similarly, the reliability and
complexity of electronic systems that are used are
variable. When using a risk-based approach for
validating electronic systems, sponsors and other
regulated entities should consider (1) the purpose
and significance of the record, including the
extent of error that can be tolerated without
compromising the reliability and utility of the
record for its regulatory purpose and (2) the
attributes and intended use of the electronic system

used to produce the record.

FDA #iill T T4 2 R OIRERIZEHB W
TEFRSEPHVLND FmiE, BEEICH
HESIZE VA TH D, Rk, Hnsind
B VAT LOEEESCHEMES bikx Th
o BIVATLADN) T — 3 0l R
R=2T7 7 —F & H\D L X%, RBRIKE
FHEIT,

(1) FigxO B R OEENE (FOREETO
D R DIXEEMEEZER D 2 R<FFRTE
L, KOGEEROHHS Eo Lo X5 72 HRIC
AnbhnTnsaa, %) |

QLA ER T DDV S EAF T A
7 LD @M OVE K S vt g,
EERETDH L,

In general, sponsors and other regulated entities
should have electronic systems validated if those
systems process'® critical records (e.g., records
containing laboratory and study endpoint data,
information on serious adverse events and study
participant deaths, information on drug and device
accountability and administration) that are
submitted to FDA. The extent of validation should
be tailored to the nature of the system and its

intended use.

— AT, TRBRIKHIHE 513, FDA IZHRHT 2
7 VT 4 JNigitek (Bl 2 78T — 20168
T RRA Y b T— X Gk, HERA
EHRGOWERE O TICBT D IEH., R/
TEBE S O FFLEO R G- ITR D 1EHR) 2/
HIFABE T AT LEN)F— FFRET
b5, N)TF—2a rOREIZY AT LOME
BROBEX LRS- DT RET
H%,

16 For the purposes of this guidance, to process records includes actions such as creating, modifying,

maintaining, archiving, retrieving, or transmitting.

WO RTAHF L ANZBWT, GedkOBLIZ X, 1B,

VarnEEhsbn s T 5,

BT, MERFRIR, (R, W RE 0T
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For COTS office utilities software in general use,
such as word processing, spreadsheets, and
portable document format (PDF) tools or for
electronic systems that process non critical
procedural records, the extent of validation should
be guided by the organization’s internal business

practices and needs.

J—FK7rty¥, A7y FI— hXPDF
V= VEOTROPWHEFERY 7 b =7 X
IFEETIIRWFIEICLR 5 E sk & LBt
HEA VAT LIONWTIE, NV TF—va v
DOFREETHRERN O EBEIT M N =—X1Tih»
tbDET 5D,

For COTS systems that perform functions beyond
office utilities, such as COTS EDC systems,
validation should include a description of standard
operating procedures and documentation from the
vendor that includes, but is not limited to, results
of their testing and validation to establish that the
electronic system functions in the manner

intended.

M D EDC ¥ A7 L% FHEHBZHEZ D

HEREZ BT RS 2T LT HOWTiE, N

T—=Ya U TEELRETH D,

e SOP Dl K}

o NHZDER (BT VAT LAOWENE
KB ChHdHILamT XU XILLDT
A RRONY F— g VOREREET)
DHAEEZLRETH D,

For COTS systems that are integrated with other
systems or for customized systems that are
developed to meet a unique business need of a
user,!” sponsors and other regulated entities
should develop and document a validation plan,
conduct the validation in accordance with the plan,
and document the validation results. Such
documentation may be reviewed and copied during
an FDA inspection. Validation for these systems
may include, but is not limited to, user acceptance
testing, dynamic testing, and stress testing.
Sponsors and other regulated entities should
perform the validation before the use of these
systems, in addition to initial testing of the
electronic system, to ensure that the system

functions in the manner intended.

s AT MMTHA SNDTIRS AT A, XZ
=P ORI E R A== X & T T 72D
W ENA T AZ~ A X AT KTHONT
X, TRBRIKIEHE I NY T — 2 3 URHEES
ERR L. FHENZI > TN T —v 3 > &2 FEhi
L. N TF =g URERZLFHICTRETH
B IHNDHDOEENT FDA BEFICL B 2 —
Ko v—2ERINDHAEERH L, 21
BDOVAT AONY F—v g UIEEICE, =
—WZAT AN, BT A N, ®ARTT A R
DEEND,

BV AT LAOPWT A MIIMAZ, VAT A
PR ZBIRET RN N T — 3 v & FEhi

L., VAT LHERENPEXIEY ThDZ L&k
FEILTRETH D,

17" An example of a user’s unique business need may include customization in order to integrate with other

software systems or to address internal processes.

VT 2—PDa=— RV R A== L LTHE, O AT A EHELTZY., WNERT 1 A 12%
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In addition, processes should be in place to control
changes to the electronic system and evaluate the
extent of revalidation that the changes may
necessitate. When changes are made to the
electronic system (e.g., system and software
upgrades, including security and performance
patches, equipment or component replacement, or
new instrumentation), sponsors and other regulated
entities should evaluate the effect of the changes
and validate the changes using a risk-based
approach.!® For example, some changes may be
minor (e.g., bug fixes or security patches); other
changes may be major or particularly significant
(e.g., that cause the system to operate outside of
previously validated operating limits). If the risk
assessment determines that the change is minor or
does not affect the system requirements, the extent
of validation should be guided by the
organization’s internal business practices and
needs. Major changes may require additional re-
validation and critical changes could trigger a re-

validation of the entire system.

SIHIT, BIVATANOERZERL, £
BILE S AN F— g CORE Z T 5
OO T e AR T HUERNH DL, BV
AT LEEE (] AT LR T T2 T
DT T TVL—KR, BX=2 0T 4087 4—
TUADTDD Ry T KRR - TR O AR,
SATFH L WEEE (o) ) L Xk, 1R
BRI F XA ORBEZMm L, U A7~
— A7 I —FEHWTEREZ Y F— T
NEThDH, HIZIE, ~AFT—REHE
NIZEEREX 2V T 43y F) b,
AV —=XUX7 VT 4 VIR E (] A
T LA, DAY 77— b L 7= i 2 44
NDHESRER) bbb, VAZFHOR

R, BER~AF—THoD0, IV AT A
BRI B LW Sl L2 E, N T —
g v OFPIEEN O EBIEITO=— X
WHe AV —RELTIHILIZHANY T —
VarBRBELRIGELHL L, 7T«
HNREETIIL AT LRERDOEFNY F—
I UBMEE DGR DB D,

LT 0T A DDOD AT~ A ANH 5,
18 See footnote 15.
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Q2. For electronic systems owned or managed by sponsors and other regulated entities that fall

under the scope of 21 CFR part 11, what will be FDA’s focus during inspections?
Q2. IEREHEL DA T HEFL AT LM 21 CFR part 11 DEAEHFEICADEE. FDA

BB ZICEB LETN?

For these electronic systems that fall under the
scope of part 11, an FDA inspection will focus on
the implementation of the electronic system,
including changes made to the system once in use
and documentation of validation to test system
functionality after implementation, where
applicable. During inspection, FDA will focus on
any source data that are transferred to another data
format or system to ensure that checks are in place
and that critical data" are not altered in value or
meaning during the migration process. FDA will
also review standard operating procedures and
support mechanisms in place, such as training,
technical support, and auditing to ensure that the
system is functioning and is being used in the

manner intended.

Part 11 DNEH SN DE TV AT JIDONT
I%. FDA %2 ClX, BT AT LADFEEITHE
HY %, 2k, 2435546, FIABHLELL
DL AT LER (RFDF%E) R OVEERZ O
VAT LEREDOT A MR DN T =g v
EE AT,

FDA 1%, BRI, MTF—F 74—~ v X
iy AT MR I N B —FICEH L,
Fxv I BT, 2V 77— Y0
ELEWRAEFIN TN RN & 2R
%o

F7-FDA X, AT LNEREL . EX@EY
WCFIHS TS Z & ZfEFEICT D200
SOP KO} (RL—= 7 ¥eflicde, A%
D) A= MEEIRHDZEH L Ea—T
5o

19 Examples of critical data may include documentation of informed consent, drug accountability and
administration information, or study endpoints and protocol-required safety assessments. For more information,
see section IV.A of the guidance for industry Oversight of Clinical Investigations — A Risk-Based Approach to

Monitoring.

O UTF 4 INT—=HOFELTE, A7+ —L K-

ks b IR, RO GE#R

(BT 2 3CE IBBRGHEE E . IRBRIERETEE TR DN 2 ZEMOFNENH D, FEMIZOWT
I, FERAT A & > A Oversight of Clinical Investigations — A Risk-Based Approach to Monitoring 7>

IVAZRDZ &,

%1
BZLib-110 FDA Partl1QA rl.docx

éé;; BRASHE XE 15



U.S. FDA Guidance for Industry (Draft Guidance)

Use of Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR

Part 11 - Questions and Answers

No. BZLib-110

Q3. Should sponsors and other regulated entities perform audits of the vendor’s electronic

systems and products?

Q3. IBRIKBEEFIINVFDEF VAT AR VOB ZERETRETLL I N

Sponsors and other regulated entities often perform
audits of the vendor’s electronic systems and
products to assess the vendor’s design and
development methodologies used in the
construction of the electronic system or the
product, as well as the vendor’s validation
documentation. To reduce the time and cost
burden, sponsors and other regulated entities
should consider periodic, but shared audits

conducted by trusted third parties.

BRI E ST, N EDOBTF VAT LN
Y OWTEEZFEM L, BV AT L&
UL 2 PRS2 -0 Ok - IR TIE, &
VREDNY F— g VERE R 5 =
EMBON, KK a2 N &7 5729
2, BEOBT 55 =810 X2 EHICEE
Ehd, EINEEEE (OFR) 25
BT R&ETHD,

Sponsors and other regulated entities should base
their decision to perform vendor audits on a risk-
based approach as described in this guidance (see
section IV.A.Q1). For example, vendor audits may
be important when using customized electronic
systems or when integrating COTS systems with

other systems.

TBBRIKIHE S IX, RUA X ADY R ~—
AT T —FICFESNTR L PR & FE i
HNE I MEHWTRETH D, FlZIE B
ABIARINTCEBTF VAT LEFHT 5 &
EMIN T AT LEMO VAT MZHEET S
EEIF, RUTEENEBELRDLTHAS D,
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Q4. Under 21 CFR 11.10(d), what are FDA’s expectations regarding the use of internal and
external security safeguards?

Q4.21 CRR 11.10(d) (23T 2 NER UINTOREROFIFIZOVWT FDAIXED L 572 &

EHRELTVET R

Sponsors and other regulated entities must ensure
that procedures and processes are in place to
safeguard the authenticity, integrity, and, when
appropriate, the confidentiality of electronic
records (see §§ 11.10 and 11.30). Therefore,
logical and physical access controls must be
employed for electronic systems that are used in
clinical investigations, particularly for systems that
provide access to multiple users or that reside on
networks (see §§ 11.10(d) and 11.30). Sponsors
and other regulated entities must ensure that
procedures and processes are in place to limit
access to their electronic system to authorized
users (see §§ 11.10(d) and 11.30). There should
also be external security safeguards in place to
prevent, detect, and mitigate effects of computer
viruses, worms, and other potentially harmful
software code on study data and software (e.g.,

firewalls, antivirus and anti-spy software).?’

TRBR K S X EFFLsk O = IEME
(authenticity), £ > 7 27 U7 4 R OWEIZIL T
THEEME (confidentiality) Z{RiET H7-ODF
IEE 7 a2 2R TRT LR 5720 (§
11.10 X T§11.30 2H) , 7€-> T, BHRICH
WHENDEF VAT LK LT, #icxry b
U— 7 FICHIET 8B O —FIcT 7k A
BT 2 L9 R AT 2T LT, WERY
S OGmBR 72T 7 2 AE B it S 7 1 huid e
B2 (§11.10 2 T§11.30 &)
IBBRIKIHE L, TRODBE VAT LD
TR A%, BA SN — ORI RET
LFIEE T ot 2% MEICRIT RTINS
SYAAN

o, A Ea—F T4 )VA U—LFED,
BT — 2V 7 by =T IZHEEGEZ2DH XD
Y7 hvxTTa—Ra, BHnED | Bl
720, WEZRBLZYT5720050E X
2T A REREHRTHRETHD Y,

20 For more information on internal and external security controls, see the guidance for industry Computerized
Systems Used in Clinical Investigations
D NEH R OISR X 2 U T 4 FHEOFERIZOWTIL, ERmT A 4> A Computerized
Systems Used in Clinical Investigations 2D Z & |

[FRIE] Z B A X AOFIFRIZ-OUWTIL,  http://www.azbil.com/jp/product/factory/support-
training/validation-support/index.html, &% TN https://bunzen.co.jp/library/7> & Z 7 1 — RA[FETH 5,
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QS. Under what circumstances are part 11 requirements not applicable for electronic copies of

paper records?

QS MEDFEEHZDE T2 —IZ Part 1 BARNHEH INRL BRAFBEIIEDLI>BRLDOTL

XOM?

Part 11 requirements are not intended to apply to
electronic systems that are merely incidental to
creating paper records that are subsequently
maintained in traditional paper based systems. In
such cases, the electronic systems would function
essentially the same way that manual typewriters
or pens would function, and any signatures would
be traditional handwritten signatures. Storage and
retrieval of records would be of the traditional file
cabinet variety. More importantly, the overall
reliability and trustworthiness of the records and
FDA'’s ability to access the records would
primarily derive from generally accepted
procedures and controls for paper records.
Therefore, when sponsors or other regulated
entities use electronic systems to generate paper
printouts of electronic records and those paper
records meet all the requirements of the applicable
regulations, and persons rely on the paper records
to perform regulated activities, FDA generally
would not consider sponsors or other regulated
entities to be using electronic records in place of
paper records (see § 11.1(b)). In these instances,
part 11 regulations would not apply to the

electronic systems used to generate paper records.

WERDHEAR—AD T AT L TEHINDED
SR E AR T AT ESN D E
AT BZIE Part 11 BRI S 720, £ 0
X G E. B VAT MIEARMICTE X
ATFTAZRNERT LD ITHEREL TN D
DTHY, BLITIFEZELLRD, kD
&« BUHCITEREBY 7 7 A LR vy E R
Neled, SHICEERZ L1E, 2R
FROEFENE (reliability) « 15 &M
(trustworthiness), & F FDA 2SFLEkIZT 7 & A
TEDHE/IE, —MIICERD bV RO Rk
BT 5 FIER OEHIC L RS S, §E
> C, TRBRIRAEE S5 DA IS 2 7212
T AT LEFI L, MOFLEI BT 53
NTOBEBIEME 272 L, o BEEE %2 %
fEd 5 ECTHOEERD xS 4. FDA
X, TR E SO FERORD Y ITE
FUEREFIHL TV D, LBy (§
1.1(b)2HR) . 2O X5 B4 Part 11 EfIX
MOFERE LT 2B AT AICITEA &
AN
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However, if simple screenshots or paper printouts
are used to produce a report and that report fails to
capture important metadata (e.g., the data
originator and the audit trail of the data) that are
recorded in the electronic system, such paper
records would be regarded as incomplete unless
the accompanying metadata are included. FDA
would require access to the electronic system used
to produce those data to review the complete
record (see 21 CFR 312.58, 312.68, 812.140, and
812.145).

UL, Bz mim o v — O S Lo iz
MOWTUR—=F2ET 5L, ZOLAR—
MIBEFVAT LTSN EHERAZT
—& (B . F—ZFEJR. EETN) NEE
NTWWnWeET25&, 20X KO
L, (BET DA X T —ZDNEENRNVRY
RERTHD EHRIND, FDA X, TR
FLEkE L Ea—T 52012, ZhbDT—H
DEBIZHNONTCEF VAT L~DT 7k
2%ROLHTHAH (21 CFR 312.58,
312.68, 812.140, KN 812.145 # &) |
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Q6. Can sponsors and other regulated entities use and retain electronic copies of source

documents in place of the original paper source documents?

Q6. IHRIKIFEEFIIROFRERHIRA TRELDOEF v —2FH - RFELTHIWVTL &

572

Yes. FDA permits the interchangeable use of
electronic records and paper records for the
archiving and protection of records provided that

recordkeeping and retention requirements are met

If the sponsor or other regulated entity intends to

use an electronic copy in place of the paper source

then part 11 regulations would apply to the
electronic system used to create the copy (see §§
11.10 and 11.30)). A process should be in place to
certify that the electronic copy is an accurate
representation of the original paper document. The
copy of the original record should be verified as
having all of the same attributes and information
as the original record and certified as indicated by
a dated signature. Sponsors and other regulated
entities should have written procedures to ensure

consistency in the certification process.

(see 21 CFR 56.115, 312.57, 312.62, and 812.140).

data (i.e., intends to destroy the paper source data),

A CH D, EROEHE ORRFOEM (21
CFR 56.115,312.57, 312.62, zkzﬁ 812.140 &
) DR SNTHWDIRDY FoEk &R
ﬁﬁ@k%%%%wT%%bﬁmo
BRRIEIEE SN RORT — % 2 EE+ 57
DEOHIWT) MORT —Z IR TET =
E—Z N5 2 EZEMLTWLDOThHiuX
A —%FRETHE AT LTI Part 11 23
HWASND (§11.10 KO§11.30 38) . &
Fa =R ORICGEL ERICRTHOTH
L L HRETH T R ERITHNETH
Do FLERD I E—IX, TRTOILDOFEE [F
URELMEREAETH L2 ML, Bff
AN B THRIETRE Th D, RRIKEHE S
X ZORFET 2D — B A MRS 5720
DFEEELHRITLXETH D,

In addition, some electronic copies vary in terms
of their ability to be modified. For electronic
copies in which the records are modifiable, it
would be important to have audit trails in place to
ensure the trustworthiness and reliability of the
electronic copy. Also, as noted earlier, 21 CFR
11.10 and 11.30 require physical, logical, and
procedural controls designed to ensure the

authenticity and integrity of electronic records.

ik I:°~0)$§*E o TFEE LR LD

bdHbH, BREARERE I IOV T,
EFaE—DEE Ti (trustworthiness) <>{5#H
M (reliability) ZHELRT D712, BEEAEREYR

ERITHIENEEBETHD, £, EFRETR
L7X 912, 21 CFR 11.10 TV 11.30 Ti.

ROk D ELIE M (authenticity) FOA T

V7 4 ZWEERITT DI HF SN WE
B, FREEARY. M OTFRE R R D STV
60
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Q7. Can electronic copies be used as accurate reproductions of electronic records?

Q7. Efat— %2 ETRHFOEMRERMLE L THE-L-THEEIWVWTLELIDN?

Yes. True copies of electronic records may be
made and maintained in the format of the original
records or in a compatible format if the content
and meaning of the original records are preserved
and if a suitable reader and copying equipment
(e.g., software and hardware, including media
readers) are readily available. Sponsors and other
regulated entities should designate which
electronic document is the original and should
certify the electronic copies by generating the
copies through a validated process. This process
should ensure that electronic copies of electronic
originals have the same information, including
data that describe the context, content, and

structure of the data as the original.

A THDH, EFLmMOEOI Y —%, LD
gD T +—~ v b, XL CLOFLERDONE &
ERNRFFS AL, WU 2@ LEE RO 2 Y
—AEE B AT 4TV EOY T vy =
T, N—KRu=T) RELICHDHRBIE, )
HHMEDH D 7 +—~ > P TIER L, HEFRE
HLTH X, MRIKEHEFILEDETE
WAV TV THLNRELRTRETHY
FNYTF— 7 rERICLY) 2 E—
ZER L, BFab—%25Ed & ThH D,
ZOTREATHE, Efat—n, TOE

gk ERIC, SURERTT—H, WA, 7—
AREEFEDOEREFFOZ L A FEICTRET
0%,
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Q8. Can sponsors and other regulated entities use durable electronic storage devices to archive

required records from a clinical investigation?

Q8. IRRIKIHEFIL. PR CTERINDFEHE KB RIEMT SA AT —HA 7L ThH &

WTLXIM?

Yes. Using an electronic means, such as a durable
electronic storage device is an acceptable method
to archive study-related records at the end of the
study. Sponsors and other regulated entities should
ensure that the integrity of the original data and the
content and meaning of the record are preserved.
In addition, if the electronic records are archived in
such a way that the records can be searched,
sorted, or analyzed, sponsors and other regulated
entities should provide electronic copies with the
same capability to FDA during inspection if it is
reasonable and technically feasible. During
inspection, FDA may request to review and copy
records in a human readable form using electronic

system hardware.

AT D, 1RERIE TS, RS Ok %
T—NA T DHEE LT, MEREOET
REREEO L) BN FEEHND Z &
FFFE SN TV D, TRBKIEE 3R T — 2
DA T VT 4 KOGLERDNE & B MR
FFand L Z2EICTRETHD, £/2E
RO, BRE, Y— b, R TEDH LD
\ZT — A T ZNTWDHDTHIX, FDA £
SBRFICE A — 2R B, EhdE
BH)T, ORI ATRE ChIIEL, (B
A —Th] ALIEZ2TEHLIITTAE
Thbd, £z, BERFIZFDAITE VAT A
DN—=R7 =T ZHNTARGTED LA TO
M - a8 —22RT 200 LR,

Q9. Does FDA provide preliminary audit service to inspect an electronic system used in a

clinical investigation to ensure compliance with part 11 controls?

Q9. FDA ITIEBRICBWVWTEF VAT AN Part 1 FEICHEHA L TWAHZ L 2L DICE

BiEREZITWETN?

No. FDA does not perform preliminary audits to
evaluate electronic systems (e.g., EDC system,
CTMS) to ensure compliance with part 11
requirements. These systems would be evaluated

during a regulatory inspection.

HThHD, FDAIXE T AT A (] : EDC &
AT A, CTMS) 78 Part 11 BEZEA LTV
DNE D IEFHET D LD e PRI A ITAT O
RV, T DY AT MIEZEO T THHET
HTHAI,
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Q10. If anon-U.S. site is conducting a clinical investigation, are records required by FDA

regulations subject to part 11 requirements?
Q10. KENDIGBRERMR TIER 21T 2 58
1N EHIERASNETH?

. FDA TR b B FeekIZxt LT Part

If a non-U.S. site is conducting a clinical
investigation under an investigational new drug
application (IND), the clinical investigator and the
sponsor must follow FDA regulations, including
part 11. If required records (e.g., drug disposition,
case report forms, case histories)?! are kept in
electronic format, part 11 requirements will apply
(see section III). Device clinical investigations
conducted at non-U.S sites generally are not
conducted under an investigational device
exemption (IDE). However, in the event where
non-U.S. clinical investigation sites agree to
comply with 21 CFR part 812, for example, per the

requirements outlined in the study protocol or in

KESOIEERFSEiEE T IND O b & TIRERN
T 256, 1RBEMEEM & OVEBRIKEH
IE Part 11 %D FDA B2 e D72 T e
H7pu, ERIN DR (B SEpEhhE,

CRF, BETEIE) * BWE TR INLDLD
ThiuX, Part 11 EEAHEHIND (I
M) o KESNOIRBRIEMERR CHEM S D E
R OTRER I3 —AXAIIZ IDE @ F TldATHi

N, LinL7eis b, KESOTRERFE N f i
v B ZATTRER SRR I TR ER B AL AT &

@%ﬁ%fﬁﬁéhé%*%IKi@ 21
CFR Part 812 (219 Z L ICHET %A, 1A
BRI AT Al & TRBRIHEE 1 Part 11 %8 FDA
HHNZIE DR T TR 7220,

the investigator agreement, then the clinical
investigator and the sponsor should follow FDA

regulations, including part 11.

R ST IR O BEE D 7212 FDA 128 S 1
LRS- OIEER Y IND XX IDE O F T{ThiL7
WEEAIX, B OEFEAICET S
HA S5,

For foreign clinical studies not conducted under an
IND or an IDE that are submitted to FDA in
support of a research or marketing application,
good clinical practice standard for electronic GCP D H:HE 22 3

records and electronic systems would apply.?

2l See § 312.62.
22 For more information about foreign clinical studies not conducted under an IND, see 21 CFR 312.120 and the
ICH guidance E6(R2) Good Clinical Practice || Integrated Addendum to ICH E6(R1): Guideline for Good
Clinical Practice E6(R2) (available at http://www.ich.org/products/guidelines/efficacy/article/efficacy-
guidelines.html). For information about devices, see the draft guidance for industry and Food and Drug
Administration staff Acceptance of Medical Device Data From Studies Conducted Outside the United States.
When final, this guidance will represent FDA’s current thinking on this topic.

2 WA OIRBRTIND O b & THEESN 5 b DIZOVTIE 21 CFR 312,120 XY ICH A X A
E6(R2) Good Clinical Practice Integrated Addendum to ICH E6(R1): Guideline for Good Clinical Practice
E6(R2) (http://www.ich.org/products/guidelines/efficacy/article/efficacy-guidelines.html 7> 5 A T-1]) & S D
Z L&, EFEEIT DU T the draft guidance for industry and Food and Drug Administration staff
Acceptance of Medical Device Data From Studies Conducted Outside the United States %2/ =

&

%1
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B. Outsourced Electronic Services

B. A EBFEINTZEF—E R

FDA recognizes that sponsors and other regulated
entities may choose to outsource electronic
services. Examples of these types of electronic
services are data management services, including
cloud computing services. According to the
National Institute of Standards and Technology,
cloud computing is defined as “a model for
enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable
computing resources (e.g., networks, servers,
storage, applications, services) that can be rapidly
provisioned and released with minimal
management effort or service provider

interaction.”

FDA TR E SN B — B A 2 /M ZE
T A2 ENBDLZLEEKMLTND, 20
EORBI—EROHLE LT =Ry
AU NP —bER (25D P2 E2—Fg
T —EREET) BdbH, NISTIZED &,
[V Z 0 Rarva—T 7%, HHOH
FRATRE/R AV Ea—T 4 7Y V=R (R v
FNO—=2 = A=V TV T—
var, =t R) OEMH, FInbT
b, B, BREIZGUT, xy RU—7f%
HMTT 27 8RATHZLEAREET HET LT
HY . FRADROFMAFHE I — A7 1
WA ZLDRY LY THRITHY T HE
fkEnsbo) LERSND Z,

AL S NT%IT, AT X ARG Yy 71T % FDA DBUEDBEZ FERT oD ERD,
23 See the National Institute of Standards and Technology’s definition of cloud computing (available at
http://csrc.nist.gov/publications/PubsSPs.htmI#800-145).
BNISTOZ 7V Rarvta—7 4 VY IOERESROZ L,
(http://csrc.nist.gov/publications/PubsSPs.htm1#800-145 C A FA]HE)
[FRE] MSZATEBOEN  TEHQERHEERRE I L O BIRRS LTV 5,
https://www.ipa.go.jp/files/000025366.pdf

%1
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When these electronic services are used to process
data for FDA-regulated clinical investigations,
sponsors and other regulated entities should
consider whether there are adequate controls in
place to ensure the reliability and confidentiality of
the data. Sponsors and other regulated entities
should consider the factors in the following
bulleted list when determining the suitability of the
outsourced electronic services. If the outsourced
electronic service does not provide the data
security safeguards described in the following
bulleted list, sponsors and other regulated entities
should consider the risks of using such service
(e.g., infringement of patient privacy rights, lack of
reliability of the data in the clinical investigation

and its regulatory implications).

INHDE S —ER%, FDA Bl T~ TIT
PIWDIRBROT — 2D T= DI H W5
A IBBRIKEESIX, 7 — X OfEHEME L %5
MAEEIZT D700 2 EFENE T b
TV ME D DERRTDUENRD D, TR
RIEE SIS ERe T 2B — A )
MNEIDHIWTT 55 A TULTOHBIZE TS
BN EBETRETHDH, IMBEEEOE
P—EZANRLUTOHE CTRESND LI T —
ZEeXa )T A RERERIEL TG
A IRBRIKIEE S, 20— 2 EF AT
L2ZEDUVRT (B BEOTTANY—D
2E, IRRICB T 27— OfF#EMED KN &
Bl EoE) 2RET 2 0NERS D,
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e Validation documentation (see sections

IV.A.QI and IV.B.Q15)

Ability to generate accurate and complete
copies of records

Availability and retention of records for FDA
inspection for as long as the records are
required by applicable regulations
Archiving capabilities

Access controls (see section IV.A.Q4) and
authorization checks for users’ actions
Secure, computer-generated, time-stamped
audit trails of users’ actions and changes to
data

Encryption of data at rest and in transit
Electronic signature controls (see section V)
Performance record of the electronic service
vendor and the electronic service provided
Ability to monitor the electronic service
vendor’s compliance with electronic service

security and the data integrity controls

NYF—a UERE (IVA.QL KDY
IV.B.Q15 &)
EHENDOFERIRFERD 2 B — 2T 5
fiE

WH XN HHIC I VRO D2 M %
i UCO FDA &L D 72 O ik v
HMERF X OMRE

T—hATTDHHEE

7 AEH (IVA.Q4 BR) Ko —W
DT 7 ayOWRF =7

tX a7 T, a2 —ZITEAERKS
nNo, 24 DAL TO, 2—FDT
7> a v O — X A OB GERR
REF R OB EIF DT — % DI 51k
BEIBELOEH (VSR

= AR RO SN S E TV
— BRI BT o~ R
B —EARUER EP—EXE
X2 VT A ROT—EA T 7V T 4D
TEOOEHEMFIE->TNDHZ % (A
O W L6
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Ql1.

for meeting the regulatory requirements?

If sponsors and other regulated entities outsource electronic services, who is responsible

Qll. IFRIKIFEENBEF I —ERAZAMEFLT 256, SHEGFZmE T 5 BETHICH

DETH?

Sponsors and other regulated entities are
responsible for meeting the regulatory
requirements. Moreover, sponsors are responsible
for assessing the authenticity and reliability of any
data used to support a marketing application for a
medical product. Thus, the sponsor is ultimately
responsible for the clinical investigation and for
ensuring that all records and data required to
adequately perform and document the clinical
investigation are obtained and available to FDA
upon request and in a timely and reasonable
manner (21 CFR 312.57,312.58, 312.62, 312.68,
812.140, and 812.145).

BB 2R 5 2 L OFEIL., B5RKE
FEICHD, SOITIRBREEE ITERE S D
TMRORFE LI R— T H7DOT—FDE
IEVE (authenticity) M UMEFEME (reliability) %
IS A AT B D, o T, IRBRIKIEE 1306
BRICOWTHRMEM R EEEZFS>L LI, 18
BRI E S, CELIhZ & 2R
TITRCOFEk - 7T — X EAF L, FDA Ok
DITIE L. ZA LU oS HEMICRItTE 5
Lo T 2REENRETFMLNH S 21 CFR
312.57, 312.58, 312.62, 312.68, 812.140, and
812.145),

Q12. Should sponsors or other regulated entities establish service agreements with the

electronic service vendor?

Q2. IFRIKFEELZIXEF I —EARVF L —ERIZOVWTARBR LTI MERDHY £7

o ?

Yes, sponsors and other regulated entities should
obtain service agreements with the electronic
service vendor. Before entering into an agreement,
the sponsor or other regulated entity should
evaluate and select electronic services based on the
electronic service vendor’s ability to meet the part
11 requirements and data security safeguards
described in the previous bulleted list (see section

IV.B). Service agreements should include a clear

ZOEY, IRBRIKEHEFEIIE T - ARy
ZInbHh—EAGEEEAFTRETH D,
BET DN, BREEE S, B —bv
ANRUHEP Part 11 B RO EFLCHEEES
LT —2tx=2 U7 1 1R#K (IV.B 2
BT DEENNRH D0 E D PSSV TE
TH—EREFE L, BETRETHD, &
—EAAEEZICIL. oo ROE
P—E AN HOEE] & FEZ PIEICGHET

BZLib-110 FDA_Part11QA_rl.docx

description of these specified requirements and the | ~& Th D,

roles and responsibilities of the electronic service

vendor.
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Q13. Does FDA consider it acceptable for data to be distributed across a cloud computing

service’s hardware at several different geographic locations at the same time without being

able to identify the exact location of the data at any given time?

QI13.FDA X, T— ¥ BNEHOHBRICERDEZ 7T Ra L Ba—T 4 v TP —ERD/HN—

RT =7 DHEFICGBEIN. ObHDRETT —F N E I HDDRE TERUVRILEHE

AL EZEZTVETH?

If appropriate controls are in place, there are no
limitations regarding the geographic location of
cloud computing services. However, it is critical
for sponsors and other regulated entities to
understand the data flow and know the location of
the cloud computing service’s hardware in order to
conduct a meaningful risk assessment regarding
data access, integrity, and security. Data privacy
laws may differ from country to country.
Therefore, sponsors and other regulated entities
should perform appropriate risk assessments to
ensure that data residing on storage devices outside
their country can be retrieved and accessed during

FDA inspections.

WEREBRH T O TWIIE, 777 Ra
YV a—T 4 Y — RO B ETIC O
WTHRRICHIFRIZ 72, L L7 B, TRBRIK
WEHEN, T—2T IV ER, T2 T
V74, X2V T4V TEROH DY
A7 Gl & Ehi T 5 7=k, T D
FEfRL, 77U RartEa—T7 47—
EADN— R =7 OEFTEM-o Tk Z &
D TEETHDL, 7T—F 7T T4 —|C
BT 2ERIXE I LT D, - T, IR
(RIEF SR, WU Y RV il &2 =R L, [H
SN & DIEANIEE 8 57— # ) FDA %20
IR 32 enTE, 778ATEHZ L
EEIZTRETH D,
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Q14. What should sponsors and other regulated entities have available on site to demonstrate

that their electronic service vendor is providing services in accordance with FDA’s

regulatory requirements?

QUETFH—E ARV N FDA OB BEHEZRIZ L —ERXAERBEL VWD Z L E2RT
eIz, MREKEEFIIMTEZERF L TBNV O KXW TLL I ?

Sponsors and other regulated entities should have
the following information available to FDA upon
request at each of their regulated facilities that use
the outsourced electronic services:
e Specified requirements of the outsourced
electronic service
e A service agreement defining what is expected
from the electronic service vendor (see section
IV.B.Q12)
e Procedures for the electronic service vendor to
notify the sponsor or other regulated entity of

changes and incidents with the service

TEBIRIEE ST, Bl TICd Dk CEH—

A ZIREFEL T DA, FDA M efts

R L7c & I 2. FRiotFHz % L Tk

{RETHD,

o MMMEFESNICEF I —ERITHT HEK
HIH

o BV —E AR FMZRD D ERT
- 25EE (IVB.QI2 2R

o BAY—E AR NRBRIKIEE LIV —
EAEERA T v M EEMT 57200
FIE

Q15. What should sponsors and other regulated entities consider when deciding to validate

outsourced electronic services that are used in clinical investigations?
QISJEBR CHIAT 2IMBBESNZETV—ERENY T — M3 LRELZHA, BHRIK
HEFILEDOR ORI LEBELLELINWTLL I HN?

A risk-based approach to validation similar to that
described in section IV.A.Q1 should be taken for

outsourced electronic services.

TR SN DE T —ERIZHONTH
IVAQI THAR/7= L9z, NUTFT—v 3T
YA R—=AT Ta—F2HNL&ETH
2o

éé;; BRASHE XE
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It is ultimately the responsibility of the sponsor or
other regulated entity to ensure that the outsourced
electronic service is validated as appropriate.
Sponsors and other regulated entities should obtain
documentation from the electronic service vendor
that includes, but is not limited to, a description of
standard operating procedures and results of
testing and validation to establish that the
outsourced electronic service functions in the

manner intended.

SMREFES LB — B AREENI AN 7
— FENTND Z L ZMEICT D RENRE
LIXIRRIKEE S 5, IBBRIRIEE S5 I13E
T —EZAXZ NG SOP, 7 A MERK
WM ZFE SN DB — B 20BN EXN
WY THDHZEERTNY T — 3 RS
AT 2ERE AFTRETH D,

Q16. Under what circumstances would FDA choose to inspect the electronic service vendor?

Q16. FD X O BRRIMTFDA IZTEF I —EARVAEEERNRBIZLETN?

Under certain circumstances, FDA may choose to
inspect the electronic service vendors, such as
when they are or were engaged in providing
services and functions that fall under areas
regulated by FDA. For example, if the criticality of
the investigation requires inspection and the
required records are not available from the sponsor
or the clinical investigation site, FDA may choose
to inspect records specific to the clinical
investigation at the vendor’s facilities to ensure
that FDA requirements are met. The sponsor or
other regulated entity is ultimately responsible for
ensuring that regulated records and data are
available to FDA during an investigation or an

inspection.

—TEDHKM FTFDAIXE T —E ARV A
EEBMNRIZTDHZEND D, BlZiE FDA

FIETICH D — e A0t L T

D, AR L EnbD X oG EThH
5o BlZIE, &b THEERBR TEENYL
FUZR Y | LR SN D FEEROTEBRIKIEE I b
TRBR SRl (2 b M & X | FDA OFRFIH
M7 SN TND Z & HEFEIZT HT-0DIT,

FDA 13X X Oftigk CH IR BRI 55
Fra BET D RREMN B D, TRBRS H iR
B OELZRIRFIZ, Bl R O5#E % FDA (24
HhTX 5 2 & BHEEITT DK BRI
BRIKIHE 2D D,
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C. Electronic Systems Primarily Used in the Provision of Medical Care

C. EL L TERODEHED-DITFHENIBEF VAT L

For the purposes of this guidance, electronic
systems used in the provision of medical care (e.g.,
electronic health records (EHRSs)) generally are
systems that are (1) designed for medical care of
patients not enrolled in a clinical investigation and
(2) owned and managed by the institutions
providing medical care. These electronic systems
may produce additional electronic records during
the course of patients’ care (e.g., hospital
admission records, electronic health records,
pharmacy records, laboratory records, imaging
records, electronic consultation records) that may
be useful for providing data in clinical
investigations. As provided in the guidance for
industry  Electronic Source Data in Clinical
Investigations, FDA does not intend to assess
compliance of these systems with part 11.2* For
more information on best practices for using data
from EHRs in FDA-regulated clinical
investigations, see the draft guidance for industry
Use of Electronic Health Records Data in Clinical

Investigations.”*

KA L ZNZBNT, BRI 5720
WCHWHNDE VAT L (il B2
#) 132, —REYIC

(1) BRI STV R W ERE~DERE %
T 72000 T, o

() BERZEIETOIEREEICI VTSN
BHINTNDHD

E9%,

INOEDETVAT JMIBE~OEREEL
T, BT —# L L CO A MR- 2B it
gk (B ABgacdk, E2RaLEk, BOG
Bk, T AFLEk, BEECER, EMHGLEY) %
LT 2HEN DD, ERMT A F A
[Electronic Source Data in Clinical
Investigations] CTHiR~<72 X 9IZ FDA X ZH
BDOYAT AN Part 11ITHA L TWDHNE
5 AEEFAM L 72V 24, FDA LR T O1RBR
ICBIT DEFBIERERDOT — X BT 5 7=
DDORANT T 7T 4 AOFEMIE, RS
D K77 N A XA [Use of Electronic
Health Records Data in Clinical Investigations] 2°
EBROZ L,

24 For more information, see the guidance for industry Electronic Source Data in Clinical Investigations.

HEEMTOWTIR, FES AT A A Z > A Computerized Systems Used in Clinical Investigations & 2D =

&

[BRIE] ZDHA Z o ZADOFIERIZOWTIL, http://www.azbil.com/ijp/product/factory/support-

training/validation-support/index.html, & O} https://bunzen.co.jp/library/7> 5% 7 0 — Ra[HETH 5,

25 When final, this guidance will represent FDA’s current thinking on this topic.
BERbEND & RUA L ANRZO My ZICT % FDA ODEHIOEZ FarT D&k b,
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D. Mobile Technology
D. E /A VA

Sponsors and other regulated entities may use
mobile technology during the course of a clinical
investigation to capture, record, or transmit data
directly from study participants. The
recommendations in this section apply to mobile
technology used in a clinical investigation whether
that technology is provided by the sponsor or
owned by the study participant (i.e., bring your
own device (BYOD)). For the purposes of this
guidance, mobile technology refers to portable
electronic technology used in clinical
investigations that allows for off-site and remote
data capture directly from study participants and
includes mobile platforms, mobile applications
(mobile apps),*® wearable biosensors and other
remote and ingestible sensors, and other portable

and implantable electronic devices.

TRBRIKIEE %13, 1B IR 208 C T e
FHINOEET — 2 & NF, fldk, k35720
[ZEANA NN ZFIH L TH v, REOHE
BRI, TN RBRIKEE XV iRitEh
LINERBINEARND S O (725 BYOD)
THOHNTHDO LT, IR THHIhLEAN
ANEMCHEH SND, KTA X RZBW
T, AL VEML, BTV LD | 165k
SINENSEEE, 474 MBS D
T ARG EARRICT D, #Em CE 5B\ ik
WThHo, ENSNTZy P74 —A ENS
NT T =328 D T FZIANL Tl
Y —ED, HERRIREXIEA 7T v N AlRE
IRASE O ERTHW S,

26 For the purposes of this guidance, we do not distinguish between a mobile app and a “mobile medical app.” A

“mobile medical app” is a mobile app that meets the definition of device in section 201(h) of the FD&C Act
and either is intended to be used as an accessory to a regulated medical device or to transform a mobile platform
into a regulated medical device. For more information, see the guidance for industry and Food and Drug

Administration staff Mobile Medical Applications.

6 RKGA X ACBNTIE, BN T T Y LEBNRAJVERT 7 U LIXEBI L TR, EoNA JLE

JRT 7 V1L FD&C 1D 201(h)DBEZRDERICY TEE D L O TH Y, Bl S D EBREITRT LTl

BIIZHNEND DO TH D, iFHIZ OV TIEZER L OV FDA & 1) 471 %> A Mobile Medical

Applications ZZ D Z &,
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Q17. What access controls should sponsors implement for mobile technology accessed by study

participants for use in clinical investigations?

QITIERIZBWCHIH SN D, IBRBIMEBENRT 7 B AT D E/ A NVEMICH LT, RBRIKE

FIIEDXH>RT 7 BABEEITZITLINTLLIDN?

Where possible, sponsors should ensure that basic
user access controls (e.g., identification (ID) code,
username and password combination, or electronic
thumbprints and other biometrics) are
implemented, as appropriate, for mobile
technology used by study participants in clinical

investigations.

ARECTHIUE. BERICHBWTIEBRSINE 23F|
92T A AR OWN T, RIS
. AW T 7RG (B ID =2 — R,
a—Y4 RRAU— ROMAEDE, BT
BRBRESE D NS A P Y 2 X) i35 4k
SNTWNDZEEMEICTRETH D,

Specifically, for mobile apps that rely on study
participants’ user entry, access controls must be in
place to ensure that entries come from the study
participant (see 21 CFR 11.10(d)). For wearable
biosensors and other portable electronic devices
intended for a single study participant to wear or
use (e.g., small physiologic sensors with no display
screen), basic user access controls may be difficult
to implement. In cases where access controls are
impractical, sponsors should consider obtaining a
signed declaration from the study participant
confirming that the device will only be used by the
study participant. Basic user access controls are
not necessary when using ingestible sensors and

implantable electronic devices.

BB INE D ANTNAKAFT DA NT 7Y
T IRRSINFICL VAT SN DO THD
L EMEFEICTHEDDOT I AEENRT
S iE e 5720y (21 CFR 11.10(d) & [R)
1El = DIEBR S INEIC & 534 IR 2 B X
Li2T =7 T TN, F P —SE D]
RE7REE s (B RARAZ U — DV &
IRAERFNE Y —) T EARN e —FT
7 AEREFETHZ LIIREN S L
WV, 772 AEBENBLIERTIERWIGE . IR
KEEE L IBRBINE DD RAND B0 Y%
WEFATIEZRHKL-BA SN EEE
HANFT LI LRI _RETH D, AENIZH
ViAENLEL =TT FENDHE
TRERR DWW TILL AR 2 T 7 & AEEIEA
BEThHD,
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Q18. When using mobile technology to capture data directly from study participants in clinical

investigations, how do sponsors identify the data originator?

Q18. MBBMENGEET —F ZAFTHLDICENMNVERENATLEE, T—F%

AFRIIESBILIZDXNTLE 50?2

For the purposes of recordkeeping, audit trail, and
inspection, each electronic data element should be
associated with an authorized data originator. The
data originator may be a person, a computer
system, a device, or an instrument that is
authorized to enter, change, or transmit data
elements via a secure protocol into the sponsor’s
EDC system or into the electronic system of a
trusted proxy agent such as a contract research

organization.?’

RLERDEH BEAGEM R OEE DT, 4
B 7 —FERL, BRI SN T — Z AR
WCEERHT b D, T RAERE L, IR
KHE#HE D EDC ¥ A7 LA XL (CROZ%D) 15
HINTMRBEADEBEF VAT AIX LT, 7
—HBEBDONT) BR, BERTr hanl
LB EE, FFAEShEAN, 2 Ba—F v
AT L, R, TEETH D Y,

If a study participant who is using the mobile
technology actively participates in the performance
measure by entering and submitting data to the
sponsor’s EDC system (e.g., when using an ePRO
app or when performing visual acuity testing), the
study participant should be identified as the data

originator.

ESAVEATE I T DI SN BB
FHH D EDC ¥ AT MZT — X & NSy« 2T
% Z & THREIIC AN T +—~ » ZFHANZ SN
3% (Bl :ePRO T 7Y ZFHT S, HIIH
HEFERT D) L&, TFRERITIEHRS
& &5,

27 See footnote 24.
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If the mobile technology, such as an activity
tracker or a glucose sensor, transmits data
automatically to the sponsor’s EDC system
without any human intervention, the mobile
technology should be identified as the data
originator. In these cases, a data element identifier
should be created that automatically identifies the
particular mobile technology (e.g., name and type)
as the originator of the data element. Information
associated with a data element includes the origin
of the data element, the date and time of entry, and
the ID number of the study participant to whom
the data element applies. Once set by the electronic
system, this value should not be alterable in any

way.?®

BB RO/ L a— 2w o —5 F— 2R,
BB E N A VT D N2 ST 1R 5R
{KHEF D EDC v AT MIHRE SN D GE. 7
— HREPITEANA NV L 72D, 2D K H 72
Yt & DFASA VAN T — Z BROFEANR
ThHZ LA HEICRETEDL LT D
12O F—F BFHLT (B 2FR B %4
KT DUEND D, T —F BRI 5 FH#
ELTR, 7T — A EBOFAR, ATTARE, X4
ST — A ERIBRDIBRSINE D ID 13 H
% (ZOTF—2EFHIF%2]) WolcAE
VAT LATHRELEL  EOEITEHL T & T
[ESAARA

In some cases, data from the mobile technology
may be obtained in the course of medical care and
may be entered manually or automatically into an
EHR. The EHR data may, in turn, be used in a
clinical investigation and entered into the
sponsor’s EDC system. In this situation,
identifying the EHR as the data originator is
sufficient because sponsors are not expected to
know the details about all of the users and mobile
health technologies that contribute information to

the patient’s EHR (see section IV.C).

AL UL, ERA AL DT —4
MEFROBRTIESINTZY . FEUIHE
TEIZERLEICA SN T5, LT
ZDEALILEROT — Z PRI &
. TBRBRIKIEH O EDC v AT LM AT END
ZEbhDH, DX RGEIE. T2 %L
JRE BT RLICT 52 L TEDRRWY, &
V) DIXTEBRKIEE 121, BE OB 2T
FEIEHR DT D2 —PFRF /A L~ 2 AT
LWV o LEEEER A AT S Z &Ik, BifrEh
TWaeWnnbLThHL (IV.CEH) |

28 See footnote 24.
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The sponsor should develop, maintain, and make
available a list of authorized data originators.
When identification of data originators relies on
usernames and unique passwords, controls must be
employed to ensure the security and the integrity
of the authorized usernames and passwords (see 21
CFR 11.10(d)). When electronic thumbprints or
other biometrics are used in place of username and
password combinations, controls must be designed
to ensure that the biometric identifier cannot be
used by anyone other than the identifier’s owner

(see § 11.200(b) and section V.Q27).%

TRBRIKIEE 12, ARSI T — 2 RO —
BAVERL, MEFFL. B TE 5 L5l TH
SWENHD, T—HFEFRDOID & LT
— P L2 == AT — REFIAT 50
Thiud, Brshlzaz—FHENRRT— R
DEX2 VT A JOA T 7 VT 4 HHREIC
TLHODERERTRITNTR 720 (21
CFR1LIO(ZMR) , 2—PHENRAT— R
DOROVICETHEDASAF A N 7 A%
FIRAT 2 L&, NAF AR 7 AL D5
METEHELUSMCRIRA S a2 & 2 fRicd
HEIEHEFRH LTI b0 §
11.200(b) KON V.Q27 ) 2,

Q19. Does FDA consider the mobile technology to contain the source data?

Q19. FDA [TENA NVEIRITR T = BEEND EZEZLTVETN?

When mobile technology is used in a clinical
investigation to capture, record, and transmit
study-related data directly from study participants,
the data are collected and stored, perhaps for very
short periods of time on the mobile technology
before being transmitted to the sponsor’s EDC
system. In some cases, the data may pass
temporarily through various electronic hubs or
gateways before reaching the sponsor’s EDC
system. This could make the location of the source

data difficult to determine.

BEBRIZRB W T, B LEI 2 L CHRBR S
N & EEARBRICBES 57 — # Z I,

Figk, AT D L & IRBRIKIEE © EDC 1285
EENDFETOIZADOEWE., T—ZITEAN
A VEA BICIEE S L, BhEn b, HAlc
FoTIE, T—# 7, IRBRIKEHE O EDC v A
T AR <N, xBTS — Y
A Z—RICRRBT 5008 LIy, 20
EoRGA. RT— 2Oz FETHZ L
IFEEL S 22 D,

29 See footnote 24.
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FDA considers source data as data that are first
recorded in a permanent manner. In general, for
data collected directly from study participants
through mobile technology, the first permanent
record is located in the sponsor’s EDC system or
the EHR, and not in the mobile technology. FDA
does not intend to inspect each individual mobile
technology used in a clinical investigation to
capture, record, and transmit data directly from
study participants because access controls (see
section IV.D.Q17), audit trails (see section
1V.D.Q20), and validation (see section IV.D.Q21)
that would be applied would help ensure the
reliability of the data.

FDA OF 2 TlE, JRT —# &1, BN
W7 HiECRldk S NT=T — 4 Th D, —MmN
(2, A VEHTIC K 0 IRBRB NG H S B
WESNA T —ZIZHOWTIE, RHIDKEN
7RI, TERRICH W LIRS INE M G
BT — 2 2 W5, FiEk, AT D' A LEL
fir& vy o K0, 1RBRKIEE D EDC ¥ AT A
XITEFZRACERIAFET D, FDA &L LT
E. BB THW B AVRBRSINE 0 b BT —
ZEINAE, FiEk, BT DTS VT
{2 \ZAET DRI, AR bR,
HAEns7 728 IV.D.Q172HK) | B
HREHF  (IV.D.Q20 ) KON F— =
> (IV.D.Q21 /) 1Tk 7 — & DEEERN
R TE DML TH D,

Q20. What should sponsors consider when implementing audit trails on data obtained directly

from study participants using the mobile technology in the clinical investigation?

Q20. JEBRIZBWTERS VEMERA WV TERSINENOEBNE LT —ZICx LTEE

A2 EETORICEDI IR LEBET XETLL IN?

When data are copied or transmitted directly from
the mobile technology to the sponsor’s EDC
system or from the mobile technology to the EHR
and then to the sponsor’s EDC system, the audit
trail begins at the time the data enter the sponsor’s
EDC system. The sponsor’s EDC system should
capture the date and time that the data enter the
EDC system and identification of the data
originator (i.e., study participant, mobile
technology, or EHR). In addition, the date and time
that the measurement was made should be
recorded and available to FDA at the time of
inspection if it differs from the date and time the

data enter the EDC system.

F A VEAT N B IRBRIKAEE D EDC 2 AT A
B, XE 2RSSR T — 422 =2
E—XdEskE S5 & & IRBRIKIEE © EDC
VAT BT —H IS AT ST R R D A
AR (DEAS) PGS NS, THERIKEE O
EDC v A7 ATIL, 7—# 1 EDC ¥ A7 A
AN SN HRER O — #5840 1D (T
bbb, WBRBINE, A VAN, SUTE
F2WRLER) ZRLERT RETHDH, I HIT,

FHEl S 7= BEEZY, EDC ¥ AT AIC AT &N
AL B2 D56, FHAlS L2 AR S ECEk
L. FDA OFERFICHEATRE L & Th

Do
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In cases where the study participant actively
participates in the performance measure and
manually enters the data into the mobile platform
(e.g., tablet computers, smart phones) or other
portable device, the mobile technology should be
designed to prevent unauthorized modifications to
the data before those data are transmitted to the

sponsor’s EDC system.

TRERSINE DR/ 7 4 —~ > AFHANZREENAY I

SZML, FEANANT Ty b Tx—2b (il #
Ty harta—4 Av—LT7xr) %
DRI FE) CTF — &Aﬁ#éﬁm\%
BR{KHESE D EDC ¥ AT LT — & DNlinik

% E TORMIC \MTéﬂ&wﬁEﬂﬁbh@
WE DAL NN AT RETH D,

After the data are transmitted to the sponsor’s EDC
system, only clinical investigators or delegated

study personnel who are authorized to make

TR PVEERKTEE D EDC 2 AT LTHEE X
NE%IL, BHET L2 L2RAIENT-ERE
{F-EEAT THETR 58 S LT 1R BRIE S E D )

— A DERRLELELITIRETH D, &
AEIEESNTT — X EROT — 2 BRI
FUTIE, 2 H K, %E?ﬁ\ PR

ﬁ@%éﬂé/\%f%é — AL
ET 25613, MHIJ@]\jijY%jﬁéﬂiﬁb\J:
INCT DMERD D, IRRE(EEMT, 7—
BNT —AA 7T ENDH, XX FDA TR S
NDHNZ, FIRERZINE D5E472 eCRF & L
before the data are archived or submitted to FDA. | E=— L, B{EATRETH D, BEA
OFFAIZ & 7= > Tl Part 11 [ZHEHL L 720 Ui
muien (VR

changes should perform modifications or
corrections to the data. Modified and corrected <
data elements should have data element identifiers
that reflect the date, time, and data originator and
the reason for the change. Modified and corrected
data should not obscure previous entries. Clinical
investigators should review and electronically sign

the completed eCRF for each study participant

Use of electronic signatures must comply with part

11 (see section V).*°

30 See footnote 24.
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Q21.

technology used in clinical investigations?

What should sponsors consider when using a risk-based approach to validation of mobile

Q21. IBBRIZFIAH SN D ERS NEWONRY F =2 a NIV RIR—=RATFu—F 2 H{nd
BRUCIBBRIKEE X ED LS R LIZEBTEL VT L L H9 0 ?

For mobile technology, validation ensures that the
mobile technology is reliably capturing,
transmitting, and recording data to produce
accurate, reliable, and complete records. For
example, if a wearable biosensor detects a blood
glucose level of 87 milligrams per deciliter, the
validation should ensure that the value is correctly
and reliably captured, transmitted, and recorded in
the sponsor’s EDC system. Sponsors should
validate the mobile technology before use in the
clinical investigation. In addition, sponsors should
ensure that device and software updates do not
affect the reliability of the data that enter the

sponsor’s EDC system.

ENANFEMONRY T =z v iE, A
VIR, ERECEEO TE bRk E
ERRT DT DDT — 2 % FFRIZEG - #5% -
R CE D L REEICTDHETHDH, i
ZIE. U= T T T IANA S Y — T
23 87mg/dL ThdHZ LaxmtiTorLE, N
T3 VT, T2 BIERRIC, BFEICES
S, BRIk &4, EDC VRBRIKIEH @ EDC + A
TAIFER SN D Z L EEFEICT D, IRBRIK
FEF VLT S A LV EAT 2 1RBRICFIH 9~ 5 RN
UF—hLTRBLIRETHD, IHIT, IRBRIK
FEF IR KLY 7 by = 7 OFFHN, IR
{K#E#E D EDC ¥ AT LR VIAEN L TF— &
OIEFEMEICEREE 5 20V L 2EEICT
XThd,
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Part 11 regulations do not address the performance
of wearable biosensors, mobile apps, or portable
devices (i.e., the ability to measure what they are
designed to measure). For example, validation
does not apply to the ability of an activity tracker
to accurately and reliably measure the number of
steps walked. Although performance of the mobile
technology is critical to the clinical investigation,
recommendations for the performance of specific
mobile technology designed to measure specific
biomarkers or physical activity are beyond the
scope of this guidance. For mobile technology that
meets the definition of device as defined in section
201(h) of the Federal Food, Drug, and Cosmetic
Act (21 U.S.C. 321(h)), other regulations and
policies may apply

Part 11 Bl TIIV =7 Z 7S F o H—,
ENANT T RSO NT =~ A
(T72ob, BEFSNZE Y IZFHIT HEES)
(2N T TWO 2R, Bl 20X, TREhEEE A
BRI, BREICHEWTESEEZFHHTE I NE
IMIFINY F =2 a OB LT bR,
BBRICBWTEARAL RO NRT 3 —< A
BIBOCTEECTHDLELTH, FEDONA A
AR IKEE 2 G S L O RREE S L
TR TE O & /3 A VAR 33 2 HESE S I 3OR
A Z o 2D I CTod %, FFDCA 1%
(21 U.S.C. 321(h)) @ 201(h) TED B 7-H2s
DEFBICY TITFE DL EAAL LHEHIFIZONWT
X, BIOBHICHE A S D,

Q22. What security safeguards should sponsors implement to ensure security and

confidentiality of data when mobile technology is used to capture, record, and transmit data

directly from study participants in clinical investigations?

Q22. IBBRIZIB W T, IBRBNENERET —F 2 WG, k. BET D DITENA VEANR

ERWHLEE, X2 VT A ROBENEZRERT D012, EOX5REX=2 )T 1 1R#ER

EZRIUVUIEINTLE S0 ?

The mobile technology must ensure the security
and confidentiality of the data when the
technology is used in clinical investigations (see
21 CFR 11.10 and 11.30). If the data are
transmitted wirelessly from the mobile technology
to the sponsor’s EDC system in a clinical
investigation, the data must be encrypted at rest
and in transit to prevent access by intervening or

malicious parties (see § 11.30).

TRBRIZEANA VEE WD & &1X, T—4
DEF=2 VT 4 ROWEEZREIC LRI
X728 5720y (21 CFR 11,10 XY 11.30 &

) o BBRICRWT, ERICKY 7= E
A VAN BIBBRIKIEE O EDC & AT Lo~
Rk SN DA, T — ¥ ZRE R L MR LR
IZHF T b L, BB L LD LT EREREEFF
DEMODT 7B AL T NIE R 670
(§ 11.30 &)
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For wearable biosensors and other portable or
electronic implantable devices, data encryption
may be sufficient to ensure the security and
confidentiality of the data. On the other hand,
additional controls may be important when using
mobile apps and mobile platforms. In addition to
having encryption and basic user access controls in
place (see section IV.D.Q17), sponsors should
consider implementing additional security
safeguards as follows:
e Remote wiping and remote disabling
e Disable function for installing and using file-
sharing applications
e Firewalls
e Procedures and processes to delete all stored
health information before discarding or reusing

the mobile device

T =T T T INNA G o O HE R XX

A 7T MARRREHEEICBO TR T —

ZDEF 2T 4 CREMELHEICT DD

WZiX, 7225k 52 THATHA

Vo TDO—FT, BENRANT TYRENA VLT

Ty b7 —LEAMT D L X ITBMAY 7R E

HIREIL L 25 o bR =T 7 R

FH (IV.D.Q17 ) Z3&IT 5 Z LIz, iR

BRIKFEE 1L TR BN % = U 7 o (i

ROBRELREFTRETH D,

o EEHAEIC X DIHE KON L

o Iy ANKET SV A A =L KN
I 2 ne D 20k

o 77 AT U F—)b

o A VBT A& BERE ST A S 2 Al
12, TRTO, I TV D ERIGHR
ZHIRT A2 0O FIEL T a & 2
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Q23. Does FDA expect sponsors, clinical investigators, study personnel, and study participants
to be trained on the use of a specific mobile technology if the technology is used in a clinical
investigation?

QIERIZBWTEANAA VENT A E 5B E . FDA L. 1BRIKEE . IFREBMEM. 1R5RE

&, RBRBME D, YHEAANVERORAIZOVWT R L—= 7805 2 & 2 HifF

LTWETN?

Yes. Sponsors, clinical investigators, study
personnel, and study participants must be
adequately trained on the use of any mobile
technology they will use in a clinical investigation
(see 21 CFR 11.10(i)). Training should occur
before the use of the mobile technology and
whenever changes are made (e.g., software or
system upgrades) to the mobile technology during
the course of the clinical investigation. In addition,
clinical investigators and study personnel should
periodically reassess and retrain study participants,
as necessary, on systems that are more complex or

that pose a higher risk to the conduct of the study.

ZOIEY , IRBIKEHE . TRBRETER, 155
BIfR# . KOVEBRZINE 1L, IRBRCHWSE
SRA NAAEHRFOF IO CEEN FL—=
7 ENRFE e 5720 (21 CFR 11.10(1) &
) o hL—=u271% AL VEROFRIA
TR DAL, K OVRBREIH T E A VBl
W LCERE (B : V7 hU =2 TRVAT A
DT v T T L—FR) BeHEILTOIDRE
Thd, I, EHET, IRBRERICKT S
U AT DENY AT KIONTIE, RREE
PRIl K OB S 3 1 E I TR RE L, 44
S U TR INEEZF b L —=2 73
xThd,
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E. Telecommunication Systems
E. HEEREBET AT A

Clinical investigators and study personnel may use
many different types of telecommunication
systems, such as telephones, email, live chat, and
telemedicine or video conferencing systems to
communicate with study participants during the
conduct of clinical investigations. Clinical
investigators and study personnel may record
study-related data obtained during the course of the
communications in the study participant’s health

record or in the case report form.

TRBREAEERD & ONRBREILR 1, TRBR I
%8 U C, {BBRSINE & diE 2 B BRI E
Gh.BIA—IN, TATF Y v b, EEE

B T AEEE, R e B D REEEE
VAT LEMANTWD RN D D, 1REBRE
RER K ONRBRAE S F X, 1RSI & o
D &0 U CUEE LIRS EE 5 7 —
2 % IR INE OBk XX CRF OV
AUZFEER L TH Ko,

When these telecommunication systems are
interactive and used for real-time communication,
the interactions are regarded as similar to face-to-
face interactions (i.e., the clinical investigator or
study personnel and the study participant actively
participate in real-time communication through
audio, video, and other live chat communication),
and part 11 regulations do not apply to the
telecommunication system. In these interactions,
there is an opportunity to hear or see the study
participant or to query the source of the text to
confirm that the study participant who is
interacting with the investigator is the study

participant participating in the study.

HEFRERIE > AT AR THY . U TV
BA LR EVICHWORDEE, 20X
D EDIFIXmDOLY LD ERRTH D LA
SNd (Thbb, RBREMLENUTIRRE
BEND, BRSINE L, FF, ©7 A4 O
TATFx v NBFEEEU T, REEIIC, U
TNZADIBINT D) Tod, Part 11 BifillE
HHRHEEE > A7 MMIFEH S vy, 2o
L7 iz WT, IBRBINEDOF %
Wb, BEREZVT5, ETF A MR
EINBBONTEPRWEDEIERDH D
TG, IRMEMLERMESCY LD A2 LT
DIRBRSINE DS [(EBIC) BRICSIL <
WHETHDLILEZERTELTHA D,
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JR T — & Z KBRS FLER T BRI Z D L D 72
B R 2 BEBEELE A 7 L& v, % H
WEMAI 2=l —2 g T —HIZDONT
TRBR I TRBR T ERD TRBRBIMRE S° FDA
ML Ea2—T&ED LT 256, IRBRIKH
I, REEROEENE, BN 0T T A Ry
— SRR S D KD A Ul e i B AN ER
THNTHNDENE I DERFFLTEIRET
bDH, Fio, IBRIKIEE 1L, = — VB2 g5k

L. BT =2 OEFEEHIET D0
57mtX%&ﬁLfﬁ<&%f%5o

When these interactive telecommunication systems
are used to record source data in a permanent
manner, allowing the interactive communication
and data to be reviewed at a later date by the
sponsor, clinical investigator, study personnel, and
FDA, sponsors and other regulated entities should | %]
consider whether there are adequate controls in
place to ensure that the reliability, confidentiality,
and privacy of records are preserved. Sponsors
should also consider the processes that are in place WX

to ensure user authentication and to prevent

alteration of source data.

V.ELECTRONIC SIGNATURES
V. EFE4

An electronic signature is a computer data

BrEAL. FHESEA LRFOENRRT)
W% bDE LTARANET, SRH. KB

compilation of any symbol or series of symbols

executed, adopted, or authorized by an individual
to be the legally binding equivalent of the
individual’s handwritten signature (§ 11.3(b)(7)).
In general, a signature may not be denied legal
effect or validity solely because it is in electronic
format, and a contract or other record relating to a
transaction may not be denied legal effect, validity,
or enforceability solely because an electronic
signature or electronic record was used in its

formation’!

HEBIIRETAa P a— X T — X DEF
D THD (§11.30b)7)) »

— RIS, BANE LD &) BT
I TEDERIRRAIMEN B ESND Z &
v, F72, BREOTG|OFERN, £ 0D
TERGRFEICB W TE T BAE T D
N EWHEHRIZT T, ZFDIERER,
ARE, BB REESND Z Eiden

31

o

31 See the Electronic Signatures in Global and National Commerce Act, which was enacted on June 30, 2000
(Public Law 106-229;114 Stat. 464) (15 U.S.C. 7001-7006).
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FDA regulations found in part 11 set forth the
criteria under which FDA considers electronic
records, electronic signatures, and handwritten
signatures executed to electronic records to be
trustworthy, reliable, and generally equivalent to a
handwritten signature executed on paper (see

21 CFR 11.1(a)). To be considered equivalent to
full handwritten signatures, electronic signatures
must comply with all applicable requirements
under part 11. Electronic records that are
electronically signed must contain information
associated with the signing that clearly indicates
the printed name of the signer, the date and time
when the signature was executed, and the meaning
associated with the signature (see § 11.50). The
name, date and time, and meaning are subject to
the same controls as electronic records and must
be included as part of any human readable form of
the electronic record (see § 11.50(b)). In addition,
electronic signatures and handwritten signatures
executed to electronic records must be linked to
the respective electronic records to ensure that the
signatures cannot be excised, copied, or otherwise
transferred to falsify an electronic record by

ordinary means (§ 11.70).

Part 11 Tilk-_T\ % FDA Hiilix, & 1ic
k., BETEAL. KOEFRLEICRINTTFE
BN, MOTEIZREINT-FEZEL L
S Cdhn WE L R d - DRHMER R L
TW5 (21 CFR 11.1(a) M) , FEXE4
CRE LB ENDEOIIE, BFEAIT
Part 11 OF X TOmMH 2 BHICHEA L
7 o2, BFEAL S NCE R
BHEL, BARAR, ROEAOEK, W
IR T BAICEET 2 WA S £ 20T
B (§11.50 ) ARl BRELRUE
RIXE ok & A CE B 2 S, Hi%E
Lk, ADBED AN LIZGE, 20—
e LTEENRITZZR B0 (§11.50(b)
ZM) . B, BRI RINTETE
HROFEZFBLIL EFiREeBEd 2H
W) Cre S n — k72 k% W= 84 OF
bR, ERIEEG 2, RAREICT 5720, %t
T B4 2 OB R L AT R IT LR B
20y (§11.70)

[FR7E] Part 11.1(a) Ti, TEOFER. KO
MOLEIC R EINT-FEZZLLAE] &R
S TWHN, FIHTIE RO MHEE S
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Q24. What methods may be used to create valid electronic signatures?

Q4. FNREFBALTHEDIZED L RFEEZHANNITEINTLL I N ?

FDA does not mandate or specify any particular
methods for electronic signatures, including any
particular biometric method upon which an
electronic signature may be based. Part 11
regulations permit a wide variety of methods to
create electronic signatures, including the use of
computer-readable ID cards, biometrics, digital
signatures, and username and password

combinations.

FDA (355 E DEFEL L, Bl ZIXEFEAL
(DN DFFEDNA A A N 7 A FIEE,
Z BRI SUTHFET 5 Z L3, Part 11 B
TiX, 22 —% THARY AR/ ID 7
— R0, NAF ANV TR, FIXNEE,
=YL L RAT — ROMAEDEE, BIA
WETFEBLERFIEETRE L TWD,

When a document is electronically signed, the
electronic signature must be accompanied by a
computer-generated, time-stamped audit trail (see
§§ 11.10(e) and 11.50(b)). When study participants
provide an electronic signature, clinical
investigators should ensure that the participants

understand the legal significance of the signature.

LEICXH L TETFIICEA LI, 208
a—HIZE VARSI, A LRZ Tt
DERFER & 7% S 72 hude e
§11.10(e) K U§11.50(b)&MR) , 1GBRBIINE )
BrEAT D LS, IRBEMLEMT, BRS
NN B4 DVER 72 W & iR S B2 0 AU
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Q25. How should sponsors and regulated entities verify the identity of the individual who will

be electronically signing records as required in 21 CFR 11.100(b)?

Q25. IBBRIKFEEZIX. 21 CFR 11.100(b) TRD BN TWB &k 572,

ANOENFERE DL H I fToELLIWNTLEID?

FLSRICETEA Z1T O M

Electronic signatures should be instituted in a
manner that is reasonably likely to prevent
fraudulent use. Therefore, the part 11 regulations
require that an organization verify the identity of
an individual before the organization establishes,
assigns, or otherwise sanctions an individual’s
electronic signature or any element of such
electronic signature (see § 11.100(b)). The
electronic signature should also be implemented in
a manner that prevents repudiation by the
signatory and includes safeguards to confirm the

identity of the individual and safeguards to prevent

alteration of the electronic signature

BB, SRR HPE CRERH 2B 1k
THEVWSTEEZFOL ETEASNSNE
Th D, o T, Part 11 HHITIL, #HED,
BIELHNTETBELDOH DD OB ERY
feSE, B, ULFFAT T DF81E. FAUTSESL
LARNEREZAT) ZEE2RODTND (§

11.100b)2 M) ., BTFEAIT. BAEICK

THERINRNE D FEETRETHY | A
DRNMEA MR D IRER L OVE B4 D
SAEBIET D2RERE G RETH D,

FDA does not specify any particular method for
verifying the identity of an individual and accepts
many different methods. For example, verifying
someone’s identity can be done by using
information from some form of official
identification, such as a birth certificate, a
government-issued passport, or a driver’s license.
In addition, use of security questions to confirm an

individual’s identity may also be considered.

FDA [3fE N DA NHERRT 2 7280 DFFE D Ik
ZEELTELT, xR GEEZ T AN
Do BIZIE, ARNFERIT, HAGERE, BUfF
IZE 0 BIT SN/ AR— b, JEE RS
DNRIIERERH D Z LIk > THRETH
Do BT, EADKANFERDT-DIZ, FLH
OEMERND Z EbRETT 5 & L,
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Q26. When an individual executes a series of signings during a single, continuous period of

controlled system access, could the initial logging into an electronic system using a unique

username and password be used to perform the first signing and satisfy the requirements

found in 21 CFR 11.200(a)?

Q26. fEAN, FEHEINEVAT AT 7 B2ANRMEE L TVWBEIZ, W O0DEL EfiT T
THLE&, 22— Ra—VLEENRRY—RFERAVWERHAIOETFV AT A~DOR T A 135

HIDBL & 72 S, 21 CFR 11.200(2) DEM 2T~ LETH 2

When an individual logs into an electronic system
using a username and password, it is not necessary
to re-enter the username when an individual
executes a series of signings during a single,
continuous period of controlled system access.
After a user has logged into a system using a
unique username and password, all signatures
during the period of controlled system access can
be performed using the password alone (see §
11.200(a)).* The signed document must contain
information that clearly indicates the printed name
of the signer, the date and time the signature was
executed, and the meaning associated with the

signature (see § 11.50).

ANDBE S AT MIa2—F4 ERXAT— R
AHWCe A LIz E, BEHINEVA
T LT 7/ AR LTV B IR L CE
HEITOYG, BAIZ—TF 4 EFHANT
LT, 22— R == I —T 4
ENAT—REHW AT Al A4 v Lz
%X, TRTCOBLITEHINTZ VAT LT
7B AR L TV D RIE, NAT— RD A
TELTDHIENTED (§11.200(0)Z )

2, BAHINT-LETELEL. B HEE

K OEL DB, AR B4 I EES
LHiEREEERTNER S0 (§11.50 %

M)

[FREE] JFSE T=—4 ) &R —R &
o TWBHNR, D a—K| LA T— KD
M ThorEEPbhns,

32 See 62 FR 13430 at 13457 (March 20, 1997).

éé;; BRASHE XE

48

%1

BZLib-110 FDA_Part11QA_rl.docx



U.S. FDA Guidance for Industry (Draft Guidance)

Use of Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR

Part 11 - Questions and Answers

No. BZLib-110

In addition, in such cases, the signing should be
done under controlled conditions that prevent
another person from impersonating the legitimate
signer. Such controlled conditions may include (1)
requiring an individual to remain in close
proximity to the workstation throughout the
signing session (2) using measures for automatic
inactivity disconnect that would de-log the first
individual if no entries or actions were taken
within a fixed, short time frame and (3) requiring
that the single component needed for subsequent
signings be known to and usable only by the

authorized individual. >

£, BAIT, MENPELWELEICRYT
FT AL REHINREETITD
NHRETHDH, TOLHIREHE LTX
()EL ZIT> T D EITEROIT < 2> HEE
NE D BEANTKET D

Q)T OED B ATV EER ORI A O
Wl X, BEEEZRBMICr 747§
5 &9 ke E RIS S, KO

() (m7 A ] UBEOZELITKRO LD 1D
DEF %, B SNTEANOHZBZFY | 2
HHDETHLIRDD B,

To make it impractical to falsify records, the
electronic signature component executed for initial
signing must be used only by its genuine owner
(see § 11.200(a)(2)). The electronic signatures
must be administered and executed to ensure that
attempted use by anyone other than the genuine
owners requires collaboration of two or more

individuals (see § 11.200(a)(3)).

FLERZ S A LIZ K T572012, RHIDE
L THWON L BABERITIEOFAEICL -
TOHMEMESND LI LRI b0
(§ 11.200(2)2)Z M) . ETEHITEOFA
FHLUIMZ L DB BLMEH ORI LT

X, T2 AL ER IR S 25700809
EHL - EAT S (§11.200)(3)B )

3 See footnote 32.
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Q27. What requirements must electronic signatures based on biometrics meet to be considered

an accepted biometric method?
Q27. XA F A Y 7 RZESSEFELIL
NAFZA RN T RAFELRY ETH?

D X5 nBERZHEZTIE. ZTFTANGNR?

Biometrics means “a method of verifying an
individual’s identity based on measurements of the
individual’s physical features or repeatable actions
where those features and/or actions are both
unique to that individual and measurable.”*
Examples of biometric methods may include
fingerprints, hand geometry (i.e., finger lengths

and palm size), iris patterns, retinal patterns, or

voice prints.

NAFABNY 7 2F ENOF IR 2 RF
KO () AR ATREZRBIEDS £ OE I Fy
ADOHLOTHY, MOFHHIAETH S 5HE .
ZOFHANZESNTARANTH D Z & 2l d
DHETHD ¥, NAFT AR 7 2D &L
T, /R B GRoRk &, #E2o¥A
) ACEOARZ =2 W@EONS = F
BT FERD D,

Electronic signatures based on biometrics must be
designed to ensure that they cannot be used by
anyone other than their genuine owners (§
11.200(b)). Therefore, suitable biometrics should
be uniquely identified with the individual and

should not change over time.

NAF ARV 7 RAZHESLBETBEAITL, HO
FTAEUAMNIFEHCTERNE S ITHET 2§
11.200(b)) ., &> 7T, W72 NA A A Y ¥
A%, HNE == IT@HITEH&ETh
D, BERAEOICHENTELTE L9280
T o> TULR BN,

3 See 21 CFR 11.3(b)(3).
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FDA does not specify any particular biometric
method upon which an electronic signature may be
based. Electronic signatures based on biometrics
are accepted if they meet the requirements found
in the part 11 regulations, as stated earlier in this
section (i.e., the signed electronic record must
contain pertinent information associated with the
signing (see § 11.50), the electronic signatures are
subject to the same controls as the electronic
records and must be included as part of any human
readable form of the electronic record (see §
11.50(b), and the electronic signature must be
linked to its respective electronic records (§
11.70)). In addition, biometrics should be
performed based on government and industry
standards. For example, the various government
agencies and standards development organizations
that develop biometric standards include the

following:

FDA [FRFED/ASA F A MY 7 AFELTRE
T5HZ LiF R, ZOEDORTO ST TR
£ DI Part 11 BIHIOEN: (T bbb,
B INCEFRRERIIBELAESL. BAH
IKr, MOVEA DER, 2R TEAI
S #é@%%ai&ihiﬁgﬁw<§
11.50 /) . 4dT, ARELROERITE
&R UEEN 2 SHL, Yi%E ﬁﬁ%
ABRgd s L=Ge, 20— &L
TEHERRTIT R 6720 (§11.50(b)Z
) . &bl FERIC R SN ETE
HROFEZELIT, HET 284 DE
Rk & T DAL T R R0 (8
11.70), ) ZHiEd I, S FA MY
WCESKEFBLZNMTL2Z2LENRTE
Do B, NAFARNY T AL, BUFED
EROBEHREICESNTEBEINDIRETH
Do BIZIT, BRA 7R BURMBE RS K OFRHEVERL
KRR LA T 25T A A R U 7 ZADOFEHE
ZIERR LTV 5,

EE'

e National Institute of Standards and Technology

¢ International Committee for Information
Technology Standards

e International Organization for
Standardization/International Electrotechnical
Commission (ISO/IEC) Joint Technical
Committee 1/Subcommittee

e Organization for the Advancement of
Structured Information Standards

e American National Standards Institute

o National Institute of Standards and Technology

o International Committee for Information
Technology Standards

o International Organization for
Standardization/International Electrotechnical
Commission (ISO/IEC) Joint Technical
Committee 1/Subcommittee

o Organization for the Advancement of
Structured Information Standards

e American National Standards Institute
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Q28. Does FDA certify electronic systems and methods used to obtain electronic signatures?

Q28.FDA 3BT EL 2B TIDDEF VAT ARG EEZRELETN?

No. FDA does not certify individual electronic
systems and methods used to obtain electronic

signatures. Compliance with the provisions of part

B CThD, FDA IJMilx DEBEL ZBSGFT D
%%:/X?A%ﬁfﬁ%mumj—é k ifcﬁb\
HWTWAHEITTZ > RIZEHR7 < Part 11

BZLib-110 FDA_Part11QA_rl.docx

11 is the basis for FDA’s acceptance of any DFRAIZHE L TWDIMNE I, ETE4
electronic signature system, regardless of the VAT L EROLEMEL D, TOT T u—
particular technology or brand used. This approach | 1%, #4727 1 7' Z AfEIEIZI 1T 5 FDA

is consistent with FDA’s policy in a variety of DOHEE—B LTS, FlzIiX, FDA (FE3HK
program areas. For example, FDA does not certify | fh-CEE a2 fE T 2 28ET 52 &
manufacturing equipment used to make drugs or [EAAN

medical devices.
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APPENDIX I: OTHER GUIDANCES WITH APPLICABLE RECOMMENDATIONS3S
& 1: BETAHRFHERLZESMOT A X R

Guidance for Industry Part 11, Electronic Records;

Electronic Signatures — Scope and Application

ICH Guidance for Industry Q9 Quality Risk

Management

Guidance for Industry Computerized Systems Used

in Clinical Investigations

Guidance for Industry Electronic Source Data in

Clinical Investigations

Draft Guidance for Industry Use of Electronic

Health Records Data in Clinical Investigations

Guidance for Industry and Food and Drug
Administration Staff Mobile Medical Applications

ICH Guidance E6(R2) Good Clinical Practice
Integrated Addendum to ICH E6(R1):
Guideline for Good Clinical Practice E6(R2)

Guidance for Institutional Review Boards,
Investigators, and Sponsors Use of Electronic

Informed Consent, Questions and Answers

Guidance for Industry Part 11, Electronic Records;

Electronic Signatures — Scope and Application
(]

ICH Guidance for Industry Q9 Quality Risk

Management

Guidance for Industry Computerized Systems Used
[ ]

in Clinical Investigations

Guidance for Industry Electronic Source Data in
Clinical Investigations [ %]
Draft Guidance for Industry Use of Electronic

Health Records Data in Clinical Investigations

Guidance for Industry and Food and Drug
Administration Staff Mobile Medical Applications

ICH Guidance E6(R2) Good Clinical Practice
Integrated Addendum to ICH E6(R1):
Guideline for Good Clinical Practice E6(R2)

Guidance for Institutional Review Boards,
Investigators, and Sponsors Use of Electronic
Informed Consent, Questions and Answers
[ERyE)] R A X AT [%] THRLLD
.
http://www.azbil.com/jp/product/factory/support-

training/validation-support/index.html, M O}
https://bunzen.co.jp/library/7> & FlER 2 & 7 L &
— N T& 5,

35 Draft guidances have been included for completeness only. As draft documents, they are not intended to be

implemented until published in final form.
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APPENDIX II: GLOSSARY OF TERMS
& 11: s

The following is a list of terms and definitions

used in this guidance and their definitions:

PUTWEARTA L ATHOLI TS HEE
LT,

Audit Trail is a process that captures details of
information, such as additions, deletions, or
alterations, in an electronic record without
obscuring the original record. An audit trail
facilitates the reconstruction of the course of such

details relating to the electronic record.

) el O R RK T NG S LANEN
RIEET D2 &<, BN, Hikk, ZEED
FEESRAIR A D T A TH D, B
IFEFREOM - 7- a— 2 2 FHBIARRICT
%o

JLDFLEK

Biometrics means a method of verifying an

individual’s identity based on measurements of the
individual’s physical features or repeatable actions
where those features and/or actions are both unique

to that individual and measurable (21 CFR
11.3(b)(3)).

NAFA NI 7R (EWREE) i, EmA
DOHRI 7R, LY (L) I FREZ e E)
ERZDOENZEFFEOLDOTH Y . oFtH|
ARECTH ALHE. TOHMENIEDSDNTARANT
DL EMRTDHHETHS, (21 CFR
11.3(b)(3))

Bring Your Own Device (BYOD) refers to the
policy of permitting study participants to use their
personally owned mobile devices to capture,

record, and transmit data in clinical investigations.

BYOD L. 1587 — % OHiHE. ik, ko
722, IRBRSINE A & OFFO>E /AL LT N
A AERNDZ L EHATHHEOZ L TH
60

Certified Copy is a copy (paper or electronic) of
original information that has been verified, as
indicated by a dated signature, as an exact copy,
having all of the same attributes and information as

the original.

AT EEE L1, JnoiiE, b OIULE
FHIFEICEDEFY T, uOisk L [F—o
BHER O RETXTAET D, EMRREET
HHZ L EBMADBLFEICL > TREA L
HLDOTHD,

BIMNIR LS I ANA=F DT,
L2 E TIHETICB T BRIV,

RITIDHA X AH Y A MIEDI,

RZ 7 R 3CEIZOW TR
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Cloud Computing is a model for enabling
ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing
resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal

management effort or service provider interaction.

75 Rarva—7r 4 7%, HHOHK
AR A Ea—T 7)Y —A (v b
J—7, = A L= THVFr—v
3v, P—ERX) OEEIZ, EInbHTH,
flifElc, BHEIGUT, Xy NT—7f&HT
TIORATHIEEAREET HET L TH

0. EADROFIHFREE T —Ee 27 1N
A X EDRY LD THRLNIZTEHIY TSk
ENHHLOTHD,

Commercial Off-The-Shelf (COTS) Systems
refer to commercially available electronic systems
(including hardware or software) that can be

purchased from third-party vendors.

HifR (COTS) Y AFALiZ, TP TAFET
ELEFVAT A N—Ry=T, V7Y
=T EED) ThY, HFFXUFPDEA
TELHHDOTH S,

Critical Data may include documentation of
informed consent, drug accountability and
administration information, or study endpoints and

protocol-required safety assessments.

IVTFLHNT—FITIE, AT+ —L K-
atr b RIS, KO GIEH
(BT 230, 1RBREEGIE | YRER ST
ETRO LN REMOFHMNENEGEND,

Customized Electronic Systems refer to systems
and software that are specially developed for a
specific user, an organization, or a business to

meet specific business needs.

AAB=RA REINIZBEF VAT A LT, FiE
Da—H FHBSUTE R AT, FFED
B VR A= — XA T T ORI BRSE &
NIV AT IR R 7 by =T THD,

Data Element is a single observation associated

with a subject in a clinical study. Examples include

T—H2ER LI, BBRICBWCHEBREICRI L
THRE L 1 SOFTRTH L, Bl E4ERH

birth date, white blood cell count, pain severity H. AMmEE., WAOEIEEORIE., ZEDIR
measure, and other clinical observations made and | SR (215 541, FELE SN HTRBMOT A TH
documented during a study. Do
21
N 2
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Data Element Identifier is the information
associated with a data element that includes the
origin of the data element, the date and time of
entry, and the identification number of the study
subject to whom the data element applies. Once set
by the electronic system, this value should not be

alterable in any way.

T—HBRBNT L1, T X BRI ET
HIERTHY, T—HEFROFRERR, AJ1H
Ke, Y%7 — Z ERIZHET HIRBSINE O
ID, "EEND, ~EEFIAT ALK
ESNTbH, TOMEIFEFEL IR,

Data Originator is an origination type associated
with each data element that identifies the source of
the data element’s capture in the eCRF. This could
be a person, a computer system, a device, or an
instrument that is authorized to enter, change, or
transmit data elements into the eCRF (also,

sometimes known as an author).

T—HRER LI, HT —FEROREPRD
2 AT THY, eCRF DT — X EHENE 2
DANENTZDNEHLNITDHHDOTH S,
T—2FAPIX, T — X FEHE % CRF IZAT),
BHEABET LI EEFAINTZA, a0E
2—H AT A, R, UTEETHD (X
ﬁ\W&%k%Wﬁﬂé)o

Digital Signature means an electronic signature
based upon cryptographic methods of originator
authentication, computed by using a set of rules
and a set of parameters such that the identity of the
signer and the integrity of the data can be verified

(21 CFR 11.3(5)).

TIOENVEL LIE, BAERIEDOR S LEI
WSS ETEBELTHD, TUVXNVEAIT
HOMFANE RT A =22 X0 ERE X,
BLENKANTHDZ L, ROT—Z DA

T VT 4 HNGET D,

Electronic Case Report Form (eCRF) is an
auditable electronic record of information that
generally is reported to the sponsor on each trial
subject, according to a clinical investigation
protocol. The eCRF enables clinical investigation
data to be systematically captured, reviewed,

managed, stored, analyzed, and reported.

eCRF L%, %A, TRBR S ot =t
ST, #ERE Z L ITiRBRIEE ~RE S
%Eﬁ%@%ﬁ@ﬁﬁf%éoamFuﬁ%
T H ERRIICIG, L a—, FHEL R
WL T, MIETHZ EEATREICT D,

Electronic Data Capture (EDC) Systems refer to

EDC VAT AL, 6T — ¥ 2E AT

BZLib-110 FDA_Part11QA_rl.docx
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clinical trial data in an electronic format. LTHD,
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Electronic Record means any combination of text,
graphics, data, audio, pictorial, or other
information representation in digital form that is
created, modified, maintained, archived, retrieved,
or distributed by a computer system (21 CFR
11.3(b)(6)).

EBFEE LT, a2 —F - XTF AL
S TIER, BIE, HMERFEEL, (R, B ST
BESNDT XA, FI974v 7, T—

X, FiE, R, FOMTEEOEROMAE
DEET VAN TRIALZLDE N,
(21 CFR 11.3(b)(6))

Electronic Signature means a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual
to be the legally binding equivalent of the
individual’s handwritten signature (21 CFR
11.3(b)(7)).

BFEL LT, FESEN LFAFOERKR
N5 DE UTRADIAT, TRA, AR
THRFIHIET D arEa—2 7 —% Dk
£V ThHD, (21 CFR11L3(b)(7))

Electronic Systems refer to systems, including
hardware and software, that produce electronic

records.

BTVATALIL, BriidkaedkT oA
Fh (N—KRo=T7, V7R NTTEET)
T D,

Mobile Applications (Mobile Apps) are software
applications that can be executed (run) on a mobile
platform (i.e., a handheld commercial off-the-shelf
computing platform, with or without wireless
connectivity) or a web-based software application
that is tailored to a mobile platform but is executed

on a server.>®

An example includes electronic
patient-reported outcomes (ePRO) applications on

smart phones.

ENANT LY LT ENANT Ty N T 4
—h (Thbb, Ny R R RO
AU a—HT Ty N7 x—2h, EEREEN
TE5%HAL,. TERVWEALH D) LTE
TS5y 7 =777V r—var, X
IXEARANT Ty N7 — AT O, H—n
FETCHEITEND V2T R—=ADY 7 v T =T
TV = a s ThH, pll LTE, R
~— 7% ETEIMET S ePRO 7 7Y 7 —
varnFEFonsd,

36 For more information, see the guidance for industry and Food and Drug Administration staff Mobile Medical

Applications.
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Mobile Platforms are commercial oft-the-shelf
(COTS) computing platform, with or without
wireless connectivity, that are handheld in nature.
Examples include tablet computers, smart phones,

or other portable computers®’

ENRNANT Ty BT H—b L, HHIK(COTS)
DAYEa—HTT7y NI+ —LThHV,
FUBENTE LA TERVWEGLH D
MW, AR N RV REICH D, filE L
T, ¥7 by bharta—H, Av—hr7x%
VEDEER AL a— A NH D Y,

Mobile Technology refers to portable electronic
technology used in clinical investigations that
allows for off-site and remote data capture directly
from study participants and includes mobile
platforms, mobile apps, wearable biosensors and
other remote and ingestible sensors, and other

portable and implantable electronic devices.

ERNANER LT, BBRTHWEND, RS
MENGERE, 794 MBS OT
—ZBGZ REIC T D, T & 2B iy
ThHO, ENNANT Ty N T —h, FA )L
TV r—=vary, T IR, TR
P—2D, FHATRESUIA 7T v NIRRT
EETH D,

Source Data are all information in original records
and certified copies of original records of clinical
findings, observations, or other activities (in a
clinical investigation) used for the reconstruction
and evaluation of the trial. Source data are
contained in source documents (original records or

certified copies).

BT —& L%, 1BRICBT SRR, Bl
22, FOMOIFENZEET 2 cOFEk X iXZE D
PRI EEBEIFER SN TV D H DD D IEH
T, IBROBEH LML E R LD TH D,
BT — 2 I3RE R OLoiisk XLz ORIER
x5 OhicEEND,

Telemedicine refers to the use of electronic
applications, devices, and services, including two
way video, email, smart phones, wireless tools and
other forms of telecommunications systems

in the provision of health care.

ERERS L, BT TSV r—vay, EE
LW —ERAOFHOZ ETHY | MO
BT, BT AN, Av— T4, B
Y — VEDEFR ORIV G 5 RIBE
VAT LINEEND,

Vendor refers to a third-party supplier not
regulated by FDA that sells electronic goods and

services to sponsors and other regulated entities.

Ry F Lk, BARGIEF—E X &R
BRKHEE 2 W53 D, FDA Ol &2 5217 72
WE=EY T4 Y Th D,

37 See footnote 36.
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Wearable Biosensors comprise miniaturized
sensors worn as on- or in-body accessories (e.g.,
watches, bracelets, clothing) that allow for
continuous monitoring of physiological,
biochemical, and motion signals for both
diagnostic and monitoring applications. These
wearable biosensors may be paired with mobile
platforms (e.g., smart phones). Examples of
wearable biosensors include accelerometers,
activity trackers, wireless heart rate monitors,

pulse oximetry sensors, and glucose sensors.

T2 T TN, TP — L, MBS
Nt —Thbo | HES B KEEE 7L
ALy b AHH) & L TROFERE LRI
BN, BB XIIERODIC, FER, £k
T IRENME S AT =y 5, TH
50T =T T T NANAL FE U —F, TAA
NT Ty NT74—h (fl: A~v—FT7 %) &
MAGbETHEI Z bbb, V=T 770
NA Ao —of & LT, InEER, iEH
B, RO, IR IE ' Y
—, Iha—AbrP—ERnETFoN5,
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