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Use of Electronic Records and Electronic Signatures in Clinical
Investigations Under 21 CFR Part 11 — Questions and Answers
Guidance for Industry’

This draft guidance, when finalized, will represent
the current thinking of the Food and Drug
Administration (FDA or Agency) on this topic. It
does not establish any rights for any person and is
not binding on FDA or the public. You can use an
alternative approach if it satisfies the requirements

of the applicable statutes and regulations. To

KITA X AL, S %ix, Y% e
v ZIZOWT, BmEELF (FDA) OBAED
BRI ERTHDERD, RITAX L AE, W
WIRDHFIIR L TCHHERAE 527203 5HDT
1372<, E7ZFDARAREWMKT HH DT
7RV, A S D VES K OB O B A i 72 9
RO, KHA XA TRENTEZHECRDSE T

discuss an alternative approach, contact the FDA EERHWTS X, REFEICET 2%
staff responsible for this guidance as listed on the WTIE, BRSBTS TR A & A ZEEEFF
title page. D FDA A& v 7 EfE S L7200,

I. INTRODUCTION

L FFX
This document provides guidance to sponsors, ASCEF, EREEGOBR2ICBWT, 121
clinical investigators, institutional review boards CFR Part 11 & fiiék ; E1TEHA] ICE-T
(IRBs), contract research organizations (CROs), and ik M OB EBEL ZFINT 57200, 165k
other interested parties on the use of electronic {Z‘i?ﬁ% . IRBREA(LEERT, IRB, CRO, o Rt
records and electronic signatures in clinical HWTOHA XL ATHD,

investigations of medical products® under
21 CFR part 11, Electronic Records; Electronic

Signatures>.

! This guidance has been prepared by the Office of Medical Policy in the Center for Drug Evaluation and Research in
coordination with the Center for Biologics Evaluation and Research, the Center for Devices and Radiological Health,
and the Office of Regulatory Affairs at the Food and Drug Administration.

VARITA A AL CDER @ Office of Medical Policy 73, FDA ¢ CBER, CDRH & TFORA &1/ L, 1EkL
7o

2 For the purposes of this guidance, unless otherwise noted, the term clinical investigations refers to FDA-regulated
clinical investigations of medical products conducted under an investigational new drug application (IND) according to
21 CFR part 312 or under an investigational device exemption according to 21 CFR part 812. In this guidance, medical
products include human drugs and biological products, medical devices, and combination products.

PRI A K AIZEBNTIE, FRCH D NEWVIRY | IR%RIX, FDA E#E T, 21 CFR Part 312 (27> 72 IND %
721% 21 CFR Part 812 |75 7= IDE D %, & TIT bin/ P& R L i rmi*%mcm%v“ Do RHA K L ATENT
I, TEERELA ) 2. b MHEIESN, EMEIRMS, ERES. BAAEOERTHWS,
3 In this guidance, 21 CFR part 11 is referred to as part 11 regulatlons.
SARHA X AZE T, 21 CFR part 11 13 Part 11 & £FE9 5,
1.1
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This guidance clarifies, updates, and expands upon
recommendations in the guidance for industry Part
11, Electronic Records; Electronic Signatures —
Scope and Application (referred to as the 2003 part
11 guidance)* that pertain to clinical investigations
conducted under 21 CFR parts 312 and 812°. Thus,
this guidance is limited to outlining the scope and
application of part 11 requirements for clinical

investigations of medical products.

AKIHA K A1, 21CFR Part 312 & UF Part 812°
2> CEMINDIRBROT-OIZ, EHRMITH
A H A [Part 11, Electronic Records; Electronic
(LAF.
2003 part 11 A X2 A) H|TFdaR Sz fELE
FHOZEXZWfEIZ L, BURICEDOEER L,
BT 52D THD, WoT, KA X AX
EERRRLSL OTRBRIC ST % Part 11 ZEOHIPH K
O O IRE S5,

[FR7E] JFSC D clinical investigations, clinical
study, clinical trial |Z75%k & 5R L 7=,

Signatures — Scope and Application |

This guidance discusses the following:

o Procedures that may be followed to help ensure

RKITA X ATIELL FIZOW TR 5,
o EFFIRN NEFEALD FDA HF %7

L. iR OBANEHTE, EEHTE,
— TR OGRS K OO FEERIZ 72 S vz
FREIBLALAETHDLZ LEERIZTD
T2 OIZHE 5 FIE

that electronic records and electronic
signatures meet FDA requirements and that the
records and signatures are considered
trustworthy, reliable, and generally equivalent to
paper records and handwritten signatures
LIFOFEi 2 IRET DERD, VA7 =2
7 7 a—F O A

executed on paper .

o The use of a risk-based approach when deciding

to validate electronic systems, implement audit o B VATLDNYTFT—h
trails for electronic records, and archive records o ETRLERD EEZFFED S
that are pertinent to clinical investigations e Part312 XU Part 812 @ F CTHJ =41 H

conducted under parts 312 and 812 IRBRICBE S 250807 — A 7

4 For more information, see the guidance for industry Part 11, Electronic Records; Electronic Signatures — Scope and
Application. We update guidances periodically. To make sure you have the most recent version of a guidance, check the
FDA guidance web page at
https://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm. Also, see the
Federal Register of September 5, 2003 (68 FR 52779).
4 FEHBIZ DV TIX Guidance for Industry Part 11, Electronic Records; Electronic Signatures — Scope and Application
EBROZ L, AKX RATEMNCERH SN D720, FDA HA X 0 ADFFRIL Tit Web X—T % F =
v 79 7% Z &, hitps://www.fda.gov/Drugs/GuidanceComplianceRegulatoryInformation/Guidances/default.htm
F 7=, Federal Register of September 5, 2003 (68 FR 52779) L&D Z &,

[GRYE] 2003 part 11 HA # 2 ADOFIFRIZOWTIL, http://www.azbil.com/jp/product/factory/support-
training/validation-support/index.html, % TN https:/bunzen.co.jp/library/ 7>&6 X% 7 > v — RA[ETH 5,
5> See Appendix I of this guidance for a list of other guidances that contain applicable recommendations
SARTA K v AT 2 HESEFIAIZ DUV T Appendix 1 IZEITF T H A X A BBROZ L,

%%%9 &t (& 2
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The goals of this guidance are as follows:

e Update recommendations for applying and
implementing part 11 requirements in the
current environment of electronic systems used
in clinical investigations

o Clarify and further expand on the risk-based
approach described in the 2003 part 11 guidance
to validation, audit trails, and archiving of
records

¢ Encourage and facilitate the use of electronic
records and systems to improve the quality and

efficiency of clinical investigations

AKHA XL ADT—VILLTFCTh 5,

o Part 11 Zff% . HEHORBICHDE, AR
WCHWONDE AT MM -« E3E5
DT DRI 2 FH T 5,

e 2003 Part 11 HA ¥ v ATz F—3
a v, BEARES, FUEROT —h A T EAITO
BRDY A7 _R—=AT7 Fu—F AR L,
I HICERMT 5,

o IRBROME M N REAYEET D202, &
TR OVE A AT LAOFIHELEE L,
SET D,

The Glossary in Appendix II defines many of the
terms used in this guidance. Words or phrases found
in the Glossary appear in bold italics at first

mention.

Appendix I1 O HFEE TIIART A X A THW
5% < DHFBICHOWTERT 5, HiBE TESR
SN2 HEEIIHIHRFICRT A 2 U v 7 TRTs,

In general, FDA’s guidance documents do not
establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the
word should in Agency guidances means that
something is suggested or recommended, but not

required.

—WBIIZ FDA D H A X o ASCETIERICHAT
TOHELEMNT HHO TRy, LA, A
A XU AE, B MYy 7 2B L FDA OBUE
DHEZ S EFTHTHHOTHY | HHSUXIER
RBEENEE SN TOARWIRY | B 2 HLEH
HE L TERTRETHDH, FDADTA X
ANZBT D should &\ ) HEEIL, a4 E
MIFHEREL TCWH Z EZERL TR, ERL
TWDH DI TR,
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II. BACKGROUND

II ;IBE

In March 1997, FDA published a final rule to
establish criteria that must be met when a record
required by a predicate rule® is created, modified,
maintained, archived, retrieved, or transmitted in
electronic form in place of a paper record and when
electronic signatures are used in place of traditional
handwritten signatures.” The part 11 regulations,
which apply to all FDA program areas, were
intended to permit the widest possible use of
electronic technology. These regulations are
compatible with FDA’s responsibility for protecting
the public health, while also ensuring the
authenticity, the reliability, and, when appropriate,
the confidentiality of electronic records, and

ensuring that the signer cannot readily repudiate the

signed record as not being genuine.®

1997 4 3 H 1T FDA (% Part 11 fcfBHI & 54T
L. predicate rule ® TR Hi 5508k, #oD
RbVIz, EBFCER, BIE, MERER fk
CERHESAIEME SN D L&, KOEkDFE
%%%@ﬁb@ BFEAZIAND & E 1T
FTAREZASEEL R LT, Part 11 B,
FDA D¢ _RTOT v 7 F LEICH - T A
SNDZHDOTHY ., TEDHRETIESEFHIFD
FAEZFATL5ZL2BRL TV, ZAbD
B, AREEOLRTEIZS T 5 FDA OB
CEET DL L bIC, BEfEROEIEMSE
(authenticity), {EHEME (reliability), 2 ZEITIG U
THEHEME (confidentiality) %Eﬁ;’% L., ¥2%
K SNTZFERD AW TII72 W, EBAE DRSS
AR TERNEICTHHDOTHD S,
[FRiE] Authenticity Z A ThHH Z & DFE T
EEME LR L72AY, SR G748 O ERJES f5
FEMIC I T D EIEME & IXFFER S ITR 5 7220,

® The underlying requirements set forth in the Federal Food, Drug, and Cosmetic Act (FD&C Act), the Public Health

Service Act, and FDA regulations (other than part 11) are referred to in this guidance as predicate rules.

6 WAL - EHE
7 See 21 CFR part 11.
8 See 62 FR 13430 (March 20, 1997).

- ALBEdR R K OVAS

RIGTEE RSN E M EARTA F AT

S X predicate rule & FESS,
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The 2003 part 11 guidance represented FDA’s
interpretation of the regulations and was tailored to
the technological environment that prevailed. Since
2003, advances in technology have expanded the
uses and capabilities of electronic systems in
clinical investigations. In addition, electronic
systems and technologies are used and managed in
novel ways, services are shared or contracted
between organizations in new ways, and electronic
data flow between parties is more efficient and
more prevalent. The standards and capabilities of
electronic systems have improved, and features such
as audit trails, automated date-and-time stamps,
appropriate validation, and the ability to generate
copies and retain records are standard components

of many electronic systems.

2003 part 11 5/ A % > %1% FDA @ Part 11 DOfiF
WarmL, YRFOHEIFREICEI LD TH -
72o 2003 D, HATOHEAIT LV | 1EERIC
BUILEFVAT LORABIEAL, 728
VAT ANTELZ LA, 6T, &
VAT B ORI H L HIE TR - X
. —e AR Tl LBttt - 2
KEins koizzy, BREMOEFIRT —
H DRI DD IAHIC I > T\ D, &
AT LOFEMER ORENFHEA L, BE AR,
A - RZIOBBY Y A LR Z T Gitle Y
T—var, at—oOfFEK, LEORED LD
IRREREIE. < OB TV AT A CHERERIZEE
STV 5,
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FDA’s overall approach to the 2003 part 11
guidance was to provide a narrow and practical
interpretation of part 11 requirements. FDA
continues to support and promote such a narrow and
practical interpretation in this guidance, including
the Agency’s continuing intent to exercise
enforcement discretion regarding certain part 11
requirements for validation, audit trails, record
retention, and record copying.” FDA reminds
sponsors, however, that records must still be
maintained or submitted in accordance with the
underlying predicate rules, and the Agency can take
regulatory action for noncompliance with such
predicate rules. In addition, FDA continues to
encourage sponsors and other regulated entities to
use a risk-based approach, as introduced in the 2003
part 11 guidance and further described in this
guidance, when deciding to validate electronic
systems, implement audit trails, or archive required

records for clinical investigations.

2003 Part 11 5 A & > AIZEIT 5 FDA DFEA
LT, PRI OBLFEM 7R Part 11 OFFR A 42
22 Tholz, FDAITART A X R
BWTH, ZOX ) kg >BLEMN 2R %
FEEL, #ELHED D LD THY, NYF— 3
REBR, FeERfRER. MONEEKOaE—0
Part 11 EEIZHOWTEYTA K ET S EK 1A
D7V, LU b, Fhékid predicate
rule [Z9E > THERF - $2HH S22 UE 72 597,
Z 35 D predicate rule ~D RGN H -T2 & &
(2 FDA 3B RS SHEZ D Z &8 T
HEWH T EE, AR L Tk<, 2003
Part 11 A X ATHIT L, SHICARTA X
VATHINT D K DI, TRRIKEE SN, &
VAT LD T — g v BGOSR
BEBRICRO BN DD T — A 72OV THE
BRETHHI2T, VAIR—AT7 Fu—F%
ANWD Z e aplxc@nd,
[FR7E] sponsors and other regulated entities /3,
ZOFEFRT L EBIKIEH F OB xS
ikl &7e0 | IR, CRO RERERS
FDA OHifile 5 & 72 Dz R 323, FR3CT
(XFHART SOOI NEBRIKIEES) LFRL
77

‘\/\ %_

° For more information about the part 11 requirements for validation, audit trails, record retention, and record
copying, see § 11.10(a) through (c¢) and (e) and the corresponding requirements in § 11.30.

INYTF—a v BRI, RREkORE

RLEROD = B —

(ZDWT O part 11 BHOFEHIZOWTIE, §

11.10(a) ~(c). (e) K U§11.30 DORILT HEMFESROZ &,
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Acknowledging the technological advances and
remaining consistent with FDA’s overall approach
to the part 11 requirements, FDA clarifies in this
guidance the part 11 controls that sponsors and
other regulated entities must implement, as
appropriate,'* in the current technological
environment. Furthermore, FDA regards the
validation of electronic systems, the ability to
generate complete and accurate copies of records,
the ability to archive records, and the use of audit
trails as powerful tools for ensuring the quality and
reliability of electronic records. Therefore, in this
guidance, FDA encourages and further clarifies the
risk-based approach to validation of electronic
systems, implementation of electronic audit trails,
and archiving of electronic records to continue to
ensure the quality, authenticity, and reliability of
electronic records from their point of creation to
their modification, maintenance, archiving,

retrieval, or transmission. !

KA B AT, B OEARIZES, Part 11
B~ D IR IR BRI~ D — B A R LT
9 Z T, IRBRIKIEE SN, Boli OHINEREE T,
MBS U T O%HR A2 R D B4 5 Part 11 OF
HEMEZ LT 5,

FIEBF VAT LAONY T — 3y, kD5
BINOIEMER I B — 2 TE DR, MU
AL ORI, B sk B K OME M %
MEFEIZT H-OOE Iy — B2 HNDH 2
Enb, RKHAX AT, VAT LDON
UVr—vay, BrEAIOILE, KUE
FLERDRE ZHERT L L EHIlT, ZDDDY
A R=AT Fu—FZWHiIcTH 1N 2 &
T, BREROARL, 1EIE, MERFEEE, R,
B, BEICESL ETOME, BEiEME
(authenticity), {S#EME (reliability) % fE3EIZ3
Do

1. SCOPE
II1. & F &

In general, part 11 requirements apply to electronic
records and electronic signatures and to the

electronic systems used to create, modify, maintain,
archive, retrieve, or transmit them (also, see section

IV.A.Q5).12

—AXAYIZ Part 11 BLfRIE, ek - EE

£, KOEND OIERL, EIE, HERFEE, R

R IEEICHVWSON D ETF VAT AT
HWHEND (IVAQS bERDZ &) 12,

10 For more information, see § 11.10(d) and (f) through (k) and § 11.30.
10 FERNZ DUV TIES 11.10(d), () ~(k), § 11.30. D Z &

11 See footnote 4.
12 See footnote 4.
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A K AT DO
Hand,
o FEHRHMDIGBRTRO LN LHFET, MO

This guidance applies to the following electronic FLEk - BTEA I
records and electronic signatures

e  Records required for clinical investigations of

medical products that are maintained in
electronic format in place of paper format,
including all records that are necessary for
FDA to reconstruct a study

Records required for clinical investigations of
medical products that are maintained in
electronic format and where the electronic
record is relied on to perform regulated

activities

ROV ICEFEATHR SN D B D (FDA
IEERZ FBLT 572 OB X TORL
rxEie)

R OIRR TRO LN L5 T, &
R THEFSND LD TH Y, 2 oBHNE
;KA T DD

IRERDOFEL T, #47 L b FDA #ifil TheE
STV < T, predicate rule D & T
BTN LY FDAICHFES LB D (§

e  Records for clinical investigations submitted to 11.1(b)=H8)

FDA in electronic format under predicate rules, | o JGBRCRO LN LHETEH T, FEEE
Gy A =X VEORRIRES LRIFO
Lo LTHWLND LD

even if such records are not specifically
identified in FDA regulations (see § 11.1(b))

e  Electronic signatures required for clinical
investigations intended to be the equivalent of
handwritten signatures, initials, and other

general signings

1.1
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This guidance addresses the applicability of part 11
requirements for the following electronic systems
used to create, modify, maintain, archive, retrieve,
or transmit an electronic record referenced in the
bulleted list above for clinical investigations:

e FElectronic systems, including commercial off-
the-shelf (COTS) and customized electronic
systems owned or managed by sponsors and
other regulated entities

e FElectronic services, outsourced by the sponsor
or other regulated entities

e Electronic systems primarily used in the
provision of medical care

e Mobile technology

e Telecommunication systems

RAA KX Alx, ERE T IR O E il
ZAERL. EIE. MERFEEE, R, U SUIRLE
TLEDIHHEND, LFOEF AT LI
%9 % Part 11 DTSV THBERD,

o JRBRIKIEE % D Bt G 3 3 T A XU
Y2, RS RFTANI XL 1 I
NEEF AT A

o IBRIKIEHEENDOZFEINDIE T —ER

o FIZEEDRMBIIHNOENDLEF VAT A

o ENSLILEHF

o IHEFHERIE T AT A

For electronic systems that fall under the scope of
part 11 regulations, the regulations distinguish the
systems as closed or open (see §§ 11.10 and 11.30,
respectively).'® This distinction is seldom relevant
because of the pervasive use of the internet and
web-based systems. By permitting access to
electronic systems through use of the internet, the
security that results from restricting physical access
may be lost. Therefore, it would be prudent to
implement additional security measures for such
systems above and beyond those controls for closed
systems described in § 11.10, such as document
encryption and the use of appropriate electronic
signature standards to ensure the authenticity,
integrity, and confidentiality of records (see §

11.30).

Part 11 Bl oo H &GP & e 28+ A7 AT

SOWNWT, B TIEZ e — R AT AL F—TF
VAT LERXHIL TS (ENENSLILI0 L§
1130 #2H) B, ZoRBlX, 1 ¥ —%y

F° Web _X— AT 257 ARRFUIZFIH ST
WHE Lo TIE, 1ZEAEEREZRE 20,
BAL AT INDT TR A B —Fy M%
HCHFA[ T 272, MBI T 7 2 AHIR L C
HREELFINZRNWTHAI, E-T, T
DE IR AT AT, §11.10 TRENbH 7 |
— ARV AT LAOEFOMIZ, FLEROEIENE,
AT VT 4 ROBEEMEZMERIZT D720

2, LEORE SR U 2 BB A EZ B H]
THEOBMNREX2 )T 0 FREH#H LD Z
ENRBERTH D,

13" For the regulatory definition of a closed system, see 21 CFR 11.3(b)(4). For the regulatory definition of an open
system, see 21 CFR 11.3(b)(9).
Br7a—X AT AOHH LOEFRIL 21 CFR 11.3(b)(4) D Z &
21 CFR 11.3(b)(9)Z D = &,

%%;9 HWR&StE (&E 9

=T AT LOHH FOEZET
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IV. QUESTIONS AND ANSWERS: SCOPE AND APPLICATION OF PART 11
REQUIREMENTS IN CLINICAL INVESTIGATIONS
IV. ERi & |% : 1RBRIZBIT 5 Part 11 B3 F &

A. Electronic Systems Owned or Managed by Sponsors and Other Regulated Entities
A BRIEFEEFZFCLIVFANIEFREINSGEF VAT A

Examples of electronic systems used in clinical BERICIB W TR SN D . TRBRIKIEHE 5 O Bl
investigations that are owned or managed by *PGfHA% (CRO. IRB %) 23T A ILEET 5
sponsors and other regulated entities (e.g., CROs, BT AT LOFIZ LTS %,
IRBs) include electronic case report forms e ¢CRFs,
(eCRFs); electronic data capture (EDC) systems, e EDC > X7 .4
electronic trial master files (eTMFs), o ¢TMFs
electronic Clinical Data Management System e ¢CDMS
(eCDMYS), electronic Clinical Trial Management o ¢CTMS
System (eCTMS), Interactive Voice Response e [VRS
System (IVRS), Interactive Web Response e [WRS

System (IWRS), centralized, web-based electronic e ¢cPRO

patient-reported outcomes (ePRO) portals, and elRBs

electronic IRB human subject application systems
(eIRBs). Requirements and recommendations for AETIE, TNHDY AT MIHT D EF K

these systems are described in this section. HELRFIHIZ DWW TR 5,
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U.S. FDA Guidance for Industry (Draft Guidance)

Use of Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR Part 11 -
Questions and Answers No. BZLib-110

Q1. What should sponsors and other regulated entities consider when using a risk-based approach for
validation of electronic systems used in clinical investigations?

Ql. BREBEEZIIERICHNVWABF VAT LADNYF—V g VY RIR—RATFa—F%H

WABRIZED X S LITEETHIEIEIWVWTL L 90 ?

Consistent with the policy announced in the 2003
part 11 guidance, sponsors and other regulated
entities should use a risk-based approach'* for
validating electronic systems owned or managed by
sponsors and other regulated entities.!® Validation
is critical to ensure that the electronic system is
correctly performing its intended function.
Validation may include, but is not limited to,
demonstrating correct installation of the electronic

system and testing of the system to ensure that it

2003 Part 11 A A &> A THlRARTW B FHEHIZE
DOIF7ZR L IBBRIKEE T8 & OFTA SUTE
I LBV ATLENR)T— T LR8I X
JR—AT Fa—F BEHNLIRETHD 5,
B AT AN, BREYIZEL  BEE FT
THLEEMEICTHIEDIZ, NVT—vay
IO TEETHDL, N T —ra Ui,

e EFVATANELLA VA =)L

N N NN

o VAT AETANL, BEXEYIHET D
TEERMEEIITHI L,
ENEEND,

functions in the manner intended.

14 This guidance does not provide comprehensive detail on how to perform a risk assessment. There are many risk-
assessment methodologies and tools from a variety of industries that can be applied. For more information, see the
International Council for Harmonisation (ICH) guidance for industry Q9 Quality Risk Management. Also, see the
International Organization for Standardization’s (ISO) standard ISO 31010:2009 Risk Management — Risk Assessment
Techniques.

WARHA L ATIEY A7 T/ AA Y bOFEITIELZFHMIB~2, BE DY AT TRRAA FHIER
Y LI & TRPESE TCTIEAET D, BEIC W TIL, ICH A4 # > A Q9 Quality Risk Management %&£ =
L, X HITISO  31010-2009 Risk Management — Risk Assessment Techniques H 295 & Lo,

15 See the guidance for industry Computerized Systems Used in Clinical Investigations
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Use of Electronic Records and Electronic Signatures in Clinical Investigations Under 21 CFR Part 11 -
Questions and Answers No. BZLib-110

Electronic records for FDA-regulated clinical
investigations of medical products are used in a
broad range of settings, which vary in importance
and complexity. Similarly, the reliability and
complexity of electronic systems that are used are
variable. When using a risk-based approach for
validating electronic systems, sponsors and other
regulated entities should consider (1) the purpose
and significance of the record, including the
extent of error that can be tolerated without
compromising the reliability and utility of the
record for its regulatory purpose and (2) the
attributes and intended use of the electronic system

used to produce the record.

FDA Kiffi] N C17o4 5 EREG OIFERIZ I )
TEFREPHWON D L, BEEIOEM
SICKVBRA TH D, [FRRIC, Hb5E
VAT AOEEECEMES bk TH D, &
VAT LEDNYF =g U NIY AT R—RAT S
0—F &S & &L, IRBRIIEE S,

(1) FegkD H R OV EEM: (EORREE TOR
DI DIREHEMEZIER ) 2 LR TE D
. KROGESORE Lo Lo X 5 72 BN
HIVTND, &) |

QLR ENERR T D I2DICHWL D E TV A
T LD R OE R S 7 HiE,
EERTDH L,

In general, sponsors and other regulated entities
should have electronic systems validated if those
systems process'® critical records (e.g., records
containing laboratory and study endpoint data,
information on serious adverse events and study
participant deaths, information on drug and device
accountability and administration) that are
submitted to FDA. The extent of validation should
be tailored to the nature of the system and its

intended use.

— AN, TRBRIKIE 513, FDA IR 2

7 VT 4 INIREER (Bl TART — 2R
Y RRA N T2 Gtk HERAEE
LROWERE O TIZHT H1ER. 1BBEETER

Bas DO LSRG IR D ) 2L 16

TOLEFVATLEN)T = T RETH D,
NYF— g VORIV AT AOMWE K OVE
LIRS b D LT RETH D,

For COTS office utilities software in general use,
such as word processing, spreadsheets, and portable
document format (PDF) tools or for electronic
systems that process non critical procedural records,

the extent of validation should be guided by the

organization’s internal business practices and needs.

U—FK7mtyt, A7y Fi— KX PDF
V= VEOTHROWHEFHSRY 7 b =7 &
BETITRWFIRICR L E ik e LT 558
T AT ATONTIEL, N F—3 a3 v OFLE
RN O EBEIT R N=—XZhoTcbD &
T 5,

16 For the purposes of this guidance, to process records includes actions such as creating, modifying, maintaining,
archiving, retrieving, or transmitting.

6 KT A L AZENT, GREROLBIZIE, 1ERL, EIE, MERFEE, R,
PNEENDBDLT D,

W E 7B EZHEDT 7 v a v
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For COTS systems that perform functions beyond

their testing and validation to establish that the

electronic system functions in the manner intended.

D EDC v A7 L% FHEHiRE B2 D%

office utilities, such as COTS EDC systems, BEZRI-THIKS AT HIZHONWTHE, N T —
validation should include a description of standard va U T EGELRETHD,

operating procedures and documentation from the e SOP O], KF

vendor that includes, but is not limited to, results of | o N ZDEE (FBF 2 AT LDOERENEIX

WY THDLHZ LRI RUZIZLDT AR
BN F— 3 v OFEREZETY) O
BETRETH D,

For COTS systems that are integrated with other
systems or for customized systems that are
developed to meet a unique business need of a

user, !’

sponsors and other regulated entities should
develop and document a validation plan, conduct
the validation in accordance with the plan, and
document the validation results. Such
documentation may be reviewed and copied during
an FDA inspection. Validation for these systems
may include, but is not limited to, user acceptance
testing, dynamic testing, and stress testing.
Sponsors and other regulated entities should
perform the validation before the use of these
systems, in addition to initial testing of the
electronic system, to ensure that the system

functions in the manner intended.

o AT JMIHEINHTIRY AT A XiT=
—HPFORR I BV R A= — X 72T 7 DI
BENDHNAZSA RV AT MIHOWTIL, 18
BRKFEE 1IN T — 3 3 VR EAER L,
FEC S TR T a v EERHL, N)T
—va URERELEIITRETH DL, ZhHD
GEHT FDA BERIC L 2 — KN a v —% 3
RENDARERMEDLDH D, ZNHDT AT LD
U7 —a AFHCIE, 22— AT A M #)
7 A N, @MAWT A MBREEND,

VAT AOPHT A MIIMA, AT LF]
HERWBT LRI T —va v L, v
AT AERENEREY ThHhDH Z & 2EICT R
xThd,

==
A,

17" An example of a user’s unique business need may include customization in order to integrate with other software

systems or to address internal processes.
T a—FPDa=—r 7o F% A
DT DHIODHAL~A AR D,

—AOHE LT, MOV ATLEHREG LD, NE 7 2 ATk LTz
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In addition, processes should be in place to control
changes to the electronic system and evaluate the
extent of revalidation that the changes may
necessitate. When changes are made to the
electronic system (e.g., system and software
upgrades, including security and performance
patches, equipment or component replacement, or
new instrumentation), sponsors and other regulated
entities should evaluate the effect of the changes
and validate the changes using a risk-based
approach.'® For example, some changes may be
minor (e.g., bug fixes or security patches); other
changes may be major or particularly significant
(e.g., that cause the system to operate outside of
previously validated operating limits). If the risk
assessment determines that the change is minor or
does not affect the system requirements, the extent
of validation should be guided by the organization’s
internal business practices and needs. Major
changes may require additional re-validation and
critical changes could trigger a re-validation of the

entire system.

IO, B VAT LANOEREZERL, AR
WZEES FANY F— g COREAFET 5729
DTV AZRTLVEND D, BV AT L
EEE (Bl VAT AR T N 2T DT v
TL—R, EXa T 40N T —< U ADT
DOy T R - RSO, ST L EE
& (OB ) Lizé Xk, IBRIREE 5L
HORBEZFML, VAIRXR—RAT T —F%
HAWTEREZANY T — b R&ETHD, filx

X, v A F—REE ] STEESCEFX Y
TRy TF) bHIUE, AV —XIZ VT«
HVIRIEE (B AT KZIERA, LAY
T— b L#HEAERNND L) RETE) bbb D,
U RGOSR, BEER~A T —Th D,
XIT T AT DGR L7 EoflE L7

G NI T —v 3 OFRPITHRN O EBIEIT
R=—RI D, AV Y —RERTIIIHICH
NYF =2 a vBNREERLGEVHL L, 7
UT 4 AIVERERTIIY AT LAEKOEAY F
—Ta VRNMELRDIGELD D,

18 See footnote 15.
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Q2. For electronic systems owned or managed by sponsors and other regulated entities that fall under
the scope of 21 CFR part 11, what will be FDA’s focus during inspections?

Q2. IERIKEESDOFIE T HET AT AN 21 CFR part 11 OFEAFHICA DB A, FDA IIESE

FRICEZICER LETH?

For these electronic systems that fall under the

Part 11 @A INDHE
IZ. FDA &BETIL, BV AT LDOFEIEICHE

VAT LITONWT

scope of part 11, an FDA inspection will focus on

the implementation of the electronic system,
including changes made to the system once in use
and documentation of validation to test system
functionality after implementation, where
applicable. During inspection, FDA will focus on
any source data that are transferred to another data
format or system to ensure that checks are in place
and that critical data® are not altered in value or
meaning during the migration process. FDA will
also review standard operating procedures and
support mechanisms in place, such as training,
technical support, and auditing to ensure that the
system is functioning and is being used in the

manner intended.

HT %, Zaud, 435546, FIAHBRLLIE
DY AT LER [(RFOFEE] ROFEERD T A
T LEREDT A MIRDHNY T —va VER A
=,

FDA 1%, BRI, JT7—% 7+ —~ v Al
VAT MIRESN T —HFICERL, T
v I BTV, 2 VT s —5"0 OffERE
BRREH I N TV W L 2R T 5,
F7-FDA L., VAT LANEEREL . BEX@E Y IZ
FIHENTWD Z &2 HEICT 572D D SOP
kO (Mb—=07 EifiSdg, BE%0) ¥
R—=MEEIRHDHZ LE L E2—T 25,

19 Examples of critical data may include documentation of informed consent, drug accountability and administration
information, or study endpoints and protocol-required safety assessments. For more information, see section IV.A of the
guidance for industry Oversight of Clinical Investigations — A Risk-Based Approach to Monitoring.

WO VTF 4 ANT—=2OFE LTI, A7+ —L K- artr b JRREMEHTE. LORGHERICET
%50, RBEFITE H . AREMEEECRD b RRMEOFMER b 5. FMICOLTIE, FRAT Y
A 4 > A Oversight of Clinical Investigations — A Risk-Based Approach to Monitoring @ IV.A ZH D = &,

% HWR&StE (&E 15
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Q3. Should sponsors and other regulated entities perform audits of the vendor’s electronic systems

and products?

Q3. BREBEEZ IRV FDBF VAT ARUVB R EEETRETLEIN?

Sponsors and other regulated entities often perform
audits of the vendor’s electronic systems and
products to assess the vendor’s design and
development methodologies used in the
construction of the electronic system or the product,
as well as the vendor’s validation documentation.
To reduce the time and cost burden, sponsors and
other regulated entities should consider periodic, but

shared audits conducted by trusted third parties.

RBRIKIEE 51T, XU A OB VAT LJROE
IZDOWTHERZEm L, B AT L&
nnZ BRI H 72O DG - BAFEFIE, KU
Z DN T = a SRR D Z &A%
2, KK O a2 N 2Hif7T 272012, [FEO
BIOHE=HICL2EMMICERIND, Lf
SNITEERR (OFIH) 2BETXETH
Do

Sponsors and other regulated entities should base
their decision to perform vendor audits on a risk-
based approach as described in this guidance (see
section IV.A.Q1). For example, vendor audits may
be important when using customized electronic
systems or when integrating COTS systems with

other systems.

BRI E X, ATA L ADY AT R—2R
7 —F SN TR A ER 2 Ei 5 )
EIDEHWTRETHD, BlzIE, hARF~
A RENTEFIAT L E2FHT 5 L &R
VAT WEMOD U AT DB T H L EiT, X
VHBEENEEL DL THA I,
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Q4. Under 21 CFR 11.10(d), what are FDA’s expectations regarding the use of internal and external

security safeguards?

Q4.21 CRR 11.10(d) 2331} 2N R UIMTORERDOFIAIZOVWTFDAIZED X 572 & % H#

BLTWHWETH,H?

Sponsors and other regulated entities must ensure
that procedures and processes are in place to
safeguard the authenticity, integrity, and, when
appropriate, the confidentiality of electronic records
(see §§ 11.10 and 11.30). Therefore, logical and
physical access controls must be employed for
electronic systems that are used in clinical
investigations, particularly for systems that provide
access to multiple users or that reside on networks
(see §§ 11.10(d) and 11.30). Sponsors and other
regulated entities must ensure that procedures and
processes are in place to limit access to their
electronic system to authorized users (see §§
11.10(d) and 11.30). There should also be external
security safeguards in place to prevent, detect, and
mitigate effects of computer viruses, worms, and
other potentially harmful software code on study
data and software (e.g., firewalls, antivirus and anti-

spy software). 2’

TRBRR IS 5 X sk O B EM:
(authenticity), > 7 7' U7 4 R OWEIZIL T
THEEME (confidentiality) Z{RiET H7-ODF
IEE 7 a2 23T R T LR 5720 (§11.10
KO§11.30 Z2/) . - T, IBBRICHWHLD
BTV AT AR LT, FRlZxry hU—7 R
T 2EBO2—VFIZT 7 22472 &
VIRV AT MK LT, B M Om R 72 T
7 AEB AN S e uiE e Sy (§11.10
FO§11.30 Z2H)

BRIEKIEE ST, ZUOOETF VAT LA~DT
I A%, RBASINTZ2—HFORRET DT
IHE 7 a2 %, HEICERTRITHIER G2
W,

7o, A a—F TR, T—L%ED IR
BT —2Y 7 by TICEEEZDE Y
T hUxTa—FRaz, W MUY,
WELER L=V TH5-00N X2 T ¢
PRERZRITHRETHD X,

20 For more information on internal and external security controls, see the guidance for industry Computerized

Systems Used in Clinical Investigations

DRI RN DX 2 U T o FEOFERIZ DWW T, ERMT A & A Computerized

Systems Used in Clinical Investigations 2D = &
[FRIE] ZDHA X ADOFERIZ OV TIL, http://www.azbil.com/jp/product/factory/support-training/validation-
support/index.html, & OF https://bunzen.co.jp/library/2>H % 7 0 — Ru[HETH 5,
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QS. Under what circumstances are part 11 requirements not applicable for electronic copies of paper

records?

Part 11 EEHNEH SN2 RPEHLIEFIEDL> D TLL D

Q5 DN BF o —IC
D2

Part 11 requirements are not intended to apply to
electronic systems that are merely incidental to
creating paper records that are subsequently
maintained in traditional paper based systems. In
such cases, the electronic systems would function
essentially the same way that manual typewriters or
pens would function, and any signatures would be
traditional handwritten signatures. Storage and
retrieval of records would be of the traditional file
cabinet variety. More importantly, the overall
reliability and trustworthiness of the records and
FDA’s ability to access the records would primarily
derive from generally accepted procedures and
controls for paper records. Therefore, when
sponsors or other regulated entities use electronic
systems to generate paper printouts of electronic
records and those paper records meet all the
requirements of the applicable regulations, and
persons rely on the paper records to perform
regulated activities, FDA generally would not
consider sponsors or other regulated entities to be
using electronic records in place of paper records
(see § 11.1(b)). In these instances, part 11
regulations would not apply to the electronic

systems used to generate paper records.

PERDIENR—AD Y AT A TEHINDEOF
PR BT DD IR ENDE VAT
LAZIE Part 11 EARTE A S 72, Z2D X9
RGE. BT VAT MIEARNCTEE A T T
AZRRVERILEDITHEEL TWDLDOTH
D, BATTFESBLA LD, SLEORE - B
HAEITIERIBY 77 A VXY EX Y e D,
X DICEE R Z LT, SRR sk OFENE
(reliability) - 13 1&M: (trustworthiness), & Y
FDA NGE8kIC T 7 B A TE HRE/IL. — Y
IZFR D BT MR DFLERIZ BT 2 FIEK OVEHLIC
I OHEEEND, Eo T, IRRIKIEE S0 KA
FIRIS 2 7= 0B+ AT L &2FH L, o
FRBET 2 TN TOMRIEE A= L, o
WG 2 K4 2 L CROLERERO AL EHWD
Y. FDA I, BB T D REER DR
DOICEFREEFEZFAH LTS, EiXE xR0y
@uumﬁ%)o:@ioﬁ%éMnuE#
ITHOFLERE AT D EF AT AT S
FANAN
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However, if simple screenshots or paper printouts
are used to produce a report and that report fails to
capture important metadata (e.g., the data
originator and the audit trail of the data) that are
recorded in the electronic system, such paper
records would be regarded as incomplete unless the
accompanying metadata are included. FDA would
require access to the electronic system used to

produce those data to review the complete record

(see 21 CFR 312.58, 312.68, 812.140, and 812.145).

Lol Bz = v —Or R S a7 # 2
WTCLAR— FaERT 5 L&, ZOLAR—MZ
B VAT DGRBS NI HER A X T — X

(B . =2 BEE BRI HAEEhTwn
rnNETHE EOLXD RORERX, (RET
HART—HNEENLRWVIRY, RELTHD
LB EiD, FDA L, ERRFSkE L E o

—F 57D, INHOT—XDERIZHWD
NIZBA VAT LA~DT IV AZRDLTHA
9 (21 CFR 312.58, 312.68, 812.140, K"

812.145 # &)
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Q6. Can sponsors and other regulated entities use and retain electronic copies of source documents in
place of the original paper source documents?

Q6. IFREFEF I IROFERNRA TREHSDOEF L —2FA - RFELTHIWVTLES

2

Yes. FDA permits the interchangeable use of A TH D, EROFEHLORFEOZEM (21
electronic records and paper records for the CFR 56.115, 312.57, 312.62, &U“ 812.140 &
archiving and protection of records provided that D e SAVTWAERY | ALK & HROFL

recordkeeping and retention requirements are met DO EL L AEHNTHEEDR,

(see 21 CFR 56.115, 312.57, 312.62, and 812.140). | {RBRIKFE D (WROFT — X 2 EFET 5728
If the sponsor or other regulated entity intends to LEOHMT) MORT — XA TEFaE—
use an electronic copy in place of the paper source | ZHW\WAH Z L ZFH L TWHOThX=a e —
data (i.e., intends to destroy the paper source data), | ZHfF9 2E T A7 LITIL Part 11 2358 FH &
then part 11 regulations would apply to the N5 (§11.10 LO§11.30 /) . B2 —
electronic system used to create the copy (see §§ MILORILE L IEFEICRT O TH L Z & &k
11.10 and 11.30)). A process should be in place to | GET 5 7 BB X ZG&ITHRETHDH, kD=

certify that the electronic copy is an accurate E—lE, T TOIOFLEk & [F U & OVE
representation of the original paper document. The | ZH 7925 Z & ZfEEL, HAFA Y B TRIET
copy of the original record should be verified as NEThDH, WRIKEHEFILIZORIET =& R
having all of the same attributes and information as —BEMEHRT DT OO FIRELZRITHE
the original record and certified as indicated by a Th b,

dated signature. Sponsors and other regulated
entities should have written procedures to ensure

consistency in the certification process.

In addition, some electronic copies vary in terms of | 1= EO_‘@@*E LR TIHEHEAERHD S

their ability to be modified. For electronic copiesin | &%, ZHEARERE 2 B —IZ O\ TIL, T
which the records are modifiable, it would be 2 B —DE&ME (trustworthiness) <°15 fEIE
important to have audit trails in place to ensure the | (reliability) Z R 2 72DI2, BEARERF 2 3%
trustworthiness and reliability of the electronic FAHZENEHETHSL, Fo. ERRTRLEL
copy. Also, as noted earlier, 21 CFR 11.10 and 912, 21 CFR11.10 & TF 11.30 Tl&, EFriek
11.30 require physical, logical, and procedural DOEIEM: (authenticity) X O 7 7V 7 4 %
controls designed to ensure the authenticity and MEFZT DI OITRRET SN B, FRERRI,
integrity of electronic records. K OVFRHE BN RD LTV D
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Q7. Can electronic copies be used as accurate reproductions of electronic records?

Q7. BEfav—%2BETRHOERLZEML LTHR-THLINWTLEIDN?

Yes. True copies of electronic records may be made | 7] T 5, FLERDED a ' — % JTORLEK
and maintained in the format of the original records | @ 7 +—~ v b, X% GLOFEEONE & Bk
or in a compatible format if the content and DRFF S AL, W2 FE LAEE K V= v — 24
meaning of the original records are preserved and if | (5l : AT 4 7 U —HEDY 7 =T /N—
a suitable reader and copying equipment (e.g., Ry =7) BDELICHLIROIX, ) A0 H
software and hardware, including media readers) are | 5 7 4+ —~» N TIER L, HEFFEBLL T &

W, TRBRIKIE FILE OB FLERNAY T v

readily available. Sponsors and other regulated

entities should designate which electronic document
is the original and should certify the electronic
copies by generating the copies through a validated
process. This process should ensure that electronic
copies of electronic originals have the same

information, including data that describe the

THOINELRTRETHY, FNUT— |
SN TreRZLY ae—%2{EkL, BT
E—ZRAET RETH D, DT e AT,
BFat—2, tOEFREEFE T, URE R
TT—4, WE, 7T EEEDOEREFSZ
LERMEFEIZTNETH D,

context, content, and structure of the data as the

original.
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Q8. Can sponsors and other regulated entities use durable electronic storage devices to archive

required records from a clinical investigation?

Q8. IBRIEHEEZS X, IBRCER SN B RBHE L KB RBHT AL AT —=IA47LTHLENT

Lxo»n?

Yes. Using an electronic means, such as a durable
electronic storage device is an acceptable method
to archive study-related records at the end of the
study. Sponsors and other regulated entities should
ensure that the integrity of the original data and the
content and meaning of the record are preserved.
In addition, if the electronic records are archived in
such a way that the records can be searched,
sorted, or analyzed, sponsors and other regulated
entities should provide electronic copies with the
same capability to FDA during inspection if it is
reasonable and technically feasible. During
inspection, FDA may request to review and copy
records in a human readable form using electronic

system hardware.

ATh D, IR TR, IRBRBE D&%
T—HhATTHEEE LT, REREOE
REEEO LS RETNRFEEHND L
TFFE SN TN D, IEBIKIEE SR T — 4
DA T 7 VT 4 R OGLERDNE & B R
BEns L eECTRETHD, T1-E
TR, MK, Y— b, SR TEDH LD
27— A 7 INTWAHDOTHIUX, FDA #&
LERHZE v —2 T I, 2hnd
BT, oI REEChIVUE, (B
a—T8) MLZEE2TELEIITTAE
Thbd, £z, BERFIZFDAITE TV AT A
DN—FRT7 =7 AN TARTD HERTO
M - a =% 2RI 206 LRV,

Q9. Does FDA provide preliminary audit service to inspect an electronic system used in a clinical

investigation to ensure compliance with part 11 controls?

Q9. FDA IITBBRICBWVWTE TV AT AN Part 11 BFHITHEA L TWVAD I L 2D -DICERERE

ZITWETD?

No. FDA does not perform preliminary audits to
evaluate electronic systems (e.g., EDC system,
CTMS) to ensure compliance with part 11
requirements. These systems would be evaluated

during a regulatory inspection.

HThH5D, FDAITE T AT L (] : EDC &
AT A, CTMS) 78 Part 11 BHEIZHE A LTV
HINE D IERHET 5 L D e ERIEE I TR
W, INHDOTVAT MIELZOFTIHMET S T
HAHI,
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Q10. If anon-U.S. site is conducting a clinical investigation, are records required by FDA regulations

subject to part 11 requirements?

Q10. KEADIGBRERIER TR Z1T 5 55, FDA Bl TRD b S FEITHK L T Part 11 B4

FEAShE 22

If a non-U.S. site is conducting a clinical
investigation under an investigational new drug
application (IND), the clinical investigator and the
sponsor must follow FDA regulations, including
part 11. If required records (e.g., drug disposition,
case report forms, case histories)?' are kept in
electronic format, part 11 requirements will apply
(see section III). Device clinical investigations
conducted at non-U.S sites generally are not
conducted under an investigational device
exemption (IDE). However, in the event where
non-U.S. clinical investigation sites agree to
comply with 21 CFR part 812, for example, per the

requirements outlined in the study protocol or in

KESNOTEEREMER T IND O % & TIRERA
Thio%ma., IRRFEEEM M OTRBKIEE
% Part 11 %D FDA HfillZfEb 22T 1L
H7pvy, ERINDFER (B SEpEhhE,
CRF, BEfEJE) 2 B EATREESNDLD
ThivX, Part 11 ZEREH IS I
B o KESOIRER R CHElE S b %=
FEREER OTRBRIZ—MZAYIZ IDE O F TldfThh
RN, LNLZRDN B SKRIEIS 1R R 5 ft fit 53¢
D3 ) ZVRTR R FE T ROV R R T R A &
DERKE TR SN D ERFHIZLD | 21
CFR Part 812 IZfEH Z L ICEET 2546, 1R
BRIAEEAD & TRBRIKHETE 1 Part 11 %0 FDA
HHNZAED 22T UL 5720,

the investigator agreement, then the clinical
investigator and the sponsor should follow FDA

regulations, including part 11.

FRGESUETIR DO I EE D72 1T FDA IZHEH S 4
ZUESOIEER Y IND XX IDE @ F T{Thi7
WEEEIX, B OEFELICET D
GCP DFEME 2 N &b,

For foreign clinical studies not conducted under an
IND or an IDE that are submitted to FDA in
support of a research or marketing application,
good clinical practice standard for electronic

records and electronic systems would apply.>?

2l See § 312.62.

22 For more information about foreign clinical studies not conducted under an IND, see 21 CFR 312.120 and the ICH
guidance E6(R2) Good Clinical Practice [ Integrated Addendum to ICH E6(R1): Guideline for Good Clinical Practice
E6(R2) (available at http://www.ich.org/products/guidelines/efficacy/article/efficacy-guidelines.html). For information
about devices, see the draft guidance for industry and Food and Drug Administration staff Acceptance of Medical
Device Data From Studies Conducted Outside the United States. When final, this guidance will represent FDA’s current
thinking on this topic.

2 g DOIEERTIND O & THEIE S5 H D2V TIE 21 CFR 312,120 & OY ICH #'A % > A E6(R2) Good
Clinical Practice Integrated Addendum to ICH E6(R1): Guideline for Good Clinical Practice E6(R2)
(http://www.ich.org/products/guidelines/efficacy/article/efficacy-guidelines.html 7> 5 A TR &2 SO Z L [EHEE
2 DU TI the draft guidance for industry and Food and Drug Administration staff Acceptance of Medical Device
Data From Studies Conducted Outside the United States % & = &
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B. Outsourced Electronic Services

B. AEREEINT=E T —E R

FDA recognizes that sponsors and other regulated
entities may choose to outsource electronic services.
Examples of these types of electronic services are
data management services, including cloud
computing services. According to the National
Institute of Standards and Technology, cloud
computing is defined as “a model for enabling
ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing
resources (e.g., networks, servers, storage,
applications, services) that can be rapidly
provisioned and released with minimal management

effort or service provider interaction.”*

FDA [ZIRBR I E S B — B A &4 Z&
FETHZERHLT LML TND, ZDX
IRBLH—ERADHIE L TT —H~wR T A
Nf—bER (270 F2E2—F 2%

—bE2x%Et) BdDH, NISTICkDE, 7
T Rarva—7 7%, HOREAATEE
Rarta—T 4TV Y—A (Xy FU—

. =R, A=Y TFU I —g
P—ER) OEMIC, EInbTH, I,
MEIGTU T, xy NU—RETTY 7 AT
HZEEARRETDHETALTHY ., K/IEDFH
AFE IV —EATu s 2L &Y
THESPCEY ToRE N2 b D) L ER
Ehad 3,

BRAb SNTtbeld, RAA X ARYHE MYy ZIZBT 2 FDA OBUIEDEZ FETRTHD LD,
23 See the National Institute of Standards and Technology’s definition of cloud computing (available at
http://csrc.nist.gov/publications/PubsSPs.html#800-145).
BNISTOZ 70U Farya—7 4V TOEREBZROZ &,
(http://csrc.nist.gov/publications/PubsSPs.html#800-145 T AT A[ HE
[FRIE] INAATBOEN G ERHEERAE I J 0 FIRRS LT 5, https://www.ipa.go.jp/files/000025366.pdf
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When these electronic services are used to process
data for FDA-regulated clinical investigations,
sponsors and other regulated entities should
consider whether there are adequate controls in
place to ensure the reliability and confidentiality of
the data. Sponsors and other regulated entities
should consider the factors in the following bulleted
list when determining the suitability of the
outsourced electronic services. If the outsourced
electronic service does not provide the data security
safeguards described in the following bulleted list,
sponsors and other regulated entities should
consider the risks of using such service (e.g.,
infringement of patient privacy rights, lack of
reliability of the data in the clinical investigation

and its regulatory implications).

INHOEF Y —E A%, FDA Bl T
PINDIEBROT — Z D 7= DITHW D 56
IRBRIKIEE 51X, 7 — % OfFHAENE & B2 1
FEIZT D7D DOHE R EHNRT 5N THD )
EIDERFTTDLEND D, TRBRIKEE S
SR ERET DE AV —EANEYI N E D HyHI
959 ZTUTOHBIZE T AEREZZFE T
XThD, INBEFEEOB I —EARLUTO
HEHTREIND LI RT—FEX=2 U7 1Rk
WAL L TORWES | IRBRIEESIX. £
DY —R&EFHATEEDY 27 (F : B
DT FTA N —DRE, RBRICBIT 27 —2D
{EREME D K0 & EORBE) Z ity 2 %5
wd b,
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Validation documentation (see sections [V.A.Q1
and IV.B.Q15)

Ability to generate accurate and complete
copies of records

Availability and retention of records for FDA
inspection for as long as the records are
required by applicable regulations

Archiving capabilities

Access controls (see section IV.A.Q4) and
authorization checks for users’ actions

Secure, computer-generated, time-stamped audit
trails of users’ actions and changes to data
Encryption of data at rest and in transit
Electronic signature controls (see section V)
Performance record of the electronic service
vendor and the electronic service provided
Ability to monitor the electronic service
vendor’s compliance with electronic service

security and the data integrity controls

NYF—a UERE (IVAQL KT
IV.B.Q15 /)
ERENDFERIRFLERD 2 B — & ERLT D HE
7

A S DRI L0 ke B2 iR 2 i
U CT? FDA #Z2D 7= OFeERD Al FHEHE
FFlOMRAE

T—HhA T T HEES

77 AEH (IVA.Q4 BR) Ko—
DT 7 aDWRF =7

X 27T, arta—Z Il AEREN
D, BALRZTHD, a—FOT 7
3 R ONT — & OREAGER

TRFF R O O 7 — & DI 51k
BELOEH (VEHR)
P2 H KOS D E SV —
E R T D87 g —~ o AR

B —EAXRCEN, EFP—ER2EF
2 VT ARONT = AT T VT 4 DI
DEHEMIIE->TVWHZ % (AE) &
BT 2He
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Qll.

meeting the regulatory requirements?

Qll. IBRIKFELENEF Y —CAZMEERLT IHE. RHRMFZmETIRETHECDHY E¥

If sponsors and other regulated entities outsource electronic services, who is responsible for

H?

Sponsors and other regulated entities are
responsible for meeting the regulatory
requirements. Moreover, sponsors are responsible
for assessing the authenticity and reliability of any
data used to support a marketing application for a
medical product. Thus, the sponsor is ultimately
responsible for the clinical investigation and for
ensuring that all records and data required to
adequately perform and document the clinical
investigation are obtained and available to FDA
upon request and in a timely and reasonable
manner (21 CFR 312.57, 312.58, 312.62, 312.68,
812.140, and 812.145).

BB 2R T 5 2 L OEEIL, 1BBRIKE
FHEIIZH D, S OITIRBRIKEE X ERIS O
MROHFEEY R — T H20DT— X DHE
1EME (authenticity) & OMEHEME (reliability) %
FEHT A BB D, fEo T, IRBRIKIEE 1 XIA
BRICOW TR R BT EZR L L BT, 1k
BRSO FE L S 4L, CELEShizZ & &R
TITRTOEk - 7 — X & AF L, FDA O
DITIE L, A LU o BHICERtTE S
X2+ 2 RKN2EFEMLNL S 5H 21 CFR
312.57, 312.58, 312.62, 312.68, 812.140, and
812.145),

Q12. Should sponsors or other regulated entities establish service agreements with the electronic

service vendor?

Q12. IBRFEELIIBF I —EARVF LI —ERIZTOVTABLTEBILERH D 7

Yes, sponsors and other regulated entities should
obtain service agreements with the electronic
service vendor. Before entering into an agreement,
the sponsor or other regulated entity should evaluate
and select electronic services based on the
electronic service vendor’s ability to meet the part
11 requirements and data security safeguards
described in the previous bulleted list (see section
IV.B). Service agreements should include a clear
description of these specified requirements and the
roles and responsibilities of the electronic service

vendor.

DY, FRIKEEETEF I —EARH
MHYP—EAEBELAFTRETHD, B
THHENS, BRI E ST, EF - Ay
23, Part 11 EEL O ERRCHESGES LT
—2tFxa2 T 4 R#ER (IV.B SR & e T
DHENDHHINE S INZHEASNTEF—E X
ZEHMEL, BET RXETHL, Y—EAHEE
X, IO OEM KNEF—EAXRUH
DOEE L BT HEICRETREThH D,

Iz
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Q13. Does FDA consider it acceptable for data to be distributed across a cloud computing service’s
hardware at several different geographic locations at the same time without being able to identify
the exact location of the data at any given time?

QI3.FDA X, T— 4 BPEBOHBHICRRLE 77U FarBa—T 4 v I —ERADN—FyY =

T OB EN, POobIRRTT — AN EZ L ID/RETE VIR EFTAERLEE X

TWETH?

If appropriate controls are in place, there are no
limitations regarding the geographic location of
cloud computing services. However, it is critical for
sponsors and other regulated entities to understand
the data flow and know the location of the cloud
computing service’s hardware in order to conduct a
meaningful risk assessment regarding data access,
integrity, and security. Data privacy laws may differ
from country to country. Therefore, sponsors and
other regulated entities should perform appropriate
risk assessments to ensure that data residing on
storage devices outside their country can be

retrieved and accessed during FDA inspections.

WOIREENH T O TV, 777 Kav
' a—T 4 v 7Y — 2 OIS DWW T
BRICHIBRIZ A2V, L LS B, IRBRIKHE S 2
N, T—=BTIRA T=EALTTVT 1,
X2 U T AIZOVWTEROH D Y A7 Gl &
FEWad 57012, T— X ORNEEEL, 7
T RaLsEa—T 4T Y= AD/N— R
=T O EM > THEL ZEIIMO THETH
Be T—BTTAN—ICHT HERITE D &
(R D, 6> T, BRI, @Y
27l A S L, BN H DIEEEEICH D
T — X ) FDA ERRFIZHY H3 2 LT,

TIEATED I L HEFRICTRETH D,
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Questions and Answers

Q14. What should sponsors and other regulated entities have available on site to demonstrate that

their electronic service vendor is providing services in accordance with FDA’s regulatory

requirements?

QU.BFV—ERRUF N FDA OHFIBEH 22 LI — R 2L WD Z L E2RTED
I, IBRIREESIMTE2EE L CTBWELIWTLE I MN?

Sponsors and other regulated entities should have
the following information available to FDA upon
request at each of their regulated facilities that use
the outsourced electronic services:
o Specified requirements of the outsourced
electronic service
o A service agreement defining what is expected
from the electronic service vendor (see section
IV.B.Q12)
e Procedures for the electronic service vendor to
notify the sponsor or other regulated entity of

changes and incidents with the service

IEBRIHEE 2, B T d D sk B —

A ZIREFEL T DA, FDA M Efts

FORLIZEE A, TreofFma L Tk

{RETHh D,

o SNBEFESNIZEF P — ERITHT HEK
HIH

o BT —E AR FIMENRDDNERT
- 25EE (IVB.QI2 &)

o EAV—UEARVENIRBRIKIEE S ) —
EAEHERA T M EEMT 57200
FIE

Q15. What should sponsors and other regulated entities consider when deciding to validate

outsourced electronic services that are used in clinical investigations?

QIS BB THIAT AARMEEENTZEF I — R ENYF— 5 LIRELEES. BRIKEE

HXEDI ORI LEBELELIXNOTLLE Y N?

A risk-based approach to validation similar to that
described in section IV.A.Q1 should be taken for

outsourced electronic services.

INREFESN DB —ERIZHONTH
IV.AQl TR L5z, N F—va iz
YA R—=AT 7T —FHNHXXTh
2.
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It is ultimately the responsibility of the sponsor or
other regulated entity to ensure that the outsourced
electronic service is validated as appropriate.
Sponsors and other regulated entities should obtain
documentation from the electronic service vendor
that includes, but is not limited to, a description of
standard operating procedures and results of
testing and validation to establish that the
outsourced electronic service functions in the

manner intended.

INREFES NI B —EAREYNNY 7
—REINTWVD Z & E2EEICT DK E
RIXRRIKIEE S 2 5, RBRIKES %I1XE
FH—E AR H D, SOP, T A MERK
OIMRZEFES LD BT — B A DOHRED B X
WY THDHZEERTNY T — 3 R

T 2GR EAFTRETH D,

Q16. Under what circumstances would FDA choose to inspect the electronic service vendor?

Q16. LD X ORI TFDA IZBF VIV —EARVFEEERRIZLETN?

Under certain circumstances, FDA may choose to
inspect the electronic service vendors, such as when
they are or were engaged in providing services and
functions that fall under areas regulated by FDA.
For example, if the criticality of the investigation
requires inspection and the required records are not
available from the sponsor or the clinical
investigation site, FDA may choose to inspect
records specific to the clinical investigation at the
vendor’s facilities to ensure that FDA requirements
are met. The sponsor or other regulated entity is
ultimately responsible for ensuring that regulated
records and data are available to FDA during an

investigation or an inspection.

—EDFKM FTFDAITE T —EARV X%
BEEANRICTDHZEND D, Blz1E FDA EifiE
TICHDL Y — 2Pl L TV D, T
L L7EZ R L LI RGAETHD, HlZ

X, OO THERIGR TERPMLEICRY
R S 42 FRER TR 12 b IR BR FE M X
IZH M L X FDA OZERFIHENH 7= ST

WD ZEEREFIIZT H-DIIC, FDA IR X

Dl THRAIEBRIC PR T Dtk a AR T 57
REVEDN D 2, TRBRFEMMIF o X ORI, B

(2 D AR BERITIRBRIKHE FI2H D,

k5 DFCEk % FDA ICIRECE 5 2 L 2 kR
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C. Electronic Systems Primarily Used in the Provision of Medical Care

C. EL L TEROBHEDI-DIZTFIHENIZBEF VAT A

For the purposes of this guidance, electronic
systems used in the provision of medical care (e.g.,
electronic health records (EHRs)) generally are
systems that are (1) designed for medical care of
patients not enrolled in a clinical investigation and
(2) owned and managed by the institutions
providing medical care. These electronic systems
may produce additional electronic records during
the course of patients’ care (e.g., hospital admission
records, electronic health records, pharmacy
records, laboratory records, imaging records,
electronic consultation records) that may be useful
for providing data in clinical investigations. As
provided in the guidance for industry  Electronic
Source Data in Clinical Investigations, FDA does
not intend to assess compliance of these systems
with part 11.2* For more information on best
practices for using data from EHRs in FDA-
regulated clinical investigations, see the draft
guidance for industry Use of Electronic Health

Records Data in Clinical Investigations.”*

KA B RNZBNT, EREZRET 572012
AN DEF AT 5 (B - BEf2iEeiek)
. —ARAYIC
() JBRICBE STV R WEBEFE~DER Z it
T 270D bDOT, 1o
() BEREREMETLEREEEICIVATA S
BHINTHDHD
95,
INHDEFVAT MIBHE~DERZE L
T, IRBRT —# L LCH A M- e Fiek
(B - APeicék, Brioitacak, &I, 7
ANRCEk, EfgECER. B THHERRCEY) E/ERKT D
SEnd 5, ERMITTA KX A TElectronic
Source Data in Clinical Investigations] TR~
72X DICFDAIXZN G DY AT L73 Part 11
IZH S LTV D E D M EREE L7sv 2, FDA
HH R T ORBRIZI T B2k DT —
BEFATDHIDDRANT T 7T 4 ADFEH
X, ERmT O RT 7 MiA & A [Use of
Electronic Health Records Data in Clinical

Investigations| ® SO &,

24 For more information, see the guidance for industry Electronic Source Data in Clinical Investigations.
IOV TIE, FERMIT A Z 2 A Computerized Systems Used in Clinical Investigations 22D = &,

[FRIE] ZOHA X AOFIFRIZOWTIL, http://www.azbil.com/jp/product/factory/support-training/validation-

support/index.html, & OF https://bunzen.co.jp/library/2>H % 7 o — Ru[HETH 5,
25 When final, this guidance will represent FDA’s current thinking on this topic.
BEbshs &, KITA X ANZO My 71T % FDA OFRFOEZEZ FaernT DL b,
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D. Mobile Technology
D. E/A VEAfT

Sponsors and other regulated entities may use
mobile technology during the course of a clinical
investigation to capture, record, or transmit data
directly from study participants. The
recommendations in this section apply to mobile
technology used in a clinical investigation whether
that technology is provided by the sponsor or owned
by the study participant (i.e., bring your own device
(BYOD)). For the purposes of this guidance, mobile
technology refers to portable electronic technology
used in clinical investigations that allows for off-site
and remote data capture directly from study
participants and includes mobile platforms, mobile
applications (mobile apps),*® wearable biosensors
and other remote and ingestible sensors, and other

portable and implantable electronic devices.

RIS 3, BRI 28 U T, 1RERE
FHINDEET —F 2 ANF, fibk, BET L5720
IZENA AR EFIH L TH LV, AEOHELE
FHT, TP RREKEE I L VRS D)
BBRSMEARANDO LD (72105, BYOD) Th
Db BT, IR CHIA SN D E /A L
A END, RATA X AZBWT, AN
A NERIE, BBRTCTHVWLND ., IRBRBINE D
LEHE, T 7 A FREREMD DT — & Iifs
FARRICT D, W CEIETHITCHY . £
NANTZ > T4 —b, ENLIATTYr—
sl DT IFIANL TV EED,
B ATRE XA 7T v M ATREZRIEE O EIL T
A5,

26 For the purposes of this guidance, we do not distinguish between a mobile app and a “mobile medical app.” A

“mobile medical app” is a mobile app that meets the definition of device in section 201(h) of the FD&C Act and either

is intended to be used as an accessory to a regulated medical device or to transform a mobile platform into a regulated
medical device. For more information, see the guidance for industry and Food and Drug Administration staff Mobile
Medical Applications.
2 KA F L ATBNTE, B AT T EENAVERT 7Y LIEKFILTOAN, BN LVERT 7
UL FD&C LD 201(h)DEZR D ERICYU TIXEDL DO TH Y . Bl S5 EBEHEZR I L THRBIBIZHNW S
NLEbDOTH D, FEMICOVNTITZER KO FDA BB [MF 77 A 4 > X Mobile Medical Applications % Z: D =
Lo
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Q17. What access controls should sponsors implement for mobile technology accessed by study

participants for use in clinical investigations?

QITIEBRIZBWCHIRAEN D, IBRBIMEBNT 7 B AT BHELNVERICH LT, IBBREEE I

EDEIRT 7 BRAFEREZITATLNTLE I ?

Where possible, sponsors should ensure that basic
user access controls (e.g., identification (ID) code,
username and password combination, or electronic
thumbprints and other biometrics) are implemented,
as appropriate, for mobile technology used by study

participants in clinical investigations.

ARETHIUE, TRERICB WL TR S INE 23] H
T B E A NI ONT, IBERIEE 1T,
KWy 7w 2B (] ID 23— K, 22—+
A, NAU— FOMAEDYE, B IEIGEREE
DXL F X PT2X) PEulcFEEIL TS
ZEERMEIITRETH D,

Specifically, for mobile apps that rely on study
participants’ user entry, access controls must be in
place to ensure that entries come from the study
participant (see 21 CFR 11.10(d)). For wearable
biosensors and other portable electronic devices
intended for a single study participant to wear or use
(e.g., small physiologic sensors with no display
screen), basic user access controls may be difficult
to implement. In cases where access controls are
impractical, sponsors should consider obtaining a
signed declaration from the study participant
confirming that the device will only be used by the
study participant. Basic user access controls are not
necessary when using ingestible sensors and

implantable electronic devices.

BBRSINE D ATNAKFET HEASNA VT T YT
X, BRSMEICEIV AN ENTZHDTHD Z
EEERICTDEOOT 7w AEHEBHIT bR
RFHIER 5720 (21 CER 11.10(d)& ) , i %
DIRRBINE N L 245 IRz BEH L=
=T T T NNRA G O e E
s (B oRAZ Y =2 DRV NS IR
Bt h—) TiX, BRWRa—YT 72
HAFET L2 LITREENS Ly, 727 E
AEENBRO TIE R WA IRRIKEE 1R
BREINE NS, RAOHDLEs R EFITT 5
BEE L -BASIN-EEE2ATTLL
EREITRETH D, KNIV IAEND
=0 T T R INDEFEERITONT
(X, BEAMZRT 7 B AEEIIARETH D,
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Q18. When using mobile technology to capture data directly from study participants in clinical
investigations, how do sponsors identify the data originator?

Q18. IERBMENCEET —F 2 AFTIDITENMNEMERATL L E, T—FREHI

EOBAILIZDXNWTLE S ?

For the purposes of recordkeeping, audit trail, and
inspection, each electronic data element should be
associated with an authorized data originator. The
data originator may be a person, a computer
system, a device, or an instrument that is
authorized to enter, change, or transmit data
elements via a secure protocol into the sponsor’s
EDC system or into the electronic system of a
trusted proxy agent such as a contract research

organization.?’

FLEROE L, AR EZOT DI, &
@%fFiﬁi%\mTéMKT Z R
BB A MERH D, T—HFREE &
%ﬁ%ﬁ%@mm&%%A11(aw
®)hﬁéntﬁﬁkw BT AT LTK)
LT, T—XHEHREONT), BH, B&elh7 o
FaMZ LD fnEE, FFASRc A, 2
a—H VAT A, iR IFEETHD Y,

If a study participant who is using the mobile
technology actively participates in the performance

measure by entering and submitting data to the

FNA VER AR T D IRBRS NS DR BRI
FEHE DO EDC Y AT LT — & % N1 - 2
52 L TREEIAOIC /N7 4 ——~ o A EHANZ SN

sponsor’s EDC system (e.g., when using an ePRO | 7% (f§l : ePRO 7 7'V %%'J)iﬁ T5. IR
app or when performing visual acuity testing), the | fZ T 5) & &, 7 — X BEHIXRHRS
study participant should be identified as the data 75,
originator.
27 See footnote 24.
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If the mobile technology, such as an activity
tracker or a glucose sensor, transmits data
automatically to the sponsor’s EDC system
without any human intervention, the mobile
technology should be identified as the data
originator. In these cases, a data element identifier
should be created that automatically identifies the
particular mobile technology (e.g., name and type)
as the originator of the data element. Information
associated with a data element includes the origin
of the data element, the date and time of entry, and
the ID number of the study participant to whom
the data element applies. Once set by the electronic
system, this value should not be alterable in any

way.?

RS/ NV a—Ak o P— — 2,
H BN T A VAR D B N E ST ST TR
{KHEHE D EDC v AT AMIHRE SN DG, 7

— A REFITEANA NI E D, 2D X D7
Bt  E DOFE N NHIGN T — 2 BROFGEHE
ThHZLEHBMCEETEL LTS
k@@fLi%$%W%mhzﬁ\@)%é
T D MEN B D, T — X ERIZEEE T 5 I
LTI, T X ERORBEE. AJTHEE, X4
ST — A ERIBRDIBRSINE D ID E13dH

B, (ZOF—FBRHHITE) Vol AE
VAT ATHRELED  EOMEITERSTRET
IR0 28,

In some cases, data from the mobile technology
may be obtained in the course of medical care and
may be entered manually or automatically into an
EHR. The EHR data may, in turn, be used in a
clinical investigation and entered into the
sponsor’s EDC system. In this situation,
identifying the EHR as the data originator is
sufficient because sponsors are not expected to
know the details about all of the users and mobile
health technologies that contribute information to

the patient’s EHR (see section IV.C).

SR o TE, AL AN DT —4
ﬁ@%@@&fﬂ%ént@\iﬁxmaﬁ
TEFZRILEICA N SN T5, £LT
Z DEBIEFLEROT — Z NIRERICHIH &
. IBBRIKHEHE O EDC v AT MM AT &S5
ZebdhD, TOXOIRGEIT, T—FRIE
BB DIFLEICT HZ L THRDRY, &
V) DITIEBRIKIEE 121X, BEOE 2T
FRIEH DT D2 —PRLF /A L~ L A
EWV o TCEEEER A AT 5 2 EiE, HiffEh
TRV LTHD (IV.CEH) |

28 See footnote 24.
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The sponsor should develop, maintain, and make
available a list of authorized data originators.
When identification of data originators relies on
usernames and unique passwords, controls must be
employed to ensure the security and the integrity
of the authorized usernames and passwords (see 21
CFR 11.10(d)). When electronic thumbprints or
other biometrics are used in place of username and
password combinations, controls must be designed
to ensure that the biometric identifier cannot be
used by anyone other than the identifier’s owner

(see § 11.200(b) and section V.Q27).%

TRERIKIEE X, AR SNTT —FREHD—
TalEp, MEFFL, BT oL oIl TE
SWMERDHD, T—HREHDOID L LT
—YPH Lo == AT — REFIAT 50
Thihu, Beanica—¥4 ERRAT—FR
DEX2 VT A RO T 7 VT 1 HiEEIC
THOOFEREFR T RITL 6720 (21
CFR 11.10(d)ZH) , 2—F 4 E /AT — R
DROVICETHEEDNSA T AN 7 X%
FHT D EE, SAA A MY 7 X2 X D5k
DA ELUSMCFH S eV & 2RIz
HEIEHERI LI sy §
11.200(b) KT V.Q27 ZMR) ¥,

Q19. Does FDA consider the mobile technology to contain the source data?

Q19. FDA ITENA VEWICRT —#BREEND LB L TVETN?

When mobile technology is used in a clinical
investigation to capture, record, and transmit
study-related data directly from study participants,
the data are collected and stored, perhaps for very
short periods of time on the mobile technology
before being transmitted to the sponsor’s EDC
system. In some cases, the data may pass
temporarily through various electronic hubs or
gateways before reaching the sponsor’s EDC
system. This could make the location of the source

data difficult to determine.

TRBRIZEBW T, BN LETN 2 LTI S
N7 & EHAERIC B 57 — & & Bl

RiEk, HRIET D & & IRBRIKHETE @ EDC (28R
KENDETOIFAOHEWE, F—ZITEN
A VB BICIEE S L, BE b, HAIC
Lo TiE, =27, IBBRIKEHE O EDC ¥ 2
T AEL AN, Ha B ANTRS— Y
A & —HFICRB T 5200 Livien, 20
EORBE, BT =2 OB ET 5L
FEEL < 72 %,

2 See footnote 24.
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FDA considers source data as data that are first
recorded in a permanent manner. In general, for
data collected directly from study participants
through mobile technology, the first permanent
record is located in the sponsor’s EDC system or
the EHR, and not in the mobile technology. FDA
does not intend to inspect each individual mobile
technology used in a clinical investigation to
capture, record, and transmit data directly from
study participants because access controls (see
section IV.D.Q17), audit trails (see section
IV.D.Q20), and validation (see section IV.D.Q21)
that would be applied would help ensure the
reliability of the data.

FDA D& 2 Tld, T —% &%, YN
7 kTl s nzT —2 Th b, M
(2, ENA VAR X 0 IRBRSINE > O B HE
ESND T —ZIZOWTIE, D KK
7eFiERIE. IBBRICH OV D IVRBRSINE NG E
BT — 2 MG, ek, BET 5 E A EL
fir& Vs X0k, TR O EDC & A7 A
XL EAZWFLERIAFET D, FDA & LT

X, R CTHOW O IIEBRSINE NG EET —
X AR, FiEk, [RET D E A VT

2 \CBET HEKITR, W bR,
HEns7 7 2E8 (IVv.D.Q17 M) | &
EREHF  (IV.D.Q20 ZE) KUY F— =

> (IV.D.Q21 2/) 12k 7 —& OfEEEN
ERTEDLMNOLTH D,

Q20. What should sponsors consider when implementing audit trails on data obtained directly from

study participants using the mobile technology in the clinical investigation?

Q20. HBRITIOVTE AL AN & AV CTHRRBIE b EEIE L7 — ¥ o5t L C B aibh &

FEETOIRCEDIOIBRILEZERTRETLLIN?

When data are copied or transmitted directly from
the mobile technology to the sponsor’s EDC system
or from the mobile technology to the EHR and then
to the sponsor’s EDC system, the audit trail begins

The sponsor’s EDC system should capture the date
and time that the data enter the EDC system and
identification of the data originator (i.e., study
participant, mobile technology, or EHR). In
addition, the date and time that the measurement
was made should be recorded and available to FDA
at the time of inspection if it differs from the date

and time the data enter the EDC system.

at the time the data enter the sponsor’s EDC system.

F A VEAT B IRBRIKAEF D EDC 2 AT A
WCER, XEFR2ERSRE T — 2R ay
—X(THRE S D & & RIS O EDC v
AT BT — B2 BT S TR0 & B AL TR
(DEAS) BpE D, TEBRIEE O EDC
VAT ATIX, T—X D EDC VAT AIZAT)
SNTZHRER T —2%EFHDO D (T72b
B, WBBRSINE . A VEAN, UTEF2E
Rifk) EELEKTRETH S, IDIT, FHllsh
72 HEFN, EDC VAT LA SN HEEL
Bip DA, & BRELFLEE L. FDA
DELZRHZHEATRE L T R&ETH D,
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In cases where the study participant actively
participates in the performance measure and
manually enters the data into the mobile platform
(e.g., tablet computers, smart phones) or other
portable device, the mobile technology should be
designed to prevent unauthorized modifications to
the data before those data are transmitted to the

sponsor’s EDC system.

TRERSINE D387 —~ o ZAFHANZREBIAIIC S
ML, ENANT Ty FTH—0 B #7L
vy hara—4%, Av—h74) FEOWR
BRI FE T — X AT 256, 1RBRIKEE
?D EDC v AT DT —Z NEES D ETD
Mz, B SN WEEMThOI WX 9 EAN
ANFZ R T RETH D,

After the data are transmitted to the sponsor’s EDC
system, only clinical investigators or delegated
study personnel who are authorized to make
changes should perform modifications or
corrections to the data. Modified and corrected data
elements should have data element identifiers that
reflect the date, time, and data originator and the
reason for the change. Modified and corrected data
should not obscure previous entries. Clinical
investigators should review and electronically sign
the completed eCRF for each study participant
before the data are archived or submitted to FDA.
Use of electronic signatures must comply with part

11 (see section V).

T — 2 BIBBRIKFETE O EDC ¥ AT LITHAEE S
NiztklE, BT 5 2 & &R S iBBRET
[ Al ST HE PR Z5 38 S VT 1B BR ALY B D By T —
ZOERERELEZITINETHDH, BH - EIE
éﬂt?~&£f@%~&£$ﬁ%%mﬁ\%
IR, &%h% AR NN R Y )
REThDH, T—HFELEE - EET LA
uﬁl@lj}fﬁwﬁ%éhﬁb\i o) Gm‘é%%ﬁi
5, WBBRELEMT. 72087 =04 731
S0, XX FDA c:%ﬂjéﬂéﬁﬁ I, Hlas
& D5E472 eCRF Z L E2— L, BFELT
REXTh b, %%%ﬁ@*ljﬁml&)kofﬁiPaﬂ
LIZHEIL L 72 72 o720 (VBR)

30 See footnote 24.
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Q21. What should sponsors consider when using a risk-based approach to validation of mobile

technology used in clinical investigations?

Q21. IBRIZHIAH SN D ENRS NEWDONRY T = a NNV AT R—=RT T u—F 2 VB EICE

BREBEEIIEDOL YR L ITEETHIEXINTLE I 2 ?

For mobile technology, validation ensures that the
mobile technology is reliably capturing,
transmitting, and recording data to produce
accurate, reliable, and complete records. For
example, if a wearable biosensor detects a blood
glucose level of 87 milligrams per deciliter, the
validation should ensure that the value is correctly
and reliably captured, transmitted, and recorded in
the sponsor’s EDC system. Sponsors should
validate the mobile technology before use in the
clinical investigation. In addition, sponsors should
ensure that device and software updates do not
affect the reliability of the data that enter the

sponsor’s EDC system.

ENRANFERONR) F—2 g 0 01%, ENA
VEAR S, EMETEEO TE D582 R ekt
T DD DOT — 2 % FRICEIG - 5k -
FUERTCED L RMERICT L ETH D, i
Z21E. T2 T 5 I ANA A W — T
2N 87mg/dL THDHZ LxmHT L&, Y
F— a3 T, T DNIEMIC, FRICES
i, #5iE S, EDC VRBRIKHETE @ EDC + A
T LTRSS NS Z L HEIEICT B, TRBRIK
FEE 13 S A VAR 2 IR BRI R 3 D Al S
UTF—hLTBLIRETHDH, EHIZ, IRRIK
FEE IR O 7 h o = T OBEHN, 1GR
{KFEHE O EDC Vv AT ARV IAENDL T —H
DM EE 5N A FEICT
T Ths,
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Part 11 regulations do not address the performance
of wearable biosensors, mobile apps, or portable
devices (i.e., the ability to measure what they are
designed to measure). For example, validation
does not apply to the ability of an activity tracker
to accurately and reliably measure the number of
steps walked. Although performance of the mobile
technology is critical to the clinical investigation,
recommendations for the performance of specific
mobile technology designed to measure specific

biomarkers or physical activity are beyond the

Part 11 JHH| TIX T =7 F T A W —,
ENRNANT TN WA DN T F—~ A
(T72ob, REFSINEY IZEHHT H8E7)
[ZOWTIEfIL TR, Bl 20X, TEBERT
RIS, BHREICHBWTSEEZFHHTE 200 E
IMINRNYF = a OB LIRS,

BERIZEB W TEANA VT DT p—< R
PO TEETHHELTH, FEDNAF
~ = —RRHRIEB A FHT S K O REFS
ToHREE DS A JVEAR IS )T 2 HESE SR A
A K 2D A Tod %, FFDCA 1

% B

scope of this guidance. For mobile technology that | (21 U.S.C. 321(h)) ® 201(h) T/E & b iL7-Has
meets the definition of device as defined in section | D EFIZ Y TILE B EF A NVHEHMFIZHOWT

201(h) of the Federal Food, Drug, and Cosmetic
Act (21 U.S.C. 321(h)), other regulations and
policies may apply

X BOBEIL TR REN S D,

Q22. What security safeguards should sponsors implement to ensure security and confidentiality of

data when mobile technology is used to capture, record, and transmit data directly from study

participants in clinical investigations?

Q22. IBRRIZBWT, IBRSMEFEBNEET —F 2 &,
HLx, X2V T 4 KOBELEEZRERTHT-D1
FWTLEID?

5% BT A EOITEAL AERE RV
EDX X a VT4 REREZFRTIT

-
=~

The mobile technology must ensure the security and
confidentiality of the data when the technology is
used in clinical investigations (see 21 CFR 11.10
and 11.30). If the data are transmitted wirelessly
from the mobile technology to the sponsor’s EDC
system in a clinical investigation, the data must be
encrypted at rest and in transit to prevent access by

intervening or malicious parties (see § 11.30).

RBIZEANA NAHITZR VD XX, T—4%D
X2 U T 0 ROMEMZ I L7z
572 (21 CFR1L.10 XY 11.30 /) . 165k
IZBWT, BRI LD T —F SE A LETR )
SRR D EDC ¥ AT Lhfiik S5
B T X B RERER MRERICH S L,
ZLED ETHEREREROENLDOT 7k
A2z BRI IE 7 B2y (§11.30 )
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For wearable biosensors and other portable or U= T T TN G =R OB F A
electronic implantable devices, data encryption may | > 7 7 > kN A[REZRE T HEERICB W TR, 7 —%
be sufficient to ensure the security and DEF2UT 4 LREBEEEZHREICT LD
confidentiality of the data. On the other hand, X, T2 EESLTHZETHATHA D,
additional controls may be important when using FTDO—HT, ENANT TIVRLENANVT T v
mobile apps and mobile platforms. In addition to b7 4 —LZFHT 5 L BN E A E
having encryption and basic user access controls in | Z & 72 %, Ko (bCERARA—H 7 7 2 2 FH
place (see section IV.D.Q17), sponsors should (IV.D.Q17 Z/) Z&IT 5 Z LITA., IRk
consider implementing additional security FEFIT FRROBMM X2 U7 o REROSE
safeguards as follows: LERFTRETH D,

e Remote wiping and remote disabling o EEHRAEIC X D1HE K Ol

e Disable function for installing and using file- o T ANIET TV A A M=V KUF
sharing applications 3 2 BERE D LN

e Firewalls o VAT Ut —)b

e Procedures and processes to delete all stored o ENA VEAITE BERE ST AT D ENC,
health information before discarding or reusing T RTO, ST D EFE R Z HIBR
the mobile device TLHDDOFIAKL N T 1& X
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Q23. Does FDA expect sponsors, clinical investigators, study personnel, and study participants to be
trained on the use of a specific mobile technology if the technology is used in a clinical
investigation?

QIERITEB W TENAAL VBN 5 B A, FDA X, IBBIKIEE . IBREMEERM. RRERE.

BOEBRBINE N, YUFEEAANEROHBHIZOVWT L —=0 7 &3 2 L2 LTVWET

2

Yes. Sponsors, clinical investigators, study DY, JRERIKEE . 1RBRE(EERM., 1R5RE
personnel, and study participants must be RE. KOEBRSINF X, IR THWS £ A
adequately trained on the use of any mobile NEROFIRIZOWTHEDIC FL—=7 S

technology they will use in a clinical investigation | 727 #UiX72 572\ (21 CFR 11.100)&H) . b
(see 21 CFR 11.10(i)). Training should occur before | L' —=12 7%, E A VEROFIHE D 5

the use of the mobile technology and whenever BT, K ONEBRII B S L HETiF ok LT
changes are made (e.g., software or system B W YT N2 TRVATLDT v T T
upgrades) to the mobile technology during the —R) BDHLIEIATONLIRETHD, =H

course of the clinical investigation. In addition, 2, BHET, RIS KTT DY 27 DOy

clinical investigators and study personnel should AT BTHOWTIE, 1RBREEEM A ONRERTE Y
periodically reassess and retrain study participants, | F 12 E AN HFFEM L, SEIZIS U TRRSIN
as necessary, on systems that are more complex or | H#&H ML —=0 73 X&Th 5,

that pose a higher risk to the conduct of the study.
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E. Telecommunication Systems
E. EEEHERE S 2T A

Clinical investigators and study personnel may use
many different types of telecommunication systems,
such as telephones, email, live chat, and
telemedicine or video conferencing systems to
communicate with study participants during the
conduct of clinical investigations. Clinical
investigators and study personnel may record study-
related data obtained during the course of the
communications in the study participant’s health

record or in the case report form.

TRBR AT AN L OVEBRBILRE 1, TR B S N ]
iU C, RSN & A IS BRI ERS,
B A=, TATFT x> b, FHHEHK ©7
FEEE, ke R D EEREBE S AT L%
FANWTWS AR S 5, TEBRE(TER & A
BRI E 1T, IRRBINE LR LV A2 T
WA LTEIRBRICEE T 57 — % & 16
DBLIRFLEL T CRF OWTFHICER L TH &
W,

When these telecommunication systems are
interactive and used for real-time communication,
the interactions are regarded as similar to face-to-
face interactions (i.e., the clinical investigator or
study personnel and the study participant actively
participate in real-time communication through
audio, video, and other live chat communication),
and part 11 regulations do not apply to the
telecommunication system. In these interactions,
there is an opportunity to hear or see the study
participant or to query the source of the text to
confirm that the study participant who is interacting
with the investigator is the study participant
participating in the study.

EEEEERE AT AR FRTHY, VT X
A LR EDICHWWOND EE, 2O &
DITXTEDORD LY LR THD EHRIND
(T2 b, IRREALEAR I TIRBRE 2 &5,
BBRSME L, &5, ©E74, FOI7A47F %
v MBEZE LT, BBEIC, VT LE A LI
BT %) 728, Part 11 HiTEEREGRIS >
AT MZFEA SN, ZOXH70D LD
ZBWT, IRBRBNEOFRZEWZY K2R
72035, NETFA MR EIBELNTZ)
WG DOEDLENH D End, IERETE
LD &0 E L TWDIRRSINEN,  (FEEE
IZ) JBBRICS ML TWAHHETHDH Z L 2R T
X5ThHAD,
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When these interactive telecommunication systems
are used to record source data in a permanent
manner, allowing the interactive communication
and data to be reviewed at a later date by the
sponsor, clinical investigator, study personnel, and
FDA, sponsors and other regulated entities should
consider whether there are adequate controls in
place to ensure that the reliability, confidentiality,
and privacy of records are preserved. Sponsors
should also consider the processes that are in place
to ensure user authentication and to prevent

alteration of source data.

JRT— & % KA RN FLER T D BRIC Z D K 5 7e M
IR R v AT A& W, $BH, )
Jifas o= —y a7 —HIZONWTIER
Wﬁ%\ﬁﬁéﬁ@%’%%%ﬁﬁ%HMﬁn/
Ea—T&2 X ICT 256 IRBRIKESE S
FLERDIE R %&@&U774ﬂy—ﬁ%%
\ZHER S5 K 9 RO 72 BEAVER T H v T
HIMEIDERFTLTBINEThD, £7-.
BB X, = —VRiEA I L, BT —
X OERERGIETHI-DIZET D7 A% K
AL TRBIRETH D,

V.ELECTRONIC SIGNATURES
V. EFE4

An electronic signature is a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to
be the legally binding equivalent of the individual’s
handwritten signature (§ 11.3(b)(7)). In general, a
signature may not be denied legal effect or validity
solely because it is in electronic format, and a
contract or other record relating to a transaction
may not be denied legal effect, validity, or
enforceability solely because an electronic signature

or electronic record was used in its formation>'

BFEAIT, FESEL LFAFOENRERI)N
HHHLDE LUTARANFET, BH, KBTI 55
T ST DA Ea—d T —ZDEE TH
% (§11.3(b)(7)) »

—RANS, BAPEFHEND L) BB

TZDIERINROEIEDR T ESIND Z &3
VW, Fo. ZRZEORG|OFEN. F OIERE
BRIZBWTETFBARE RN ffibhinn

EVO BT T, EOERIZNR. AR, 1
BRI DB TE SN D T &7 %,

31 See the Electronic Signatures in Global and National Commerce Act, which was enacted on June 30, 2000 (Public
Law 106-229;114 Stat. 464) (15 U.S.C. 7001-7006).
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FDA regulations found in part 11 set forth the
criteria under which FDA considers electronic
records, electronic signatures, and handwritten
signatures executed to electronic records to be
trustworthy, reliable, and generally equivalent to a
handwritten signature executed on paper (see

21 CFR 11.1(a)). To be considered equivalent to
full handwritten signatures, electronic signatures
must comply with all applicable requirements under
part 11. Electronic records that are electronically
signed must contain information associated with the
signing that clearly indicates the printed name of the
signer, the date and time when the signature was

executed, and the meaning associated with the

Part 11 Tik-XTV % FDA H#ili%, E1Fdx.

BFEL, KOEFRSICR SN FEESEL
M, MOLEI R EINTFTEEBEL LFETH
% WEL L B - DA TR LTV D

(21 CFR 11.1(a) /) . FEEEL LH% L
HIRSNDTDITIE, EAEL T Part 11 O
RTCOMA SN D EMHITHEES LT hiE e 672
W, BFEALSINCETRRBRIIBLAET L. BA
ARE, ROBAOENK, W RTELICHE
HTAERESERTER S 720 (§11.50

S, 4Rl AR OEMIZE sk e F U
BHEN S, YEETRsE . AD@mo L
AN L7egd, To—#e LTHERRTNIT
BV (§11.50b)2H) . b, BT

IR ENTCEBFEAROCFESENIT, BT
LR ABIET D B TR SN D — R T k%
HOTZE4 ORIFR, BTS2, RATEEIC

signature (see § 11.50). The name, date and time,
and meaning are subject to the same controls as

electronic records and must be included as part of

any human readable form of the electronic record
(see § 11.50(b)). In addition, electronic signatures
and handwritten signatures executed to electronic
records must be linked to the respective electronic
records to ensure that the signatures cannot be

excised, copied, or otherwise transferred to falsify

an electronic record by ordinary means (§ 11.70).

T D720, KT B E A OET-RLEk & AAT 7
FhUuEZe S0 (§11.70)

[FRVE] Part 11.1(a) Tl DHEOFIEE, KUY
DFLFRIT e SN FEEBL L% L7725 T
WBHMN, BIHATIE TR AEK ST
)

o
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Q24. What methods may be used to create valid electronic signatures?

Q4. YR BFBELLTAEDICEDL I hAFEZRAVNIZINTLE I 2 ?

FDA does not mandate or specify any particular
methods for electronic signatures, including any
particular biometric method upon which an
electronic signature may be based. Part 11
regulations permit a wide variety of methods to
create electronic signatures, including the use of
computer-readable ID cards, biometrics, digital
signatures, and username and password

combinations.

FDA |3 E DEEL HE, BIZITETEL
DN DREEDONA A A N 7 2 FESE %
SR XIXFFET H Z &1LV, Part 11 #i6]C
%, T2 —F THARY /R ID 71— K
R FA NI R FIOENAELE, 2 —H
4 LRAY — FOMABEGOEE, RIKWVETFE
B TIEE TR L T D,

When a document is electronically signed, the
electronic signature must be accompanied by a
computer-generated, time-stamped audit trail (see
§§ 11.10(e) and 11.50(b)). When study participants
provide an electronic signature, clinical
investigators should ensure that the participants

understand the legal significance of the signature.

XEIZH L TEFIICEL LTEE, 202
— 2KV RSN, A LARZ T DR
RE 2 7% S 72 1T id7e H7e0y - §11.10(e) &
V§1L.50(b)Z /) IR ME N ETFELT D
& x| IRREMEEMIL, BBRBINHE L O
B Bk 2 BR S22 uiE e 6720,
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Q25. How should sponsors and regulated entities verify the identity of the individual who will be
electronically signing records as required in 21 CFR 11.100(b)?

Q25. IRRIEEEFIZ. 21 CFR1L100MD) TROHN TS & 5 7%, RBHFHKICETFELEITIBEAD
ANHEREZ EDL I AT BIVTLE D ?

Electronic signatures should be instituted in a BB, AR CAEMH 2Pk 4
manner that is reasonably likely to prevent HEVSTZEZFDOLETEAINDLIANETH
fraudulent use. Therefore, the part 11 regulations %o €T, Part 11 HilTlE, Mk, ET
require that an organization verify the identity of an | E4 XIXETEH Db b HHERLE T &ML,

individual before the organization establishes, T ATFFATT 2 B81E, BTN HAR A
assigns, or otherwise sanctions an individual’s BEITH Z & ZRDTND (§11.100(b)Z

electronic signature or any element of such M) . BTEAIT. BAEICLsTHAEINR
electronic signature (see § 11.100(b)). The WE D FEEFTRETHY, EADAKRANNEE R

electronic signature should also be implemented ina | 7§~ 5 {RFER K VEFBHL OIS AEBH LT 5%
manner that prevents repudiation by the signatory EREGDLREThHAS,

and includes safeguards to confirm the identity of
the individual and safeguards to prevent alteration

of the electronic signature

FDA does not specify any particular method for FDA 1 ZE N DARNMEGRT 2 726D DFFE D F5 ik
verifying the identity of an individual and accepts ZRRELTELT., kxR FEEZITAND,
many different methods. For example, verifying Bl 21X, ARNMERRIX, HAEERE, BUFIZ XY
someone’s identity can be done by using FATENTZ X AR— b, JEERR AR DR 7R
information from some form of official HHREHNDZEIZLS>THRIEETH D, &6
identification, such as a birth certificate, a W2, EANDOKRANIERDOT=HIZ, T D&M % A

government-issued passport, or a driver’s license. In | \Z\ 5 Z & HRFTT 5 & Ly,
addition, use of security questions to confirm an

individual’s identity may also be considered.
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Questions and Answers

Q26. When an individual executes a series of signings during a single, continuous period of controlled

system access, could the initial logging into an electronic system using a unique username and

password be used to perform the first signing and satisfy the requirements found in 21 CFR

11.200(a)?

Q26. AN, BEINEI AT AT 7 ZABNRE L TOBREIT. WL ODDBL 2T TITH &

HIpER. 21 CFR 11.200(2) D EHAZ M- LETHh?

When an individual logs into an electronic system
using a username and password, it isS not necessary
to re-enter the username when an individual
executes a series of signings during a single,
continuous period of controlled system access. After
a user has logged into a system using a unique
username and password, all signatures during the
period of controlled system access can be performed
using the password alone (see § 11.200(a)).>> The
signed document must contain information that
clearly indicates the printed name of the signer, the
date and time the signature was executed, and the

meaning associated with the signature (see § 11.50).

EANE VAT MMI2—FHENRRAT— R E
Hontersaf Lz, EHINTEVAT A
T U ARG LTV A I L CE A AT
2% E. BAIE— A EBATIT HMET
B, a—PFRa=— o —PLL L RA T —
REHWS AT AZa 74 LTetkix, 7T
DELTERENT- L AT LT 7B 2Dk L
TWAHRIE, NAT—ROBTELTLHI LN
T3 (§11.200)BH) 2, BL ShioE
FELEL, B HER NOBLOEK, V]
IR T BAICEET DI HE & £ 2T E7R
5720 (§11.50 B18)

[FRiE] JFotE T—W¥4 ) LxrT—REA
STWAHMN, [TIDa—F] &/XATU— DA
DThsLEbsd,

32 See 62 FR 13430 at 13457 (March 20, 1997).
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In addition, in such cases, the signing should be
done under controlled conditions that prevent
another person from impersonating the legitimate
signer. Such controlled conditions may include (1)
requiring an individual to remain in close proximity
to the workstation throughout the signing session
(2) using measures for automatic inactivity
disconnect that would de-log the first individual if
no entries or actions were taken within a fixed, short
time frame and (3) requiring that the single
component needed for subsequent signings be
known to and usable only by the authorized

individual.*?

Fio. BAE. ENELWELAEIIRY TF
TR L) REHINTRETITDRD
RETHD, TOLHIREHL LTUL (VEA
1T o T DT R DI < 2> HEfEIL 22\ K

9. FENHEKIET D

Q)T HED BT ORI A S8

BipWE XL, BEEZBBNICr 4735
£ 9 7eke R AT, KO

Q) (m7 A ] BEOZELITROBNLD 1D

DEF %, WAl ENTEANOHBMY | 2D
HLOETHEIRDD B,

To make it impractical to falsify records, the
electronic signature component executed for initial
signing must be used only by its genuine owner (see
§ 11.200(a)(2)). The electronic signatures must be
administered and executed to ensure that attempted
use by anyone other than the genuine owners
requires collaboration of two or more individuals

(see § 11.200(a)(3)).

FERA G S A LIZ K TH7BIT, BYDEL
THOONDBLBERIIEDOHFHEICL>TO
BEAEND Lo LadniEe sy (§
11.200(2)2)z M) . EFELITEDOFTAHELS
IZ L DEFBAMHORAICK L TiX, %772
N EP GRS S 2 2150 K 5 E 8 -
% (§11.200(2)(3)21R) .

3 See footnote 32.
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Q27. What requirements must electronic signatures based on biometrics meet to be considered an

accepted biometric method?

Q27. XA FA MY 7 RCESSBFBAIL. EOX S RBEHEZHEE. RTAhLONhE A F

ALY T AFEHELRYETH?

Biometrics means “a method of verifying an
individual’s identity based on measurements of the
individual’s physical features or repeatable actions
where those features and/or actions are both unique
to that individual and measurable.”** Examples of
biometric methods may include fingerprints, hand
geometry (i.e., finger lengths and palm size), iris

patterns, retinal patterns, or voice prints.

NAFABNY 7 2E EANDF IR 2R, M
O (OUT) BAR ATREZRBIEDS £ OE IR A D
LOTHY, POFHRTRETH 255G, T DR
MZESWTARANTH D Z & whgidd 5 HIET
BHDH ¥, NAF AR 7 AOHE LTI, 15
M FBOoRS, BEOYAX) | MO
S—r WEONZ = FETY U NERD
2o

Electronic signatures based on biometrics must be
designed to ensure that they cannot be used by
anyone other than their genuine owners (§
11.200(b)). Therefore, suitable biometrics should be
uniquely identified with the individual and should

not change over time.

INAF AR 7 AZHSLSETBLIT. BEORT
BHELUIMNIHEACTE RN E S IC&FHT D §
11.200(b)) , > T, WEIRASAFARY 7 R
i, HAZ == BB TE DRETHY
REI DA REDICEHAL TR T D L9 R b D TH -
TIEZR B 720,

3 See 21 CFR 11.3(b)(3).
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FDA does not specify any particular biometric
method upon which an electronic signature may be
based. Electronic signatures based on biometrics are
accepted if they meet the requirements found in the
part 11 regulations, as stated earlier in this section
(i.e., the signed electronic record must contain
pertinent information associated with the signing
(see § 11.50), the electronic signatures are subject to
the same controls as the electronic records and must
be included as part of any human readable form of
the electronic record (see § 11.50(b), and the
electronic signature must be linked to its respective
electronic records (§ 11.70)). In addition, biometrics
should be performed based on government and
industry standards. For example, the various
government agencies and standards development
organizations that develop biometric standards

include the following:

FDA I3FFEDNSA A A MU 7 AFIEERE
T5HZ LT, ZOEDRTO ST TN K
12 Part 11 O ZAME (Febb, B1E
S ENTZEFRBITEL TS, BLARE, K
DB OFEY%, ZHfIORTELICEET S
HHEzEERTERs720 (§11.50%
M) . 4T, ARELROERITEFRLeREFE T
BHN S, YE TR E . ADRHD D
BRI LE=%GA, £0o—8 & LTEENRT
iE7e 57220 (§11.50b)2M) . =512,
BRI SN EBETBAKROTEEES
%, ST D% & OEFRLERE AT T B
AU 5722008 11.70), ) Z i e 940,
NAFARNY 7 RCHESL BB RIS
HTZENTED, B, "M AT ARV TR
L BUR R OZEROIFEREIZEE SN TERi S
LHREThHD, BIZIX, FRx RBUFERE KO
PEHEVERARR S UL F 2 & e A A A MU 7 R
DIEREZER L TV D,

o National Institute of Standards and Technology

o International Committee for Information
Technology Standards

o International Organization for
Standardization/International Electrotechnical
Commission (ISO/IEC) Joint Technical
Committee 1/Subcommittee

o Organization for the Advancement of Structured
Information Standards

e American National Standards Institute

o National Institute of Standards and Technology

¢ International Committee for Information
Technology Standards

o International Organization for
Standardization/International Electrotechnical
Commission (ISO/IEC) Joint Technical

Committee 1/Subcommittee

e Organization for the Advancement of Structured

Information Standards

e American National Standards Institute
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Q28. Does FDA certify electronic systems and methods used to obtain electronic signatures?

Q28.FDA (3BTFEL 2B TIHIEDDETF VAT AROVFEZRBELETHN?

No. FDA does not certify individual electronic B CThD, FDA IHMilx DEBEL ZBGT 5
systems and methods used to obtain electronic B VAT LRFELZRET 2 Z L1370, A
signatures. Compliance with the provisions of part WTWDEINRTZ v FIZBIfR72 < Part 11 &
11 is the basis for FDA’s acceptance of any FHIZHA L TWANE I D, ETEHA VA
electronic signature system, regardless of the TLEROLEREL D, ZOT T r—F I,
particular technology or brand used. This approach | £k% 72 7' 1 7' LAGHIRIZ 31T 5 FDA O J5#t &
is consistent with FDA’s policy in a variety of —HLTW5A, flxiX, FDA IX[EHLER
program areas. For example, FDA does not certify | fé#s 2 G 28R 2R ET 5 2 i3,
manufacturing equipment used to make drugs or

medical devices.
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APPENDIX I: OTHER GUIDANCES WITH APPLICABLE RECOMMENDATIONS3®
frég 1: BETAIHREERLGMMOT A F R

Guidance for Industry Part 11, Electronic Records;

Electronic Signatures — Scope and Application

ICH Guidance for Industry Q9 Quality Risk

Management

Guidance for Industry Computerized Systems Used

in Clinical Investigations

Guidance for Industry Electronic Source Data in

Clinical Investigations

Draft Guidance for Industry Use of Electronic

Health Records Data in Clinical Investigations

Guidance for Industry and Food and Drug
Administration Staff Mobile Medical Applications

ICH Guidance E6(R2) Good Clinical Practice
Integrated Addendum to ICH E6(R1):
Guideline for Good Clinical Practice E6(R2)

Guidance for Institutional Review Boards,
Investigators, and Sponsors Use of Electronic

Informed Consent, Questions and Answers

Guidance for Industry Part 11, Electronic Records;

Electronic Signatures — Scope and Application
[x]

ICH Guidance for Industry Q9 Quality Risk

Management

Guidance for Industry Computerized Systems Used
in Clinical Investigations [ ]
Guidance for Industry Electronic Source Data in
Clinical Investigations [ ]
Draft Guidance for Industry Use of Electronic

Health Records Data in Clinical Investigations

Guidance for Industry and Food and Drug
Administration Staff Mobile Medical Applications

ICH Guidance E6(R2) Good Clinical Practice
Integrated Addendum to ICH E6(R1):
Guideline for Good Clinical Practice E6(R2)

Guidance for Institutional Review Boards,
Investigators, and Sponsors Use of Electronic
Informed Consent, Questions and Answers

[FRiE] EfE A X AT [%] TRLHOD
=

http://www.azbil.com/jp/product/factory/support-

training/validation-support/index.html, M O}
https://bunzen.co.jp/library/7> & FlgR & ' 7 o o
— RT& %,

35 Draft guidances have been included for completeness only. As draft documents, they are not intended to be

implemented until published in final form.
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Questions and Answers

APPENDIX II: GLOSSARY OF TERMS
e 11: AEE

The following is a list of terms and definitions used

in this guidance and their definitions:

LFWCATAZ o ATHOONATWDHELE
%%ﬁ_\“ﬂ_o

Audit Trail is a process that captures details of
information, such as additions, deletions, or
alterations, in an electronic record without
obscuring the original record. An audit trail
facilitates the reconstruction of the course of such

details relating to the electronic record.

BEARERF & 13, RSBV T, LR E
HETDHZ & BN, HIBR, ZESOFEM
HHREIER D278 XATH D, BEAMNIET
LBk o Tz 3 — A A B ATREIZ T 5,

Biometrics means a method of verifying an

individual’s identity based on measurements of the
individual’s physical features or repeatable actions
where those features and/or actions are both unique

to that individual and measurable (21 CFR
11.3(b)(3)).

NAFANY 72 (EMRELE) L1, A
HIR 7R, KON (%) AR TR 7R B ED
ZOMENHEO LD THY | 2> OFHAIFTEET
HDHGEE. TORNIESNTARATHD Z &
TR T 5 H1ETH D, (21 CFR 11.3(b)(3))

Bring Your Own Device (BYOD) refers to the
policy of permitting study participants to use their
personally owned mobile devices to capture, record,

and transmit data in clinical investigations.

BYOD (. 1657 — & O, ik, mko
7Dz, IRBRSNE B H OFFOE A LT A
ZAEANWDZ L EHFAT IO ETHD,

Certified Copy is a copy (paper or electronic) of
original information that has been verified, as
indicated by a dated signature, as an exact copy,
having all of the same attributes and information as

the original.

BRI EEE LI, O S O UTEF
HFEIZ L DETW T, JuOfiek & [F— D&M
LOME#RETXTHT L, ER2ETTHLZ
EEAMADBLAFICLS>TGEHLIEZLDTH
Do

BN I NR—=F25720, RTTZ7RNDODTAX L AHBL U A NMIEGDTE, F77 M LEICOWTUIEERILE
5 F THRHIATICBTEXIT 2,
o 1.1
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Cloud Computing is a model for enabling
ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing
resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management

effort or service provider interaction.

72 Rava—7 4 7%, HHOHK

AR A Ca—T7 47 )= (X MY
—7, =R, AFL—=Y T r—3

v, =B R) OFERIZ, oI5 TYH, f#ifE
I, BEISLT, Ry NI—IRRBATTY 7k
AFTHIEEAREE T HET L THY | F/NE
O TR I —e 2 Fa g ZF LDy
LD THRNIZHY TONREEINL HDOTH
Do

Commercial Off-The-Shelf (COTS) Systems refer
to commercially available electronic systems
(including hardware or software) that can be

purchased from third-party vendors.

HER (COTS) Y RAF AL, FilH TAFTE
LDEFVATE N—Ku=T, VYT U7
ZEte) THY, BE_FXUENLEATED
HDTh D,

Critical Data may include documentation of
informed consent, drug accountability and
administration information, or study endpoints and

protocol-required safety assessments.

IZIVTFALINT—FITE, AT+ —DL K2
v b, IR, KOS HICE
T 5 3E, IRBREHnE A, TEBRFE M E TR
D B LEEMEDTHENE LD,

Customized Electronic Systems refer to systems
and software that are specially developed for a
specific user, an organization, or a business to meet

specific business needs.

HABA ZAEINTCEFVAT AL, FiE
Da—H B UIE DR ABTIC, FHEOE
VA A== Rl T T DI RN B S iz
VATLAR R T N T ThD,

Data Element is a single observation associated
with a subject in a clinical study. Examples include

birth date, white blood cell count, pain severity

F—HER LT, IBRICBWTHBREICE L T
BALZ1SORTHD, BlIZIEAEFEA B,
HIMEREL . I A D BIEE OHRIE., SOIRBRTIC

measure, and other clinical observations made and | 15541, FEEKSNLDIRBROFT L TH 5,
documented during a study.
g 1.1
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Data Element Identifier is the information
associated with a data element that includes the
origin of the data element, the date and time of
entry, and the identification number of the study
subject to whom the data element applies. Once set
by the electronic system, this value should not be

alterable in any way.

?~5E§%%%&i T ERIIHEE TS

FwmThHY ., T—FEROREE. NJHE
év?—&gfzﬁ?é%ﬁﬁm%®m N
GEND, EBFVATACLVBRES L
5. ZOEIFERE L T b,

Data Originator is an origination type associated
with each data element that identifies the source of
the data element’s capture in the eCRF. This could
be a person, a computer system, a device, or an
instrument that is authorized to enter, change, or
transmit data elements into the eCRF (also,

sometimes known as an author).

T—AREEFELIL KT —FEEOREEOHS
A7 THY, eCRF DT —HHERNEZNHA
NENTEDEHALNCTHHDOTHDL, T—4
BIEFIL, 7T —FEFEEZ CRFICAT), £HE,
RiE+5Z k%ﬁTéﬂtA AL a—HY
AT I, HEES. EETHD CUT, 1FHE
k%@mné)o

Digital Signature means an electronic signature
based upon cryptographic methods of originator
authentication, computed by using a set of rules and
a set of parameters such that the identity of the
signer and the integrity of the data can be verified

(21 CFR 11.3(5)).

TOENEBL LIL. BAE RO SLETIC
OB TELTHD, TUVXNVELITHD
AL T A= IZ L0 EEABR I, BAH
WARNTHDHZ L, ROT =2 DA T 7 V)T
Sf ZNLRET D,

Electronic Case Report Form (eCRF) is an
auditable electronic record of information that
generally is reported to the sponsor on each trial
subject, according to a clinical investigation
protocol. The eCRF enables clinical investigation
data to be systematically captured, reviewed,

managed, stored, analyzed, and reported.

eCRF &3, —RIIC, 18RI EFIHE -
T, R 2 LIRS ~ s S oA
ARE R T OFERTH H, eCRF IXIRRT — 4
PIRZHICIG, L Ea—, S K.
Br. #5952 L E2AERICT D,

Electronic Data Capture (EDC) Systems refer to
electronic systems designed to collect and manage

clinical trial data in an electronic format.

EDC VAT AL, 6T — ¥ 2E AT
IVEL, BHT LI IOFRMFINTZE VAT A
ThD,
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Electronic Record means any combination of text,
graphics, data, audio, pictorial, or other information
representation in digital form that is created,
modified, maintained, archived, retrieved, or
distributed by a computer system (21 CFR
11.3(b)(6)).

EBFEEL T, oo a—F - AT AL
THERL, EIE. MERFEEE, R, B SUIELE
SNDBTXAN IT774v 0, T—H4, F

LG, TOMEEOEROMAE DY ET
CHENEATRILIZLDE VS, (21 CFR

11.3(b)(6))

Electronic Signature means a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to
be the legally binding equivalent of the individual’s
handwritten signature (21 CFR 11.3(b)(7)).

BFEBA LIL. FEIEL LREOENRRT)
BHDHHDE LTARANIAT, A, KBTS
LT sarta—FF—20EEH T
H%, (21 CFR 11.3(b)(7))

Electronic Systems refer to systems, including
hardware and software, that produce electronic

records.

BFVATALX, Bk r BT 5 AT
A (ON—FKRu=T7, VY77 EEL) Th
éo

Mobile Applications (Mobile Apps) are software
applications that can be executed (run) on a mobile
platform (i.e., a handheld commercial off-the-shelf
computing platform, with or without wireless
connectivity) or a web-based software application
that is tailored to a mobile platform but is executed

on a server.3¢

An example includes electronic
patient-reported outcomes (ePRO) applications on

smart phones.

ERANT LY LIE, ERANT Ty R T+ —
L (Thbb, Ny R~V RO, Hilo =
Va—477y N7+ —25h, BHFEENTED
Bab, TERVWEAELHDH) ETEITSND
VIO T TV r—ay, UTEAA L
7Ty N7 — AT, =N ETETIN
DI 2T R—=ADY 7 Ny =T TSV r— 3
YTHDBHE, FlE LT, Av—F 73 kT
#{Ed 5 ePROT 7Y r—a UinZEF b

D

Mobile Platforms are commercial off-the-shelf
(COTS) computing platform, with or without
wireless connectivity, that are handheld in nature.
Examples include tablet computers, smart phones,

or other portable computers®’

ENANT Ty b7 F—B LT, HRCOTS)
DAVE2—HT Ty N7 —LThHY, M
WBENTEXLIHAELTERVGEELH LM, K
AKIJIZAY R~V RBRITH D, Bl LT, 47
Ly harvBa—% Av— 73 U SOHEH
AV a—ENH5 Y,

36 For more information, see the guidance for industry and Food and Drug Administration staff Mobile Medical

Applications.
37 See footnote 36.
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Mobile Technology refers to portable electronic
technology used in clinical investigations that
allows for off-site and remote data capture directly
from study participants and includes mobile
platforms, mobile apps, wearable biosensors and
other remote and ingestible sensors, and other

portable and implantable electronic devices.

ENRANVEST L L IBRTHWORD ., RS
MENOERE, 7% A MRERHNS DT —
ZRGEREICT D, #HR CE BTN TH
D, ENRXANT Ty N T —L, FEXANT TS
Vir—vay, VT TT NN, Ao —%
O, HWHAREXIA 7T v PATREREE TH
2o

Source Data are all information in original records

and certified copies of original records of clinical

Jﬁ:%_&tﬁi\ /"ﬁ?ﬁﬂln‘fo‘ﬁéﬁuu Fﬁﬁ %Em\
Z DM OTEENZEE T 2 e D FLsk XX Z DLRFEST

applications, devices, and services, including two

way video, email, smart phones, wireless tools and

findings, observations, or other activities (in a B IN TN D H DLW HIHFR T, 1B
clinical investigation) used for the reconstruction DB & FRIME R S D TH 5D,

and evaluation of the trial. Source data are JRT — 2 I3FE R (GrOFek ST ORFET &
contained in source documents (original records or | f5) OHIZE Ei D,

certified copies).

Telemedicine refers to the use of electronic EREEL L, B 77V r—var, EEK

M= ROFHOZ ETHY, WhHAOET
*, AN, Av—F T xr, EHEY—)L

sponsors and other regulated entities.

other forms of telecommunications systems EDEBEORMICHW LN D EREEE S AT A
in the provision of health care. NEEND,

Vendor refers to a third-party supplier not regulated | N> & &%, B850 IXE - — B X 21558
by FDA that sells electronic goods and services to | {KFHEFITMITT 5. FDA O#IH &2 52 1T 720

FoAEYTIA VY THD,

Wearable Biosensors comprise miniaturized
sensors worn as on- or in-body accessories (e.g.,
watches, bracelets, clothing) that allow for
continuous monitoring of physiological,
biochemical, and motion signals for both diagnostic
and monitoring applications. These wearable
biosensors may be paired with mobile platforms
(e.g., smart phones). Examples of wearable
biosensors include accelerometers, activity trackers,
wireless heart rate monitors, pulse oximetry sensors,

and glucose sensors.

T T T TN Y —LiF, MBS
e —Thbo. e B KEH T LA
Ly b, K%>kbfw0§ﬁxm¢WK%%
S, BWUIER OIS, FiRR, Ak
), THEHE B 2 Efnic ?Iyﬁﬁéo:n6
DU =T T TNNRAF 2P —X, TS
Ty b7 —b Bl Av— T xr) LA
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