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No. BZLib-

108

8. What are the pitfalls to be aware of regarding contractual arrangements with vendors for electronic

systems in connection with clinical trials? Rev. April 2020

Ry FLEDRBRIBRDIEF VAT HIZONTORK EOMY RO TEMRL TR A&, M

TUVORIREIZT22 2 2020 4E 4 A SkET

Sponsors contract out an increasing number of tasks
in clinical trials. According to Art 7(1) of Directive
2005/28/EC and Art 71 of the Clinical Trials
Regulation (EU 536/2014), any sponsor may
delegate any of his trial-related tasks/functions to an
individual, company, institution or organization.
Nevertheless, where tasks/functions are delegated to
third-party, the sponsor remains ultimately
responsible for ensuring that the conduct of the
trials and the final data generated by those trials
comply with the requirements of Regulation (EU)
536/2014 as well as with those of Directive
2001/83/EC in the case of a marketing authorization
application. This applies in particular to the safety
of the subjects and the reliability and robustness of

the data generated in the clinical trial.

IRBRIKIEE DM ERE T DI D ¥ A 7 13 %
TU %, Directive 2005/28/EC @ Art 7(1) & T}

Clinical Trials Regulation (EU 536/2014) Art 71
T, BB T, TRBRICBIT 2\ o #
27 BEREB N, At BB, SUTHMMRICE
FETDZEMNTELE LTINS,

LU S, MAA OFE, X A7 BEREDNH
SFICERES NI E LTH, IRRIKEE I, 18
Bk 0D S By ONERBRIC K 0 AR S LT o727
— % 75 Regulation (EU) 536/2014 [ O} Directive
2001/83/EC DEAFITIH & S 5 Ik BAL 2 £
Dy ZDOZ LIFFHCHERE DL, R OVERRT
ARk En DT — 2 OfEHENE - BEEIZOVWTE
Z B

[FREE] FRRIZESC o Y KL Lz,

Any trial-related tasks/functions that are delegated
to a third party should be specified in a written
contract and made clear between the sponsor, third
party and when relevant, with the investigator (e.g.
responsibilities regarding safety reporting, see Q&A
5.4 in Q&A for Clinical Trials regulation).

[

ICRFES LI IRBRICB 9 5 % 2 7 /iHE
. RFICHRL S, IRBRIEKIEE LB =
ETEAIT X o TUIRBREEER O TR
LTBLERD D, ( (RBREILEM)ES
T5) FlE LTE, ZatlEICET 2 B/EN
%, Q&A for Clinical Trials regulation @ Q&A
5.4 ZH)
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Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

Sponsors typically lack sufficient internal
knowledge or resources to develop and/or manage
the electronic systems used in clinical trials, such as
systems used for randomisation and investigational
medicinal product (IMP) distribution

management/accountability (Interactive Response
Technology (IRT)) and/or clinical trial data capture
(eCRF and ePRO systems). Therefore, very often,
sponsors delegate related tasks to third parties. In
these cases, sponsors remain responsible to conduct
the trial in compliance with the protocol and with
principles of good clinical practice (Clinical Trials

Regulation Art 47, ICH E6(R2) section 5.2.1).

— RO, TRBRIKIEE X, IBRICHV D (JEE
ZE . IBBRIEIMP)E%/E F (IRT). eCRF

X ePRO) HEDBE VAT LAEFHFEEDL (X
%) EET D000 miie )V — A & tt
IR 720, o T, 1ZE AL DA, 1B
IKIEF IS D X A7 2 = H I RETH 2
LD, ZDOXORGETH>ThH, IRRRIK
T, TRBREEEHRE X O GCP DJFEANCHE
> Tl % i3 % EH{T:- %2 FF> (Clinical Trials
Regulation Art 47, ICH E6(R2) section 5.2.1),

During good clinical practice (GCP) inspections of

commercial as well as academic trials, an increasing
amount of deviations from GCP standards have
been identified by the inspectors in view of sub-
standard contractual arrangements and related
procedures. The aim of this Q&A therefore is to
highlight aspects with increased frequency of
deviations during GCP inspections, which therefore
should be prevented by improved contracts between

sponsor and vendors of IT systems.

PSR B OV 72 B IRAFF 78 0> GCP A %2123
W, BHLR ALK EOEY bR TIED
GCP JMEN LB L TV D E WO HEfiiE T2
TEPHZTETND, - T, KQ&A I,
GCP B CHEIZTRf SN D Lo ithh» T
TRBLUZE BT 5 2 & T IRBIKESE & 1T &
AT LR L DEKIOBEZDRT, £ IV
ST BMAER LT A L EHNET S,

Special consideration should be given on relevant
training and quality systems. Experience suggests
that vendors accepting tasks regarding electronic
systems are frequently knowledgeable about IT
systems and sometimes data protection legislation,
but not necessarily on ICH E6(R2) requirements,

quality systems, etc.

FIZhL—=V T ROEY AT MBET D
VERDH D, BRI, BTV AT LUMRDLHF
A7 HBIEZTHREDE L, IT VAT
LDIZOWTEI L TEBY | Flo7 — X IR#EEIC
DOWTH A FFO%HE 5 DD, ICH
E6(R2), A0'E T AT L5ED BRI 5 Fk A
b5 EITRL RN,
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

This Q&A should be read together with Q&A #2,
which contains more general considerations on how
contracting should be addressed, and with the
Notice to sponsors regarding computerised systems,
published on the EMA website in the GCP Q&As
section. The examples of deviations are described as
bullet points under the following headings: status of
contracts, distribution of delegated tasks, standards
to be followed, audits and inspections, serious
breaches, compliance with the protocol, output and

exemptions.

AR Q&A X, — I ZKINT DN TR T2
Q&A#2, XO'EMA U = 7% A KD Q&As
section TABH STV D IRBRIKEFE M D =
Y a— LY AT LT D@ L PR R
& X, BELOFNILUF O R Lo FICESE
ETHET D,

o HFIDIRTE

o FFELTZZ AT D43

o Gt ~THLHE

o HIAMUELR

o RAVMER

o IREBRIENEFHEE DONEST

e TULNTY Lk

o [RAMHIH

[FRiE] BRE NEBEE T O3 Ea—X
L A7 DB S OFIFRIZ W T
https://bunzen.co.jp/library/

ZROZ L,

Status of contracts

LRI DIRRE

The following contract-related issues have been
identified by GCP inspectors in the context of

clinical trial inspections:

RERIZBI 5 GCP A% TR R S - K H
O E LTSRS,

Missing contracts or only draft contracts in place.

o Contracts that were not in place at the time
when the delegated tasks were initiated.

o Contracts that were not maintained/updated.

e Contracts that were expired and had not been

renewed as appropriate.

ZHRIFEVDEN, IRHERFTF 7 FOEET

b5,

o HRINHEVVREE T, ZFES NI X X7 D
BmENT,

o ERIFEMNMER/HE S TV RD o T,

o FWEOAMMMNIWME/-E E, BWUNICHE
WS T o lz,
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EMA

Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-

108

Distribution of tasks

227 D4y

Due diligence should be exercised from the sponsor

to ensure that the distribution of tasks is clearly

party has the control and access to the data and
information that their legal responsibilities require.
GCP inspectors have observed a lack of clarity with

regards to:

documented and agreed by the vendor, and that each

RER IS 1T, EREHICESE, A7 DR
DEBAMICCELL, XU LEETDH L,

Flo, BHFEEDENELEEZR T 2OIC0E
T —H AFRICHTHT /A s a3 ba—

Wk BUEFICE-EL LI TH2 L,
GCP BEZEDOIEHFIE T, 2N RHETH -
7245 % LA R 2280 %,

e which tasks were defined in the contract (tasks
are sometimes partially described or not

described at all);

o which party is responsible for carrying out

and archiving the relevant sections of the Trial
Master File (TMF): emails, meeting minutes,
system documentation such as trial-specific
validation documents including documentation
for user acceptance testing, specific codings,
SOPs, etc.); Inspectors have seen incomplete
documentation provided to the sponsor or
documents that have been lost due to a lack of
clarity concerning the duty of document
retention;

e details concerning the retention and sponsor
access to non-trial-specific documentation; for
example, software/system validation documents,
vendor SOPs, training records, issues
log/resolutions in helpdesk/IT ticket system,

etc.;

certain task(s) regarding generating, maintaining

o WHTERSNDHZ AV [DNARHKME], (¥
AT D—EMOHBTLHENLLHEBHD L,

A ENRVWESLH D)

o TMF ®—#f (B A—/b, #EFk, =—V
SANT A NG, a—F 47 SOP %D
BREADONY T —v g VBRIV AT LG
BH OfERk. MR, 7T— A T Lo s
ATNZDNWTES B REMT 2 B2 FFo
D> (BRI,

TE TR O T Tl TRBRIKIEE
L CARERRERD R STz, &
7o, CEREBRBITOWTARPMRIE 7272
DITLEPWR L TV,

o IRBRIEA TIXZRWERIOMRE, M OTRERK
A XD RBREAA TIERRWEE~D]
T eA (DR, FlE, Y7 Ry
2TV AT AN F— g o E RNUF
® SOP, #AHmsk., ~NTTAINT Fr
v NYRAT LDA v anm JALER RS

4<

o)
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

e investigator’s control of their data and
ownership of the data;

o Jlocation of data storage and control of this, for
example use of cloud solutions;

o addressing potential system “down-time” and
the preparation of contingency plans.

o The possibility of sub-contracting by the vendor
is not always defined, including how the
sponsor maintains oversight of contracted
activities.

o The clinical trial applications are frequently
incomplete regarding information on
contracting out electronic data capture and/or

randomisation.

o IRBRE(TERIOT — X33 HIEBRE(TE
il Lz ha— sy —2D4—Fv
v 7 (B3I,

o THIKMIGRITEZD Y Fr—L (KR
i), (Bl : 770 RV Ja—Tarof]
M)

e BIVIBLVATADHE I HA LT
T V= VRN O (DSABRE]

o NUXINLOB/EFEDOAE, ElBHEET
L6, IMRIKEE XSO L5 IZBNSh
TR T 200, BERSNTND
EVFRR D 720,

o IBMOMFETIIZL DL, BT T — XU
LR (F) EEREI 2, 22Xk
FFELIZ L WO TFRBATERETH D,

Standards to be followed
B 5 ~x i

The following issues have been observed by GCP
inspectors regarding certain standards to be adhered

to by the vendor.

NRUEPNETFF R E LA ON T, BEE I
fiff LR LU R I2R T,

o [t is unclear/not mentioned according to which
standard the vendor will conduct its delegated
sponsors’ tasks, e.g. current legislation, ICH
E6(R2), etc.

e Some vendors are more focused on data
protection legislation than ICH E6(R2), which is

reflected in standard contracts.

o NUENEFLENT: NABRUKEE D& A
7] O (f] ;5. ICH E6(R2)
) \THE> THEIET D OB TRV VAR
ER=Y A GAVATAN

o NUFOHIZITT — X {Ri#L% ICH E6(R2)
FOEML, EEZKICEDO LD ICFHE L
TW5,

When the vendor fails to formally agree to comply
with the applicable national and EU legislation
related to the conduct of clinical trials, as well as with
ICH E6(R2) requirements, the sponsor should
consider whether the use of the vendor is appropriate

for the clinical trial.

R, 1BBRO T BT 5 & [E & OV EU D
EHE, K OVICH E6(R2)DEMHICHE D Z & % 1E
RXZEE LRWES, IBREEE TIRBRICZ D
NUBEM D Z LN NEZ DUEND D,

§§;§ At XFE

%3

BZLib-108 EMA_ Q&A#8#9#12_r3.docx



EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

Audits and inspections

BEAEROES

It is sometimes not stated that the sponsor should
have access to conduct audits at the vendor site and
that the vendor site could be subject to inspections
(by national and international authorities) and shall
accept these. In addition, it needs to be specified
that vendors shall provide necessary documentation
(e.g. qualification documentation prepared by the
vendor in relation to the system) when requested

during a GCP audit/inspection process.

FHNZLL I AR SN TV Wl &b 5,

o RRIKIEHE NN F gk AT 5H 2 &
T&EHZ L,

o N (ZOE, KOV YR D)
BEORGB LD LR, RUFIEE
NEZITFANRTIUER D702 Ly

I HIZ, GCPEA/AZEPICERINL &,

RUBE (VAT HMZEAT DR OISR

M RE) MEERER A TR L T i 672

W2 ELHR L TBLERD D,

Serious breaches
37 ASEN

Reporting of “serious breaches” of GCP/Trial
Protocol is already a legal requirement in certain
Member States.

Once the Clinical Trial Regulation (EU) No
536/2014 will apply, under Art 52 this requirement
will become applicable in all Member States, and
the EU portal is currently being set up to handle
future notification of serious breaches in accordance

with the new Regulation.

WL OO EIZ S TIZ GCPAGBRZE S &t il
ECHT B RANIER IOV THE TS Z L %
FHEMIT T2,

Clinical Trial Regulation (EU) No 536/2014 733 H
SHAUT, Art52 Db EFTNTOMEEIZZ 0O
FUEREH S ND K918 b, HLn
Regulation |2 L7223\, A723E A2 DWW T D
WHIAZ IO R D BU R —Z ANBUENLH BIFC
WHEZATHD,

It is frequently not specified in the contract that the
vendor should report potential serious breaches to
the sponsor (for assessment and onward reporting)
and reporting timescales for such reports are

missing.

AU HINETERNIRA 7038 S o TR BRI S |2
52 GHiLOFOHBOHRE) 2 HE
TEDTNRNT &L,
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EMA

Q&A: Good clinical practice (GCP) #8 / #9 / #12 No. BZLib-108
Compliance with the protocol
1R BR E N 5 B & DNESF

The protocol is part of specification for IRT/eCRF | {aBRFEfiFEFEIL, IRT/eCRF ZHE T LD
builds and therefore should be consistent with the RO —ER & 72 D72 HfiE /I X 0 7&GR
protocol approved by the regulatory authority and NIRRT E & —H L TV D 0ER D
given a favourable opinion by the independent 0. ML LT EER D bIFEM 2B A
ethics committee. bHIMEND D,
Some contracts reviewed had inconsistencies WS ONDOEKEE L E2—LTIEEZ A, 1R
between the protocol and the wording of the FEh TR & 2K E O SCEICTERED R S 7,
contract. Fz, BREICBWT, EA SIS IR
Examples have also been seen where contracts HEOENBAREDN—T 3 Y EBZRL TV
referred to the version of the protocol applicable HLOD, RUOXINEDORDOUETE NTT 5 &
when the contract was signed, however there was no | > 9 BIERE EN TV, 0 HflH Ao
contractual requirement to cover the vendor 2o [(ZDX975E) FEEIT R OMmELEA
obtaining any subsequent changes. There is a risk ZERT X VAR I T2 W R BRI 7118 =
that the vendor could implement changes to the SETIR A TR X Z TR L, Ny
electronic system based on protocol amendments MDEIUCEDNWTEFVATLAEZEELTLE
sent by the sponsor that have not been approvedby | 9 U A7 Rd 25, FHEIN X DO TFIEIZ X
the CA and REC. The contract or the vendor DZDOEI R ENRERNEHIFIETRET
procedures should address how this would be H%5,
prevented.

Output

TURFy b
In terms of output generated from the clinical trial, | JBBRICE VRSN DT7 7 M7y MBS HLL
the following observations have been made by GCP | T D & 9 72 f5fi S H0 GCP L CTH-202»> T
inspectors: W5,
%3
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EMA

Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

Information is often missing about agreed
output during and after the trial. Output that in
some cases has not been provided to the sponsor
includes: metadata, specific types of queries,
audit trails on CRF data, history and status of
changes to users and their access rights,
description of format for delivery of the
complete database to sponsors, delivery to
investigators, TMF delivery, etc. On several
occasions it has been seen during inspections
that pdf flat files have been delivered (e.g. the
audit trails), which did not facilitate the
production of a dataset that could be needed in
an inspection.

Arrangements about decommissioning of the
database are not always clear, including the
possibility to restore the database to its full
functionality for instance for inspection
purposes. This has resulted in a difference in
how the system can be inspected if it occurred
during the live phase of the trial compared to
when the trial ended (for example, obtain access
to the audit trial and exports of it as datasets).
Arrangements to ensure an independent
investigator copy of the data and to revoke
investigator access to data were frequently not

described.

BBRP LR ZRICEESNTET U Ny
MZOWTORFERBKITTND Z &%
W, IRBRIKERE IR SRR o 2T T b
7y FOBNZIIR D DB 5,

S ABT—H

FEDED 7 =V

CRF 7 — Z 2B % B A RERS

<>
<>
S A=W ROT 7 AMEDOLEBIBEE « Wk

Gt

< T = H X — 2 OVEBRIKTEE ~D
H %%TEE%«®%H TMF @
B, FICBT S 7+ —~ v hOFR
BRI,
FH > TW DB Z BT /. 525, PDF 7 7 A )V
IEERFICNE 2T — 2y FEERT D
:&b§°%&u\
—Z_X—=ZDBRICEAT LI ke (&
%ﬁﬁ@t IZFERIERET DL )T —4
NR—=RZEILT L RD) BRI -
TWRWZ ERZV, FHRPRBRIZNE I
X IZDM, IRRBEDo ThbEE D
MKV AT AOEEGIENEb 72

%f%ﬁ&

ZENRBoT, WX, BEERIERCT 2
Y AT EHEHIT—FEy hE LTI R

A—FLTHHHH)
TRBREATLEERRAT OIS LT — & a2’ —
DRGFE, K OT — X ~OIEBRELERM DT
7 ABYE LICBET 200 7 (B34
e

ﬁﬁﬁ%ﬁfﬁmm774w%§
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EMA

Q&A: Good clinical practice (GCP) #8 / #9 / #12 No. BZLib-108

Exemptions

BRAM IR

It is important to be aware of any exemptions in the
contract regarding specific functionalities of the
data collection system.

For example, contracts stating, that a data collection
system cannot be used in the handling of e.g.
serious adverse events, although the same system
was actually used for exactly that purpose (i.e.
automatically generating emails to safety
departments, etc.) have also been noted by the GCP
inspectors.

Amendment - April 2020

T— L AT LOFFEDOHEEEIZOWT,
KON FERIZEE T D2 Z LITEETH D,
Bz X, GCP HLZE TR O 7T, 2K
T [F—HIWEL AT MIBERAEFELOR
DIFNNZTHNWD Z EixTE R LRI T
WEbDOD, TDOVAT MIFEBRICE SITED
Hi) (T72bb, HEIWICEEMETE~DE
A—NEBERT D, ) THHITWE,
LET - 2020 4F 4 H

Qualification and validation particulars

TERAERAR/ S Y T — 3 g T DOWT DEEM

On the basis of recent GCP inspection findings,
inspectors would like to reiterate that sponsors

should contractually ensure:

T D GCP HEUZB T HHEMFHELE M £ 2
BB IRIEE DI B W T F2MFEIZT 5 &
FERFH L7200,

o That all tasks relating to a clinical trial and/or
tasks relating to the qualification and validation
of a system are clearly described, including
which party holds documentation for which
activities.

o That sponsor pre-qualification audits or other
on-site pre-qualification activities and later
audits of the IT vendor can take place. It should
also be ensured that these audits and/or other
on-site pre-qualification activities are performed
with a sufficient amount of time and that
sufficiently in-depth review of the vendor
qualification documentation is performed in
order to establish the qualification and

validation status of a system.

o BBARD T NTOHX AT KDY (i)
AT LDOEREIERE N ) T = 3 TR
HAAT ZBMEICEHET D2, EDRR,
EH LI EOTEBNCBE T 2 B R A R EFT
HMHEDTHEL Z &,

o IRBRKIEFEIZL D, IT XU X ~DOHANE
P A B A S fth oD S AT AK M AT T 2B
KOEDBROERLZ T TED X IITED
THELZE, ThHOEERD CUX)
YA S OEFTEEERAE B A
%200, No X OBEMEFEAM OE B +
SRS LEa— L, VAT LD
fili/ SV 7 — 3 OERRIL A SLFET 5 Z
L,
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Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

That GCP inspections can take place at the
vendor in case the vendor is performing services
for the sponsor, when the sponsor has relied
fully or partly on the vendor to perform the
qualification activities and when it was
established during the inspection of the sponsor
that part of the documentation can only be
verified by inspection of the vendor.

That any qualification documentation prepared
by the vendor in relation to the system should be
available for inspection.

That the sponsor has access to the vendor’s
system requirement specifications, if the
sponsor chose to perform all qualification
activities themselves and/or if the vendor does
not agree to undertake qualification activities
for the sponsor. In case the sponsor retains the
full duty/function for the qualification and
validation of the software, the sponsor should
possess all the necessary information and
documentation upfront to be able to carry out
this task.

That the vendor should escalate any potential
serious breaches to the sponsor in a timely
manner, including security breaches that they
become aware of (e.g. by notification from other
sponsors using the same system), if they could
have any impact on the data integrity, reliability
and robustness and on the safety and rights of

the trial subjects.

RUZTH LT GCP EENFEMTEDH LD
I BT EHTELLZE, ZhiE, N
VAR IS — B A REE L,
P ARG Bh 2 A i DUy T R v 2
IR L TV BIE T, D OIRBRIKIEE ~
DELETERO—H 5 ZBREET 2 72D IT
VHESOEZENPARIR EHBTSND XD e
LEli 25720 ThH 5,

AR HOUEf LTz AT L OB TERHIE
B2 BERICHRTE 5L 910 (BT

EH TR E,

TRBRIKHEE ST X C OB MEFnIE S &2 B
DL THEETHZ LI LiESGAE, KO

(T) R Z 3 iRRBRiEE O v 1T
FEMERHITE B 2 F2ii T2 2 & A TEY

A IBRBRIKHEE T, XX DOV AT AHR
HEREIZT 7 BATE S L 91T BT

EHTHELS Z &, RBRIKEEPYZY 7 b
v = 7 OEEPEREM N T 3 VBT D
BB A H O Ba . IR
%, AT BT T DO E R d T
DGR & ER RN ORA L TR HE
D5,

W2 DIER R ERZNER b, T
— S DA T VT 4, AGEEME, B,

R OBgRE D74, MR L THREA
256D THIVUL, N ¥ 0 bIRERIKIEH
FIWZHALVIZZ AR L — T DL

(T EDTHELZE, (ALvART
D%l o T D M OTRBREKIETE 7> & H5#E 2
ZATTFEIZLY) BRI EX2 DT 4
ENbEEND,
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EMA

Q&A: Good clinical practice (GCP) #8 / #9 / #12 No. BZLib-108

9. What is the level of validation/qualification needed to be performed by a sponsor when using an

electronic system previously qualified by a provider? What documentation is required to be

available for inspections? Rev. April 2020

Fa g FI L EREFEMEEAOET VAT AEFAT25GE. IBREKEEBNERT 5\
T—Va VEREFMEDO LSVZED X ) RLDTHDEREN 2 ERIZEWTED X ) 2B

ZHABLTBFIE IV ?

k3T 202044 A

This Q&A should be read in conjunction with the '

Reflection paper on expectations for electronic

K Q&A % Reflection paper on expectations for

electronic source data and data transcribed to

source data and data transcribed to electronic data

electronic data collection tools in clinical trials ' -

collection tools in clinical trials ' -

EMA/INS/GCP/454280/2010 and any further

updates of this guidance. The Q&A aims to address
the situation in which a sponsor is using a system
(as intended) from a vendor, including the built-in
possibilities for configuration. Further useful
guidance can be found also in the notice to sponsors
regarding computerised systems, published on the

EMA website in the GCP Q&As section.

EMA/INS/GCP/454280/2010 & (% [ A % > A
WX D UGETIR & —FEI PR st R & Th 5,
K Q&A VL, TEBKIEE S, XU Z B AFL
v AT N (BREYIC) FIFATS (27
A X2 lb—a 275G RECS
WTEZXERTHDOTHD, thoFRRTAH
VAELT, EMA V=7 %A F® Q&As
section CABH S TV B IREBRIKHES 71T D =
YV a—H b AT AT EML BRI
72U,

[FRUE] EBie NaBkiEEmidoa sy va—4
b 27 DB D% OFFRIZ OV TR
https://bunzen.co.jp/library/

BROZ L,

The system in question may be a system validated
by the supplier, but installed at the sponsor, or a
system provided as software-as-a-service (SaaS or
cloud solution).

Different requirements will apply in cases when the
sponsor is changing/adding functionalities to the

system.

ZIT, VAT LEE, 7T Ik NY
T—h&h, BRIEEEDOL ZATA A b—
NEND T AT A, X software-as-a-service

(SaaS X %27 7 KV Va—ay) LLT
LI ND VAT LEZEWRT 5,

VAT DITHE LTRSS D RE A A - 18
325857256, KQ&A &iF) HIDEL:
MR S5,

§§;> At XFE
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-

108

Today, in clinical trial settings, the use of electronic
systems, e.g. for data collection, data management,
safety data collection and evaluation, treatment
allocation and trial management has proved to be
more the standard than the exception. A
considerable number of electronic Case Report
Forms and applications for e.g. collecting Patient
Related Outcomes or Clinical Outcome
Assessments are provided by, or purchased from,
vendors and are customized to varying degrees.
GCP inspectors receive an increasing amount of
questions from sponsors and deviations are given
during GCP inspections regarding the level of
validation/qualification needed to be performed by a
sponsor when using a system that has already been
(or is supposed to have been) validated by the

supplier.

BRICBWT, a8 7 —2 Ik, 7—4 %
BT — 2 IR - B, B 1RBRAE R
EDBEBF VAT LN Z LT, T TS
SRV L0 BEEREL o TE TS, FEFIC
%< @ eCRF X° PRO X% COA HAWNET LT
TV Ilr—a YRR LR A S,
Fex RRBECHAL A I TWD, 77
AXICEO AR T = EHRD UIANY T —h
Bl ENTWNDG) AT L% AN LEICIER
KB DTS R EANY T — 3 VR
flio> L~/UIZBI LT, GCP &E3E M IRBRIKHE
FHINOZITHEMOE S, GCP HEITHBNT
TR SN DB OBBIEZ TE TN D,

According to ICH E6(R2), sections 5.2.1 and
5.5.3.a, respectively, “the ultimate responsibility for
the quality and integrity of the trial data always
resides with the sponsor” and “the sponsor should
ensure and document that the electronic data
processing system(s) conforms to the sponsors
established requirements for completeness,
accuracy, reliability, and consistent intended

performance (i.e. validation).”

ICH E6(R2)? section 5.2.1, section 5.5.3.a C

X, EnEn N7 — 2 0RE RS T 7
U7 412N TORMEETH ITIRBRIEA 1
bo1 . NEBREKEE I XTE T — X LB AT
LD IRBRIRIEAT DL 7= 52 M, IERENE,
R, —BLERLEZEE (ThRbb Y
T —vay) KOWTOERFHITHEAST D2
EEMEFITDRER DD, | L LTND,

According to ICH E6(R2), section 1.65., validation
of computerised systems is “a process of
establishing and documenting that the specified
requirements of a computerised system can be
consistently fulfilled from design until
decommissioning of the system or transition to a

new system.”

ICH E6(R2)D section 1.65 Cif [z a—%
b AT LN F—2 3 0] 1,
AT AT DZOWTED b LB ffE2, A
T LDOFRFIEPE NG B UV AT DB
T72%FT, —BlEEZL THETDZ &2
SL, XETA TRl L LTWD,

=
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

Furthermore, it is specified that the approach to
validation should be based on a risk assessment that
takes into consideration the intended use of the
system and the potential of the system to affect
human subject protection and reliability of trial
results. This risk-based approach should be
informed by the following guidance given. The risk
assessment should be justified by the sponsor and

documented.

Fr. ANV F—va o7 Fu—FIIUTEE
BICANTZ, VAT TEAA L ML &
Thsb Ll Tng,

e VAT AOERENTFIHGE, KO

o BE DR L IR ROEHEMEICHT 5 A
T A DOWETER 7o i 2

DT RTHAFX L ATHIDY AT X—RAT
Ta—FEEE X T D, IRBREEE X, U A
JT R AR MERNEYTH D Z L&A
L., CECREETRETHh D,

The sponsor is ultimately responsible for the
validation of the clinical trial processes, which is
supported by electronic systems and for
providing sufficiently documented evidence to
GCP inspectors on the validation process and the

qualification of the electronic systems.

BRIEKEEIL, EFVATLAZHVWIRRY
B ADONY F—v g VILRKEEEER,
FEN)TF—v g Tuk AREFV AT
L DOFERMEFTMICOVWT oI XE LI
AEHLE GCP BEEF IR TR T A BKEELF

el

The sponsor may rely on qualification
documentation provided by the vendor if the
qualification activities performed by the vendor
have been assessed as adequate. However, the
sponsor may also have to perform additional
qualification/validation activities based on a

documented risk assessment.

AU BN K DR RHGIE B A @ 8 T h D L EE
fli L TWDIGE, TRBREGEHE 1T &0 bt
SN A OERIZFIH L TH L, 72
2L, IR E L, CE s 2Tk
A A MZES T, BMA 72k MR S Y
T a AR EEMT DMENH L0 L
720N,

The conditions for a sponsor to use the vendor’s
qualification documentation include, but are not

limited to, the following:

TRBRIKIEE 15 2 & O RS VERTAR R 2 F1 3
DIODRFTITUL TG EN D (LLUFITIRE
SNL DT TIEARWY)

o the sponsor has a thorough knowledge about the
vendor’s quality system and qualification
activities, which will usually be obtained

through an in-depth assessment/audit;

o IBRBMKIEHE NN HX ORME Y AT LK OV
FAEREAIR BN DU T OV (Zhi
WE., MR T EARA Y NERIZEVED
nN5) zZHELTWAHZ L,

e an assessment/audit has been performed by
qualified staff, with sufficient time spent on the

activities and with cooperation from the vendor;

o TEHEAALNERIL, WML AX v TNHE
L, o/ A2EY . XX oW E
HTWsH L,
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EMA

Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

an assessment/audit has gone sufficiently deep
into the activities and that a suitable number of
examples for relevant activities have been

looked at (and documented);

TEARA L NERIZBWT, ZIEEOFEM
AR ZOIEENZ W) 7e
DFEEFIZ R TnWD ekl Tnd) =
CEO

the assessment/audit report determined the
vendor’s qualification documentation to be
satisfactory or that shortcomings can be
mitigated by the sponsor- e.g. that the sponsor is

performing part of the qualification;

TRARA L MEEOWSE T, LU

SIFLENTND Z L,

> RS OWIEFHHE R TE D
LOTHD, X

> RBREKEESMEZ D AA—-T& 5 (R
BRI A 705 TR RS PR 0D — 8 2 S i 9~
H5E) o

the sponsor, or when applicable the clinical
research organization (CRO) performing these
activities for the sponsor, has detailed
knowledge about the qualification
documentation and can navigate in it and
explain the activities as if they had performed

the activities themselves;

BRKIEE . UIHmaIcL-TEZhbo
TEEh 2 VRS Db v I+ % CRO
X, EREREARE RN D T ORI Ak
EFRD, BROMREBEL, bbb A
ST B THEM L7 L) ITIFB A T& 5
oz T,

when required during a GCP inspection, the
qualification documentation is made available to
the inspectors in a timely manner irrespective of
whether it is provided by the sponsor, CRO or

the vendor.

GCP &2 RF I ks MR A &R 2 ZERk S hu Tz
&R, ENNEBKIEE . CRO, N ¥
DWTHICK VRSN b DO THI, &
BEICHAA LI RTEDLLIICLTE
<z ¢,
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-

108

o Dboth the sponsor and the vendor establish full
configuration management for qualification and
production environments as well as establish
that the sponsor can fully account for any
differences between the vendor’s validation
environment and the sponsor’s production
environment; subsequently, the sponsor should
justify any differences that are considered
insignificant. If not, the qualification effort
potentially does not justify the use of the
system.

the sponsor performed an Installation
Qualification (IQ)/Performance Qualification

(PQ) of a system that depends on trained users.

TRBRIKHEE e WU X DO )7 TT A MERER
L ARFEBREL DO BRI P2 L LT
HZ b, ETIRRIKEE X, XU DN
T a CEMBRE & RIS OAE R
BROZEBIZOVWTERICHHTESL LI
LTBLZE, BETRNEEX-ERT
HoTh, PHATEDLLIICL TR HLE
NbbH, IbeThiE, O IEREAmS
L, VAT LERNMTLZ L E2EBMTD
ZENRTED LTV R AR,

RIS 2N IQ/PQ 2 FMEL TV D Z &,
ZHWCIEHBBR SN2 — T RMETH B,

Sponsors and vendors should be aware that if the
electronic systems are used for generating/handling
relevant clinical trial data or to maintain control and
oversight of clinical trial processes, documentation
regarding the qualification process and any other
relevant documentation on the electronic system
maintained at the sponsor level, as well as on the
vendor level, and it is the sponsor’s responsibility to
ensure that these documents are available for

inspections by Member States GCP inspectors.

TRERIKHHE XU 213, LN 28R L Tk &%
ERH D,

WV AT L%, BBRICBRT 27 —4 %
AR EET 5720, TEBRO =2 hr—
L BB EHERT D OICHAT 20 TH
FUE, AR e 2 A R OVE - AT
DA BET DR TR E O L~L
BN Z DL~V THERFER SN D =
L,

B DOXENMBEO GCP L IR
TEDH LT D L ITRRIKEE OET
ThoHZ L,
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

Documentation regarding the validation of
processes and qualification of systems is considered
essential by GCP inspectors and it is likely to be
requested during inspections. This is irrespective of
whether the sponsor has contracted out activities
related to electronic systems and whether the
sponsor choses to consider as an audit the above-
mentioned assessment of vendor
systems/processes/documentation. GCP inspectors
do not consider the documentation/report of these
activities as an audit report that falls under ICH
E6(R2), section 5.19.3d.

Amendment - April 2020

GCP HEZTIL, Yut 2D F—v a3k

Y AT L OB BT 2 &Rk S, A
XETHDHEEXTBY, ALEPIZERT 5 A
REMED VY, 2T, BF VAT AT LIE
BEIMNBICEFE L7200 E 9 Dy, R ONRBRZREE
DR R FFL TR AT A - T
A EREEAICL DB L7220 E D 1
BIfR72\ N, GCP HEHIL., O DOIEEHOE

kR 5 E 23 ICH E6(R2)? section 5.19.3d Tik~
TWDEAREEICE LT D LIFBZ L TVR

W,

eET- 2020 4E 4 A

What should a sponsor do if the sponsor intends to
submit an MAA without being able to provide
documentation of qualification activities for
clinical trial computerised data collection
tools/software and access for inspectors is not

ensured contractually?

MAA HFEL L 5 & LT BIE8BHEEE D, =
B2 — )G — SR —l Y T P
= 7 DBEEIETMEH EEHETE T, 7>oOR
FNCBNWTOEEBER T EXTEELIIC
BoTHWRVWEE, E5FTHITLE D2

In case a sponsor has relied fully or partly on
vendor qualification efforts and documentation for
any system function, the sponsor should make sure
that such documentation is readily available for
inspection if requested. Failure to provide access to

the documentation is likely to result in critical

2 AT DEBEIZ DWW T F D MR 0 52
it s SR Ko OVEERHZ A2 ) S /3 ISR L C
WHEE, IRBRIKEE 1L, 20X 0 BRI
LR SN TSI R TEDL LI ITL
THEIMERDHD, BRHZT 7 EATE RO
ThiuX, HRREMERE R IBRT—4

findings that will impact the acceptability of the DZT AN BEL G252 L&D,
clinical trial data.
HRA 16 Bcs
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Q&A: Good clinical practice (GCP) #8 / #9 / #12 No. BZLib-108
A sponsor should amend any contract with vendors | VRBRIKIEFE |, N & L DK ZWET L, Hks
to ensure availability of qualification PEREE B2 PR TE D KO ICTHHERH
documentation. If a vendor is not willing to amend | %, XU BZKOUGTITIE T LD & Liang
the contract, the sponsor is responsible to BTHoThH, IBRIKIEE T, Y% AT 20
demonstrate that the system concerned is in a NYF— h S, EAEMERHE S REBETH D
validated and qualified state. In case a sponsor Tl ERTEMLERO, BT 59 2T
cannot rely on a vendor to provide documentation, NN WA, IRBRIKEEITE DT
the sponsor has to requalify the system on the basis | X OV X DT AT AERMARZ S LIV AT
of their own and of the vendor’s system requirement | A Z B EPEREAM L2283 LERH 5, 1RBRHHE
specifications. In case the trial is ongoing, this THCh %G, [HERMEREmIT) Eiiz<
should be done without delay; if the trial is FhiT 2NN DD, IRERPTET LTNDHY;
completed, this should be undertaken prior to the . (s A2 ) MAA HEERNC k3
submission of the MAA. A documented risk LN DD, [BIEEREMEEREAR N Y 7 —
assessment is required to assess integrity risks to 3 RN IR, XE SN A7 T AR
data captured and held by a computer system that VMY BRI N T — b SR
was not in a confirmed qualified/validated state BRThDZENMERIN TR oTca B a
following the retrospective qualification/validation | —# v A7 AZ XV INE I, REF STV
activity. Depending on the outcome of the T—=EDA T TIT 4 LDV AT EZFET 5
requalification, the sponsor may need to change toa | 23 b 5, FBEAS MR O R IC L - T,
new vendor/system. The required migration of BIDR Z ) AT WIEES D MBERN S D H
previously captured clinical trial data should be b L, DIRTNCIE SN IGBRT — 2 28
validated. Findings that are the responsibility of the | 173 2%&1E, BITICOWTONRY F— 3 >
sponsor are still likely to be issued for the lack of DMLETH D, [(EFRAIZhrrb6$) 165k
documentation and inadequate vendor assessment KIEE OEEICHOWTOFRMFELE LT, &F
prior to trial initiation. WEES . F f:‘(ﬁ%ﬁﬁﬁﬁ AIDOR X T EAA L K

MY TR o 72 Z LI D e FE A AT
SND AN & D,
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-

108

12. What are the expectations for the inspection readiness of trial master file?
NIATNSTRE T 7 A NVDEEIZONTED X ) REME L TRBIFIEL VA2

Sponsors and investigators/institutions should keep
the TMF up to date and ensure that it is complete at
the end of the trial. The TMF should be readily
available and directly accessible, upon request, to

the competent authorities of the Member States.

TRBR I M ONVRBR EAEZE Al TR R 52 f 125 772 i
BlE. TMF ZEcfi DIRBBIZIR D, TRERKE T IRF
IR THDLZ L EMERTOINERD D,
TMF (&, MEREOEEEY /3 2Rk LIk,
FCIcRtans L L b, BEET /AT
HEDCTTLMEDNRD D,

Prior to the inspection, the inspector will usually
discuss with the sponsor and investigator/ institution
the logistics of making the TMF available to the
inspectors. A paper TMF (or eTMF stored on media
archived elsewhere) or certified copies thereof
(paper or electronic) created for and relevant to the
inspection should be available for the inspection
upon reasonable notice. Access to existing eTMFs
(live and archived on servers) would be expected by
inspectors to be given promptly (minimal / limited
time only required to set up inspector access to the
trials requested by the inspectors for the duration of
the inspection procedure). The overall TMF index
should be provided (in print-out) to inspectors to

assist them in locating documents in the TMF.

BEH @, TMF ZfHTCE 5L 91275
T2 DB Z 1B M R BRI EE AT/
1RBRER R & FANF T b bE D, 8
%ﬁﬁﬁ%ﬁHKE EEERITITER L, X
B 5. Ko TMF Gt o TS
f%”@éﬂfb\é%74’7 TR S LT eTMF)
U MT (B D) BRI X HE A A5
ﬂ%ﬂm_ﬁéﬁgﬁhéo%lﬁﬁbfwé
(ERE S O —TRE S T2) eTMF ~D 7 7
A&, BEEICx LGRS (EEYEIICE
WTCESRT DR ET 7 B ATED L) ITRE
T D Te OB 7R /MR O /R B VT RFEIN C)
2% Z EDREFEESND, TMF WO CEZIE
LRI <T 589, ALEIC TMF O2RRY7R
®ol% (FAIRILC) 2T 2 NE R H 5,
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-108

Direct access to the TMF is required. In case of
eTMFs, the inspectors should have read-only access
to all documents in the eTMF, without any
restriction. The inspectors should have access to the
entire TMF, which means to the same TMF as used
by the staff conducting the trial and be able to see
all documents that are in the TMF. Direct access
includes all the systems that comprise the TMF as
defined by the sponsor; however, the nature of some
of these systems, for example those containing data
rather than documents and systems that contain
centrally held documents (such as SOPs, training
records and computer software validation), may
require the direct access to be assisted by a
representative of the sponsor familiar with the
system. The inspectors may decide to request
documentation (e.g. reprints, (electronic) copies,

screenshots or photos) from the system.

TMF ICEBET 7 A TE 52 kb
%, €IMF 06, BZEITIL eTMF D3~
TOXEITHT DAY FHT 7 & R 2[R
L B2 HVEND D, BEED TMF OF X
TIT VEATEDLXVICTDHENDH D, D
TV, EBREETHAL v IREH LTS
TMF 27 7 BATE, £DOTMF IZHH T T
DR¥a A MERECELZE, HEET 7
AT E LRI, BBIKIEE OERT D
TMF Z 8T 5T X TO VAT LARE LN
Do 1212 L, BIXIEETCIE R T =255
AT LR G T) BRI REF S S 3G
(SOP, hl—= 177Gk, CSV%E) 25&try
AT RE VAT AL ST, BHET 7 EA
DB 2T L EAFEWEN 7 IRBREEE O
FIZEDX|AETRT D000 Lz, AZRE
X, AT L0 E (FEIEL, (EF) 28—, X
7V —riay b, BES) ICK OB ZER
TLGENRD D,

Organisations should be aware that GCP inspectors
may have the right based on national regulations to
seize original trial documentation (e.g. where there
is a suspected criminal offence). GCP inspectors
can always request copies or print outs and can
retain some or all of these. The GCP inspectors’
expectation is that an eTMF system should at least
adequately replicate the functionalities of a paper-
based TMF system and provide for suitable
document identification, search, prompt retrieval

and marking for future reference/copying.

FAHARIT. GCP BEZE Y, EOMHITIESH
T, OHEFLIEOE VA H 5545 L EE
DFEAREMINT DHEREHT 25607 H 5 &
ICHETSHZ L, GCPEEEIX, WOThH=
=Y N7 U REERTE, LD
HELITT X TEMHRTE D,

GCP &EIH D eTMF ¥ AT LA~DHFFIL,
K THMAN—AD TMF TTE TV 22 &3
UNCEBETEDHZ L THY, CEOHN, B
%, BB, HETERE/ar—3 5720
D~—F 7 it sns 2 L Th b,
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EMA
Q&A: Good clinical practice (GCP) #8 / #9 / #12

No. BZLib-

108

The eTMF should enable review in an efficient
manner and should not take longer to be undertaken
than for a paper-based TMF and should enable
straightforward navigation and opening of
documents permitting searching and browsing
(analogous to leafing through a paper-based file).
Particular attention should be paid to the following

aspects:

eTMF &, ZhEMR2L Ea—ZmlRelc L,
—ZA@D TMF DKLV & L B 2 —(TIREREDN )
Bk Hlc L, fHICCEEZRLTCHIT S X
LT (EAR—RADT 7 A NEDHL DD EH
CLHID) MmEFE-FETEZDLIICTHHEN
HDH, FHICIROMEIZEE TS Z L,

¢ a folder-display structure in addition to searchable
metadata to enable easy identification of TMF
sections;

¢ a self-evident naming convention that readily
identifies what each folder/file/document is, so
inspectors do not have to open numerous
documents to locate those they need;

o the ability to open more than one document at a
time to enable comparison;

o the ability to provide access to the same type of
document across all studies/product and in case of
a CRO being inspected, also across sponsors;

o the system should have a reliable and fast
response time;

e access to the audit trail of the eTMF systems and

the ability to obtain exports of the audit trail.

e TMF DX Y)Y Z BRI CTE 2 L 512D
oD, RBAREIR A X T —4 . kN7 4V
SR

o WEH NI L ELZRTOICZHOLEL
AR THHEL LI T 220D, &7+
WH]T 7 AN RF 2 A NP THDLNE
BTN TE D L9 RFBHADON S 22 i
FH

o [l A ATHEIC T D 72D — I D K% =
A v b A B < R
e[FLEATDLE~DT V¥ AETXTDIR
Bh/ilin & F 7o o TR T 28R, 72k
CRO WELZ I NL5E 1L, IRRIKEHE (& %
7oy o THEHES 2 e

o [FHEMED 5 < End 2R A IR L,

e eTMF ¥ A7 LDOERFEM~DT 72 X L
BAR O = 7 AR — b & BUST 2 HEAE

Any training required by the inspectors in order to
use of the system, should be available, if the
inspectors request training, and should be brief

(taking no more than an hour).

VAT LEFRAT O OICERENZIT HE
FL—= 70k, BRENERLIZGE, 2t
ENDLENH Y R (1LY &9
HWEDR D D,

The eTMF will need the use of suitable equipment,
to be provided by the organisation, for the inspector

to access/view the documents.

eTMF [(DAELICEE L CT) BALEIXLEELT V7
gV} R YR YRR kAN 12 2 I R AR PIA
ERHY | FAUIKMRIC L0t h s~ &
Thb,

§§;§ At XFE

20

%3

BZLib-108 EMA_ Q&A#8#9#12_r3.docx



