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2

2.

'GXP' Data Integrity Guidance and Definitions

Background

dbe B

- B A

The way regulatory data is generated has continued
to evolve in line with the ongoing development of
supporting technologies such as the increasing use of
electronic data capture, automation of systems and
use of remote technologies; and the increased
complexity of supply chains and ways of working,
for example, via third party service providers.
Systems to support these ways of working can range
from manual processes with paper records to the use
of fully computerised systems. The main purpose of
the regulatory requirements remains the same, i.e.
having confidence in the quality and the integrity of
the data generated (to ensure patient safety and
quality of products) and being able to reconstruct

activities.

BBl — 2 OEKITIEL. ThE X2 D Hio
WAL & HITHEIZE(E LT TV D, BRI,
EDC OFHNEE 2, AT A3 A—hA— 3
Arst, VE— MBS RHA IS L5127k
S TCE;, ZLT, fIxIEY— R—F ¢ ¥ —
EAT N, =5 BT 5%, V774 F =
— U ROBE N LMo TE, 2
SOME HEIET DV AT ML, ROLERE
AWDFE 7o ANnsG, BRICa vy Ea—H
{bENTV AT LET, RFITHD, [(LnL)
B ZEOE= 5 BIIXEICED LR\, T72
bt (BEORELMLOMNEEHEIICT DT
WIZ) ERENDT =X OWERONA T 7Y
TAEBEOBIT D LD L L, £iEE% FHH
TE2L9I2TH2LTHD,

Introduction

1.

This document provides guidance for UK industry
and public bodies regulated by the UK MHRA
including the Good Laboratory Practice Monitoring
Authority (GLPMA). Where possible the guidance
has been harmonised with other published guidance.
The guidance is a UK companion document to PIC/S,
WHO, OECD (guidance and advisory documents on
GLP) and EMA guidelines and regulations.

KITA Ko A1%, FE MHRA OBLHI FIZH 5
FEOFERE KON EFEIR (GLPMA #51e) I
KLTHA X AT 26D THD, AlHE
RO . A X ZIMDIITHE DT A Z
ALBEERD LI LT, RAA X v A THE
EZ3\ T PIC/S, WHO, OECD (GLP DA
B ARRT RN R4 5 30E) KO
EMA 774 R A KOHHI & & BICHHT 5
LOTHD,
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2.2.

This guidance has been developed by the MHRA
inspectorate and partners and has undergone public
consultation. It is designed to help the user facilitate
compliance through education, whilst clarifying the
UK regulatory interpretation of  existing

requirements.

KAA X AL MHRA EEE KO/ — k) —
WX VIER S, AROa P ILT—v a3 %k
Z ST, AHA X A Ta—F—NHEEZEL
THIT D720 0BT &7 5 L HakEhsh, BE
17 DB KR~ % S [E O Bl OfRIR 2 Bl 23
H5HLDTHS,

2.3.

Users should ensure their efforts are balanced when
safeguarding data from risk with their other

compliance priorities.

T—H e ) AT DORET D005 1L, it
DEEDTZDODEIE L NT o AERD K HIZ
TREThH D,

The scope of this guidance is designated as ‘GXP’ in
that everything contained within the guide is GXP
unless stated otherwise. The lack of examples
specific to a GXP  does not mean it is not relevant
to that GXP just that the examples given are not
exhaustive. Please do however note that the guidance

document does not extend to medical devices.

KA X AOFMIT [GXP] L LTEY, K
A XL AZEFEENDHETOLDX, 9 T
WEBIFRLLZ2WR Y . GXP Th D, FFED GXP
(AP L7238 < TH , 2 4UEE D GXP IZxf L
THRITIERNEWD 2 ETIEARy, BT
LN BIPEREAI TRNET T D, 72720,
KRITA K ZNFEFEERITE A S vz &
CHEETLZ L,

This guidance should be considered as a means of
understanding the MHRA’s position on data integrity
and the minimum expectation to achieve compliance.
The guidance does not describe every scenario so
engagement with the MHRA is encouraged where
your approach is different to that described in this

guidance.

RKIABL AT —H AT 7 VT 41l 5
MHRA D785, K OMERLS 25 72 D DI AR R D 1
R 270D FETHDLEBXHRET
Hb, KAHAX L AIETOYF VU A Z&FEH L
TV DT TR, BRTebDT Fr—F )3
KRIA L ADFTLHANR & B2 DD ThHiL,
MHRA ~ &5 Z L &2E#D 5,

é%%; wA=tt 30F 2

w2
BZLib-104 MHRA DI r2.docx



UK MHRA
'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

2.6.

This guidance aims to promote a risk-based approach
to data management that includes data risk, criticality
and lifecycle. Users of this guidance need to
understand their data processes (as a lifecycle) to
identify data with the greatest GXP impact. From
that, the identification of the most effective and
efficient risk-based control and review of the data

can be determined and implemented.

RKHAZ L AE (T—H VA EIEME T4
THA I NEEGT) TAEHIZBWT, VR
JR=ATTa—F T 5 L2 EME L
TWb, KA X ADa—F—%, BHTD
O—EHOT —Z W% (1 >5DF A 7% A )
ELTC) BiFL., GXP IR KDOEEE 5257
—HERFETONENRN DD, ZHUTED | [
O NRBIINDNFER R, VAT RX—ADa
N — LR ONTF—F L Ea—72O0nERE L,
F1TT 5,

This guidance primarily addresses data integrity and
not data quality since the controls required for
integrity do not necessarily guarantee the quality of

the data generated.

KIA X AEIT—HMEE WD L 0iX, FEiT
FT—=BA T TIVT IOV THERRDEELEDOTH
Do T=BALT VT 4B Ray hu—
NEFRTTH, T—XOMEERIETE 5 L1
RS2V THD,

This guidance should be read in conjunction with the
applicable regulations and the general guidance
specific to each GXP. Where GXP-specific
references are made within this document (e.g. ICH
Q9), consideration of the principles of these
documents may provide guidance and further

information.

KRKHA L A grte i, BES %% GXP @
BEIH A X o AL T R&ETHhD, K
A K AT GXPIZEA DS (] 1CHQI)
NHDLIGE., Thbo (BRENRE) XEOHK
K2 B2 FaBRETH LT, BHEOREL
ICTRWERPGEONDTHA 9,

2.9.

Where terms have been defined; it is understood that
other definitions may exist and these have been

harmonised where possible and appropriate.

(KTA B AT) HFENER SN TNDN,
MDOEZBPFEL TV LA, TRAHEETH
U, TEDRVZENODEREEEGHEELID
Xzl
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3. The principles of data integrity
3. T2 AT 7T 1 DA
3.1.

The organisation needs to take responsibility for the
systems used and the data they generate. The
organisational culture should ensure data is
complete, consistent and accurate in all its forms, i.e.

paper and electronic.

ML, ATV AT LK (VAT AT
ERINDT —ZICEEEROULERDH D, T
— D, WhRRLER (K, ) ThoTh,
SERT, —BMRHY, ETHDLZ L AHEE
295 & O 2R L2 BT & TH D,

Arrangements within an organisation with respect to
people, systems and facilities should be designed,
operated and, where appropriate, adapted to support
a suitable working environment, i.e. creating the
right environment to enable data integrity controls to

be effective.

WO ERREE (TR bT =2 A7 7 VT
A DA P —LRRREFEHT LI OREL
WEREE) 22X 25720, AL VAT L, EiE
(BT DA DA A ARG L. AL,
L L TEZ TN RETH D,

The impact of organisational culture, the behaviour
driven by performance indicators, objectives and
senior management behaviour on the success of data
governance measures should not be underestimated.
The data governance policy (or equivalent) should be

endorsed at the highest levels of the organisation.

FUAEE L, ERGHmIEEIC L 2178, B, K
O EARAR B 8 DATEN S, T —F T T U AD%
FRORGN G 2 5 B AP LTl
TR, T—FHNF U AFE (F721EE
HRH D) TR O R E LV TR S LD
TThs,
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34.

Organisations are expected to implement, design and
operate a documented system that provides an
acceptable state of control based on the data integrity
risk with supporting rationale. An example of a
suitable approach is to perform a data integrity risk
assessment (DIRA) where the processes that produce
data or where data is obtained are mapped out and
each of the formats and their controls are identified
and the data criticality and inherent risks

documented.

HERARILCEI TG SleT — 2 A T 7 U 7
4 UAZIZEESL ay be— v E2ZIF AN AHE
IIRIEICT D L 078, XFE SNV AT b %
FAEL REFL. BTS2 &5, MRk
FESNTW D, )77 7 a—F0 1 2OHfIE,
T—=E AT 7Y T 4 U A7FHE (DIRA) %%
T+252ETHDH, DIRAL, T—% A E -
T — 2 2IET S T o 22V L, Fh
zhofltar re—La2HBEL, T—40
IR LRGNV A7 2 LETHHLDOTH
Do

Organisations are not expected to implement a
forensic approach to data checking on a routine basis.
Systems should maintain appropriate levels of
control whilst wider data governance measures
should ensure that periodic audits can detect
opportunities for data integrity failures within the

organisation’s systems.

HEONZT — 4 &2F v 735702, LFkE
HWET LI RT I a—F RS2 L1
FFL TR, llx DY 2T KBV CidiEY)
LAV b= VAR L R O
JRNT — B HNF U ZAFRICEBWNT, EHE
EIZLY, MOV AT ANIFET DT —H
AT VT o B ERbN OIS A, EFIEICA
DIFHEL LT RETH D,

The effort and resource applied to assure the integrity
of the data should be commensurate with the risk and
impact of a data integrity failure to the patient or
environment. Collectively these arrangements

fulfil the concept of data governance.

T—=BA LTI VT 4 B RGET DI ELS
58y =A%, BEPERICNT LT
—ZA T T VT 4 DRMD Y AT & BT
BoTlebDETRETHD, T—HFHNNF R
DT NI OFE K 2 LA D
THZETERIAIND,

é%%; wA=tt 30F 5

w2
BZLib-104 MHRA DI r2.docx



UK

MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

3.7.

Organisations should be aware that reverting from
automated or computerised systems to paper-based
manual systems or vice-versa will not in itself
remove the need for appropriate data integrity

controls.

HEbE 2T a o B a—2{LINTo v AT A
BIEAN—ZDFE T AT AR LIZE LTH,
FRITEDOWEIToT-E LT, #WRT—%
AT 7T 43y ha— LR ERZ EITE
DU,

Where data integrity weaknesses are identified,
companies should ensure that appropriate corrective
and preventive actions are implemented across all

relevant activities and systems and not in isolation.

T—=EA T T VT 4 DFEBHA LN o7
5, FET 522 TOEHLY AT AMIBWNT,
W) Ze i IERE - PRARE S (ERETHRDO L
WEIFERICFERSIND X ICTRETH D,

3.9.

Appropriate notification to regulatory authorities
should be made where significant data integrity

incidents have been identified.

BRRT—ZA T T VT DAL T bR
RSy N Aol ek o s Sl = I = BaNVAS T ) A
HEITHRETH 5D,

3.10.

The guidance refers to the acronym ALCOA rather
than ‘ALCOA +’. ALCOA being Attributable,
Legible, Contemporaneous, Original, and Accurate
and the ‘+’ referring to Complete, Consistent,
Enduring, and Available. ALCOA was historically
regarded as defining the attributes of data quality that
are suitable for regulatory purposes. The ‘+’ has been
subsequently added to emphasise the requirements.
There is no difference in expectations regardless of
which acronym is used since data governance
measures should ensure that data is complete,
consistent, enduring and available throughout the

data lifecycle.

KA A K A, BAF5E TALCOA +] Tid7e <,
ALCOA] (ZDW TR TW5%, ALCOA I3,
JRoE s, REerk, RN, JEAE, IEMEME 2R
L. [+ #oidseaett, — B8P, mArE, FIA
AREMEZ RS, ALCOA I, FESMIC, Bl B
N L7727 — 2 B DR E ERTDHHLD L
HIREINTE T, TO%, BffEZEHHT 5720
2 T+ MBS, T—FANF U ADT
RIZ, 7=, T—EIATHA I VEEL
T, seatE, —E&M, WA, R AEEMED &
HZEERMBEIZTRETHLIEND, EHD
DEETFHEEZRAWZE LTHH/HT 5 2 LITEN
(ESAAN
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4. Establishing data criticality and inherent integrity risk
T OEBEEARKGNRA T TV T 4 ) AT ORESL

4.1.

Data has varying importance to quality, safety and

efficacy decisions. Data criticality may be
determined by considering how the data is used to

influence the decisions made.

T—XIX, E. et Ao TER
WETHIZ T IEIERERTEETH D,
T—HOBEEMIL, TEABEDLIITHND
. BERREICEELEHEZTWLDONEEBREL
TRDBND,

The risks to data are determined by the potential to
be deleted,

authorisation and the opportunity for detection of

amended or excluded without
those activities and events. The risks to data may be
increased by complex, inconsistent processes with
open- ended and subjective outcomes, compared to
simple tasks that are undertaken consistently, are

well defined and have a clear objective.

T—=E DY A7F, [(T—2D) ARSI T
WZHIBR, A, BRASNDAREEE, ZRH 0
IEECFL LML TE MBI Lo TRE D,
MU L D722 L&y BikCER I,
X0 & L LIEH—ORMER WM Y 2
T D &L HIRD R, EBI AR R Ak
I, BT, —HLARWTBRERADER, T—
Z~DY A7 I D EFR D,

Data may be generated by:

(i) Recording on paper, a paper-based record of a
manual observation or of an activity or

(i) electronically, using equipment that range

from simple machines through to complex

highly configurable computerised systems or

(iii) by using a hybrid system where both paper-

based and electronic records constitute the

original record or

(iv) by other means such as photography, imagery,

chromatography plates, etc.

T2

(i) MICiidREIND Z EThEREND (NIZ
K D BIERE ROTEB) DA — 2 DR
%) . E£700X

AT, B O M S
(IR E AR AV B o — H L AT
LNET, RFFHIC D DS E AV TAE
BEnsd, £700%

HAR— 2 DFLEk & EAFLERO M S 13 A Y
VI GESR AT DL AT
R AT LEHWTERIND, £720F
GE, E#, su~ ST 7407 L—h
EO L) e TR I Ak s,

(i)

(iii)

(iv)

é%%; wA=tt 30F 7
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Paper

Data generated manually on paper may require
independent verification if deemed necessary from
the data integrity risk assessment or by another
requirement. Consideration should be given to risk-

reducing supervisory measures.

iy

AN X RRICESR S NT=T—XiF, T—F% 1~
T7VT 4 UAZFHMBC LY, koA
IZE DB LTINS 7 DI, ST L RRGE
EITOMERS D, VAT ERHT D01

WE¥%) BT 2 HREMFTTRETH D,

Electronic

The inherent risks to data integrity relating to
equipment and computerised systems may differ
depending upon the degree to which the system
generating or using the data can be configured, and
the potential for manipulation of data during
transfer between computerised systems during the

data lifecycle.

BT
%“ikiﬂyﬁn—&myx?Azﬁﬁﬁé
T=EA T T VT 4 OXRERIR Y AT

—&%i&ik@ﬂ%ﬁéVXTAﬁewﬁﬁ
MR ECE D, KT —F T4 7% A 7)1
ML TCarya—4 by AT AMTOT—4
HRIEIFIC 7 — 2 T & 2 alREMEIC K » TR

)

o

The use of available technology, suitably configured

to reduce data integrity risk, should be considered.

ANFRRER BT, T—% AT 7 VT
A VA7 ZARBT 2 £ O IS 2R e (2
HZEEMATRETHD,

Simple electronic systems with no configurable
software and no electronic data retention (e.g. pH
meters, balances and thermometers) may only
require calibration, whereas complex systems

require ‘validation for intended purpose’.

MR ECERNWY T Ny =TT, BT —X
ZIRFF L WHHRE - A7 L (B : pH
FhORFE, IREED X Fx VT L—va T
A TRV, B AT A, TERL
T HINCKRT 2N F—2a ) NGB
5,
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Validation effort increases with complexity and risk
(determined by software functionality,
configuration, the opportunity for user intervention
and data lifecycle considerations). It is important
not to overlook systems of apparent lower
complexity. Within these systems, it may be
possible to manipulate data or repeat testing to
achieve the desired outcome with limited
opportunity for detection (e.g. stand-alone systems
with a user-configurable output such as ECG

machines, FTIR, UV spectrophotometers).

(V7 ho =T ORE, WkakE, —F—0
NS, ROT—F T4 7% A 7 VOt
ICkoTRESND) HHES LU A7,
NYTF = a AMNEERER D, FEHEMENMERN K
IR DV AT LEMBH RN EITEETH
o ZOXHTAT A BIzIE, DLEX
#F. FTIR, UV 73R RHE D o — W — 3k
RIERRBR M N RO A X R TR AT
L) T, EELWRERE/LIDIT 4%
BELTZD  RBRAHY KT Z ENRFRETH
. POTDOZ LT OEEBRON TN
Do

Hybrid

Where hybrid systems are used, it should be clearly
documented what constitutes the whole data set and
all records that are defined by the data set should be
reviewed and retained. Hybrid systems should be

designed to ensure they meet the desired objective.

ATV YR

NAT Yy RURAT AEFHT 56, X7
— BB BIRERER L TV 5 D)% I SCE
L, T—HHREICHENDL TR TOREE L
Ea— L TRETRETHD, "7V v R
AT AE, WIS LD B Z MR- 9 L 9
IZRFHTRETH D,

Other

Where the data generated is captured by a
photograph or imagery (or other media), the
requirements for storage of that format throughout
its lifecycle should follow the same considerations
as for the other formats, considering any additional
controls required for that format. Where the original
format cannot be retained due to degradation issues,
alternative mechanisms for recording (e.g.

photography or digitisation) and subsequent storage

Ot

R SNTT — 2 PNEEE (F 72130 2
TAT) ICEoTHWVIAENISGE, T4 7H
AT N> TEDERERFL THEL 2
DEAEZ, oA L R UEEFHICED & &
HIZ, SHIZEORAKLERBM=a Y Fa—
NERETTRETH D, HEOREDTZDIC
OB ERFFT D 2 EMTERWEE, ik
T TZDORDY DA (X, TE
TR NAL) K OVE D DRIFIT DV THRET

é%%; wA=tt 30F 9
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4.4.

Reduced effort and/or frequency of control measures
may be justified for data that has a lesser impact to
product, patient or the environment if those data are
obtained from a process that does not provide the
opportunity for amendment without high-level

system access or specialist software/knowledge.

LIV DV AT BT T ARER F T X E MR
VT RN x=T SHERE R IRWRY (F— 2 %)
EETERVWEI R o x2nbEbni-7—
2T, T2 OGBS BRE O
ENHLOTIE, a2y ba— L FRER Lz,
av ha—VEEEEZ FIFHZ L2 IENLTE S
N Livzelny,

The data integrity risk assessment (or equivalent)
should consider factors required to follow a process
or perform a function. It is expected to consider not
only a computerised system but also the supporting
people, guidance, training and quality systems.
Therefore, automation or the use of a ‘validated
system' (e.g. ¢-CRF; analytical equipment) may
lower but not eliminate data integrity risk. Where
there is human intervention, particularly influencing
how or what data is recorded, reported or retained, an
increased risk may exist from poor organisational
controls or data verification due to an overreliance on

the system's validated state.

T—HA LT TIVT 4 VRN (F 71X RS
2HD) TR, TrbBRE-7-0 ., HEELE
ITLTEV 272012, MIBMNELRDLONES
25,2 Ea—2 T AT ABRIZIT T,
ENEXRDN, HAFT A, ML—= 7
B VAT AL EET D ENRMIEEIND,
ST, A= A—var IRXUF—rEN
(1 21X, e-CRF, Z3#riéas) OFIH
LD, T=EAT T VT 4 ) AT RS
HHZLIFTELEN, KBTI LT TEAR
Vo ARTTAT D56, L0 biF, Eo L HIT,
EOTF—2 5k, W, RET 200 (DR
E) AT (AD) BEERITED L RGE. v
AT LWNY F— MNEHLTH D Z EITWEILE
L TWD &, Al RfkO 2 hr—L
T—ARBREIC LV VR T REL o TLED
BB D,

VAT A
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4.6.

Where the data integrity risk assessment has
highlighted areas for remediation, prioritisation of
actions (including acceptance of an appropriate level
of residual risk) should be documented,
communicated to management, and subject to
review. In situations where long-term remediation
actions are identified, risk-reducing short-term
should be

measures implemented to provide

acceptable data governance in the interim.

T—=RAT 7 VT 4 VAT XV REIET
NREEENFA SN o2t AT, T/ V3
v OBESRATT GEEIZR VL DFRIEY) 27 D%
Kuegite) #3XFEL, REBIZIEX, LE=
—DOXRETRETH D, RN IERHE
BEshib, UAY #RET 5 720 mH
B ZFM L, 2 ANATRER T — & N T
R EWEAICRMETRETH D,

é%%; wA=tt 30F
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5. Designing systems and processes to assure data integrity; creating the ‘right environment’.

T—BA T ITIVT A ERAETDHDE IRV AT AR T v R 2EFHT 5 ;

5.1.

IR BREAED”

Systems and processes should be designed in a way
that facilitates compliance with the principles of data
integrity. Enablers of the desired behaviour include

but are not limited to:

VAT AETRRRX, T—EA T TV T 4
DIFANZHERS 2 L9 ITREFT & Th D, &
FLWTEINE DND KD ICT 572D T
FRIZIFTLUTREENDD, ZHICRESIND D
DTIEX7Z2\,

o At the point of use, having access to appropriately
controlled/synchronised clocks for recording
timed events to ensure reconstruction and
traceability, knowing and specifying the time zone

where this data is used across multiple sites.

e HHLEO N L—HE YT 4 ZAHEET D20
(2, WYy he—LEahi SR En
vy 7 ZHV, (T—%%) FIH LR

T, RO svie A Ry M Efigkd 5 2

Lo ZOT—EPEHDOY A MTEZNR-T
FHSNDEE, ALY — %2R, &
ETHI &,

o Accessibility of records at locations where
activities take place so that informal data
recording and later transcription to official records

does not occur.

o T—H EIENNXITEHE L., B TENEAXRL
FRICHREL T D 2 D72V X DT, IEEN T
AT Citdkic T 7 BATE A L9127 5
N

e Access to blank paper proformas for raw/source
data recording should be appropriately controlled.
Reconciliation, or the use of controlled books with
numbered pages, may be necessary to prevent
recreation of a record. There may be exceptions
such as medical records (GCP) where this is not

practical.

o T — X ST — XSO T T v EA
DT 7R AZ@mUNIay ba—L3_RETH
%, REREROBEBINRNE IITT HITEX
B¥F v, DFEAA—VfOEHINE
7T 7 OFHABLETHA D, Ziucixpist
R Db LRy, BlziE, ERGT

(GCP) TIXZNMBLERNTITZR2,
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o User access rights that prevent (or audit trail, if
prevention is not possible) unauthorised data
amendments. Use of external devices or system
interfacing methods that eliminate manual data
entries and human interaction with the
computerised system, such as barcode scanners,

ID card readers, or printers.

o 21— W=7 7 EAMEIZLY, BTSN TR
WT— 2 BB AR TS (E72IZM IR AR
REZRYrAlE, AR Ak d), 22—
AT AT DASOFHOT =2 AN )Rear e
2a—FET AT LEANEDORD LY 2T
O DNERIEE LTIV AT LA VA —T =
— 25X (N—a—FKZxAF¥xxyF— IDI—F
J—F— TV &%) ZHHT5,

o The provision of a work environment (such as
adequate space, sufficient time for tasks, and
properly functioning equipment) that permit
performance of tasks and recording of data as

required.

e BUREND XA BFATL, T —F &5tk d
DT ENTE D LD I FEEREE (R 722
M. 1EEOTZOD+5y 72, U HERE
DEEARTE) iRt 2,

o Access to original records for staff performing

data review activities.

o TR LB a—FEEITI) AL v TNA Y Y
TG A~T 7 EATEDL L HITT D,

e Reconciliation of controlled print-outs.

o 1 b — L EINTHIRIRE BRIz OV T ERT
=7 BT,

o Sufficient training in data integrity principles
provided to all appropriate staff (including senior

management).

e BT AR v 7 (LkfRERELET)
WX LT, T2 A 77U T 4 QAN
WTHS N —= 7R ET 5,

o Inclusion of subject matter experts in the risk

assessment process.

o U R FHHi 7 1 A~KFEA B OEFIE
(SME) &1 %,

e Management oversight of quality metrics

relevant to data governance.

o T — X HNFURAZETHMEA RN I A%
TR E N 5,
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5.2.

another operator can be considered where justified,

for example:

o The act of contemporaneous recording
compromises the product or activity e.g.
documenting line interventions by sterile
operators.

e Necropsy (GLP)

o To accommodate cultural or literacy/language
limitations, for instance where an activity is
performed by an operator but witnessed and

recorded by a second person.

The use of scribes to record activity on behalf of

BB 258k DiiskE . BEEORD Y ICH
WA Z EiE, EYHERBIVIHE LTS LW,
Bl 21X -

o [HBREFEDS, 1EEN L) FIRFICELEAIND 2 &
T, MR FELIIEES AR TLE I GE,
Bl 20T, B EHR S EEOELE N T A
AL Z & &230ET D,

o & (GLP)

o LRV T T v — /FEEOHIRIC R T 55
Ao

Bz 12, BEEDNIEE ZITV, BB
ESLANY T S RN

MALH

Consideration should be given to ease of access,
usability and location whilst ensuring appropriate
control of the activity guided by the criticality of the
data.

ZDIFENZDONWT, 7 — X OFEEMITIEG U7
UlZgar he— L ZEEIITLEEHIT, T2
EAOLRT I, ENRT S, KOGFTICEE
TRETHD,

In these situations, the recording by the second
person should be contemporaneous with the task
being performed, and the records should identify
both the person performing the task and the person
completing the record. The person performing the
record wherever

task should countersign the

possible, although it is accepted that this
countersigning step will be retrospective. The
process for supervisory (scribe) documentation
completion should be described in an approved
procedure that specifies the activities to which the

process applies.

ZDX O GEEZE AN RET D) RILT,
B FIC L DREAERIZ, TSNS E R L
FRFIZATON D RETH Y | Giskicix, ¥ A7
ZFEITT HH LA R S D EOW T % B
FLTRETHD, (Fo, ) AlEERRY, ¥R
7 % FRATT HHEDRERIHE T RETH D03,
ZOEBITFERITIT) ZERRBD LN TN D,
EdE (GUedE) BXEZTERIEL T mER
X, 207 e AR LHIEEZ LT D, AR
SN TFIEEICGEHTETH D,
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6. Definition of terms and interpretation of requirements
R DEFE L ZAF ORI

6.1. Data
6.1. 7—X4

Facts, figures and statistics collected together for
reference or analysis. All original records and true
copies of original records, including source data and
metadata and all subsequent transformations and
reports of these data, that are generated or recorded
at the time of the GXP activity and allow full and

complete reconstruction and evaluation of the GXP

I E 2 (FARPT D 7= 8D IZHE 8D B 17 T, FfH,
Wite TNXTDFY T IGIERKE N Y =T
FERDEIEZ E—TH V), Ji7m—5E X 57—
55, ROENDEDT—H DEDEEDEHHTR
R OPLp— F &5, Zhbid, GXP JEBIE
FEIZ AW« GRS FL, GXP JEB) & 75 2RI
LR OFFMICFIH T 5 = ERTEE 6D TH

A - attributable to the person generating the data
L — legible and permanent
C — contemporaneous

O — original record (or certified true copy)

A - accurate

activity. Do
[FRE XTI, EREZAMRTTRLTN D,
u |\A|a$%o ]
Data should be: T—HIIUTDOLI THERETHD :

A- T—HERENTBTHZLENTED

L- REMERHY | K TH D

C— [AIRFED B 2

O- FVUvFiiisk (IR EDEE=
v—) ThD

A- IEfETH S

Data governance measures should also ensure that
data is complete, consistent, enduring and available

throughout the lifecycle, where;

Complete — the data must be whole; a complete set
Consistent - the data must be self-consistent
Enduring — durable; lasting throughout the data
lifecycle

Available —readily available for review or inspection

purposes

Flo, T—FANFT U RAFRIZELOT =2 N
complete C, consistent T, enduring T, 727
A 7% A 7 /L% U T available THhHXETH
H, ZZT,

Complete— 7 —Z 1% ({5 T BTTHY |
BEEH o= NTRITFIULR B0
Consistent - 7 —Z [T H . —EMEFl-7ei i
72 5720

Enduring — AR H Y, T—F T4 7% A2
Vi@ U ERET 5

Available— L B2 —EZRZDOTHIZ, T<ITA
FHEETH D
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6.2.

Raw data (synonymous with ‘source data’ which is defined in ICH GCP)

6.2. 5 —% (ICH GCP CTEZEINDFT—F L[6F%)

Raw data is defined as the original record (data)
which can be described as the first-capture of
whether

information, recorded on paper or

electronically. Information that is originally
captured in a dynamic state should remain available

in that state.

=L, (EETEITEFHIDN T HIE kR
SATEDICHDS TY) IR ERANTIRIE L7 & D
THhHSEHYTESL 278, TV T qilkk
(7—=%4) Thd, &b EEHINKETRES
AT NEHRIT, BIHTKEE TR T& 5L 211 T
B RETH B,

Raw data must permit full reconstruction of the
activities. Where this has been captured in a dynamic
state and generated electronically, paper copies

cannot be considered as ‘raw data’.

T — R Eflio T, IEB A SERICHEBTE 20T
e s, ET—42) ShRiE cIsE
S, POBIHIAERSINZSGA, oay
—X BT =% EBZ DT LIITERY,

In the case of basic electronic equipment that does
not store electronic data, or provides only a printed
data output (e.g. balances or pH meters) , then the
printout constitutes the raw data. Where the basic
electronic equipment does store electronic data
permanently and only holds a certain volume before
overwriting; this data should be periodically
reviewed and where necessary reconciled against
paper records and extracted as electronic data where

this is supported by the equipment itself.

AT —F BRI, EET — & ZHI
T 5720 DEARR BB (B : KFE, pH &)
OEE HRI SN b ONET -2 Lin s, (&
DIRRERE A FFIz72\) ARB I E R T
— X EIKFNCHAE T, —EROT —# k
BXINDIETREIND L O RGH, 7 —4
ZEHICL B2 — L, KIS U TRO e
LHRETDLEEBIT, (BEAYAR—FLTWH
) BT —HE L THHTRETHD,

In all definitions, the term 'data’ includes raw data.

ETOERICBWT, [F—%] LWHEEEX
EF—2uEghbnlT 5,

16

é%%; wA=tt 30F

w2
BZLib-104 MHRA DI r2.docx



UK MHRA
'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

6.3. Metadata
6.3. AXT—H

Metadata are data that describe the attributes of
other data and provide context and meaning.
Typically, these are data that describe the structure,
data elements, inter-relationships and other
characteristics of data e.g. audit trails. Metadata
also permit data to be attributable to an individual
(or if automatically generated, to the original data

source).

RE T =L ElE, BET—XDFEMEEFHA L,
FDF =L DT FX NOEFHFRTHDT
bs, —MENZ, ZHEIET—F DK, T —
SHE, T —Z DL R EDIF T T —
ZThS, —PIEZITITE L7 TH S, A
HT=HEL Y, T—=F A (F T H B
S SELGE, TTDT— W) I E S
5L TES,

Metadata form an integral part of the original record.
Without the context provided by metadata the data

has no meaning.

ABT =B34 Y VI RERD AR AR 72—y
Thbd, AXT PRSI H T
E, T =2 M OERE R0,

Example (i) 3.5

metadata, giving context and meaning, (italic text)
are:

sodium chloride batch 1234, 3.5mg. J Smith
01/Jul/14

5l (i) 3.5

ALT =20 (FUEFTREND) fiREH
BEWRAE 52 TW5S .

sodium chloride batch 1234, 3.5mg. J Smith
01/Jul/14

Example (ii) 3.5

metadata, giving context and meaning, (italic text)
are:

Trial subject A123, sample ref X789 taken 30/06/14
at 1456hrs.  3.5mg. Analyst: J Smith 01/Jul/14

% (ii) 3.5

ABT =20 (BUAFTREIND) fiEF®RLE
BEWEEZTWD

Trial subject A123, sample ref X789 taken 30/06/14
at 1456hrs.  3.5mg. Analyst: J Smith 01/Jul/14

é%%; wA=tt 30F
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6.4.
64. T—=BA LT TVT 4

Data Integrity

6.5.

Data integrity is the degree to which data are
complete, consistent, accurate, trustworthy, reliable
and that these characteristics of the data are
maintained throughout the data life cycle. The data
should be collected and maintained in a secure
manner, so that they are attributable, legible,
contemporaneously recorded, original (or a true
copy) and accurate. Assuring data integrity requires
appropriate quality and risk management systems,
including adherence to sound scientific principles

and good documentation practices.

F=H LT Y T EIE T BEE T,
TEHES , IEMET, I/ TE, GHTE, 70
T =D DR T— 5 F o T o
FH L THIFISNSFETH S, 7—58, ki
JEEDRD D, STl EPH D, [AhFERH Y, =
YT (FFNTEIE=ZE—) THY, oI
HETHEL T ELEDIE, 7—5FCF=2T
RIGUTRIE, FHEfFT NETHS, 7—F1 >
T T ERAFT B2 0IZ1T, LA E
VR DEPER T A (LR FHIRIA &
R X ZALEHEH # (Good Documentation
Practice) #8579 5 = & & 570) PLETH S,

Data Governance
6.5. T—HX HINF A

The arrangements to ensure that data, irrespective of
the format in which they are generated, are recorded,
processed, retained and used to ensure the record

throughout the data lifecycle.

T=H T TV EH LT, T—FB,
HiZtp 69 EETTERS IEHETHDZ &
FIRAFT B L D12, 7 — 5 ZHEEIZ kR, VPR,
RE, 1T 572005 75 = &,

Data governance should address data ownership and
accountability throughout the lifecycle, and consider
the of

processes/systems to comply with the principles of

design, operation and monitoring
data integrity including control over intentional and

unintentional changes to data.

TR IHNF AT, FA 7 A7 vEBEL
TT— A —F =y 7 EHEEEHLNCT D
LEblz, T—FA T 7 VT 4 OFANCHEE
TEHEOOTavw R AT LA (MEEEITE
B LW T =2 ERIZiT 53 be—Lias
te) OFGEH, ALK OERIZ OV THRFT &
Th b,

Data Governance systems should include staff
training in the importance of data integrity principles
and the creation of a working environment that
enables visibility, and actively encourages reporting

of errors, omissions and undesirable results.

F =B BT AV AT M, LR EETR
X Thd,

o T =B AT 7 VT 4 FAIOBEEIIZET 2
AH T ~DRL—=27 K

LB LAN LS EWAMEOH D], o= T—
SHEREIRAL R E L < 22 R A BRI
HT D &0 BRIFERE ORE

w2

18 BZLib-104 MHRA DI r2.docx

é%%; wA=tt 30F



UK MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

Senior management should be accountable for the
implementation of systems and procedures to
minimise the potential risk to data integrity, and for
identifying the residual risk, using risk management

techniques such as the principles of ICH Q9.

FRRERIIT =2 A T 7 T DEER R
VA7 &f/MET D X970 A7 2o FIEE%
FEELICHQI9 DJFHID K 5 72 ) A 7 A EL Tk
EHWTERGEY A7 ZRET 2 2 LICEMTE R
DORETh D,

Contract Givers should ensure that data ownership,
governance and accessibility are included in any
contract/technical agreement with a third party. The
Contract Giver should also perform a data
governance review as part of their vendor assurance

programme.

BRIOEFEE L, P— =T 1 LDOETDOH
B BERAEEEC, 7204 —F—T v
ﬁﬂfyx\&077?Xﬂ EMEA RV AT K
INCTRETHD, SOLICENOEFEEIT, ~
VHEARFET 0 ST LD —BRE LT, T2 A
NP AV Ea—ZE T X&ETH D,

Data governance systems should also ensure that data
are readily available and directly accessible on
request from national competent authorities.
Electronic data should be available in human-

readable form.

Flo. TEHNRNFURART ALY, HF
DHORDIZIE T, HEICT—F &2 <ITHRDY
H&Z ENTE, 2OEET 7 EATES L)
IZFTRETHDH, BT —XIFATEDOH HE
ATAFTEDLLIICTRETH D

6.6. Data Lifecycle
6.6. T—X T AT A )L

All phases in the life of the data from generation and
recording through processing (including analysis,
transformation or migration), use, data retention,

archive/retrieval and destruction.

LS - GEREN T, (P, B, BITH
D) B, FI, T—HIRE, T4 7K

L, FIZESETDOT—X 74 7125175
PCD T —X,

Data governance, as described in the previous
section, must be applied across the whole data
lifecycle to provide assurance of data integrity. Data
can be retained either in the original system, subject

to suitable controls, or in an appropriate archive.

AIECHRAR=L 2, T—4A T 7 VT 4%
BRAET B2, T—F TN ReT—X
TA 7Y A IR LT LT LR
LRV, TR TRy br— LTI D
TV DIy AT KRE E - 1 35@ ) e T — A A
TIZBWTRE SN D,

[FRIE] ERR TV TN AT A 1R, T—
NN SN2V AT L Th D,
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6.7.
6.7. 7 — X DEeER K OUNEE

Recording and collection of data

No definition required.

JEFGITLEIL,

Organisations should have an appropriate level of
process understanding and technical knowledge of
systems used for data collection and recording,
their limitations  and

including capabilities,

vulnerabilities.

FRRZIBWT, T IR OGLER DO T= DI H
WD VAT AIZOWT, @R Lo rt
A O PR & BAfe k. (BB, PR, Masste4
) HRFORXTH D,

The selected method should ensure that data of
appropriate accuracy, completeness, content and
meaning are collected and retained for their intended
use. Where the capability of the electronic system
permits dynamic storage, it is not appropriate for
static (printed / manual) data to be retained in
preference to dynamic (electronic) data.

As data are required to allow the full reconstruction
of activities the amount and the resolution (degree of

detail) of data to be collected should be justified.

BIRSNT-HEEZHWT, WU EME, T8
P, WR L EWREZROT — 22, BRI LM%
Dbzt sh, REShD L HITF~&T
bH, BT VAT LANTHNMEMNTE D55,
By (7)) 7—2oRbvicEn (FHIRELF
FX) T2 2RRT 5 2 LI TIE RN,
T—=H MO TEDZ ERICHRT DLER D
D, WET L7 =2 OEKORE GEESOR
)P RETHD LT LMWz "X THD,

When used, blank forms (including, but not limited
to, worksheets, laboratory notebooks, and master
production and control records) should be controlled.
For example, numbered sets of blank forms may be
issued and reconciled upon completion. Similarly,
bound paginated notebooks, stamped or formally
issued by a document control group allow detection

of unofficial notebooks and any gaps in notebook

pages.

750 0EL (V=2 —h, TRT M) —
N7y o v AZ—ApEEHRLER R B T) &
Hnpexix, avrbbr—n34XEThsd,
2, BadLie7 70 7E X0ty M 2%
T, FIAK THRIZ (&ETHIi-TWDH ) BBE
Fry 735, FERIZ, R—=TVOEONT, &
Uobhiz /) — 7 w72, SCEEZ L—T N
AR T HRFLIED, ERICRITLIED TS
LT, AR ) — T IR0)—NT D
NV REERHT L LNTE 5.

6.8. Data transfer / migration
6.8. 7 —ZHik AT

Data transfer is the process of transferring data
between different data storage types, formats, or

computerised systems.

T K ERT, RS TSRS T T B
B FE|TRLR B 2 Ea— 5 T AD
T, T X EEET ST XTHSD,

20

é%%; wA=tt 30F

w2
BZLib-104 MHRA DI r2.docx



UK MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

Data migration is the process of moving stored data
from one durable storage location to another. This
may include changing the format of data, but not the

content or meaning.

T F BT, B SEKFHI L EN o — a3
NEMANBE)T S Tt X ThS, D&,
TSI ED S0 LA 0D, WECE
WITZED 5200,

Data transfer is the process of transferring data and

metadata between storage media types or

computerised systems. Data migration where
required may, if necessary, change the format of data

to make it usable or visible on an alternative

T AR, FTe DAEINBR S A T E T T R
DAL a—H LT AT LAORIT, T—4 K&
WA T —H AT HTaEATHD, T —
ZRATIZ. MERGE, REE D3 Ea—
ALY AT DT W CHIHATEE £ 7 (3B % AT BE

rationale, and be robustly designed and validated to
ensure that data integrity is maintained during the
data lifecycle. Careful consideration should be given
to understanding the data format and the potential for
alteration at each stage of data generation, transfer
and subsequent storage. The challenges of migrating
data are often underestimated, particularly regarding

maintaining the full meaning of the migrated records.

computerised system. T HIOITRBEIL L TT — 4 BT
%P
Data transfer/migration procedures should include a | 7 — Z #4315 /BATO FIAEIZIX, 728D DM

OB EMEIZT D, T — Xk BITOFIE
E. BEICEREIL, ANV T — b THZET. T
—BTATHA I NEBLCT—FA T
T A DMEFRICHERF SN D LT D, HokEt
LT, 7—2DKA, KOT—FDAERK, 5k
DOMICE D EEMET (F—40]) BRI
LHEHEME, ZEMRTH &, T2 BATICERT

Lk, FrICAT SN D RO B Z B2l IR
D9 Z COBREITE/NHE SR HTH D,

Data transfer should be validated. The data should
not be altered during or after it is transferred to the
worksheet or other application. There should be an
audit trail for this process. Appropriate Quality
procedures should be followed if the data transfer
during the operation has not occurred correctly. Any
changes in the middle layer software should be
managed through appropriate Quality Management

Systems.

FHEEINY F— M RETH D, T4
X, V=2 o — "o T 7 r—v 3 R
EEINLHHbZEDOHR L, BRINDLNE TIER
W, 2O AITERIEMALETH D,
EXOFTT —XEENE L fThhnoiz
WO 72 SWEFIRICHE D R&ETH D, TH
BIFD (F—%) AHIX
Déﬁéné&%

Bt
MDY 7 b =TI
WY R EE B AT AT &
Th b,

Electronic worksheets used in automation like paper
documentation should be version controlled and any

changes in  the  worksheet should be

documented/verified appropriately.

F—hrA—=va TR ENDEFY—7 2 —
Fm\ﬁ®iiﬁ%1 JEBRINHRETH
D, V=27 — MIBITLHERITHEUNIGERS
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6.9. Data Processing
6.9. 7 —Z JLEL

A sequence of operations performed on data to
extract, present or obtain information in a defined
format. Examples might include: statistical analysis
of individual patient data to present trends or
conversion of a raw electronic signal to a
chromatogram and subsequently a calculated

numerical result

IRz, SN THH, e, AFT
BIEDIZ T — XX L TITHI SR L= 1
1E, BI& L CTid, MEmatend &72008E 7
— X DRLFHRY, BT T2 2~ F
D FLhN, J ONFDEDFH X 7 i R~
DEH, FEPZHITE7 S,

There should be adequate traceability of any user-
defined parameters used within data processing
activities to the raw data, including attribution to who

performed the activity.

T =T 57 — HIBE BN I Tt
ND2—P—EHNT A —ZTONTIL, Y]
=YV T GENEOIEEZEE L7
eV EIEEETD) BDBETH D,

Audit trails and retained records should allow
reconstruction of all data processing activities
regardless of whether the output of that processing is
subsequently reported or otherwise used for
regulatory or business purposes. If data processing
has been repeated with progressive modification of
processing parameters this should be visible to
ensure that the processing parameters are not being

manipulated to achieve a more desirable result.

IERFE RN Z T LA — MTHOW BN D DG,
FITHHCER O B TR S &m0
o 6P AR R OMRE SN72iidsic L0 |
ETOT —ZUIEB 2 FHTE 2 Lo lc9
XThHD, WERTA—HERKRERLT, T
—Z AR KT IGE. a5 2
LITRY EELWHREHFLTZODLE T
A—FEEE LTV RWZ L EHERTH L,

6.10. Excluding Data (not applicable to GPvP):
6.10. 7 —Z OFRAL (GPvP (3 HI4t)

Note: this is not applicable to GPvP; for GPvP refer
to the pharmacovigilance legislation (including the
GVP modules) which provide the necessary

requirements and statutory guidance.

0 ZAUE GPYP I & av7e vy GPYvP 2D
WTCIE BB LB A 7 Az 2
IR RMEOEME (GVP EY 2 — L& &)
BT 5,
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Data may only be excluded where it can be
demonstrated through wvalid scientific justification
that the data are not representative of the quantity
measured, sampled or acquired.

In all cases, this justification should be documented
and considered during data review and reporting. All
data (even if excluded) should be retained with the
original data set, and be available for review in a
format that allows the validity of the decision to

exclude the data to be confirmed.

2/ N2 [ AN S VAN el 9 = 3 D
BEARTHOTERNI L2, AR TRFHY
RIS REDHAICIRY . TOTF— X &
L TH L,

ZTDE IR LTI T EDELMEEL,
T—H L Ea— RORERICHREFT & TH
e BTCOT—4 BRAESNTZHDOHEDT)
EAVUFTNT =2ty hEEBITRETRE
Thh, LEa2—IFZ, T—FxRITHL0
DB IE Lo 7= DR T& 5 L 9 7Bk
THHTESD L 2IZTR&ETH D,

6.11. Original record and true copy
6.11. AU ULtk HEaE—

6.11.1. Original Record
6.11.1. AU P F /L Flsk

The first or source capture of data or information e.g.
original paper record of manual observation or
electronic raw data file from a computerised system,
and all subsequent data required to fully reconstruct
the conduct of the GXP activity. Original records can

be Static or Dynamic.

RN, FEITT—ZPE L TRES S 7 —
SONFHRTH S, Plzid, FB) (7 rtXlE
118 FEZEZBIERTRDOA Y 2 F DD GlER,
I E 2B R T AN DE LT 5T
7 A B OEDEIZ ik 345 GXP 15 B & 5¢
PIZFH] T 572 DICRE R AT DT —4, 7V
S GHERI T EII FE TN TH B,

A static record format, such as a paper or electronic
record, is one that is fixed and allows little or no
interaction between the user and the record content.
For example, once printed or converted to static
electronic format chromatography records lose the
capability of being reprocessed or enabling more

detailed viewing of baselines.

MR OB 13k 7 72 & O F G
XE, (AER] BHEShTRY, 2—¥—¢

FLEKNAE E OO LD 2Z AL, 21X
2L ZFHTF RN TH D, FlXIX, —ER
Rl & 72135 E T Riskic B s N7 a~ v
77 4 OFLERTIE, BT 558NN —2 T
A 2 E S BICFEIC L DR I R T D,
[FRiE] BEEOR L ZZ D FRTE THOE
FRibRD X O i) LB, E
RLERITEREEEIE R L IR D e 2, EREO
EIOICERL,
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Records in dynamic format, such as electronic
records, allow an interactive relationship between the
user and the record content. For example, electronic
records in database formats allow the user to track,
trend and query data; chromatography records
maintained as electronic records allow the user or
reviewer (with appropriate access permissions) to
reprocess the data and expand the baseline to view
the integration more clearly.

Where it is not practical or feasibly possible to retain
the original copy of source data, (e.g. MRI scans,
where the source machine is not under the study
sponsor's control and the operator can only provide
summary statistics) the risks and mitigation should

be documented.

BB OE 7ok T 1, — =235 EN
R L TR LN TED, HlxiXT—F
— A XOE g TIE, 2—F—F, T4
ZEBFL, P RZIRY, EE2Z2 &0 T
x5, Briske LTRSS Cnb 7~ b
777 4 OitgkiE, (EYRY 7 & AHERZ
D) =W —=RL B a—FN, T &L
Lz, R=RAT7 AV HEJIER L THEDEIL- &
WERDZENTED, T —2DFY VI
AE—EREFT 5 2 ENBIEN TR, £
IIARTFHER G A (B . 7 — 2R & 72 DR NG
BRifkEE OE N IC <, BEE R~ U HE
T =2 DHERET DHED MRI A% ¥ ) |
UR7 LZDRBERZ CELT XETH D,
[FRiE] BEEORCZZDOEERT L TEiE
FRD X O EGLEE AL LA A, EREk
BN L TR S 220 e, R X9
IZEFR L7,

Where the data obtained requires manual observation
to record (for example results of a manual titration,
visual interpretation of environmental monitoring
plates) the process should be risk assessed and
depending on the criticality, justify if a second
contemporaneous verification check is required or
investigate if the result could be captured by an

alternate means.

F— B ERGTHICY -5 T, ADBIER Ltk
THMEND LG (21X, FEEEORF.
BRIEE=4V 77— NOWRMR) | 7
RERAEYAZFHMEL, ERAIIZLLUT,
DRI BRFET = v 7 O & FEH R &
Th D, FI1LT OREERER 2 RO )7 15 TEAG
THZEMTEDENRHETRETH D,
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6.11.2. True copy
6.112. HlE=t'—

A copy (irrespective of the type of media used) of the
original record that has been verified (i.e. by a dated
signature or by generation through a validated
process) to have the same information, including
data that describe the context, content, and structure,

as the original.

TV T E A CIER (FEFR,. Pz, K
WHEaT T T EET) FRFOZEPAFS
e (Thbb, HIIAD TESL S, F&
1IN F— N &R T X TEEESRE) T
U T INGERD  (JH 0 57 S I DRI 1 5
R0 2=,

A true copy may be stored in a different electronic
file format to the original record if required, but must
retain the metadata and audit trail required to ensure
that the full meaning of the data are kept and its

history may be reconstructed.

HEab—X, LETHIEL, AV Uitk
CWERBRDET T 7 ANEATHEMHLTH LW
D, T —HOERNERICHER S L, £ DJEE
DEMHEETEL LT HDIC, AFT—4
e OGRS R 2 P57 L7221 U7 5720,

Original records and true copies must preserve the
integrity of the record. True copies of original
records may be retained in place of the original
record (e.g. scan of a paper record), if a documented
system is in place to verify and record the integrity
of the copy. Organisations should consider any risk

associated with the destruction of original records.

F VAR EEIEa Y —L, iEkOA T
TVT 4 R LT R b, aE—0
AT VT 4 BRGEEL, fdkT D, RS
NI AT DRSO THIL, U T
FiEKICR 2T, AV VS AREROEEa Y —%
RELTH LW (f] : BROFEERD A% ¥ )
AV DTNV EMWIELIZGEDO Y A7 1%, #M
MICBNWTHETT & ThH 5.

It should be possible to create a true copy of
electronic data, including relevant metadata, for the
purposes of review, backup and archival. Accurate
and complete copies for certification of the copy
should include the meaning of the data (e.g. date
formats, context, layout, electronic signatures and

authorisations) and the full GXP audit trail.

LEa— No 797 T—=HAT &7
DI, BT —4% (BHETLAZT =2 zEte)
DEEAE—ZERTE & TH D, (BIE]
at'— [(THhi I L&) ZHRiET D LD RIEHEDN
DOERRAE L, THOEK (T4
£ MRS, VA7 U b EFEA. KU
AIAE) LR GXP AR A2 B ~E Th
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Data must be retained in a dynamic form where this
is critical to its integrity or later verification. If the
computerised system cannot be maintained e.g., if it
is no longer supported, then records should be
archived according to a documented archiving
strategy prior to decommissioning the computerised
system. It is conceivable for some data generated by
electronic means to be retained in an acceptable
paper or electronic format, where it can be justified
that a static record maintains the integrity of the
original data. However, the data retention process
must be shown to include verified copies of all raw
data, metadata, relevant audit trail and result files,
any variable software/system configuration settings
specific to each record, and all data processing runs
(including methods and audit trails) necessary for
reconstruction of a given raw data set. It would also
require a documented means to verify that the printed
records were an accurate representation. To enable a
GXP compliant record this approach is likely to be

demanding in its administration.

AT T IVT 4 2 RT D720, £13% TH
AET D70l [BNEATHD Z L) EELE
5%E . T2 X TR L hud
MBI, A a— LT AT A AR E
TERWEES BIZIX, AR — MK -
eHa) » arta—2 b AT LEBERET D
ANC, FogkZ CE (L ENTT —h A B 7R
WCEDSET—NATTRETH D,

B CH-oTH AV VT T =2 DA T
TIVT A DRSNS Z L ZAETE D56,
BIHRPETERINT—4% %, AW
REITEFHATRET 22N EZILN
Do LLNG, T—2RE T ae AL
DEENTND Z EEZRIBRITIE R G720,
e RTDET—X, AT —4  HETHERE
AEBR & ZDFERD T 7 A N ORRGES iz =2 ¥

N

o BFLBRKICBT DY T NU =T U RT LD
PR E DE, KDY
[LEDAET —F 1y NOFERICLERET
DT —ZIRFLT (X Vv N R OB AR %
&)

Fio, HIRlSh-modEn Gigkzd) EmlcRd
THEOTHDLZ EaEid 5, XELSNITF
ERMETH D, GXPICHET Hitske 57
DIZIE, 207 7 u—F I TEEAISERE L
W h LIV,

Where manual transcriptions occur, these should be

verified by a second person or validated system.

ADEFLT D56, B FELIANIT—hE
NIEY AT JMZE Y BREET & TH D,
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6.12. Computerised system transactions:
6.12. AL Ea—XL AT AT T g

A computerised system transaction is a single
operation or sequence of operations performed as a
single logical ‘unit of work’. The operation(s) that
makes a transaction may not be saved as a
permanent record on durable storage until the user
commits the transaction through a deliberate act
(e.g. pressing a save button), or until the system

forces the saving of data.

I 2 =R TA ST g 20T,
1 DDy IEREH) &L TETERS
HH— DR EE 721385 L R IETH B, P72
W g P ERLT S AL, ==
DULFE 2 E )72 TT7 (B (RIFANZ AP TF)
I(CLED 23 > NT B0, S RTANT—ZRF
T S E TIL, MAEDD S FEMZEE I,
K27tk & L THRIF IR0,

The metadata (e.g. username, date, and time) are not
captured in the system audit trail until the user saves
the transaction to durable storage. In computerised
systems, an electronic signature may be required for

the record to be saved and become permanent.

A — HLER MR D & D AL B IR AT
THETEH, A¥T—% Bl =—¥F—%, H
£« BEZD 133 AT AN Gk S 7
W, T2 —F LY AT AT Lo Tk, ik
BT L. KB OICT HBICE B4 P
VER G AN DD,

A critical step is a parameter that must be within an
appropriate limit, range, or distribution to ensure the
safety of the subject or quality of the product or data.
Computer systems should be designed to ensure that
the execution of critical steps is recorded
contemporaneously. Where transactional systems are
used, the combination of multiple unit operations
into a combined single transaction should be
avoided, and the time intervals before saving of data
should be minimised. Systems should be designed to
require saving data to permanent memory before

prompting users to make changes.

I VT A INAT v %, HBREOLRE, £
FRGET — 2 OME A MEFEIZT 572D )
ZRERS HFH, AU E > TR ITiUE e b
RV, A a—H AT NL, 7T 4 B
ATy T OFATH B e < fEFRICFERT D XD
FEtTR&ETHD, FTUF T a VAT A
ZRAT 256, BEROBNRIEL ARG DY
TIODO 7 HrvarednZ Lid#ET5
RETHY ., T2 REFT D E TORFMFIRIE
BNRICTRETH D, VAT LT, 2—P—
(CER LT RIS, T —H 2K A E Y~
T2 L a2MBT LI TRETH D,
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The organisation should define during the
development of the system (e.g. via the user
requirements specification) what critical steps are
appropriate based on the functionality of the system
and the level of risk associated. Critical steps should
be documented with process controls that consider
system design (prevention), together with monitoring
and review processes. Oversight of activities should
alert to failures that are not addressed by the process

design.

FRRIZBWT, AT L0BFEHE T, (1
AT —F—ZRERFZ AN T) V2T L8
RELBIH T 5 Y X7 LTS E, Ehg Y
VT4 HANAT v FIZT 52 EREUTH D0
BRDLRETHD, 7 VT 4 ANVAT v 7L,
VAT LERE (BHIER) . e AR KO
Lba—%2EBE Lok rarybo—iL L
HICLE T RETH D, FBEEHRTHZ &
T, IR AREFTRE L TWRWAREA % A
DFHT LT RETH D,

6.13. Audit Trail
6.13. EEAGIELR

The audit trail is a form of metadata containing
information associated with actions that relate to the
creation, modification or deletion of GXP records.
An audit trail provides for secure recording of life-
cycle details such as creation, additions, deletions or
alterations of information in a record, either paper
or electronic, without obscuring or overwriting the
original record. An audit trail facilitates the
reconstruction of the history of such events relating
to the record regardless of its medium, including the

“who, what, when and why” of the action.

EBFFBIT, GXP fl#pod ik, Z5&, FIkRICY
T ST 2 a NAARSIFRE Gl A ST —H D
—JEHETH 5, EBABNT, HE TP 5
T\ FERIZF ENSIFHRIZ O TDARE, B,
HIfR, D Z o4 7 W 2 P B it e,
TV TN GIERE FIEIZ L E D, LEEET
S¢S CF2TIEFEEHOS D TH S,
EBFAFBIIC L D, GEAROBIKF T, F#RC
BI#ET S5 FR ([#D5, maE, o, wdy 7
I g E T DN E NS FRE ) D
JEEE T 5 = L TE 3,

28

é%%; wA=tt 30F

w2
BZLib-104 MHRA DI r2.docx



UK MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

Where computerised systems are used to capture,

process, report, store or archive raw data
electronically, system design should always provide
for the retention of audit trails to show all changes to,
or deletion of data while retaining previous and
original data. It should be possible to associate all
data and changes to data with the persons making
those changes, and changes should be dated and time
stamped (time and time zone where applicable). The
reason for any change, should also be recorded. The
items included in the audit trail should be those of
relevance to permit reconstruction of the process or

activity.

BT — BRI, A, . RS,
T—HATTAHEDICara—Z{ET AT A
ERWDEE, VAT LOVE A & R R
L. ZHIZL Y T —H ~DETOEFEEIZITHI
Brard 2 LR TE, MOLRIOT — X KU
UOFNDTFT—F b RFFLTHEL L IR
XTHDH, ETOT—HJOT — X ~DERT,
FOEREATIFHEICHAESTHND K oI T
RETHY, BEREFASM, KOFA LAZ T
(A, ROWMBEIZIE U THA LV =) At
TRETHD, £lo, ZEOHA bR T V&
Thd, EEIMICEOL2HAZ, TR
2 BT L7OICANRbD LT ETH
Do

Audit trails (identified by risk assessment as
required) should be switched on. Users should not be
able to amend or switch off the audit trail. Where a
system administrator amends, or switches off the

audit trail a record of that action should be retained.

(U R 7 Gl CREE LS H1E) BEA
AR EE) L Tl R&EThH D, 2—F =k
BRI OF IR A A E TE 2 | AR 215 1k
TEZD LTV, AT AT RI=

M — = PREAGE A AR E o FIL Lz &
XL, FOT IV a v OREREREETRETH
%

The relevance of data retained in audit trails should
be considered by the organisation to permit robust
data review/verification. It is not necessary for audit
trail review to include every system activity (e.g. user

log on/off, keystrokes etc.).

FRRICRBWT, BEAGENC E 0T — X ek
RENEHRFL, MERT—F LY a— RRGE
MTELEIITTRETH D, BEIHOLE
2—IZBWT, 2TOY AT AT HI5E)
Wi : 2—Y—a s Fr / arF 7 F—HE
) BEDDMLEITIRN,

Where relevant audit trail functionality does not exist
(e.g. within legacy systems) an alternative control
may be achieved for example defining the process in
an SOP, and use of log books. Alternative controls

should be proven to be effective.

(LB =V AT 2ET) A7 BEALEAE
NENEA . FlZIESOP TTrEAZED, 1
T7 7 EHODEORBH=T e — Va2
FTh v, REH A Fe—d, ERRL)
R THDZ L ZAITRETH D,
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Where add-on software or a compliant system does
not currently exist, continued use of the legacy
system may be justified by documented evidence that
a compliant solution is being sought and that
mitigation measures the

temporarily  support

continued use.'

BRRCY RAV Y 7 b7 £ AET 5
VAT ABFELRWGE, LY — Y AT A
VT 5720121, ATV a—va
CVERBERTHY  —HRERZEE U7z U A 7 KD
RICKV VAT L% MGERIHL T D Z &%,
XE SN TRTZ & T, ESfbTED
b Lz,

Routine data review should include a documented

audit trail review where this is determined by a risk

audit trails, this may be limited to those with GXP

relevant data, or by an ‘exception reporting' process.
An exception report is a validated search tool that
identifies and documents predetermined ‘abnormal’
data or actions, that require further attention or

investigation by the data reviewer

assessment. When designing a system for review of

relevance. Audit trails may be reviewed as a list of

BT —4 L E2—21F, CE s
BIEf L B2 —2 B8 _ETHY, ZhiTV X
JFHIIZ L > TRET D, AL E2—D
A 2 3R DB GXP B O & DI > T
b, EEIENIEET 5T -2 0—HE L
TlbEa—LThiWnL, MWsHE Yat
2 HNTH L, S HRE I T —Fah
TRy =N THY ., TOEDLNT THE)
RT—=ERT I varvEREL, BEEHTLO
ThY, ThEHBTT — X L Ea—FNEERE
KR, HELEYT 2,

Reviewers should have sufficient knowledge and
system access to review relevant audit trails, raw data

and metadata (see also ‘data governance’).

L a—FL, BT AR, A7 — 2 K&
VAAT—H L Ea—T&5L9., %M
WO AT BASDT ' AR E FFORE T
b, ([F=2HFo 2] bBROZL)

' Tt is expected that GMP facilities with industrial automation and control equipment/ systems such as programmable

logic controllers should be able to demonstrate working towards system upgrades with individual login and audit trails
(reference: Art 23 of Directive 2001/83/EC).

VREEA— b A= ay, FulI~wTnyy s ary bun—7—0k ) Rl > AT LEFO
GMP fiiitid, ABIOr 7 A ROEEENN TEDLL ORI AT LT v 77— RFLLI L LTS
ZEEREET DI ENMFESN TV D, (Art 23 of Directive 2001/83/EC £ [H)
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Where systems do not meet the audit trail and
individual user account expectations, demonstrated
progress should be available to address these
shortcomings. This should either be through add-on
software that provides these additional functions or
by an upgrade to a compliant system. Where
remediation has not been identified or subsequently
implemented in a timely manner a deficiency may be

cited.

VAT APERFEHSO L — =T T MO
WTOHIFFIZINZ DNRWGE . ZILb DX A
(CRT DM MMADER RS LN TELH X
T RETHDH, ZOMYMAR LT, BN
HREZ IR 27 KA Y 7 b =7, £k
WATDVAT L~NDT v 77 L— RO\
NThD, BIEHENED TRV, £
X BIEEMENED bNT) B THALVITHE
M SN TWRWEGE, NG &R S5 AThE
HER®H %,

6.14. Electronic Signatures
6.14. BFEL

A signature in digital form (bio-metric or non-
biometric) that represents the signatory. This should
be equivalent in legal terms to the handwritten

signature of the signatory.

BH LT ERT, TUXNAER (A 4R
N 7 EIFFEASAFA NI v 7)) DEA,
ZHTEREMFEE LT, BA L LTHWDFE
TBLLEAETHD,

The use of electronic signatures should be

appropriately controlled with consideration given to:

BFEZLOFRICHT->TUTZEE L, #EY)
oy ha—L3_R&EThD,

o How the signature is attributable to an individual.

o FHLMED LD ITHENTIRIET D70,

o How the act of ‘signing’ is recorded within the
system so that it cannot be altered or manipulated
without invalidating the signature or status of the

entry.

e EDL DT [BA) 1THE VAT MIGET
X, B4 (En7-icek) #EE L0, #
ELE D &Lzt xio, BAEIFIARE
I T HZ ENTE DD,

o How the record of the signature will be associated

with the entry made and how this can be verified.

o XD X HITBL DREEEN AT EBEAT
L. EDOLITEFDZ LEBRIFTE B0,

o The security of the electronic signature i.e. so that
it can only be applied by the ‘owner’ of that

signature.

e ETELDEXFAVT 4, TRDOLEAD
(F—TF—] ORIV FEITEND,
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It is expected that appropriate validation of the
signature process associated with a system is
undertaken to demonstrate suitability and that control
over signed records is maintained.

Where a paper or pdf copy of an electronically signed
document is produced, the metadata associated with
an electronic signature should be maintained with the

associated document.

B INFESETITH Y |
%ﬁéﬂfwé:t%%ﬁkw:\%aVX%

WCBET B4 T nE A WYY T— b
TLHLZ eI ND, BTHIIESL ST
FEOHETIL PDF O a =R ER SN2 E.
ZoOXELLLIZ, BETBEAICEETLIAZT
— A PHEFFEER SN A RETH D,

o kg — LR

The use of electronic signatures should be compliant
with the requirements of international standards. The
use of advanced electronic signatures should be
considered where this method of authentication is
required by the risk assessment. Electronic signature
or E-signature systems must provide for “signature
manifestations” i.e. a display within the viewable
record that defines who signed it, their title, and the

date (and time, if significant) and the meaning of the

signature (e.g. verified or approved).

B BL ORI H T2 > I EFEHED EF |
WETREThDH, MEBETELEZFHT LY
A VAT X 0 Z OFRRES LD LB S
BEHT & Th b,

BA B FTT E-V A 0% B4 OFRIER] |
Thbb RGO H Lo RIC, BLEA.
ZOREE, Bff (ENNEETHIVUIREZL) |
MOBXOEWR (B : BEE, KRR 2R3 FRR,
BEFERITIUIR B0,

An inserted image of a signature or a footnote
indicating that the document has been electronically
signed (where this has been entered by a means other
than the validated electronic signature process) is not
adequate. Where a document is electronically signed
then the metadata associated with the signature

should be retained.

BHDA A=V EBALIZY | HETCENE
FHNCBAL SN L 2RT 2 LT (A
)T~Féﬂt ETFEBL 1t ALSDFIET
AN ENTHE) W Ty, SCENE

%éﬂtﬁm BAIMRD A X T —F MR
ﬁéﬂéNéﬁ%éo

For printed copies of electronically signed

documents refer to True Copy section.

BHICEA SN XE LB L2 B —(2o
WTIFEIEar—DEAZ S,

Expectations for electronic signatures associated
with informed consent (GCP) are covered in
(MHRA/HRA  DRAFT

alternative  guidance

Guidance on the use of electronic consent).

AT H—LbRarty MIRLETEL~D
A (GCP) IZ 2 W TR DT A XA
(MHRA/HRA DRAFT Guidance on the use of

electronic consent) Tik~X%,
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6.15. Data review and approval
6.15. 7T =X DLt 2— KUK

The approach to reviewing specific record content,
such as critical data and metadata, cross- outs (paper
records) and audit trails (electronic records) should
meet all applicable regulatory requirements and be

risk-based.

HERT —EZR0ALZT =4 (RROFLED) H
D LR, (BFiidko) ERZENSE. HEo
FLEKNARZ L Ea—T 572007 7 u—F %
AT O S D BHI 2T L, 2ol A
TIZHALIRETH D,

There should be a procedure that describes the
process for review and approval of data. Data review
should also include a risk-based review of relevant
metadata, including relevant audit trails records.
Data review should be documented and the record
should include a positive statement regarding

whether issues were found or not, the date that

Tl bEa— KOEKRTLHEDDOTrE
2EAT 5 FIEELHR T LR THDL, 77—
ZLEa—TlL BEETLIAZT—% (BES

éﬁﬁﬁ%%éﬂ)%vxﬁzﬁdwfval
—TRETHD, T—F L Ea—fERIFICET
%L\%::mﬁo#okﬁEWﬁﬁK%Té
FEORLR, LE2—Efi ALV E 2 —F

if data review identifies an error or omission. This
procedure should enable data corrections or
clarifications to provide visibility of the original
record, and traceability of the correction, using

ALCOA principles (see ‘data’ definition).

review was performed and the signature of the | DEA ZFldl T XX TH D,
reviewer.
A procedure should describe the actions to be taken | FIEEIZIX, 7 —% L E 2 — TRV E7013kT

%ﬁoﬁkk%:ﬁéN%?&vay%ﬁﬁT
RETHDH, ZOFIAIZEY | MﬁOA%W(Hf
—X | DERZWOZ L) ITiho T, AV T
wﬁﬁﬂmﬁkot#%ﬁé:&ﬁﬁ%\#o
ERZBHTEL LT RETH D,

Where data review is not conducted by the

organisation that generated the data, the

responsibilities for data review must be documented
and agreed by both parties. =~ Summary reports of
data are often supplied between organisations
(contract givers and acceptors). It must be
acknowledged that summary reports are limited and
critical supporting data and metadata may not be

included.

T X ERMBNTT — X L E 2 — & 1T
e, T XL a—0OELE, XEIZEY (T
— Z R S T — 42 L e — ko) WET
BETRETH D, Mk GRIEFEE L Zitd)
MTTr—20%~U LR— i fEfians Z &
DEZWHR, = U LaR— MNME (NED) BES
NTRY, BERT —ARAXT—ENEEN
RN ENRBDLZEITHETRETH D,
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Many software packages allow configuration of
customised reports. Key actions may be incorporated
into such reports provided they are validated and
locked to prevent changes. Automated reporting
tools and reports may reduce the checks required to

assure the integrity of the data.

VT R =T Ry =V TCIEREICL Y LR —
NeBAZ< A XTEDLHLDONEN, N T —
NEHRT, DOEEINRNEIICr vy 7 TE
HOTHIVUE, FHERT 7V arkLAR—RZ
BViAALTE X, BEILAR—T 47—
KON [(ZOEREMRIND] LR—FEHWD
LT, TEDOAT T VT 4 BREET DT
DOF =y 7 B TEDLNE LILRU,

Where summary reports are supplied by a different
organisation, the organisation receiving and using the
data should evaluate the data provider’s data integrity

controls and processes prior to using the information.

BIOMA S~V LR— h RSN 25
By VR— NI AT — 2 R, Z
ONEHREFAT HE1IC, T —FiRtEEOT—4
AT VT o0ary fha— LR ot A%
P~ &E Th D,

o Routine data review should consider the integrity
of an individual data set e.g. is this the only data
generated as part of this activity? Has the data
been generated and maintained correctly? Are

there indicators of unauthorised changes?

e HEHRT —Z L 2—Tlk, FNLFENDTF

— Xy DA UT T VT 4 BT RET
%o BlxiE
IR TR SN~ DT -2 Th D
2

e ELL T —# WA S HERFFE ST
VRN

o SRR I AR WA BT DAV TR il
e

¢ Periodic audit of the data generated
(encompassing both a review of electronically
generated data and the broader organisational
review) might verify the effectiveness of existing
control measures and consider the possibility of
unauthorised activity at all interfaces, e.g. have
there been IT requests to amend any data post
review? Have there been any system maintenance
activities and has the impact of that activity been

assessed?

o BRI T —FITHT L EMREA (B
PR ENZT—2 DL e a—L Mo
LV RHHR L B 2 — & B N—F5) TiL
BAEDay b — LV FRONRAERIEL, 2
TO [(ANDOHTET D] BB\ TR S
RUNETE Z D AS T ATREME 2 M R & T
bo, PIAIXLE2—%DT —ZITEFE 2K
DD IT ERIND 512702 ¥ AT MMESFIESD
W oI, ZDOIEB DB DUV THEM L
T ?
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6.16. Computerised system user access/system administrator roles
6.16. AL Ea2—Z LT AT AMIBT 22—V =T I ER VAT LT FI=A FL—F—D&KHE|

Full use should be made of access controls to ensure
that people have access only to functionality that is
appropriate for their job role, and that actions are
attributable to a specific individual. Companies must
be able to demonstrate the access levels granted to
individual staff members and ensure that historical
information regarding user access level is available.
Where the system does not capture this data, then a
record must be maintained outside of the system.
Access controls should be applied to both the
operating system and application levels. Individual
login at operating system level may not be required
if appropriate controls are in place to ensure data
integrity (e.g. no modification, deletion or creation of

data outside the application is possible).

TrRvRarhr—LE T NVICERTAZ L
T, ZEANDE G OEENCG > TARRED RIZT
JEATEDLLICL, £DOT 7 v a VERE
DENIIHFRTED LT RETH D, Ktk
IFEAS v 752127 78 ALV EHIRT
x5 X9, »oax—HF—DT AL~V
DIBEFREAFTE LI LT
RN, VAT ATIZIDEI BT —HAHIPNETE
RONGE . VAT AONTREREMER L2 T
X bwn, 7R3y ha—uiE, AL
—T ATV RT L, ROT TV r—va o
DL THRITLRETHDL, T—H A
TIVT 4 HWEICT D L) b ar b
—NAnbUEL BIxX, 77—y &2l
DIRVRY | T2 OEE, HIkR, ERATE
BRNEICTD) | AN —T AT VAT A
DL~V TEARNZ T 7 A v S DB
M Livzewny,

For systems generating, amending or storing GXP
data shared logins or generic user access should not
be used. Where the computerised system design
supports individual user access, this function must be
used. This may require the purchase of additional
licences. Systems (such as MRP systems) that are not
used in their entirety for GXP purposes but do have
elements within them, such as approved suppliers,
stock status, location and transaction histories that
are GXP applicable require appropriate assessment

and control.

GXP 7 — X &/, AR, MHT 5 AT LI
BWT, AT AR (User D K5 7) —fi%
xRNV —Y—T 7 A IH AT RE TR
RV, BB a—H b AT A0ME AR O 2 —
=T 7w AP R— T DHLIEFFSLTW
HOTHIUE, ZOMRITFH L2TiER b
RV, ZHUTEVBIT A AEREAT DM
ERHL0H LRy, (MRP VA7 LD KD
(2) 24K GXP HEYIZFIH S 415 D Tidzzawn
HODO, GXP BEH SN LHEFR (Fl 21X, RE
ENT-¥H, HEORAT—X A, LT, W@
) ZEied A7 LTI, @ eRHEiE =2 b
02— LN ETH D,
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It is acknowledged that some computerised systems
support only a single user login or limited numbers
of wuser logins. Where no suitable alternative
computerised system is available, equivalent control
may be provided by third-party software or a paper-
based method of providing traceability (with version
control). The suitability of alternative systems should
be justified and documented. Increased data review
is likely to be required for hybrid systems because
they are vulnerable to non-attributable data changes.
It is expected that companies should be
implementing systems that comply with current

regulatory expectations?.

Vo na—YP—a I A UFEIITIR NI ED
a—H—a A LR — LT Rna
Ea—F b AT L0305 &I13&KmL T
%, WHIRRFEa L Va— b AT LB AF
TEWGEE, Y= X—FT 4 V7 Ny =T &
TIE R =P T ¢ BB D WS & D)
MAR—ZADFHEIZEY, FAEDa s hr—L %
Bons0b Ly, Y AT LD S
FESEL, XFETRETHDL, M TV vy
R 27 ME, RO R 7 — 2 EE )
TV LD, T—H L Ea—DEEKEHE
RTHVERHDHE LIV 2,

System administrator access should be restricted to
the minimum number of people possible taking
account of the size and nature of the organisation.
The generic system administrator account should not
be available for routine use. Personnel with system
administrator access should log in with unique
credentials that allow actions in the audit trail(s) to
be attributed to a specific individual. The intent of
this is to prevent giving access to users with
potentially a conflict of interest so that they can make
unauthorised changes that would not be traceable to

that person.

VAT AT RI=ZANL—H—DT 7t A
X, RO E E A BE L, H/NRO A
WIZRETRETHDH, [[Admin® O X 9 78] —fi%
HERWTE VAT AT RI=A ML —4—T%
AV N it FIIFIHATEE & & Tixdeuy,
VAT AT RIZA RN —X—T 7 AEEFF
OFIL, BRINC LD T v g U EE AR
BTEDL LI, 2=—7 RFIEHFR T 7/ A
VEIRETH D, THUE, BTERICHE T 5 F]
BEFOZ—YP—RNT 7 AL, #EEZHT
TERWEIRBAISNRWERZTHZ L%
<= Th 5,

System Administrator rights (permitting activities
such as data deletion, database amendment or system
configuration changes) should not be assigned to
individuals with a direct interest in the data (data

generation, data review or approval).

(T —=ZHIR, T = X—AOEERL VAT A
WERKRR B DA B HE DI ZFF a4 5) VAT A
7 RI=RA ML —F—OWHERIZT — X IZEHED
ﬂiﬁ%%%oﬁ<%~&$m T—H Lt
—F KGR ITIFFI0 Y TRV &y,

2 It is expected that GMP facilities with industrial automation and control equipment/ systems such as programmable
logic controllers should be able to demonstrate working towards system upgrades with individual login and audit trails

(reference: Art 23 of Directive 2001/83/EC).

2 pEES— A=V gy, Tur I n Yy ary ba—7—0 k9 Rl VAT A xR
GMP fiigzi%, EABO v 7 A ROBEETEA TE L LI RV AT LA~T v 77— RFLELI E LTS
ZEERIFEFET A Z ENHIFFEIL TV A, (Art 23 of Directive 2001/83/EC 2 HR)
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Individuals may require changes in their access rights
depending on the status of clinical trial data. For
example, once data management processes are
complete, the data is ‘locked’ by removing editing
access rights. This should be able to be demonstrated

within the system.

TREBRT — Z DIRBEIZ L > TIHAD T 7 & ZHERR
EREETIHVLENDH L0 Liviewy, Bl 21X,
F=Hw XA NV ANET LI-#% T,
F— A REMERZRLS 2Lk v F—2 0 Tk
El Shd, ZOZ LTV AT ANTIHIETE
LHEIICTRETH D,

6.17. Data retention
6.17. T — X

Data retention may be for archiving (protected data
for long-term storage) or backup (data for the

purposes of disaster recovery).

F—BRENNIT — A BT (BRSO
H#EINTT—%) LRI T w7 ($EEIA
DIEODT—H) BNhD,

Data and document retention arrangements should
ensure the protection of records from deliberate or
inadvertent alteration or loss. Secure controls must
be in place to ensure the data integrity of the record
throughout the retention period and should be
validated where also data

appropriate  (see

transfer/migration).

T ECEORE ORI I Y | FEk
MR E TSI R D AR BRI
T DT RETH D, BLekDOT —H A
YT VT a4 %, RAFHIR 2 LR D &
VX aTlhary ha— L ERTRITIE
O, FEMEIL L TN T — T RETH
%, (F—HiRk/ BITHEMHR)

Data (or a true copy) generated in paper format may
be retained by using a validated scanning process
provided there is a documented process in place to

ensure that the outcome is a true copy.

M CERENT —% (FIFHEEaE—)
X, M HERICEEa -5 Ko7k, X
TleEaniz7 o 2RI 5 TOHIUE, N
F—hENTFAF T a2 EHOTHRSE L
Th Ly,

Procedures for destruction of data should consider
data criticality and where applicable legislative

retention requirements.

F— ¥ R WIT B D OFIRE T, F—4 0
FEAE, S OIS U TR A RS B % b
HF~EThB,
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6.17.1. Archive
6171. 7T—HhA 7

A designated secure area or facility (e.g. cabinet,
room, building or computerised system) for the long
term, retention of data and metadata for the purposes

of verification of the process or activity.

TR X ELNIFB & RS S AR T, T4
R OA 50 7 =25 2 RIFIZDIe > TIRE TS 72
OO (F+EF > F HE EY,
FE R T AED) | FFESNIETF 2 TRE
VIESEGY

Z B2 —

Archived records may be the original record or a
‘true copy’ and should be protected so they cannot be
altered or deleted without detection and protected

against any accidental damage such as fire or pest.

T—HA T INDHREEITAY USRS EIT

[BEar—] THhYH, BEEITHIRLZ L
TEIMLTHRHIND LORET RETHY, Kk
FXOFRFOMBHBEEGI O bR#EIN D N
Th b,

Archive arrangements must be designed to permit
recovery and readability of the data and metadata
throughout the required retention period. In the case
of archiving of electronic data, this process should be
validated, and in the case of legacy systems the
ability to review data periodically verified (i.e. to
confirm the continued support of legacy
computerised systems). Where hybrid records are
stored, references between physical and electronic
records must be maintained such that full verification

of events is possible throughout the retention period.

T = A T OF L HE TIX, L R
ZHELUT, HILTE, T—F L AXT—H2NH
WHLIICHEFTRETHD, BT —F%7
—NA T THEAE. TreAE AN TF— |k
TRETHD, VHV—V AT LOHRE, T—
Al Ba—T&5Z LITEMITHGE (372
bbb, LA —3 2T ADOWR— kg LT
WHZEEER) TRETHDL, MT U YR
R AR T DG, WENY ek & B T Rlek
LD OS IR A MR L, RE I 28 U T
FREZERIRAETE D Lo Leidnid e b
AR

When legacy systems can no longer be supported,
consideration should be given to maintaining the
software for data accessibility purposes (for as long
possible depending upon the specific retention
requirements). This may be achieved by maintaining

software in a virtual environment.

VH =V AT AN AR—hShel b L x
2, TRIZT 7B ALBTONRD L OIT, YV
7 hU =T & (REHIFIISC T, TEDRY)
HEFF LEEIT 20089 D a st & Th b, =
XY 7 bU =7 BRREE CHEFFT 5 2 & T
ERTE D0 LR,
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Migration to an alternative file format that retains as
much as possible of the ‘true copy’ attributes of the
data may be necessary with increasing age of the
legacy data. Where migration with full original data
functionality is not technically possible, options
should be assessed based on risk and the importance
of the data over time. The migration file format
should be selected considering the balance of risk
between long-term accessibility versus the
possibility of reduced dynamic data functionality
(e.g. data interrogation, trending, re- processing etc).
It is recognised that the need to maintain accessibility
may require migration to a file format that loses some
attributes and/or dynamic data functionality (see also

‘Data Migration’).

V=T =R picon, THEEaE
—1 OTF—Z ML IR D XL FONET 7
ANERITBITT D ENME LD hE LI
R, AV UFNNT — X OBEEE SERICBITT
D Z L BHEHANCARFTRE 26, FERICh e -
TOT—ZDY A7 & BEMITIESN TR
T & TH L BITT D7 7 A VAU,
EMlicbl-vrrsevxcEsrz e, BlxiE,
T—2MAEE, Ly R, B, o) B
T — AN RbNSZE, DY AT DN
VAEZBELTGERTRETHD, 77 RN
EHEFFT 272012, W ook, RO
FXBRT — 2RO W T 7 A VBRI
TES2Z2/[RNEND T EITEMLTWVD,
( [F7=2817) bZHROZ L)

6.17.2. Backup
6.172 Ny 7T v

A copy of current (editable) data, metadata and

system  configuration settings maintained for

recovery including disaster recovery.

HHED (FFEJRER) 7 —5, XX 7= KN
SR TAEEREIERD 2 E°—Th V), KEE
I & &P tE LD DICHFES G & D,

Backup and recovery processes should be validated
and periodically tested. Each back up should be
verified to ensure that it has functioned correctly e.g.
by confirming that the data size transferred matches

that of the original record.

Ny 77y FeETOTat R I F—h
L., EHIICT A N TRETH D, fxD Ny
T TNIELEELZZ & 2HREICT ST
DIZ (T—FHAXBAY U Liteks —FT
HHDEHEGRT DEIC L V) RFET & TH 5,

The backup strategies for the data owners should be

documented.

F =A== DR T Ty TG &
b R&Th o,

Backups for recovery purposes do not replace the
need for the long term, retention of data and metadata
in its final form for the purposes of verification of the

process or activity.

WILHBIONY 77 v T h2FFo TN TH, 7'm
T ARIEER ORRFEDT-DITATH . T —H LA
2T =5 D, ORI X D REIFERE O
BN EE S 72 5 DI TiEZe v,
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6.18. File structure
6.18. 7 7 A LS

Data Integrity risk assessment requires a clear
understanding of file structure. The way data is
structured within the GXP environment will depend
on what the data will be used for and the end user
may have this dictated to them by the
software/computerised system(s) available.

There are many types of file structure, the most

common being flat files and relational databases.

T—=RAT 7 IVT 4V RY A IS 57
DITIXT 7 A /A & PR CPEAR L Tl < Lt
N D, GXP BREEZK T 57 — X EEDOED
X7 — BRI EN DL > TRE D
M, Ty Ra—F—3FHERY 7 by =T
S A a—2 b AT L (OFIR) 12> T
WAHTET s LRy, 7 7 A /W& <
OREERHY | kbR bDIET Ty h 7
7ANEV L= aF T —HRX—=ATHD,

Different file structures due to their attributes may
require different controls and data review methods

and may retain meta data in different ways.

B2 D7 7 A EEIZIX, TORMEICEY,
RHAY = ART —H L a— HIENLE
L0 FTAXT—E PRI D FHIETHRAFS
NBHmE L,

6.19. Validation — for intended purpose (GMP; See also Annex 11, 15)
6.19. NUTF—var - FRLUEZAMICH LT (GMP; Annex11, 15 2D 2 &)

Computerised systems should comply with
regulatory requirements and associated guidance.
These should be validated for their intended purpose
which requires an understanding of the computerised
system’s function within a process. For this reason,
the acceptance of vendor- supplied validation data in
isolation of system configuration and users intended
use is not acceptable. In isolation from the intended
process or end-user IT infrastructure, vendor testing
is likely to be limited to functional verification only
and may not fulfil the requirements for performance

qualification.

AV a—H b AT A, B K OV
FTOHA X RHERST RETH DL, ZNH (D
VAT A X, BRILEZBEMIICX LT F—
N RETHLIN, ZOBMNERDDTZDITIE
TatAIBITLa L Ea—2 LT AT LD
AT ZNERN DD, ZOHBENG, HE
FiILLo TRt ENHINY T —va v 7 —#
X, FNDB T AT LORERRE K N2 —F —D
BERLIEHENOEU VS TWDSEEIE, %
FANLNRY, MHT 57 nexen s Fa
——DIT AT TANT 7 F v nHU0
ENTHEE. XUFL—DT A MIMREDRKRFED
HERVBHLTHY | PEREEAS VLR D 2 %
7= S720inh LiZen,
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Functional verification demonstrates that the
required information is consistently and completely
presented. Validation for intended purpose ensures
that the steps for generating the custom report
accurately reflect those described in the data
checking SOP and that the report output is consistent
with the procedural steps for performing the

subsequent review.

BEREDORRGEIL, ZERSNT-HEHRD—EHEE H -
T, BRI R EIND ZEEZFHAT LI HLOTH
%o BHLIEBEBICKT Y T — 3 U3,
B 2 1X) 1 A% NV AR— N EART 5 FIEN
F—HF w7 SOP IZEEMEICKMEIN TV
e KRV AR— b DT Y Ny RRRTIED
LE 2 —3DODOFIRE B LTS &
EMEFEIZTHHDOTH D,

6.20. IT Suppliers and Service Providers (including Cloud providers and virtual service/platforms
(also referred to as software as a service SaaS/platform as a service (PaaS) / infrastructure as a
service (IaaS)).

6.20. IT ftigE RO Y — AT L — (7 T70 REWMERBY—E R/ 7Ty b7 4—4 (YT +Y

=T T AT P —ER (SaaS) T Ty "N TA—L T X+ TH—ER (PaaS) /AT TANTY

F¥ e T RXT - =R (laaS) & HIES) &

Where ‘cloud’ or ‘virtual’ services are used, attention
should be paid to understanding the service provided,

ownership, retrieval, retention and security of data.

(779 R 723 AR —ex&2FHT
L6, wtEnsy—v R A—F—v v,
TR L, BRE, X2V T 4 2HES

LECTRETH D,

The physical location where the data is held,
including the impact of any laws applicable to that

geographic location, should be considered.

F—H T AW r— g T, Y%
HEH o o — g I S 9 HIEEO R
LEDT, BT X&ETH D,

The responsibilities of the contract giver and
acceptor should be defined in a technical agreement
or contract. This should ensure timely access to data
(including metadata and audit trails) to the data
owner and national competent authorities upon
request. Contracts with providers should define

responsibilities for archiving and continued

readability of the data throughout the retention period

(see archive).

RN BT D HFEEH K O it E O EEIL, Bl
MR B REEFLIIENTERTRETHD, =

XY, T2 A —F =K OYFORDITIE
CC, 7—% (A&7 —% KOG %5 Tp)
XA LVIZT VAN TE D Z L E2MEIZT
REThH D, T X—=LDETIE, 7T—
A E T R ORE M 28 U727 — & O Rt
PEDHERFIZOWTOEEZERTNE TH D,
(T —Hh A THH)
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Appropriate arrangements must exist for the
restoration of the software/system as per its original
validated state, including validation and change

control information to permit this restoration.

(N 27 v TEERED)] Tx D) F—3 g
VIREE (B ZiFal 357200 F—va v
HREOE T EREREZ ) ([CES3WTY 7
NT =7 VAT AERETTT D KD Gt
I YEQE 2 AT 72 UE 7R B 7w,

Business continuity arrangements should be included
in the contract, and tested. The need for an audit of

the service provider should be based upon risk.

ZHNTIT, BV AMHED T2 O DFIT DD
WEN, TAMEINDHZRETHD, b—E R
BNA X — R RS HMEMIR, U AT ITHES
{R&EThD,
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7.  Glossary

Acronym or word or phrase Definition

SHFRE. AF - A TEFE

eCRF Electronic Case Report Form

ECG Electrocardiogram

GXP Good ‘X’ Practice where ‘X’ is used as a collective term for
GDP - Good Distribution Practice,

GCP — Good Clinical practice,

GLP — Good Laboratory Practice

GMP — Good Manufacturing Practice
GPvP — Good Pharmacovigilance Practice

Data Quality The assurance that data produced is exactly what was intended to be
produced and fit for its intended purpose. This incorporates ALCOA

T—2nE B SNTT—20, BRILIEEBYICAERS, BRILH
HIZH > TS Z & OffGFE, 213 ALCOA Z & T,

ALCOA Acronym referring to Attributable, Legible, Contemporaneous,
Original and Accurate.

ALCOA + Acronym referring to Attributable, Legible, Contemporaneous,
Original and Accurate ‘plus’ Complete, Consistent, Enduring, and
Available.

DIRA Data Integrity Risk Assessment
T=2A T VT 4 U R

Terminology The body of terms used with a particular technical application in a
subject of study, profession, etc.

FHGE WFFE. WSSO EEIZB W TRBNCEINBIIC AV 5 5 5k
HEOTHO,

Data cleaning The process of detecting and correcting (or removing) corrupt or
inaccurate records from a record set, table, or database and refers to
identifying incomplete, incorrect, inaccurate or irrelevant parts of the
data and then replacing, modifying, or deleting the dirty or coarse data.
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Format The something is arranged or set out
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Acronym or word or phrase
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Definition
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Directly accessible

At once; without delay
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Procedures Written instructions or other documentation describing process i.e.
standard operating procedures (SOP)
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Advanced electronic signatures
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an electronic signature based upon cryptographic methods of originator
authentication, computed by using a set of rules and a set of parameters
such that the identity of the signer and the integrity of the data can be
verified.
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Validated scanning process
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A process whereby documents / items are scanned as a process with
added controls such as location identifiers and OCR so that each page
duplicated does not have to be further checked by a human.
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