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1.

activities. TEAEIITHZLETHA,
2. Introduction
2. 1L ®IT

2.1 2.1

'GXP' Data Integrity Guidance and Definitions

Background

FI=N=R
H 51

The way regulatory data is generated has continued
to evolve in line with the ongoing development of
supporting technologies such as the increasing use of
electronic data capture, automation of systems and
use of remote technologies; and the increased
complexity of supply chains and ways of working,
for example, via third party service providers.
Systems to support these ways of working can range
from manual processes with paper records to the use
of fully computerised systems. The main purpose of
the regulatory requirements remains the same, i.e.
having confidence in the quality and the integrity of
the data generated (to ensure patient safety and

quality of products) and being able to reconstruct

BT — % OERFIEZ, ThEX 2 58O
W & & BITEICHE L LT TV 5, il xR,
EDC ORI 2, AT AR F— K A—T g
MAesi, VE— MIFRFIHS D X o127
S>T&7; 2L T, FIZIEY— KR—=F 4 ¥ —
AT N, F T 0%, YA Fx—
VREOMBE SN L VMo TE T, 2D
DEE TS5 AT A, Roitékae
WOLFEF T nt 206, BRIZAarEa—21k
SNV AT AET, JR#iTH D, (LaL)
M B OEZ 5 BRIXFEICED L2\, T72
bt (BEORELMLONEEHFEICT DT
W) EREINDT—HDOWEROA T 7Y
TAEEEOBIT D DL L, £iEEAFH

This document provides guidance for UK industry
and public bodies regulated by the UK MHRA
including the Good Laboratory Practice Monitoring
Authority (GLPMA). Where possible the guidance
has been harmonised with other published guidance.
The guidance is a UK companion document to PIC/S,
WHO, OECD (guidance and advisory documents on
GLP) and EMA guidelines and regulations.

ARIA X AL, HE MHRA OIS FIZH 5,
FEDREZE K/ OANELHIE (GLPMA 25 1p) (2
KL TCHAL L AZ BT D26 DO TH D, FIHE
IR . A2 RIMMDOFATEL DI A S
ALEEERD L DI LTz, KUA X v A3
[E[\Z 3\ T PIC/S. WHO, OECD (GLP O A
B ARRT AL 27T 530F) kO
EMA HA K74 ROHHIE & BICFIHT 5
HDOTH D,
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22
This guidance has been developed by the MHRA
inspectorate and partners and has undergone public
consultation. It is designed to help the user facilitate
compliance through education, whilst clarifying the
UK  regulatory of

interpretation existing

requirements.

2.2
ARAA K AL MHRA #EE K OVI— b —
[(AQUR (S5 Ay (N ﬁ%@:y#w?—yay%

2 Tee AHA X ATa—FRHEEBL T
E%ﬁét%@%ﬁ&&éiom#éﬂ %@
DEARNT 64 2 FEE O H O MR A& B IS+
LOTH D,

2.3
Users should ensure their efforts are balanced when
safeguarding data from risk with their other

compliance priorities.

23

T—H ) AT DOARHET SO0 )T, it
DG DT DENFEENT o AEDH LI
TRETHD,

24

The scope of this guidance is designated as ‘GXP’ in
that everything contained within the guide is GXP
unless stated otherwise. The lack of examples
specific to a GXP  does not mean it is not relevant
to that GXP just that the examples given are not
exhaustive. Please do however note that the guidance

document does not extend to medical devices.

2.4
ARAA X AO#FIT IGXP) L LTEY, K
A XL AZEENDETOLDE, £ 9 T
WEBRE L2V R Y | GXP TH D, FED GXP
WZHNL 723 S TH 2 NUTZE D GXP X L
THITIEHRWE WD Z L TiEAvy, BZZT
ST BINHEFER) CTRoWTE I Th D, 7272 L,
KIA K A TEREERICITEA S RnWZ &
WCHETHZ L,

2.5

This guidance should be considered as a means of
understanding the MHRA’s position on data integrity
and the minimum expectation to achieve compliance.
The guidance does not describe every scenario so
engagement with the MHRA is encouraged where
your approach is different to that described in this

guidance.

25

RIA L REIT—FA T 7V T 18T 5
MHRA D785, K OMERLY 5 723D DI AKIR O 1)
R R T 570D FETHDL EBZXDHRET
bbb, KITA XL AFIETOYF I A ZiEH#H L
TWD DT TR, BRTbDT Fr—F )
KITA K ZADFLRNE & Hip DD Thiu,
MHRA ~ &85 Z L &2E#1D 5,

%%%% At & 2

2.1
BZLib-104 MHRA DI r2.1.docx



UK MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

2.6

This guidance aims to promote a risk-based approach
to data management that includes data risk, criticality
and lifecycle. Users of this guidance need to
understand their data processes (as a lifecycle) to
identify data with the greatest GXP impact. From
that, the identification of the most effective and

efficient risk-based control and review of the data

can be determined and implemented.

2.6
RKAAFE AL (FT—H VA7 BEME T4
THA I NEEGE) T—HRXT AL MTBW
T, VARIR—AT Ta—FeHfilET 5 L %
HiyE LTWb, KA X ADa—HiE, A
DBl bDO—HOT —ZWEE (1 >DF74 74
A7 e LT) B L, GXP LR KRDEEL L.
XHT —HAEHFETHUNERD D, ZHITED
I3 8 &N RBIDORHRA R, U AT RX—=2D
ay b — LT —H L E 22— DONEIRE
L. #1775,

2.7

This guidance primarily addresses data integrity and
not data quality since the controls required for
integrity do not necessarily guarantee the quality of

the data generated.

2.7

KA BRI T =2 WE E WD L0, EI
F—=BA T T VT LITONWTIHRRLEDTH
Do T—BALT VT 4l BElpay ha—
NEFRTTH, T—HOMEERIETE 5 &1
RORWNDLTH D,

2.8

This guidance should be read in conjunction with the
applicable regulations and the general guidance
specific to each GXP. Where GXP-specific
references are made within this document (e.g. ICH
Q9), consideration of the principles of these
documents may provide guidance and further

information.

2.8
KHA K A GrteBicid, BiEd 5% GXP O
B A Z o AL THLRETH D, K
HA X 2 T4 GXP IZ[EA DS (5] : ICH Q9)
NHLEE, Thoo (BREInE) CEORK
KB Z aBRETHZ LT, BEHEOES
ICRWESRDB G LN THA I,

2.9
Where terms have been defined; it is understood that
other definitions may exist and these have been

harmonised where possible and appropriate.

2.9

(KTA B 2T HFENERSIVTNDN,
MDOERBPFEL TV LA, ZNNHEETH
U, TEDRVZENODOEREEEGHELID
X2z,
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3. The principles of data integrity
3. 7 =84 T 70T 4 DAl

3.1

The organisation needs to take responsibility for the
systems used and the data they generate. The
organisational culture should ensure data is
complete, consistent and accurate in all its forms, i.e.

paper and electronic.

3.1

FRkIEL, FIHT 22T LK) (AT AT
EREINDT —HICHEEROVERD D, T
— 20, Wil (i, ) TH-oTh,
TET, —HUERHY, EMTHLZ & 2R
(2% & O 7ok L 2 B TN & TH D,

3.2

Arrangements within an organisation with respect to
people, systems and facilities should be designed,
operated and, where appropriate, adapted to support
a suitable working environment, i.e. creating the
right environment to enable data integrity controls to

be effective.

32
WE) e EEREE (T b bT —2 A 77 VT
A DA P —LRRNREFERHT LI OREL
WEREE) 2257010, N, VAT A, R
ZBIT 2N O A Z3RE L, AL, &
L L TEZ TN RETH D,

33

The impact of organisational culture, the behaviour
driven by performance indicators, objectives and
senior management behaviour on the success of data
governance measures should not be underestimated.
The data governance policy (or equivalent) should be

endorsed at the highest levels of the organisation.

3.3
FRARE 1, ERRHGEARIC K 2178, B, &
O LA E T OITEN A, 7 — X TN TF v AD%
TR DN G- 2 % 88 % P U/ NG~
X TR, T—E AT RATE (KRS
72H D) TR ORE LIV TR IS R E
Thd,

3.4
Organisations are expected to implement, design and
operate a documented system that provides an
acceptable state of control based on the data integrity
risk with supporting rationale. An example of a
suitable approach is to perform a data integrity risk
assessment (DIRA) where the processes that produce
data or where data is obtained are mapped out and
each of the formats and their controls are identified
the

documented.

and data criticality and inherent risks

34
PRI T b SN T — 2 AT 7 U T
4 VAZIZHEESL ary be— v &5 AFUAlEE
IIRRBIZT D L 97, LFELESNIT AT L%
FAEL . BRGFL. BT L Z LA MRk
FESILTCW 5,072 7 7' e —F 0O 1 >OHIE,
T—=EA T TIVT 4 VAT TEAAL R
(DIRA) #3479+ 5Z L ThbH, DIRA X, T
—HEERUIT —F ENET LT n A& Bk
WH L, ZFhENoORE =2 Fr— VA2 RE
L., 77— X OEREZEE LAREWR Y A7 2 FH
THHLOTHD,

%%%% At & 4

2.1
BZLib-104 MHRA DI r2.1.docx



UK MHRA
'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

3.5
Organisations are not expected to implement a

forensic approach to data checking on a routine basis.

control whilst wider data governance measures
should ensure that periodic audits can detect
opportunities for data integrity failures within the

organisation’s systems.

Systems should maintain appropriate levels of

3.5
HEWICT — 2% F =y 73 5H0Hiz, JL5EE
WHETA LY T Fa—F2FEET S - g
FEL T, fHx DY AT DBV CILiEY)
ULy b — VAR L xR O
JRNT — X NP ZAFFRIZEBNT, EHE
HICED, MO AT ANICIFET T —4
AT 7V T o N Eeb SR, MEIEICA
DFHEL LT RETH D,

3.6

The effort and resource applied to assure the integrity
of the data should be commensurate with the risk and
impact of a data integrity failure to the patient or
environment. Collectively these arrangements fulfil

the concept of data governance.

3.6

T—BALT T VT 4 B RAET D7 DICERS
58 ) Y =A%, BEPEREICHT LT
— S AT TVT A DRIGDO Y A7 LB HL
HolebDEFTRETHD, T—HHNFUA
D7 MIZhbOEFEMARHED =
L TRHREESND,

3.7
Organisations should be aware that reverting from

automated or computerised systems to paper-based

remove the need for appropriate data integrity

controls.

manual systems or vice-versa will not in itself

3.7
HEEX X2 Ea—F bENTT AT A5
BAR—ZADOTFE AT AIELIZELTH, X
XZDWE TS LT, W T—% 1
TITVT 4 ay ha— LRNER T LIZEDY
ES AN

3.8

Where data integrity weaknesses are identified,
companies should ensure that appropriate corrective
and preventive actions are implemented across all

relevant activities and systems and not in isolation.

3.8

T—=RA LT T VT 4 OFFRNHL NIRRTz
5. BET 522 TOIFERLY AT AITEBWT,
)RR ERE - THHES (BB TRD L2
WE D) MERICEMEND LT RETH D,

3.9
Appropriate notification to regulatory authorities
should be made where significant data integrity

incidents have been identified.

3.9
BERRT =X AT T VT 4 DA LT 2 bR
o7 > TGA 1R, Bl Y R~ mEb) 7@
HZEITHREXTH D,
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4.

3.10

The guidance refers to the acronym ALCOA rather
than ‘ALCOA +’. ALCOA being Attributable,
Legible, Contemporaneous, Original, and Accurate
and the ‘+’ referring to Complete, Consistent,
Enduring, and Available. ALCOA was historically
regarded as defining the attributes of data quality that
are suitable for regulatory purposes. The ‘“+’ has been
subsequently added to emphasise the requirements.
There is no difference in expectations regardless of
which acronym is used since data governance
measures should ensure that data is complete,
consistent, enduring and available throughout the

data lifecycle.

3.10
KITA KL A%, BTEE TALCOA +] TlE7e<,
[ALCOA | |22\ TR TW %, ALCOA I,
JmiEtE, SLEetE, [RIREME, JEARME, EfEtEE R
L. T+ #oidseett, — B Akfetk, "TH
PEZ 7”9, ALCOA 1%, ESEAYIC, Hi B 25
LT — 2 BRI EERT HHDEHRS
NT&El, 2Ok, BEiZHT 57201
PBMET, T—EHNFUAOTITRIL, T
— N, T—ETATHA I NVEBELT, L
PE. — BN, kigetk, FTRAMERH D Z L AR
T RETHDHZ DD, ELLOIHTHEE
We & LTHEIRFT 5 2 L ITIEWITAR VY,

[+]

Establishing data criticality and inherent integrity risk
T— X DEEE LRGN RA T 7 VT 4 U AT O

4.1 4.1

Data has varying importance to quality, safety and | 7 — & 1%, W&, Z&ME, AMECHO VW TER

efficacy decisions. Data criticality may be | {RETHI XA T.SEIERBEURTEETH D,

determined by considering how the data is used to | 7 —# OBEEMIL, T —FZDBED LS ITHWS

influence the decisions made. . BEREICEEZ G TWDLONEEREL
TR BN D,

4.2 4.2

The risks to data are determined by the potential to

be deleted, amended or excluded without
authorisation and the opportunity for detection of
those activities and events. The risks to data may be
increased by complex, inconsistent processes with
open- ended and subjective outcomes, compared to
simple tasks that are undertaken consistently, are

well defined and have a clear objective.

T=H DY Z7E, (TN AKRENT
IZHIBR, £, A SnD RS b0
EHRHER LR TE HEIC L > TIRE 5,
FLCXDRZ L&Y IRT PfEICERI N,
o &V & LIEH—D BN ZRDHEMRZ 27
LT 5 & HIRO RV FBR R R A
5., BT, —BLAWT kv RA0LRN, F—
Z~DY A7 TmL< 5 EER D,
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43 43
Data may be generated by: T—H%
(i) Recording on paper, a paper-based record of a | (i) #HKIZFEERINAH Z & THK SIS (ANIZ
manual observation or of an activity or K D BIEREROTEBE) DA — 2 DFL
gk) . T
(ii) electronically, using equipment that range (i) BT, W MR mEE
from simple machines through to complex \CHERGER E FIRE/R 2 v B o — 2L 2T
highly configurable computerised systems or LFET, JRKFHPHIC O a2 W TA
Ensd, X
(iii) by using a hybrid system where both paper- (i) FA—RADFLER & B RLER O 234
based and electronic records constitute the I NEERERKT DL AT
original record or R AT AEHWTERESNS, T
(iv) by other means such as photography, imagery, | (iv) 55, B, 7~ s/ 77 7L —Fh
chromatography plates, etc. BOX D o FRIZ KD ARk S b,
Paper iy

Data generated manually on paper may require
independent verification if deemed necessary from
the data integrity risk assessment or by another
requirement. Consideration should be given to risk-

reducing supervisory measures.

AN LV RICFESR SN TeT — XL, T—% A
TITVTFT A VR THEAA L MZXY, X3
DEARZ LY BB LW S 572 I, ML L
T GREZAT O MER DD, U A7 BT 57
WIZ %) BET 2 HRERGTX&ETH
Do

Electronic

The inherent risks to data integrity relating to
equipment and computerised systems may differ
depending upon the degree to which the system
generating or using the data can be configured, and
the potential for manipulation of data during
transfer between computerised systems during the

data lifecycle.

T
Bk Na o —2 by A7 LCHET 5T
—H AT T VT A OREWNIR ) AT, T—
X B OUIRIA T 5 v AT A0 E OFEEERERL
BETEXDN, KOT—2T7A4 7% A4 7 V%@
LCarta—Zty AT AMTOT —Z iRk
KRl T — ZEECE D ATRBMEIC Lo TR D,

The use of available technology, suitably configured

to reduce data integrity risk, should be considered.

AFHRERBINZ VT, T— 54y?ﬁ9?
1 U A7 AR % & O ISl Y 2 R AE S
DI LERSTNETHD

2.1
BZLib-104 MHRA DI r2.1.docx

%%%% At & 7



UK MHRA
'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

Simple electronic systems with no configurable
software and no electronic data retention (e.g. pH
meters, balances and thermometers) may only
require calibration, whereas complex systems

require ‘validation for intended purpose’.

WG ETE RN/ 7 =7 T, BFT—X
ZIRE LI WHHIZRE A7 L (il : pH
Fh ORFE, IREEED X, Fx VT L—va T
L2 TRON, BRI AT LI, F%%L
HBNCHT DN T =3 v BT

Do

Validation effort increases with complexity and risk
(determined by software functionality,
configuration, the opportunity for user intervention
and data lifecycle considerations). It is important
not to overlook systems of apparent lower
complexity. Within these systems, it may be
possible to manipulate data or repeat testing to
achieve the desired outcome with limited
opportunity for detection (e.g. stand-alone systems
with a user-configurable output such as ECG

machines, FTIR, UV spectrophotometers).

(Y7 bU =T OB, BERE, 22— DI
AN, ROT —H T4 7% A 7 )LVORFHT
Ko TREEND) BHES LU A7, A
U g LR 2 B, BEHEMEDMEN L S
WCRAD VAT LEEL RN EIZEETH
o ZOXIRVAT A (B, LEXGE.
FTIR, UV 530 5145 O o —F A3 Rk R & 7]
BRI ERFf >R X RTr v AT L) T
F. EELWEREZGL-OICT —F Z#(EL
720, RBRAZBYIRTZENRETHY, 2o
TDZ L EBET HERENRONATVD,

Hybrid

Where hybrid systems are used, it should be clearly
documented what constitutes the whole data set and
all records that are defined by the data set should be
reviewed and retained. Hybrid systems should be

designed to ensure they meet the desired objective.

MTY YR

NAT Yy RYRAT LEFRT 256, X7

— XA BRERER L TV DO E B SCE

fbL, T2 HEBICEENLTITORERE L
—LTRETRETHDH, TV v v

AT A, B S D B EZfEFEICHT-3 X5

WCERETT & Th D,
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Other

Where the data generated is captured by a
photograph or imagery (or other media), the
requirements for storage of that format throughout
its lifecycle should follow the same considerations
as for the other formats, considering any additional
controls required for that format. Where the original
format cannot be retained due to degradation issues,
alternative mechanisms for recording (e.g.
photography or digitisation) and subsequent storage
may be considered and the selection rationale

documented (e.g. thin layer chromatography).

ZOfh

R ENTT — 2 WEEREE CUIMMD AT
A4T) WEoTMVIAENDGH, 74 70 A
I MNP o> TEDERERGF L TEBLZHD
FRE, OB LR CEEFHEIIEY L &b
2, SHIICEDORRICHEREBMN= S Fr—/L
EETTRETH D, HILORBEDT=DIZIED
FERERFFT D2 N TERVWEGA, ke ik
FTDORDY DA B2, BELTY
Z k) R OZEDBRDORIFIZ OV THREF L, 2
RUTARIZ SCE LT REThD (B2, #
Era~hvro74)

4.4

Reduced effort and/or frequency of control measures
may be justified for data that has a lesser impact to
product, patient or the environment if those data are
obtained from a process that does not provide the
opportunity for amendment without high-level

system access or specialist software/knowledge.

4.4

B BREASOREN NS NT —ZTD
WTIE, TNRE LIV D Y AT LT 7% A
FRSIHEFIR Y 7 b0 = 7 /i & F 72 72O R
DERTEXRNI I RTavwA2nbEon
OTHhIE, 2 hue—LFER (2EET L7
D) OFEERLT (L) HEZERET LA
EYETELTHAD,
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4.5

The data integrity risk assessment (or equivalent)
should consider factors required to follow a process
or perform a function. It is expected to consider not
only a computerised system but also the supporting
people, guidance, training and quality systems.
Therefore, automation or the use of a ‘validated
system' (e.g. e-CRF; analytical equipment) may
lower but not eliminate data integrity risk. Where
there is human intervention, particularly influencing
how or what data is recorded, reported or retained, an
increased risk may exist from poor organisational
controls or data verification due to an overreliance on

the system's validated state.

4.5

T—HA LT ITIVT A VRTTEAAL N (X
IR S D) TiE, 37 ot 2 Omsy X x
HEREDFATICH B2 52X 500 5EEBETH, 2
VB2 =S LT AT DBIKTET TR, vk
XxBDN, HAZX A ML—=27 KOV
B AT LABBEIIAND Z ERHIREE D,
WoT, A—bA—=va Xt IRYF—h&
iz A7 N (Bl 21X, e-CRF, Z3#Tiées) %
FIRTHIE, 72407707 4 VAT %K
WMSEDHZ LITTEEN, &<ESFTZLITT
TRV, AMNTATLEE, LVbiF, ok
N, T EOT— & Eisk /Wl RET D
DO [OWFE) 1T (AR) EBE KIFTTHA.
VAT APNY T — MNEFERTHDLZ L EEEL
WX DL, ARk he— X E T —#
RY T 4 r—2a kD VAT REL 5T
LESZENndD,

4.6
Where the data integrity risk assessment has
highlighted areas for remediation, prioritisation of
actions (including acceptance of an appropriate level
of risk) should be

communicated to management, and subject to

residual documented,
review. In situations where long-term remediation
actions are identified, risk-reducing short-term
should be

measures implemented to provide

acceptable data governance in the interim.

4.6

T—=EA LT ITIVT A VAT TEAAL MK
D IRETAREXFEIRBH LN T0 & T AT,
T a OB EER LAV DFRAE Y
A DREEEFL) 2 XFE L, FEEIsZ.
LE 22— RETRETHD, RHINREE
EENFESNTZS, VA KR 57200
EWIRHE L FZ L. 2T AR T —F
N U A EEERICRIETRETH D,
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S.
T=HAT VT 4 2 RGET D E IRV AT LROT e R EHET D

Designing systems and processes to assure data integrity; creating the ‘right environment’.

WIEREREZED’

5.1

Systems and processes should be designed in a way
that facilitates compliance with the principles of data
integrity. Enablers of the desired behaviour include

but are not limited to:

5.1
VATAETORRZ, T—EFALT YT 4
DOFANCER T 2 K S IZREHT & Th D, &
FLWTEIN E BND K OICT D DEHE
FRITIFLLTFREENDN, ZHICRESNS b
DTIERN,

¢ At the point of use, having access to appropriately
controlled/synchronised clocks for recording
timed events to ensure reconstruction and
traceability, knowing and specifying the time zone

where this data is used across multiple sites.

e FHIL NN L—H U T 4 ZfEIZT DD
Wz he— /RSy
gy 72V, (T—%%] FH LR
T, BRI O S niaA Xy M ERRET D 2
Lo ZOT—EVNEHDOYA MTERR-T
FIASNDEE, ZA LY — %R L, 15
ETHZ L,

\—-\

e Accessibility of records at locations where
activities take place so that informal data
recording and later transcription to official records

does not occur.

o T — X I ENRITFF L., B TENEAXR
KICHRRL T D 2 E DRV DI, IR TD
ATtk T 7 A TE A5 L9121 5
N

e Access to blank paper proformas for raw/source
data recording should be appropriately controlled.
Reconciliation, or the use of controlled books with
numbered pages, may be necessary to prevent
recreation of a record. There may be exceptions
such as medical records (GCP) where this is not

practical.

o BT —HIRT —Z M DT T v ERXA~D
TR AEFWYNC L hr— LT RETH
Do RLEREROEINBRNE DT DT
BTy, DE0_X—UMHOFHEI NI
7T 7 ORABLETHA S, ZHIUTIIFIN
DD LIV, BlzIiX, ERGLE
(GCP) TILZNMBBLERNTITZW,
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e User access rights that prevent (or audit trail, if
prevention is not possible) unauthorised data
amendments. Use of external devices or system
interfacing methods that eliminate manual data
entries and human interaction with the
computerised system, such as barcode scanners,

ID card readers, or printers.

o —FT IV RAMEIZL Y, FFAIZN T2
T2 ERERIET 5D CUIPIIE DR ATRE e
Bald, BEARI A% T), 2t a—21k
VAT ASDFEOT —H AR Ea—
FART AT HENEDRD &Y S T2

DONERIEB TS AT LA v X T = —AFR
(N—a—R2xFxxF IDI—FJ—% X
7Y 2% AT S,

e The provision of a work environment (such as
adequate space, sufficient time for tasks, and
properly functioning equipment) that permit
performance of tasks and recording of data as

required.

e BUREND X RV HFATL, T —F &5tk d
DT LNTED LD IR Gl
M. EEDT=ODO+43 72K, U HRE
DHEEE) HIRIET D,

e Access to original records for staff performing

data review activities.

o T —H L Ea—{EHETO AL v TR Y Y
FTNFLRA~T 7B ATE DL DITT 5,

e Reconciliation of controlled print-outs.

o 2 hr— L EN=HINEERICOWT BT
1/7%??5

o Sufficient training in data integrity principles
provided to all appropriate staff (including senior

management).

o ETOWEYIIR AL v 7 (FkEE L&)
WKL T, T—2 A7 27 U5 ¢ OFAICS
WCHS57 b —= 7 R FEET 5,

o Inclusion of subject matter experts in the risk

assessment process.

e VR THEARAY Tt A~KESTFOEH
9% (SME) 23&4 5,

e Management oversight of quality metrics

relevant to data governance.

o T —HINFURZEHTHMEA N A%
e BT D,

%%%9 A&t X&E 12
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5.2

The use of scribes to record activity on behalf of

another operator can be considered where justified,

for example:

e The act of contemporaneous recording
compromises the product or activity e.g.
documenting line interventions by sterile
operators.

e Necropsy (GLP)

¢ To accommodate cultural or literacy/language
limitations, for instance where an activity is
performed by an operator but witnessed and

recorded by a second person.

52
BIEFEORDYIC, EB A FLET D RieE & H
WD Z L, EYMERHIUTHRETLTH LW,
B Z 01X -

o [HEEN, 1EENL) RIRFICRLERAIND 2 &
T, ®WESIEE ZH 2> TLE 56,
Bl 21X, B ERE L REOEEE N T A
IALTZZ & &2 3CET 5,

o il (GLP)

o ALY T T U —/FREDHIRIT KIS T 555
Ao

Bl 21X, BAEFEDIEBY ATV, B NLD
B, FET D,

Consideration should be given to ease of access,
usability and location whilst ensuring appropriate
control of the activity guided by the criticality of the
data.

ZEOIFENZHDOWT, 7 — & OBEEMEITIL U7
Opar be—Na2@RITLLEBI, T2
TADOLRT S, NI, KOGFTICEE
TRETHD,

In these situations, the recording by the second
person should be contemporaneous with the task
being performed, and the records should identify
both the person performing the task and the person
completing the record. The person performing the
record wherever

task should countersign the

possible, although it is accepted that this
countersigning step will be retrospective. The
process for supervisory (scribe) documentation
completion should be described in an approved
procedure that specifies the activities to which the

process applies.

ZOL D GEENVEHE E DT 5) IR T,
B K D REMERIL, FEITS NS Z R L
RIFFIZATON D RETHY | FLEkIZIE, ¥R 7
HETTLE LA TR ST DM 2 )
T RETHhDH, (Fiz, ) FEERRY, ¥ A
7 % RATT HEDRERHEE T RE TH D08,
ZOMEITHERITIT) 2 ERRDEN TN D,
BEfiE GLg#) DNXEZTRIEL Tk X
%, ZFOT e R RLOEB AT D, KR
ENTEFIEEICTERETRETH D,
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6. Definition of terms and interpretation of requirements

MR DT & LT DOMRIR

6.1. Data
6.1. 7—X4

Facts, figures and statistics collected together for
reference or analysis. All original records and true
copies of original records, including source data and
metadata and all subsequent transformations and
reports of these data, that are generated or recorded
at the time of the GXP activity and allow full and

complete reconstruction and evaluation of the GXP

DI IIAFHr DT DIZHED 54172 FE, o,
it T RTCDF Y T gddg e (K41 2 F L
FOERDEIE 2 E—Th Y, T —5 X 57—
s 5, ROENDE DT —5 DEDHEDEHFTR
R OPLp— F &5, ZHbit, GXP B ER
BEIZ A1 7R S, GXP JEB) & 55 RAERIC 77
IR OBEENFIH TS ERTESDTH

A - attributable to the person generating the data
L — legible and permanent
C — contemporaneous

O - original record (or certified true copy)

A - accurate

activity. Do
[FRIE: BT, EREARMEATTRL TV A,
PUFRER, ]

Data should be: T—=2FUTFTDL I THHRETHD :

A- T—FHERENTFRTHZENTED

L- AFMERSH Y, K Th s

C- FRMEN D 5

O - AV vihiitsk CUIRAEMEDEE=aE
—) Thd

A- EEffTH D

Data governance measures should also ensure that
data is complete, consistent, enduring and available

throughout the lifecycle, where;

Complete — the data must be whole; a complete set
Consistent - the data must be self-consistent
Enduring — durable; lasting throughout the data
lifecycle

Available —readily available for review or inspection

purposes

Fio, THHNFURAFRIZED T — X N5E
SR —BERH Y, KEEERHD |
DTA TV A I N EBECATHERH D Z %
WFEIZT 25, 22T,

M - T2 (5T /TTHY,
EEH ST~ TRTFIR BN

—BM - T XIIAC Bl ERFER TR
570

KfgelkE — KB THY T —FTA THA 7L
il U CIfEd %

A - LE2—REEDTDIC, T ICAF
ARETH D
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6.2.

Raw data (synonymous with ‘source data’ which is defined in ICH GCP)

62. £57—% (ICH GCP CTEZREINDET—F L[FFH)

Raw data is defined as the original record (data)
which can be described as the first-capture of
information,

whether recorded on paper or

electronically.  Information that is originally
captured in a dynamic state should remain available

in that state.

LT =50, (ERITE THID T I Gk X
RN TY) [FHRERANTIRE L 726 DT
BBEHHITESL 50,4V T itk (7
—%) THB, & bEEHILETRES
15#RIZ, BIHIREE CRIH TE S L 5121 THEY]
NETH S,

Raw data must permit full reconstruction of the
activities. Where this has been captured in a dynamic
state and generated electronically, paper copies

cannot be considered as ‘raw data’.

LT —=H o T, {HBEZERICHRTE R
N5, BT =203 #ERRE TINE
S, POEFIICERSNIZSEE, oAy
—IX VETFT—=H] EEZLH T LITTE RN,

In the case of basic electronic equipment that does
not store electronic data, or provides only a printed
data output (e.g. balances or pH meters) , then the
printout constitutes the raw data. Where the basic
electronic equipment does store electronic data
permanently and only holds a certain volume before
overwriting; this data should be periodically
reviewed and where necessary reconciled against
paper records and extracted as electronic data where

this is supported by the equipment itself.

BT —F B2 LR, XTT— & 2 HIRI
D120 OFEARW IR EHER (B RFE, pH i)
OHE HRI SN2 b ORET —H2 L5, (£
DIHERE A FFT72\) EARM I E TR T
— & ZKFHNTHEMNE T, —ER'ROT —Z 8 I
BEINDETHRFFEIND LD RGH. T4
ZEHICLE 2 — L, LB U THOFEE
LHRETDHEEBIZ, HEATPAR—KFLTW
i) BTy —H L LTHiHTIRETHD,

In all definitions, the term 'data’ includes raw data.

ETOERIZBWT, [F—%] LWHEFHEX
EF—4Srgtebold5,

15

2.1
BZLib-104 MHRA DI r2.1.docx



UK MHRA

'GXP' Data Integrity Guidance and Definitions No. BZLib-104

6.3. Metadata
6.3. AXT—H

Metadata are data that describe the attributes of
other data and provide context and meaning.
Typically, these are data that describe the structure,
data elements, inter-relationships and other
characteristics of data e.g. audit trails. Metadata
also permit data to be attributable to an individual
(or if automatically generated, to the original data

source).

AET =L LT, HET—ZDBIHEFHITL,
CDT—E DI TF X NOEYEGRTODT
BB, —MRENZ, ZHEIZT—Z Dk, T —
HHE, T — DR EDF &R T T —
S THS, —HIeBITIULTEEAR TH S, X
L TF=LIZL Y, T=xE WA (XIZHEHIIC
LI SRTEBE, TLDT =) IR S5
ZtpTES,

Metadata form an integral part of the original record.
Without the context provided by metadata the data

has no meaning.

AR F =R 3F Y PFIVEEEDARA R I —ER5y
ThbD, AXT—X NPT DM e TE WA T
iE, =X OEREZ =720,

Example (i) 3.5

metadata, giving context and meaning, (italic text)
are:

sodium chloride batch 1234, 3.5mg. J Smith
01/Jul/14

5l (1) 3.5

ABT =20 (RUKFTREND) MidiEhe
BEWREZ 52 TW5

sodium chloride batch 1234, 3.5mg. J Smith
01/Jul/14

Example (ii) 3.5

metadata, giving context and meaning, (italic text)
are:

Trial subject A123, sample ref X789 taken 30/06/14
at 1456hrs.  3.5mg. Analyst: J Smith 01/Jul/14

#il (ii) 3.5

ABT =B (RUAFTTREIND) fRERE
BEWRAZ 52 TW5

Trial subject A123, sample ref X789 taken 30/06/14
at 1456hrs.  3.5mg. Analyst: J Smith 01/Jul/14

16
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6.4.
64. T—HA LT T VT 4

Data Integrity

Data integrity is the degree to which data are
complete, consistent, accurate, trustworthy, reliable
and that these characteristics of the data are
maintained throughout the data life cycle. The data
should be collected and maintained in a secure
manner, so that they are attributable, legible,
contemporaneously recorded, original (or a true
copy) and accurate. Assuring data integrity requires
appropriate quality and risk management systems,
including adherence to sound scientific principles

and good documentation practices.

F=H g T Y T BlE, T FREET,
TEHES , IEfET, I/ TE, G TE, 720
T =B DZJE DR T — 8 F o T I
FWH L HIFINSFETH S, 7T =55, i
JEIEDD D, SZFANEDRD Y, AR DV, o
J2F (RIZEIE2E—) Th Y, oI
THELINT S0, T—55tF=2 T
UL TRIEE, HFFT NETHhHhS, 7—F1>7
YT FIRAFT D /E0IZ1T, B E S Y
R DEBLX T A (FELRFFFHIRIA &
R X Z L % B # # (Good Documentation
Practice) #8775 = L &#50r) PRLETH S,

6.5.
6.5. T—H N} LA

Data Governance

The arrangements to ensure that data, irrespective of
the format in which they are generated, are recorded,
processed, retained and used to ensure the record

throughout the data lifecycle.

T=H T TV EH LT, T,
iP5 T, R TTEHRS IEHETHSZ &
FHEEIZT DL 512, 7 —F FEEIZTER, AL
H, RE, (EHT S0z T5 4,

Data governance should address data ownership and
accountability throughout the lifecycle, and consider
the design, operation and monitoring of
processes/systems to comply with the principles of
data integrity including control over intentional and

unintentional changes to data.

T=BHNF AT, FATHA I NVEEL
TT—F4—F vy 7B TEHOMNIT D &
EBiT, T—EA TV T 4 OFRANCES
L2007t R/ AT A (E L OER L7
W= EFIZxIT S ar ha—LEET) O
HE EA R OERICOWTRETTRE Th 5,

Data Governance systems should include staff
training in the importance of data integrity principles
and the creation of a working environment that
enables visibility, and actively encourages reporting

of errors, omissions and undesirable results.

F =B HRF VAV AT ML, LT &~
xThD,

o T =2 AT 7T 4 JFAIOBEESITET S
ALy T~D R L—=27 KO

e HBLNEL BWHHOH D], 1hHO=T

— - fEERN - 2 L RWER A2 BB
T D XD RAEEBRBEOREEL
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Senior management should be accountable for the
implementation of systems and procedures to
minimise the potential risk to data integrity, and for
identifying the residual risk, using risk management

techniques such as the principles of ICH Q9.

ERREBIIT—F AT 7T 4 OFAER R
UR7 /Mt D L9y A7 ARFIEEL
FEHE L ICHQ9 OJFHID K 978 Y A 7 EH Tk
EHWTERAFEY A7 ZRET 5 2 L ICETEF
ORI ThHD,

Contract Givers should ensure that data ownership,
governance and accessibility are included in any
contract/technical agreement with a third party. The
Contract Giver should also perform a data
governance review as part of their vendor assurance

programme.

BHRIOEFEH L, V— K —T 1 L DODETOR
KA BRI, T4 D4 —F 7 AR
FTUR ROT 7 B ARTREM A MESRICRE VAT
REThD, IHLIBNOEEEIL, X F %
AT T AD—BRELT, T—FHNNF R
LEa—%Eid & Th D,

Data governance systems should also ensure that data
are readily available and directly accessible on
request from national competent authorities.
Electronic data should be available in human-

readable form.

Flo, T=EHNRFUAVAT ALY, Y
MHDRDITIE T, HEICT—F %23 <ITIY
HTZENTE, POEET 7 EBATELH LD
IZFTR&ETH D, EF7 —XIFRFMNEOH HE
ATAFTELLOITTRETH D,

6.6. Data Lifecycle
6.6. T—H T A THA )L

All phases in the life of the data from generation and
recording through processing (including analysis,
transformation or migration), use, data retention,

archive/retrieval and destruction.

L - AEREIL T D, (. EH, BITE
D) B FI, T—FRE T4 7]
L. BBICEDSF TCOTF—X 74 7IZH1T5E
THD7x—X,

Data governance, as described in the previous
section, must be applied across the whole data
lifecycle to provide assurance of data integrity. Data
can be retained either in the original system, subject

to suitable controls, or in an appropriate archive.

AIECHRARIZL T, T—FA TV T 1 %
REET DTDITIE, T—FHINF R EeT—H
TA T A 7 VRRIT LA LT
LRV, TRy hre— /L FiZdh D
AV VN AT ARSI e T —h A T
IZBWTIRE SN D,

[FRIE] Efg TV TN AT A 1F, T—
A RRINERENTC VAT A TH D,

%%%9 At & 18
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6.7. Recording and collection of data
6.7. 7 — X DRI OUNLE

No definition required.

JEZEITLABELL 0,

Organisations should have an appropriate level of
process understanding and technical knowledge of
systems used for data collection and recording,
their limitations  and

including capabilities,

vulnerabilities.

FRRIZFBNWT, 7 — ZINEE K OFEER D T2 DI
WD VAT AIZHONWT, @Rl roTak
2 OB L AR AR (Re ., FRFL. Magatt 4
Gip) ZEORETH D,

The selected method should ensure that data of
appropriate accuracy, completeness, content and
meaning are collected and retained for their intended
use. Where the capability of the electronic system
permits dynamic storage, it is not appropriate for
static (printed / manual) data to be retained in
preference to dynamic (electronic) data.

As data are required to allow the full reconstruction
of activities the amount and the resolution (degree of

detail) of data to be collected should be justified.

WIS FEEFWT, WY, T8
P, AR EERZFFOT— 22, B LZH®
DI=OITIE S, RESND Z L amEIITT
REXThbH, BEFVATLADPHIIKHTE S
BE. Bl (BT T2 0o IR (-
i/ FEE) 7= 2 RET D2 L IXE TR
WV T AW TEB A SERICHELT D0
NHY ., WET LT —X O ORE GRS
DOFRE) BNERYUTHD LT HIRME RTRET
H5,

When used, blank forms (including, but not limited
to, worksheets, laboratory notebooks, and master
production and control records) should be controlled.
For example, numbered sets of blank forms may be
issued and reconciled upon completion. Similarly,
bound paginated notebooks, stamped or formally
issued by a document control group allow detection

of unofficial notebooks and any gaps in notebook

pages.

70 0EL (V=2 v—h, TRT M) ) —
NT w7 v AZEE, ROVEBERERE ZT)
ERHOWHEXE, ar b= LT RETHD,
Blz1E, e L7770 7EL0Ey b
FATL, MK TRZRIC (BETHi>TWD] B
BFzv 7T 5, FERIZ, XR—=YVDRLNT,
wmront/ —r 7y riz, XEEHIN—T
MAZ T ML) ERIZEHITLEEY TS
ZET, AR ) N T IR — Ty
D=V REEBRET DL ENTE D,
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6.8. Data transfer / migration
6.8. 7 —Z HRk/BAT

Data transfer is the process of transferring data
between different data storage types, formats, or

computerised systems.

F SR, B F— S A 7 B
SIHAKIFIIE LS 2 2 B —Z L R T ADf
T, F—HFEETE T REXTHB,

Data migration is the process of moving stored data
from one durable storage location to another. This
may include changing the format of data, but not the

content or meaning.

F=HBITIE, B SKBHILEN  — g
INOMABE) TS5 7R X THE, ZDEE,
T =BT S0 LAV, R E
WRIZED B0,

Data transfer is the process of transferring data and

metadata between storage media or

types

computerised systems. Data migration where
required may, if necessary, change the format of data
to make it usable or visible on an alternative

computerised system.

TS REE, B DRRIBHA 2 A T3S
Larta—Z b AT LOMT, 7—Z KD
ABTF =B Lk T H T A ThD, 7—4
BATIE, BERGE, AL hbarva—X
by AT DRV THRIA T RESUTR R AI6E & 9
DIDITHEIIS L TT =2 R EEH 2,

Data transfer/migration procedures should include a
rationale, and be robustly designed and validated to
ensure that data integrity is maintained during the
data lifecycle. Careful consideration should be given
to understanding the data format and the potential for
alteration at each stage of data generation, transfer
and subsequent storage. The challenges of migrating
data are often underestimated, particularly regarding

maintaining the full meaning of the migrated records.

T — ZHERBATOFIEFITIT, D000
HmZPIZT 5, 7 — X EBEBITOFIEIL,
BEICRREI L, N T —h$H2 LT, 7—4
TATHAINEBLCT XA T 7 VT 4
DHERICHER SND L 91T 5, 77— 2 DI
KT —5 DA, 5250 RN 5 K BE R
T [(F—&N) EEINLREE,. 2BEFET 5
eIt aEtT o2 L, T—HBITICE TS
B, FRICBIT S DRSO E R Z 2RI
9 A COMEITIE/ N ENAHTH D,

Data transfer should be validated. The data should
not be altered during or after it is transferred to the
worksheet or other application. There should be an
audit trail for this process. Appropriate Quality
procedures should be followed if the data transfer
during the operation has not occurred correctly. Any
changes in the middle layer software should be
managed through appropriate Quality Management
Systems.

T—HEREEINY T — T RETH DL, T—X
X, V=2 — b7 7Y r— 3 TR
EEINLHHbZEDOH S, BRINDLANE TIEHR
VW, 2O Rt RITEEFES S MLETH D,
EHOTTT —HEENIE L ThbhehoTz
Srtr. WEIRMEFIEICE S XEThH D, TH
Wy 7 = TICBITD (T—%) BHEIL,
W2 EFY AT ML EHEN D &
Thb,
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Electronic worksheets used in automation like paper
documentation should be version controlled and any
the should  be

changes in worksheet

documented/verified appropriately.

F—hA—varCRHHENIETT—7 v —
ME, BOLERKRIC, REBETRETHY,
U — 7 v— MIBIT DB LY Fo s/ MEE
TRETHD,

6.9. Data Processing
6.9. 7 — ZALBR

A sequence of operations performed on data to
extract, present or obtain information in a defined
format. Examples might include: statistical analysis
of individual patient data to present trends or
conversion of a raw electronic signal to a
chromatogram and subsequently a calculated

numerical result

lF#ka, &% IN/B2CTHIHL #r. AFT
SIEDIZT = IZX L TITHiL S 8w L 7
16 BIE L Tid, MRIAEH#ETR T 572 0D8ET
— X DL, LB T 27T N6 27 7~ b
I ZhN ROEDEDGFH I 7B AR R~
DEW, FERFEITHNS,

There should be adequate traceability of any user-
defined parameters used within data processing
activities to the raw data, including attribution to who

performed the activity.

BT —Z KT DT — X AERIEENC B W CED
NDa—WEF/T A—ZZONTIL, #Y)7%
M=V T ¢ GERZOTEEZ Fh L 720
LW BEEET) PRETHD,

Audit trails and retained records should allow
reconstruction of all data processing activities
regardless of whether the output of that processing is
subsequently reported or otherwise used for
regulatory or business purposes. If data processing
has been repeated with progressive modification of
processing parameters this should be visible to

ensure that the processing parameters are not being

manipulated to achieve a more desirable result.

LEEFE RN T L AR — MTHW LD DD,
XATHHICZEHE O B TR S5 I i
DO, BN ORE SN-REekic L0
BTCOT—Z UGB A R TE D X o 1cg
XThd, WHNRTA—ZEHBRELELT, T
—Z AR KT E, a5 2
LIZED, BELWHEREHG DO OMERT
A—HEEEZ L TWRNWZ EEHEICT LD
&

6.10. Excluding Data (not applicable to GPvP):
6.10. 7 —% OFRS: (GPVP I3 H 4L

Note: this is not applicable to GPvP; for GPvP refer
to the pharmacovigilance legislation (including the
GVP modules) which provide the necessary

requirements and statutory guidance.

LU GPYP IZidaE H S v vy 5 GPYvP 2D
WTIIM B B LR A 7 A &3 2
I REOER (GVP TV 2 — /L EETe)
W 5,
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Data may only be excluded where it can be
demonstrated through valid scientific justification
that the data are not representative of the quantity
measured, sampled or acquired.

In all cases, this justification should be documented
and considered during data review and reporting. All
data (even if excluded) should be retained with the
original data set, and be available for review in a
format that allows the validity of the decision to

exclude the data to be confirmed.

F—Hn, Gl YY) S TEE LK
BAEERTHLOTIIRNWI &2, AR TR
IENHEZRE LG EICRY . 20T —Z 2Rk
LTH &y,

FDOEOREZITINT  EOESHEE L,
T—H L Ea—RUORERICEERET & TH
b, BTOT—4% SN bDHEDT)
AV DFAT =y b EBICRETRE
ThV, LEa2—RHZ, T2 &RNT 5L
IHIWIIE Lo e O HER T 5 X 9 gk
THHTE L LOICTR&ETHD,

6.11. Original record and true copy
6.11. AU Uik HIE= B —

6.11.1. Original Record
6.11.1. AU T F Vit

The first or source capture of data or information e.g.
original paper record of manual observation or
electronic raw data file from a computerised system,
and all subsequent data required to fully reconstruct
the conduct of the GXP activity. Original records can

be Static or Dynamic.

RN, KIFT =5 E L TRES ST —F
CIEFRTH S, PIZIT, FB) [(7rEXIZkIT
BEFEX] BEGEEDS Y 2T DD IR,
22— B R T A DEFLET— X
7 A, e OEDEIZ L XS GXP 158 2 5%
PIZHFI] T B2 0ICR R BT DT —54, 4V
ST GEER T AT K I FENT T H 5,

A static record format, such as a paper or electronic
record, is one that is fixed and allows little or no
interaction between the user and the record content.
For example, once printed or converted to static
electronic format chromatography records lose the
capability of being reprocessed or enabling more

detailed viewing of baselines.

T E R0 B 1-5idk 1 7e & o B ek
BRix, (WER]) BESNTBY, 2—¥L
FUEANA L OO LD ZIFEALY, XEE
ZIIFTFRWEXTH D, FlxIE, —FEERIR
XFFHE iR E RIS/ n~ N T T
£ OFEFLTIX, FUBLT DO —RT A
S LICEEMIC LA REN DR DTS,
[FRE] BEHORXEZZDOEEFRT & EOE
TROERD X O R ERRLEIE ) LB, BT
FLERITE ARSI E VTR & 2Tz, EFto
X OITERL,
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Records in dynamic format, such as electronic
records, allow an interactive relationship between the
user and the record content. For example, electronic
records in database formats allow the user to track,
trend and query data; chromatography records
maintained as electronic records allow the user or
reviewer (with appropriate access permissions) to
reprocess the data and expand the baseline to view
the integration more clearly.

Where it is not practical or feasibly possible to retain
the original copy of source data, (e.g. MRI scans,
where the source machine is not under the study
sponsor's control and the operator can only provide
summary statistics) the risks and mitigation should

be documented.

B OE 7iosk VL, 2 — N
IR L TR LR TE D, BIZIET —H—
2RO E LI TIZ, ==X, 7—F %8
BRL. P Rzl MEE 2 ENRTE D,
wRiekE LT SN Cnb o~ Ko o7
7 OFERE,  GEYIZRT 7 & AHEREFFo) =
— PRV a—FR, TFEHLE LY,
R=ZATA UEPR LU THSZIT-E D LD
ZEMTEDL, BT =404V Frar—%
RET 2 Z EDRBENTIEARWIEES, SUTARAT
RS (B« 77— 2R & 7 D g AN IRBRIKE
Foay ha—)L Rz, EERY~ UK
T2 OB ER T H5E5D MRI A ¥ v
V) . VA7 EZDRERE LE LT RETH
Do

[FRiE] BHOBEXEZZOEERT & BT
FRD X5 RERLEIE L7503, ERLek
FENRREIE R IR S Ve ERRO LD
WZEFR LT,

Where the data obtained requires manual observation
to record (for example results of a manual titration,
visual interpretation of environmental monitoring
plates) the process should be risk assessed and
depending on the criticality, justify if a second
contemporaneous verification check is required or
investigate if the result could be captured by an

alternate means.

T BARRHC, ADBIE LT 20N
D86 WX, FEEEORE, BREE=4
U 77 L— hORRMER) | o7 at X
WZDOWTY R TEARAY REITV, (VR
D) BREZ X - T, F ORI 72 RFET
= v 7 OREEERT, T (#E) HRE
BOFFETRGTELDRETRETHD,
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6.11.2. True copy
6.112. HIE=1t'—

A copy (irrespective of the type of media used) of the
original record that has been verified (i.e. by a dated
signature or by generation through a validated
process) to have the same information, including
data that describe the context, content, and structure,

as the original.

T YTt CIER (FEER. AE, kOF
GG T T =X FET) FFFOZ ERAES
e (T206, HIMA Y TES ShE, Xid
N F—= IR TEREIIE) Y
ST IGIERD  (J O BIL S IR DFEERIZ W5 7%
V) ZE—,

A true copy may be stored in a different electronic
file format to the original record if required, but must
retain the metadata and audit trail required to ensure
that the full meaning of the data are kept and its
history may be reconstructed.

BEabE—k, XETHE, 4V P ick
CITRDEBEFT 7 ANTERTHRMLTH LW
W, T—HOBERNPERICHERF SN, ORI
DHBLTEDL I EAMEICTHEDIT, AXT
— & ROEAR S 2 R L2 U722 720,

Original records and true copies must preserve the
integrity of the record. True copies of original
records may be retained in place of the original
record (e.g. scan of a paper record), if a documented
system is in place to verify and record the integrity
of the copy. Organisations should consider any risk

associated with the destruction of original records.

4V PFviiskE BIEa B —L, kDA T
7VT 4 B R LT R B2, aE—0D
AT VT 4 BRGEL, ék T 5, XEE
NIV AT LERWDOTHIUX, AU VT
PRI AT, AV VTGS REEa Y —%
B LTH LWy (B - fROFEERD A F ¥ )
AV P NGEEREMEE LGB AEDO Y 271, M
BN THETXE TH D,

It should be possible to create a true copy of
electronic data, including relevant metadata, for the
purposes of review, backup and archival. Accurate
and complete copies for certification of the copy
should include the meaning of the data (e.g. date
formats, context, layout, electronic signatures and
authorisations) and the full GXP audit trail.
Consideration should be given to the dynamic

functionality of a ‘true copy’ throughout the retention

period (see ‘archive’)

LEa— No 77 T—hATETH7=
DIZ, BF7T—F BEST LA ST —F25T0)
DHEHIEa bt —%2/FRTE o2& THD, [(HIE]
abt’— [(THdrZ L) ZRilbT 2% K 5 72 IERMED
OSERRAL =X, T—FOEWR (T—FF
X, fEfF#R, LT U b BEFEL. KO
A[) LSEARTR GXP BEEFHN A B &E Th
D, [(F72) REHMAZEBELTCO [HEaE—)]
DEMEREIC OV TR T XETH D,
( Tarchive (T —H A7) OEHLSROZ L, )
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Data must be retained in a dynamic form where this
is critical to its integrity or later verification. If the
computerised system cannot be maintained e.g., if it
is no longer supported, then records should be
archived according to a documented archiving
strategy prior to decommissioning the computerised
system. It is conceivable for some data generated by
electronic means to be retained in an acceptable
paper or electronic format, where it can be justified
that a static record maintains the integrity of the
original data. However, the data retention process
must be shown to include verified copies of all raw
data, metadata, relevant audit trail and result files,
any variable software/system configuration settings
specific to each record, and all data processing runs
(including methods and audit trails) necessary for
reconstruction of a given raw data set. It would also
require a documented means to verify that the printed
records were an accurate representation. To enable a
GXP compliant record this approach is likely to be

demanding in its administration.

AT T VT 4 ZRERT D720, X3 THREE
T 50 (B THD L) EELE R
L%6. 72 I3EECRE LT
B7pW, A a— 2 AT LA MERFERLT
WIS (BIZE, AR — NI Kb o 7
BE) . A Ea—2 b AT AEFEET DHAI
2, FoERE LELEINTZT — A B 7RI
HEOET—HATTRETHD, FHITETH
STHFVCTFTNANT—EDA T 7 VT 1 B
FFESNDZ AT 56, BT FE
THERESNTT — %%, T AFRERMULE T
ERTRETHZENEZOND, LoLen
5, THARETa v AU TREENL TN
T ERIRITIITR B,

e BTDAET—H, AT —4, BT HEA
REBR & Z DFERD T 7 A NV OBRES N2 B

—
A}

KRLERICBT DY 7 N = T/ AT KO
RIEDEE, KO
EEDET—F Yy NOBBICKLERETO
T NBFELT (A Yy RO &G 2 &
i2)

Fo, HIRlSh-fiskn (Gosks) Efglckbd
THEOTHDLZ LaEET 5, XFEbanich
ERVEETH D, GXP AT Dtk 3572
DI, 207 7 a—F B EmEEHE L
W H LIV,

Where manual transcriptions occur, these should be

verified by a second person or validated system.

AN T ALEE. B IRV FT— &N
TV AT AMZEVRKRGET RETH D,
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6.12. Computerised system transactions:
6.12. A Ea—FLI AT LARNT T a v

A computerised system transaction is a single
operation or sequence of operations performed as a
single logical ‘unit of work’. The operation(s) that
makes a transaction may not be saved as a
permanent record on durable storage until the user
commits the transaction through a deliberate act
(e.g. pressing a save button), or until the system

forces the saving of data.

I 2 — B R TA STV g T
1 DDy TFEEHE) & L TETENS
H— D EX TR L EHRETCH S, 7
2 2 a CERBILT SHRIFIL, 22— e DL
P B0 7T (B - (RIFA S AFTF) 12
D23y T B0, S RTART—HRIFEH
HT S F Tld, HAPED D S EWIFEEIZ, Kb
HRGER E L TIRIFS LR,

The metadata (e.g. username, date, and time) are not
captured in the system audit trail until the user saves
the transaction to durable storage. In computerised
systems, an electronic signature may be required for

the record to be saved and become permanent.

L HLER AN D & B AL E R AT T
HETIEH, A&7 —% Bl : =—F4 . B -
KiZl) 13 AT A OBEAFENI &R S e\,
AU a—H LY AT AL o TE, iR
fFL. KBEHIZR S DIZT HEICEFEL DN
BRGEND D,

A critical step is a parameter that must be within an
appropriate limit, range, or distribution to ensure the
safety of the subject or quality of the product or data.
Computer systems should be designed to ensure that
the execution of critical steps is recorded
contemporaneously. Where transactional systems are
used, the combination of multiple unit operations
into a combined single transaction should be
avoided, and the time intervals before saving of data
should be minimised. Systems should be designed to
require saving data to permanent memory before

prompting users to make changes.

T VT 4 ANVAT v N, WERE O 4, XX
BGOT —F OE 2 MIETT DO
PRI, &GPH. AU E - T idiudze 572
W, A= TATANE, Z T 4 HIVA
Ty T DFAT MR ERICTHET DL O
HIR&EThs, FITUVIVarUAT LE
FIHT 556, EROBAMBIEL ML EDE T
1 DO T oW I var 352 LT HR
XThY, T—HXRIEFT D E TORFMREI R
INRIZFTRETH D, VAT AF, 2—HFIE
BT RN, T — & & kBl AT U ~MRIFT
HIERMBTIIICEHTRETH D,
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The organisation should define during the
development of the system (e.g. via the user
requirements specification) what critical steps are
appropriate based on the functionality of the system
and the level of risk associated. Critical steps should
be documented with process controls that consider
system design (prevention), together with monitoring
and review processes. Oversight of activities should
alert to failures that are not addressed by the process

design.

FRKIZIBWT, v AT AP, ()
ZAT 2 —FERMAFEEL N T) v 2T LHEE
ERET LY R LU EESE Engk s Y
TAANAT T THTENMUITHL 0%
RHLHRETHD, 7T 4 INVAT v 7,
AT LRRER (BIER) . Fe e AR, KO
LEa—%2EZBE L7 avAar be—Ll b
HICLE T RETH D, FEZERT L&
T, 7 ARFTHIG L TWRWARES 2 5
DIFHTEHIZTRETH 5,

6.13. Audit Trail
6.13. EEARENR

The audit trail is a form of metadata containing
information associated with actions that relate to the
creation, modification or deletion of GXP records.
An audit trail provides for secure recording of life-
cycle details such as creation, additions, deletions or
alterations of information in a record, either paper
or electronic, without obscuring or overwriting the
original record. An audit trail facilitates the
reconstruction of the history of such events relating
to the record regardless of its medium, including the

“who, what, when and why” of the action.

ErBFERIIE, GXP GE#RDALRE, /. HIRIC
T ST a NRSIFRE G I AT — D
—IBRETH S, BEBABNE, HOEIZHP 5
T\ FERIC T ENSIFHRIZ O TDER, B,
HIfR, BB FED Z o 7o 2 o7 S e,
G Y IR GERE I L2, EEE T
BZERSCF2TICEEHDS D TH S,
EEBFEBIC L D, GEEROBE F T, AR
BT 5 HE5 (#P, g, o, kdy T
I a F T DNE N o FREET) D
JEEE BT 5 2 L TE B,

%%%9 At & 27

2.1
BZLib-104 MHRA DI r2.1.docx



UK MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

Where computerised systems are used to capture,

process, report, store or archive raw data
electronically, system design should always provide
for the retention of audit trails to show all changes to,
or deletion of data while retaining previous and
original data. It should be possible to associate all
data and changes to data with the persons making
those changes, and changes should be dated and time
stamped (time and time zone where applicable). The
reason for any change, should also be recorded. The
items included in the audit trail should be those of
relevance to permit reconstruction of the process or

activity.

T —Z BRI, U, Wi, RS
T—=HATTHIDIZara—H L AT A
EHWDGE, VAT ANEICEREE (R
L. THUC LY T —Z ~DETOEHE ULHIBR
BoRTZENTE, MOLURIOT —X KA
CINANOT—F HIRE L TEBL LR &
Thod, BCOT—HKNT—F~DERIL,
EOEEEAT T FHIZEH#ESIT 6D L HITT
REThHY, ZRIFHMN, KOFA AL T
(FEZ], ROWBEIZIE U THA L —) %=1
TRETHD, £o. EROHB HFET N
ThbH, BEEIMICEDLIHBAIL, kAL
B ZFHT 570N bDETRETH
s

Audit trails (identified by risk assessment as
required) should be switched on. Users should not be
able to amend or switch off the audit trail. Where a
system administrator amends, or switches off the

audit trail a record of that action should be retained.

(VAT TERAA L N CTRELHBISNT26
X)) BRI AR L TR RETHDH, 12—
PRI O Z AR TE /20 | AR
ZIEIETE 20 LTIV ARV, Y AT AT R
=R N —F B RE A 28 B 3R LT
LEIT, FOT IV a DR EIRETRET
o5,

The relevance of data retained in audit trails should
be considered by the organisation to permit robust
data review/verification. It is not necessary for audit
trail review to include every system activity (e.g. user

log on/off, keystrokes etc.).

MRRICBW T, BERNC EOT — & sk T
NEPERE L, RERT—F L o —/REED
TELLOWCTRETHD, BEEMBOLE 2
—IZBWT, &2TOY AT AT 5IEE (1 :
a—Wurstrm st F—REE) 25D
D WLELTR 0,

Where relevant audit trail functionality does not exist
(e.g. within legacy systems) an alternative control
may be achieved for example defining the process in
an SOP, and use of log books. Alternative controls

should be proven to be effective.

(LA Y=o AT NEET) AR B A
WA 21X SOP TF ut 2&2ED, 1
77y 7w N LFEORBR A hr— L a2
FTH LV, REMaY Fr—E, FARE)
RETHDZ LEEHTRETH D,
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Where add-on software or a compliant system does
not currently exist, continued use of the legacy
system may be justified by documented evidence that
a compliant solution is being sought and that
mitigation measures

temporarily support the

continued use.!

B ST RAV Y 7 b= 7 e T 5
AT ANEELRWEAE, VIV —V AT A%

RV T B 720l2iE, #ET5H5Y ) a—va v
ERBHTHY, —ERCHE T2 Y A 7 RECR

R AT AEMERH LD Z &, X
ELENTFFL TR Z & T, E4{bETE A,
H Lz

Routine data review should include a documented
audit trail review where this is determined by a risk
assessment. When designing a system for review of
audit trails, this may be limited to those with GXP
relevance. Audit trails may be reviewed as a list of
relevant data, or by an ‘exception reporting' process.
An exception report is a validated search tool that
identifies and documents predetermined ‘abnormal’
data or actions, that require further attention or

investigation by the data reviewer

HEWRT —Z 1L Ea— L CGE b E
EEEBFI/I:‘:%%EIUJ\“%T“J@D\ :ﬂ’bi) A
JTEBARA MZXoTHRET 5, AIEBS L
H:%®ﬁﬁﬁ%ﬂﬁ¢éﬁxxpﬁ DHD
> Th LV, EEFENIBEEST 2T —2 0
—ELLTlba—LTb LWL, [HSHE)
T AZHNTE L, FSNREIZANY 7 —
RENTZRBY — AL THY , TOHED LR
W T —ART /v a vy EEEL, BT
HLOTHY, ZNEHETT —F L E 2 —FNE
BEUES A2 AR LY 35,

Reviewers should have sufficient knowledge and
system access to review relevant audit trails, raw data

and metadata (see also ‘data governance’).

Lo —FL, ST 2EARN, £7— % &
VALY T —=F b Ea—T&5L9, Fokm
WOV AT BADT 72 AMEREFFORE T
»%, ( Datagovernance (7 —# 3} R)]
DELZMOZ L)

! Tt is expected that GMP facilities with industrial automation and control equipment/ systems such as programmable
logic controllers should be able to demonstrate working towards system upgrades with individual login and audit trails

(reference: Art 23 of Directive 2001/83/EC).

V¥t — A —ay, Farlos<wradyrary bhue—508 5 R flEgE/ S 25 A E E> GMP fii
BIL, EABOa 7 A4 VR OEREN TEDLL IRV AT AT v 77— RLEHIELTWH I LEE
FET D Z ENHIFF ST D, (Art 23 of Directive 2001/83/EC 2 )

2.1
BZLib-104 MHRA DI r2.1.docx



UK MHRA

'GXP' Data Integrity Guidance and Definitions

No. BZLib-104

Where systems do not meet the audit trail and
individual user account expectations, demonstrated
progress should be available to address these
shortcomings. This should either be through add-on
software that provides these additional functions or
by an upgrade to a compliant system. Where
remediation has not been identified or subsequently
implemented in a timely manner a deficiency may be

cited.

VAT APERIFOZ—FT T MZoWn
TOMFRFITIE A DNRWGE . ZIUD DRI
KT OO MADOEE L RT LN TEDH LD
IZFTRETH D, ZOHY A EIE, BT
REZIRMLT 27 FA Y7 b =T TS
TAHVATLADT T T L— ROWTANT
bbH, REFENTED LTV, T U
EEfENED bNTZ] B THA LV ICHE SN
TWRWES, NG LRI D WaEtEd? &
Do

6.14. Electronic Signatures
6.14. BT E4

A signature in digital form (bio-metric or non-
biometric) that represents the signatory. This should
be equivalent in legal terms to the handwritten

signature of the signatory.

%@ L=z & %2’%‘3— va /5/I/ﬁ/it (ﬁiﬁgmuu
SUTARTEIELIAN) OF4, T iuXiErE s
HDEALELTHWLFEZBALA%RETH D,

The wuse of electronic signatures should be

appropriately controlled with consideration given to:

BFBLORHICHTZ>TUTE2EE L, #Y)
WZary her—L4TRXThB,

e How the signature is attributable to an individual.

e BEHIMED LD ITEANITIRET D7

e How the act of ‘signing’ is recorded within the
system so that it cannot be altered or manipulated

without invalidating the signature or status of the

entry.

-%@[éﬂt%ﬁ]%“E/KEﬁﬁbt
& BAXIIATREZ B & T 5729
F%%Jﬁ%%&@iomyxTA:ﬁﬁ¢
AUE E v,

e How the record of the signature will be associated

with the entry made and how this can be verified.

o KD X D ITEH OGN ANT] & BEAT T &
. EDOXTEDZ LBPBRETE D7

e The security of the electronic signature i.e. so that
it can only be applied by the ‘owner’ of that

signature.

CETBLDEX VT 4, TRRDOLELD
AT E ] ORIV FEITEIND,
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It is expected that appropriate validation of the
signature process associated with a system is
undertaken to demonstrate suitability and that control
over signed records is maintained.

Where a paper or pdf copy of an electronically signed

document is produced, the metadata associated with

B SN REENEE TH Y, 3y hr— LR
MEFF SN TWAH Z EZRTTEDIT, B AT
LCEET B4 7 0w A E2EYNCI AN T — b
THZ NSNS, BTICES SN

O XIL PDF D a B — RN ARSI SA. 2
DOXFELLBIZ, ETBAICEHET LA ST —

with the requirements of international standards. The
use of advanced electronic signatures should be
considered where this method of authentication is
required by the risk assessment. Electronic signature
or E-signature systems must provide for “signature
manifestations” i.e. a display within the viewable
record that defines who signed it, their title, and the

date (and time, if significant) and the meaning of the

signature (e.g. verified or approved).

an electronic signature should be maintained with the | % SHEFFEBLI NS XETH D,
associated document.
The use of electronic signatures should be compliant | & -4 OFI I & 72 > TILEEEEHEO 12

AT RETHD, REEBTELEZFIMNT LY
AL VAT TERARAL MZE D ZORIEHIED
VEMEZRFTTR&ETH D, BFBL UL E-T
A F TBLAOHRIE®R) . TROLRZHED
b HFRLEKDO TN, BALEL, TDORE. A (£
NHEETHIUIFZAS) LB OB (]
FREE, AGR) AR TRR, 2R ERITUT RS
AR

An inserted image of a signature or a footnote
indicating that the document has been electronically
signed (where this has been entered by a means other
than the validated electronic signature process) is not
adequate. Where a document is electronically signed
then the metadata associated with the signature

should be retained.

BLHDAA—VEFFALIZY, WETXENE
TIICBEA SN2 LE2RT 2 8E (BN
U7— kéﬂt ETFEBL T at AUSNDFHET
Aﬁéhk WE) T, SCENRE T

B4 éﬁ/btfﬁn\ BLNANRD A BT — X DM
ééhé&%f%&

For printed copies of electronically signed

documents refer to True Copy section.

BN EA SN CHEEFIRI L2 2 B =20
WL TTrue Copy (FLIEa B —) | OEZ SR,

Expectations for electronic signatures associated
with informed consent (GCP) are covered in
(MHRA/HRA  DRAFT

Guidance on the use of electronic consent).

alternative  guidance

AT —LRarty MURHETFBEL~D
MAF (GCP) IZ2WTIEBDH A L v A
(MHRA/HRA DRAFT Guidance on the use of

electronic consent) Tik-X%,
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6.15. Data review and approval
6.15. T =X DLt 2 — KUK

The approach to reviewing specific record content,
such as critical data and metadata, cross- outs (paper
records) and audit trails (electronic records) should
meet all applicable regulatory requirements and be

risk-based.

BHERT —ARAZT =42 (BROFERD) B
D LR, (BFiisko) BRI, HEo
ENRE L Ea—T 57007 7 u—FIi,
2 TOEM SN LM B AR L, D2V R
JICHASNWEbD LT H Lk,

There should be a procedure that describes the
process for review and approval of data. Data review
should also include a risk-based review of relevant
metadata, including relevant audit trails records.
Data review should be documented and the record
should include a positive statement regarding
whether issues were found or not, the date that
review was performed and the signature of the

reviewer.

T—H &L Ea— KRBT LHODOTrE A%
AT 5 FIREAR T LHRETHDL, 7—F L
Ba—Tik, B#T A4 7—% (BT 5%
T L EEe) b U R ICESVWTLE 2 —1
REThHDH, T —F L a—fERITCETEL,
Z ZITF RO o EEOFEICE T 2 HED
ik, LE a2 —FEEHMA ROV E 2 —FDOEA
AT RETH D,

A procedure should describe the actions to be taken
if data review identifies an error or omission. This
procedure should enable data corrections or
clarifications to provide visibility of the original
record, and traceability of the correction, using

ALCOA principles (see ‘data’ definition).

T—A L Ea— Tl XidKkFT = RO L %
ICHDRET 7 v a VI TFIEEICGR#ETRE T
bbb, TOFEEL, T—FEE/ 7TV 7 4
r—3a UEAT O BRIZ, ALCOA JHI ( Idata (7
—X)] DERESROZL) ITH-T, VY
TR AR D Z L7 D OEREEZ BT
XDHLEOBBLDOLEFTRETH D,

Where data review is not conducted by the
the

responsibilities for data review must be documented

organisation that generated data, the

and agreed by both parties. =~ Summary reports of
data are often supplied between organisations
(contract givers and acceptors). It must be
acknowledged that summary reports are limited and
critical supporting data and metadata may not be

included.

TR EERT DN T —F L 2 — %17
BWNES . T—H L Ea—0OE ML, CEICL
D (F—HEARTIEMET 2L 2 —%
179 Mk D) WE THEE LRTIUIR 220,
IR L I3 CRREGREE L =5td) ©F —
2OV~ LAR— I EEE L, =V b
A—Mx (NEN]) RESNTRBY, BT
— A RRAZ T —=ZNEENRWNGERH D Z
LR LT IR B0,
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assure the integrity of the data.

Many software packages allow configuration of
customised reports. Key actions may be incorporated
into such reports provided they are validated and
locked to prevent changes. Automated reporting

tools and reports may reduce the checks required to

Al'h'—'—’Q

V7 RN =T Ny =V TIEREICLY LR —
eI AL A XATEDLLEDNRE, N T —
FNEHT, DOEEINNEH ey s TX
HOTHIUE, FERT 7 v a & LR— I
BRYiAALTE LW, BEILAR—T 1 7Y —)L
KO [(ZOfERAERSND] ViR— a2 05D
LT, TEDATITVT 4 BRRET D7
HOF =y 7 B TELHTHA I,

Where summary reports are supplied by a different
organisation, the organisation receiving and using the
data should evaluate the data provider’s data integrity

controls and processes prior to using the information.

DORFEN D~V LR— F ARSI D 5
B T X EZTR S CHAT M0, T —
ARME DT —H AT TV T 4Dy ha—
NEOT vt A ERE L THEZONHZFH
THRETHD,

¢ Routine data review should consider the integrity
of an individual data set e.g. is this the only data
generated as part of this activity? Has the data
been generated and maintained correctly? Are

there indicators of unauthorised changes?

e HEHRT =L v 2a—TlI, TNFhDOT

— 2ty NOA T T IVT 4 HRFTTRET

b5, Bz

o UKIREN CARINTME— DT — X ThH D
NP

o ELL 7 —F BARM I IMERFE B S 1T
L2

o FFAl SHUIRWVE T BT O IR A

AR

e Periodic audit of the data generated
(encompassing both a review of electronically
generated data and the broader organisational
review) might verify the effectiveness of existing
control measures and consider the possibility of
unauthorised activity at all interfaces, e.g. have

there been IT requests to amend any data post

activities and has the impact of that activity been

assessed?

review? Have there been any system maintenance

-iﬁéMKT 2k 2 EHREES (B

MICAERSNTZT —Z DL Ea—L Mo
i@ﬁﬁﬁ@v51~%wﬂ%#é)ri
V. BUED = b r— /L FROZNEDGEES
. 55 FEICBW T SR VEE)
WIRMOT2DRFTTE 200 LV, i1z
X, VEa2—FAT —FICH LTI HIZER
ZROD LD RIT ERDB DT ? VAT
LRESHEBIDMTONTZ0, D (VAT LR
SF) EENORBIZOWNWTTERAA Y ML
e
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6.16. Computerised system user access/system administrator roles

6.16. 2L Ea—F L AT AIBIT L= T I Z/AT LT R

= AR L—XO&E

Full use should be made of access controls to ensure
that people have access only to functionality that is
appropriate for their job role, and that actions are
attributable to a specific individual. Companies must
be able to demonstrate the access levels granted to
individual staff members and ensure that historical
information regarding user access level is available.
Where the system does not capture this data, then a
record must be maintained outside of the system.
Access controls should be applied to both the
operating system and application levels. Individual
login at operating system level may not be required
if appropriate controls are in place to ensure data

integrity (e.g. no modification, deletion or creation of

TrvRaryhe—LET7NVCERTAD L
T, BMEAD B OEENG > T HEEEDO T
JRATEDLEIICL, ZOT Vv a v &ZR/E
DIENIZIFBTED L IICTRETHDH, Ktk
FEASX v 7G5 2127 78 ALV ZHR T
XHEHCL, ho2—FDTI/EA LD
BIEEHREAFCTED I LTIz b7
W, YATATIZIDOEIBRT—HENETE R
WA, VAT AOANTRER AR LT AuE
RhRW, TR RAay ha—uL, AL —
TAYTVAT A, KOT TV r— 3 O
FOL_XNVTEITHRETHDL, T—HA T
TVT 4 HERICTH L) edEbl iy b —
NRHIUE BIziE, 77V r—va v EED

data shared logins or generic user access should not
be used. Where the computerised system design
supports individual user access, this function must be
used. This may require the purchase of additional
licences. Systems (such as MRP systems) that are not
used in their entirety for GXP purposes but do have
elements within them, such as approved suppliers,
stock status, location and transaction histories that
are GXP applicable require appropriate assessment

and control.

data outside the application is possible). RVNRY . T—HOEE, HIBR, AN TER
WEIZT D) | ARL—T A T VRATAD
LA CEABNZ R 7 A o S D BT 7R
HLaviauy,

For systems generating, amending or storing GXP | GXP 7 —# &4k /B H&HT 52 AT A

WZBWT, a1 (User DL H 7] —
4 & AWz —7 7 A3 A& T
2, A Ea—H b AT AREANBO L —
P77 eAeYR— b T 5LIRFFINTND
OTHIUE, TORRITFA L2dhide o7
W, ZHUTE VBT A AEEAT DM
W5 L, (MRP 27 AD X H 1)
2R GXP BIICHH SN2 DI TlEnd
D, GXP MM SN LHEHE (B, FES
NIZEH, (EEORAT—X A BT, LOEGE|
JBIE) A&ty AT ML, W T B A A
Moy ba—ARBRETHD,
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It is acknowledged that some computerised systems
support only a single user login or limited numbers
of user logins. Where no suitable alternative
computerised system is available, equivalent control
may be provided by third-party software or a paper-
based method of providing traceability (with version
control). The suitability of alternative systems should
be justified and documented. Increased data review
is likely to be required for hybrid systems because
they are vulnerable to non-attributable data changes.
It is expected that companies should be
implementing systems that comply with current

regulatory expectations?.

v a—Fa A4 TR EO 2 —
a4 LR —FL T RN a s Ea—
AL AT B3 % Z SR LTS, Y]
B B a— L AT ANRATTE 2N
e, V=R RX—=7 4 V7 =T T hb—
PV T RS (REBTE D) fiN—2R
DHEZLY | AEFEOay be—Lz2GLR5
nH Livieny, [T 27 Loy s 2 1E 41k
L., T RETHD, "M 7Yy R AT
AT, RBORAB 2T — 2 EEREE T
W2 M, T—H L Ea— DR E T %
DR HHNE LIV 2,

System administrator access should be restricted to
the minimum number of people possible taking
account of the size and nature of the organisation.
The generic system administrator account should not
be available for routine use. Personnel with system
administrator access should log in with unique
credentials that allow actions in the audit trail(s) to
be attributed to a specific individual. The intent of
this is to prevent giving access to users with
potentially a conflict of interest so that they can make
unauthorised changes that would not be traceable to

that person.

VAFAT RI=ANL—Z DT 7 & AKX
AR OHBL L MEZ BB L. F/NEO AR
ETRETHD, WHHRVAT LT RI=
FL—&T7 R0 ME, BEICFIATE S &
INTFRETF R, VAT LT FI=A b
— X DT 7 AMEEFFOFIL, BEEINC LY
T varefHANIRETEDL LT, a=—
I RRGEE TR A T RETH D, T
BAERINCHIR T DR RO — R T 7 & A
L. BIEEEZRETE VK I RPN
ERETHLEHSTEDTH S,

System Administrator rights (permitting activities
such as data deletion, database amendment or system
configuration changes) should not be assigned to
individuals with a direct interest in the data (data

generation, data review or approval).

(F—HFHIR, 7—FX—=ZADEE, T A
T DR E DA R EDTEI 27T D) A
TLT RI=A ML —FOHRIZT —FICEE:
®ﬂ%%%%%o%(?—&éﬁ T LY
2 — AR IZITH 0 Y TRNnWZ &,

2 It is expected that GMP facilities with industrial automation and control equipment/ systems such as programmable
logic controllers should be able to demonstrate working towards system upgrades with individual login and audit trails

(reference: Art 23 of Directive 2001/83/EC).

2 PEMEA— N RA—T gy TarIwTanYy s ary ha—50k 9 R EIEREES/ L AT A A EES GMP i
I, EABOBe 7 A VR OERFESN CE DL IRV AT AT v 7 7L —RLEH2ELTNDH I LEHE
FET D Z ENHIFF ST D, (Art 23 of Directive 2001/83/EC 2 )
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Individuals may require changes in their access rights
depending on the status of clinical trial data. For
example, once data management processes are
complete, the data is ‘locked’ by removing editing
access rights. This should be able to be demonstrated

within the system.

1RBRT — 2 OIREEIZ L > TEA DT 7 & AHER
EEETDHMLERD L0 Ly, Fil i,
F— A XA N T OB ANTET LThbD,
T A REHEREZRLS 2L TTF—4 N r v 7 |
ENb, VATLATIDI EEFEHTEDL LD
IZTRETH 5,

6.17. Data retention
6.17. T — X {RE

Data retention may be for archiving (protected data
for long-term storage) or backup (data for the

purposes of disaster recovery).

F— AR INLT — A BT (EHRE RO
HEISNEZT—H) ER_v T v 7 REHER
DIHDOT—H) BN D,

Data and document retention arrangements should
ensure the protection of records from deliberate or
inadvertent alteration or loss. Secure controls must
be in place to ensure the data integrity of the record
throughout the retention period and should be
validated where also data

appropriate  (see

transfer/migration).

T4 LEORBEIZOWTH T Z LIk
D, FLERAEE T FESIZ L DEE RN D
MRIRET DL OITTRETH D, kDT
—Z AT VT 4 %, PRAFHIR A0 L TR
THRIREFaTRary hr— L ERIT ARG
NFR B, FBBEELT (2o s b
H—%Z] NYTF—hrFRETHD, ( ldata
transfer/migration (7 — # #525/817) ) DEH S
Dz L)

Data (or a true copy) generated in paper format may
be retained by using a validated scanning process
provided there is a documented process in place to

ensure that the outcome is a true copy.

b, HAPEICEEaY—L25
Eo7%, T ARRIT LA TWIUR, #IEX
THERENTZT—% (UIEE=aE—) 2
F—hENEAF Y o Tav 2% HNTHRE L
TH LU,

Procedures for destruction of data should consider
data criticality and where applicable legislative

retention requirements.

T BWET L DOFINEETIE, T—FD
HEE OB U CHER RS B2
AT RETHD,
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6.17.1. Archive
6171. 7T—HhHA 7

A designated secure area or facility (e.g. cabinet,
room, building or computerised system) for the long
term, retention of data and metadata for the purposes

of verification of the process or activity.

et XX |IIEE) Al TS AT T — % R
MK 87— 5 RIJIZ D7 > TIRE T 5728
DIFE IJLE T F 2 7RG R IZ3# e (F+ &
Fo b HE, BY, KT —SE X
T4 E)

Archived records may be the original record or a
‘true copy’ and should be protected so they cannot be
altered or deleted without detection and protected

against any accidental damage such as fire or pest.

T—=HA T SNDHREITA Y VTR
(HE=E—) THH, EFEHIFRITLHH
SNDEORETNETHY, KFUTEFRE
DIBFHEEG N D bIR#ET T TH S,

Archive arrangements must be designed to permit
recovery and readability of the data and metadata
throughout the required retention period. In the case
of archiving of electronic data, this process should be
validated, and in the case of legacy systems the
ability to review data periodically verified (i.e. to
confirm the continued support of legacy
computerised systems). Where hybrid records are
stored, references between physical and electronic
records must be maintained such that full verification

of events is possible throughout the retention period.

T=0A T EEERT DX, T—F A ET
— X PEIRAF IR Z B LT, EuTE, ¥t
WDHEITEE LT iE e s 2wn, BT —
BuaT —NATTHDOTHOIUL, ZO7TrEX
BN TF— T RETHDH, LH—T AT A
(7 —HAT7FT5D) Thiux, 7—& %L
Ea—T&2 2 & aEHMICHEE (bbb,
VA=V AT LOYR— R0 L T D 2
LEER) TRETHDL, "7V v Niddkx
AN 256, MBI 72 50sk & BT Riek & DR
OZWBEIRAMEFFEE L, RAFHIMZm L CF
REFERIRIETE D LI LT s
[N

When legacy systems can no longer be supported,
consideration should be given to maintaining the
software for data accessibility purposes (for as long
possible depending upon the specific retention
requirements). This may be achieved by maintaining

software in a virtual environment.

L=V AT AR R—FEnekoTH
THIIT 7 EALBTOND LD, YT R
U7 % (REEICHES T, TE DRV EL)
HMEFF LIGEIT 2008 9 haRET & Th D, =
AUXY 7 NU =7 R CHERF T2 2 & T
R TE 200 LR,
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Migration to an alternative file format that retains as
much as possible of the ‘true copy’ attributes of the
data may be necessary with increasing age of the
legacy data. Where migration with full original data
functionality is not technically possible, options
should be assessed based on risk and the importance
of the data over time. The migration file format
should be selected considering the balance of risk
between long-term accessibility versus the
possibility of reduced dynamic data functionality
(e.g. data interrogation, trending, re- processing etc).
It is recognised that the need to maintain accessibility
may require migration to a file format that loses some
attributes and/or dynamic data functionality (see also

‘Data Migration’).

V=7 =" enicon, [EEay
—] OFT =X EMEER DL G FORET 7
ANERIIBITT D ENRELERDL0E LI
N, AU U T — X O R SERICBATT
D Z & DEANIC A ATREZR G A, FRERICh Tz -
TOT—ZDY AT & BEEMIZFE SN TIRRK
BT BAA T RETHD, BIT7 7 A VIE
Kix, EWCbh727 7 8 2GS L@ T —
ZgRe (BI2E, 7—2BaE, FLU R F
WLER) INKDOND Y AT DNRT U AEEF LT
BIRTRETH D, 77 AENZHFT 57
DIZIE, W< OhDEM, RO (XT) #hiyT
— X FERED N T 7 A VFERUTBITE S D 215
RN EWVWS Z e FEMmLTWS,  ( [Data
Migration (7 — % #4T)] OEHLSROZ L)

6.17.2. Backup
6172 Ny 7T v

A copy of current (editable) data, metadata and

system  configuration settings maintained for

recovery including disaster recovery.

HED (FRErJER) T —5, X5 T7—5 RN
SR T AL RE T RO 2 E— T 1, KEHE
IHZ ZirtE T D= DICHEIFES B B D,

Backup and recovery processes should be validated
and periodically tested. Each back up should be
verified to ensure that it has functioned correctly e.g.
by confirming that the data size transferred matches

that of the original record.

Ry 72Ty TrELTOTa® AT F— |k
L, EHIIZT A T RETH D, fHxD Ny
77 T INIELLSBERE LT 2 L 2RI T DT
DIZ (T—FH A XA DFLGieks —FT
DN EERT HFEICLV)RIET XX TH D,

The backup strategies for the data owners should be

documented.

T —HF—FNT D 7Ty THEME & SCEAL
TRETH D,

Backups for recovery purposes do not replace the
need for the long term, retention of data and metadata
in its final form for the purposes of verification of the

process or activity.

WLz HNET DN I T v T Rb>TH, 7
0t ARVEIOMRGEL HY & LTcT — & LDV A
45— B DGR L D F RS O LN
L 2 Db TIER Y,
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6.18. File structure
6.18. 7 7 A Lk

Data Integrity risk assessment requires a clear
understanding of file structure. The way data is
structured within the GXP environment will depend
on what the data will be used for and the end user
may have this dictated to them by the
software/computerised system(s) available.

There are many types of file structure, the most

common being flat files and relational databases.

?~&47?7U?4U177txfyk%£
Mad 2% 728 i774w%L%%% ZHE LT
BLMERD D, GXP BREEICBI 57 — Z i
@Ebﬁ@?~&#m:ﬂ%éhéﬂ:iof
WELHN, = Fa—PIRHFERY 7 by
=7/ a—2 Ly AT A [OFIBR) IZHE-
TWAHETNE Ly, 77 A U EEICIT%
KOMEERHY , Hb—RHRbDITT T v k
TrANE) L=y a T A R=ATH
Za

Different file structures due to their attributes may
require different controls and data review methods

and may retain meta data in different ways.

77 ANEEN R, ToRMIizLY, B
B ha— LT =X LB o — RSN
LB, Flo, AT —HITXERR D HIETHRE
ENH0h Ly,

6.19. Validation — for intended purpose (GMP; See also Annex 11, 15)

6.19. RUF— g3 - EX LB

2% LT (GMP; Annexl11, 15 WO Z L)

Computerised systems should comply with
regulatory requirements and associated guidance.
These should be validated for their intended purpose
which requires an understanding of the computerised
system’s function within a process. For this reason,
the acceptance of vendor- supplied validation data in
isolation of system configuration and users intended
use is not acceptable. In isolation from the intended
process or end-user IT infrastructure, vendor testing
is likely to be limited to functional verification only
and may not fulfil the requirements for performance

qualification.

a2 —Z L AT A, BUHIEE R OV
FTOHA L RHERS RETHDH, 2N H (D
VAT A) F, BRLEZBMIIZRLTANY T —
FTRETHDHN, ZORMERD D221

Tav 2 IBITAEI L Ea— LT RAT LD
REZHRT ZMERNSHDH, ZOHBNG, Ha
FHlorko TRt s aNY T —vary—X
X, ENR VAT AOHEERER N —F DR
M LIZHEN U EES TV D5aIE, =T
AnbiZewn, XZO7 A ME, BERILET
AN R2—FD IT A7 T AT
7 F v MHUY S, BREDIRGED & 72 D
WHETHY | VERBFEFEPEREARL O B F A i 7o S 72
WThAH9,
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Functional verification demonstrates that the
required information is consistently and completely
presented. Validation for intended purpose ensures
that the steps for generating the custom report
accurately reflect those described in the data
checking SOP and that the report output is consistent
with the procedural steps for performing the

subsequent review.

BEREDOMGECIL, ZRIN DA, —BMEE
EeME Lo THLND Z L EIEAT S, BX
L7EHWICR T2 57— a Tl LT %
MeRIZT 2,

o T —HF = v/ SOP IZFL# S 7= iBfEAs,
AL LVAR— N EARRT DIERRIC E%:ﬁ%
IRTnbzE, ¥

o LR—FDT U Ny b, HfEDOLE2—

%M%ﬁlaofwélko

6.20. IT Suppliers and Service Providers (including Cloud providers and virtual service/platforms

(also referred to as software as a service SaaS/platform as a service (PaaS) / infrastructure as a

service (IaaS)).

6.20. IT fifaE KO — 2T ¥ (770 REMERB—ER/77 v b7 4 —2A (software as a
service (SaaS) / platform as a service (PaaS) / infrastructure as a service (IaaS) & HIES) A&

Where ‘cloud’ or ‘virtual’ services are used, attention
should be paid to understanding the service provided,

ownership, retrieval, retention and security of data.

(779 K] X% Mid8) —ex&2FfHT5

BA . BtEnNL—v R, F—F S F

— 2O L, RE, X )T 0 2HET D
T RETH D,

The physical location where the data is held,
including the impact of any laws applicable to that

geographic location, should be considered.

T RS OB e —a R %
PR r—2 g ATEH SN D H 6 D i
DL ED T, BRI & TH D,

The responsibilities of the contract giver and
acceptor should be defined in a technical agreement
or contract. This should ensure timely access to data
(including metadata and audit trails) to the data
owner and national competent authorities upon
request. Contracts with providers should define
responsibilities for archiving and continued
readability of the data throughout the retention period

(see archive).

PEREFFIC OV T O EL%2E

BN BT D RFE M OZitE OEEIL, Hdly
MG BEE IR TERTRETHD, I

WZED T =2 A —FT RO RFORDITS LT,
T—H (AET—2 KOERFZ ) 124
ALVIZT 7T BANTEDL Z LA MIITT RE
Thd, 7L ZEDORKTIX, T—HA4T
DIFhE, KOREHHZE L CoT—F DR
#BIXEThD,
( Tarchive (77— 4 7)) OEHLEH)
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Appropriate arrangements must exist for the
restoration of the software/system as per its original
validated state, including validation and change

control information to permit this restoration.

RNy 77 v TBEHED] Tx DN F— | &
NFREEICY 7 N =T/ AT MEE T 5
OO U (NYF— a2 ROET
BT HEHE = bu— A RE A AT
b hEi s,

Business continuity arrangements should be included
in the contract, and tested. The need for an audit of

the service provider should be based upon risk.

BV R AR D T2 D OUEfF TN E D, T A
I RETHD, —E R T oA X EERT
HVEMEL, U A7 ITHSL RETH D,
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7.

TS E

Glossary

Acronym or word or phrase Definition

GEE S V| B

eCRF Electronic Case Report Form

ECG Electrocardiogram

GXP Good ‘X’ Practice where ‘X’ is used as a collective term for
GDP — Good Distribution Practice,
GCP — Good Clinical practice,
GLP — Good Laboratory Practice
GMP — Good Manufacturing Practice
GPvP — Good Pharmacovigilance Practice

Data Quality The assurance that data produced is exactly what was intended to be

produced and fit for its intended purpose. This incorporates ALCOA
ST —20, BRILEEBYICARSN, BERLEZH
HIZE > TV D Z L OfRFE, Zid ALCOA =& 10,

ALCOA Acronym referring to Attributable, Legible, Contemporaneous,
Original and Accurate.

ALCOA + Acronym referring to Attributable, Legible, Contemporaneous,
Original and Accurate ‘plus’ Complete, Consistent, Enduring, and
Available.

DIRA Data Integrity Risk Assessment
T=HA T TV T4 VA TEAAL b

Terminology The body of terms used with a particular technical application in a
subject of study, profession, etc.

it BFSE. 5 00 LRI 350 CREBIN BAiFAIC LU B 5 FIRS

EDT-H D,

Data cleaning

T=H 7)==

The process of detecting and correcting (or removing) corrupt or
inaccurate records from a record set, table, or database and refers to
identifying incomplete, incorrect, inaccurate or irrelevant parts of the
data and then replacing, modifying, or deleting the dirty or coarse data.
—H O, T T NRT = A N— AN N Y | RIEfER
ek L, BIE (HIBR) +57rBATHY, 7—FDOFD
ARTER/FRY AN TH D E R RE L, OS5
T—Z aE, BIE, BB 5 2 & AT,
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Format The something is arranged or set out
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Acronym or word or phrase Definition

GEE S V| B

Directly accessible At once; without delay

BT 7 EATED el Bl Ele<

Procedures Written instructions or other documentation describing process i.e.
standard operating procedures (SOP)

FNEE LEL SRR I T o A2 # T 2o 3E, 777205

PERERRETIEE (SOP)

Advanced electronic signatures

o
e
i
_H
Y
x

an electronic signature based upon cryptographic methods of originator
authentication, computed by using a set of rules and a set of parameters
such that the identity of the signer and the integrity of the data can be
verified.

BHBE DB ET =B AT TV T 4 HRETE D & D 75—
DOHAN & —HDNRT A —=Z Z W TEHE S ND K957 K1k
FHROBAHFICE S EFES,

Validated scanning process

NY)F—hENTEAFy 70
2

A process whereby documents / items are scanned as a process with
added controls such as location identifiers and OCR so that each page
duplicated does not have to be further checked by a human.
LEMPAF Y ENDTREATHY, vlr— 3 VB
RER OCR 72 LD, EEAR—V 2 ARTF = v 7 LR Th RV E
HlEMMay vae— L EEo ok R,
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