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EU GMP guide annexes: Supplementary requirements: Annex 11:Computerised systems

Q&A: Good Manufacturing Practice (GMP)

This page lists the European Medicines Agency's
answers to frequently asked questions, as discussed
and agreed by the Good Manufacturing Practice
(GMP) / Good Distribution Practice (GDP)

Inspectors Working Group.

Z O~— % European Medicines Agency 73 & <
ZATHEMICKT HREIZTH Y, Good
Manufacturing Practice (GMP) / Good Distribution
Practice (GDP) Inspectors Working Group Ci#fi
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Further questions and answers are published as the
need arises. Individual questions and answers may
be removed when the relevant GMP guidelines are

updated.
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Code
H: applicable to human medicines

V: applicable to veterinary medicines
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EU GMP guide annexes: Supplementary requirements: Annex 11: Computerised systems

No. 1

Appropriate controls for electronic documents such

as templates should be implemented. Are there any

specific requirements for templates of spreadsheets?
H+V February 2011
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H+V February 2011

Templates of spreadsheets help to avoid erroneous
calculations from data remaining from previous
calculations. They should be suitably checked for
accuracy and reliability (annex 11 p7.1). They
should be stored in a manner which ensures

appropriate version control (chapter 4 p4.1).
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No. 2

What type of accuracy checks (annex 11 p 6) are
expected for the use of spreadsheets?
H+V February 2011

ATy Ry—FeHWBHGE, EDXH7elE
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H+V February 2011

Data integrity should be ensured by suitably
implemented and risk-assessed controls. The
calculations and the files should be secured in such
a way that formulations are not accidentally
overwritten. Accidental input of an inappropriate
data type should be prevented or result in an error
message (e.g. text in a numeric field or a decimal
format into an integer field). So-called 'boundary

checks' are encouraged.
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No. 3

Avre there any specific considerations for the
validation of spreadsheets?
H+V February 2011

27y Ry— O F—3 g 2OV CHE
BNCEBTREXZ L1EhH Y £90,
H+V February 2011

Validation according to paragraph 4 of annex 11 is
required at least for spreadsheets that contain
custom code (e.g. Visual Basic for applications).
Formulas or other types of algorithm should be

verified for correctness.
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No. 4

What measures are required to ensure data security
of databases?
H+V February 2011
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Data security includes integrity, reliability and
availability of data. During validation of a
database-based or inclusive system, consideration
should be given to:

* implementing procedures and mechanisms to
ensure data security and keeping the meaning
and logical arrangement of data;

* |oad-testing, taking into account future growth
of the database and tools to monitor the
saturation of the database;

e precautions for necessary migration of data
(annex 11 p17) at the end of the life-cycle of

T—2EXa VT L, T—FOEEME, E

FEPE, FTHMER G ENE T, T —F_X—RITHK

S, FRET—ER—REEL VAT LN

V75— ard XU TOREZET X

<7,

o T—2bXaUT A EEIEITTILLODF
NERPA T = XA L% FHE L, 7T — X OEHTR
A PRI E 2 PR Fr 9 5

o PPROT—H RX—ADPLRAE B LI A
T AN, LT —H _R—= 2RI 72 > T
WRWDEERS 5 — L

o VAT LTATHA IR DoTLE XFIZ

the system. WEEL IR DT —ZBAT~DIH %2 (annex 11
p17)
No. 5

At which phases of the system life-cycle is risk
management recommended?
H+V February 2011
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H+V February 2011

Risk management should be applied throughout the
whole life-cycle. A first risk assessment should be
performed to determine the GMP criticality of the
system, i.e. does the system have an impact on
patient safety, product quality or data integrity?
User-requirement specifications are usually
developed with consideration of potential risks and
form the basis for the first formal risk assessment.
Complex systems should be evaluated in further
more detailed risk assessments to determine critical
functions. This will help ensure that validation
activities cover all critical functions.

Risk management includes the implementation of

appropriate controls and their verification.
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No. 6

Are user requirements needed as part of the
retrospective validation of legacy systems? H+V
February 2011

LA —V AT LR T—va T 5
B 2 — PR IS EE T,
H+V February 2011

The way to check whether a computerised system is
fit for its intended purpose is to define user
requirements and perform a gap analysis to
determine the validation effort for retrospective
validation. These user requirements should be

verified.
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No. 7

When do | have to revalidate computerised
systems?
H+V February 2011

a2 —Zb AT ATVOF/NY F— 7"
NETL X ID
H+V February 2011

Computerised systems should be reviewed
periodically to confirm that they remain in a
validated state. Periodic evaluation should include,
where applicable, the current range of functionality,
deviation records, change records, upgrade history,
performance, reliability and security. The time
period for revaluation and revalidation should be

based on the criticality of the system.
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No. 8

What are the requirements for storage time of
electronic data and documents?
H+V February 2011
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The requirements for storage of electronically data
and documents do not differ from paper documents.
It should be ensured that electronic signatures
applied to electronic records are valid for the entire

storage period for documents.
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No. 9

What are the relevant validation efforts for small
devices?

H+V February 2011

INFAE BRI T AN T — a3 Uk
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H+V February 2011

Small devices are usually off-the-shelf pieces of
equipment that is widely used. In these cases, the
development life-cycle is mainly controlled by the
vendor. The pharmaceutical customer should
therefore reasonably assess the vendor’s capability
of developing software according to common

standards of quality.

A vendor assessment needs to be performed and the
application needs to be verified against the
requirements for the intended use. From the
perspective of the regulated industry, the
implementation of such a device is driven by an
implementation life-cycle. At minimum the

following items need to be addressed:
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*  requirement definition for the intended use
including process limitations. This should also
include a statement indicating whether data are
stored or transferred to another system. As per
the definition of a small device, data are not
stored permanently but temporarily and are not
to be modified by a user. Therefore, limited
user access handling is acceptable. It needs to
be ensured that parameter data influencing the
device's behaviour may not be altered without

suitable permission;

o EHLIEM®EICKT2EMER (FrkX
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e risk assessment, taking into consideration the
intended use and the risk to patients for
associated with the process supported by the
small device;

*  vendor assessment;

* list of available documentation from the
vendor, especially those describing the
methodology used and the calculation
algorithm, if applicable. A vendor certificate or
equivalent detailing the testing performed by
the vendor may also be included;

e calibration certificate, if applicable;

» validation plan according to the
risk-assessment results;

» verification testing proving that the device
fulfills the requirements for the intended use. It

may be equivalent to a PQ-phase.
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Small manufacturing devices are sometimes only
equipped with microprocessors and firmware and
are not capable of high-level administration
functions. Moreover, data is often transient in nature
in these devices. Due to the latter there is no risk of
inadvertently modifying data. An audit trail is
therefore not necessary and user access may be

limited to those functions of parameter control.
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