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“PFSB
Notification No.0401022: Use of electromagnetic

This is the English translation of the

records and electronic signatures in applications,
etc. for approval of, or license for pharmaceuticals,
etc. / dated April 1, 2005 / issued by the Director
General of Pharmaceutical and Food Safety
Bureau”, made by Yamatake for reference
purposes only. This is not an official English text
published by the Pharmaceutical and Food Safety
precisely state the
Only the

Japanese text of the Pharmaceutical and Food

Bureau, and may not

Notification Ne0401022. original
Safety Bureau is authentic, and please confirm its
contents by referring to the website of the Health,
Labour and Welfare Ministry. Yamatake shall
not warrant the accuracy or correctness of the
translation of this document. Yamatake shall not
be liable for any damages incurred due to this
taken based on the

translation or actions

information in this document. You are not
allowed to copy or modify in any manner in whole

or any part this English text.
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(Use of electromagnetic records and electronic signatures in applications,
etc. for approval of, or license for pharmaceuticals, etc.)
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PFSB Notification No.0401022
April 1, 2005
To Prefectural Governors,

Director General

Pharmaceutical and Food Safety Bureau (PFSB)

The Pharmaceutical and Food Safety Bureau
(PFSB) of the Ministry of Health, Labour and
Welfare (MHLW) requests you to provide
guidelines to relevant firms in your jurisdiction in
order to follow the points to consider regarding the
following requirements for submission or retention
of documents and source documents (i.e. a set of
documents that provide warrant and/or evidence
for the documents used for applications, etc. of
etc.)

pharmaceuticals, maintained as

electromagnetic records. The documents and

source documents in this notification are for
applications, notifications or reports, for approval
registrations with the

bodies

or license, and for

compliance certification (hereinafter

referred to as applications, etc.), of

pharmaceuticals, quasi-drugs, cosmetics and

medical devices (hereinafter referred to as

pharmaceuticals, etc.).

Note that copies of this notification have been sent

1 Electromagnetic records in this guideline are considered equivalent to electronic records in FDA 21 CFR Part 11.
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to representatives of related organizations,
including the president of The Federation of
Pharmaceutical Manufacturers’ Associations of

JAPAN (FPMAJ).

1. #8E (Background)
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It is accepted by the “Law Concerning the Use of
Information and Communication Technologies for
Administrative Procedures” (Law No. 151, 2002)
and “Law Concerning the Use of Information and
Communication Technology for Retention etc. of
Paper Documents by Private Business Individuals”
(Law No. 149, 2004, hereinafter referred to as
“e-Document Law”) that documents used for
applications, etc. for pharmaceuticals, etc. are
applied or retained as electromagnetic records. In
addition, for documents submitted to the MHLW,
the format of the electromagnetic records for
submission has been defined in “On Specifications
for Data Items and Messages in Transmission of
(PFSB/SD
Notification No. 39 issued by the Director of Safety
Division (SD) of MHLW, PFSB/ELD Notification

No. 334 issued by Director of Evaluation and

Individual Case Safety Report”

FLERIC K VRS T 2 2 & FRETH H 23, HHIED | Licensing Division (ELD) of MHLW, March 30,
S 2B E 2, BRI X 2 MEEE RS OfEH | 2001) and “Partial Revision of ‘On the Electronic
PR D720, A%, EBIIFLERIC L 0 &K | Specification for Common Technical Document™
ORE R &S SUIRET 256 F OB EFHL E | (PFSB/ELD Notification No. 0527001, a guideline
WHZELLIZHDTHDLHI L, on May 27 2004, issued by the Director of ELD in
MHLW).
While the above mentioned laws and guidelines
allow the use of electromagnetic records in
applications, etc. of pharmaceuticals, etc. with
regard to submissions, the PFSB decided, in order
2/ 11 Rev.1(E)
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to meet the objectives of the Pharmaceutical

Affairs Law, that the requirements for
submissions or retention of the documents and
source documents in electromagnetic records have
to be defined to ensure the reliability of such

application documents.
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EHMRRRUVEFERZFRAT SIROEHR

(Requirements for the use of electromagnetic records and electronic signatures)

AL O S 26R D ER R QR B &2 1RRK % B
(2, EEERRLEA OEFELENHT 2581
BFEDFFEHI SN TRIAT D Z &,

When wusing electromagnetic records and/or
electronic signatures to create documents and/or
source documents in regard to the applications,
etc. as required by Pharmaceutical Affairs Law,
the requirements in the attached guideline shall

be fulfilled.

3. EFAHE (Scope)

BROFREHI, L FOHAICEAT 52 L,

(1) FEEEROBHEESICE SN T, EHA, EHE
Ahdit, ABBE S K OV R R O KGR O EFTF AT I Y
PERR AR BE 0D B G S L2 AR 2 FIFE L Jm 3
bico TRIET &R E L CEBAE

EFELEFAT 256

(I A
AT
(2374

(2) &R, & O SREFE L OBEES I X0 REN
EHEOT LN TWEHERE L TEBAGLE L O
EBELERHT 55

The attached guideline shall apply:

(1) When using electromagnetic records as, and/or
executing electronic signatures to, documents to
submit for applications, notifications or reports

for approval of, license, and registrations with

the compliance certification bodies, for
pharmaceuticals, quasi-drugs, cosmetics and
medical devices, as required by the

Pharmaceutical Affairs Law and its relevant
regulations.

(2) When using electromagnetic records as, and/or
executing electronic signatures to, source

documents and other documents required to be

retained by the Pharmaceutical Affairs Law and

its relevant regulations.
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The PFSB expects compliance, to a maximum

extent, with this guideline when using

electromagnetic records or electronic signatures to
create in paper form (1) documents to be submitted
for applications, notifications or reports for
approval of, license, and registration with the
bodies, for

compliance certification

pharmaceuticals, quasi-drugs, cosmetics and
medical devices as required by the Pharmaceutical
Affairs Law and its relevant regulations, and (2)
source documents and other documents required to
be retained by the Pharmaceutical Affairs Law

and its relevant regulations.

4. ERAHAB (Effective date)

AfgdHiE JRAIE UCER 1744 A 1 H ORI
NIHMEE SNABEEHNCHOWTCERTAZ LT 5D
&

This guideline shall apply to documents to be
submitted or retained on or after April 1, 2005,

unless otherwise notified.

5. 88t RE L (Revision of guideline)

AFREH X, HA A 72 4R K O O BRI 2 D 48
fbZZEB LT, LEIZJSUTRETZEETH L,

This guideline may be revised, as appropriate, in

consideration of technological progress and

development of foreign regulatory environment.

5/ 11
HRXDOEEEIT X2t LUK SRELFEY
Copyright ® 2006 Yamatake Corporation, All rights reserved.

Rev.1(E)
Lib061 ERES MHLW rl1d1(E).doc

YZINATAKE




MHLW Guideline

Electromagnetic Records; Electronic Signatures

No. Bpp-Lib-061

Al#E (Attachment)

EXRFORBRIIHAFIHRLIAFFICET S
BN - EFEAFRAOLHDEE

(Guideline on the use of electromagnetic

records/electronic signatures

concerning applications, etc. for approval of, or license for
pharmaceuticals, etc.)

1. B9 (Objective)

AFEEHE. BEHS, BRSPS & O E R
2 (U TEESZE) L)) OEEIULFF A&
ONT G PR FR AR B D B S AR 2 EE . Jm HH X
WS (LAF M%) 2 v o) ICBT 28R ED
JFERHZ DWTC, BRI L OVE B4 2 F

LEEDUBELR BN Z EDTIZ b DTH D,

This guideline provides the requirements for the
use of electromagnetic records and electronic
signatures for documents and source documents
for applications, notices or reports (hereinafter
referred to as applications, etc.), for approval of or
license, and for registrations with the compliance
bodies, pharmaceuticals,

certification for

quasi-drugs, cosmetics and medical devices

(hereinafter referred to as pharmaceuticals, etc.).

2. AEEMES (Definitions of terms)

AR CTHWD HFEOERIT, TRMEFEHELENTT
D EH ORAFEZ BT 2 1 REE OB ORI H I B
T HEE] 200, ROLEBY LT 5,

(1) TEREAOFER
WRT 4 A7 KT A AT BRT— T %0, Bl
KSR A BT B0 b O,

(2) B1E4

WEREHIREER I L, FEEBL UIBAEFFEO S
DE LTI D ELA T, BAITIEADER., B
. TR, EKRT D —@#HOR 52 E L L TR L
=T —%,

The following definitions of terms apply in this
guideline in addition to the terms defined by the
“Law Concerning to the Use of Information and
Communication Technology for Retention etc. of
Paper  Documents by  Private  Business
Individuals”.

(1) Electromagnetic recordable media

Media used for archiving electromagnetic records;
e.g. magnetic discs, optical discs, magnetic tapes
etc.

(2) Electronic signature

A data compilation in electronic form, of any
symbol or series of symbols created, adopted,
confirmed or approved by an individual or a
corporate body to be the equivalent of a

handwritten signature or an official seal, executed
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B FTUHNEL
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4) 7a—XR 25 A
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B) F—Fr - AT A
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(6) BEEATRERS
EWERZA D ZAZ T (2 a—F20NHEHIC
ZIEN9 2% B AT Sz —EO#BERRE,

to electromagnetic records.

(3) Digital signature

An electronic signature based upon cryptographic
methods, etc., of originator authentication.

(4) Closed System
An environment in which system access is
controlled by persons who are responsible for the
content of the electromagnetic records that are on
the system.

(5) Open System

An environment in which system access is not
controlled by persons who are responsible for the
content of the electromagnetic records that are on
the system.

(6) Audit trail

A series of operation records with accurate

date/time-stamps (generated automatically by a

computer).

3. BHEMEZFIRADO-HDEH (Requirements for the use of electromagnetic records)

3.1. ERMEEHEDEE AL (Controls for electromagnetic records)

BHALERA S AT AL Z DOV AT LAOEM L
WX, RICE|BIT D2 FEDE LI TWDLZ L, 2
DA, BRTEFIAY AT MTar Ea—4 -
VAT NYF =g kY Y RT LADOEHEN
DHERSNTWDLHEZHRE T 5,

When using a computerized system that uses

electromagnetic records, the following

requirements shall be ensured by functions and
operating procedures of the system. The reliability
of the shall be ensured

system through

computerized system validation.
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3.1.1. EHMEHEOEIE (Authenticity of electromagnetic records)

BRIGEENER, EETHY, MhOEEH xS L
Ebiz, fER. BE, HIBROFTOFERHHETH
5T &,
HIEMEZMET 572010, LFOEMEZG=4 2
EPETH S,
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P

) RAFEROMERE BIREICHBI TE D 2 &, F
oo —BRGFENTHEREEL T 25813 £F
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SA, FLER SN EEAREN L T O E D b AL FIE
THERTXDZENEE LU,

(3) EREIFLERD /Ny 7 T v T FRIAN LE L ST
BO, BWEUNZERSNATND Z &,

Electromagnetic records shall be complete,
accurate and reliable, and individuals responsible
for creation, modification or deletion of the
shall be identified. The

records following

requirements shall be met to ensure authenticity:

(1) Rules and procedures to maintain system
security shall be documented and properly
implemented.

(2) The individual who created the retained
information shall be clearly identified. When
retained information has been modified, the
original information shall be preserved, and the
individual who modified the information shall
be clearly identified. It is recommended, for this
purpose, that the system should record the
audit trail automatically, and that audit trail
records can be reviewed by predetermined
procedures.

(3) Procedures to back up electromagnetic records

shall be documented and properly implemented.

3.1.2. EHMEHED R (Readability of electromagnetic records)

BHAFLERONE 2 ADFE0 5T (74 A
T UAEEA~DFRIR, MA~OHIR, BRI RERREEA
~NDAE =) INTELH I L,

Contents of electromagnetic records shall be
capable of being presented in human-readable
form, including displaying on a computer screen,

printing on paper, or copylng to other

electromagnetic recordable media.
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3.1.3. EMMIEEDREM (Retainability of electromagnetic records)

RAFHIRINIC W T B R O LR A iR S T
REE CEMIGLE P RFTE D 2 &,
RAFPEZ PR T D 72 DITIT L F OB A 729 2 &
MEETH D,
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HRITBATT 2B, BAT STk OB
RLERIZ DWW T EIEME REiHE & ORAFME D e Ok
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Electromagnetic records shall be preserved

during their retention period, with their

authenticity and readability intact. The following
requirements shall be met to ensure
retainability:

(1) Procedures to ensure retainability, including

management of electromagnetic recordable
media, shall be documented and properly
implemented.

(2) When migrating retained electromagnetic
records to other -electromagnetic recordable
media or other forms, authenticity, readability
and retainability of migrated electromagnetic

records shall be ensured.

32. 7O0—XFK -

AT LDOFA (Use of Closed Systems)

EMAFLER 2 MERL, 255, HMEFF. (R, U E 721X | When using a closed system to create, modify,
EEZTH0Ic7a—XR s VA7 A%ZHMHT 5 | maintain, archive, retrieve, or transmit
Baid. 3.1 ICRi# SN B A LT D Z &, | electromagnetic  records, the  requirements
Flo, BEFEAZEMNT 251 |\ZFCHE S | described in section 3.1. shall be fulfilled. When
P et el DA G A T using electronic signatures, the requirements
described in section 4. shall be fulfilled.

33. A—T > - VXTLODOFI (Use of Open Systems)

EMAFLER 2 MERL. 255, MEFF. (R, MU E 721X | When using an open system to create, modify,
BEEZTH=DICA—7Y « AT LAZFMT 5% | maintain, archive, retrieve, or transmit
B, 3.1 ICRH SN BRI 2. EREIRCERDS | electromagnetic records, adequate measures, in

ER SN T OZITMbND £ TOROEIEME, #
Bk E RS D o OIS B FE A YN FE T 5
Z &, BT, EMAFLERORE ST VX
WELDOEWRORMARENGEND, EHIT, &

addition to requirements described in section 3.1. ,
to ensure authenticity and confidentiality of
electromagnetic records, from the point of their

creation to the point of their receipt, shall be
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B4 EHEHT 5510
7L TWAZ &,

(ZRE L S A7 B A i

properly taken. Additional measures include
adoption of technologies such as encryption of
electromagnetic records and digital signatures. In
addition when using electronic signatures, the

requirements described in section 4 shall be met.

4, EFEAFIRD-HDEH (Requirements for

the use of electronic signatures)

B ELZMAT 25813, EFE4OE#MEZ i
R D7DIc, LUTOEAZGT 2 &,

(1) BFER K OGFEEBICBT DIE# (CFRL 12 4
5 31 HIERSE 102 75) IZHS&, EFELD
B ERICRD FIEASCEL SN TERY | E#HY)
WCHEMLTWDZ &,

(2) BrEX4IL, SMEANEZHECTEIHE—DLDL
L., oz bHEH, BFEY Lanwz &,

(3) EREHIFLERIZ KX D ERHI DWW TCETFEA LM
T HEEIE, B SN ERFLEIZIILL T o2
HEZWRT HERPZENTND Z L,

BHHE DR
BTN HF
BHOEW (FRk. MR, KR

(4) BRSNS EFEA T AEFER L
b 2720, @HOHTETITAIR - 2 0 —%037T
SN KD IT, ST D45 & DB E U v

7L TWHZ &,

When using an electronic signature, the following

requirements shall be met to ensure its reliability:

(1) In accordance with the “Law Concerning
Electronic Signatures and Certification Services”
(Law No. 102, May 31, 2000), procedures for
management and operation of electronic
signatures shall be documented and properly
implemented.

(2) Each electronic signature shall be unique to
one individual, and shall not be reused by, or
reassigned to, anyone else.

(3) When using an electronic signature on

documents maintained as electromagnetic
records, the signed electromagnetic records shall
contain information that clearly indicates all of
the following:
The name of the signer,
The date and time when the signature was
executed, and
The meaning (such as creation, review or
approval) associated with the signature.
(4) An

electromagnetic records shall be linked to its

electronic  signature executed to
respective electromagnetic records to ensure that
the signature cannot be excised, copied etc., by

ordinary means, to prevent illegal use.
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5. £Dfh (Administrative consideration)

I 3 (i 5 D AR S FF AT QN A PERR AR RS o
FREFICAR D RIS T D ER R DR EEHZ S
BEAREELAOCEFEAZAMLLY L T5H
13, BRARE L VB EA ORI D20 HE
BiEH. EEA . MR, RE &R OBHEIRRICET D

FHEBEL TR Z L,

X%
<

Those who wuse electromagnetic records and
electronic signatures for documents and source
documents for applications, etc. for approval,
license, and registrations with the compliance
certification bodies, for pharmaceuticals, etc., shall
establish rules and procedures concerning
responsible individuals, managers, organizations,
facilities, education and training that are required
for the wuse of electromagnetic records and

electronic signatures.
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