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No. Bpp-Lib-053

Guidance for Industry1?! um: 1)
Part 11, Electronic Records; Electronic Signatures —
Scope and Application

This guidance represents the Food and Drug
Administration’s (FDA’s) current thinking on this
topic. It does not create or confer any rights for or
on any person and does not operate to bind FDA
or the public. You can use an alternative approach
if the approach satisfies the requirements of the
applicable statutes and regulations. If you want to
discuss an alternative approach, contact the FDA
staff responsible for implementing this guidance.
If you cannot identify the appropriate FDA staff,
call the appropriate number listed on the title

page of this guidance.

AKHIA X A% CFR Title 21 Part 11  Electronic
Records; Electronic Signatures (245 FDA M3
TEDEZ TR T DT D, KA KX AE, W
RHFICK LT OMER AL LT MR Z 52720 F
5D TIEe< | FDA E723A/REMHT 26D T
Ee 0, WH S D ES R OISO B A5 723D T
X, RBoFEEZHNTHRW, (o FiEco
WTOBRIT, AT A X ZADFENiETE% > FDA
A By TITEAE ST, BT RE FDA A ¥ v 7
PARBZRG T AT A X ADFERI R LT B &
DS LY L ZAICERET LI L,

[. INTRODUCTION
L 73X

This guidance is intended to describe the Food
(FDA’s)
thinking regarding the scope and application of
part 11 of Title 21 of the Code of Federal

and Drug Administration’s current

Regulations; Electronic Records; Electronic

Signatures (21 CFR Part 11).2

This document provides guidance to persons who,

AKITA # > A%, CFR Title 21 Part 11 Electronic
Records; Electronic Signatures (21 CFR Part 11)

UHE 2] o#iPH & #E MBI 5 FDA OBHEDE %
TamTbDThD,

AR RF o A2 NI ES 7213 FDA #if Ofh o part

1 This guidance has been prepared by the Office of Compliance in the Center for Drug

Evaluation and Research (CDER) in consultation with the other Agency centers and the

Office of Regulatory Affairs at the Food and Drug Administration.
AKITA X A%, Office of Compliance in the Center for Drug Evaluation and Research
(CDER) 73, ftho> FDA v % —_ } U Office of Regulatory Affairs & i L CIERL L 7=,

2 62 FR 13430
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in fulfillment of a requirement in a statute or
another part of FDA’s regulations to maintain
records or submit information to FDA,3 have
chosen to maintain the records or submit
designated information electronically and, as a
result, have become subject to part 11. Part 11
applies to records in electronic form that are
maintained, archived,

created, modified,

retrieved, or transmitted under any records
requirements set forth in Agency regulations.
Part 11 also applies to electronic records
submitted to the Agency under the Federal Food,
Drug, and Cosmetic Act (the Act) and the Public
Health Service Act (the PHS Act), even if such
records are not specifically identified in Agency
regulations (§ 11.1). The underlying requirements
Act, PHS Act, and FDA

regulations (other than part 11) are referred to in

set forth in the

this guidance document as predicate rules.

As an outgrowth of its current good

(M7 3) TR D, FLEkOMRFEHE GRIEY
% FDA ~DEROTEM % K 2 EfF: AN 7= 3 H Y
T, RREROMERFE PR E 72 I3 E SN RO & 8
FHIZATO Z e Z@IRL, EOREE, Part 11 IZ1E9
Lo EITHTHHNA X ATHD, Part 11
%, FDA Bl TED Hivlz, IOV TDH B
LEMEOT T, Bk, BIE, MEFFEER, A%, BuH.,
FMEE SN DB ERORSIEH S D, #E
b - EIS - bhEiiE (Federal Food, Drug and
Cosmetic Act), & OVAFRLREEY — b 2% (Public
Health Service Act) DE{IZHES & FDA [T S
NLHERsChE, =& 22 0iekn FDA O
Hsl CREMICHES LTV ARVWEHE TH->TH
Part 11 A S5 (§ 11.1), AW A ¥ AT,
BN - IS - ABPERTE, ARREY— XA,
OV (Part 11 L4k @) FDA MR TE®D Hivi, MRIE
55,

[FRE L KA X ATiE, record ([ZDWVWTD
maintain % [HERFEFL) | retain & [fR¥FF) AL
iz, ]

GRiE2: REICHD T LT 47— b - —b) —
Part 111X, L7 47— « L= TROLNDFL
., BALEEALTHERICEHS T XEHHTHY . £
DEWERTT LT 47— b« b—/LiZ Part 11 O FI2HE
72 % (underlyingd b D ThH 5, KT A ¥ ATl

MRIEICH S]] LR, ]

FDA (3t NHAERES, 83k, KOV EDRIFICET 3

3 These requirements include, for example, certain provisions of the Current Good

Manufacturing Practice regulations (21 CFR Part 211), the Quality System regulation (21

CFR Part 820), and the Good Laboratory Practice for Nonclinical Laboratory Studies

regulations (21 CFR Part 58).

ZD X ) %ME, 21 CFR part 211, 21 CFR part 820, 21 CFR part 58 %, —#OHE42 5

%PO
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manufacturing practice (CGMP) initiative for
human and animal drugs and biologics,* FDA is
re-examining part 11 as it applies to all FDA
regulated products. We anticipate initiating
rulemaking to change part 11 as a result of that
re- examination. This guidance explains that we
will narrowly interpret the scope of part 11. While
the re-examination of part 11 is under way, we
intend to exercise enforcement discretion with
respect to certain part 11 requirements. That is,
we do not intend to take enforcement action to
enforce compliance with the wvalidation, audit
and record

record retention,

trail, copying

requirements of part 11 as explained in this
guidance. However, records must still be
maintained or submitted in accordance with the
underlying predicate rules, and the Agency can
take regulatory action for noncompliance with

such predicate rules.

In addition, we intend to exercise enforcement
discretion and do not intend to take (or
recommend) action to enforce any part 11

requirements with regard to systems that were

% CGMP A =7 F7 [MiE 4] 2D TNDHD,

Part 11 73 FDA O TOMHIRRELIEH SN b
M, ZOBBREEIToTNDEZATHD,
BEtOfEREZ S L1, Part 11 28 F 45 7= 00O A
ED 2T 2 HIAHZTH D, RKTA X AT,

FDA 7 Part 11 O JH#EPH 2 BB IR 5 &L D
Z L HRHAT S, Part 11 OFRHTIE, Part 11 O
—IHOFERIZONWT, PUTEEE GRIE) T2501FT
bbb, KHA X ATHAT D LS, Part 11
DLLT OB U, G 2 58 T2 720 OB THEE
D ERIER .,

o NRNUF—gv

o EEATEEEN

o FLERDLREF

o FlEKDIE—

L, RIEICHD T VT 47—k« Jb—/LITfE,
AR A MR E B E IR L TR b vz &
wabﬁﬁ<\:5btfv?4&—b-w~wA

DR AEIZ L, FDA ITHHHELZ D Z L TE
Do

[ R i : “enforcement discretion” % [ $1T #
| . “exercise enforcement discretion”% [#fT%

FHET D) LRLE, ]

FNZ AR A X AD section II1.C.3 (27~ L 7= B 5l
BT Part 11 OFEZH TH S 199748 H 20 H L
DENCEE L TV AT A (i v o — -
FHEMHINTND) IZOWTHITHRELZBEH L, W

A

4 See Pharmaceutical CGMPs for the 21st Century: A Risk-Based Approach; A Science and

Risk-Based Approach to Product Quality Regulation Incorporating an Integrated Quality

Systems Approach at www.fda.gov/oc/guidance/gmp.html. Contains Nonbinding

Recommendations

FDA O% A b www.fda.gov/oc/guidance/ecmp.htmIT Tt 2 WD Z L, Pharmaceutical
CGMPs for the 21st Century: A Risk-Based Approach; A Science and Risk-Based

Approach to Product Quality Regulation Incorporating an Integrated Quality Systems

Approach
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operational before August 20, 1997, the effective
date of part 11 (commonly known as legacy
systems) under the circumstances described in
section ITI.C.3 of this guidance.

Note that part 11 remains in effect and that this
exercise of enforcement discretion applies only as
identified in this guidance.

FDA’s guidance documents, including this
guidance, do not establish legally enforceable
responsibilities. Instead, guidances describe the
Agency’s current thinking on a topic and should
be viewed only as recommendations, unless
specific regulatory or statutory requirements are
cited. The use of the word should in Agency
guidances means that something is suggested or

recommended, but not required.

M7 % Part 11 BAEICHOWT S, AT 57290
DOIFEEZID (7213 EBEE) fBr92) BEXIX
AN

EHAET D OIE, R A X2 AR LIZRBUSIR B i
52 EITHEEDZ L,

AHA R AEGte FDADOHAZ A« R¥a A
T, EIEST T REFEEZHET D5 O TiEk
W, LA, Wik hE Y 71285 FDA OBIEDE
ZTERTHEDTH Y | FEE ORHILCES O BRG]
SN TORWRY S ETHESEE LTRSS
REThDH, WA X ATHNWD “should” &9 Gk
I DA REEIIHER T 5 2 L2 BRI o0, &
KERTHLOTIEARY,  GRE)

[FRYE : "should”iX, [~F~ETHD] £/iF T~
T5) ERLTVD, ]
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[Il. BACKGROUND

El=l=N
o. Hx

In March of 1997, FDA issued final part 11
regulations that provide criteria for acceptance by
FDA, under certain circumstances, of electronic
records, electronic signatures, and handwritten
signatures executed to electronic records as
equivalent to paper records and handwritten
signatures executed on paper. These regulations,
which apply to all FDA program areas, were
intended to permit the widest possible use of
electronic technology, compatible with FDA’s
responsibility to protect the public health.

After part 11 became effective in August 1997,
significant discussions ensued among industry,
and the

contractors, Agency concerning the

interpretation and implementation of the
regulations. FDA has (1) spoken about part 11 at
many conferences and met numerous times with
an industry coalition and other interested parties
in an effort to hear more about potential part 11
issues; (2) published a compliance policy guide,
CPG 7153.17: Enforcement Policy: 21 CFR Part
11; Electronic Records; Electronic Signatures; and
(3) published numerous draft guidance documents

including the following:

1997 4£ 3 A1 FDA I3 Part 11 &2 FIT L, —
TEDRBUZ BT, LT &2 fROFLE M ORIz Sz
FEEBLLAFELARTHAOZ AL IR LT,

W
WL
TR SN FEHE B4

FDA O &% b 2B EICE M Sh D Z O,
INRAEEORGEIZRTT % FDA OEBICAKT D XD
IRETF AN O 2 | BRIRAEEICT 2 2 2B L
bDTholz,

1997 4£ 8 A @ Part 11 33htk. = OHFIR & SEhiilc o
WS, Zitatt, KOV FDA O TE AR

TR

el b TE 7, FDA [T E T T OIEER 217

ST&ET,

(1) %< D& T Part 11 12OV TRl L, BEN7
R OWTE R Z M < 72O ERE R, LT
T OMBIRE LG EHAT,

(2) Compliance Policy Guide, CPG 7153.17:
Enforcement Policy: 21 CFR Part 11;

Electronic Records; Electronic Signatures % %&
1TL7,

@) UTEELEEZ ORI T b AL A - FF
2 A MEFIT LT,

e 2] CFR Part 11, FElectronic Records;|e 21 CFR Part 115 FElectronic Records;
Electronic Signatures, Validation Electronic Signatures, Validation (/\NV 75—
e 21 CFR Part 11, Electronic Records; a)
Flectronic Signatures, Glossary of Terms e 21 CFR Part 115 Electronic Recordss
e 21 CFR Part 115 Electronic Recordss Electronic Signatures, Glossary of Terms (H
Electronic Signatures, Time Stamps Gy
e 2] CFR Part 11, FElectronic Records;|e 21 CFR Part 115 FElectronic Records;
FElectronic  Signatures, Maintenance of Electronic Signatures, Time Stamps (% A4 A A
Electronic Records g )
o 21 CFR Part 11, FKlectronic Records;|e 21 CFR Part 11, FElectronic Records;
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Flectronic Signatures, Electronic Copies of

FElectronic Records

Throughout all of these communications, concerns
have been raised that some interpretations of the
part 11 requirements would (1) unnecessarily
restrict the use of electronic technology in a
manner that is inconsistent with FDA’s stated
2

increase the costs of compliance to an extent that

intent in issuing the rule, significantly
was not contemplated at the time the rule was
drafted,

technological

and (3) discourage innovation and

advances without providing a
significant public health benefit. These concerns
have been raised particularly in the areas of part
11 requirements for validation, audit trails, record
retention, record copying, and legacy systems.

As a result of these concerns, we decided to review
the part 11 documents and related 1issues,
particularly in light of the Agency’s CGMP
initiative. In the Federal Register of February 4,
2003 (68 FR 5645), we announced the withdrawal
of the draft guidance for industry, 21 CFR Part
11; Electronic Records; Electronic Signatures,
Electronic Copies of Electronic Records. We had
decided we wanted to minimize industry time
spent reviewing and commenting on the draft
guidance when that draft guidance may no longer
the CGMP

Federal Register of

represent our approach under
Then,

February 25, 2003 (68 FR 8775), we announced

initiative. in the

the withdrawal of the part 11 draft guidance

FElectronic  Signatures, @ Maintenance of
Electronic Records (&1 ok DMEFFEHE)
o 2] CFR Part 115 FElectronic Recordss

FElectronic Signatures, FElectronic Copies of
FLEKOE S = )
ZIHLTEATORYEYIZBWT, Part 11 EA:fif
MO L > TEUTAREZVEL &LV 5 BER
HoTl,

(1) EFHEMNOFIA A2 LI EICHIRT 5, ZHEs
R ZR1T79 DB FDA "R L-ERKE—B L
TR,

(2) WET D7D a A R, HAERER O FHILL L
WZE LS m< 8D,

(3) FHTOHANIHE SR 2 B2, AR AN TR 22 FE
ZHToH IR0,

RN F—a v BEAREMN, Se@OMREr, fLEkOD

At —, MOV A — - VAT AL TIDE S %

BENHE Th T,

Electronic Records (&

ZOEIRERITIEZ H L, FDA [ Part 11 ® K
FaAr PROEES HMENZ, $71C FDA ©
CGMP A =37 F 7 DBENOLE2—T 5L L
L 72,2003 4E2 A 4 Aok [EE#H (68 FR 5645) |2
TCERMT T T b HA XA 21 CFR Part 11;
Flectronic Flectronic

Records; Signatures,

(B T7sk
DEF=aE—) OFEIZHE Lz, CGMP A =7
FTOFT, ZORKT Tk« HA X ANFDA DT
Ta—FITIRD RV ATREEDN T E 772D ESRM o
(RZZ7 b HAX L RTHT D] LE2—KDaR
v MIERT R A R/ NRICI A L D LRl Lzo
Toh D, £D, 20034 2 H 25 HfFOKEEH (68
FR 8775) 1B\ T, LAFDO Part 11 K77 h « A A
Ho A« R¥a A2 hOfalE3E LT,

FElectronic Copies of Electronic Records
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documents on validation, glossary of terms, time
stamps,® maintenance of electronic records, and
CPG 7153.17. We received valuable public
comments on these draft guidances, and we plan
to use that information to help with future
decision-making with respect to part 11. We do
not intend to re-issue these draft guidance

documents or the CPG.

We are now re-examining part 11, and we
anticipate initiating rulemaking to revise
provisions of that regulation. To avoid

unnecessary resource expenditures to comply with

part 11 requirements, we are issuing this
guidance to describe how we intend to exercise
enforcement discretion with regard to certain part
11 requirements during the re-examination of
part 11. As mentioned previously, part 11 remains

in effect during this re-examination period.

validation (\NUF— 3 )
glossary of terms (JHFELE)
time stamps (¥ A A A% 7)) [JHE 5)
maintenance of electronic records (& 1-Frék

DMEFFE PE)

CPG 7153.17T (2T TAT A KU ¥r— -

A R)
ERRTT R HAF L AZONTEER T A b
WEELNTEY , 2o OfFHRIT Part 11 1B 5
FEkROEEREIFAT20F TH 5, FDA &£ LT
I IRBDRT T R HA LA RRa A bR
CPG ZH¥ITT 2 BEXIEZ 0,
FDA i Part 11 #fHMatHh Th Y, ZOFRELLGET
THOORANED 2T 2 HiA»TH %S, Part
11 BHRCHEST 5 5 2 TOEEKR Y Y — 2D HEHR
W HALD LD, Part 11 FfREH, Part 11 O—5
DEAEZONT FDA 3O NI EA T2 8T 5 Fiff ©
bOINERAT DO, BAA X A ERITT D,
FATRAT@Y . ZOFBEFE S, Part 1113240
FTHVAEDTH D,

5 Although we withdrew the draft guidance on time stamps, our current thinking has not

changed in that when using time stamps for systems that span different time zones, we do

not expect you to record the signer’s local time. When using time stamps, they should be

implemented with a clear understanding of the time zone reference used. In such instances,

system documentation should explain time zone references as well as zone acronyms or

other naming conventions.

HADAZ LTI TDHRT T R e AT RTEI L7, BB 2 A LY —NZET=ND Y
AT EDHA BDAR LT TE, BHEOWDGFTOR —h VT A KEitikd D2 L 2RO,

EWVIEBEZFIFBELE D> TR,

A DAL T M HT HERIC
BAEL LTHO L0 WREICHEAE LT 9 A TRET S TH D, 29 LIHa,

X, EOX A b —0 %
VAT A R

2 AT =g AlBNWTC, BELTAZ ALY = RN FOBENTEORLELTEH TS,
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I1l. DISCUSSION
III. &%

A. Overall Approach to Part 11 Requirements
A. Part 11 ZFITHT 22K 7 7o —F

As described in more detail below, the approach
outlined in this guidance is based on three main
elements:

e Part 11 will be interpreted narrowly; we are
now clarifying that fewer records will be
considered subject to part 11.

e  For those records that remain subject to part
11,

enforcement

11

we 1Intend to exercise

discretion with regard to part

requirements for wvalidation, audit trails,
record retention, and record copying in the
manner described in this guidance and with
regard to all part 11 requirements for
systems that were operational before the
effective date of part 11 (also known as legacy
systems).

e We will enforce all predicate rule

requirements, including predicate rule record

and recordkeeping requirements.

It 1s important to note that FDA’s exercise of
described in this

11

enforcement discretion as

guidance 1s limited to specified part
requirements (setting aside legacy systems, as to
which the extent of enforcement discretion, under
certain circumstances, will be more broad). We
intend to enforce all other provisions of part 11
including, but not limited to, certain controls for
closed systems in § 11.10. For example, we intend
to enforce provisions related to the following

controls and requirements:

TRETEMICHAT 2 X9 lc. AT A X ATHRRS

T7r—Fx, LD 3ERITESNWHDTH D,

e Part 11 (IPFITHMIN D, BIH, ZHETK
D V¥ DGR Part 11 OXMRERALSND 2
L EHREIC LT,

o  [UKFBITMIRL TH) Part 11 OXRE SRS
FZOWT, FiRd Part 11 EACBAL, KA A &
VAT L2 KO I BIT R R ET DT FETH
Do

NYF— g

B AT REBR

FLERDIREF

RLER D A —
F 72, Part 11 BRI HANZEE L TV AT A
(LHv—« VAT HEMRTIND) 1TxF LTI,
AT o Part 11 EEICHOWT, $UTEHET DT
fFchd,

o LT 4 lr— b b— LITBIT A 0Ek & Rk
DEMZETLRTDOT VT 47— k- b— L8
EEITT 5,

KRIA A TRARD K512, FDA BNPITEFET

L DE, FrED Part 11 DO ARIZIRES N D Z LI

BMEShEW, (EL, LHY— - 2T 0 %<,

H DRI T T, BITHEOFPEAN L 0 IRH L 72 D7

DTHDH, ) FDAIL, §11.10 D/ a—A R« VAT

DCHRT D EHE e, D2 TO Part 11 §IH &

ITLTCOLPFFECoh D, HlZIX, DLT OB K O

BT 5REEABITT DHTFE T D,

o VAT ALANDT I RAEHERD B D EAZD I
IRET D,

o BMEILEHTHL AT AT v I HET D,
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e limiting system access to authorized
individuals

e use of operational system checks

e use of authority checks

e use of device checks

e determination that persons who develop,

maintain, or use electronic systems have the

education, training, and experience to
perform their assigned tasks

e establishment of and adherence to written

policies that hold individuals accountable for

actions initiated wunder their electronic
signatures
e appropriate controls over systems

documentation

e controls for open systems corresponding to
controls for closed systems bulleted above (§
11.30)

e requirements related to electronic signatures
(e.g., §§ 11.50, 11.70, 11.100, 11.200, and
11.300)

We expect continued compliance with these

provisions, and we will continue to enforce them.

Furthermore, persons must comply with

applicable predicate rules, and records that are

required to be maintained or submitted must
remain secure and reliable in accordance with the

predicate rules.

o WERT = v ETFT D,

o THAARF vl EEMT D,

o HEFIVATLEBFE, MEFF. AT DHE . HY
TS DRATIC L BEZRE | FIBR. #BRAA LT
LS EHET D,

o EITEALDTTOITAIIKTIREBIIBELAEAR
ABA D LEDTCEFbENTH 2R T, 2
NEMTFIED,

o AT AL RFXaAUT—va Oy
i %,

o F—TL T RTLADEH (§11.30) — LEEESL
BEXTORLEZ B—X RV AT AOFBITH G
T5HD,

o EHEIEAIZHETHEM (F:§11.50, §11.70,
§11.100, § 11.200 % T* § 11.300) ,

ZORIBREHITITEIEHMEBEET L2 L2 WFFL,
e L THAT L T <, BT, FANETHYTLHT LT
A= b LA BESE LR S B3 HERFEEL
FLTRHBRDONDFESIT, ST r— v
—WVHEN L RMETEEELR H D LI LT
(XA R ANAN

B. Details of Approach — Scope of Part 11
B. 7 7 u—F OFffl—Part 11 O FHHLH

1. Narrow Interpretation of Scope
1. i PH O 325 22 IR

We understand that there is some confusion about

the scope of part 11. Some have understood the

FDA % Part 11 O HHEIH IOV TRELZ A LT
5T &AL TV D, i P & R IR R L
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scope of part 11 to be very broad. We believe that
some of those broad interpretations could lead to
unnecessary controls and costs and could
discourage innovation and technological advances
without providing added benefit to the public
health. As a result, we want to clarify that the
Agency intends to interpret the scope of part 11
narrowly.

Under the narrow interpretation of the scope of
part 11, with respect to records required to be
maintained under predicate rules or submitted to
FDA, when persons choose to use records in
electronic format in place of paper format, part 11
would apply. On the other hand, when persons
use computers to generate paper printouts of
electronic records, and those paper records meet
all the requirements of the applicable predicate
rules and persons rely on the paper records to
perform their regulated activities, FDA would
generally not consider persons to be “using
electronic records in lieu of paper records” under
§§ 11.2(a) and 11.2(b). In these instances, the use
of computer systems in the generation of paper

records would not trigger part 11.

TWEHE bW, 2O X5 RIRWEIRO 2%, #EIC
R ERLa A NAEZREEL O, AL
N Tk IE A 3 el i N N % < 5 2 (1 OB o
ZTELbONH ST, > T, ZZ T FDA R
Part 11 O FHiPH 2 BRI T 2 B &> T
HZEEHOMIZ LT,

Part 11 O P O RERO T TIX, 77+
b e B W THERFE BN R O i 5 Fiek,
F£ 7213 FDA ~ORH RO b HFEEICBEI L, E
XORBEE L CTEFRACREEENT LI L 23
WUTGAIZ Part 11 A &5, —FH, LT 0%
Ald Part 11 1338 A S 7evy, Bib,

BEIREERICTY U R T U T 570lca

YEa—FEFEHL, o

HWHENDL T VT 47— b - =L DORE%

Z OMOFERN R L TEY |

Z ORROFEERE AW THSI R OEEEZ1T
£ 9 %8G FDA 1T —MAic§ 111.2(2) L T* §
11.2(b) ® FT HROFEKONE & L CE ik a
ALTWD ) LSy, 2085 RgGA, o
AR T A DICar B a—% - AT K&
T, Part 11 (3@ H S 72y,

2. Definition of Part 11 Records
2. Part 11 L&D EFR

Under this narrow interpretation, FDA considers

part 11 to be applicable to the following records or

signatures in electronic format (part 11 records or
signatures):

e Records that are required to be maintained
under predicate rule requirements and that
are maintained in electronic format in place
of paper format. On the other hand, records

(and any associated signatures) that are not

ZORBREIRO T, U FTOBFHROREE-ILE
L%k L Part 11 NEA NS %25 (Part 11 50
$E721% Part 11 E4)

o TUFT 44— b LD T CHERFE LR
O HITN L8R T EADRE L L TETH
XNTHERFFEHEINTWASA O, ZHUCxL, 7
T AT — R = VO T TREFOG L 7> T

ViR (ROBET 2 B4) 13, EIHA TR
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required to be retained under predicate rules,
but that are nonetheless maintained in
electronic format, are not part 11 records.

We recommend that you determine, based on
the predicate rules, whether specific records
are part 11 records. We recommend that you

document such decisions.

Records that are required to be maintained | ®

under predicate rules, that are maintained in
electronic format in addition to paper format,
and that are relied on to perform regulated
activities.

In some cases, actual business practices may
dictate whether you are uwsing electronic
records instead of paper records under §
11.2(a). For example, if a record is required to
be maintained under a predicate rule and you
use a computer to generate a paper printout
of the electronic records, but you nonetheless
rely on the electronic record to perform
regulated activities, the Agency may consider
you to be using the electronic record instead
of the paper record. That is, the Agency may
take your business practices into account in
determining whether part 11 applies.
Accordingly, we recommend that, for each
record required to be maintained under
predicate rules, you determine in advance
whether you plan to rely on the electronic
record or paper record to perform regulated
activities. We recommend that you document
this decision (e.g., in a Standard Operating

Procedure (SOP), or specification document).

Records submitted to FDA, under predicate | ®

rules (even if such records are not specifically

identified in Agency regulations) in electronic

RHEBINTWHWTY, Part 11 &SI 52
W,

FEE DFLERD Part 11 ek & R OGN E 7
F 4 r— b e U E ST S 2 b %
HelE+ 5, £o. 29 LK &2 B CRidk L
TR ZEEHET 5,

TVUT 47— R LD CHERFE LA R D &
TV DHREEC RSN 2 B 7T D iERF

§11.2(a) @O F CTHOFTEROMNE & L CTE ik
AL TV EDD, EEEOEROERIC L

STREDIGAERD D, BlZIX, VT 47—
ke =)L DT THEFFEFLI R D STV 508k

IZOWT, ara—¥ &ML CEiiiE ik
THIM L TWA DD, ZOE-Fidkzily pr &

L CHIRIRI R OEE AT O 56 BROTLETIE72R
SEIRSFEFEHLCVD ERRTZENH D,
HIH | Part 11 2858 H SN2 BB % 9 2
T, FDA 35O EBOER 2 ZBEIZAND Y

BB D,

WesT, VT 47— b b— /LD T THERFE B
D3RO BTV D EFLERIZ DOV T, FLIEE TR
B EITROREO VT ALY B LT
SHGEONEEEAT O D EFANRET D Z & &
B4 2, TOYIW % E (F]: EHERERIEE
(SOP) oftAksE) CTRisk L Tl < Z & A HELET
%

(7=& 2. FDA OfEHiflIck T (E1EAT
T THL L) FFESNTELT D)
TVT 4 — e b— /LD FC FDA IZE

%2
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format (assuming the records have been
identified in docket number 925-0251 as the
types of submissions the Agency accepts in
electronic format). However, a record that is
not itself submitted, but is used in generating
a submission, is not a part 11 record unless it
1s otherwise required to be maintained under
a predicate rule and it is maintained in
electronic format.

e  Electronic signatures that are intended to be
the equivalent of handwritten signatures,
initials, and other general signings required
by predicate rules. Part 11 signatures include
electronic signatures that are wused, for
example, to document the fact that certain
events or actions occurred in accordance with
the predicate rule (e.g. approved, reviewed,

and verified).

TR I D508k, (L, BT FDA R
SELELHO L LTYiREEEN Ko~ b No.
925-0251 [Z¥IF LN TVWDHHDET D) . L
L. ZOREBEEBRM SR WEAIL, &Y
DENERBITEREINT-E LTH, Part 11 fisk
LIERBIRVAR L ZDREN T LT 1 r— b
JL—/L D T CHERFE AR D B, OB
THERFEE SN TV A AL Part 11 Gigk e 72
Do
o LT 4l —F Ak TRKDOENHFE
EEBL, A =V x v KOEDOMO—fRE 2B 4
CLRERbDTHD Z B LIEEL, B
2R BDAXR NERIT I aryn s rT o
r—k > TiThillz & v ) FE
(B - A&GB, LB =—, MEE) &2 3CEHTRidekd 5

WHERT 2E B4, Part 11 B4 &7

« JL— b

o

C. Approach to Specific Part 11 Requirements

C. FrED Part 11 BLEIK T 567 7 v —F

1. Validation

1. NV F—=var

The Agency intends to exercise enforcement
discretion regarding specific part 11 requirements
for validation of computerized systems (§ 11.10(a)
and corresponding requirements in § 11.30).
Although persons must still comply with all
requirements for

predicate rule

validation (e.g., 21 CFR 820.70(1)), this guidance

applicable

should not be read to impose any additional

requirements for validation.

FDA 3=t a—2 by 27 L (FUE] O 7 —
va BT S Part 11 Ef (§ 11.10(@), KO §
11.30 (28T (§ 11.10@IZ] *IS3 22 1%t
L.TZHBETOIHFECH L, HENIINETHED
EUTHETOT VT 47— b =BT 5N
7 —a EfE (B : 21 CFR 820.70() (FRIE) (2
BLARTIER ORI, RTA Z 2 AF, N T —
va VBT BMEAEEZRT D O TR,
[GR7E : Computerized System % = v = —#{ky
AT LERLT, ]

[FRIE : Part 820: “Quality System Regulation”

§ 820.70: “Production and process controls”
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We suggest that your decision to validate
computerized systems, and the extent of the
validation, take into account the impact the
systems have on your ability to meet predicate
rule requirements. You should also consider the
impact those systems might have on the accuracy,
reliability, integrity, availability, and authenticity
of required records and signatures. Even if there
i1s no predicate rule requirement to validate a
system, in some Instances it may still be
important to validate the system.

We recommend that you base your approach on a
justified and documented risk assessment and a
determination of the potential of the system to
affect product quality and safety, and record
integrity. For instance, validation would not be
important for a word processor used only to
generate SOPs.

For further guidance on validation of
computerized systems, see FDA’s guidance for
industry and FDA staff General Principles of
Software Validation and also industry guidance

such as the GAMP 4 Guide (See References).

() I CERERMNEEEIC, avta—H VT
=27 HN)TF =528 2ROTND, ]
AL a2 —HMT AT LENY T — T L0ED K
CEDRREIT S T, ENE DL AT ANT VT 4 7
— M= VEEZ T D A T ENIE E DB LR
D, HEBRBIZANTEATHW T2 L HR_ET S,
Fiz, RO LN DR BL O, EffEM (accuracy),
EHEME (reliability) . 522 (integrity) . # F £
(availability), K& OME#E&ME (authenticity) ([ZZ41 5
DY AT AP RIETHBEICONTHLEETRETH
Do VAT LENYT = T DLW EERT LT 4
F=ho—niliF3nd b, VAT LN T—h
TLHZENHEBERGAEND D,
UTICESET e —F2RET D & HRET 5,
ESMEDH D, XETRES Y A7 GFHN
WSO ME RN LD TR AT
D RAE LAT 2 I E RSB 00 i e
Bl 21X, SOP ZAE T D7Dl MENT 25U —
FeZrtyHiconTid, N T =g MIEET
T2 TH A,
AL 2 —F VAT ADONRY F— 3 v OEERT
AL L AZHONWTIE, FDA 1285, ERKLUIEA
M > H A X ATH D General Principles of
Software Validation, & ) GAMP 4 Guide % D35
MIEDOTA Z o 2O L (BEXMOEEL S
1)

o

2. Audit Trail
2. FEATEWR

The Agency intends to exercise enforcement
discretion regarding specific part 11 requirements
related to computer-generated, time-stamped
§ 11.10 (), (®K(2) and any

corresponding requirement in §11.30). Persons

audit trails

must still comply with all applicable predicate

rule requirements related to documentation of, for

FDA X, 2o B a—ZBENT 54 LAZ Tt
OEATEHNCEIT % Part 11 ZE (§ 11.10(e). (k)(2)
JOY § 11.30 128V T (§ 11.10(e), (K)(2) 2] xtis
THEM) L, $ITERETAIMFECTH DL, FA
X, FEMLICBET ST 22 TOT LT 47— b
J— VBRI ZHRETHEYEA LR 6k
W, Bz, BAE (1 : § 58.130(e) (RRE) ) . i,
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example, date (e.g., § 58.130(e)), time, or
sequencing of events, as well as any requirements
for ensuring that changes to records do not

obscure previous entries.

Even if there are no predicate rule requirements
to document, for example, date, time, or sequence
of events in a particular instance, it may
nonetheless be important to have audit trails or
other physical, logical, or procedural security
measures in place to ensure the trustworthiness
and reliability of the records.® We recommend
that you base your decision on whether to apply
audit trails, or other appropriate measures, on the
need to comply with predicate rule requirements,
a justified and documented risk assessment, and a
determination of the potential effect on product
quality and safety and record integrity. We
suggest that you apply appropriate controls based
on such an assessment. Audit trails can be
particularly appropriate when users are expected
to create, modify, or delete regulated records

during normal operation.

FLITFLG DN &2 CETRUEITE L, Eo508k
BT LGS EmI O ATNERPHEIN 01D KD
IZLTENRTNITR DR,

[FR7E : Part 58 “Good laboratory practice for
nonclinical laboratory studies”

§ 58.130:
study” (e) T, 7 — X EWRFICHAEE . AfF, Bh

BRETZLERODTND, ]

“Conduct of a nonclinical laboratory

FLF 4 r— ks —iz, HilziE
EENN
e, FE720%

BT RV FERONEF
%%#&wﬁ%ﬁﬁ@<&%\ﬁﬁ@ﬁﬁﬁk%ﬁﬁ
ZREFITT D20, FEERZ WD D, S H <R
OB, FREAY, X FIEICE 28X 2D 7 o
HREH L TBL ZEREERGAENH D HE 6],
BEASREWE 2 IV 2y, 213l 72 55k & v %
E, UATFICESERET D Z L2 HERET 5,

TVUT 4 r— b e e VEEZAE D B

EXMEDH L, XE ST A7 G

RGO GWE SR L RO sE et

LT UAT D IETE R 2 0l
TR BRFHEICEE S E  EE R A D 2 &
ERET D, 22—V =@ O¥EE L L THKloxI5:
LR DRER AR, BIE, £ITHIRT 25510, B
AN CHEETH S D,

AT

3. Legacy Systems’
3. LHv— - VAT A [HET)

6 Various guidance documents on information security are available (see References).

HREXF2 VT 4

BT AR R A X ANRD D (BELEROESR) |

7 In this guidance document, we use the term legacy system to describe systems already in

operation before the effective date of part 11.
RKHAL A K2 A NTIHE, VHY—-
BE L T\ ey AT A E T,

AT A EW ) FHEEIL Part 11 @%%h A XV R
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The Agency intends to exercise enforcement

discretion with respect to all part 11 requirements

for systems that otherwise were operational prior

to August 20, 1997, the effective date of part 11,

under the circumstances specified below.

This means that the Agency does not intend to

take enforcement action to enforce compliance

with any part 11 requirements if all the following
criteria are met for a specific system:

e The system was operational before the
effective date.

e The system met all applicable predicate rule
requirements before the effective date.

e The system currently meets all applicable
predicate rule requirements.

e You have documented evidence and
justification that the system is fit for its
intended use (including having an acceptable
level of record security and integrity, if
applicable).

If a system has been changed since August 20,

1997, and if the changes would prevent the

system from meeting predicate rule requirements,

Part 11 controls should be applied to Part 11

records and the

signatures pursuant to

enforcement policy expressed in this guidance.

Part 11 %A TH 5 1997 4 8 A 20 A L D &z,
PLFIRIIRLD FTHEI L T 27 ATXF L
TiE, &2TO Part 11 BEZHOWT, #UT2EHRET D

FifFCTh b,

Bt M 2T AN TOREMLZ AT LT

X, Part 11 W07 2 BRIZOWT b, A % 5]

T 572 HDOPITHE 2 D BEKIL /0,

o AT AN [Part 11) ¥EZhH LV ANIHEEIL T
A

o VAT AN [(Part 11) ¥EZhH LV aind, @A
ENDT VT 47— R — L OREET L
TUW=,

o BN TU AT ANGEYTE LT 44— biL
— N OREEZ T LT D,

o JATAUNPEMUIMEMEN GEROEX2Y T
A B OGERMEDRFEDED Lizdh D GL4IFD
F) L) ICAEBLTWD Z & AR TR OMR
LA LETRREFIN TN D

1997 4£ 8 H 20 HURICY AT ANEE SN TEY |
MOZDOEFILL STV AT LN T LT 47—k b
—VERICHE G L Ro 1o G BIE AT A X R
R LT2 BT T EHIREV, Part 11 o8k O Part 11 &
£k LT, Part 11 OFBZEHTR&E TH 5,

4. Copies of Records
4. FERO I B —

The Agency intends to exercise enforcement

discretion with regard to specific part 11
requirements for generating copies of records (§
11.10 (b) and any corresponding requirement in
§11.30). You should provide an investigator with
reasonable and useful access to records during an

inspection. All records held by you are subject to

FDA [3i&k o = B —EkIZB9 % Part 11 Zff
(§11.10(b) } X §11.30 (23T (§ 11.10(0)I2) %f
ST HEME) IZx L, $ITERET AFFCH D, &
SN, BEPICHERA~Z YOG HRT 7B AR T
EDLEITTRETH D, HALTREFT 2 250EIT.
TVUT AT — R = VIRV E ORI G L 72 D
(% : § 211.180(c),(d) (FRYE 1) KT § 108.35(c)(3)(ii)
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inspection in accordance with predicate rules (e.g.,

§§ 211.180(c), (d), and 108.35(c)(3)(ii)).

supply copies of

We recommend that you

electronic records by:

e Producing copies of records held in common
portable  formats when  records are
maintained in these formats

e Using established automated conversion or
export methods, where available, to make
copies in a more common format (examples of
such formats include, but are not limited to,
PDF, XML, or SGML)

In each case, we recommend that the copying

process used produces copies that preserve the

content and meaning of the record. If you have the
ability to search, sort, or trend part 11 records,
copies given to the Agency should provide the
same capability if it is reasonable and technically
feasible. You should allow inspection, review, and
copying of records in a human readable form at
your site using your hardware and following your
techniques for

established procedures and

accessing records.

GRE?) ) o

[ FRE
pharmaceuticals”, § 211.180: “Record and Reports
- General Requirements”, (c),(d)HIZEBW\T, Z D
Part TELRINHAREk, FXZ0at—id, &
WO—BLELTat—SnBs, LLTW5, ]

[FR7E 2 : Part 108t “Emergency Permit Control”,

Part 211: “CGMP for finished

§ 108.35: “Thermal processing of low-acid foods
packaged in hermetically sealed containers”,
(G)HIZ I T B AL DO IMBVLI A AT 5 FFTKF

L. 7t 2D %442 {5 oI b B R

FOa7 ot 2Bl ot atd o2 & 4K

T2, ]

LTGRO 2 =2 U T OFECRIET 5 2 & 2

BT

o LEN, WKLTWOIR—FT N TH—<v
THEFFEHL SN TV D HE . € 2 bk e i
T %

o [ENINTHBEEMGNELIT=I AR—F
ADPFIA TR AT E 2R L, L0 —ixm
727+ —~v ~ (PDF, XML, SGML %) T=
=BT %,

WTFNOLETh->Th T at—07rtx
MW FLEKONE L BEWA RO L ) R a B — & TX
HEONTTHZLEHRET D, Part 11 Feka MR,
Y=k, FREMEEIEENTEZHA. Y THY,
PO FRE THAUL FDA ICES LD 2 B —T
HEERO Z ENTE DL O1CT 5, £, (EEEN)
PA MZBWT, A FON—Ro =7 &, fdk
DT 7 ATONWTOMESL S I FINE/ FiEICHE
W ADEET Z E N TE A TR E AL, LY
a—, FRabv—nTE5L9127 5,
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5. Record Retention
5. FeEkOLREF

The Agency intends to exercise enforcement
discretion with regard to the part 11 requirements
for the protection of records to enable their
accurate and ready retrieval throughout the
records retention period (§ 11.10 (c) and any
corresponding requirement in §11.30). Persons
must still comply with all applicable predicate
rule requirements for record retention and

availability (e.g., §§ 211.180(c),(d), 108.25(g), and
108.35(h)).

We suggest that your decision on how to maintain
records be based on predicate rule requirements
and that you base your decision on a justified and
documented risk assessment and a determination

of the value of the records over time.

FDA does not intend to object if you decide to
archive required records in electronic format to
nonelectronic media such as microfilm, microfiche,
and paper, or to a standard electronic file format
(examples of such formats include, but are not
limited to, PDF, XML, or SGML). Persons must

still comply with all predicate rule requirements,

FDA (IFEEORAFHIM 1 % OFLER & DD
WD D & oI, EkERET D &) Part 11
gk (§ 11.10(c) KO § 11.30 (12T (§ 11.10(c)
(2] RS D EM) 1T L, PUTEEET DA TH
D, BNFTINETHY EWHIND T LT 47— b
V=BT DFEER O EF R O (] :§
211.180(c),(d) (GRE 1), § 108.25(g), § 108.35(h) (R
E2) ) IS LT bian,

[ R 3 t : Part 211: “CGMP for finished
pharmaceuticals”, § 211.180: “Record and Reports
- General Requirements”, (c),(d)HIZIB T, ZD
Part TELRSN D RRERETITEN S DOFLEHRDO 2V
—ZRAFHHPT VO THERFICR R TEDL LI
THZLERODTNWD, ]

[FR7E 2 : Part 108: “Emergency Permit Control”,

§ 108.25: “Acidified foods”, (g)*HIZF\C, Wtk i
mmDFEF TR L, WIEREFORFF 2 RO TV D,
§ 108.35: “Thermal processing of low-acid foods
packaged in hermetically sealed containers”
(WIS T, ERERPE RS D INBVLERIZ 351 5 Bk
FLIREDORFF 2RO TV D, ]
FLEROMERFE B IEIT, L FICHSERET S 2 L %
RRT D,

TVT A= b e =B

ESMHEDH D, XETRES Y A7 FHEN,

JqON

RN 72 2 Fe koo MfE ok

(FLF 44—k —T) EsRENDRENE
TH =~y FTHLGE., Thia~A7uT (VA
~AraT7 4y v a, MEEOIE MR, FioiTaEE
eEF 7 7 A7 —= > I (PDF, XML, SGML
%) CRIFTHZ L AR TH, FDA [ZRFELE
ZHEMITRV, FANTINETEY, BTOT LT
A — b VBRI S L, RN OREER D 3 B
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and the records themselves and any copies of the
required records should preserve their content
and meaning. As long as predicate rule
requirements are fully satisfied and the content
and meaning of the records are preserved and
archived, you can delete the electronic version of
the records. In addition, paper and electronic
record and signature components can co-exist (.e.,
a hybrid® situation) as long as predicate rule
requirements are met and the content and

meaning of those records are preserved.

—BNELERERDHEIT DL IICTHZ L, LT
A 7= b = VEENE RIS AL, RLER DA
EEWMPRIENTEEERFSNTVDIRDY | £ OFCH
DEFREZHIRL THEDZRV, B2, VT 47—
b = VBT S L, D DRSO & E
ROMRIZN DR Y | kB FIRREEER. KOEADHE
FaiRlE BIH NA TV v R 270 [ES] )
SETHHDR,
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1. Glossary of Computerized System and Software Development Terminology (Division of

Field Investigations, Office of Regional Operations, Office of Regulatory Affairs, FDA

1995) (http://www.fda.gov/ora/inspect_ref/igs/gloss.html) 326
2. General Principles of Software Validation; Final Guidance for Industry and FDA Staff

(FDA, Center for Devices and Radiological Health, Center for Biologics Evaluation and
Research, 2002) (http://www.fda.gov/cdrh/comp/guidance/938.html)

3. Guidance for Industry, FDA Reviewers, and Compliance on Off-The-Shelf Software Use
in Medical Devices (FDA, Center for Devices and Radiological Health, 1999)

(http://www.fda.gov/cdrh/ode/guidance/585.html)

4. Pharmaceutical CGMPs for the 21st Century: A Risk-Based Approach; A Science and

Risk-Based Approach to Product Quality Regulation Incorporating an Integrated

8 Examples of hybrid situations include combinations of paper records (or other

nonelectronic media) and electronic records, paper records and electronic signatures, or

handwritten signatures executed to electronic records.
NAT Yy RRREOFE LTI, BLFOMAGDERH 5,
M (FRIMOIEBFIAT 4 7)) Oitdk & E1-isk

MOk EBEFEA, £721F
BT RERIC RSN FEESES
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Quality Systems Approach (FDA 2002) (http://www.fda.gov/oc/guidance/gmp.html)

Industry References

KR DBE LR

1. The Good Automated Manufacturing Practice (GAMP) Guide for Validation of
Automated Systems, GAMP 4 (ISPE/GAMP Forum, 2001) (http://www.ispe.org/gamp/)

2. ISO/IEC 17799:2000 (BS 7799:2000) Information technology — Code of practice for
information security management (ISO/IEC, 2000)

3. ISO 14971:2002 Medical Devices- Application of risk management to medical devices
(IS0, 2001)
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