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Preface
#A|

Public Comments
—REEIFaAU S

Comments and suggestions may be submitted at
any time for Agency consideration to Dockets
Management Branch, Division of Management
Systems and Policy, Office of Human Resources
and Management Services, Food and Drug
Administration, 5630 Fishers Lane, Room 1061,
(HFA-305), Rockville, MD, 20852. When
submitting comments, please refer to the exact
title of this guidance document. Comments may
not be acted upon by the Agency until the

document is next revised or updated.

For questions regarding the use or interpretation
of this guidance which involve the Center for
Devices

and Radiological Health (CDRH), contact John F.
Murray at (301) 594-4659 or email
jfm@cdrh.fda.gov

For questions regarding the use or interpretation
of this guidance which involve the Center for
Biologics Evaluation and Research (CBER)
contact Jerome Davis at (301) 827-6220 or email
davis@cber.fda.gov.

JAVMEIREIL FDA THRET I 57012 BFFZHFT
B0 EMFEFE LLTDRYTHS,
Dockets Management Branch, Division of
Management Systems and Policy,
Office of Human Resources and Management
Services,
Food and Drug Administration,
5630 Fishers Lane, Room 1061, (HFA-305),
Rockville, MD, 20852
OAUREFBEFICE KRAAFT D AXEDEFRFELGRAMIL
Tt 5l AXEDROBETE-IETEHIFET. O
AUMNIRBENGWMEENH D,
AXEDFAFIIFERICET HEMFIET. Center
for Devices and Radiological Health (CDRH)BE&E®D
LOITONTIE, TRELFISERDIE,
John F. Murray BEEEF:(301) 594-4659 Ff=
£ E A*—JL:jfm@cdrh.fda.gov

AXEDFAFIIFERICET HEMFIET. Center
for Biologics Evaluation and Research (CBER)ES:&
DHDIZDNTIE, FEELHITERDIL,
Jerome Davis EFEES:(301) 827-6220 F1=I&
EXA—JL:davis@cber.fda.gov.
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Additional Copies
EMIE—DEES

CDRH

Additional copies are available from the Internet

at ‘http!//www.fda.gov/cdrh/comp/guidance/938.pdf

or via CDRH Facts-On-Demand. In order to
receive this document via your fax machine, call
the CDRH Facts-On-Demand system at
800-899-0381 or 301-827-0111 from a touch-tone
telephone. Press 1 to enter the system. At the
second voice prompt, press 1 to order a document.
Enter the document number 938 followed by the
pound sign #). Follow the remaining voice
prompts to complete your request.

CBER

Additional copies are available from the Internet
at: http://www.fda.gov/cber/guidelines.htm, by
writing to CBER, Office of Communication,
Training, and Manufacturers' Assistance
(HFM-40),

1401 Rockville Pike, Rockville, Maryland
20852-1448, or by telephone request at 1-
800-835-5709 or 301-827-1800.

CDRH

BMIE—E, R"R—LR—D
http://www.fda.gov/cdrh/comp/guidance/938.pdf F
fzI&. CDRH @ Facts-On-Demand Z&@LTAFTE
%, FAX TRAXEZZELEVWGEEICE. TyialEgs
DHESHEEEHMNS. CDRH @ Facts-On-Demand ¥ X
T L (BEEE S :800-899-0381 F=1% 301-827-0111)I
BROZE, TyoaREVD1ELT, YRTLISTY
RT3, XEES 938 %L, TDHRIv—T %R
T HEFBEFDIETIHLT.BREET I 5,

CBER

BMIE—DAFE, R—LR—D
http://www.fda.gov/cber/guidelines.htm. Ef=I1&
CBER @ Office of Communication, Training, and
Manufacturers' Assistance (HFM-40), 1401
Rockville Pike, Rockville, Maryland 20852-1448 [Z
XETHERDE, BETOHFEKIZ, 1-800-835-5709
F7=(3 301-827-1800 [ZEHD &,
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SECTION 1. PURPOSE
SECTION 1. H#Y

This guidance outlines general validation
principles that the Food and Drug Administration
(FDA) considers to be applicable to the validation
of medical device software or the validation of
software used to design, develop, or manufacture
medical devices. This final guidance document,
Version 2.0, supersedes the draft document,
General Principles of Software Validation,

Version 1.1, dated June 9, 1997.

KAAFDRI(F, EEMBY I LT FEITEEER
DFET. FAFE. WEICAWSY I 7 -\ T—ay
[CRLT. BREERKBFDANEYI LT S5 —AZFRAI
DRETHD, CORBA(FVANE 2.0 lRIF. K57
FXETHST- 1997 F 6 A 9 BHFITD General
Principles of Software Validation, Version 1.1 [Z4%

LD THS,

SECTION 2. SCOPE
SECTION 2. 5 F#55

This guidance describes how certain provisions of
the medical device Quality System regulation
apply to software and the agency’s current
approach to evaluating a software validation
system. For example, this document lists elements
that are acceptable to the FDA for the validation
of software; however, it does not list all of the
activities and tasks that must, in all instances, be

used to comply with the law.

The scope of this guidance is somewhat broader
than the scope of validation in the strictest
definition of that term. Planning, verification,
testing, traceability, configuration management,
and many other aspects of good software
engineering discussed in this guidance are
important activities that together help to support

a final conclusion that software is validated.

AAAFURATIE EEESRDRE S XT L(Quality
System)iRFNMNY IR Iz TIZRHLTEDLSITEHEIN
oM. Ff= VI T - N T—2ar - R T LEEHE
$5LTH FDA ORAEDZEBZIZDOVNTRYT, HlAIER
XETIL. FDA TEREAREELTWSY IR T7 -/
T—avDEREEFTVSIN . EITEE T H0IC
BICWBALLGIEESLUVIRIDETHEFLNTLY
SHIFTIEALY,

EHAF D ADBERERE L, N T—2avEWSEER
TEHFBICERLLBSOERGERLIVL. POLENED
LS TS, AAAF ATz, 5Bl 5L
(verification), TAr, RL—HEUFT4s, 2V Ts¥al
—LaVvEBED MDY YR -YIEIIT - IO T Y
4 (good software engineering) D¥k R LB E (L. YT+
DITHN)T—bENTFZEWVSRBRMEERETED (TS,
BEERFEHTHS.
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This guidance recommends an integration of
software life cycle management and risk
management activities. Based on the intended use
and the safety risk associated with the software to
be developed, the software developer should
determine the specific approach, the combination
of techniques to be used, and the level of effort to
be applied. While this guidance does not
recommend any specific life cycle model or any
specific technique or method, it does recommend
that software validation and verification activities
be conducted throughout the entire software life

cycle.

Where the software is developed by someone other
than the device manufacturer (e.g., off-the-shelf
software) the software developer may not be
directly responsible for compliance with FDA
regulations. In that case, the party with
regulatory responsibility (i.e., the device
manufacturer) needs to assess the adequacy of the
off-the-shelf software developer’s activities and
determine what additional efforts are needed to
establish that the software is validated for the

device manufacturer’s intended use.

KAAEVRATIE. YINITT - SATH AL DERE,
BEUVIRVEBEEE—RETHIELEHET D B
HIDVINITTOFERABMSLUTLEITHT Y
AYIZEDWT, VI 7TRAFEE L. ERMLZET7T0
—F . FRATHIEMDOEAEDE . 8LV, EOREED
FHEMNTEHEHELE T NIEERSER0, KA/F Y
AT BFEDTAITY AL DET LR, HiED
HRIZITHHEVS, YILIZT - SATH AL D LB
BICBWT. YIbI7 - N\ T—2a0 B IR
EERTDHEITHET D,

ERMREEEEUNDBARELIZY I T (RO
VIR DT TRENZDNTIE, VIR TRFKE .
FDA OBRH~DBEEICETIEZOEEZ T AL
EDHD, COKSEHE . RHICEALTEEZEZESE
(EEMSREEEELE) . RV IFIZTREED
ERICELTEYIMESTHEL . ERERRNEEEAO
FEREMICELETYI N7 N T— 3 FHEL
FTHLOIC, ENMIEDLSBEENDBENEHIET D
&,

2.1. APPLICABILITY
2.1. WA

This guidance applies to:

® Software used as a component, part, or
accessory of a medical device;

® Software that is itself a medical device (e.g.,
blood establishment software);

® Software used in the production of a device

AAAFDRF LLTFOVIRI T ISEREN S,

® EFEMIB|DIAVKR—RUL B, FEFEREL
THWSYI+z7

o VUILIITBEANEEEFLLLHILOMBREER
% (blood establishment) ADYIbH 774 E)

o ERMKFIEGEITHANDYIMI T (EERSFICHIT
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(e.g., programmable logic controllers in
manufacturing equipment); and

® Software used in implementation of the device
manufacturer's quality system (e.g., software
that records and maintains the device history

record).

This document is based on generally recognized
software validation principles and, therefore, can
be applied to any software. For FDA purposes,
this guidance applies to any software related to a
regulated medical device, as defined by Section
201(h) of the Federal Food, Drug, and Cosmetic
Act (the Act) and by current FDA software and
regulatory policy. This document does not
specifically identify which software is or is not

regulated.

5705537 )L-0vY-arra—3(PLOKE)

0 EFMBENEEREILIIGREIVRATLEERDY
Thox7(EEMER -EXR) - La—F(device
history record) 58S U FT H1=DDY T+
xI7)

AXEE, —RIZBOSNATWVNSY IR 7 -\ T—
AV ORAIZEDINTEY. #>T. EDYIRITTIC
ML TELEATHIENTES, FDA LLTIE. ERE &R
EE L HEFFDCA) D Section201(h), HKU. vV
Thox 7 ERFNIZEET S FDA OBRITOAHIZEDHS
NE-REIOMREGLHIERBBEENETOY I+
TIZ. KHAE o REERAT 258 THD, AXETIE,
BERMICEDYIR T HRFIDORFRELDHAIZDLY
TIEHFELTLVELY,

2.2. AUDIENCE
2.2. W&

This guidance provides useful information and

recommendations to the following individuals:

® Persons subject to the medical device Quality
System regulation

® Persons responsible for the design,
development, or production of medical device
software

® Persons responsible for the design,
development, production, or procurement of
automated tools used for the design,
development, or manufacture of medical
devices or software tools used to implement
the quality system itself
FDA Investigators
FDA Compliance Officers

RAAFDRIE UTFIZEZE T HEANEANGERS
FUHRBEZREIT LD THS.

o EEMBORBEVATLEAFONEE

o EEMEIFVILIITDHRE. ARFLEIHEDE
&

o EEMER. FLEREVATLBAROEREIZAL
B5YIhz 7 I— )LD, B, BEICHERT
5. BEIW—IL DA O, ®iE, F(EHED
EEE
FDA BERE
FDA QYT ZAT VR A T4 —
FDA O ZFHMLE 1 —{B4HE
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® FDA Scientific Reviewers

2.3. THE LEAST BURDENSOME APPROACH
2.3. R/MNEHEOFTIO—F

We believe we should consider the least
burdensome approach in all areas of medical
device regulation. This guidance reflects our
careful review of the relevant scientific and legal
requirements and what we believe is the least
burdensome way for you to comply with those
requirements. However, if you believe that an
alternative approach would be less burdensome,
please contact us so we can consider your point of
view. You may send your written comments to the
contact person listed in the preface to this
guidance or to the CDRH Ombudsman.
Comprehensive information on CDRH’s
Ombudsman, including ways to contact him, can

be found on the Internet at:

EEEBORFDOELEFICONT, BIENR/NLD
T7IO—FEREFATEIRELZLENSDH . FDA DIEET
Hb. AAAFURITIE, BET HHRFMEHESLUVE
MEHELRHL, BEICH->THOAEERLET
BLEZONDLDERH LIz, LML, KYEHEDEN
T7O—FHMIZEZSNDIZEICIE. HATHLRET
ELDTEREINT=L EEITKDHIAUME KXAAF
VADFEXITRLIZESE, £121& CDRH 04T X
IUSIZEMFDIE, CDRH OA YT X UIZELT
(F. ERELEHT. FTROR—LR—DTHRLLIER
ZREBLTLDDOTSRINTLY,

http://www.fda.gov/cdrh/resolvingdisputes/ombudsman.html

2.4. REGULATORY REQUIREMENTS FOR SOFTWARE VALIDATION

2.4 YILHIT7 - N)T— a3  DIREEH

The FDA’s analysis of 3140 medical device recalls
conducted between 1992 and 1998 reveals that
242 of them (7.7%) are attributable to software
failures. Of those software related recalls, 192 (or
79%) were caused by software defects that were
introduced when changes were made to the
software after its initial production and
distribution. Software validation and other
related good software engineering practices
discussed in this guidance are a principal means

of avoiding such defects and resultant recalls.

FDA Y 1992 5 1998 FITHh T TITo - ERESR
DV)A—)LIZET 52 TlE. AELTZ 3140 HDS55
242 H(7.7%)HD8 VIR I T DREEIZEDEDTH
f=CEMBALMIotz, COYIr I FEEDI—
LD 192 H(79%) D, RAICHLE, HEEmSh =& T
YINIIFEEBLI=CEICKYELT=YIRIZTDOR
A RETH>fzo RAAF O RATHLEDY TR T N\
JT—2avdto s yR-yIboz7-Io=T) Y
5+ FS59T74R (good software engineering
practices)ld. CDKIGERMELZTDIERET SH)0—
IWERET LIEELGFRTHD,
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Software validation is a requirement of the
Quality System regulation, which was published
in the Federal Register on October 7, 1996 and
took effect on June 1, 1997. (See Title 21 Code of
Federal Regulations (CFR) Part 820, and 61
Federal Register (FR) 52602, respectively.)
Validation requirements apply to software used as
components in medical devices, to software that is
itself a medical device, and to software used in
production of the device or in implementation of

the device manufacturer's quality system.

Unless specifically exempted in a classification
regulation, any medical device software product
developed after June 1, 1997, regardless of its
device class, is subject to applicable design control
provisions. (See of 21 CFR §820.30.) This
requirement includes the completion of current
development projects, all new development
projects, and all changes made to existing medical
device software. Specific requirements for
validation of device software are found in 21 CFR
§820.30(g). Other design controls, such as
planning, input, verification, and reviews, are
required for medical device software. (See 21 CFR
§820.30.) The corresponding documented results
from these activities can provide additional
support for a conclusion that medical device

software 1s validated.

Any software used to automate any part of the
device production process or any part of the
quality system must be validated for its intended
use, as required by 21 CFR §820.70(). This
requirement applies to any software used to

automate device design, testing, component

YIRSz 7 -\ T—avid. REVATLBHIERT
H5. mBEIVATLARIE. 1996 F 10 A THOXKEE
WMTHMSIN.1997FE 6 A 1 BIZEHYLIZLDTHS,
(Title21 CFR @ Part 820 £&U 61 KEE R
(FR)52602 R—CEHENENSROIE, )N\ T—3a
VEHNBERAINLDIE. EEEERORMMRELDHY T
V7 VI T BRNERMRLLLHLD. LU,
EREFEOREF - IERRFNEEEORELRT
LOREIZAWSY I I T THD,

S ¥EIZBE 9 %R #l (classification regulation) THZ 5
PRt REMESTULVELRY . 1997 & 6 B 1B LAEIZFH
SNF-EEESFRV IV TR AL ERESROEEIC
BHLT RETEEREDTIRELD, (21CFR Section
820.30 ZZ RO L) XREHDRRELDHDIE, BHE
ETHORFETOD I £ TOFHRERE IO
b BLUBRFOEERERYINIITIZHNTHL2TOE
BThd. EEERYINIZT - NYTF—2avICBlT 5
BRI EHIL, 21 CFR Section 820.30(g)[ZREN
TV, BEEEEROVILNIITIZONTIE, ZOHIZE
FE. AN RIS LUVLEL—LREDHEENIVE
&73%, (21 CFR Section 820.30 #8 BN I&, ) Thd
DEIHIS/ONINELSN-ERIE. EEEIRYD
o7 TF—hESnizEWS#EREEC LT, f
MEEDITELD,

EEMRRETEF-EREVATLEEEET DY
Thox7IE. TN —ATH-TH, EHBEMICKL
TN)T—hBHIEMNREELD, Thld, 21 CFR
Section 820.700) TEHLIN TS, AEH(E. EE
WERERET. TAMN MRDZA HE, FANIVT B
o, B EEANORE, T2 REVATLDED
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acceptance, manufacturing, labeling, packaging,
distribution, complaint handling, or to automate

any other aspect of the quality system.

In addition, computer systems used to create,
modify, and maintain electronic records and to
manage electronic signatures are also subject to
the validation requirements. (See 21 CFR
§11.10(a).) Such computer systems must be
validated to ensure accuracy, reliability,
consistent intended performance, and the ability

to discern invalid or altered records.

Software for the above applications may be
developed in-house or under contract. However,
software is frequently purchased off-the-shelf for
a particular intended use. All production and/or
quality system software, even if purchased
off-the-shelf, should have documented
requirements that fully define its intended use,
and information against which testing results and
other evidence can be compared, to show that the

software 1s validated for its intended use.

The use of off-the-shelf software in automated
medical devices and in automated manufacturing
and quality system operations is increasing.
Off-the-shelf software may have many
capabilities, only a few of which are needed by the
device manufacturer. Device manufacturers are
responsible for the adequacy of the software used
in their devices, and used to produce devices.
When device manufacturers purchase
"off-the-shelf" software, they must ensure that it
will perform as intended in their chosen

application. For off-the-shelf software used in

DR EBEILTIEICHANSETDY IRV TIC
BRSNS,

o2, BEFEROER. BE. #iF. BLUEFES
DEBICAWSAVE1—2- L XTLE N)T—23Y
BEHDORFEELD, (21 CFR Section 11.10()% S8, )
ZDEHAVE 12V AT LIZDOWTIE, EREME. 15
. BICERBYDMERENE SN B RFRFEIE
SERDWREEHAN T HMEREICDOVVT, HEERT 510D
INYT—ED\BZEER D,

EROFTIVr—2avRAYIRIITIE #RFEIK(E
HIZEDHN THESNLGD . FEDERTHERAT HE
DITDOVWTIE, ROV ILITTEEAT 5 —R1%
W BEVRT L REVATLAIZAWSETOY IR
DITITOVTIE, T RBEEBALIBATHOTH. Y
ThOz7AMERBMICRL TN T—hSh TSI E
RO FREMNERLRICERLEZESH. BLUT
ANMEROHHLE LB TE D L5 EREXELT
52,

BELESh-EERER. BEIUOBBESh-8E &
BURTLDARL—avIZBWTlE, iRV IRz
TOERMNMEML TS, TRV IV 7T ZLDHEE
ZHELTVTEL, ERBRREERENDLELT DHEET
K—ETHDH. EEREFREXE T, EEBBITHER
ENBYILIIT BLUVERBBORESIZFEREIND
VIR I7DELAEICEALTERKFENEEENETR
L0, EEBBREEEENTHRIVIMIZTEEA
THEEIL BARTI)r—2av LT ERERSYDHE
REDNHAMEINEHERTHIENREAETHD, Wi~
mEVATLTRAVWSHROVILIIZIZONTIE, K
XED Section 6.3 [CEBMDAANF U REE/ELT-. E
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manufacturing or in the quality system,
additional guidance is included in Section 6.3 of
this document. For device software, additional
useful information may be found in FDA’s
Guidance for Industry, FDA Reviewers, and
Compliance on Off-The-Shelf Software Use in
Medical Devices.

IRV Iz 7IZBL TIE. FDA @ Guidance for
Industry. FDA Reviewers. $& U Compliance on
Off-The-Shelf Software Use in Medical Devices [Z.
BREBONLHEHBIBE SN TS,

2.4. QUALITY SYSTEM REGULATION VS PRE-MARKET SUBMISSIONS

2.4. MEVAT LR EHERAIDIRHY)

This document addresses Quality System
regulation issues that involve the implementation
of software validation. It provides guidance for the
management and control of the software
validation process. The management and control
of the software validation process should not be
confused with any other validation requirements,
such as process validation for an automated

manufacturing process.

Device manufacturers may use the same
procedures and records for compliance with
quality system and design control requirements,
as well as for pre-market submissions to FDA.
This document does not cover any specific safety
or efficacy issues related to software validation.
Design issues and documentation requirements
for pre-market submissions of regulated software
are not addressed by this document. Specific
issues related to safety and efficacy, and the
documentation required in pre-market
submissions, should be addressed to the Office of
Device Evaluation (ODE), Center for Devices and
Radiological Health (CDRH) or to the Office of
Blood Research and Review, Center for Biologics

Evaluation and Research (CBER). See the

AXEF. VI IT - N)T—23>DERGEIZRHE

THMEVATLRHEDREICONTERDLDTH

Y.YDz T7 -\ T—2arDTaEANEBH IV
HEIRET BN AT U RELGDEDTHD, VI ILT -
NYT—=230DTOERDEES LUHiH X, BER
BEIOERQOTOER N\ T—=3 BRED . thdp/\Y)

T—avBEBLERRITRELDTIHAL,

ERERNERET. MEVATLEHAOHEE. &
JUREBREH~DESICH 2 DFIRELFLRAL
BDWEILIE, Ff=, TERATD FDA ~DRHIZDOUT
LR%RTHD AXETIE, VI 7 -\ T =23y
(TR A EAMAGREMF - EADMEICEYT HMEEE
MYUZHEN MEIFRELD VIO T7 DR RES
FUMRETDREMICET OXEZHICDONTIE. K
XETITBRRTULVGEN, REMEADME. BLUTHERAT
DREYITBEGXEICET HEAMLREITONT
[&. Center for Devices and Radiological Health
(CDRH)® Office of Device Evaluation (ODE), FE1=
I& Center for Biologics Evaluation and Research
(CBER)® Office of Blood Research and Review 3&(Z
EFTEHIE MRATDREMIEASNS FDA DA
AZVAXEIZDONTIE, 18k A DSEENEZSRED
&,
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references in Appendix A for applicable FDA

guidance documents for pre-market submissions.

SECTION 3. CONTEXT FOR SOFTWARE VALIDATION

SECTION 3. YIbxz7-N\T—30NDE R

Many people have asked for specific guidance on
what FDA expects them to do to ensure
compliance with the Quality System regulation
with regard to software validation. Information on
software validation presented in this document is
not new. Validation of software, using the
principles and tasks listed in Sections 4 and 5, has
been conducted in many segments of the software

industry for well over 20 years.

Due to the great variety of medical devices,
processes, and manufacturing facilities, it is not
possible to state in one document all of the specific
validation elements that are applicable. However,
a general application of several broad concepts
can be used successfully as guidance for software
validation. These broad concepts provide an
acceptable framework for building a
comprehensive approach to software validation.
Additional specific information is available from

many of the references listed in Appendix A.

YR T N\ T—av(CBLT. REVRAT LD
FlICHERISES T 5102, FDA iMazRHTLSH
ZRLEZERMGEH AT RERODIENE DTz, K
XEITRLIEY IR 27 - N\YTF—23 (BT B 1ER
[F. RLTHLLED TIEALY, Section 4 & 5 DRAIE
FUERIZERAWNZY IR T\ TF—2av (&, 20 F
LIEIZHEST, VI I T ERDEMTITONTES:
LDTHD,

EREE. TOtR RERHETZHTHLH. BR
HEN\)T—2av DEERE, —DOXE TS
LIZTATRETH S, LHL, LWLODDLEELESE. V
ThOzT7 - N\)T—2a>DAAFRELT, —iRE A
FTHIELLARETHAS. CDKSLLELFEM DI,
VIR T -\ T—2avIcRT A aENTI0—F%
BEITI-HOHMEANEIND, EERMLIERIZD
WTIE, SBITH1ER A DBSEEHESBOIL,

3.1. DEFINITIONS AND TERMINOLOGY
3.1. EREAE

Unless defined in the Quality System regulation,
or otherwise specified below, all other terms used
in this guidance are as defined in the current
edition of the FDA Glossary of Computerized

System and Software Development Terminology.

AXETHWSRAET. REVATLDORGIFEIET
FRETEELZLUANADEDIZDONNTIE,. £TFDA D
Glossary of Computerized System and Software
Development Terminology MIRITARCEZELI-EYT
Hbo
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The medical device Quality System regulation (21
CFR 820.3(k)) defines "establish" to mean "define,
document, and implement." Where it appears in
this guidance, the words "establish" and
"established" should be interpreted to have this

same meaning.

Some definitions found in the medical device
Quality System regulation can be confusing when
compared to commonly used terminology in the
software industry. Examples are requirements,

specification, verification, and validation.

EREHRDORES AT LOEH(2] CFR 820.3(k)T
(&. THEIL(establish) 1ZIE&L . XEILLTERTT S
EIEEBLTVVD RHAF AT, ML
(establish) | 4T HEIL S f=(established) ) I&. RI4kIZfE
REndb0ET 5,

EEMEOREATLORHICHIERICIE. VYI+
DITERTRMICAVSGNTWSABLLELIES
B2 ERRSNESILLDOAH D, COFIELTIE. B
. B REE. N T—a B ENE T NS,

3.1.1 Requirements and Specifications
3.1.1. EH&AiLhk

While the Quality System regulation states that
design input requirements must be documented,
and that specified requirements must be verified,
the regulation does not further clarify the
distinction between the terms "requirement" and
"specification." A requirement can be any need or
expectation for a system or for its software.
Requirements reflect the stated or implied needs
of the customer, and may be market-based,
contractual, or statutory, as well as an
organization's internal requirements. There can
be many different kinds of requirements (e.g.,
design, functional, implementation, interface,
performance, or physical requirements). Software
requirements are typically derived from the

system requirements for those aspects of system

functionality that have been allocated to software.

Software requirements are typically stated in
functional terms and are defined, refined, and

updated as a development project progresses.

Success in accurately and completely documenting

MBS RATLBRFITE REDAANLLIERHEXEL
L. EOONT-EHERIETHEEMBEBEHEEDT
WBA, SREIDPTIEIEH IETERRIEVSHER. £
ML EBAREICEBIL TULEWL TEE LXK, VAT LE
VAT LEDY IR TIZERF(FHFINDE
DETEET ., BEHL. BAREICHRESN, HELITK
AOCHRASNIBEEND=——XETRT, F-. tADE
HOHRELT TIFR—ADEH ., LR LEDOEH., -
TZERLOBEHEETHEELEL, ZHICIE. Z<DE
HAHEENEZONDERET. HEE. RE. 10 3—T1—
R, MR, FEMBENEGLL), VI 7 EHE
—MRHIC CRTLEHEMNSIRELIZBD T, Y XT L
BREDHTY Iz 7ICEIY B THHBIXHT 510
THd, VI 7 EH I HEEEDRAIEMoRERRLIZLD
T.HETOCIIMOETICR>TER. 5L, B
FSNd, VIR 7EHEZEEN DORELIIXELLT
HTEF. BESNEY IR T - N\ T—2av DA
FEATIBOTEELERTHS.
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software requirements is a crucial factor in

successful validation of the resulting software.

A specification is defined as "a document that
states requirements." (See 21 CFR §820.3(y).) It
may refer to or include drawings, patterns, or
other relevant documents and usually indicates
the means and the criteria whereby conformity
with the requirement can be checked. There are
many different kinds of written specifications,
e.g., system requirements specification, software
requirements specification, software design
specification, software test specification, software
integration specification, etc. All of these
documents establish "specified requirements" and
are design outputs for which various forms of

verification are necessary.

ME#k1E. TEHERELEXEIEERSIN TS, (CFR
21 Section 820.3(y)& S8, )ChlZlE. K. /332—24
thDOEEXEELNHY. T-EE. BEHE~OBEREFT
VTR EESVEELZRTLDTHD, THEIC
(T DRATLERMEHFRE. VIV TEREFE. VT
Oz 7EEHERE. VIO T - TAMEERE. VI
ITHEMHRELRE. 2<KOEENDH D COLIUXE
FET . TEHON-ERIZHEITILOTHY. F1=.
RETDT IR TVRELTIERLADRIINDEELLEDS,

3.1.2 Verification and Validation
3.1.2. i/ /N\YT— 3>

The Quality System regulation is harmonized
with 7SO 8402:1994, which treats "verification"
and "validation" as separate and distinct terms.
On the other hand, many software engineering
journal articles and textbooks use the terms
"verification" and "validation" interchangeably, or
1n some cases refer to software "verification,
validation, and testing (VV&T)" as if it is a single
concept, with no distinction among the three

terms.

Software verification provides objective evidence
that the design outputs of a particular phase of
the software development life cycle meet all of the
specified requirements for that phase. Software

verification looks for consistency, completeness,

BV AT LIERHIE, 1994 FhR ISO 8402 &LFAFN
(harmonize) L TLV%, [SO8402 TIXM&EE
(verification) |&[/\1) T—3 3> (validation) 1% B D FA
BLLT.RAILTRYHK->TWNS, —A. To2=FY
TEMEDREE T FANTIE. MR (verification) | &
[/31)7—3>(validation) 1% . BICKS%EEBKRTHALY
TWAIELZ W, F- VIO 7OMEEE, /N T—
23> . T A (verification, validation and testing;
VV&D) 1Z—2DEEELT. =D2DAEERFILTLY
BWNMERLHD,

MYIrI 7 DRREIZES T, VIV TR S TY
ADWIZEITE, HBITT—XTOHRADTIET IR,
HONLHEDH LN TN =2 TDEH(specified

requirements) &= BEMNLINLAEONDS, VT
b7 DRREEE. BFAFEFOVILIz7O—E. T2
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and correctness of the software and its supporting
documentation, as it is being developed, and
provides support for a subsequent conclusion that
software is validated. Software testing is one of
many verification activities intended to confirm
that software development output meets its input
requirements. Other verification activities include
various static and dynamic analyses, code and
document inspections, walkthroughs, and other

techniques.

Software validation is a part of the design
validation for a finished device, but is not
separately defined in the Quality System
regulation. For purposes of this guidance, FDA
considers software validation to be "confirmation
by examination and provision of objective
evidence that software specifications conform to
user needs and intended uses, and that the
particular requirements implemented through
software can be consistently fulfilled." In practice,
software validation activities may occur both
during, as well as at the end of the software
development life cycle to ensure that all
requirements have been fulfilled. Since software
1s usually part of a larger hardware system, the
validation of software typically includes evidence
that all software requirements have been
implemented correctly and completely and are
traceable to system requirements. A conclusion
that software is validated is highly dependent
upon comprehensive software testing, inspections,
analyses, and other verification tasks performed
at each stage of the software development life
cycle. Testing of device software functionality in a

simulated use environment, and user site testing

th. EfEtE. BERUZTDEDTOEHDOXEEFARDE
DTHY . VI I2TT BN T—rEINFEWSHEREE
DITE2EDTHD RILIZIEZLDTITAET14HHD
MY ITRIZTDTAMEZDS6D—DOTHY. VIk
VIT7RAFEODEANANEGZH-LTNDENSTE
ZHRTDHEDTHD, TOMDRIETITAETAIZ
(&, BRRIGEEH - BRI . IR B LUXEDRE.
A= RI—REDEMDH S,

YIboc7-N\)T—av | RREBREHRICNT
BEREFINIT—2avD—ETHAN . MEIATLIR
FlOBTIK, BAICERINTIELVEGELD KAMFT R
[ZBEWT FDA &, VI 7 -N\YT—3 FUTD
FIITEEL TS, [YIRI7 DRI I—F D=
—XBLVERABMISESTHENITE, F=. VYIH
DI7 CRESN-EHEN—BLTHEIZShTLSEN
5 &%, & (examination) E B ERHIEIHLIZ K> THERR
FHENRBRDYINIT - N T—2aviEBF £
BEHERBLIEWS LT R 5=0IZ. VI T
RAFESATH AL DEPLEDYDEATITHNSS
ERNZW, VILIITILBE. KYKEG/N—FDVLT -
AT LO—ETHAO. VI 7N\ )T—23y
[CIE—AEHIIC. VIR T DEERHNELINDELRIC
RESNEVSIIDNEFN . AT LEHLEED
(FToNBEITHELTIND, VIR T AN T—rEh
LMD FONDMEIIE. VIRV TRKSAT
AL DBEBETITHONSEENGEY IRV T DT
Ab-RIE - DT OEDMDIREIZ RV ICKECER SN
%, —MRIZ. VI 7 THEML SN - EREE DR
AT =30 TOISAICIE, EEAERIRET
DEBRMER-VIMIIT7OHEET AN, 8LV —H-H
AMZBFETRAMEEND,
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are typically included as components of an overall
design validation program for a software

automated device.

Software verification and validation are difficult
because a developer cannot test forever, and it is
hard to know how much evidence is enough. In
large measure, software validation is a matter of
developing a "level of confidence" that the device
meets all requirements and user expectations for
the software automated functions and features of
the device. Measures such as defects found in
specifications documents, estimates of defects
remaining, testing coverage, and other techniques
are all used to develop an acceptable level of
confidence before shipping the product. The level
of confidence, and therefore the level of software
validation, verification, and testing effort needed,
will vary depending upon the safety risk (hazard)
posed by the automated functions of the device.
Additional guidance regarding safety risk
management for software may be found in Section
4 of FDA’s Guidance for the Content of
Pre-market Submissions for Software Contained
in Medical Devices, and in the international
standards ISO/TEC 14971-1 and IEC 60601-1-4

referenced in Appendix A.

VI I T DRREE/ N\ T—2avid REELKAIZ
TANERETT A EHTET . ENBREDIHLAHN
(F+HTHAIDNEHIBLIZKWESADEELLY, YTIRo
ToN\)T=avEld, TOERBRIZENT, VIR
I7 CHBEL-EESSUEEN. 2 TOEHEL—
FORMFEBRETHENI HE—EDLANILDIERE
HI1ZTHLDTHD, EHEXEFORYIDFER]. 5%
BERMEOHTE. TAMHNL—DREDAEELTH
1. HERIIC—EDEBEEDLANIILERH-OICERS
NB5ELDTHS, EFEEDLARIL, THEHEZD=®HIC
WEIT) I xT - \)T—2ay HREE. TAMIBE
BRADLAIVIE, EEESREBBELEENE
THEREMICHTBVARVERICHLILDELRD, VY
IhII7DREMICH T BEHDEEDNTIL, 15
A IZZ(F1= FDA ® Guidance for the Content of
Pre-market Submissions for Software Contained in
Medical Devices., & U ISO/IEC 14971-1 and IEC
60601-1-4 DEFREAEIC, FMALGH AT D EEHS
nTd,

3.1.3 1Q/0Q/PQ
3.1.3 IQ/OQ/PQ

For many years, both FDA and regulated industry
have attempted to understand and define
software validation within the context of process
validation terminology. For example, industry
documents and other FDA validation guidance

sometimes describe user site software validation

FDABLURHFHMRDERDOBA L, RUVEYVIRIT
TN\ TF—=lavEIaweR - N\YTF—a  ORETHE
L. EBELIOELTE L BIZE. ERAXELTD
D FDA O/N\YT—23>0 - HAF D RATIE, 2—H -4
ALDYIT N T—a %k, BT EERE ST
(IQ). BEFEE M FHE(0Q) . FRENE LB M FTE
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in terms of installation qualification (IQ),
operational qualification (OQ) and performance
qualification (PQ). Definitions of these terms and
additional information regarding IQ/OQ/PQ may
be found in FDA’s Guideline on General
Principles of Process Validation, dated May 11,
1987, and in FDA’s Glossary of Computerized
System and Software Development Terminology,

dated August 1995.

While IQ/OQ/PQ terminology has served its
purpose well and is one of many legitimate ways
to organize software validation tasks at the user
site, this terminology may not be well understood
among many software professionals, and it is not
used elsewhere in this document. However, both
FDA personnel and device manufacturers need to
be aware of these differences in terminology as
they ask for and provide information regarding

software validation.

PQERBBLTVNDIEELHD, CNODAEDERS
KUV 1Q/0Q/PQ IZE8F A {tnfE#RIL. FDA AS 1987 &
5 B 11 BIZH17L 1= Guideline on General Principles
of Process Validation, & 1995 & 8 AHITD

Glossary of Computerized System and Software

Development Terminology [ZEE&EiE TLVS,

1Q/0Q/PQ EWLWVSAREIF. T HMZ+RITRFLTE
L. 2= -HBArDYT+I2T7 -\ T—23a0DER
VEBBYLHBEELHED—DTHAIN. VILIZTD
EMRICTHAGEENESN TGV ATEEREHY . K
XEDMDERTHL, CORABEHEALTLVEL, LH
L.FDABESLUVERKSBRREESE T, VI+ILT -
N)T—2avCETBEHREFR R, RETDILHICH
B5NDT,. CNLDOAEDEVNER>THWDENH D,

3.2. SOFTWARE DEVELOPMENT AS PART OF SYSTEM DESIGN

3.2. VATLERFD—HRBELTOY I+ 7R

The decision to implement system functionality
using software is one that is typically made
during system design. Software requirements are
typically derived from the overall system
requirements and design for those aspects in the
system that are to be implemented using
software. There are user needs and intended uses
for a finished device, but users typically do not
specify whether those requirements are to be met
by hardware, software, or some combination of
both. Therefore, software validation must be
considered within the context of the overall design

validation for the system.

VAT LEEE VIRV ITEAVWTEE T HEDH
B, BIL TR T LDERETRITITONE LD TH S,
—RRICY IR I T EHIE DRTLEH /EEFTDS
5. VIMIITEANWTEE TR ZUYHLI=LD
THbH. —BUICTRBRMICHESNSERRKSR (LT,
EREEER) TS5 O=—XBLUVERE
BT, A—HIEN—FDz7. VIt z7,. FEDH
HEHETERTEINENSIEFTIFIBELEL, >
T YIbox7-N\)T—avid, VAT LDFEE /N
T—2avEROPTERETHIENRELLS,

Proprietary

Azbil Corporation

15
azbil

4
Lib020-SWValidation_r4.doc




Final Guidance for Industry and FDA Staff

General Principles of Software Validation CDRH

No. Bpp-Lib-020

A documented requirements specification
represents the user's needs and intended uses
from which the product is developed. A primary
goal of software validation is to then demonstrate
that all completed software products comply with
all documented software and system
requirements. The correctness and completeness
of both the system requirements and the software
requirements should be addressed as part of the
design validation process for the device. Software
validation includes confirmation of conformance to
all software specifications and confirmation that
all software requirements are traceable to the
system specifications. Confirmation is an
important part of the overall design validation to
ensure that all aspects of the medical device

conform to user needs and intended uses.

NELIh-EREHEE, ARHAROERLLE
A—HO—XBLUVFEABEMERLTLS, VIbIT
T-N\JT—2avDE—DOBMIE. ERLI-2YTIRY
ITHEN TOXELINFZETOVILIZITELY
DRATLEHICHEELTNSENITLEEZRTIETH
%, EEBBVATLEHEBLVVINIZI7EHORE
FICEATIERES LUTEME. EEEIROEEN
)7—232-TOERAD—RELTRYFZINETH D,
YIRITT - N)T—av Tl 2 TOYIRIZTD
RISHTHEE DR, BEU. VI ITTDETD
BEUDNORTLERICEED TOND LR BT
5, HEREEELRANYT—2av 2 RIZBVLWTEER
BATHY. TOEEFFOLETCOAEEZI—T D=
—XBLVERABEMICEZRISEESELLDTH D,

3.3. SOFTWARE IS DIFFERENT FROM HARDWARE

3.3. YIrOIFT EN—KITT7DEL

While software shares many of the same
engineering tasks as hardware, it has some very

important differences. For example:

® The vast majority of software problems are
traceable to errors made during the design
and development process. While the quality of
a hardware product is highly dependent on
design, development and manufacture, the
quality of a software product is dependent
primarily on design and development with a
minimum concern for software manufacture.
Software manufacturing consists of
reproduction that can be easily verified. It is

not difficult to manufacture thousands of

YIRDTT DIV =TT -BRIMDELIE, 1v—F
DITERBETHEL., LTOEILIEEICEELZEL
155,

® YILIITDMBEDOKREN . BREASLUHRKT
AtLRADIF—ITERL TS, N—Fz 75
DREIF, &t AR IVREICEGENDED
HHRRENN, VIR THEORE X, I
HRIUVRAREICEESN, VI I TRELFIFE
AEBDLYDEWN, VIR 7RIEL(E ERT S
CETHY. NEBSITHRIET AIENTED A
DOoFILELKRLEEEEHF DT S LDIE—
Z AT LD LIEREE TGN AV FILDT
AYSLEETORRICERSERIENELLD
THb
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program copies that function exactly the same
as the original; the difficulty comes in getting
the original program to meet all

specifications.

One of the most significant features of
software is branching, i.e., the ability to
execute alternative series of commands, based
on differing inputs. This feature is a major
contributing factor for another characteristic
of software — its complexity. Even short
programs can be very complex and difficult to

fully understand.

Typically, testing alone cannot fully verify
that software is complete and correct. In
addition to testing, other verification
techniques and a structured and documented
development process should be combined to

ensure a comprehensive validation approach.

Unlike hardware, software is not a physical
entity and does not wear out. In fact, software
may improve with age, as latent defects are
discovered and removed. However, as
software is constantly updated and changed,
such improvements are sometimes countered
by new defects introduced into the software

during the change.

Unlike some hardware failures, software
failures occur without advanced warning. The
software’s branching that allows it to follow
differing paths during execution, may hide
some latent defects until long after a software

product has been introduced into the

VIR DRLVERLGRHBIL. Dk, TEHE,
ERDHDANIZRY, BDO—EDaTERITTEHEE
NTHDH, SOOI, VIFIZT7DE—D D
BTHHEMMEIC, KEHFEITHERELGOTL
%, BWNTOTSLTH>TH, FREICEHT. T2
[T HEERETIBZENS,

—RRIIC. TRMZIF TR VIR T LMD
ERETHHENITEERILT HEIFTELRL, T
ARDIENM, DRI M S LVEE N DX
ElLSn-BRTOLREZHAEDLELILE. N
(. BENLENNT—2ao 07 T0—FEHER
LEDETBDTHD.

IN—ROIT7EES>TYIR T (&, EBHEEK
(T BEEILTELOTEHEL, ERICYTLY
I7IE, BERITBENLGRGELNFE RSN TRY
b= . HEINDHZENZ LY, LML, VI
IT7IERBICEH. EEIND=H. EERIZYTY
IT I REAMEYCENDCELH D,

HEIEDN—FITT7DRIEEEN, YIRIITD
RMEIE, BRIOEELLICHKET D, YILIZTD
BEMNLERKMEIE, VIR 7RTPICELS/NR
EBEAHLIITTHDURAFET H1=6. miHITiRE
LTH oM EYRITHEDETHOMNCRSENGEES
LELY,
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marketplace.

® Another related characteristic of software is

the speed and ease with which it can be
changed. This factor can cause both software
and non-software professionals to believe that
software problems can be corrected easily.
Combined with a lack of understanding of
software, it can lead managers to believe that
tightly controlled engineering is not needed
as much for software as it is for hardware. In
fact, the opposite is true. Because of its
complexity, the development process for
software should be even more tightly
controlled than for hardware, in order to
prevent problems that cannot be easily

detected later in the development process.

Seemingly insignificant changes in software
code can create unexpected and very
significant problems elsewhere in the
software program. The software development
process should be sufficiently well planned,
controlled, and documented to detect and
correct unexpected results from software

changes.

Given the high demand for software
professionals and the highly mobile
workforce, the software personnel who make
maintenance changes to software may not
have been involved in the original software
development. Therefore, accurate and

thorough documentation is essential.

Historically, software components have not

® ILHICINEEETHYINIITDRHEF, VI
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BEEIL, VI IZTIZIFN—FITT7 DK%

BICEEINIUOZFYL T IR ERNERS

TLELAREL, ERICIFFDRATHD. YIF
7 DR TOEXIEHRTH D=0, &I

THRHLIKVDEEZERSLENKSIZT H=0HI2IF,
N—FOF7ULICBEICERTILENDHS,

VIO DA—FEOERIF. —RINSHERE
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been as frequently standardized and
interchangeable as hardware components.
However, medical device software developers
are beginning to use component-based
development tools and techniques.
Object-oriented methodologies and the use of
off-the-shelf software components hold
promise for faster and less expensive software
development. However, component-based
approaches require very careful attention
during integration. Prior to integration, time
is needed to fully define and develop reusable
software code and to fully understand the

behavior of off-the-shelf components.

For these and other reasons, software engineering
needs an even greater level of managerial
scrutiny and control than does hardware

engineering.

EHRITRELSNTELY . B HFELG,
2=, LAL. ERERY IV I THREEE., SR
ZAMRELI-FARY—ILE LU EFALIRO T
W5, ATV IMERAYFOD—LEHERDY TR
IT7EEDFAIZEY, KYESTRIBLGY I
T ORFENAFEIN TS, LHL, BBMICE DL
HEFEHEDORIC, FRICEECEREASADEL
2%, MEDRIZIX. BRARZEY I 70D
—FEEELFART S+ 7LHRE. EEUTHROE
mOBEZERT L+ HERENSBELLGD,

FROISLEBEMNS, YINIZT IO =TFYLY
(X N—=F97-ToO=7 T U EICRE DR
LRELEENDVELZDTHS,

3.4. BENEFITS OF SOFTWARE VALIDATION
3.4. YLz T - N\YT—1avIZ&kBFE

Software validation is a critical tool used to assure
the quality of device software and software
automated operations. Software validation can
increase the usability and reliability of the device,
resulting in decreased failure rates, fewer recalls
and corrective actions, less risk to patients and
users, and reduced liability to device
manufacturers. Software validation can also
reduce long term costs by making it easier and
less costly to reliably modify software and
revalidate software changes. Software
maintenance can represent a very large
percentage of the total cost of software over its

entire life cycle. An established comprehensive

YOI T N\ T—avik, EEEBYILNIIT.E
KOV ILO 7 TCEELI=ZARL—2a0 D REREE
DI=-ODEELGFETHD, VI VT -N\)T—2ay
[CE-TEREFOFRAMLEEEEIEEY. TOH
R.REDEZDEIELYI—IL BEHEENBY. B
EBLUVLI—HTADIRY | ERBBHEEEDEN
BENDLKIES, T, VIR T N\ T—av(tk
2T VIMITTDHERGEE, BEUVVINIITDE
BIZHESBN)T MBS DRMICITASEIITH
Y. REAMICOR D ELBEN S, VIR I T DAVTF
DRITHMBERIE. A7 ML ERNBLREE. £
ARNDHFTEREICKZLEEGELHDHIEN S FE
MEINBIENLEY I YT -N\)T—30o07aEX
F. ZDEDVILIT7-L)—REDO/N\)T—3>-
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software validation process helps to reduce the
long-term cost of software by reducing the cost of
validation for each subsequent release of the

software.

JRMEFADSEDH. REMIZIEY IO 70DaXE
FRHIENTED,

3.5 DESIGN REVIEW
3.5 E&EtLEa—

Design reviews are documented, comprehensive,
and systematic examinations of a design to
evaluate the adequacy of the design requirements,
to evaluate the capability of the design to meet
these requirements, and to identify problems.
While there may be many informal technical
reviews that occur within the development team
during a software project, a formal design review
1s more structured and includes participation
from others outside the development team.
Formal design reviews may reference or include
results from other formal and informal reviews.
Design reviews may be conducted separately for
the software, after the software is integrated with
the hardware into the system, or both. Design
reviews should include examination of
development plans, requirements specifications,
design specifications, testing plans and
procedures, all other documents and activities
associated with the project, verification results
from each stage of the defined life cycle, and

validation results for the overall device.

Design review is a primary tool for managing and
evaluating development projects. For example,
formal design reviews allow management to
confirm that all goals defined in the software
validation plan have been achieved. The Quality

System regulation requires that at least one

BRETLE1—LIE XE SN -ERET D BB/, (A RHY
BRETHY. ZDEMIEUTDBEYTHD,
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VI o7 ORREHAMFIC. BAEF—LIEFELRKOL
Ea—ZfELITIEAZNH, AXDREFILEL—
FLYAERRT, ARF—LONDAENSIMTHIDT
Hd. ARDFEFLEL—X D AXELUVFELARD
LE2—D#HRESRBLTL, 8HTHEL, FEfLEA
—IX VIR TZIZOVWTRIILTIT>TH, VIbo
TEN—FII7ICHRELIRICVATLEEKELTITS
TH. FEEIOMAZITOTEEL, FREFLEL—T
(F. FAFETE., BERGHRE . REHEHRE. TANTE S
FIE, TACIOMNEEDZDMDOXEL S UEE. 51
THAINDERBEIZEITHRIER . ERESHREAE
DN)T—2aV DR BEERETNETHD,

RELEA—(X. ARTOD IO BEERE S UFHED
OO0 RVEELGFRTHD. FIAIL. 2XDKRETL
Ea—IC&o>T. EBERXY I YT -\ T—av st
B TEZELEZBEN, ETERSNIZEVWSIEEHERT
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formal design review be conducted during the
device design process. However, it is
recommended that multiple design reviews be
conducted (e.g., at the end of each software life
cycle activity, in preparation for proceeding to the
next activity). Formal design review is especially
important at or near the end of the requirements
activity, before major resources have been
committed to specific design solutions. Problems
found at this point can be resolved more easily,
save time and money, and reduce the likelihood of

missing a critical issue.

Answers to some key questions should be
documented during formal design reviews. These

include:

® Have the appropriate tasks and expected
results, outputs, or products been established

for each software life cycle activity?

® Do the tasks and expected results, outputs, or

products of each software life cycle activity:

v Comply with the requirements of other
software life cycle activities in terms of
correctness, completeness, consistency,
and accuracy?

‘/Satisfy the standards, practices, and
conventions of that activity?

¥ Establish a proper basis for initiating tasks

for the next software life cycle activity?

FOIEHTULD, LHL, FETLE1—(E EHE (T4
HEVINIIT AT AV ILEBDREBEDRKRT
B ROFHNHEIROERELT) TIEHHES
N5, EHERTHORTHRE TR TERIC. 20
)V —REHTEDHRETRERRRD-OIZFETHHEIC, &
RDOREILEA—FFERITHIEMNFICEETH D =
DERTHEEIN-MERIE. LYBRBICHERTE, B
Ry, BFMENICY . EXEREEZ R T AR
o9 eI DEMN D,

UTDESGF—LG5EMADEL. RETLE2A—D
BRIZXEILT HIE,

0 VYIRNIIT SATHAVILDEFENZDLNT, &L
BARIEFUVEAFINLER. R Y. £-13H
mMFEL TE=M?

® VILIIT - ZATHAVINDHEEHDIAIE LV
BMFSNLER. R Y. TEHEAIE, TS
TIEFELIMN?

VDY TR TT - SATHA I EB DB,
EREM. 2. — BN BBEHELSAT
BWELTLSD,

Y ZDEBOELE SR (practices) REYTE
(conventions) %=L TLI% D,
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This section lists the general principles that
should be considered for the validation of

software.

RKEUarvTIE VIR T N )T—2aVEEHET
BLET. BEITARE—MRERZZEITS,

4.1. REQUIREMENTS
4.1. B

A documented software requirements
specification provides a baseline for both
validation and verification. The software
validation process cannot be completed without an
established software requirements specification
(Ref: 21 CFR 820.3(2) and (aa) and 820.30(f) and
().

XEEShf-YIbo 7 ERERKRIF. NI T—av s
FURRIEDM A I T HEMBE LGS, VI I T -\
T—2avOTALR(E, VIV TERTEFREERL
CFR 820.3(z). (aa). 820.30(0& LW (@) %S HR)Z /L
Lilthid, SET LR,

4.2. DEFECT PREVENTION
4.2. REEDRHLE

Software quality assurance needs to focus on
preventing the introduction of defects into the
software development process and not on trying to
"test quality into" the software code after it is
written. Software testing is very limited in its
ability to surface all latent defects in software
code. For example, the complexity of most
software prevents it from being exhaustively
tested. Software testing is a necessary activity.
However, in most cases software testing by itself
is not sufficient to establish confidence that the
software is fit for its intended use. In order to
establish that confidence, software developers
should use a mixture of methods and techniques
to prevent software errors and to detect software
errors that do occur. The "best mix" of methods
depends on many factors including the
development environment, application, size of

project, language, and risk.

VIR 7 ORERIETIE. VIO TR TOER
TRIEEEVIAELGVESICL, VIR I TEI—T 1>
JLTHOTAMI& > TREEEYRLEVNSZ LD
WESIZTBIENEETHD, VI ITTDTAT
X VIrIz7DO—FOHhDEBEMRMEREILSE
BEEHIE. FERICBRESN TS, HIZIE. FEAEDY
T TIFEHTETC. BELI-TRAMRRET 2L
DTELN, YIMNITTDTAMNME DELHFETH D,
LML, [FEAEDIFE. VIR IITDTAMITTIE.
ZOYVIrII7HREELEERABMIZE>TLENES
MEWSEREEEMILTIICIE. A2 THD, ZDIE
FEMEMEILTAICE, VI TRREEIL. YIbILT
DIZ—FHBLIVRETEIIS—DREDI=ODA
REHMERAEDLE TAVETNIEZSE, A
IREOHMAEHE DL FARRE. 77— 3
. 7aCIIDRIE. BB VRIBED  ZLDER
2K TELGH-TKS,
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4.3. TIME AND EFFORT
4.3. BfEFH A

To build a case that the software is validated
requires time and effort. Preparation for software
validation should begin early, i.e., during design
and development planning and design input. The
final conclusion that the software is validated
should be based on evidence collected from
planned efforts conducted throughout the

software lifecycle.

VIR T NN T—hENFEWNSIT 78R E F<IC
(&, KEEH NEET D, VIR0 IT7 - N\YT—23>D
ERFIL, REHORR O EREE, F-FREt>Tybh
TE, BEAICRIR LA T NIEESEL, VIR 7 AN
)T —hENFEVSRBRIERIT. VINDZT -S5474
AN EBLCT, STEICE DV TERBINIEEA IR
SUFEHLZE DB D TRITNIT RS,

4.4. SOFTWARE LIFE CYCLE
4.4. VI T7 D475 4L

Software validation takes place within the
environment of an established software life cycle.
The software life cycle contains software
engineering tasks and documentation necessary
to support the software validation effort. In
addition, the software life cycle contains specific
verification and validation tasks that are
appropriate for the intended use of the software.
This guidance does not recommend any particular
life cycle models — only that they should be
selected and used for a software development

project.

YOI T N\ T—avik, LSz b7 -
SATHAILBREOHRTITSEDTHS, VI TT -
SATHAIIIZIE VI T -\ )T—2a>vDED
(FISWHER JIEIIT - ITOO=FIIT - BRIE LY
XENEFEND, SHIZ. YINIZT -S54 TH (V)L
X,V 7OERBMIZE o= RIS LUVNYT
—2aVDERIEEEND AAAFVRATIE HED
FATHA I -ETILEHREL TGN, VIR T
ORETOCHLTIE AL DSATHAIILDET
LVEBEBLVERTRETHS,

4.5. PLANS
4.5. 3tiE

The software validation process is defined and
controlled through the use of a plan. The software
validation plan defines "what" is to be
accomplished through the software validation
effort. Software validation plans are a significant

quality system tool. Software validation plans

YR TN\ TF—arDTatRIE, SHEICKYE
ESh, BEIND, VIO T - N\)T—IaVEET
(F.VIbIz7 -\ )T—2avEBERELT, [aZxlE
BT BNERALMNIT S, VIR 7 -\ T—aVEt
B, REVRATLICBTEEELY—ILTHD, VI
D7 - N\)T—a EtEEICE. #ASER. 70—
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specify areas such as scope, approach, resources,
schedules and the types and extent of activities,

tasks, and work items.

FIIV—R RERTVa—IL . BEUEE 2R £
XEBDBBLERGELZHRLT D,

4.6. PROCEDURES
4.6. FIE

The software validation process is executed
through the use of procedures. These procedures
establish "how" to conduct the software validation
effort. The procedures should identify the specific
actions or sequence of actions that must be taken
to complete individual validation activities, tasks,

and work items.

YIRDT T D) T—ar-TaERIE, FIBIZHE-T
ETd5, COFIETIE. VIO T7-1\)T—3av %
BEEWT DI AEIZHEILT D, FIBETE. ThTh
DN)T—2aViEE ARVBLUEREEEET T
ETHREGBHERKRNGET I aVEIET I AV DIRE
FEHLNCTRETHD,

4.7. SOFTWARE VALIDATION AFTER A CHANGE

4.7. EHEDY I 7 -\ T—3>

Due to the complexity of software, a seemingly
small local change may have a significant global
system impact. When any change (even a small
change) is made to the software, the validation
status of the software needs to be re-established.
Whenever software is changed, a validation
analysis should be conducted not just for
validation of the individual change, but also to
determine the extent and impact of that change
on the entire software system. Based on this
analysis, the software developer should then
conduct an appropriate level of software
regression testing to show that unchanged but
vulnerable portions of the system have not been
adversely affected. Design controls and
appropriate regression testing provide the
confidence that the software is validated after a

software change.

VYINITITISEHTH D=0 —RINSKEHHERZ
BZEETHO>TH. VAT LRIKICKEHFEERIET
CENBWN, VI IITICEREToBEFUNSHE
BTHOTH). FDVIRITTHAN)T—RER TS
IRBEABHESL (re-established) T AMENH S, VIR
I7ZEBLLBEICEBT . NIT—av 3 iiex
BLETIIEGESHE0, Chik, EEFRLD/N)T—
2av I TIREL VYINIIT - VAT LEEIZHTS
EEGHRSSUREBELHET5-DIZRET 5.
DHBZODHIEDNT, VI THEEL. RE
BTIEHINEBLEHIICBEENHTUVENIELE
RO BUBLARLOY IR 7 )T Lyiay T
ANEERT DL, HETEERSLCEN YT Lya
T AMIKY VIR TN ERRIZNT—FEN
FEWSEENELND,
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4.8. VALIDATION COVERAGE

4.8. N)T—=avDH/NL—Y

Validation coverage should be based on the
software’s complexity and safety risk — not on firm
size or resource constraints. The selection of
validation activities, tasks, and work items should
be commensurate with the complexity of the
software design and the risk associated with the
use of the software for the specified intended use.
For lower risk devices, only baseline validation
activities may be conducted. As the risk increases
additional validation activities should be added to
cover the additional risk. Validation
documentation should be sufficient to
demonstrate that all software validation plans

and procedures have been completed successfully.

NYF =230 DHhNL—UIF, BEREDLYY—RIZK
ZHEFITIIECT, VIR 7 DEHME. BLUR LM
23 BVRIIZEDNzRDETRETHD, /\)T—
LAViEH. ARV EXREBOERIF. VILIITD
HEtLOBEMS, BLUEHKREICREBL-ERENT
DFAIZHEIVRVIZREILDETHIE VRID D
HBOEEKRTIE. EXRMLGN\)T -3V FBOAE
EHTHIHEENE YRIDEMIZHEL. ZDYRY
EAN—FBEGNYT—aVFBEBMTHIE,
NYT—2aVXEE, VI T7-1\)T—2avnDE
TOFERLUVFIENEER T LICEETRT LT, +
PELDETHIE,

4.9. INDEPENDENCE OF REVIEW
4.9. LEa—D¥I %

Validation activities should be conducted using
the basic quality assurance precept of
"independence of review." Self-validation is
extremely difficult. When possible, an
independent evaluation is always better,
especially for higher risk applications. Some firms
contract out for a third-party independent
verification and validation, but this solution may
not always be feasible. Another approach is to
assign internal staff members that are not
involved in a particular design or its
1implementation, but who have sufficient
knowledge to evaluate the project and conduct the
verification and validation activities. Smaller
firms may need to be creative in how tasks are
organized and assigned in order to maintain

internal independence of review.

N)T—23 B TLE2A—DHIL S
(independence of review) | E AL R E RIETEsTE
LTEBTRETHD, VIV TREEBHTITIN
JT—2avId BOHTHLWNEDTHD, AIEETHN
(I LI FFEERET A K YURIDEWLT
Tr—2avmigs  FITRI L FHEA B ETH D,
B LIRS SO\ T—2avz2E=FITRETS
TEIHHN. COFENEICARETHSEILRSA
W BFEDFRFFELIFRFTOERICEAL->TLVELE
OOTACTIMDFHE. RIS LU/ T—3V EE
EITRBEITD+RIEMEBERAT-. REBOR2v 7%
BETHENIFELH D, REDNSLEENERT
LEA—DMIHEHIFTHICIE. ZRIVDmERE LUV
Y B TEITILTIXIREM LN,
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4.10. FLEXIBILITY AND RESPONSIBILITY
4.10. ZEMEEEE

Specific implementation of these software
validation principles may be quite different from
one application to another. The device
manufacturer has flexibility in choosing how to
apply these validation principles, but retains
ultimate responsibility for demonstrating that the

software has been validated.

Software is designed, developed, validated, and
regulated in a wide spectrum of environments,
and for a wide variety of devices with varying
levels of risk. FDA regulated medical device

applications include software that:

® Is a component, part, or accessory of a medical
device;
Is itself a medical device; or
Is used in manufacturing, design and
development, or other parts of the quality

system.

In each environment, software components from
many sources may be used to create the
application (e.g., in-house developed software,
off-the-shelf software, contract software,
shareware). In addition, software components
come in many different forms (e.g., application
software, operating systems, compilers,
debuggers, configuration management tools, and
many more). The validation of software in these
environments can be a complex undertaking;
therefore, it is appropriate that all of these

software validation principles be considered when

SD&SHEYIRIT - N)T—avDRAEED LS
[CEET IME TIVr—2avItkoTHEY EXG-
WKETHA, ERMBREEEL. N\)T—2avR
HZEDLSICEASE I EEIRTEDN, YILIT
TN TF—rEShfzC LAY AREMAEETLE
THZEITHED,
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o N\)T—hEN, RHEEZ1TSH, FDA [ETFED VI
DITEET. BEE#BTIVr—arERILTE
f=

o EFMBEOMR. —H. FLEHBRLLDUT
ox7
ETNBERLSER#ERLTLILD
B, A BRURR. FEREVRATLDE
DHDESITHNLGNEY I ITT

ZTRENORET, 7TV r—av OERIZALGA
BYINIITERIE BRREFAODOAFINEZEDOTH
BIENZVNEREARDOY I T FiIROVI DT
T EDYIRILT I T IITRE)ELIT, VTR
DIT7ERICIESESEFGRANH DT T r—a -
YINDIT  ARL—FAV T S RT L AVINS. T
NYA AV T4F2L—2aVBEEBY—)L FL,)ID&
SIHRET T, VI 7 - N\ T—2av [$EH#IT
Y351z, VIt 7\ T—ar - TOwREERE
FTHEEIC. VIR T -\ T—a v DRAIEEEL
THCEDN B TH D, TOIERBONIZY I YT -
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designing the software validation process. The
resultant software validation process should be
commensurate with the safety risk associated

with the system, device, or process.

Software validation activities and tasks may be
dispersed, occurring at different locations and
being conducted by different organizations.
However, regardless of the distribution of tasks,
contractual relations, source of components, or the
development environment, the device
manufacturer or specification developer retains
ultimate responsibility for ensuring that the

software 1s validated.

TOERDREMADIRIIZHLIzRD ELS,

YIR I T  N\)T—2aviERE LUERIIE, 58
L. BlOHmACHREL, BASMEBTLEININELA
B, LWL, EEMBNEEE. ThhbEHEEDS
EIT, AROLZHEFR, AV R—R D AF %, BIR
REORAPICEDHLT . VI TEN)T—RTBH L
TORBMLGEREEEOILIHS,

SECTION 5. ACTIVITIES AND TASKS
SECTION 5. EE&E5RD

Software validation is accomplished through a
series of activities and tasks that are planned and
executed at various stages of the software
development life cycle. These tasks may be one
time occurrences or may be iterated many times,
depending on the life cycle model used and the
scope of changes made as the software project

progresses.

YR T N )T—2avE VI I TRESATY
AN D%RRGEEFET, 5l EITShL—EDEHE
BROIZESTEREINS, ChoDARYIE FRALEES
ATHAII-FETIL. BLVVY IO 7-TAD IR
ELHPTITONSIEROHEAICIEL T, —EFITEY
RUMELITHNS,

5.1. SOFTWARE LIFE CYCLE ACTIVITIES
5.1. YIrDxT -S4 ADILiEE

This guidance does not recommend the use of any
specific software life cycle model. Software
developers should establish a software life cycle
model that is appropriate for their product and
organization. The software life cycle model that is

selected should cover the software from its birth

to its retirement. Activities in a typical software

AKIAFTORATIEBFEDYINILT SATH AL+
ETILIFHERLTOVGELD, VIR 7O E L. & a
BLUHEBICEE LY I T -S54 A IIIL-ET
IWETEIL T RETH D, BIRT DV INVIT - F14T7H4
DIL-ETIVIE VIR IZTDEBRNOCRELETEXRR
LT BEDTHHIE BEIZY IR ITT -S54TH A
IL-ETILDEHCE, FEREOLIGLDLHS.
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life cycle model include the following:

Quality Planning

System Requirements Definition

Detailed Software Requirements Specification
Software Design Specification

Construction or Coding

Testing

Installation

Operation and Support

Maintenance

Retirement

Verification, testing, and other tasks that support
software validation occur during each of these
activities. A life cycle model organizes these
software development activities in various ways
and provides a framework for monitoring and
controlling the software development project.
Several software life cycle models (e.g., waterfall,
spiral, rapid prototyping, incremental
development, etc.) are defined in FDA’s Glossary
of Computerized System and Software
Development Terminology, dated August 1995.
These and many other life cycle models are

described in various references listed in Appendix

A.

mEETE
DRATLEHDESR
MY IR I T ERMASE
VI TEREHEERE
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NEDRFEOMIC, VIO T -NYT—2a e R
DI BHEEE. TRAMED ARV EATI FATHAVIL-E
TILIE, oY IO 7RRESEHRALHETHK
ROF.FYINIITRRTOD MR R -EET
B=HODIL—LT =0 R T 5. VIb01T7 547
BADI-ETI(IF—E—TF—IL, RIAF)L, FEY
R-TArRAELT A0 ALBILBARTRE) L, FDA
H 1995 F 8 BIZHFHITLT-. Glossary of Computerized
System and Software Development Terminology I
EESNTLD CORIBFAITHAVIL-ETILIZD
WTIE, T8 A ITEF AR R GEEEHICRE SN T
W5,

5.2. TYPICAL TASKS SUPPORTING VALIDATION

5.2. IN)T—a EEDITHHRBMLERY

For each of the software life cycle activities, there
are certain "typical" tasks that support a
conclusion that the software is validated.
However, the specific tasks to be performed, their
order of performance, and the iteration and

timing of their performance will be dictated by the
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specific software life cycle model that is selected
and the safety risk associated with the software
application. For very low risk applications, certain
tasks may not be needed at all. However, the
software developer should at least consider each
of these tasks and should define and document
which tasks are or are not appropriate for their
specific application. The following discussion is
generic and is not intended to prescribe any
particular software life cycle model or any
particular order in which tasks are to be

performed.
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5.2.1. Quality Planning
5.2.1. GEETE

Design and development planning should
culminate in a plan that identifies necessary
tasks, procedures for anomaly reporting and
resolution, necessary resources, and management
review requirements, including formal design
reviews. A software life cycle model and
assoclated activities should be identified, as well
as those tasks necessary for each software life

cycle activity. The plan should include:

The specific tasks for each life cycle activity;
Enumeration of important quality factors
(e.g., reliability, maintainability, and
usability);

Methods and procedures for each task;

Task acceptance criteria;

Criteria for defining and documenting outputs
in terms that will allow evaluation of their

conformance to input requirements;
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® Inputs for each task;

® Outputs from each task;

® Roles, resources, and responsibilities for each
task;
Risks and assumptions; and

Documentation of user needs.

Management must identify and provide the
appropriate software development environment
and resources. (See 21 CFR §820.20(b)(1) and (2).)
Typically, each task requires personnel as well as
physical resources. The plan should identify the
personnel, the facility and equipment resources
for each task, and the role that risk (hazard)
management will play. A configuration
management plan should be developed that will
guide and control multiple parallel development
activities and ensure proper communications and
documentation. Controls are necessary to ensure
positive and correct correspondence among all
approved versions of the specifications documents,
source code, object code, and test suites that
comprise a software system. The controls also
should ensure accurate identification of, and

access to, the currently approved versions.

Procedures should be created for reporting and
resolving software anomalies found through
validation or other activities. Management should
1dentify the reports and specify the contents,
format, and responsible organizational elements
for each report. Procedures also are necessary for
the review and approval of software development
results, including the responsible organizational

elements for such reviews and approvals.

0 RARVIZEITRERE ., VI—RABLUVEE
o0 JYRIUBKUBHREH
o 1—HN—_—XICEATINE

EEEL. BUEY I TRARRIEE )Y —AZHE
ICLTIRBTHIENNETHS, (See 21 CFR
Section 820.20(b)(1)H LU )ESHBD L, ) —AEHIIZ
BARYTIE. MBI —RERICADRBELLED, BT
BT, BFRVICRHEGN BREIVEFEDY—
A FENRIONF—R)EEOR - REEHEICT
RETHD. BEROMLITHFETEEEE, EET 50
2. F@YUEIS 2= —2 30 B LUXELFEREIC
T5EHIZ, AV T4FaL—L a3V BEFEERTEAN
ETHD, VINIIT VAT LEERT HEHXE. Y
—Z-a—R ATk a— R B LUV A LT ADE
REIN-E2TON—2avOMICIE, BAETHEV DL
WRIEEHRICTHEOILEENDETH D, = &K
REINFRITON—2aVFERIHEL, TV ERTE
B&SIEETHIL,

N)T=230 PO FHTHRRESN:-VILNIZTEE
EFRESIVBRT D-ODFIBZER(TEHL, BEHE
FHBELHREZEBASHICL, FORE. BX. BLV

EREEDEEBELEEDDE, £ VIV TH
ROBROLEA—BLUVERBEITIODOFIE(CD

FILGLEA—BLUERBETHIEEARBEORELED)
PNLETHD,

Proprietary

Azbil Corporation

30
azbil

4
Lib020-SWValidation_r4.doc




Final Guidance for Industry and FDA Staff

General Principles of Software Validation CDRH

No. Bpp-Lib-020

Typical Tasks — Quality Plannin
® Risk (Hazard) Management Plan
® Configuration Management Plan
® Software Quality Assurance Plan
— Software Verification and Validation Plan
O Verification and Validation Tasks, and
Acceptance Criteria
8 Schedule and Resource Allocation (for
software verification and validation
activities)
U Reporting Requirements
— Formal Design Review Requirements
— Other Technical Review Requirements
® Problem Reporting and Resolution Procedures

® Other Support Activities
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5.2.2. Requirements
5.2.2. Bff

Requirements development includes the
identification, analysis, and documentation of
information about the device and its intended use.
Areas of special importance include allocation of
system functions to hardware/software, operating
conditions, user characteristics, potential hazards,
and anticipated tasks. In addition, the
requirements should state clearly the intended

use of the software.

The software requirements specification document
should contain a written definition of the software
functions. It is not possible to validate software
without predetermined and documented software
requirements. Typical software requirements

specify the following:
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® All software system inputs;

® All software system outputs;

@ All functions that the software system will
perform;

® All performance requirements that the
software will meet, (e.g., data throughput,
reliability, and timing);

® The definition of all external and user
interfaces, as well as any internal
software-to-system interfaces;
How users will interact with the system;
What constitutes an error and how errors
should be handled;
Required response times;
The intended operating environment for the
software, if this is a design constraint (e.g.,
hardware platform, operating system);

® All ranges, limits, defaults, and specific values
that the software will accept; and

® All safety related requirements, specifications,
features, or functions that will be

implemented in software.

Software safety requirements are derived from a
technical risk management process that is closely
integrated with the system requirements
development process. Software requirement
specifications should identify clearly the potential
hazards that can result from a software failure in
the system as well as any safety requirements to
be implemented in software. The consequences of
software failure should be evaluated, along with
means of mitigating such failures (e.g., hardware
mitigation, defensive programming, etc.). From
this analysis, it should be possible to identify the

most appropriate measures necessary to prevent
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harm.

The Quality System regulation requires a
mechanism for addressing incomplete, ambiguous,
or conflicting requirements. (See 21 CFR
820.30(c).) Each requirement (e.g., hardware,
software, user, operator interface, and safety)
1dentified in the software requirements
specification should be evaluated for accuracy,
completeness, consistency, testability, correctness,
and clarity. For example, software requirements

should be evaluated to verify that:

® There are no internal inconsistencies among

requirements;

All of the performance requirements for the

system have been spelled out;

® Fault tolerance, safety, and security
requirements are complete and correct;

® Allocation of software functions is accurate
and complete;

® Software requirements are appropriate for the

system hazards; and

All requirements are expressed in terms that

are measurable or objectively verifiable.

A software requirements traceability analysis
should be conducted to trace software
requirements to (and from) system requirements
and to risk analysis results. In addition to any
other analyses and documentation used to verify
software requirements, a formal design review is
recommended to confirm that requirements are
fully specified and appropriate before extensive
software design efforts begin. Requirements can

be approved and released incrementally, but care
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should be taken that interactions and interfaces
among software (and hardware) requirements are

properly reviewed, analyzed, and controlled.

Typical Tasks — Requirements

® Preliminary Risk Analysis

® Traceability Analysis
— Software Requirements to System

Requirements (and vice versa)

— Software Requirements to Risk Analysis
Description of User Characteristics
Listing of Characteristics and Limitations of
Primary and Secondary Memory
Software Requirements Evaluation
Software User Interface Requirements
Analysis
System Test Plan Generation
Acceptance Test Plan Generation

Ambiguity Review or Analysis
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5.2.3. Design
5.2.3. F&&t

In the design process, the software requirements
specification is translated into a logical and
physical representation of the software to be
implemented. The software design specification is
a description of what the software should do and
how it should do it. Due to complexity of the
project or to enable persons with varying levels of
technical responsibilities to clearly understand
design information, the design specification may
contain both a high level summary of the design
and detailed design information. The completed
software design specification constrains the

programmer/coder to stay within the intent of the
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agreed upon requirements and design. A complete
software design specification will relieve the
programmer from the need to make ad hoc design

decisions.

The software design needs to address human
factors. Use error caused by designs that are
either overly complex or contrary to users'
Intuitive expectations for operation is one of the
most persistent and critical problems encountered
by FDA. Frequently, the design of the software is
a factor in such use errors. Human factors
engineering should be woven into the entire
design and development process, including the
device design requirements, analyses, and tests.
Device safety and usability issues should be
considered when developing flowcharts, state
diagrams, prototyping tools, and test plans. Also,
task and function analyses, risk analyses,
prototype tests and reviews, and full usability
tests should be performed. Participants from the
user population should be included when applying

these methodologies.

The software design specification should include:

® Software requirements specification, including
predetermined criteria for acceptance of the
software;
Software risk analysis;
Development procedures and coding
guidelines (or other programming
procedures);

® Systems documentation (e.g., a narrative or a
context diagram) that describes the systems

context in which the program is intended to
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function, including the relationship of
hardware, software, and the physical
environment;
Hardware to be used;
Parameters to be measured or recorded;
Logical structure (including control logic) and
logical processing steps (e.g., algorithms);
Data structures and data flow diagrams;
Definitions of variables (control and data) and
description of where they are used;
Error, alarm, and warning messages;
Supporting software (e.g., operating systems,
drivers, other application software);

® Communication links (links among internal
modules of the software, links with the
supporting software, links with the hardware,
and links with the user);

® Security measures (both physical and logical
security); and

® Any additional constraints not identified in

the above elements.

The first four of the elements noted above usually
are separate pre-existing documents that are
included by reference in the software design
specification. Software requirements specification
was discussed in the preceding section, as was
software risk analysis. Written development
procedures serve as a guide to the organization,
and written programming procedures serve as a
guide to individual programmers. As software
cannot be validated without knowledge of the
context in which it is intended to function,
systems documentation is referenced. If some of
the above elements are not included in the

software, it may be helpful to future reviewers
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and maintainers of the software if that is clearly
stated (e.g., There are no error messages in this

program).

The activities that occur during software design
have several purposes. Software design
evaluations are conducted to determine if the
design is complete, correct, consistent,
unambiguous, feasible, and maintainable.
Appropriate consideration of software
architecture (e.g., modular structure) during
design can reduce the magnitude of future
validation efforts when software changes are
needed. Software design evaluations may include
analyses of control flow, data flow, complexity,
timing, sizing, memory allocation, criticality
analysis, and many other aspects of the design. A
traceability analysis should be conducted to verify
that the software design implements all of the
software requirements. As a technique for
identifying where requirements are not sufficient,
the traceability analysis should also verify that all
aspects of the design are traceable to software
requirements. An analysis of communication links
should be conducted to evaluate the proposed
design with respect to hardware, user, and related
software requirements. The software risk analysis
should be re-examined to determine whether any
additional hazards have been identified and
whether any new hazards have been introduced

by the design.

At the end of the software design activity, a
Formal Design Review should be conducted to
verify that the design is correct, consistent,

complete, accurate, and testable, before moving to
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implement the design. Portions of the design can
be approved and released incrementally for
implementation; but care should be taken that
interactions and communication links among
various elements are properly reviewed, analyzed,

and controlled.

Most software development models will be
iterative. This is likely to result in several
versions of both the software requirement
specification and the software design
specification. All approved versions should be
archived and controlled in accordance with
established configuration management

procedures.

Typical Tasks — Design

® Updated Software Risk Analysis

® Traceability Analysis - Design Specification to
Software Requirements (and vice versa)
Software Design Evaluation

Design Communication Link Analysis

Module Test Plan Generation

Integration Test Plan Generation

Test Design Generation (module, integration,

system, and acceptance)
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5.2.4. Construction or Coding
5.2.4. BE —T1VJ

Software may be constructed either by coding G.e.,
programming) or by assembling together
previously coded software components (e.g., from
code libraries, off-the-shelf software, etc.) for use
in a new application. Coding is the software

activity where the detailed design specification is
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implemented as source code. Coding is the lowest
level of abstraction for the software development
process. It is the last stage in decomposition of the
software requirements where module
specifications are translated into a programming

language.

Coding usually involves the use of a high-level
programming language, but may also entail the
use of assembly language (or microcode) for
time-critical operations. The source code may be
either compiled or interpreted for use on a target
hardware platform. Decisions on the selection of
programming languages and software build tools
(assemblers, linkers, and compilers) should
include consideration of the impact on subsequent
quality evaluation tasks (e.g., availability of
debugging and testing tools for the chosen
language). Some compilers offer optional levels
and commands for error checking to assist in
debugging the code. Different levels of error
checking may be used throughout the coding
process, and warnings or other messages from the
compiler may or may not be recorded. However, at
the end of the coding and debugging process, the
most rigorous level of error checking is normally
used to document what compilation errors still
remain in the software. If the most rigorous level
of error checking is not used for final translation
of the source code, then justification for use of the
less rigorous translation error checking should be
documented. Also, for the final compilation, there
should be documentation of the compilation
process and its outcome, including any warnings
or other messages from the compiler and their

resolution, or justification for the decision to leave
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1ssues unresolved.

Firms frequently adopt specific coding guidelines
that establish quality policies and procedures
related to the software coding process. Source
code should be evaluated to verify its compliance
with specified coding guidelines. Such guidelines
should include coding conventions regarding
clarity, style, complexity management, and
commenting. Code comments should provide
useful and descriptive information for a module,
including expected inputs and outputs, variables
referenced, expected data types, and operations to
be performed. Source code should also be
evaluated to verify its compliance with the
corresponding detailed design specification.
Modules ready for integration and test should
have documentation of compliance with coding
guidelines and any other applicable quality

policies and procedures.

Source code evaluations are often implemented as
code inspections and code walkthroughs. Such
static analyses provide a very effective means to
detect errors before execution of the code. They
allow for examination of each error in isolation
and can also help in focusing later dynamic
testing of the software. Firms may use manual
(desk) checking with appropriate controls to
ensure consistency and independence. Source code
evaluations should be extended to verification of
internal linkages between modules and layers
(horizontal and vertical interfaces), and
compliance with their design specifications.
Documentation of the procedures used and the

results of source code evaluations should be
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maintained as part of design verification.

A source code traceability analysis is an
important tool to verify that all code is linked to
established specifications and established test
procedures. A source code traceability analysis
should be conducted and documented to verify

that:

® Each element of the software design
specification has been implemented in code;

® Modules and functions implemented in code
can be traced back to an element in the
software design specification and to the risk
analysis;

® Tests for modules and functions can be traced
back to an element in the software design
specification and to the risk analysis; and

® Tests for modules and functions can be traced
to source code for the same modules and

functions.

Typical Tasks — Construction or Coding

® Traceability Analyses
— Source Code to Design Specification (and
vice versa)
— Test Cases to Source Code and to Design
Specification
® Source Code and Source Code Documentation
Evaluation
Source Code Interface Analysis
Test Procedure and Test Case Generation

(module, integration, system, and acceptance)
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5.2.5. Testing by the Software Developer
5.2.5. YL TRAFEEICI AR

Software testing entails running software
products under known conditions with defined
inputs and documented outcomes that can be
compared to their predefined expectations. It is a
time consuming, difficult, and imperfect activity.
As such, it requires early planning in order to be

effective and efficient.

Test plans and test cases should be created as
early in the software development process as
feasible. They should identify the schedules,
environments, resources (personnel, tools, etc.),
methodologies, cases (inputs, procedures, outputs,
expected results), documentation, and reporting
criteria. The magnitude of effort to be applied
throughout the testing process can be linked to
complexity, criticality, reliability, and/or safety
issues (e.g., requiring functions or modules that
produce critical outcomes to be challenged with
intensive testing of their fault tolerance features).
Descriptions of categories of software and
software testing effort appear in the literature, for

example:

® NIST Special Publication 500-235, Structured
Testing A Testing Methodology Using the
Cyclomatic Complexity Metric

® NUREG/CR-6293, Verification and Validation
Guidelines for High Integrity Systems; and

® IEEE Computer Society Press, Handbook of
Software Reliability Engineering.

Software test plans should identify the particular

tasks to be conducted at each stage of
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development and include justification of the level
of effort represented by their corresponding

completion criteria.

Software testing has limitations that must be
recognized and considered when planning the
testing of a particular software product. Except
for the simplest of programs, software cannot be
exhaustively tested. Generally it is not feasible to
test a software product with all possible inputs,
nor 1s 1t possible to test all possible data
processing paths that can occur during program
execution. There is no one type of testing or
testing methodology that can ensure a particular
software product has been thoroughly tested.
Testing of all program functionality does not
mean all of the program has been tested. Testing
of all of a program's code does not mean all
necessary functionality is present in the program.
Testing of all program functionality and all
program code does not mean the program is 100%
correct! Software testing that finds no errors
should not be interpreted to mean that errors do
not exist in the software product; it may mean the

testing was superficial.

An essential element of a software test case is the
expected result. It is the key detail that permits
objective evaluation of the actual test result. This
necessary testing information is obtained from the
corresponding, predefined definition or
specification. A software specification document
must identify what, when, how, why, etc., is to be
achieved with an engineering (i.e., measurable or
objectively verifiable) level of detail in order for it

to be confirmed through testing. The real effort of
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effective software testing lies in the definition of
what is to be tested rather than in the

performance of the test.

A software testing process should be based on
principles that foster effective examinations of a
software product. Applicable software testing

tenets include:

The expected test outcome is predefined;

A good test case has a high probability of
exposing an error;

A successful test is one that finds an error;
There is independence from coding;

Both application (user) and software
(programming) expertise are employed;
Testers use different tools from coders;
Examining only the usual case is insufficient;
Test documentation permits its reuse and an
independent confirmation of the pass/fail
status of a test outcome during subsequent

review.

Once the prerequisite tasks (e.g., code inspection)
have been successfully completed, software
testing begins. It starts with unit level testing and
concludes with system level testing. There may be
a distinct integration level of testing. A software
product should be challenged with test cases
based on its internal structure and with test cases
based on its external specification. These tests
should provide a thorough and rigorous
examination of the software product's compliance
with its functional, performance, and interface

definitions and requirements.
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Code-based testing is also known as structural
testing or "white-box" testing. It identifies test
cases based on knowledge obtained from the
source code, detailed design specification, and
other development documents. These test cases
challenge the control decisions made by the
program; and the program's data structures
including configuration tables. Structural testing
can identify "dead" code that is never executed
when the program is run. Structural testing is
accomplished primarily with unit (module) level
testing, but can be extended to other levels of

software testing.

The level of structural testing can be evaluated
using metrics that are designed to show what
percentage of the software structure has been
evaluated during structural testing. These metrics
are typically referred to as "coverage" and are a
measure of completeness with respect to test
selection criteria. The amount of structural
coverage should be commensurate with the level
of risk posed by the software. Use of the term
"coverage" usually means 100% coverage. For
example, if a testing program has achieved
"statement coverage," it means that 100% of the
statements in the software have been executed at
least once. Common structural coverage metrics

include:

® Statement Coverage — This criteria requires
sufficient test cases for each program
statement to be executed at least once;
however, its achievement is insufficient to
provide confidence in a software product's

behavior.
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® Decision (Branch) Coverage — This criteria o HFEITSUF)HNL—L — CORETIX,. £T0O

requires sufficient test cases for each program TS LDHEEIFTSUFEEFTLT £2IYSS
decision or branch to be executed so that each BREVGEL 1 BARESEDHD+RTETR
possible outcome occurs at least once. It is br—ZANBBEELGS, INIE. KRFEDOVYILITT
considered to be a minimum level of coverage HRBICBVLWTHREROLR)LEENSHNAL—DT
for most software products, but decision PLHEANL—DEFTIR. GLVREBEZEERSH
coverage alone is insufficient for BT TVr—avIZlEF R +2THS,

high-integrity applications.

® Condition Coverage — This criteria requires & I T4lav-hnNL—Y - CORETIK. TRY
sufficient test cases for each condition in a SLHEDEEHICONT. EIVSSHHERETE
program decision to take on all possible PigED 1 EES 0D+ RET AN r—IXD\Wh
outcomes at least once. It differs from branch BL5D. TIUF - NNL—DLEBLGDBDIE. HIE
coverage only when multiple conditions must ICEDRTNCEBMOEH DTN NELLZO TS
be evaluated to reach a decision. BEDHTHB
® Multi-Condition Coverage — This criteria ® TIIFaArTaiaAvhNL—Y - CORET
requires sufficient test cases to exercise all (X, TOTSLHEEEICONT, AlRELHEAED
possible combinations of conditions in a BETEERTITHE0D+RETANr—ID\Wh
program decision. BElib,
® Loop Coverage — This criteria requires o JL—TFHhNL—Y - CORETIK. TOTSLD
sufficient test cases for all program loops to £)—T%.0[E. 1[E. 2 E. EHEREL. I
be executed for zero, one, two, and many b, BEMEEIT. IO TEREHERET
iterations covering initialization, typical BIzOD+RETAN T—IADBBELELD,
running and termination (boundary)
conditions.
® Path Coverage — This criteria requires & NRX-ANL—Y - CORETIE, EfTAIRELG TN
sufficient test cases for each feasible path, TNOIRRAPERNRGEE EESNE=TOTS
basis path, etc., from start to exit of a defined LT AU NDERREI ST ET, DS 1A
program segment, to be executed at least ETT5E0D+RETAN T—IABNNELES,
once. Because of the very large number of VIO 7 - TAT S LTHREG/NRIZERIZH S
possible paths through a software program, BB IR BN —VFSEEIZITHEE, —
path coverage is generally not achievable. The BRBIICIERRIBETH D, AR HNL—DDEILE
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amount of path coverage is normally
established based on the risk or criticality of

the software under test.

® Data Flow Coverage — This criteria requires
sufficient test cases for each feasible data flow
to be executed at least once. A number of data

flow testing strategies are available.

Definition-based or specification-based testing is
also known as functional testing or "black-box"
testing. It identifies test cases based on the
definition of what the software product (whether
it be a unit (module) or a complete program) is
intended to do. These test cases challenge the
intended use or functionality of a program, and
the program's internal and external interfaces.
Functional testing can be applied at all levels of

software testing, from unit to system level testing.

The following types of functional software testing

involve generally increasing levels of effort:

® Normal Case — Testing with usual inputs is
necessary. However, testing a software
product only with expected, valid inputs does
not thoroughly test that software product. By
itself, normal case testing cannot provide
sufficient confidence in the dependability of

the software product.
® Output Forcing — Choosing test inputs to
ensure that selected (or all) software outputs

are generated by testing.

® Robustness — Software testing should
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demonstrate that a software product behaves
correctly when given unexpected, invalid
inputs. Methods for identifying a sufficient
set of such test cases include Equivalence
Class Partitioning, Boundary Value Analysis,
and Special Case Identification (Error
Guessing). While important and necessary,
these techniques do not ensure that all of the
most appropriate challenges to a software

product have been identified for testing.

® Combinations of Inputs — The functional
testing methods identified above all
emphasize individual or single test inputs.
Most software products operate with multiple
inputs under their conditions of use.
Thorough software product testing should
consider the combinations of inputs a
software unit or system may encounter
during operation. Error guessing can be
extended to identify combinations of inputs,
but it 1s an ad hoc technique. Cause-effect
graphing is one functional software testing
technique that systematically identifies
combinations of inputs to a software product

for inclusion 1n test cases.

Functional and structural software test case
1dentification techniques provide specific inputs
for testing, rather than random test inputs. One
weakness of these techniques is the difficulty in
linking structural and functional test completion
criteria to a software product's reliability.
Advanced software testing methods, such as
statistical testing, can be employed to provide

further assurance that a software product is
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dependable. Statistical testing uses randomly
generated test data from defined distributions
based on an operational profile (e.g., expected use,
hazardous use, or malicious use of the software
product). Large amounts of test data are
generated and can be targeted to cover particular
areas or concerns, providing an increased
possibility of identifying individual and multiple
rare operating conditions that were not
anticipated by either the software product's
designers or its testers. Statistical testing also
provides high structural coverage. It does require
a stable software product. Thus, structural and
functional testing are prerequisites for statistical

testing of a software product.

Another aspect of software testing is the testing of
software changes. Changes occur frequently
during software development. These changes are
the result of 1) debugging that finds an error and
it is corrected, 2) new or changed requirements
("requirements creep"), and 3) modified designs as
more effective or efficient implementations are
found. Once a software product has been
baselined (approved), any change to that product
should have its own "mini life cycle," including
testing. Testing of a changed software product
requires additional effort. Not only should it
demonstrate that the change was implemented
correctly, testing should also demonstrate that the
change did not adversely impact other parts of the
software product. Regression analysis and testing
are employed to provide assurance that a change
has not created problems elsewhere in the
software product. Regression analysis is the

determination of the impact of a change based on
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BEMOBERLELTRET LD THS,
D) I5—OFERRLMEEDT NV
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([Z75%, EELEYINDITEGEOTRAMNE, BNEE
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(FTIFAEL FDEFRICEO>TY IR 7EZ DD ER
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review of the relevant documentation (e.g.,
software requirements specification, software
design specification, source code, test plans, test
cases, test scripts, etc.) in order to identify the
necessary regression tests to be run. Regression
testing is the rerunning of test cases that a
program has previously executed correctly and
comparing the current result to the previous
result in order to detect unintended effects of a
software change. Regression analysis and
regression testing should also be employed when
using integration methods to build a software
product to ensure that newly integrated modules
do not adversely impact the operation of

previously integrated modules.

In order to provide a thorough and rigorous
examination of a software product, development
testing is typically organized into levels. As an
example, a software product's testing can be
organized into unit, integration, and system levels

of testing.

1) Unit (module or component) level testing
focuses on the early examination of
sub-program functionality and ensures that
functionality not visible at the system level is
examined by testing. Unit testing ensures
that quality software units are furnished for
integration into the finished software

product.

2) Integration level testing focuses on the transfer
of data and control across a program's
internal and external interfaces. External

interfaces are those with other software
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(including operating system software), system
hardware, and the users and can be described

as communications links.

3) System level testing demonstrates that all
specified functionality exists and that the
software product is trustworthy. This testing
verifies the as-built program's functionality
and performance with respect to the
requirements for the software product as
exhibited on the specified operating
platform(s). System level software testing
addresses functional concerns and the
following elements of a device's software that

are related to the intended use(s):

® Performance issues (e.g., response times,
reliability measurements);

® Responses to stress conditions, e.g., behavior
under maximum load, continuous use;

® Operation of internal and external security
features;

® [Effectiveness of recovery procedures,
including disaster recovery;
Usability;
Compatibility with other software products;
Behavior in each of the defined hardware
configurations; and

® Accuracy of documentation.

Control measures (e.g., a traceability analysis)
should be used to ensure that the intended

coverage 1s achieved.

System level testing also exhibits the software

product's behavior in the intended operating
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environment. The location of such testing is
dependent upon the software developer's ability to
produce the target operating environment(s).
Depending upon the circumstances, simulation
and/or testing at (potential) customer locations
may be utilized. Test plans should identify the
controls needed to ensure that the intended
coverage is achieved and that proper
documentation is prepared when planned system
level testing is conducted at sites not directly
controlled by the software developer. Also, for a
software product that is a medical device or a
component of a medical device that is to be used
on humans prior to FDA clearance, testing
involving human subjects may require an
Investigational Device Exemption (IDE) or

Institutional Review Board (IRB) approval.

Test procedures, test data, and test results should
be documented in a manner permitting objective
pass/fail decisions to be reached. They should also
be suitable for review and objective decision
making subsequent to running the test, and they
should be suitable for use in any subsequent
regression testing. Errors detected during testing
should be logged, classified, reviewed, and
resolved prior to release of the software. Software
error data that is collected and analyzed during a
development life cycle may be used to determine
the suitability of the software product for release
for commercial distribution. Test reports should
comply with the requirements of the

corresponding test plans.

Software products that perform useful functions

in medical devices or their production are often

ALEEDIGFRTERT S0, VIR 7RAEENS
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%9 5T AMIIE, Investigational Device
Exemption (IDE)ZF7=(% Institutional Review Board
(IRB)DOEZBNRBELLGEMNELNALY,

TANFIE, TR T8 &LUTAMER (T, BENAG
BEHMETIIENAIRELLSAETXEILT ST
Lo F o TAMNEHZDOLE 2 —B JUEBRFIET, F
=D)Ly ar - TACOFERICHEL-DDET
Bl TAMRIZIS—HHRALIET(EOTE/ERL.
S LEA—%1ToT. VIO 7 DL —RRBIIZARR
TBHIE FRTAIHAVIILBPIZIES KU HLEZY
IhOTT7DITZ—-T—RIE& VI I T HIGZTDH
FITELTLSMNEIDLDFHIBTICANTHLL, TAR
LiR—hE. ®ET 5T AMTEOEHICEESIE S
&

EREES. FEERMFOEECRIDHEEEZRD
VIrII7HRIE ERTHIBENASEL ., CDLIL

Proprietary

Azbil Corporation

52
azbil

4
Lib020-SWValidation_r4.doc




Final Guidance for Industry and FDA Staff

General Principles of Software Validation CDRH

No. Bpp-Lib-020

complex. Software testing tools are frequently
used to ensure consistency, thoroughness, and
efficiency in the testing of such software products
and to fulfill the requirements of the planned
testing activities. These tools may include
supporting software built in-house to facilitate
unit (module) testing and subsequent integration
testing (e.g., drivers and stubs) as well as
commercial software testing tools. Such tools
should have a degree of quality no less than the
software product they are used to develop.
Appropriate documentation providing evidence of
the validation of these software tools for their
intended use should be maintained (see section 6

of this guidance).

Typical Tasks — Testing by the Software

VI REDTANEERT HMRICT AN —E
HHY. BMEMICERSN, D OENTHHLLHERE
IZL. F= STEILETAMERDEHEZRB-T=0HIZ.
YIRITTDTAMY—ILERNTHEL, ThidDY
—LIZIE, HEROYV I I T - FRRY—ILDEHIZ,
AZYMED2—I) - TRAE LUV ZDEDHET AN
AL—RZBMESH B1=0I12, R THER LIz R—bk-
VIR ITT(RSANPRETBENEEND, ZD KD
BY—ILDREF, TAMIREGD YTz 7 E I
EoEWVEDETEHIE, INLDY IR T Y—ILE
FEREMIZHLT/A)T—RLizEWSREE R 9 #E Y]
BXEFHIFLTECEEHITURAD Section 655
Bnll),

HMBMEIRY — VIV TRFEEICESTAE

Developer

® Test Planning o TRNTE

® Structural Test Case Identification o BETAMIT—RELEL

® TFunctional Test Case Identification ® HEET RN —RLVEL

® Traceability Analysis - Testing ® rL—HEYTAHMBLEN—YEY T TRE
— Unit (Module) Tests to Detailed Design — A=YMED1—IL)T AR MRET
— Integration Tests to High Level Design —HETAMHMELAN)LDEEE
— System Tests to Software Requirements —VRT L TRV INIITEY

® Unit (Module) Test Execution ® 1-—yMNED21—IL)TRIDEST

® Integration Test Execution o METAFDELT

® TFunctional Test Execution ® IEETADREIT

® System Test Execution 0 JRTL-TAMDELT

® Acceptance Test Execution o ZTATAMDEST

® Test Results Evaluation o TRMEROE

® Error Evaluation/Resolution o I5—MFHHELAER

® TFinal Test Report o TRMNDRRREE
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5.2.6. User Site Testing
5.2.6. 1—H-HAbDTRE

Testing at the user site is an essential part of
software validation. The Quality System
regulation requires installation and inspection
procedures (including testing where appropriate)
as well as documentation of inspection and testing
to demonstrate proper installation. (See 21 CFR
§820.170.) Likewise, manufacturing equipment
must meet specified requirements, and automated
systems must be validated for their intended use.
(See 21 CFR §820.70(g) and 21 CFR §820.70()

respectively.)

Terminology regarding user site testing can be
confusing. Terms such as beta test, site
validation, user acceptance test, installation
verification, and installation testing have all been
used to describe user site testing. For purposes of
this guidance, the term "user site testing"
encompasses all of these and any other testing
that takes place outside of the developer’s
controlled environment. This testing should take
place at a user's site with the actual hardware
and software that will be part of the installed
system configuration. The testing is accomplished
through either actual or simulated use of the
software being tested within the context in which

1t 1s intended to function.

Guidance contained here is general in nature and
1s applicable to any user site testing. However, in
some areas (e.g., blood establishment systems)
there may be specific site validation issues that
need to be considered in the planning of user site

testing. Test planners should check with the FDA
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Center(s) with the corresponding product
jurisdiction to determine whether there are any
additional regulatory requirements for user site

testing.

User site testing should follow a pre-defined
written plan with a formal summary of testing
and a record of formal acceptance. Documented
evidence of all testing procedures, test input data,

and test results should be retained.

There should be evidence that hardware and
software are installed and configured as specified.
Measures should ensure that all system
components are exercised during the testing and
that the versions of these components are those
specified. The testing plan should specify testing
throughout the full range of operating conditions
and should specify continuation for a sufficient
time to allow the system to encounter a wide
spectrum of conditions and events in an effort to
detect any latent faults that are not apparent

during more normal activities.

Some of the evaluations that have been performed
earlier by the software developer at the
developer's site should be repeated at the site of
actual use. These may include tests for a high
volume of data, heavy loads or stresses, security,
fault testing (avoidance, detection, tolerance, and
recovery), error messages, and implementation of
safety requirements. The developer may be able to
furnish the user with some of the test data sets to

be used for this purpose.
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In addition to an evaluation of the system's ability
to properly perform its intended functions, there
should be an evaluation of the ability of the users
of the system to understand and correctly
interface with it. Operators should be able to
perform the intended functions and respond in an
appropriate and timely manner to all alarms,

warnings, and error messages.

During user site testing, records should be
maintained of both proper system performance
and any system failures that are encountered. The
revision of the system to compensate for faults
detected during this user site testing should
follow the same procedures and controls as for any

other software change.

The developers of the software may or may not be
involved in the user site testing. If the developers
are involved, they may seamlessly carry over to
the user's site the last portions of design-level
systems testing. If the developers are not
involved, it is all the more important that the user
have persons who understand the importance of
careful test planning, the definition of expected

test results, and the recording of all test outputs.

Typical Tasks — User Site Testing

Acceptance Test Execution
Test Results Evaluation

Error Evaluation/Resolution

Final Test Report
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5.2.7. Maintenance and Software Changes
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As applied to software, the term maintenance
does not mean the same as when applied to
hardware. The operational maintenance of
hardware and software are different because their
failure/error mechanisms are different. Hardware
maintenance typically includes preventive
hardware maintenance actions, component
replacement, and corrective changes. Software
maintenance includes corrective, perfective, and
adaptive maintenance but does not include
preventive maintenance actions or software

component replacement.

Changes made to correct errors and faults in the
software are corrective maintenance. Changes
made to the software to improve the performance,
maintainability, or other attributes of the
software system are perfective maintenance.
Software changes to make the software system
usable in a changed environment are adaptive

maintenance.

When changes are made to a software system,
either during initial development or during post
release maintenance, sufficient regression
analysis and testing should be conducted to
demonstrate that portions of the software not
involved in the change were not adversely
impacted. This is in addition to testing that
evaluates the correctness of the implemented

change(s).

The specific validation effort necessary for each
software change is determined by the type of
change, the development products affected, and

the impact of those products on the operation of
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the software. Careful and complete documentation
of the design structure and interrelationships of
various modules, interfaces, etc., can limit the
validation effort needed when a change is made.
The level of effort needed to fully validate a
change 1s also dependent upon the degree to
which validation of the original software was
documented and archived. For example, test
documentation, test cases, and results of previous
verification and validation testing need to be
archived if they are to be available for performing
subsequent regression testing. Failure to archive
this information for later use can significantly
increase the level of effort and expense of

revalidating the software after a change is made.

In addition to software verification and validation
tasks that are part of the standard software
development process, the following additional

maintenance tasks should be addressed:

® Software Validation Plan Revision - For
software that was previously validated, the
existing software validation plan should be
revised to support the validation of the
revised software. If no previous software
validation plan exists, such a plan should be
established to support the validation of the

revised software.

® Anomaly Evaluation — Software organizations
frequently maintain documentation, such as
software problem reports that describe
software anomalies discovered and the
specific corrective action taken to fix each

anomaly. Too often, however, mistakes are
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repeated because software developers do not
take the next step to determine the root
causes of problems and make the process and
procedural changes needed to avoid
recurrence of the problem. Software
anomalies should be evaluated in terms of
their severity and their effects on system
operation and safety, but they should also be
treated as symptoms of process deficiencies in
the quality system. A root cause analysis of
anomalies can identify specific quality system
deficiencies. Where trends are identified (e.g.,
recurrence of similar software anomalies),
appropriate corrective and preventive actions
must be implemented and documented to
avoid further recurrence of similar quality

problems. (See 21 CFR 820.100.)

Problem Identification and Resolution
Tracking - All problems discovered during
maintenance of the software should be
documented. The resolution of each problem
should be tracked to ensure it is fixed, for

historical reference, and for trending.

Proposed Change Assessment - All proposed
modifications, enhancements, or additions
should be assessed to determine the effect
each change would have on the system. This
information should determine the extent to
which verification and/or validation tasks

need to be iterated.

Task Iteration - For approved software
changes, all necessary verification and

validation tasks should be performed to
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UFHEEZRY. XEILTEHIENBRETHSD,
(21 CFR 820.100 28BN, )
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ensure that planned changes are
implemented correctly, all documentation is
complete and up to date, and no unacceptable
changes have occurred in software

performance.

® Documentation Updating — Documentation
should be carefully reviewed to determine
which documents have been impacted by a
change. All approved documents (e.g.,
specifications, test procedures, user manuals,
etc.) that have been affected should be
updated in accordance with configuration
management procedures. Specifications
should be updated before any maintenance

and software changes are made.
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SECTION 6. VALIDATION OF AUTOMATED PROCESS
EQUIPMENT AND QUALITY SYSTEM SOFTWARE
SECTION 6. BE/ 7O tRAMBEREL AT L-YIRIIT DN T—3Y

The Quality System regulation requires that
"when computers or automated data processing
systems are used as part of production or the
quality system, the [device] manufacturer shall
validate computer software for its intended use
according to an established protocol." (See 21 CFR
§820.70(1)). This has been a regulatory
requirement of FDA’s medical device Good
Manufacturing Practice (GMP) regulations since

1978.

In addition to the above validation requirement,
computer systems that implement part of a device
manufacturer’s production processes or quality
system (or that are used to create and maintain

records required by any other FDA regulation) are
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subject to the Electronic Records; Electronic
Signatures regulation. (See 21 CFR Part 11.) This
regulation establishes additional security, data
integrity, and validation requirements when
records are created or maintained electronically.
These additional Part 11 requirements should be
carefully considered and included in system
requirements and software requirements for any
automated record “keeping systems. System
validation and software validation should
demonstrate that all Part 11 requirements have

been met.

Computers and automated equipment are used
extensively throughout all aspects of medical
device design, laboratory testing and analysis,
product inspection and acceptance, production
and process control, environmental controls,
packaging, labeling, traceability, document
control, complaint management, and many other
aspects of the quality system. Increasingly,
automated plant floor operations can involve

extensive use of embedded systems in:

programmable logic controllers;

digital function controllers;

statistical process control;

supervisory control and data acquisition;
robotics;

human-machine interfaces;

input/output devices; and

computer operating systems.

Software tools are frequently used to design,
build, and test the software that goes into an

automated medical device. Many other
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commercial software applications, such as word
processors, spreadsheets, databases, and
flowcharting software are used to implement the
quality system. All of these applications are
subject to the requirement for software validation,
but the validation approach used for each

application can vary widely.

Whether production or quality system software is
developed in-house by the device manufacturer,
developed by a contractor, or purchased
off-the-shelf, it should be developed using the
basic principles outlined elsewhere in this
guidance. The device manufacturer has latitude
and flexibility in defining how validation of that
software will be accomplished, but validation
should be a key consideration in deciding how and
by whom the software will be developed or from
whom it will be purchased. The software
developer defines a life cycle model. Validation is

typically supported by:

® verifications of the outputs from each stage of
that software development life cycle; and

® checking for proper operation of the finished
software in the device manufacturer’s

intended use environment.
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6.1. HOW MUCH VALIDATION EVIDENCE IS NEEDED?

6.1. N)T—a  DFHHLIEDEELEN?

The level of validation effort should be
commensurate with the risk posed by the
automated operation. In addition to risk other
factors, such as the complexity of the process
software and the degree to which the device

manufacturer is dependent upon that automated
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process to produce a safe and effective device,
determine the nature and extent of testing needed
as part of the validation effort. Documented
requirements and risk analysis of the automated
process help to define the scope of the evidence
needed to show that the software is validated for
its intended use. For example, an automated
milling machine may require very little testing if
the device manufacturer can show that the output
of the operation is subsequently fully verified
against the specification before release. On the

other hand, extensive testing may be needed for:

® a plant-wide electronic record and electronic
signature system;

® an automated controller for a sterilization
cycle; or

® automated test equipment used for inspection
and acceptance of finished circuit boards in a

life-sustaining / life-supporting device.

Numerous commercial software applications may
be used as part of the quality system (e.g., a
spreadsheet or statistical package used for quality
system calculations, a graphics package used for
trend analysis, or a commercial database used for
recording device history records or for complaint
management). The extent of validation evidence
needed for such software depends on the device
manufacturer’s documented intended use of that
software. For example, a device manufacturer
who chooses not to use all the vendor-supplied
capabilities of the software only needs to validate
those functions that will be used and for which
the device manufacturer is dependent upon the

software results as part of production or the
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quality system. However, high risk applications
should not be running in the same operating
environment with non-validated software
functions, even if those software functions are not
used. Risk mitigation techniques such as memory
partitioning or other approaches to resource
protection may need to be considered when high
risk applications and lower risk applications are
to be used in the same operating environment.
When software is upgraded or any changes are
made to the software, the device manufacturer
should consider how those changes may impact
the "used portions" of the software and must
reconfirm the validation of those portions of the

software that are used. (See 21 CFR §820.70().)
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6.2. DEFINED USER REQUIREMENTS
6.2. A —HEHKHDEE

A very important key to software validation is a
documented user requirements specification that

defines:

® the "intended use" of the software or
automated equipment; and

® the extent to which the device manufacturer is
dependent upon that software or equipment

for production of a quality medical device.

The device manufacturer (user) needs to define
the expected operating environment including any
required hardware and software configurations,
software versions, utilities, etc. The user also

needs to:

® document requirements for system

performance, quality, error handling, startup,
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shutdown, security, etc.;

® identify any safety related functions or
features, such as sensors, alarms, interlocks,
logical processing steps, or command
sequences; and

@ define objective criteria for determining

acceptable performance.

The validation must be conducted in accordance
with a documented protocol, and the validation
results must also be documented. (See 21 CFR
§820.70(1).) Test cases should be documented that
will exercise the system to challenge its
performance against the pre-determined criteria,
especially for its most critical parameters. Test
cases should address error and alarm conditions,
startup, shutdown, all applicable user functions
and operator controls, potential operator errors,
maximum and minimum ranges of allowed values,
and stress conditions applicable to the intended
use of the equipment. The test cases should be
executed and the results should be recorded and
evaluated to determine whether the results
support a conclusion that the software 1s

validated for its intended use.

A device manufacturer may conduct a validation
using their own personnel or may depend on a
third party such as the equipment/software
vendor or a consultant. In any case, the device
manufacturer retains the ultimate responsibility
for ensuring that the production and quality

system software:

® isvalidated according to a written procedure
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for the particular intended use; and
® will perform as intended in the chosen

application.

The device manufacturer should have

documentation including:

® defined user requirements;

® validation protocol used;

® acceptance criteria;

® test cases and results; and

® a validation summary

that objectively confirms that the software is

validated for its intended use.
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6.3. VALIDATION OF OFF-THE-SHELF SOFTWARE AND AUTOMATED

EQUIPMENT
6.3. HERYI+II7EHBRBZDNIT -3y

Most of the automated equipment and systems
used by device manufacturers are supplied by
third-party vendors and are purchased
off-the-shelf (OTS). The device manufacturer is
responsible for ensuring that the product
development methodologies used by the OTS
software developer are appropriate and sufficient
for the device manufacturer’s intended use of that
OTS software. For OTS software and equipment,
the device manufacturer may or may not have
access to the vendor’s software validation
documentation. If the vendor can provide
information about their system requirements,
software requirements, validation process, and
the results of their validation, the medical device
manufacturer can use that information as a
beginning point for their required validation

documentation. The vendor’s life cycle
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documentation, such as testing protocols and
results, source code, design specification, and
requirements specification, can be useful in
establishing that the software has been validated.
However, such documentation is frequently not
available from commercial equipment vendors, or
the vendor may refuse to share their proprietary

information.

Where possible and depending upon the device
risk involved, the device manufacturer should
consider auditing the vendor’s design and
development methodologies used in the
construction of the OTS software and should
assess the development and validation
documentation generated for the OTS software.
Such audits can be conducted by the device
manufacturer or by a qualified third party. The
audit should demonstrate that the vendor’s
procedures for and results of the verification and
validation activities performed the OTS software
are appropriate and sufficient for the safety and
effectiveness requirements of the medical device

to be produced using that software.

Some vendors who are not accustomed to
operating in a regulated environment may not
have a documented life cycle process that can
support the device manufacturer’s validation
requirement. Other vendors may not permit an
audit. Where necessary validation information is
not available from the vendor, the device
manufacturer will need to perform sufficient
system level "black box" testing to establish that
the software meets their "user needs and intended

uses." For many applications black box testing
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alone is not sufficient. Depending upon the risk of
the device produced, the role of the OTS software
in the process, the ability to audit the vendor, and
the sufficiency of vendor-supplied information, the
use of OTS software or equipment may or may not
be appropriate, especially if there are suitable
alternatives available. The device manufacturer
should also consider the implications Gf any) for
continued maintenance and support of the OTS
software should the vendor terminate their

support.

For some off-the-shelf software development tools,
such as software compilers, linkers, editors, and
operating systems, exhaustive black-box testing
by the device manufacturer may be impractical.
Without such testing — a key element of the
validation effort — it may not be possible to
validate these software tools. However, their
proper operation may be satisfactorily inferred by
other means. For example, compilers are
frequently certified by independent third-party
testing, and commercial software products may
have "bug lists", system requirements and other
operational information available from the vendor
that can be compared to the device manufacturer’s
intended use to help focus the "black-box" testing
effort. Off-the-shelf operating systems need not be
validated as a separate program. However,
system-level validation testing of the application
software should address all the operating system
services used, including maximum loading
conditions, file operations, handling of system
error conditions, and memory constraints that
may be applicable to the intended use of the

application program.
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For more detailed information, see the production

and process software references in Appendix A.
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