HETES:

BZLib-138

3

Scope and Application
& 2B3R—=Y

Guidance for Industry
Part 11, Electronic Records:
Electronic Signatures — Scope
and Application

LLS. Department of Health and Human Services
Food and Drug Administration

Center for Drug Evaluation and Research (CDER)
Center for Biologics Evaluation and Research (CBER)

Center for Devices and Radiological Health (CDRH)
Center for Food Safety and Applied Nutrition (CFSAN)

Center for Veterinary Medicine (CVM)
Office of Regulatory Affairs (ORA)

August 2003
Pharmaceutical CGMPs

S NIGUIDANC S66 T L dee

RS 30E
% 3 202542 A 27 H
%3
N %
% HARA J0E BzLib-138_Part 11 S&A_r3.docx



BEES: BZLib-138

HTES: 3
& Scope and Application
N & BR—Y

[7:5E])

AREIT, FDA 233817 L 72 985 R SC O FIEREAR C97, AFIRRCUT T X etk thic TRt
FIER L= b Dloxt LT, BRREHCER T A VBRSO FHE 2SS T —HINEEELED
DTI,

TR I CTE DT GER BRI LoD F LN, HL ETHLHRER LA E L
T5H5HLDOTT, AEFHRGOHEEZFHIT 2B TIER LD THY . 7 AR SH:
KOS SCE L, BIRRSCUZEE D B3V LI oW TRV - L EH A

FXONEEZ ZHE THTHER L T EE, 7T XM SH R O SHSC#E I, R
EEFIH L2 LICER LT, BRI OOEENECZELTH, 2ROV TIE—
UoBEEEANVERA,

AREIZFREOFRR U OV T, FANCT AR SR ORASHSCGEOERICL D
PRI D DG abRE . i, a -2 oM D FIEIC K DG, KOOI, Hm#E b L
IE&SETWEEEET,

AECZZENLOINRIL, THRLUEESIND Z LD 77,

AREEZEGD, HASHILEDO Y A b (https://bunzen.co.jp) TlL, BEREMIFLEL - B B4 IZE
T LG H A X ADOFRE B L T\ Ed,

AE, RASHICGEOY —E 2AE~OER], 22 A FEIL infol @bunzen.co.jp (ZHBFHE <
I,

[KEDFKFTIZONT]

RIS TR E MR L72SE. () NicEnZzidd L TunES,

MEARLT IOTOIZ, MELZMET D L2 UTEE () ICANTWET, £7-7and” TR 54
HEARERES [ -] | "o CHERONTEHEE AT v a [ /] TRUZHEAENRHY £9, 72
BRI /] 1FZFOFERILTEH /) IZLTWET,

[FRIE] 12T, FRUIAREICOWTOMBAEZTH L TWET,

%3
N =
% HARA J0E BzLib-138_Part 11 S&A_r3.docx



Guidance for Industry

21 CFRPart 11 Scope and Application No. BZLib-138
— B & —
I. INTRODUCTION (530)
II. BACKGROUND (& %) 5
I11. DISCUSSION (£ £%)
A. Overall Approach to Part 11 Requirements (Part 11 ZARIZXT 3 5 RARHI72 T 72 —F)....9
B. Details of Approach — Scope of Part 11 (77 7" 12 —F D Ffl—Part 11 O FHHIH) .......... 10
1. Narrow Interpretation of Scope (15 /H#ETH D FEZELIEFR) cooveeveeeeeeeeeeeeeeeeeeeeeeee e 10
2. Definition of Part 11 Records (Part 11 GEERODIEZE) ...wurrieereenienisineeinsieessisssesensaeenes 11
C. Approach to Specific Part 11 Requirements (FFE D Part 11 B %357 7'm—7)......13
1. Validation (VXU 77720 T 27) oo 13
2. Audit Trail (BEBETEPI) .o 14
3. Legacy Systems (L2 —2 R T A7) oo 15
4. Copies 0f ReCOTds (FLERTD T E™) .coeeeeeeeeeeeeeeeeeeeeee e 17
5. Record Retention (FEERODTREY) cooveeeeeeeeeeeeeeeee et 18
IV. REFERENCES (2% 3C#R) 20
Food and Drug Administration References (FDA DZ 5 STHR) covvvveieceeveeeeeeeee e 20
Industry References (ZEFR D Z3 SCHR) oocvvieieceeieeeee e 20

3
L £
% PASH 35 BzLib-138_Part 11 S&A_r3.docx



Guidance for Industry

21 CFRPart 11 Scope and Application No. BZLib-138
Guidance for Industry!
Part 11, Electronic Records; Electronic Signatures — Scope and

Application

This guidance represents the Food and Drug
Administration’s (FDA’s) current thinking on this
topic. It does not create or confer any rights for or on
any person and does not operate to bind FDA or the
public. You can use an alternative approach if the
approach satisfies the requirements of the applicable
statutes and regulations. If you want to discuss an
alternative approach, contact the FDA staff
responsible for implementing this guidance. If you
cannot identify the appropriate FDA staff, call the
appropriate number listed on the title page of this

guidance.

KIA X AL, B PE Y 71220 T, B
ISR (FDA) OBEDE 2 HERd, KIA
AL, W HE I L TCHHER 2 U T
. HMEZG 20T 55D TiE7e<, FDAX
FAREHET 2 O TIE AR, EHSh 5k
R OBH OB A= R0 . ATAH A
TR EINTZHERDD FEEZHNTH LU,

RABFFIECBE T DMRICONTIE, ATA Z
2 D FEH EAT A FFOFDARE B IR S iz,

HAE T X EXFDAE DN ARG AT, AV A &
VADFEMRIR LTEEREE 5D 0 biit)e & =
AHIZEFETDHZ L,

I. INTRODUCTION (FF3X0)

This guidance is intended to describe the Food and
Drug Administration’s (FDA’s) current thinking
regarding the scope and application of part 11 of Title
21 of the Code of Federal Regulations; Electronic
Records; Electronic Signatures (21 CFR Part 11).2

ARAA X A %, CFR Title 21 Part 11 Electronic
Records; Electronic Signatures (21 CFR Part 11) 20>
HiPH LI 2FDADBIEDE 2 F &R~
HDTHD,

!' This guidance has been prepared by the Office of Compliance in the Center for Drug Evaluation and
Research (CDER) in consultation with the other Agency centers and the Office of Regulatory Affairs at the

Food and Drug Administration.

VRITA & AL, CDER O Office of Compliance 73, 1o FDA &> % —_ & U Office of Regulatory

Affairs L L TIER L72HDTH 5,
2 62 FR 13430
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Guidance for Industry
21 CFR Part 11  Scope and Application

No. BZLib-138

This document provides guidance to persons who, in
fulfillment of a requirement in a statute or another
part of FDA’s regulations to maintain records or
submit information to FDA,? have chosen to
maintain the records or submit designated
information electronically and, as a result, have
become subject to part 11. Part 11 applies to records
in electronic form that are created, modified,
maintained, archived, retrieved, or transmitted under
any records requirements set forth in Agency
regulations. Part 11 also applies to electronic records
submitted to the Agency under the Federal Food,
Drug, and Cosmetic Act (the Act) and the Public
Health Service Act (the PHS Act), even if such
records are not specifically identified in Agency
regulations (§ 11.1). The underlying requirements set
forth in the Act, PHS Act, and FDA regulations
(other than part 11) are referred to in this guidance

document as predicate rules.

ARICEL, ES UIFDARL G O DpartlZ 3517
%, FLEROMERFE P U IFDA~DIFHR O H %
KD 2 B3 AT BT, RiSkOHERFE LY
IXHEE SN RO EZE AT Z L&
HIR L, ZOFE, Part 11 ~DOYERLIS ML 72 -
BT = HA X ATH D, Part 111L, FDA
BHICED bz, kPN TOH L HE
HEOT T, 1Bk, EIE, MERERE, 7— 04
7 B, XHEk S5 E RO ek
M &41%, Federal Food, Drug and Cosmetic Act
(LLF. Act) . K UPublic Health Service Act (LA
. PHS Act) OEAFIZIESEFDAICIRH S NS
BB THIUL, 72 2 Z DGR FDADRE
H CHARMIZRFE S AL TW WLk Th - T
HPart IINEHIND (§11.1), KHA X2 AT
I%. Act, PHS Act, &' (Part 11LI4+?) FDARL
HTED b, IRIEKEL R DE % predicate
rules & FE5S,

3 These requirements include, for example, certain provisions of the Current Good Manufacturing Practice
regulations (21 CFR Part 211), the Quality System regulation (21 CFR Part 820), and the Good Laboratory
Practice for Nonclinical Laboratory Studies regulations (21 CFR Part 58).

3 2D X 5 e BFZIE, 21 CFR part 211, 21 CFR part 820, 21 CFR part 58 &, —#OBLENE £
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Guidance for Industry
21 CFR Part 11  Scope and Application

No. BZLib-138

As an outgrowth of its current good manufacturing
practice (CGMP) initiative for human and animal
drugs and biologics,* FDA is re-examining part 11 as
it applies to all FDA regulated products. We
anticipate initiating rulemaking to change part 11 as a
result of that re- examination. This guidance explains
that we will narrowly interpret the scope of part 11.
While the re-examination of part 11 is under way, we
intend to exercise enforcement discretion with respect
to certain part 11 requirements. That is, we do not
intend to take enforcement action to enforce
compliance with the validation, audit trail, record
retention, and record copying requirements of part 11
as explained in this guidance. However, records must
still be maintained or submitted in accordance with
the underlying predicate rules, and the Agency can
take regulatory action for noncompliance with such

predicate rules.

In addition, we intend to exercise enforcement
discretion and do not intend to take (or recommend)
action to enforce any part 11 requirements with
regard to systems that were operational before
August 20, 1997, the effective date of part 11
(commonly known as legacy systems) under the
circumstances described in section III.C.3 of this

guidance.

Note that part 11 remains in effect and that this
exercise of enforcement discretion applies only as

identified in this guidance.

FDAIZE NHEIES, BEE, KOV
B9 5CGMPA = 7 F 74 %D TV A A, Part
113FDAD 2 TOMHIR SRR MICHEA S b 2
LMD, TORBFEZITo TN EZATH

. TOEMREHRERE S &2, Part 11E2EHT 5
72O OBAED ZBtET 2 WiAHBTH D, R
A H 2 ATIE, FDA7SPart 11005 1 #iH 2 53512
RS 2 &5 Z & &I 5, Part 114 FRfaGt
LTWA R, Part 11— DOELICHOWNT,
TRV S aaEchs, b, KUTA X
VAT 5 X 912, Part 11OLLF OEAR %)
L. A ZHEIT 572008 THIE 2 5 EX

(ECAdAN
o NUF—g2
o EEAFBL
o GIERDIRST

o GFlERD = E—
Lor L., RIEIZH Dpredicate rulestZHEV Y, Gk z
MERFE B R L 2T U R 672002 L ITED
D1X72< . FDAIZZ 9 L7-predicate rules~D i
AR LT, HfRHEEZRD Z LN TE D,
[FR#F] “enforcement discretion” % [ITHk
| . “exercise enforcement discretion”% [#fT%

BET 5] LRLT

E 5T, KHTA X A Dsection IILC.3IT L2k
WAEESE 2, Part 11OFZHH Th H19974-8H20
HEVANZBEH L T\ AT A (—fKiCL
VAT A EMEN TN D) IZOWTHEYTE
BAWEAL., W72 5Part 1HTEEIZOWTE, 2
a2 72O OREEZIRD  CUIEIET
%) BRI,

JE:Part 1114, SHETHEIVEGZTH D, ZD
LB TR RETHDIX, AV A F AR
L72 RIS RE B 5,

4 See Pharmaceutical CGMPs for the 21st Century: A Risk-Based Approach; A Science and Risk-Based
Approach to Product Quality Regulation Incorporating an Integrated Quality Systems Approach at
www.fda.gov/oc/guidance/gmp.html. Contains Nonbinding Recommendations

* FDA OY% A b www.fda.gov/oc/guidance/gmp.html T T iea 2D Z &, Pharmaceutical CGMPs for
the 21st Century: A Risk-Based Approach; A Science and Risk-Based Approach to Product Quality
Regulation Incorporating an Integrated Quality Systems Approach
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Guidance for Industry
21 CFR Part 11  Scope and Application

No. BZLib-138

FDA’s guidance documents, including this guidance,
do not establish legally enforceable responsibilities.
Instead, guidances describe the Agency’s current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the word
should in Agency guidances means that something is

suggested or recommended, but not required.

KA X A G FDAD H A X v ALEF,

ERNCESF T REEEERET DL O TIER

W, LA, MU MYy 7 I HFDADTE
DEZ TR THDOTHY . FrEDHREICIES
DEMHRBIHEZINTORWIRY | &< F THELE
ELTRRENDIRETHD, TAX LV ATH
W5 “should” WHEl L5 3BT, AR X
FHERT D 2 LA EWT 50, ERETRTHO
TIERW,

[FRiE] 7should”id, [~FR&ETHDH] Xk
[~F2%] LERLTW5,
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Guidance for Industry

21 CFRPart 11 Scope and Application No. BZLib-138

II. BACKGROUND (% £)

In March of 1997, FDA issued final part 11
regulations that provide criteria for acceptance by
FDA, under certain circumstances, of electronic
records, electronic signatures, and handwritten
signatures executed to electronic records as
equivalent to paper records and handwritten
signatures executed on paper. These regulations,
which apply to all FDA program areas, were intended
to permit the widest possible use of electronic
technology, compatible with FDA’s responsibility to
protect the public health.

After part 11 became effective in August 1997,
significant discussions ensued among industry,
contractors, and the Agency concerning the
interpretation and implementation of the regulations.
FDA has (1) spoken about part 11 at many
conferences and met numerous times with an industry
coalition and other interested parties in an effort to
hear more about potential part 11 issues; (2)
published a compliance policy guide, CPG 7153.17:
Enforcement Policy: 21 CFR Part 11; Electronic
Records; Electronic Signatures; and (3) published
numerous draft guidance documents including the

following:

o 2] CFR Part 11; Electronic Records;
Electronic Signatures, Validation

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Glossary of Terms

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Time Stamps

e 2] CFR Part 11, Electronic Records,
Electronic Signatures, Maintenance of
Electronic Records

e 2] CFR Part 11, Electronic Records,
Electronic Signatures, Electronic Copies of
Electronic Records

199743 A IZFDAFPart 1 L&A ZFIT L, F
EORPUZIBNT, Bisk, BETFE4H. KO

B RIS SN FEHEE B B MO LD

IR SN FEEBALRAEL AR THEGD

Z NFEHER R LT=, FDADH & 5 EHESYBFIC

WA S D Z OB, AREEOREICKH

LFDADOEBIZEET 5 L o RETFHINZ, &

KRBICHATE A LT 5L 2BXLES

DTHoTz,

19974E8 H DPart 115850, € DR & Eiic >

WTESR, ZRERtE. L UFDADF TEERN

atenm 2N lT BT T2,

FDAIZZ V£ T,

(1) %< OEFHTPart 1T HOWTEERE L, BHE
H 72 IR RIS DWW TR R 2 < T2 D12 R
MR, RO OMmBARE & 262 ER,

(2) Compliance Policy Guide, CPG 7153.17:
Enforcement Policy: 21 CFR Part 11; Electronic
Records; Electronic Signatures % 817 L,

@) UTza0LEE DRI T MIA X AL
FEERITLTE,

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Validation (/N 7 —
>a)

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Glossary of Terms (/]
it 2E)

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Time Stamps (%4 A
R T)

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Maintenance of
Electronic Records (&5 7-7l#R DHEFFEPE)

e 2] CFR Part 11; Electronic Records;
Electronic Signatures, Electronic Copies of

BF iR D2 EF

Electronic Records

—)
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W3
BzLib-138 Part 11 S&A_r3.docx
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21 CFR Part 11  Scope and Application

No. BZLib-138

Throughout all of these communications, concerns
have been raised that some interpretations of the part
11 requirements would (1) unnecessarily restrict the
use of electronic technology in a manner that is
inconsistent with FDA’s stated intent in issuing the
rule, (2) significantly increase the costs of
compliance to an extent that was not contemplated at
the time the rule was drafted, and (3) discourage
innovation and technological advances without
providing a significant public health benefit. These
concerns have been raised particularly in the areas of
part 11 requirements for validation, audit trails,

record retention, record copying, and legacy systems.

ZHLEATORLYEYIZEWT, Part 11TEFD
RO Z > TULT D & 95 el Eh ik =
niz,

1) BrHEHORMZ LB EIZHIRT 20T
72, ZHUTHRNZ 1T T D BRICFDA
DEALIEERE =B LTV,

Q) WETH=HDOa A A, FRAEERNCT
WL7EXY HELLEmLSRDOTIERN
VAR

(3) HHTRCHEATME AR A A, AREAEICER
RERZ BT B ZRNDTIHR D,

BRloNY F— g v BEEGER, FLEkOmE.

FLEkOa—, ROV H I — AT A LT

DX BRBENEETH T,
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Guidance for Industry
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Scope and Application

No. BZLib-138

As a result of these concerns, we decided to review
the part 11 documents and related issues, particularly
in light of the Agency’s CGMP initiative. In the
Federal Register of February 4, 2003 (68 FR 5645),
we announced the withdrawal of the draft guidance
for industry, 21 CFR Part 11; Electronic Records;
Electronic Signatures, Electronic Copies of
Electronic Records. We had decided we wanted to
minimize industry time spent reviewing and
commenting on the draft guidance when that draft
guidance may no longer represent our approach under
the CGMP initiative. Then, in the Federal Register of
February 25, 2003 (68 FR 8775), we announced the
withdrawal of the part 11 draft guidance documents
on validation, glossary of terms, time stamps,’

maintenance of electronic records, and CPG 7153.17.

DX D REREITIN A D X<, FDAlFPart 11 [
A F A EXOEET LMEAZ, FFIC
FDADCGMPA = 7 F 7 OBLHING, LE2—
THZEE LTz, 2003524 OKEEH (68
FR 5645) |ZC, #E/RMT KT 7 "NIA XA,
21 CFR Part 11; Electronic Records, Electronic
Signatures, Electronic Copies of Electronic Records
(BEFFLEOBE T —) OMEIZRER LI,
CGMPA =37 FTDFT, ZORTF 7 MNA X
Y ANFDADT 7 v —F IR DRV AT REME D
T&led, ERMD (RT7 M UAF AL
T 5) LEa—KOa Ay MOBEST R Z
RANBRIZENZ LD LT L2 THD, £D

% . 200342 A 25 H fF ™Federal Register (68 FR
8775) IZHBWT, LAFDPart 11 K77 M A X
ALEORIAIZ L LT,

We received valuable public comments on these draft e vadlidation (\NJ 7= 32)
o glossary of terms (JHiH2E)

guidances, and we plan to use that information to )
o timestamps (54 LX) 3

help with future decision-making with respect to part

int lectroni ds (&1 7ltR
11. We do not intend to re-issue these draft guidance * "g;;gg;; )Ofe celromic recoras (I
documents or the CPG. o CPG7IS3.17 (227 T4 T2 RHKY
— e )

FRRFT T MIA X ACONWTITERRa A

YERFELNATEY, £ OfFHIEPart 1112
B2k BEEREICHAT S L 2FE LT

Wb, FxlZ, TNHEDRT 7 MHA L AL

ELCPGEHFITT 520 D idZe,

5> Although we withdrew the draft guidance on time stamps, our current thinking has not changed in that when
using time stamps for systems that span different time zones, we do not expect you to record the signer’s local
time. When using time stamps, they should be implemented with a clear understanding of the time zone
reference used. In such instances, system documentation should explain time zone references as well as zone
acronyms or other naming conventions.

SHALRZ AT D RT T MUAZ L RIMEBI LTy, RRDHA LY = TETZRD VA
TLDHA BAL L TIZONT, BLEDOWDGFHO =N S A hildkd D 2 & 2R,
EVWIBZTTREDED> TR, A LAZ T HEMT DRI, XA Ly -2k
ML L THO DD ERARICEAE L2 ) X TRETRETHD, 29 LIha, VAT L3CEER
T, HEEETDHA LY = ROZ DAL FHEDORLIEZ LT NE TH D,
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No. BZLib-138

We are now re-examining part 11, and we anticipate
initiating rulemaking to revise provisions of that
regulation. To avoid unnecessary resource
expenditures to comply with part 11 requirements, we
are issuing this guidance to describe how we intend
to exercise enforcement discretion with regard to
certain part 11 requirements during the re-
examination of part 11. As mentioned previously,
part 11 remains in effect during this re-examination
period.

a1 TPart 11 ZFHMRFTH TH Y | ZDORHELNKET
TH7ODOHANEY 2T 2 FPETH D, Part
NEHIZEET D 9 2 TOEERR Y V) —ZADH

ERNEET BN XD, Part LIOFBH 217> TV
5. Part 11— BRIz ONWTIFHRANED L S
WCHITEZRELEL D L LT D00 EHAT

20T, KHA X AERITT D, ik~

WY ZOEBREHEPICE DT HPart 11120
FTHVANTH S,
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Guidance for Industry
21 CFR Part 11  Scope and Application

No. BZLib-138

II1. DISCUSSION (%£%)

A. Overall Approach to Part 11 Requirements (Part 11 E{4 2% 5 2@EH 2T 7 a—F)

As described in more detail below, the approach
outlined in this guidance is based on three main
elements:

e Part 11 will be interpreted narrowly; we are
now clarifying that fewer records will be
considered subject to part 11.

e For those records that remain subject to part
11, we intend to exercise enforcement
discretion with regard to part 11 requirements
for validation, audit trails, record retention,
and record copying in the manner described in
this guidance and with regard to all part 11
requirements for systems that were operational
before the effective date of part 11 (also
known as legacy systems).

o  We will enforce all predicate rule
requirements, including predicate rule record

and recordkeeping requirements.

It is important to note that FDA’s exercise of
enforcement discretion as described in this guidance
is limited to specified part 11 requirements (setting
aside legacy systems, as to which the extent of
enforcement discretion, under certain circumstances,
will be more broad). We intend to enforce all other
provisions of part 11 including, but not limited to,
certain controls for closed systems in § 11.10. For
example, we intend to enforce provisions related to

the following controls and requirements:

TRLCHMICHT 2 L 012, KRIUA X ATk
RET7Ta—FE, LLTFO3 DO EHEAR BRI
><,

e Part 11 [IIEITMIREND, AIH, Zhzx
T XD DR GEERDS Part 11 OISR & R
SNDHZ EEMEIZ LT,

o [FRFITHMIRL CTH) Part 1l OXxIHRE S
DRLERIZOUVT, BLN D Part 11 Z{4:IZES
L, KRHA X ATRE LT L2 128dT%
HET 5,

NYF—ayv
S SIEBR
SR DR
FLERD 2 B —
F72. Part 1IN HANCHEEN L TWo o 2T A
(UFLH = AT A EB WD) 1xF LT,
2 COPart 11 EEIZONWT, FITEEET D,

e predicate rule (235 1F % Fiék X OFLERREF D
TR E S, 4 TO predicate rule 2D
WTEUTT 5,

BERERFEE LT, ATA XU ATHERD X
212, FDADN AT A ET D DI, FFEDPart 11
FHORIIBPESINTND, (HL, LH—v
AT LR, EOYE, FFEDRI FTIEL, ¥
ITHEOFFIL, IVIRFEE 725, ) Eiibsho
A TOPart [1RIAIZOWTIEIEITT o8 0 TH
5, Tbb, §11.1007 B—X RV A7 AIxf
THRED Y hu— Va2 EGHRETHLHN,
FUZIRE S Do TldZawy, flziE, Lo =
v b=V R ORISR D REITHI TR Th
D

é%%% KRt XFE 9
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No. BZLib-138

¢ limiting system access to authorized
individuals

e use of operational system checks

e use of authority checks

e use of device checks

e determination that persons who develop,
maintain, or use electronic systems have the
education, training, and experience to perform
their assigned tasks

o establishment of and adherence to written
policies that hold individuals accountable for
actions initiated under their electronic
signatures

e appropriate controls over systems
documentation

e controls for open systems corresponding to
controls for closed systems bulleted above (§
11.30)

e requirements related to electronic signatures
(e.g., §§ 11.50, 11.70, 11.100, 11.200, and
11.300)

We expect continued compliance with these
provisions, and we will continue to enforce them.
Furthermore, persons must comply with applicable
predicate rules, and records that are required to be
maintained or submitted must remain secure and

reliable in accordance with the predicate rules.

o VAT ANDT I RARAEHEIRD B HENIC
DHRET 5,

o BMEICHEHTAIAT AT = v BT
%,

o MRF = v HET 5D,

o THAARTF v EBET D,

o B VAT LA, MERFER, M
TLHEN, UGB AL HTT D O 2 THE
BRBE. . BREF L TV DLINENE
HIWr 5,

o ETEHD T TOITAITKT 2 EMIL
BLERANDAD, EEDT-XE LI
Tt asT, IhEETFEE5,

o VAT LADONFEERHIOWTHL L= b
1 —/L % BT 5,

o F—TLUATLADIY hu—/ (§
11.30) — FRefERFE TORLIEZ B —X R
VAT LAOaY ha—)LIZXIST A5 H D,

o BTEAIETLEMS: (B §11.50, §
11.70, §11.100, § 11.200 & T § 11.300),

INHOEBEIZOWTHEINETHEY EAT D Z
EEWFLTERY, ZNETHVHUTT D, =6
W2, BT M T Dpredicate rules & 3E5F 95 & &
BT, MERFE B SUTFR AR O B D FLERIT DU
TliX, predicate ruleslZHEWVVEZ R DEFMELZ & 72
HRT TR B0,

B. Details of Approach — Scope of Part 11 (7 7" 1 —F O FEl—Part 11 D& F#E6H)
1. Narrow Interpretation of Scope (18,5515 D P25 72 HERR)

We understand that there is some confusion about the
scope of part 11. Some have understood the scope of
part 11 to be very broad. We believe that some of
those broad interpretations could lead to unnecessary
controls and costs and could discourage innovation
and technological advances without providing added
benefit to the public health. As a result, we want to
clarify that the Agency intends to interpret the scope
of part 11 narrowly.

F & 1 ZPart 11O AHEFHIC DWW THRELAAE T T
L2 aBRL TS, A2 IER IS < iR
WL TWEEB W, 20X ) RIEWEEIRO T
T, AMERa Y b —La X NI DR
WY IPRIRNE D NRFEEITH T E b7
532 &< FROHEINAIES & 1 T )iz
HLDOBRBH T, PE-T, T I CIEFDADPart 11D
P 2RI T 5 B 2 Fio T\ Z &
ZHH LM LIz,

é%%% et XFE 10
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No. BZLib-138

Under the narrow interpretation of the scope of part
11, with respect to records required to be maintained
under predicate rules or submitted to FDA, when
persons choose to use records in electronic format in
place of paper format, part 11 would apply. On the
other hand, when persons use computers to generate
paper printouts of electronic records, and those paper
records meet all the requirements of the applicable
predicate rules and persons rely on the paper records
to perform their regulated activities, FDA would
generally not consider persons to be “using electronic
records in lieu of paper records” under §§ 11.2(a) and
11.2(b). In these instances, the use of computer
systems in the generation of paper records would not
trigger part 11.

Part 11D FHHLFH DO BRZE 72RO T Tl
predicate rulestZ 33\ THEEFE B KD H LD EL
gk, UIFDA~DOFEH DK D BV HFLERIZEI L,
MR L L CEFRATHSEHEHNT 52
EARFIR LA I CPart LI EA SN D, —H.
B RRERIC TV v T U M A i ary
2—HEHHATIHAETH- T, »oEHAIND
predicate rulesD 2 E % Z OO FLFRD M 72 L .
Z OMOFERE W TR RER 21T Ko7
BAE, BmEIE. §11.2(a) KDY §11.2(b) DT T
ROTERONEE L L CEFEsk AL T
5 ElERRSNWTHAAD, ZD XD
G BOFEEAEERT D7o0icarBa—F U R
TLEHANTY, Part LLHEH S e,

2. Definition of Part 11 Records (Part 11 5E4RD E25)

Under this narrow interpretation, FDA considers part
11 to be applicable to the following records or
signatures in electronic format (part 11 records or
signatures):

e Records that are required to be maintained
under predicate rule requirements and that are
maintained in electronic format in place of
paper format. On the other hand, records (and
any associated signatures) that are not required
to be retained under predicate rules, but that
are nonetheless maintained in electronic

format, are not part 11 records.

We recommend that you determine, based on the
predicate rules, whether specific records are part 11
records. We recommend that you document such

decisions.

e Records that are required to be maintained
under predicate rules, that are maintained in
electronic format in addition to paper format,
and that are relied on to perform regulated

activities.

T ORI O T, FDAIX., L TOEFERD
FOER T4 A3Part 11 k5 (Part 11508k XX
Part 11544) &£EZ2TW\W5,

e predicate rule Z/FED T CHEFFEBEN R D 6
ALCTWDELERDS, BB DOME L L TET
A THFRFEE SN TWD D, KHI,
predicate rules D F TRE DKIHR & 7> T
mGtER (ROBEET 5E4) 1. EFF
X CHERFEEE S LTV T, Part 11 Gidk L
T2 B0,

B E DO FLERD Part 11508k & 72 D I,
predicate rules|Z DWW CHIWTTH Z ENEE L
W, Fo, 2O LI E kL TR ER
ZE LU,

e predicate rules O THERFEELA RO HL T
WD REERDS, AECIZ N2 E AT H#E
FEHINTERY, BB oiekns 4
SRDEHEZTT D pre 7z > T D b
D,
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In some cases, actual business practices may dictate
whether you are using electronic records instead of
paper records under § 11.2(a). For example, if a
record is required to be maintained under a predicate
rule and you use a computer to generate a paper
printout of the electronic records, but you nonetheless
rely on the electronic record to perform regulated
activities, the Agency may consider you to be using
the electronic record instead of the paper record. That
is, the Agency may take your business practices into

account in determining whether part 11 applies.

Accordingly, we recommend that, for each record
required to be maintained under predicate rules, you
determine in advance whether you plan to rely on the
electronic record or paper record to perform regulated
activities. We recommend that you document this
decision (e.g., in a Standard Operating Procedure

(SOP), or specification document).

e Records submitted to FDA, under predicate
rules (even if such records are not specifically
identified in Agency regulations) in electronic
format (assuming the records have been
identified in docket number 925-0251 as the
types of submissions the Agency accepts in
electronic format). However, a record that is
not itself submitted, but is used in generating a
submission, is not a part 11 record unless it is
otherwise required to be maintained under a
predicate rule and it is maintained in electronic

format.

e Electronic signatures that are intended to be
the equivalent of handwritten signatures,
initials, and other general signings required by
predicate rules. Part 11 signatures include
electronic signatures that are used, for
example, to document the fact that certain
events or actions occurred in accordance with
the predicate rule (e.g. approved, reviewed,
and verified).

§11.2(a) O F CTRROFLERORIR L LTl itk
L TOSDEDN, FEEROEBOEMIZ L -
THRELGEN D D, HlAIX, predicate rule® |
THEFFEHE R D 5TV D REERICHOWT, a2
Eo—X 2L CTEFLERE M CHIRB L T 5
LD, BEIRGEREZIT BRI OE ik E
WY pre LTWADGE, Mol Tldk < Efid
AL TS ERRTENDS, B,
Part 11738 F S5 & &2 Hllr+ 25 9 2 T,
FDAITHEH O FERR I A ZBEICAN D HEDRH
5o

7€ C, predicate rules?® T CHEFFEEL KD B 1L
TV DHFLERICHONTIL, Bk & ROTLED
EHH AP P L TRIBIR R OIEEZAT 5 D)
AHEANRE L T ZENEFE LV, ZOHHT
FCEAL (B EHESEE FIEE (SOP) oAk

IZT0) LTEBLZEBEELY,

e predicate rules @ | C FDA |[ZE T Tz
s stk (FDA OBz T (B
T TR T 2508 TH D &) FrESh
TWRWEE S ET) (L, EFBXT
FDA M2 LG5 b D L L TYLaeRn
Docket No. 925-0251 [ZZ&IF BN TWVWDH H D
ET5), vk, FOREEENEE S
RS EIE, HEEERIR T2 I ER S
N7=E L TH, Part 11 5Edk & 1372 5720,
B L., & DFLEEDS predicate rule /L—/L D
THEFFE BN R D L, 0B A THE
FEH I TV DA Part 11 Gldk & 70
%

e predicate rules IZ X > TR LN D FEEXE
. A =T x b, ROZEOMO—RN72%E
&R bOE L TERESNCETE
%o BIZIEX. DA NXITT 7 a v
73 predicate rule [ZfE> TiT Iz LWV o F
= AR L E=—, faD EE
OO T 2EFEAIL, Part 11 3
&%,
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C. Approach to Specific Part 11 Requirements (87D Part 11 BZHZx3 57 7 —F)

1. Validation (/XU 75—23 )

The Agency intends to exercise enforcement
discretion regarding specific part 11 requirements for
validation of computerized systems (§ 11.10(a) and
corresponding requirements in § 11.30). Although
persons must still comply with all applicable
predicate rule requirements for validation (e.g., 21
CFR 820.70(1)), this guidance should not be read to

impose any additional requirements for validation.

We suggest that your decision to validate
computerized systems, and the extent of the
validation, take into account the impact the systems
have on your ability to meet predicate rule
requirements. You should also consider the impact
those systems might have on the accuracy, reliability,
integrity, availability, and authenticity of required
records and signatures. Even if there is no predicate
rule requirement to validate a system, in some
instances it may still be important to validate the

system.

We recommend that you base your approach on a
justified and documented risk assessment and a
determination of the potential of the system to affect
product quality and safety, and record integrity. For
instance, validation would not be important for a

word processor used only to generate SOPs.

FDAIZZ v B a— XL AT LD FT— g
(2B D HEE DPart 11EAE (§11.10(a), LN §
1130128\ T (§11.10(a) 2] xd D EM) (12
XL, HITZHET 2, BFIIINETHED, §%
9% 4 C Opredicate rulelZ 1T 53 7 —3 3
B (] : 21 CFR 820.70(1) ' (23 A L 72T
UL BRI, RITA X R E, N T — =
VBT D BMEART D b DO TR,
[FR7E] Part 820: “Quality System Regulation”

§ 820.70: “Production and process controls”

() HICTEREREERIC, avta—2Y
TR T EN)T—RTHZEERDTND,

predicate rule B 2723 9 2 T, AT LANRE
MEEDHEZFFON, ZFBEBIZANT, £AT
AU a—H LV AT LB T — T L0
Dy, KONEOREEAT O AW 5 L D #REET
5o Flo. TNHLDOV AT AN, BRI DHRLEK
K OEL O, IEMEME (accuracy). 1EFEME
(reliability), > 7 7 U7 1 (integrity), # M
(availability), & OVEIEM: (authenticity) (2K IE3
HBIZOWTHZE T RETHDH, VAT L&A
U7 — 3% L5 HED predicate rulel2 72 < &
H, VAT LEANYT— 5 EREBERES
N5,
DLFICESET /e —F 2 RETHZENEEL
AR
o BHMR, XE SNV AT TERAL
N30
o VAT ANRKIFLELHGOME - Zatt
LRERDA T TV T 4 ~OETERIRED
Sl
Bl 21, SOPEAER T 272 DICDOBMERT 5T —
F7atyHizonTid, N7 —va VdEE
TRV THA I,
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For further guidance on validation of computerized
systems, see FDA’s guidance for industry and FDA
staff General Principles of Software Validation and
also industry guidance such as the GAMP 4 Guide

(See References).

L a—H LV AT LADONY F— g DA
PRI A B ZTOWTUE, FDAIZ X 5, guidance
for industry and FDA staff General Principles of
Software Validation, X NGAMP 4 Guide DR
MKOTA X 2RO L (2B &
)

o

2. Audit Trail (EEBZEB)

The Agency intends to exercise enforcement
discretion regarding specific part 11 requirements
related to computer-generated, time-stamped audit
trails (§ 11.10 (e), (k)(2) and any corresponding
requirement in §11.30). Persons must still comply
with all applicable predicate rule requirements related
to documentation of, for example, date (e.g., §
58.130(e)), time, or sequencing of events, as well as
any requirements for ensuring that changes to records

do not obscure previous entries.

FDAIL, a Ea—dNERTHLA DAZ T
T DEEARERNZ B3 2 R DPart 11244 (§
11.10(e), (k)(2) LY §11.3012FHW\ T (§
11.10(e). (k)(2) () T D EA) IZBIL., B
TEHET S, B8 XEICET 544972
2T Opredicate rule B2, ZHLE THVEA L
TR B, BIZIE B (B §
58.130(e) 1) | BEAI, XIXHFESROIEFR E &
CETRFRICIE L, Eoilm AL LG a I 3a0
DANERPMEFTIZ 9D L O LTE R
EA AN

[ER73] Part 58: “Good laboratory practice for
nonclinical laboratory studies” § 58.130: “Conduct of
a nonclinical laboratory study” (e) THC, 7 — %%
HRFICEER . B, B AT 2 L 2RO T
Do
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Even if there are no predicate rule requirements to
document, for example, date, time, or sequence of
events in a particular instance, it may nonetheless be
important to have audit trails or other physical,
logical, or procedural security measures in place to
ensure the trustworthiness and reliability of the
records.® We recommend that you base your decision
on whether to apply audit trails, or other appropriate
measures, on the need to comply with predicate rule
requirements, a justified and documented risk
assessment, and a determination of the potential effect
on product quality and safety and record integrity. We
suggest that you apply appropriate controls based on
such an assessment. Audit trails can be particularly
appropriate when users are expected to create,
modify, or delete regulated records during normal

operation.

Bl ZIX, BA BEZL X%, BEICLVELOIAE
F¥ % 58k 95 & W o Topredicate rule D EA: 73 72 <
LY, FREROIEHIME (trustworthiness) & {5 fEM:
(reliability) Z#EFEIZT H7-DIT, EEAEN A H
WDHD, ETIIMOWEE), FRER, SULTFNEIC
Eotx=2 T 4 HTREMLE TR Z ENEER
G 50, AN A HW5 2 Mo
B2 R Z AN D NE, LFIZESWTIRET S
&L,

e predicate rule ENFIZHE D MFEME,

o BHHR, ELENTLV AT TEAA L

b, KO
o AT ANKIFULELHMLDONE - ek
£ﬁ®4/77)74m®ﬁf%%%@
b7

TOXIBTEAAY MERICHKSE | @Yo
v hue— L EEATS I EERET D, BEATE
X, =@ E OEE L LU OB RGEE A 1
B, EIE, UIHIBRT 2358 ICFRCEE Th 5 &
EBbohs,

3. Legacy Systems’ (L T2r—2 X 7 A))

The Agency intends to exercise enforcement
discretion with respect to all part 11 requirements for
systems that otherwise were operational prior to
August 20, 1997, the effective date of part 11, under

the circumstances specified below.

Part I 1OFEZNH T 5199748 H20H X v wijlz,
PURIZARTRILD FCTBE) L T2y AT ATxE
L Cix. &£ TOPart 11EHIIHOWT, HfTE2#E
‘a_éo

¢ Various guidance documents on information security are available (see References).

O Rt T o

BT Dkkx e A X A3 DH (BB B2),

7 In this guidance document, we use the term legacy system to describe systems already in operation before the

effective date of part 11.

TRIA T ANLETIE, V= AT AL ) HEEIT Part 11 ©FEhA XV Rl

AT LEHT,

IBEE L WY
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This means that the Agency does not intend to take
enforcement action to enforce compliance with any
part 11 requirements if all the following criteria are
met for a specific system:
e The system was operational before the
effective date.
o The system met all applicable predicate rule
requirements before the effective date.
e The system currently meets all applicable
predicate rule requirements.
¢ You have documented evidence and
justification that the system is fit for its
intended use (including having an acceptable
level of record security and integrity, if
applicable).

If a system has been changed since August 20, 1997,
and if the changes would prevent the system from
meeting predicate rule requirements, Part 11 controls
should be applied to Part 11 records and signatures
pursuant to the enforcement policy expressed in this

guidance.

DED ., VAT AN T ORMELE 2T LT
HEED . Part 11OWNR D BRI ONT S| WA
ZHREIT D 72O OPITRIE A IS OB U IT720,

o AT AN [(Part 11) FEZhH XV ATICEEE)
L Cu =,

o AT AN [(Part11) FZH X VAETND,
1 & 45 predicate rule DR FEF: A 72 L
TuN=,

o HIRFRTY AT LAWY T D predicate rule
DOEFEHT- LTV D,

o VATLANEXLUIZMEMBN GE4T 55
G, EOEX 2 VT A KOA T T VT
A DRFBARER L~LIZH D, %) [TAE
LCW5 Z & &Rd 30 S AU RRL L O
HEHAN B 5,

199748 H20 A LARRIZ v AT ADVAEH S TE
D, INDOFEDEENRT AT A Dpredicate rule B4
~OWEZ T TWDEEIL, KTA X2 AR
L 728T 7 8HIHEV, Part 11704% /% OPart 115354,
WZR LT, Partll=2y ba— L x@HTRXETH
Do
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4. Copies of Records (FE#RD = E°—)

The Agency intends to exercise enforcement
discretion with regard to specific part 11 requirements
for generating copies of records (§ 11.10 (b) and any
corresponding requirement in §11.30). You should
provide an investigator with reasonable and useful
access to records during an inspection. All records
held by you are subject to inspection in accordance
with predicate rules (e.g., §§ 211.180(c), (d), and
108.35(c)(3)(i1)).

We recommend that you supply copies of electronic
records by:

e Producing copies of records held in common
portable formats when records are maintained
in these formats

e Using established automated conversion or
export methods, where available, to make
copies in a more common format (examples of
such formats include, but are not limited to,
PDF, XML, or SGML)

FDA[ZFC6k O = & — BRI B9 % K5 E DPart 1132
7 (§11.10 (b) K O® §11.30(23F\ T (§ 11.10 (b)
2 UG58 1T L, BUTEHET L, &
BEPICTERARYDOFEHRT 71 A
MTELLICTRETHD, FHThiFT 248
TOREEkIL. predicate rulesiZHEVVAETER D XI5 & 72
% (B : §211.180(c),(d) T J 0N §
108.35(c)(3)(ii) 1"H21)

[RRiE!'] Part 211: “CGMP for finished
pharmaceuticals”, § 211.180: “Record and Reports -
General Requirements”, (c¢),(d)H(ZHBW\T, Z D
Part CELR S5 eRtek, XIZ D= —id, &
BO—BRLLTCat—shHs, LLTW5,
[FR73:2] Part 108: “Emergency Permit Control”,

§ 108.35: “Thermal processing of low-acid foods

RED.

packaged in hermetically sealed containers”,

(©)3)(ii) HITIHWT, Ean DIV 21T 5 %
HTH L, It 208 A {5 7201244
ARG KR OE T 0t AT SRk E T
52 LaRODTVD,

B RekDa e —L, LTFTOHGETREST 2L
MWEFE LW,
o WKL TWDAR—F T IVENA CTRLkA HERF
FHINTWDIIGE, £Ibiteka i
T 5,
o RN INTZHEVEHG AT AKR— b
FRADBFH ARG A 1X, R aH L,
XU —7e 7 +—~ v~ (PDF, XML,
SGML %) Ta bt —%{Ek+ %,
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In each case, we recommend that the copying process
used produces copies that preserve the content and
meaning of the record. If you have the ability to
search, sort, or trend part 11 records, copies given to
the Agency should provide the same capability if it is
reasonable and technically feasible. You should allow
inspection, review, and copying of records in a human
readable form at your site using your hardware and
following your established procedures and techniques

for accessing records.

WITNDOEETH->TH, 2 —D7 A %F|
ML, GiONE L E®RZROL D ar—D01E
ESILD T ENEE LV, Part 11FLEREZ R,
— b, XIFHAHERED TE 256, TR 240
DEIFIC A RE T HILE, FDAICRtS S =Y
—TCTHREBEO Z ENTED L ICTRETH D,
Fo. EEEN] YA MTBWT, A Fo
— Ry =7 % HW, BEk~DT 7 AIZTOWNTD
N ST FNEE FIEICEW, fidkx . A2
L ENTELHRATELE, LEa2—, kDO=av
—MNTEDHIICTRETH D,

5. Record Retention (FEERDIRE)

The Agency intends to exercise enforcement
discretion with regard to the part 11 requirements for
the protection of records to enable their accurate and
ready retrieval throughout the records retention period
(§ 11.10 (c) and any corresponding requirement in
§11.30). Persons must still comply with all applicable
predicate rule requirements for record retention and
availability (e.g., §§ 211.180(c),(d), 108.25(g), and
108.35(h)).

We suggest that your decision on how to maintain
records be based on predicate rule requirements and
that you base your decision on a justified and
documented risk assessment and a determination of

the value of the records over time.

FREERDIRAF IR T2 Z DFEER & IERED) D
WY HE L X2, ftmaRiET oL 0D
mnu%ﬁ:®1u0@)&o§1hm;kwf (§
11.10 ()iZ]) ®PIST 2 EME) IZxf L, JuTa#E
T5, HEHITINETHEY . #H S 4 Hpredicate
rulelZ BT DRtk a2 & L, FIHFREICT 5 &
OB (] - § 211, 180(c) (d) P T8 108.25(g), §
108.35(h) W7 21) (ZilE A L2 i ude B e,

lm&Wsznfam@mMmmw
§ 211.180: “Record and Reports -
General Requirements”,  (¢),(d)HHIZIBWT, ZD
me%*éhééﬁﬁﬂi%ﬂb@ﬁﬁ@:e
—Z RV OTHELRFICRRTED LD
T HZ EERDTVD

[FR73:2] Part 108: “Emergency Permit Control”,
§ 108.25: “Acidified foods”, (g) HHIZIHWVT, MMt
ﬂﬁﬁmﬂ@%% %t L. %mﬁaﬁ 0)1'%#?%*&)(
W5,
§ 108.35: “Thermal processing of low-acid foods

FDA

pharmaceuticals”,

packaged in hermetically sealed containers”
(h)HIZFBW T, ARERME RS O IEBVLEIZ 51T 5
ROERLEF ORFF 25RO TV D,

FLER A MERFE T 2 I, IS EWRET
LT ERRET D,
e predicate rule Z {4
o BHM, EbLENTLV AT TEAA L
b, AT

o RINZOTC D RCEROAME DI
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FDA does not intend to object if you decide to
archive required records in electronic format to
nonelectronic media such as microfilm, microfiche,
and paper, or to a standard electronic file format
(examples of such formats include, but are not limited
to, PDF, XML, or SGML). Persons must still comply
with all predicate rule requirements, and the records
themselves and any copies of the required records
should preserve their content and meaning. As long as
predicate rule requirements are fully satisfied and the
content and meaning of the records are preserved and
archived, you can delete the electronic version of the
records. In addition, paper and electronic record and
signature components can co-exist (i.e., a hybrid®
situation) as long as predicate rule requirements are
met and the content and meaning of those records are

preserved.

(predicate rule C) R SN D FLERNE T 7 4 —

Yy FTHLLGA., TNa~A /a7 4V A <
A7 4 yia, MEOIFETFEIR, XITHEHE
(7287 7 A VI (PDF, XML, SGML%)
TT—AAT7 3252 La2RRL72L LTS, FDA
TEFEELEZDHOB 0 IE R, FHILINETHE
V. & 7TOpredicate rule EFIZiEA L, Figk i O
UKD A=A L BEREZ RIS D L DI L
7R UL 72 5720, predicate rule BAE 3 5E A TG
7o AL, RREONE L BN RN ZEET—h
AT INTVWBHIRY, ZOREOEFREHIBRL
THELZZR, 51T, predicate rule 73
- S, THNDDFREERONE & ERBIRIZILD
RO, #ROFLER, B itdk, MOBL OELZ R
£ BB, NA 7V y RURAT LY SETHE
L2720,

8 Examples of hybrid situations include combinations of paper records (or other nonelectronic media) and
electronic records, paper records and electronic signatures, or handwritten signatures executed to electronic

records.

S AT Yy RURAT AL LTE, UFOMBEDERD L,
© M CUIMLOIEEFRIA T 4 77) DLk & sk

MOTER LB EA, UL
EfREIc RSN FESES
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IV. REFERENCES (3% X i#R)

Food and Drug Administration References (FDA D23 3CHR)

1. Glossary of Computerized System and Sofiware Development Terminology (Division of Field
Investigations, Office of Regional Operations, Office of Regulatory Affairs, FDA 1995)
(http://www.fda.gov/ora/inspect_ref/igs/gloss.html) 326

2. General Principles of Software Validation, Final Guidance for Industry and FDA Staff (FDA, Center
for Devices and Radiological Health, Center for Biologics Evaluation and Research, 2002)
(http://www.fda.gov/cdrh/comp/guidance/938.html)

3. Guidance for Industry, FDA Reviewers, and Compliance on Off-The-Shelf Software Use in Medical
Devices (FDA, Center for Devices and Radiological Health, 1999)
(http://www.fda.gov/cdrh/ode/guidance/585.html)

4. Pharmaceutical CGMPs for the 21st Century: A Risk-Based Approach,; A Science and Risk-Based
Approach to Product Quality Regulation Incorporating an Integrated Quality Systems Approach (FDA
2002) (http://www.fda.gov/oc/guidance/gmp.html)

Industry References GES& D2 % STHR)

1. The Good Automated Manufacturing Practice (GAMP) Guide for Validation of Automated Systems,
GAMP 4 (ISPE/GAMP Forum, 2001) (http://www.ispe.org/gamp/)

2. ISO/IEC 17799:2000 (BS 7799:2000) Information technology — Code of practice for information
security management (ISO/IEC, 2000)

3. ISO 14971:2002 Medical Devices- Application of risk management to medical devices (ISO, 2001)
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