EEES BZLib-122
HEATES: 0

Annex 11 Computerised System
NV 2 3R

EudraLex
The Rules Governing Medicinal Products in the European Union

Volume 4
Good Manufacturing Practice

Medicinal Products for Human and Veterinary Use

Annex 11: Computerised Svstems

IR A

%o 202242 A 18 H

%0
% At (& BZLib-122_AnnexI1 r0.docx




BEES: BZLib-122

WETES: 0
B Annex 11 Computerised System
N=YH é 13/\0—:)

(ERY |

AZF(L. European Union 23317 L 72 SFEESCOFIFREIR T3, AFERSUIT X%
ARSI TSR L2 b DITKk LT, MRASHICENR T A ABRASHOFRE 215 T
—ERNEEE LD TT,

IR TE AT HEFERUCEEICR D LOBDE LN, H ETHRERLE
EETDHDTYT, AEITHROBMEZMIT L HTIER LIZbDOTHY, 7 XL
BRAS A R ORI S SCE I, FHRRSUCRR D 28720 2 L2 DO W TIRGEW 2 L EH A,

FXONK 2 ZTHE TUHTHERL T EE, 7 AR EH R O St 0E
I, AEEZFIHLZZ EICER LT, BFRIZAOLOEENAELZELTH, ZHUS
ONWTIE—YOFELEEZAVER A,

ARFEICFEHOBER LI OW TR, FFNC T A E ARSI O S SCEOEm I
LD AN H L GEERE, B, a -2 R FIEICL2EE, KOG,
HR b AL L & STV E £,

AREIZGEENINRIL, TERLICEEINDZ ERHY £97,

AKEEZED, RS SGED YA B (https:/bunzen.co.jp) TlL., EBREMIGLEL « & B4 H
CET D HEI A A X ADFIFR A B#E L TWET,

AE HRASHCEOV—ERAE~OEM, = A > M infol @bunzen.co.jp (2 %F
LIS,

[AEoFKIZOWT]
RIS TR Z e L7238 6a. () NicEnERElR LTV ET,

T LD ERITBRERREIC [FUE] L LTERLTHET,

%0
% At (& BZLib-122_AnnexI1 r0.docx



EU Guidelines to Good Manufacturing Practice European Union
Annex 11 Computerised System
No. BZLib-122

H &

Principle 2
1. Risk Management 2
2. Personnel 2
3. Suppliers and Service Providers 3
Project Phase 3
4. Validation 3
Operation Phase 5
5 Data 5
6 Accuracy Checks 5
7. Data Storage 5
8 Printouts 6
9 Audit Trails 6
10. Change control and configuration management 6
11.  Periodic evaluation 7
12.  Security 7
13. Incident Management 8
14. Electronic Signatures 8
15. Batch Release 8
16. Business Continuity 9
17. Archiving 9
Glossary 10
%0

et & BZLib-122_Annex11_r0.docx



EU Guidelines to Good Manufacturing Practice European Union
Annex 11 Computerised System

No. BZLib-122

Legal basis for publishing the detailed guidelines:
Article 47 of Directive 2001/83/EC on the Community
code relating to medicinal products for human use and
Article 51 of Directive 2001/82/EC on the Community
code relating to veterinary medicinal products. This
document provides guidance for the interpretation of
the principles and guidelines of good manufacturing
practice (GMP) for medicinal products as laid down in
Directive 2003/94/EC for medicinal products for
human use and Directive 91/412/EEC for veterinary

use.
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Status of the document: revision 1

NEORT—H A JEYa 1

Reasons for changes: the Annex has been updated in
response to the increased use of computerised systems
and the increased complexity of these systems.
Consequential amendments are also proposed for

Chapter 4 of the GMP Guide.

WETEH © 3 B a— 2 Ly X T LD
MU, TOBMESHELTETNDHT L2%
(F. Annex DUGET 21T~ 72,
HARICHIET 512 DOEEIX, GMP Guide )
@ Chapter 4 [IZDOWTHIBEIN TN D,

[FR7E] EU Guide to GMP I,
https://ec.europa.ecu/health/medicinal-

products/eudralex/eudralex-volume-4_en % D =

&o

Deadline for coming into operation: 30 June 2011
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Principle
JRH

This annex applies to all forms of computerised
systems used as part of a GMP regulated activities. A
computerised system is a set of software and hardware
components which together fulfill certain

functionalities.

K annex X, GMP THLfl S U7 FEICHIH S U
LHH5PHEO I 2 —F LY AT AITH
s,

AV a—H AT I, V7 b =T KO
N=FRT=T7EHEOEATHY, TNLRED
SoT, HOLWREELFERTLLDOTH D,

The application should be validated; IT infrastructure
should be qualified. Where a computerised system
replaces a manual operation, there should be no
resultant decrease in product quality, process control
or quality assurance. There should be no increase in

the overall risk of the process.

TIV = aIN T — NI RETHY
ITA 77 A7 7 F v ILEEHERHE~& T
bbH, FHTIToTWAHEEEZa Va—21k
VAT ATEEHMAT-LEIC, TO/BRLELT
LindnE ., 7 r e A, SO ERGED L~
AR TLRWVWEIIZTRETHDH, rER
DIV AT NI Z DT DK HITTR
X Thob,

1. Risk Management
U227 ER

Risk management should be applied throughout the
lifecycle of the computerised system taking into
account patient safety, data integrity and product
quality. As part of a risk management system,
decisions on the extent of validation and data integrity
controls should be based on a justified and
documented risk assessment of the computerised

system.

AL a—FG AT ADTA T A IV E
LT, BREORE, 7—XAT7VT 4 KO
UROWEZZEICANTY 27 EM A2 AT
RETHDL, VAIVEHRU AT LAO—REL
T, EYMH0H D, CFESNY A7 FHbIC
FESNWT, R F—v 3 VEONT —F DLtk
DI DEHRDOHFPAZRE T XE Th D,

2. Personnel
BB

There should be close cooperation between all
relevant personnel such as Process Owner, System
Owner, Qualified Persons and IT. All personnel
should have appropriate qualifications, level of access
and defined responsibilities to carry out their assigned

duties.

Tt A4 —F—, VAT LA —TF—, Qualified
Person, IT % DB#ES 52 TOHBNEREITH S
TRETHD, ECOHEBRENENOBE %
BATT D70, WEIRERK, 77 8A L%
Fic®, BIE#HL ERTXETH D,
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3. Suppliers and Service Providers
HRE RO —E R T aN o F—

3.1 When third parties (e.g. suppliers, service
providers) are used e.g. to provide, install, configure,
integrate, validate, maintain (e.g. via remote access),
modify or retain a

computerised system or related service or for data
processing, formal agreements must exist between the
manufacturer and any third parties, and these
agreements should include clear statements of the
responsibilities of the third party. IT-departments

should be considered analogous.

=F (ieE. —v AT e F—5)
Z, Ao —F AT ARLHET 5 — 1
ADRMPE, A A M= Mk, A, N T
— bk, (VE—FT77EBAREBEILD) R
SELORESE, LT — MBI T 25 A
EARAEENREEE L2 TOHE="FL DM
IR DINRITIULR B2, T b DREFH

35 =F ORENZ SOV T OMMERFEE 23 T~
ETHhHD, ITEHMLREKREBZLDLETHD,

3.2 The competence and reliability of a supplier are
key factors when selecting a product or service
provider. The need for an audit should be based on a

risk assessment.

32 BERY—E R T uNS F—ERET DY
B HHEE OB R MM EE R R & 72
Do BEEDMLENE DL, VA7 G E4T
W, ZFOFHBIZE SN T RE THh D,

3.3 Documentation supplied with commercial off-
the-shelf products should be reviewed by regulated

users to check that user requirements are fulfilled.

3.3 B R O —F — Tl & &It
SNLHXELLVE2—L, 22— —BRAE
SNTWD Z LM & ThH D,

3.4 Quality system and audit information relating to
suppliers or developer of software
and implemented systems should be made available to

inspectors on request.

34 Y7 by =T ROEESNIZ VAT O
BRI T D ME AT AR VA

L, AREOERP DT TR TED
L TELINETH D,

Project Phase
Pzl b 7x2—X

4. Validation
NY)F— gy

4.1 The validation documentation and reports should
cover the relevant steps of the life cycle.
Manufacturers should be able to justify their
standards, protocols, acceptance criteria, procedures

and records based on their risk assessment.

41 N F =3 YIEROREETIE, 7147
YA I NMZRBITDBETOREERAT v 7% T /3—
TRETH D, WEEFITHDEOFEE, o
kb, AR FIELOGREEICOWT, U
A7 Gz S W TIES M2 R/E 5 X o licd
X Thd,
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4.2 Validation documentation should include change
control records (if applicable) and reports on any

deviations observed during the validation process.

42 NYF— g EICL, EEEHRE GX
MEFOL) RO F— g OB CEIE X
NI OREEZHHXETh D,

4.3 An up to date listing of all relevant systems and
their GMP functionality (inventory) should be
available. For critical systems an up to date system
description detailing the physical and logical
arrangements, data flows and interfaces with other
systems or processes, any hardware and software pre-

requisites, and security measures should be available.

43 2TOMET 5> 2T L KO O GMP e
BT RO —HE (VAT LARIR) 2HE
TRETH D, BERI AT AIHONTIL, &
HDOLAT LT AT Y T ary (R RO
HORLE, 7—% 70—, i AT 07 vt
AL DA UE—T 2 A, N—FRT TRV T
N =TT MBS, BX 2 YT 0 TR
iR TLb0) ZHETARETHD,

4.4 User Requirements Specifications should describe
the required functions of the computerised system and
be based on documented risk assessment and GMP
impact. User requirements should be traceable

throughout the life-cycle.

44 2 —P—FRMAEE TV E2—F LT R
7 LMZER SN OB A LT & TH Y, L
FhEInio U 27 5l & O GMP ~D#ET)S C
TbDETRETHD, TAT7VA 7 VERE
Ta—P—FEREF UL ENTEDL LT
REThD,

4.5 The regulated user should take all reasonable
steps, to ensure that the system has been developed in

accordance with an appropriate quality management

system. The supplier should be assessed appropriately.

4.5 Bt RO —F—i3, HHPLHHNRT
BrZ# L. VAT LANEYR MG AT A
IR > TR SN2 L Z2ERICTRETH
%5, MAEHEITHEUNFHE T ~&E Th 5,

4.6 For the validation of bespoke or customised
computerised systems there should be a process in
place that ensures the formal assessment and reporting
of quality and performance measures for all the life-

cycle stages of the system.

46 WAL LA Ea—2 LT AT LONY F—
TalonWTlE, VAT ATATHA T NLD
BAT=VICBWTRERONT 4 —v A
(ZfEfRT 2720 DR Z EXUTHHE L
THEI T uvRERITHNETHD,

4.7 Evidence of appropriate test methods and test
scenarios should be demonstrated.

Particularly, system (process) parameter limits, data
limits and error handling should be considered.
Automated testing tools and test environments should

have documented assessments for their adequacy.

47 7 ANFAKROT A S F U ARG Th o
T2 BTl EHETRETH D, KT,
VAT A (TrER) NTGRA=FRFE, T —
SZRFEL R 7 — A2 BET & Th D,
HEhT 2 MZHWD Y =L KR OT A MEREEICD
W, ZDOZEMEZ R S b S TR &
HETRETH D,
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4.8 If data are transferred to another data format or
system, validation should include checks that data are
not altered in value and/or meaning during this

migration process.

4.8 T—EAPMDOT —F T —~v v MO TR
T AT SN D GG, BITICK > TTF—4 D
- BRNEbs TN Z EE R T — g
VRV R T RETH D,

Operation Phase
EH 7 =2—X

5. Data
F—H

Computerised systems exchanging data electronically
with other systems should include appropriate built-in
checks for the correct and secure entry and processing

of data, in order to minimize the risks.

ALV a—HLY AT LMY AT AL BT
T — 2 BT D56, VAT HiR/MET S
7o, A OVVER 8 IEfE DD 2 2T
TWAHZLEERTENL N VT = ViEER v
AT DZFH D REThH D,

6. Accuracy Checks
EHEEOF v 7

For critical data entered manually, there should be an
additional check on the accuracy of the data. This
check may be done by a second operator or by
validated electronic means. The criticality and the
potential consequences of erroneous or incorrectly
entered data to a system should be covered by risk

management.

BEEORGWT —XEZFTANTLIHEIL. £
DT —H DEMEIEIZONWTBEINTF = v 7 #4179
REThDH, ZOBEMF =y 7L, ZANHOE
EEDMToTHE WL, N T — Sz E T
72 i W T IToTh L, AT AIC#E
ST —HZRRIEME T — X AT LT=E D
BRE, KEZY 5 2RI, VAZERT
BEHT & Th b,

7. Data Storage
T —Z KM

7.1 Data should be secured by both physical and
electronic means against damage. Stored data should
be checked for accessibility, readability and accuracy.
Access to data should be ensured throughout the

retention period.

71 T —Z IR K OVE A 72 B Ol 51T K
S>THENLRET RETH D, ST
HT AN, TITRBATE, ieZl LR TE,

MOEMETHDLZLET v 7T XETHD,

REHRITIX, T X ICHEEICT 7B ATER
FAUTTR 7220,
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7.2 Regular back-ups of all relevant data should be
done. Integrity and accuracy of backup data and the
ability to restore the data should be checked during

validation and monitored periodically.

72 RTCOET —Z1X, EFICANY 7T v
TRETHD, NI T v T T —FOEEMEK
OIEfEME, WNCT —# 2@ eTEH 2 L%,
NYF =g VRHCHERT 5 L &bz, EHRY
IZE=H—FT & THD,

8. Printouts
U7 T b

8.1 It should be possible to obtain clear printed copies

of electronically stored data.

1 EFHNHMN SN2 T — Z IO TR 72
FIpl 2 B —Z2 B o K91 R&ETH D,

8.2 For records supporting batch release it should be
possible to generate printouts indicating if any of the

data has been changed since the original entry.

82 Ny F U U —AZHWrd 572D DFEEIZ OV
T, BAIDATIRGEIN ST — X DEER B 1=
WE I MDERTIEREAMCTE D L) ICT &
Th b,

9. Audit Trails
REATRIEBR

Consideration should be given, based on a risk
assessment, to building into the system the creation of
a record of all GMP-relevant changes and deletions (a
system generated "audit trail"). For change or deletion
of GMP-relevant data the reason should be
documented. Audit trails need to be available and
convertible to a generally intelligible form and

regularly reviewed.

GMP (ZBE#E T 52 TOERE - HIBRIZ OV TORE
Fk (VAT DAEROERGEYN) % AT 2 e
VAT NIED 2 E D E Y A 7RI
KW THRFTTR&ETHDH, GMP ([ZBHET HE
B HIBRICOW TR, BRbRESNHRET
b5, BEAEPNI. WOTHRATE, kW
(ZHFETE D IRICERATRE T, EHIC L &
2a—INDLUERDH D,

10.
EREH R EH

Change control and configuration management

Any changes to a computerised system including
system configurations should only be made in a
controlled manner in accordance with a defined

procedure.

OB a— LY AT ATKTT BN BT
(VAT LR OEF #5Te) LEHINZS
BT, ERINTETFIEICHESTITHORETH

%)o
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11. Periodic evaluation
TE H AT

Computerised systems should be periodically
evaluated to confirm that they remain in a valid state
and are compliant with GMP. Such evaluations should
include, where appropriate, the current range of
functionality, deviation records, incidents, problems,
upgrade history, performance, reliability, security and

validation status reports.

AL Ea—H b AT AEEMICEGL, Z
NWOHDNEHIREETH Y GMP IZHEILL T\ % 2
LEMERTRETH D, ZOL D BRFHiiziE,

VELZIS UC, BIEOBRERIFE, Mlhisisk, «
YTV, W8, Ty 77— KK, N7
F—~ A gHENE, X2 VT4 RNYTFT—
va VREBOREENETEND,

12. Security
X207+

12.1 Physical and/or logical controls should be in
place to restrict access to computerized system to
authorised persons. Suitable methods of preventing
unauthorised entry to the system may include the use
of keys, pass cards, personal codes with passwords,
biometrics, restricted access to computer equipment

and data storage areas.

12.1 a2 Ea—2 by AT L~DT 71 A% HE
RO 2 FIHIRT D76, WERA/ GRS B
ERITORETHD, MREFIZR2NEICED
VAT LSDT—H NS &P D T2 DY)
RFEELTE, F—, RNAI— R, RRAT—
Rff&D/NN—YFra—R SAFAKN) 7
A, ALY 2 — HIEKR K OT — Z FEANEEE D &
HFF~DT 7 & AHIRENH 5,

12.2 The extent of security controls depends on the

criticality of the computerised system.

122 EXa U5 4 GEOBE Xz Ea—21{k
VAT ADOEBEEIZKD,

12.3 Creation, change, and cancellation of access

authorisations should be recorded.

123 77 B AMERO AR, 228, B E LI
IR TRETH D,

12.4 Management systems for data and for documents
should be designed to record the identity of operators
entering, changing, confirming or deleting data

including date and time.

124 T—F K OXLELZEHRTLHVAT AL, T
— X DANT], BHE, MR, HIBREZAIT O BlEE %
HAF » BRI & CRidkd 2 K O ICEGHT_& T
»H5D,
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13.  Incident Management
AT VER

All incidents, not only system failures and data errors,
should be reported and assessed. The root cause of a
critical incident should be identified and should form

the basis of corrective and preventive actions.

AV T U ME, VAT AEEST AT —
(RS, ETHEL, Ml ~& THD, &E
KipA T 2 MToOWTIR, BOFKZ%EE
1E®, ZNEREIE - THHEEICESLTHRET
b,

14. Electronic Signatures
BFEA

Electronic records may be signed electronically.
Electronic signatures are expected to:
a. have the same impact as hand-written signatures

within the boundaries of the company,
b. be permanently linked to their respective record,

c. include the time and date that they were applied.

EFRFA~OBL TR LOTL LV, B
FELICONCHUT ARG S N2,

a RO P TR E B4 LAEOHRE LT
%

b E A ST RLERITR BRI T STV D

c. BAETOILLEDARNREZENTND

15. Batch Release
NRyFIJIJ—2A

When a computerised system is used for recording
certification and batch release, the system should
allow only Qualified Persons to certify the release of
the batches and it should clearly identify and record
the person releasing or certifying the batches. This

should be performed using an electronic signature.

g B a—X Y AT A% certification//N v F U
UV — R %Sk T D7 DITHN D54
IX Qualified Person D733y F U U — 2 %
certify T& 2 L2, NyF&2I U —AXIZL
certify L7 ZHIMEIZERI L, FLdkd & Th
o ZIUFBEBTFBEBAICLIVITORETHD,
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16.  Business Continuity

YR A ks

For the availability of computerised systems
supporting critical processes, provisions should be
made to ensure continuity of support for those
processes in the event of a system breakdown (e.g. a
manual or alternative system). The time required to
bring the alternative arrangements into use should be
based on risk and appropriate for a particular system
and the business process it supports. These
arrangements should be adequately documented and

tested.

BEEEOB W BEAZZRTHa s Ea—H
B AT LORAED -0, ¥ AT LHSikE
L7cme b 7 e ARG L THAR— |k
ENDHEHIWHTRETHD B FEIEIX
REAT L) . (HELTHL] Zhboxt
REFATICB T ETICET AKX, U AZIZ
HEOE, YUV AT LRV AT LABRZHET 5
¥ e R LETR LD LT RETH

Do ZNHORRITHETNILENL, T AT
RETH D,

17. Archiving
e

Data may be archived. This data should be checked
for accessibility, readability and integrity. If relevant
changes are to be made to the system (e.g. computer

equipment or programs), then the ability to retrieve

T—F% BIAT4TIZ) T—HAT7LThH &
W, ZO [(T—hAT L) T—21E WH

PEe BEeth « AT 7 VT 4T =y 7 §&

Thd, VAT B 2B a— 2RO

the data should be ensured and tested. nryZ L) EERTLHGE, T X R0 HT
IEMTEDLZLEMEIZL, (FDZ %]
TARLTEIRETHS,
9 %o
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Glossary

2hH
3]=]

Application: Software installed on a defined

platform/hardware providing specific functionality

TV =gy BEOLNTT Ty N T —
LIN—=FR7 =7 BIZA VA b= ENT=Y 7 b
T ThY ., FEDOHKEEIZMT S

Bespoke/Customized computerised system: A
computerised system individually designed to suit a

specific business process

HAB LA 22— AT I FFEDFERS
7t RZELETEMICERE SN2
— XL AT I

Commercial of the shelf software: Software
commercially available, whose fitness for use is

demonstrated by a broad spectrum of users.

HRY 7 b7 c HIRENTWDE Y 7 F 7=
TTHY . %ﬁ@n—%~ﬁﬂ%bfné:&
M, FIHICELTWS EEZ NS

IT Infrastructure: The hardware and software such as
networking software and operation systems, which

makes it possible for the application to function.

ITAYT7TANTIF XY : T7TVr—a R
HRET A ENTEDLEITTHZDDORY b
J—7 V7 T, OSHEDON—KRT7 =7 K
VYT R T

Life cycle: All phases in the life of the system from

initial requirements until retirement including design,

FTATHA TN N OBIRERNLIBEE T
DUVATIEDTAZIIBITAHETCDT =— AT

availability, and maintenance of a computerised
system and for the security of the data residing on that

system.

specification, programming, testing, installation, b GG R, eI I TR,
operation, and maintenance. RiE, EH, RSP EED

Process owner: The person responsible for the Tt Ag—F—  EHE o RATHONWTEE
business process. EREOHE

System owner: The person responsible for the VAT AL —F— ar B a—H{LT AT LD

A FME N ORSE, WY AT AT ST
WHT—=HZDEX2 T 4IZOVWTEFEZAD

o

Third Party: Parties not directly managed by the
holder of the manufacturing and/or import

authorization.
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