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Legal basis for publishing the detailed guidelines:
Article 47 of Directive 2001/83/EC on the Community
code relating to medicinal products for human use and
Article 51 of Directive 2001/82/EC on the Community
code relating to veterinary medicinal products. This
document provides guidance for the interpretation of
the principles and guidelines of good manufacturing
practice (GMP) for medicinal products as laid down in
Directive 2003/94/EC for medicinal products for
human use and Directive 91/412/EEC for veterinary

use.

AT A BT A U EFATT D 72O OIERIRAL
b MATEELRGIZET 2 ECHAITH 57 «
L7 T 4 7 2001/83/EC 5 47 TE K OBh# F [ 3K 5
BT 2 ECHAICH T 4 L7 T 47
2001/82/EC #; 51 XH, AICFEIL, b MrlfEHE,
OO DO GMP Zit#i LT 4 V2T 47
2003/94/EC J O RIEZHL S D 723D D GMP Z i
W L7=T 4 V7T 47 91/412/EEC DJFHI K g
FHZOW TR Z 1Rt 2 b D TH D,

Status of the document: revision 1

YEORAT—ZA YBT3 1

Reasons for changes: the Annex has been updated in
response to the increased use of computerised systems
and the increased complexity of these systems.
Consequential amendments are also proposed for

Chapter 4 of the GMP Guide.

ETE - 3 B a— 2By AT LMY
ML, TOBEMESPHELTETNDLI L e%
7. Annex DWET Z1T-> 7,

BURISHIE T 2 72 DOEIEIX, GMP Guide
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[FR7E] EU Guide to GMP I,
https://ec.europa.eu/health/medicinal-

products/eudralex/eudralex-volume-4_en % S/ D =
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Deadline for coming into operation: 30 June 2011
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Principle (A

This annex applies to all forms of computerised
systems used as part of a GMP regulated activities. A
computerised system is a set of software and hardware
components which together fulfill certain

functionalities.

A annex |%, GMP THIHI S A 7IEENCHIH S
HHHDHBED AL E 2 — LT AT AT
Hahs,

A2 —F AT AT, VT MU =T KR
N= R =T EHMOEETHY ., TRENED
SoT, HOWELFEHTLLDOTH S,

The application should be validated; IT infrastructure
should be qualified. Where a computerised system
replaces a manual operation, there should be no
resultant decrease in product quality, process control
or quality assurance. There should be no increase in

the overall risk of the process.

TV = a 3N T =M RETHY |
ITA > 7T AT 7 F ¥ EsEMT~& T
HbH, FEITIToTWAIEEZ L Ea—2ik
VAT ATEEIWMAT-EOICRLSE, ek
AR, UTSERFEDO L_ABNETFT5 K9
R EDRHOTITRBR, Tt XD
RYAIPHERTLHZEDORNEIITTRET
b b,

1. Risk Management (U X 7 &)

Risk management should be applied throughout the
lifecycle of the computerised system taking into
account patient safety, data integrity and product
quality. As part of a risk management system,
decisions on the extent of validation and data integrity
controls should be based on a justified and
documented risk assessment of the computerised

system.

AU 2 —FMV AT LDTA TYA T IV
LT, BEOLE, T—HAT 7 VT 4 KO
RS OWEEZBEICANT Y A7 EFH A
RETHD, VAIVERI AT LAO—ERE L

T, EYM0HD, LFE SN R 7T ER
AV MZEDSNT, NV TF—=va VRO —X
AT VT 4 ay ha—LOFHERET N
XThb,

2. Personnel (ZE)

There should be close cooperation between all
relevant personnel such as Process Owner, System
Owner, Qualified Persons and IT. All personnel
should have appropriate qualifications, level of access
and defined responsibilities to carry out their assigned

duties.

Tav AL —F, VAT LA —F, Qualified
Person, IT % DRE T 54 TOEEITEREITH )
TRETHDH, TNETNOWBEZHITTEDH X
JIC, ETOHEIC, @HYREK, 77 EAL
b, EO LN HERMAAZ R -ED X o7
REThHD,
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3. Suppliers and Service Providers (t##& X O —E 2 7 m /31 ¥)

3.1 When third parties (e.g. suppliers, service
providers) are used e.g. to provide, install, configure,
integrate, validate, maintain (e.g. via remote access),
modify or retain a computerised system or related
service or for data processing, formal agreements
must exist between the manufacturer and any third

parties, and these agreements should include clear

30 Ay Ba—X by AT ARCEET 50— R
DFefe /A A =V ERGRE S N
FT—hr/ (VE— T 7 ARHE :ié)%
SEOERREE, XTI =

(&%%\#fo7nﬂ4ﬁﬁ)%ﬂ%¢5
A, BLEEE LA TOEHE =F L ORICIER
ERDINBRITIT R 6720, b0

key factors when selecting a product or service
provider. The need for an audit should be based on a

risk assessment.

=3
III =
statements of the responsibilities of the third party. IT- | B EZILE —F OKRENZ DOV T O LFLR %
departments should be considered analogous. BLRETH DL, ITHMLREKEBZEZHXET
b5,
3.2 The competence and reliability of a supplier are | 3.2 fiL X |T— X T a (4 X 2R ET HY;

. BERGE OREN) R OMERAVE DS B E R 2EIA & 7
OME#M%WkOﬁ@ VAT EAA
b GRER) 2D

3.3 Documentation supplied with commercial oft-
the-shelf products should be reviewed by regulated

users to check that user requirements are fulfilled.

3.3 B RO —Em i, & &b IlcR it X
NALEGR 1L Ea—1L, 2—FERNE-
éﬂfb\é:k%ﬁﬁmuj‘/\%wc&)é

3.4 Quality system and audit information relating to
suppliers or developer of software
and implemented systems should be made available to

inspectors on request.

34 V7 by =T ROFEINIZ AT LD
F/PREFEICEAT HME Y AT AR OO

Wik, EREOERNH 72 L Z IR TED
EoltLTBRETHD,

Project Phase (7no =7 + 7 =2 —X)

4. Validation (XY 5 —v 3 V)

4.1 The validation documentation and reports should
cover the relevant steps of the life cycle.
Manufacturers should be able to justify their
standards, protocols, acceptance criteria, procedures

and records based on their risk assessment.

4.1 N T —3 g ICEER R OVl T
. A4 7V A7 NMZBITHETOREEAT v
T NN—FT RETh D, MEXEEITIADED
e, 7' b, AR, FIEK OGLERIC
DONT, VA TEAAL N ER] 2SN
TEY4MERED L ICTRETH D,
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4.2 Validation documentation should include change
control records (if applicable) and reports on any

deviations observed during the validation process.

42 NYF—a UIEERHIX, ¥ ar e
—LitEk GEUBFDOL) KON FT—v g D
W CHEINT-AOBE LS D HIXTh
%R

4.3 An up to date listing of all relevant systems and
their GMP functionality (inventory) should be
available. For critical systems an up to date system
description detailing the physical and logical
arrangements, data flows and interfaces with other
systems or processes, any hardware and software pre-

requisites, and security measures should be available.

43 2TOMET DT AT LR OE D GMP HEHE
BT 2RO ER AT LAE) 2HE
TRETHD, BERVAT AIHONTIL, &
HOVAT LT AT ) T gy (ML OG
HOEE, 7—¥7n—, i AT LA/ T etk
ALDAUHE =T oA A, N—K7 =T KRV
7Ny TICETAMESRME, X2 VT4
KREitik35b0) HETRETH D,

4.4 User Requirements Specifications should describe
the required functions of the computerised system and
be based on documented risk assessment and GMP
impact. User requirements should be traceable

throughout the life-cycle.

44 2—VERMFEE T Ea—F Lo 2T
LMZERINDHRER ST & ThH Y, GE
b2V A7 TEARX L RO GMP ~D 5%k
IR b DT RETHDH, T4 7 A7
ZELCa—VPERETULZENTEDH LD
2T R&ETh D,

4.5 The regulated user should take all reasonable
steps, to ensure that the system has been developed in

accordance with an appropriate quality management

system. The supplier should be assessed appropriately.

4.5 Hfidga—ViE, 5055 FER %
L. VAT ARHEUREER Y AT AT
STHRBINTEZ LEHBFEICTRETH D, it
MEITEYNCT EARA S P ERETH D,

4.6 For the validation of bespoke or customised
computerised systems there should be a process in
place that ensures the formal assessment and reporting
of quality and performance measures for all the life-

cycle stages of the system.

4.6 ¥FE/ W AHF ha L B a—Z Ly AT LD
V7 —2a T VAT ATA T A7 0D
BAT—VICBWTHER NN T +—<  AD
(7=DIZEEUT2) Hk%E, meFic, EXcTr &
AAbL, MOHET L7 08 22T 5~
XThb,

4.7 Evidence of appropriate test methods and test
scenarios should be demonstrated.

Particularly, system (process) parameter limits, data
limits and error handling should be considered.
Automated testing tools and test environments should

have documented assessments for their adequacy.

47 7 A MFRKLOT A v F U AR@EYTH -
Tl LTl HET & Th D, FriT,

VAT L (FrkR) RTA—ZEFE, T—
H RSB R N7 — PR E B E T RETH D,

HEH7 A MY — /L KT A FERERIZOW T,

FORUMAETRT T v AR L MR AE HE T
xThd,
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4.8 If data are transferred to another data format or
system, validation should include checks that data are
not altered in value and/or meaning during this

migration process.

48 T—HE2MDOT =% T —~< v h XD
AT MIBATT 256, BITICL > TTF—4 0
AL (L) BEENZEDS TN RN & &N
V7 —va X VHERTRETH D,

Operation Phase GEf 7 = —X)

5. Data (7—%)

Computerised systems exchanging data electronically
with other systems should include appropriate built-in
checks for the correct and secure entry and processing

of data, in order to minimize the risks.

A 2 —H LT AT AR AT AL E A
T =2 BT o856, AT R/MET 5
eIz, T —Z AT OB DS IEfED DL 42T
TONTNWDLZ EERTENL IV F =y 7B
BEZ VAT MR- E L RETH D,

6. Accuracy Checks (EftEDTF = » 2)

For critical data entered manually, there should be an
additional check on the accuracy of the data. This
check may be done by a second operator or by
validated electronic means. The criticality and the
potential consequences of erroneous or incorrectly
entered data to a system should be covered by risk

management.

BEEOR\T — X &% FCANTLHEIL, £
DT —H DEMIEIZ O TIEINTF = v 7 2479
REThDH, ZOEMT =y 7iE, ZAHOHE:
EEMT-oThEnL, NUTF— S8

W72 7 iEE RV TITo Th LV, VAT AICHE
ST —H IR IEMER T — 2 2 NS LI E
DERS, KEZ D 5 5ERIT, VAZEHR
THRIGTRETH D,

7. Data Storage (77— % ¥#0)

7.1 Data should be secured by both physical and
electronic means against damage. Stored data should
be checked for accessibility, readability and accuracy.
Access to data should be ensured throughout the

retention period.

7.1 WERE R OVE AR T O FBIC L 5> TT —#
FHRENLRETRETH D, KIS TWD
T—EN, T EATE, el LN TE, 2
DIEETHLZ 2T =y 73T XETHDH, &
FHMAEBCC, T—XITHEEICT 7 EATE
RFIER B,

7.2 Regular back-ups of all relevant data should be
done. Integrity and accuracy of backup data and the
ability to restore the data should be checked during

validation and monitored periodically.

72 ETOMET —X 3, EPNCAy T v
TRETHD, NI T T T—EDA T T
U7 1 - IEfEtE, KOV — X 20T 518
BN TF—va VT oy s THELED
2, EHICER T RETH D,
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8. Printouts (Z7V > 77 b)

8.1 It should be possible to obtain clear printed copies

of electronically stored data.

8.1 BAHITKEIM SN T=T —ZIZDOWTILEEH 7
Fifl2 B —Z2Hh 2 Lot _&Th 5,

8.2 For records supporting batch release it should be
possible to generate printouts indicating if any of the

data has been changed since the original entry.

82 Ny F VU —RX&HWrT 57 dDiieks L
T, O AN SNTZEN ST — X DEERH
ST E I D E R TEREZFHRTE S L 52T
NEThs,

9. Audit Trails (&ZFEHF)

Consideration should be given, based on a risk
assessment, to building into the system the creation of
a record of all GMP-relevant changes and deletions (a
system generated "audit trail"). For change or deletion
of GMP-relevant data the reason should be
documented. Audit trails need to be available and
convertible to a generally intelligible form and

regularly reviewed.

GMP [ZB# T 5 2 TOEHE - HIFRIZ OV TOR
FROER BERE) (3 AT AMERR LT BEAEE
BR) & AT BED N E I EY AT
TAA L MZHESWTHRETT & THDH, GMP
(B D E HIBRICOW T, BRAG Rosk
INDHRETHD, BEIAIL, WO THFIA
TX, FICHHE T E 2 RUCE B ATEET, 2
OEMIZL E 2 —THH0ENRH D,

10.

Change control and configuration management (£¥ = > k v—/L L #BEE)

Any changes to a computerised system including
system configurations should only be made in a
controlled manner in accordance with a defined

procedure.

A 2 —H LT AT AT DV HEE
(VAT DR EDER 2 Ete) b, 2 b
2—/L I HIEIZ LD, B b FIRICHE
STDORITIRETH D,
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11. Periodic evaluation (Z#134fh)

Computerised systems should be periodically
evaluated to confirm that they remain in a valid state
and are compliant with GMP. Such evaluations should
include, where appropriate, the current range of
functionality, deviation records, incidents, problems,
upgrade history, performance, reliability, security and

validation status reports.

A2 —H LV AT A EEMICEHMa L, &
NBEZZRETH Y GMP ICHEILL TV B 2 &
EHERTRETHD, 20X ) 7RiHEEHIC

X, BUEOKERERIPH, BMGEEk, (7

N WM, 7y 77— RREE,
A, FEME, X2 VT A RO F—2 g
WREOHMEED S BLSTHHLONEEND,

INT F—

12.  Security (E*x=Y7 1)

12.1 Physical and/or logical controls should be in
place to restrict access to computerized system to
authorised persons. Suitable methods of preventing
unauthorised entry to the system may include the use
of keys, pass cards, personal codes with passwords,
biometrics, restricted access to computer equipment

and data storage areas.

12.1 2 Ea—FtT AT A~DT 7825
Al SN HICHIBRT D720, B RO (X
X)) WEMR O he— L AR HRETH
Bo TASNBNEIZEID VAT A~DT —X
AN ZBG LT D720t e ke LT, F
—, RNAB— R, RNRATU—=RfFED—VF L
a— RN, ARGERE, arEa—2iR e F—X
FEANIEE DR BT ~D T 7 & AR 3 &
5,

12.2 The extent of security controls depends on the

criticality of the computerised system.

122 X2 UF a3y ha— LORE T E
2—H AT LADOEEEICHK S,

12.3 Creation, change, and cancellation of access

authorisations should be recorded.

123 7 7 & AHERD LR,
ILFLERICFRE T REThH B,

A, KOHDHL

12.4 Management systems for data and for documents
should be designed to record the identity of operators
entering, changing, confirming or deleting data

including date and time.

124 7—=2 ROLEZEHT LI AT HIE, 7
— 2 DN TR  HIBREAT O R &
HAT « BRZIT & TREBT 2 & D ITRREHTR& T
H%,
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13. Incident Management ( > 7 v~ FEE)

All incidents, not only system failures and data errors, | 1~ 7 ¥ MM, VAT AEEST —F =T —
should be reported and assessed. The root cause of a RS, RTHEL, TEARXA L MFRET
critical incident should be identified and should form | &%, ERZRA > 27 > MIOWTIE, AR
the basis of corrective and preventive actions. XD, FNERIE - PRIEEICHE T
LHRETHD,

14.  Electronic Signatures (E+£4)

Electronic records may be signed electronically. BB~ DELITE TR bOTH LW, &
Electronic signatures are expected to: FBLIZOWTIH TIN5,

a. have the same impact as hand-written signatures a. SHOFTFEEEZEL LALFEORE H T
within the boundaries of the company, W5

b. be permanently linked to their respective record, b. BH SNSRI STV S

c. include the time and date that they were applied. c. BAHEITHOILEZXOHEREGEN TS

15. Batch Release (N\v 5V U —X)
When a computerised system is used for recording PREDFLER L PNy F VY — 2D iz ar e
certification and batch release, the system should a2 — B AT A ERNWAIEES. VAT AT
allow only Qualified Persons to certify the release of | Qualified Person D& 723/ F U I — R % FREET
the batches and it should clearly identify and record EH koL, NoTFEY U =X FRRELTCE
the person releasing or certifying the batches. This ZPAMEICREN L, Rk & ThD, ZTHITE
should be performed using an electronic signature. FEBLIZEVITORETH D,
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16. Business Continuity (2 % X fkisz)

For the availability of computerised systems
supporting critical processes, provisions should be
made to ensure continuity of support for those
processes in the event of a system breakdown (e.g. a
manual or alternative system). The time required to
bring the alternative arrangements into use should be
based on risk and appropriate for a particular system
and the business process it supports. These
arrangements should be adequately documented and

tested.

BRI ERAE /T HrarBa—F A
T LORHMEIZOW T, VAT AW L2
Ao 7 AR L THAR— N EnDd
KOOI R&ETH D (B FEISUIRET A
TLh) . WFELTHE) ZnboxiREIAT
(CBT £ TIZET DRI, U R 7 IZHEDWNWT
HLDE L, YUV AT ARV AT LN IR
LB T mE AT L) e b D LT RETH
D, ZNHORRITHEINICEL L, T AT
RETHD,

17. Archiving (7 —% 4 7)

Data may be archived. This data should be checked
for accessibility, readability and integrity. If relevant
changes are to be made to the system (e.g. computer
equipment or programs), then the ability to retrieve

the data should be ensured and tested.

T—2% BIAT4TIZ) T—hHA4T7LTHEL
W, T [T—HAAT L) T—FIZONT,
T RRRE, REEROA T TV T 4 BT
Ty I RETHD, VAT L Bl arEa
— BT T 0 T ) EERTLEA. T
— X EMOHTZENTEDH L 2MHEICL,
(ZDZb%Z] TARLTBIRETHD,
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Glossary (Fi7E

Application: Software installed on a defined
platform/hardware providing specific functionality

TITVr—ay BONT-T Ty N x—
LIN—=R =27 FIZA VA M= ENTY Tk
U7 ThHY ., FFEDHEEAIRILT S

Bespoke/Customized computerised system: A
computerised system individually designed to suit a

specific business process

B/ AR ha B a—2 b AT L BRED
EH S ot A THEbYE TTHEBICERE SN
Bz —Z{p AT A

Commercial of the shelf software: Software
commercially available, whose fitness for use is

demonstrated by a broad spectrum of users.

HRY 7 b =7 HfiliEh Wb Y7 b=
TTHY, ZHOZ—FRRHLTNDZ &
O, FIHICEL WA EEZEZx NS

IT Infrastructure: The hardware and software such as
networking software and operation systems, which

makes it possible for the application to function.

ITAYVT7T7ANIT 7T : 77— a3 00
HWERETH7-bD%y hU—2 V7 v =T, OS
EXOVAS I NVEN S S0V NV EN

Life cycle: All phases in the life of the system from
initial requirements until retirement including design,
specification, programming, testing, installation,

operation, and maintenance.

TATHA TN OB ERN B ET
DYATEDTAZIZBTHETDT =— AT
b, EH R, e s I AR,
RiE, EH, KMRFaETe

Process owner: The person responsible for the

business process.

TakAF—F  EHE S RAIOWNWTELE
HOE

System owner: The person responsible for the
availability, and maintenance of a computerised
system and for the security of the data residing on that

system.

VAT AF—F  arsa—H LT AT LDH]
MPE (DHEfR) - PRSP, KOV AT LT E
NTNWLT—20t¥x2 T 4 IZOVWTHMLEY
“asH

Third Party: Parties not directly managed by the
holder of the manufacturing and/or import

authorization.

B BERT () WADFFAI &%) T
WOEINOEHZERINTWVRNE

% HwASHt & 10
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