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Subpart A--General Provisions (#:5])
§ 11.1 Scope (3E FH &5 )

(a) The regulations in this part set forth the criteria
under which the agency considers electronic records,
electronic signatures, and handwritten signatures
executed to electronic records to be trustworthy,
reliable, and generally equivalent to paper records and

handwritten signatures executed on paper.

(b) This part applies to records in electronic form that
are created, modified, maintained, archived, retrieved,
or transmitted, under any records requirements set forth
in agency regulations. This part also applies to
electronic records submitted to the agency under
requirements of the Federal Food, Drug, and Cosmetic
Act and the Public Health Service Act, even if such
records are not specifically identified in agency
regulations. However, this part does not apply to paper
records that are, or have been, transmitted by electronic

means.

(c) Where electronic signatures and their associated
electronic records meet the requirements of this part,
the agency will consider the electronic signatures to
be equivalent to full handwritten signatures, initials,
and other general signings as required by agency
regulations, unless specifically excepted by

regulation(s) effective on or after August 20, 1997.

(d) Electronic records that meet the requirements of this
part may be used in lieu of paper records, in accordance
with §11.2, unless paper records are specifically

required.

(a) A Part ' (21 CFR Part 11) (278 7= 0,
Lk, BTEA,. KOE sz F
EXEBALN, [EHM (trustworthy) & {5 #H M
(reliable) 7238 V) | MO FLERL OO LD FEEXE
& ERSEDOH O E FDA 23 L7 3B — T
HEELZRL TS,

(b) A Part (X, FDA OFEHIHNZ I T D FEEkIZ DN
TOBEIZHAS ZAERL (created), (ETE (modified),
HEFFEHE (maintained), 77— A 7 (archived), HX
Hi (retrieved), X355 (transmitted) X415 %17
ROFLEIZHH D, F72AK Part 1%, Federal
Food, Drug and Cosmetic Act }2 T" Public Health
Service Act DEIZESUWNT FDA IZHRH S LD
B THIUL, 72 & 22 DN FDA O
Kl CREAMICRESNTEBLT EbEH I
%o Tel2 L, KPartld, EFHIFEICL > Tk
IND, kSN ROFERIZITEH S v
VY,

() BTEAKNENICHET HEFILENA
Part D E(: 2072 L TV 554, FDA X2 0OE
BA % FDA OFHIHNC Lo CHERk a5 Filx
DINVR—LDBELY A= %L, FOMDO—%
W7 EL EREDOL DL RRT, 72720, 1997 4
8 H 20 HLURRIZHN S DBl CRCHISN & L
TV DL EIERNT 2,

(d) MEOFERDFFIZER S TWRWR Y (A Part
DOE 272 LTV D EFRLERIE, §11.2 ([Z9EN
OFLFRDORZE L LTHEHATHZ ENTE 5,

% BASH XE 1
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(e) Computer systems (including hardware and

software), controls, and attendant documentation
maintained under this part shall be readily available for,

and subject to, FDA inspection.

() This part does not apply to records required to be
established or maintained by §§ 1.326 through 1.368 of
this chapter. Records that satisfy the requirements of
part 1, subpart J of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(g) This part does not apply to electronic signatures
obtained under §101.11(d) of this chapter.

(h) This part does not apply to electronic signatures

obtained under §101.8(d) of this chapter.

(1) This part does not apply to records required to be
established or maintained by part 117 of this chapter.
Records that satisfy the requirements of part 117 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

() A Part ® FCHEFFEBIEN DAL Ba—F Y
AT H ON—Ry=7 V7 N T 25T |
a v hr— G ROMTRES 2 SCEE BT,
FDA BZEAZZITHHENTETNDH Z LDRkD
bil, BEEOXNG LR D,

(f) A Part | %, A Chapter " 11 0>§1.326 725 §1.368
TYERCUIAMERFE BT 2 2 & N Bk S 0 5 Rl
(I & 72V, A Chapter @ Part 1 Subpart J
A OEMEET TR TH > T, OEHD
SRIECUTHAM & 0 S 45 gkl 3 A Part IZ9E 9

[FR7E 1] A Chapter &%, Title 21 Food and
Drugs @ Chapter [ “Food and Drug Administration,
Department of Health and Human Services” % 57",

[ERvE 2] Part 1 1% General Enforcement
Regulation, Subpart J (& Establishment, Maintenance,
and Availability of Records T& %,

(g) A Part |%, A Chapter ™§101.11(d) "1 ¢,
L TROLNTCEFBL TN Sy,
[3RiE] Part 101 I% Food Labeling Td %,

(h) A Part |%, A Chapter 1™§101.8(d) D% & T
LB ELITITEA Sy,

(i) 7% Part (%, A Chapter @ Part 117 " TR X
THERFE B 2 2 L NEDR S L D RRER IR
ER72\V, K Chapter @ Part 117 OB &57-9
FLEKTH - Th, MOIEHROFRIE IR & @ ]
SN D RLERIT, A Part (IZHE D,

[FR7E] Part 117 |E Current Good Manufacturing
Practice, Hazard Analysis, and Risk-based Preventive

Controls for Human Food T& 5.,

% BASH XE 2
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(j) This part does not apply to records required to be
established or maintained by part 507 of this chapter.
Records that satisfy the requirements of part 507 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

(k) This part does not apply to records required to be
established or maintained by part 112 of this chapter.
Records that satisfy the requirements of part 112 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

(1) This part does not apply to records required to be
established or maintained by subpart L of part 1 of this
chapter. Records that satisfy the requirements of
subpart L of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(m) This part does not apply to records required to be
established or maintained by subpart M of part 1 of this
chapter. Records that satisfy the requirements of
subpart M of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

() A Part I%, A Chapter @ Part 507 (VG ERk
IHERFE LY D 2 N ELR & D Rl RIS 13
SN2, AR Chapter @ Part 507 O A% i 725
FLERTH o Th ., MOIEHD S IHS & i
SN DHRLERIE. A Part ([ZHE D,

[FR7:] Part 507 1% Current Good Manufacturing
Practice, Hazard Analysis, and Risk-based Preventive

Controls for Food for Animals T& 5,

(k) A Part (%, A Chapter ¢ Part 112 7 CHERL
SOTHERFE PR 5 2 L N ER S  5 REskIC 1306
A&7y, A Chapter @ Part 112 OB % 7=
TR CH - TH ., MOVEREO LRI X ITH b
MENDFEEkIT. A Part IZUE D,

[ER7E] Part 112 | Standards for the growing
Harvesting, Packaging, and Holding of Produce for
Human Consumption T %,

(1) A Part {Z. A< Chapter ® Part 1 Subpart L (77
TR U TAERFE B 5 2 & BBk S D ik
WZIFEH S 472y, A Chapter @ Part 1 Subpart L
DEF AT TR TH > Th, MOEHROFE
SOFHIH S S AL D FeEkIE, A Part IZE D

[FRiE] Part 1 (% General Enforcement Regulation,
Subpart L (% Foreign Supplier Verification Programs
for Food Importers CT& 5.,

(m) 7 Part &, 7% Chapter ¢ Part 1 Subpart M [#7]
THERUTIAERFE BT 2 Z E AR S D it
W H &7, AN Chapter @ Part 1 Subpart M
DOEME TR TH - TH, thOEHEOSFIE
XITHH b E N S DHFEEkIE. A Part IZHE D,

[FR7E] Part 1 1% General Enforcement Regulation,
Subpart M (X Accreditation of Third-Party
Certification Bodies To Conduct Food Safety Audits
and To Issue Certifications Td» %,

% BASH XE 3
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(n) This part does not apply to records required to be
established or maintained by subpart O of part 1 of this
chapter. Records that satisfy the requirements of
subpart O of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(o) This part does not apply to records required to be
established or maintained by part 121 of this chapter.
Records that satisfy the requirements of part 121 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

(p) This part does not apply to records required to be
established or maintained by subpart R of part 1 of this
chapter. Records that satisfy the requirements of
subpart R of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(n) A Part (%, A< Chapter ¢ Part 1 Subpart O (7]
THERCUTAERFE B 5 2 & N BRI D Rl
VI3 H S 4720y, A Chapter @ Part 1 Subpart O
DEF AT TR TH > Th, MOEHROFE
STHLH] & S DFEEkIE. A Part IZHE D,

[FRiE] Part 1 1% General Enforcement Regulation,
Subpart O % Sanitary Transportation of Human and
Animal Food T& %,

(0) A Part |%, A Chapter @ Part 121 V' g
NITHER BT 5 2 L PR S L D Re ki 3
FAE 720N, A Chapter @ Part 121 OB % 7=
TR TH - TH., MOEHO S IHN b i
MENDFEEkIT. A Part IZUE D,

[FR7E] Part 121 (% Mitigation Strategies to Protect
Food Against Intentional Adulteration T& %,

(p) A Part {%, A Chapter ¢ Part 1 Subpart R (7]
TR U TAERFE B 5 2 & N BRI D Rl
VI3 H S 41720y, A Chapter @ Part 1 Subpart R
DEF A= TR ThH > Th, MOEHROFE
SOATHLH] & S DFEEkIE. A Part IZHE D

[FRiE] Part 1 1% General Enforcement Regulation,
Subpart R [ Laboratory Accreditation for Analyses of
Foods Tl %,

[62 FR 13464, Mar. 20, 1997, as amended at 69 FR 71655, Dec. 9, 2004, 79 FR 71253, 71291, Dec. 1, 2014, 80
FR 71253, June 19, 2015; 80 FR 56144, 56336, Sept. 17, 2015; 80 FR 74352, 74547, 74667, Nov. 27, 2015; 81
FR 20170, Apr. 6, 2016; 81 FR 34218, May 27, 2016, 86 FR 68830, Dec. 3, 2021]

% BASH XE 4
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§ 11.2 Implementation (521)

(a) For records required to be maintained but not
submitted to the agency, persons may use electronic
records in lieu of paper records or electronic signatures
in lieu of traditional signatures, in whole or in part,

provided that the requirements of this part are met.

(b) For records submitted to the agency, persons may
use electronic records in lieu of paper records or
electronic signatures in lieu of traditional signatures, in

whole or in part, provided that:

(1) The requirements of this part are met; and

(a) FDA ~OFEHITLE L S d O OHERFE
I 2 MEDH HELEkIZE L, A Part D EAF: 73
TSN TWDEA, H I XIEEmIIZLL R 25

KIhd,
o MMOFELOMNEL L CEREREMHEMT
Zap
o WERDBLHDONEELE L CETBAEMEMNT
Zap

(b) FDA (ZfEH SN BEskicBI L, fom T 4e
IR S D,

o MOFEFHOMREEL L TEFRGE MM
60

o TERDEBEADOMLL LTEFEL LMY
60

L. LR &L 725,

(1) A Part OEHZHT- L, D

% BASH XE 5

1.2
BZLib-121_ Partl11Rule rl.2.docx



FDA 21 CFR Part 11
Electronic Records; Electronic Signatures

No. BZLib-121

(2) The document or parts of a document to be
submitted have been identified in public docket No.
92S-0251 as being the type of submission the agency
accepts in electronic form. This docket will identify
specifically what types of documents or parts of
documents are acceptable for submission in electronic
form without paper records and the agency receiving
unit(s) (e.g., specific center, office, division, branch) to
which such submissions may be made. Documents to
agency receiving unit(s) not specified in the public
docket will not be considered as official if they are
submitted in electronic form; paper forms of such
documents will be considered as official and must
accompany any electronic records. Persons are
expected to consult with the intended agency receiving
unit for details on how (e.g., method of transmission,
media, file formats, and technical protocols) and

whether to proceed with the electronic submission.

Q) HEHLEI ELTWDXEILED
23, BT AT FDA BB LELS LD L LT
7V w7 K47 v b No.92S-0251 Wz g &
WnHZ kL,
ZORTy T, UTFTOZ EEZFEL TS,
o BARAICE D LD RO CE, TG
D EDERGD, MOTERAE DT ICE ST
N CTORHDBEDLND DD, KT
o ML 7275 FDA OZHIE (B : $rED
vy — R, BB, 3GEH%E)
FDA ZHEREICAT LT, 2 2 THREE S AL T2
XEEEFEATRET 256, 2Tkt
D LTRSS, B ETHRBATRLE S
NOHONARLRbDERRINDTD, DT
B RERICIRA L2 iud 2 6720, B1E
KN CTORMEFEOFEM (F] : AmEDHIE, BHR,
Tr7ANDT r—~v b, Hiie 7w kL)
K OVEAHEZED TROLAENMCE LTI, 4
0D FDA ZHEHE WA bEDL Z &,
[FRE] X7V > 27 Ry M, 2008/1/15 4T
Federal Docket Management System (FDMS)
http://www.Regulations.gov (ZFH S 417, 92S-

0251 1'% FDA-1992-S-0039 & L CTEE I T
)

o

§ 11.3 Definitions (E#%)

(a) The definitions and interpretations of terms
contained in section 201 of the act apply to those terms

when used in this part.

(b) The following definitions of terms also apply to this
part:

(1) Act means the Federal Food, Drug, and Cosmetic
Act (secs. 201-903 (21 U.S.C. 321-393)).

(2) Agency means the Food and Drug Administration.

(a) FFDCA O Section 201 (2 & % FZEAA Part Tff
HAENTWDLHE, TOER L MIRIL FFDCA ©
Section 201 IZFE 9

(b) LLFOMGEDEFR S, A Part [T S5,

(1) Aet £ 1%, Federal Food, Drug and Cosmetic Act
(Section 201-903(21U.S.C.321-393)) = E M9 5,

(2) Agency L ITEMEIGR (FDA) Z#EWT 5,

% BASH XE 6
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(3) Biometrics means a method of verifying an
individual's identity based on measurement of the
individual's physical feature(s) or repeatable action(s)
where those features and/or actions are both unique to

that individual and measurable.

(4) Closed system means an environment in which
system access is controlled by persons who are
responsible for the content of electronic records that are

on the system.

(5) Digital signature means an electronic signature
based upon cryptographic methods of originator
authentication, computed by using a set of rules and a
set of parameters such that the identity of the signer and

the integrity of the data can be verified.

(6) Electronic record means any combination of text,
graphics, data, audio, pictorial, or other information
representation in digital form that is created, modified,
maintained, archived, retrieved, or distributed by a

computer system.

(7) Electronic signature means a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to be
the legally binding equivalent of the individual's

handwritten signature.

(8) Handwritten signature means the scripted name or
legal mark of an individual handwritten by that
individual and executed or adopted with the present
intention to authenticate a writing in a permanent form.
The act of signing with a writing or marking instrument
such as a pen or stylus is preserved. The scripted name
or legal mark, while conventionally applied to paper,
may also be applied to other devices that capture the

name or mark.

(3) ZEAFRL T, ENDH R R, KO (X
13) KIEFREREMER Z DENIZEHAED LD TH
v, OFHRTRETH D5 G, £ OFHAIZE S
TYHANTHD Z LB T 2 HIETH D,

4) Z2E—XFRFALIE, VAT L~DT Y
T AN, FOVAT A EOBFEREONRICET
RO (persons) 2LV a2 hr—/L I T
DEREAZV D,

(5) L AEL LT, BAERIEON 5L HlT
S EFBLTH D, TYVFNVEBLIT—HD
BRI L RT A =2 LY HELH S, BEAED
KN, ROT =2 DA T 7 VT 1 ZRiEd
P

(6) BFFEFRLIL, o Va—F U AT AL -
THERL. EIE, HERFEEL, 7— A 7, B
BUESNDT XA, 77740, T—H4, &
FLOER, UIEOMTEOEROMAS DY %
TN TRELTZBDEWN D,

() BFEL LT, FEEEBEL LFAFOERNRIK
HindHHDE LTRANRFT, 8. FFrT 5
—OXF—#HOY ARV ERDTa B a—H
T—HDEEN ThD,

(®) FEEELLIT. KNIZLDFEZOARFIN
TERRFITH Y . & 5 KARIRTERED SCEDNIE
LWZ EEFEHT LV EME S > TiThh
D, XIFBHESNL2bDTH D, RXURALA T
ZEOELH AR~ —F TR 2o 7284
TRBRFESND, FEHSOARIUIIER 2N
TEBIAZITARIZ K L TIT O TV D 23, A RTPR]
ZIY AT ANA R LTINS HELH
%

§§;§ BASH XE 7
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(9) Open system means an environment in which
system access is not controlled by persons who are
responsible for the content of electronic records that are

on the system.

9) F—F> S RTAENL, VAT LNDT IR
AN, ZFOVAT L EOBFRREFEONFICEEE
FFOoFICL o TiEar br— b STV R WVER
a2,

Subpart B--Electronic Records (&¥5té#)

§ 11.10 Controls for closed systems. (7 2 — X R A7 ADa Y hr—JL)

Persons who use closed systems to create, modify,
maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the
authenticity, integrity, and, when appropriate, the
confidentiality of electronic records, and to ensure that
the signer cannot readily repudiate the signed record as
not genuine. Such procedures and controls shall include

the following:

(a) Validation of systems to ensure accuracy,
reliability, consistent intended performance, and the

ability to discern invalid or altered records.

(b) The ability to generate accurate and complete
copies of records in both human readable and electronic
form suitable for inspection, review, and copying by
the agency. Persons should contact the agency if there
are any questions regarding the ability of the agency to
perform such review and copying of the electronic

records.

(c) Protection of records to enable their accurate and

ready retrieval throughout the records retention period.

(d) Limiting system access to authorized individuals.

71— X RNV AT LM L TEFRREOIER,
EIE, #EFFE R, XIMoRZAT O HiL, Bk

DEIEME, A T 7 VT 4, KOWEIDIN U T
B MEIRZ L, I 0oB4 S RED A T
RN, EBAEDPRGITERTERNEIITTD
(R YPE S FYSAON=IVN N =Rl g ARV I AN = AN
S50, ZOFIEE T br— i, TEROFE
AT,

(a) L FZMERICT D720l

variEERT 5,

o EETHD,

o BHMNH D,

o —HLTEM®@BY DHETH D,

o MEZNZRFEUEROA HE ST RCER AR T &
2.

VAT ADNY T —

(b) FDA ([T L5 #EE, LEa—KkRab— (5T
D70, EfCRARFEKO I B —% AN
e ENTEDIRREEB LA OM G THARK
T HHRESIHFF O, FDA BNZE D X 5 B igko L
Ba—Xabt—%{T) T ENTEXLENEMNTD

WTERBINH 584813, FDA IZfinabi sz
&o
(c) FEERDLRIFHAR Iz Z O FLEk & EHE DD

CHRWHLTE S L 91C, e thi#Ed 5,

(d) AT LA~DT 7R EF A SIEAIZO
HIRET D,

§§;§ BASH XE 8
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(e) Use of secure, computer-generated, time-stamped
audit trails to independently record the date and time of
operator entries and actions that create, modify, or
delete electronic records. Record changes shall not
obscure previously recorded information. Such audit
trail documentation shall be retained for a period at
least as long as that required for the subject electronic

records and shall be available for agency review and

copying.

(f) Use of operational system checks to enforce

permitted sequencing of steps and events, as

appropriate.

(g) Use of authority checks to ensure that only

authorized individuals can use the system,
electronically sign a record, access the operation or
computer system input or output device, alter a record,

or perform the operation at hand.

(h) Use of device (e.g., terminal) checks to determine,
as appropriate, the validity of the source of data input

or operational instruction.

(1) Determination that persons who develop, maintain,
or use electronic record/electronic signature systems
have the education, training, and experience to perform

their assigned tasks.

(j) The establishment of, and adherence to, written

policies that hold individuals accountable and

responsible for actions initiated under their electronic
signatures, in order to deter record and signature

falsification.

() I B a—FTHEMINDILERTA LAH
VI OBEETE AR L, Bk A Rk, &
E, HIBRT 5 L5 AL — AJIHED A I
. BRELIT) MO SRl 2, kel
BT 25681, FNUENIRE STV fFdi
HEL UL, 20K 9 RERIE O CE
FEHT, X5 & 72 HE AR D b D IR
e, Dl &b R—HFMRE L, FDAR L E =
—kRar—T&x5HLHIT 5,

O HEIZINU., BMEICET AV AT AT = v 7
S L. BIESCERNH A S NEFTITh
5 & o T 5,

(2) HEFR T = v 7 3%k L, FFn] S i@ Ao &
DL N 2 EREITATVVGD X212 T %,

o VAT AOFIH

o HB~DETEXL

o BYE (~OT7 7 EA], MFarta—Fv

AT LDOANHNEE~DT 7 A
o FLEKROER, XX
o HEDIFEAT

MDBEITN T, T3 A () @ SkRiEE) OF =
v 7 EER L, T—X AJIREEa~ 2 ROHFT
DZLVEZHET D,

() BAE/ETEBL Y AT D B%, HREE,
SUE AT 2 F DY O TICH B A .
M—=27, BBREZH L TWDNENEHET
60

() ReERLOEL DORBIEEZBIET 57201, B4
EARNCHAEEN DY, EFEAHDO T TITo 2
TRHRIHTLHEMLEZAD ZLE2EDLHELS
NiGgtasy. ZhzErsEd,
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(k) Use of appropriate controls over systems

documentation including:

(1) Adequate controls over the distribution of, access
to, and use of documentation for system operation and

maintenance.

(2) Revision and procedures to maintain an audit trail
that documents time-sequenced development and

modification of systems documentation.

(k) AT LOXEELHIEL, U TE2EEYy)
fpar ha— L EET D,

(1) ¥ AT L OEMEAEOMHERFE T 2 30F
EEIORUA, 77 A, ERICOWTO@Y) 2=
v ha—i,

(2) Y AT LDOILEERDRRINAERL - BEES

NIz Z & iy 2 AR 2 HERE P95 X
DIRUET - A= b —/LFE,

§ 11.30 Controls for open systems. (7 —> T A7 LD a v fr—)L)

Persons who use open systems to create, modify,
maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the
authenticity, integrity, and, as appropriate, the
confidentiality of electronic records from the point of
their creation to the point of their receipt. Such
procedures and controls shall include those identified
in §11.10, as appropriate, and additional measures such
as document encryption and use of appropriate digital
signature standards to ensure, as necessary under the
circumstances, and

record authenticity, integrity,

confidentiality.

F—T VAT NEER L TEREROIER, &
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ERENTHOZITI OIS £ TORIZ, EFIL

FROEIENE, AT 70T 4, ROREIZIE LT

BEMEZHRTEDLLIRFIMEL = Fr—

NERWRTIER LR, ZOFEE a2 b

—/MZiE. FRROFHEET,

o MEZIE U TSILIOIZED D FIE, =2k
o— . KO

o ZDOXIMMRWMTHIEL IND, FFOE
EYE, AT 70T 4 KON 2 e fr
T 272 DIERFEREE 2T V2 VE
ZRIE DM, Lo 7B R

§ 11.50 Signature manifestations. (B4 D7)

(a) Signed electronic records shall contain information
associated with the signing that clearly indicates all of

the following:
(1) The printed name of the signer;

(2) The date and time when the signature was executed,;

and

(3) The meaning (such as review, approval,
responsibility, or authorship) associated with the

signature.

(a) B SNTZBFRLskZiE, BAICEES 5L
TOERTEZWHITRT L O RIEREE T,

(1) IEFERDOELE KL
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(b) The items identified in paragraphs (a)(1), (a)(2), and
(a)(3) of this section shall be subject to the same
controls as for electronic records and shall be included
as part of any human readable form of the electronic

record (such as electronic display or printout).

(b) 2D Section D EFE (a)(1). (2)(2). (@)3) TR
NDEBIZOWTIL, Bfitke ko= br
— &M L, AHED 5T Lo B ildk
(B - B F LI S) o—#E LTuE T
2

§ 11.70 Signature/record linking. (B4 /FeéxD V > 7)

Electronic signatures and handwritten signatures
executed to electronic records shall be linked to their
respective electronic records to ensure that the
signatures cannot be excised, copied, or otherwise
transferred to falsify an electronic record by ordinary

means.

LIS R SNTCEFBEL KR OFEEZELIT
ﬁmﬁé%ﬁ@“ ﬁﬁ&)yyﬁéo:m
R EBIET D HINTREND, %@ﬁ&
%ﬁ“k%ﬁ@@%\ﬁiﬂi%ﬁ%\ﬁ%i\
EICT D720 TH D,

Subpart C--Electronic Signatures (E+Z4)

§ 11.100 General requirements. (— %) 72 Z{4)

(a) Each electronic signature shall be unique to one
individual and shall not be reused by, or reassigned to,

anyone else.

(b) Before an organization establishes, assigns,

certifies, or otherwise sanctions an individual's
electronic signature, or any element of such electronic
signature, the organization shall verify the identity of

the individual.

(c) Persons using electronic signatures shall, prior to or
at the time of such use, certify to the agency that the
electronic signatures in their system, used on or after
August 20, 1997, are intended to be the legally binding

equivalent of traditional handwritten signatures.

(@) ETEBLAIX. SEATZ=—7 DL L, il
OFT S M, FEY LR,

(b) #HFEDS, AN DOET-EL ULETEL O
BHREMSLLIZ0, FI0Y TR, BELRY,

XITZEDOMOIFEIZ L FFAIT HEIE, £k
SEH TR ZAT 9,
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(1) The certification shall be signed with a traditional
handwritten signature and submitted in electronic or
paper form. Information on where to submit the
certification can be found on FDA's web page on

Letters of Non-Repudiation Agreement.

(2) Persons using electronic signatures shall, upon
agency request, provide additional certification or
testimony that a specific electronic signature is the
legally binding equivalent of the signer's handwritten

signature.

AEAEIE, RO FEEZBELZIT o129 AT,
AEE OREHSRICET S
“Letters of Non-
Rz flif s h T s,
[FRiE] https:/www.fda.gov/industry/about-

(1)
BT IR TR T 5,
#1%. FDA @ Web

Repudiation Agreement”

Nty

esg/appendix-g-letters-non-repudiation-agreement

(2) BFEAEMMT 2#1L. FDA DEFERH 5
Bt BT EADETOBELEDFEEES LFAFE
DEHR N ZHE SO TH D Z & OFEHXIT
AES A BTt 5,

[62 FR 13464, Mar. 20, 1997, as amended at 88 FR 13018, Mar. 2, 2023]

§ 11.200 Electronic signature components and controls. (7B 4 DIERER L 2 fr—)

(a) Electronic signatures that are not based upon

biometrics shall:

(1) Employ at least two distinct identification
components such as an identification code and

password.

(i) When an individual executes a series of signings
during a single, continuous period of controlled system
access, the first signing shall be executed using all
electronic signature components; subsequent signings
shall be executed using at least one electronic signature
component that is only executable by, and designed to

be used only by, the individual.

(i1)) When an individual executes one or more signings
not performed during a single, continuous period of
controlled system access, each signing shall be
signature

executed using all of the electronic

components.

(2) Be used only by their genuine owners; and

(a) AEAFHANC ISR WVE B4 I,

() ID 22— RENRT— R 2 DL EORHED
R AT D,

() 2> b= L ENTZV AT LT 7 & A0k
LTV D RIZER L CTEL 21T 256, &AIDE
LI ETOBEBTFELAER2MEH LR T IER
IRV, ENLURDOELITEFBELERE 1D
U EERTHIERY, AL, TOHAEDOETEL
BRI, BABOHRPITHETE, FBLBHOH
PERTE D XD IZERET 2,

()1 Bloay ha— VSN AT LT 7R
DR L TV DI 1 BIXUIERDOEL ZITD
BWEE, TNENDOBEL TR TOETBEL TSR
R L TiTh 2 il e 6720,

Q) BATEOHAEIZL > TOAEH L,

%%;9 HASH & 12

1.2
BZLib-121_ Partl11Rule rl.2.docx




FDA 21 CFR Part 11
Electronic Records; Electronic Signatures

No. BZLib-121

(3) Be administered and executed to ensure that
attempted use of an individual's electronic signature by
anyone other than its genuine owner requires

collaboration of two or more individuals.

(b) Electronic signatures based upon biometrics shall
be designed to ensure that they cannot be used by

anyone other than their genuine owners.

() EOFA LS T & 5 BB S OR
PR LT, 7 2 ARAEDS R & 2 2457
WE DB - TS,

[FRiE] ZhidEOFA#EUSMC X
T5HD TR,

RE-EiEaal

(b) AERFHHNIESWI=E B4, HEERIZED
ATA & LIAMIE A TE 7220 X 9 125G 5,

§ 11.300 Controls for identification codes/passwords. (ID == — K//XAU— KD a fr—))

Persons who use electronic signatures based upon use
of identification codes in combination with passwords
shall employ controls to ensure their security and

integrity. Such controls shall include:

(a) Maintaining the uniqueness of each combined
identification code and password, such that no two
individuals have the same combination of identification

code and password.

(b) Ensuring that identification code and password
issuances are periodically checked, recalled, or revised

(e.g., to cover such events as password aging).

(c) Following loss management procedures to

electronically deauthorize lost, stolen, missing, or
otherwise potentially compromised tokens, cards, and
other devices that bear or generate identification code
or password information, and to issue temporary or
suitable, rigorous

permanent replacements using

controls.

ID 22— R ERRT— ROMAGDEIZIESN =
BIEAEHEHTLHIT, T2V T L4
YTV T 4 RT3 hr— T
o FOLH7pay ha— T FOEEYE
i,
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U — ROMAGDLEEFOEZN R NLHITT D,
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(d) Use of transaction safeguards to prevent
unauthorized use of passwords and/or identification
codes, and to detect and report in an immediate and
urgent manner any attempts at their unauthorized use to
the system security unit, and, as appropriate, to

organizational management.

(e) Initial and periodic testing of devices, such as
tokens or cards, that bear or generate identification
code or password information to ensure that they
function properly and have not been altered in an

unauthorized manner.
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