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FDA 21 CFR Part 11
Electronic Records; Electronic Signatures

No. BZLib-121

Subpart A--General Provisions
el

Sec. 11.1 Scope
3 FH &

(a) The regulations in this part set forth the criteria
under which the agency considers electronic records,
electronic signatures, and handwritten signatures
executed to electronic records to be trustworthy,
reliable, and generally equivalent to paper records and

handwritten signatures executed on paper.

(a) A< Part (21 CFR Part 11278 S 726X,
UTObHDN, GHMELEEERS Y, OFLEk
KOO EOFEZEL LFEEDOHD L FDA 23
R TEEDO—IRASHIR N EZ R LT D,

(b) This part applies to records in electronic form that
are created, modified, maintained, archived, retrieved,
or transmitted, under any records requirements set forth
in agency regulations. This part also applies to
electronic records submitted to the agency under
requirements of the Federal Food, Drug, and Cosmetic
Act and the Public Health Service Act, even if such
records are not specifically identified in agency
regulations. However, this part does not apply to paper
records that are, or have been, transmitted by electronic

means.

(b) A Part (X, FDA OFEHIHNZ T 5 RLEkIZ DN
T OB HE S = EAl(created), {E1E(modified).
#E FF 4 H (maintained) . & & (archived) . HX H
(retrieved), F 7= I3 {55 (transmitted) S 41 5 7 72
DFLFRIZ I H S35, £ 72K Part 1X, Federal Food,
Drug and Cosmetic Act GEFR AL « E3EM - {LHE S
%) K Ot Public Health Service Act (AZRMEAETR)
DOFEEIZFESNT FDA IR S L2 B 158k T
bIE, 7o & 2 ZOFEN FDA OREBLHITEMA
PICFFESN TR LT bl N5,

(c) Where electronic signatures and their associated
electronic records meet the requirements of this part,
the agency will consider the electronic signatures to be
equivalent to full handwritten signatures, initials, and
other general

signings as required by agency

regulations, unless specifically excepted by

regulation(s) effective on or after August 20, 1997.

(c) ETBALOENICEET HETRLENDA
Part D E(: 2072 L TV 554, FDA X2 0OE
BA % FDA OFHIHNC Lo CHERk a5 FiEx
DINR—LDEL, A=V ¥ /b, TOMD—fE
W72 B EREOL D& BT, HL, 1997 4 8
H 20 HLABRIZH2h S 2 Bl CRECHISN & LT
WA T D,

(d) Electronic records that meet the requirements of this
part may be used in lieu of paper records, in accordance
with 11.2, unless paper records are specifically

required.

(d) FEDFLEEDFFIZER STV RV R D K Part
DFEMZ T2 L TV DE RS, 11.2 (SR
DFEGFOMRFLE L THEHT A N TE S,

% BASH XE 1
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FDA 21 CFR Part 11
Electronic Records; Electronic Signatures

No. BZLib-121

(e) Computer systems (including hardware and

software), controls, and attendant documentation
maintained under this part shall be readily available for,

and subject to, FDA inspection.

(e) A& Part ® F CEMfEFFcNHa s Ba—X-
VAT AL (N—RyZT YT NUET EETe)
BEIE, ROHET 5 K% = 2> M X, FDA &
BEZTDOHAENTECVDLZ AR L, &
BORRLRD,

() This part does not apply to records required to be
established or maintained by 1.326 through 1.368 of
this chapter. Records that satisfy the requirements of
part 1, subpart J of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(f) A Part I%, A Chapter @ 1.326 75 1.368 T/E
BE TR E BT D 2 & N ER I D FLERIC
I35 S A720N, K Chapter @ Part 1 Subpart J (%
FNCHY T 258 TH-Th, hoIEEDLREE
T IR & 3 S 405 5k, A Part IZ9E 9,
[FR7E] Part 1 i% General Enforcement Regulation,
Subpart J & Establishment,
Availability of Records T %,

Maintenance, and

(g) This part does not apply to electronic signatures
obtained under 101.11(d) of this chapter.

(g) A Part (X, A Chapter ® 101.11(d) "ot &
THROLNZEFBELIITEHE S0,
[3RiE] Part 101 |% Food Labeling Td %,

(h) This part does not apply to electronic signatures
obtained under 101.8(d) of this chapter.

(h) A Part (X, A Chapter ® 101.8(d) ® % & T
OB BLITITEH SR,

(i) This part does not apply to records required to be
established or maintained by part 117 of this chapter.
Records that satisfy the requirements of part 117 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

(i) A Part I%, /K Chapter @ Part 117 W Gk
FEITHEFRFE BT 5 2 LN ER SN D ELERICIT
1 S 4720y, K Chapter @ Part 117 O A %33
Tk ThoThH, MOEFRDORIEE 2 ITHH
i S AL HFELERIT. A Part ITTE D,

[FR7:] Part 117 1% Current Good Manufacturing
Practice, Hazard Analysis, and Risk-based Preventive

Controls for Human Food T& 5.,

% BASH XE 2
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No. BZLib-121

(j) This part does not apply to records required to be
established or maintained by part 507 of this chapter.
Records that satisfy the requirements of part 507 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

() A Part I%, /K Chapter @ Part 507 W e
FEITHEFRFE BT 5 2 E N ER SN DHELERICIT
1 A S 4720y, K Chapter @ Part 507 0 A4 %43
e REkTh > Th, MOEHEDOSREE 13-
i S HFELERIT. A Part ITTE D,

[FR7:] Part 507 1% Current Good Manufacturing
Practice, Hazard Analysis, and Risk-based Preventive

Controls for Food for Animals T& 5,

(k) This part does not apply to records required to be
established or maintained by part 112 of this chapter.
Records that satisfy the requirements of part 112 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

(k) A Part (%, A Chapter @ Part 112 P71 CERE
FEITHERE T 5 2 E N ER I N D ELERICIX
1 S 472\, K Chapter @ Part 112 O A 243l
TR Th > T, MOIEFREOFIEE 2 ITHLH]
b H S D FLERIEL, K Part IZ1E 9,

[FR7E] Part 112 | Standards for the growing
Harvesting, Packaging, and Holding of Produce for
Human Consumption T %,

(1) This part does not apply to records required to be
established or maintained by subpart L of part 1 of this
chapter. Records that satisfy the requirements of
subpart L of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(1) A Part {Z. A Chapter ® Part 1 Subpart L (7]
THERETITHERE RS 5 Z LBk Eh 55
FRIZ I 72y, A Chapter @ Part 1 Subpart
L OEM 229 5ETH - TH, MOEBEHEDSR
THE 7o (38 & 3@ S5 5eskid, AR Part IZ1E 9,

[#R7E:] Part 1 (% General Enforcement Regulation,
Subpart L {3 Foreign Supplier Verification Programs
for Food Importers CT& 5,

(m) This part does not apply to records required to be
established or maintained by subpart M of part 1 of this
chapter. Records that satisfy the requirements of
subpart M of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(m) A Part [, 7 Chapter ¢ Part 1 Subpart M [#
L CIERR E 7 ITHERFE BT 5 2 L VR &S D
FOERIT I F 4720, AR Chapter @ Part 1 Subpart
M OB &= FLEk CTh > TH ., thoiEfDSE
TEE 72 V3B & 38 ] S 41 2 sk A Part IZ9E D

[FR7E] Part 1 (% General Enforcement Regulation,
Subpart M of  Third-Party
Certification Bodies To Conduct Food Safety Audits
and To Issue Certifications Td 5.,

IZ  Accreditation

% BASH XE 3
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FDA 21 CFR Part 11
Electronic Records; Electronic Signatures
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(n) This part does not apply to records required to be
established or maintained by subpart O of part 1 of this
chapter. Records that satisfy the requirements of
subpart O of part 1 of this chapter, but that also are
required under other applicable statutory provisions or

regulations, remain subject to this part.

(n) A Part (%, A< Chapter ® Part 1 Subpart O [#]
THERETITHERE RS 5 Z LBk Eh 55
R0 72V, A Chapter @ Part 1 Subpart
O DEMZT- TS TH > TH, fMOEFEDOSE
TEE 7o (38 & 3@ S5 5eskid, AR Part IZ1E 9,

[FRiE] Part 1 (% General Enforcement Regulation,
Subpart O X Sanitary Transportation of Human and
Animal Food T& %,

(o) This part does not apply to records required to be
established or maintained by part 121 of this chapter.
Records that satisfy the requirements of part 121 of this
chapter, but that also are required under other
applicable statutory provisions or regulations, remain

subject to this part.

(0) A Part |X, K Chapter @ Part 121 TIERkE 7=
ITHEFFE LT 5 2 R SN D R ERICITE A
L7200y, A Chapter @ Part 121 OB %4723
AR TH o Th, MOEROREE 21T & 5
MEN5HEEkIE, A Part (20D,

[62 FR 13464, Mar. 20, 1997, as amended at 69 FR 71655, Dec. 9, 2004; 79 FR 71253, 71291, Dec. 1, 2014; 80
FR 71253, June 19, 2015; 80 FR 56144, 56336, Sept. 17, 2015; 80 FR 74352, 74547, 74667, Nov. 27, 2015; 81

FR 20170, Apr. 6,2016; 81 FR 34218, May 27, 2016]

Sec. 11.2 Implementation

it

(a) For records required to be maintained but not
submitted to the agency, persons may use electronic
records in lieu of paper records or electronic signatures
in lieu of traditional signatures, in whole or in part,

provided that the requirements of this part are met.

(a) HEFFEFLFRISILH D AN FDA ~DH IS B &
SN7WEEEICEI L, A Part O ELENH 72 ST
WADEA I E T eI,
MoOGERORER L L CEFREE AT S
WROBLORELE L CEFEXLEHATS
ZLRTED,

(b) For records submitted to the agency, persons may
use electronic records in lieu of paper records or
electronic signatures in lieu of traditional signatures, in

whole or in part, provided that:

(1) The requirements of this part are met; and

(b) FDA ICHEH SN D E08kICBA L, UTFIoRT %
R T SN TWDIEE, MM E-IT2Em
1z
MOREEORE L L CEFREEH TS
WRDEBLODRFEL L CEFBLEHATS
ZENTEDL,

eSS

(1) A& Part OEEE#Z L, o

% BASH XE 4
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(2) The document or parts of a document to be
submitted have been identified in public docket No.
92S-0251 as being the type of submission the agency
accepts in electronic form. This docket will identify
specifically what types of documents or parts of
documents are acceptable for submission in electronic
form without paper records and the agency receiving
unit(s) (e.g., specific center, office, division, branch) to
which such submissions may be made. Documents to
agency receiving unit(s) not specified in the public
docket will not be considered as official if they are
submitted in electronic form; paper forms of such
documents will be considered as official and must
accompany any electronic records. Persons are
expected to consult with the intended agency receiving
unit for details on how (e.g., method of transmission,
media, file formats, and technical protocols) and

whether to proceed with the electronic submission.

Q) HELEI>ELTWVD FFa A MEITR
XA FO—EN, EFHAT FDA 238 L
BoHrbDELTARTY w7 - 7w b No92S-
0251 Nz E STV D Z b,
ZORTy T, UTFTOZ EEZFRELTND,

BEMIZED L) REEO R¥a A b, F
T IX E ORI, OFERE LD TICE T
DIHDPBDOOEND DD, KT

FRMAE L 72 % FDA OZHHE (f: FFED®
yH— . BB, SCEEE)
FDA ZBEEREICAT LT, 2 2 THREE S AL T e
R o XA heEFETRET 256, Tt
AR b O LT RZ IR, HL< ETHIEX
TRHESINDBODPAX LD LRI ND T
D, MO FF 2 XA M BARUEIZIRAT LT
X2 67220,
B TORMAEOFEM (B [REDFHIE,
WK, 77 ANDT +—~» b, HIFHRT 2 K
) FOEFHFEEZED TRWLGNIE LT
%, %D FDA ZEHEIZMWEbED 2 &,
[FRIE] X7 U v 7 « K7 M, 2008/1/15 £ C
Federal System (FDMS)
http://www.Regulations.gov |Z & S 4172, 92S-0251
I¥ FDA-1992-S-0039 & L THEHL ST\ 5,

Docket Management

Sec. 11.3 Definitions
EH

(a) The definitions and interpretations of terms
contained in section 201 of the act apply to those terms

when used in this part.

(b) The following definitions of terms also apply to this
part:

(1) Act means the Federal Food, Drug, and Cosmetic
Act (secs. 201-903 (21 U.S.C. 321-393)).

(a) FFDCA (GEF A i « R 5 b E ) @ Section
201 (23 5 FHEEDSA Part THEA SN TWAIEA.
FDET L RIT FFDCA @ Section 201 1279

(b) LLFTOMGEDEFR S A Part [T S5,

(1) Act &%, Federal Food, Drug and Cosmetic
Act(Section 201-903(21U.S.C.321-393))GEF £ +
EEA - ALBESLE, FFDCA)Z BT 5,

§§;§ BASH XE 5
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(2) Agency means the Food and Drug Administration.

(3) Biometrics means a method of verifying an
individual's identity based on measurement of the
individual's physical feature(s) or repeatable action(s)
where those features and/or actions are both unique to

that individual and measurable.

(4) Closed system means an environment in which
system access is controlled by persons who are
responsible for the content of electronic records that are

on the system.

(5) Digital signature means an electronic signature
based upon cryptographic methods of originator
authentication, computed by using a set of rules and a
set of parameters such that the identity of the signer and

the integrity of the data can be verified.

(6) Electronic record means any combination of text,
graphics, data, audio, pictorial, or other information
representation in digital form that is created, modified,
maintained, archived, retrieved, or distributed by a

computer system.

(7) Electronic signature means a computer data
compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to be
the legally binding equivalent of the individual's

handwritten signature.

(2) Agency & IEEMEIEMR(FDA)Z BT 5,

3) A A A MY 7R (EWRIERE) i, BAD
B PRI 70 RS0 SR T RE 72 BE S 2 O flE) A LT
ADOHLDOTHY, MOFHUFRETH LGS, D
FHANCHESWTARANTH D 2 & 2 BT 50k
Th5D,

@) 7 a—R R AT AL E VAT DT 7
TANR, TOVAT A LEOBFLERONFICET
% FF o (persons)IZ L W FEL STV D ERBEZ W
25,

(5) TYHNEL LIX, BALBERIEOR SALEIN
WCHESSEFELTHD, TVFNVBELIT—HEHD
BRI & XT A =22 L0 AL S, BAEDN
ANTHDHZ &, KOT—ENRERTHLZ L&
SCRET D,

(6) BEAildkE T, a v Ea—H - VAT AITL-
THERL. EIE, HERFEEL, (8. B E 72 13mE
SNDTXAN, FT774v 0, T—H, HmH,
i, ZOMTEOHEROMABDOEET VXL
XA CTRELZLDOEW D,

(7) BFEAL LT, FEESEA LRBFEOERNHRIR
NBHDHHDE LTRANFT, M. KRBT D
RErarta—27—ZLLTmELEZLD
Th D,

§§;§ BASH XE 6
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(8) Handwritten signature means the scripted name or
legal mark of an individual handwritten by that
individual and executed or adopted with the present
intention to authenticate a writing in a permanent form.
The act of signing with a writing or marking instrument
such as a pen or stylus is preserved. The scripted name
or legal mark, while conventionally applied to paper,
may also be applied to other devices that capture the

name or mark.

(9) Open system means an environment in which
system access is not controlled by persons who are
responsible for the content of electronic records that are

on the system.

) FHEEXEAL LT, ANCLDLIFEZDAATE
TAXERZREITH Y | B 2 KARRIERED CEN
ELWZ EZMAT L ENVIERE S - TTD
N5, FRIIRHAING DO TH D,
NURARIA T AFEOQETLHE L~ —F T
BAaf o BAITRARRFEIND,
FE X OLFTE T IXEN e AN EF I 3K
KL TATOIL TV DA, ARICHIZ TR IAT T
AR L THT LD GAE B H D,

Q) A—T L VAT AL VAT LA~DT Ik
AN, FOYVAT A FEOBATEONFICETA
FFOoFIZ Lo CTBEHEIN TV ARWERERELZ W),

Subpart B--Electronic Records
R oS

Sec. 11.10 Controls for closed systems.
Jua—XR -« VAT LADEHE

Persons who use closed systems to create, modify,
maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the
authenticity, integrity, and, when appropriate, the
confidentiality of electronic records, and to ensure that
the signer cannot readily repudiate the signed record as
not genuine. Such procedures and controls shall include

the following:

Ja—A R« VAT WS TEAREOIER.
BE, MRFEEEIMBEEITOHIX, LN a2
FIZT OO FIREFERFEEZ AR TE
BN,

A RLER DGR, sEatE, LB U T
M

B SNIZFLERR AR TIE 2, EBAEN
BHIERTERNLIICTT D
ZOFNEE FHFEICIE, FiioFHEHEET,

(a) Validation of systems to ensure accuracy,
reliability, consistent intended performance, and the

ability to discern invalid or altered records.

@ UTEMEITIEDICVATLONY T
—Ya rEFET D,

EMETH 5

FEERS 5

—ELTCEKEY OHETH S

I 72 GO B SN Rek A TR TE B

§§;§ BASH XE 7
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(b) The ability to generate accurate and complete
copies of records in both human readable and electronic
form suitable for inspection, review, and copying by
the agency. Persons should contact the agency if there
are any questions regarding the ability of the agency to
perform such review and copying of the electronic

records.

(b) FDAIZE D ELR L E2—ka b — (5T
B0, EfECRARFERO 2 B —% AN
Bt ENTE LR E BT RO S CTHARK
T HHe)1 % FFD, FDA X% D L 9 7B 1-ildkd L
Ba—Rabt—%{T9 2 ENTEXDENENCD
WTEMMA S 52851, FDA IZfWGbtsd Z
L,

(c) Protection of records to enable their accurate and

ready retrieval throughout the records retention period.

FLER D PRAT IR o 2 OO Rk 2 TERE 7>
FLdRka PR T D,

(c)
IR HLTE S L YIT,

(d) Limiting system access to authorized individuals.

(d) YAT LA~DT 7 AZMERD B D ENIZD
HIRET D

(e) Use of secure, computer-generated, time-stamped
audit trails to independently record the date and time of
operator entries and actions that create, modify, or
delete electronic records. Record changes shall not
obscure previously recorded information. Such audit
trail documentation shall be retained for a period at
least as long as that required for the subject electronic

records and shall be available for agency review and

copying.

() I Ea— X THERINDILERIALAL
VIR OB A L, Bk A Rk, &
iE, HIBRT 2 &9 72 Ad N L—2 AS)REAIED H IR
. [BREEE) ML SECRiET 5, ke A
B 255A0E. ENLAENCEE STV iFi#RE
BLTHELS, 20X REAFEO RF 2 X2 b
I, x5 & 72 D ERLERIT R D B AL D R A7 I
&L A LB F—HIMIRAE L, FDAR L E 2 —
IRabe—Tx5HL9127 5,

(f) Use of operational system checks to enforce

permitted sequencing of steps and events, as

appropriate.

(H BEIIS T, BIECETH VAT L F =y
2 L, BB FROFE SR TIThbh
% & 95T %,

(g) Use of authority checks to ensure that only

authorized individuals can use the system,

electronically sign a record, access the operation or
computer system input or output device, alter a record,

or perform the operation at hand.

(2) HEFRD & HENDIHMNBLLT 21TV D L 54
[RF x> 7 &Fhud 5,

AT KOF|H

SR~ DETFES

e, £ arBa—F T AT ADOANN
WE~DOT 7 &R

FLERDER . FT0T

FILBIEDFAT

§§;§ BASH XE 8

20
BZLib-121 Partl1Rule r0.docx
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(h) Use of device (e.g., terminal) checks to determine,
as appropriate, the validity of the source of data input

or operational instruction.

(h)y BREZIE T, T—X AT Ea~> ROl
TG AHET D20, T8, A (B« IR
HEE) OF v 7 2E T D,

(i) Determination that persons who develop, maintain,
or use electronic record/electronic signature systems
have the education, training, and experience to perform

their assigned tasks.

() EBitsk EBL AT LB, RSF
T 5 E DU OB TICHE IR BE ., I,
BRER A L TV AENENEHET 5,

(j) The establishment of, and adherence to, written

policies that hold individuals accountable and

responsible for actions initiated under their electronic
signatures, in order to deter record and signature

falsification.

() FLEkM EA ORE LB IET 572012, B4
BEARNTHHBELR DY, EFEHDO T TITo 12
TRHTHHERMEEZRD 2L 2EDHFLS
Nlstasy, 2zl rsEd,

(k) Use of appropriate controls over systems

documentation including:

(1) Adequate controls over the distribution of, access
to, and use of documentation for system operation and

maintenance.

(2) Revision and change control procedures to maintain

an audit trail that documents time-sequenced
development and  modification of  systems
documentation.

k) VAT LD RF¥=2 AT — a3 AL, B
T E el g A FEfT 5,

(1) AT LOEHBIEPRTICET D R¥ o X
v ROBAR, 77 BA, EHIZOWTOmREY) e E
ﬁo

Q) VAT LD RFa AT —a ORI
TER K OME IE & GLék 3 2 72 & DB A LW % HE £7
T 5o OWET R FEETFIA,

§§;§ BASH XE 9
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Sec. 11.30 Controls for open systems.
=T s VAT ADEH

Persons who use open systems to create, modify,
maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the
authenticity, integrity, and, as appropriate, the
confidentiality of electronic records from the point of
their creation to the point of their receipt. Such
procedures and controls shall include those identified
in 11.10, as appropriate, and additional measures such
as document encryption and use of appropriate digital
signature standards to ensure, as necessary under the
record authenticity, and

circumstances, integrity,

confidentiality.
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Sec. 11.50 Signature manifestations.

24 OHEFR

(a) Signed electronic records shall contain information
associated with the signing that clearly indicates all of

the following:

(1) The printed name of the signer;

(2) The date and time when the signature was executed,;

and

(3) The meaning (such as review, approval,
responsibility, or authorship) associated with the

signature.

(a) B INTZE LRSI, B4 ICBEET HLL
TOETENMKIORT X O RIEREE T,

(1) IEFRDEL H K4

(2) BAMTbOI BT &R

(B) BAOEKR (LB =—, KB, 5, 1ES)

(b) The items identified in paragraphs (a)(1), (a)(2), and
(a)(3) of this section shall be subject to the same
controls as for electronic records and shall be included
as part of any human readable form of the electronic

record (such as electronic display or printout).

Z @ Section ® _EFL(a)(1). (a)2). (@)3) TR
NHHEBIZOWTIL, Bk & Rk S P4
ML, AEDED LRI LB iedk (B« b
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(b)
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Sec. 11.70 Signature/record linking.
BA /RO Y v

Electronic signatures and handwritten signatures
executed to electronic records shall be linked to their
respective electronic records to ensure that the
signatures cannot be excised, copied, or otherwise
transferred to falsify an electronic record by ordinary

means.

BRERIC R SNIZEBTBEL KR OFEZBLIL,
KNI 5% 2 OEFRIERE Y 7T 5, T,
Bk ZBIET 2 HNTRIND, BH Ok
AW BL ORI, EREITERS 2, RNAT6E
2T 5720 Th D,

Subpart C--Electronic Signatures
BFEA

Sec. 11.100 General requirements.

— R ) 7 LA

(a) Each electronic signature shall be unique to one
individual and shall not be reused by, or reassigned to,

anyone else.

(a) EFELIT.BAEATE=—7bDL L il
OTFEIZ S B, HFHEIE LR,

(b) Before an organization establishes, assigns,

certifies, or otherwise sanctions an individual's

electronic signature, or any element of such electronic
signature, the organization shall verify the identity of

the individual.

(b) #fkDS, BT EH EITEFELNL OMRESR
wlesr, FY. RAEFIC X VFFI T OBRIE. £
(ZHNLHARNFERZTT 9,

(c) Persons using electronic signatures shall, prior to or
at the time of such use, certify to the agency that the
electronic signatures in their system, used on or after
August 20, 1997, are intended to be the legally binding

equivalent of traditional handwritten signatures.

(1) The certification shall be submitted in paper form
and signed with a traditional handwritten signature, to
the Office of Regional Operations (HFC-100), 5600
Fishers Lane, Rockville, MD 20857.

(c) EFEBEALMMTH&X, 1997 48 H 20 H
BRI AT ATHASN TV DHETBEL D, #
kOFEEZBL LEREOENHER N EZFHESL D
IZEKINTWD Z &%, FDA (2% L CRERS
%,

() FEEIE, HEROFEEENL SNIRO B
= A T, Office of Regional Operations (HFC-
100), 5600 Fishers Lane, Rockville, MD20857 (Z#&
92,
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(2) Persons using electronic signatures shall, upon
agency request, provide additional certification or
testimony that a specific electronic signature is the
legally binding equivalent of the signer's handwritten

signature.

(2) ETFEAZMHT 2FIL. FDA DEFERH 5
Bitr. ETBEAVBZDOEBLEDFHEEEL LAE
DIEWIE N ZFFO b DO THDH I L OFEV £ 72
IXRES & BN TR 5,

Sec. 11.200 Electronic signature components and controls.

BFELHOBKER L BFH

(a) Electronic signatures that are not based upon

biometrics shall:

(1) Employ at least two distinct identification
components such as an identification code and

password.

(1) When an individual executes a series of signings
during a single, continuous period of controlled system
access, the first signing shall be executed using all
electronic signature components; subsequent signings
shall be executed using at least one electronic signature
component that is only executable by, and designed to

be used only by, the individual.

(i1) When an individual executes one or more signings
not performed during a single, continuous period of
controlled system access, each signing shall be
of the electronic

executed using all signature

components.

(2) Be used only by their genuine owners; and

(3) Be administered and executed to ensure that
attempted use of an individual's electronic signature by
anyone other than its genuine owner requires

collaboration of two or more individuals.

(@) A FA RN 7 RTESHRVEFBLIL,

(H)ID 23— REANRT—RZE 2 DL EORHED
R R AT D,

() BEHENEZV AT AT 78 ARk LTV 5
IR L CTEA 21T O B A DFELITITE
TOBFELBEREHER LT ULR 6200,
ZNLNEDEL I TEFBLER 2 1 DL EHT
NIERW, HL, 2L Aa0EFEAERIT, &
BEDOHRPITHETE, TEBLEOLPEHTE
D X OICEGET D,

(i) BEOELZ 1 BIOFEHRINICC AT LT 7
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ELTETOBTELER MM L TiTbh i
FHUTR B 720,

Q) BALITEOFAEIZL > TOAHEML,
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(b) Electronic signatures based upon biometrics shall
be designed to ensure that they cannot be used by

anyone other than their genuine owners.

(b) NAFANY T RAZHASWEEBFEBLIT, B
®%ﬁ%u%ﬁﬁﬁféﬁwio_mﬁﬁé

Sec. 11.300 Controls for identification codes/passwords.

ID 2— K/ RRAU—RDOEH

Persons who use electronic signatures based upon use
of identification codes in combination with passwords
shall employ controls to ensure their security and

integrity. Such controls shall include:

ID 22— RENAY — ROMAF OIS
BFELAEHEHT T, 20Ex=2 )T 1 L5%
BHEEEFIICT DL OEHRT H, DL REH
XL FOFEEE G T,

(a) Maintaining the uniqueness of each combined
identification code and password, such that no two
individuals have the same combination of identification

code and password.

(@) ID 22— K& R2 T — ROMAEDEREA T
HDHEHICHEFRFEE L, Fl—D ID 23— K& /R
U — ROMAE LR EFFOENRNL IIZT D,

(b) Ensuring that identification code and password
issuances are periodically checked, recalled, or revised

(e.g., to cover such events as password aging).

(b) ID =2— K& /XRAT— ROFITIZONT (f -
NAT — R~ RS 5 72) 2T
=7, BiH, WET2#ESICAT o,

(c) Following loss management procedures to

electronically deauthorize lost, stolen, missing, or
otherwise potentially compromised tokens, cards, and
other devices that bear or generate identification code

or password information, and to issue temporary or

(c) ID 22— REOVRAY — RIERE R E 134
KCTED h—27 >, B—KREDTNA AEKRL
Lo, WENTZ, Ao bR0nE, FEABITR
Ipo ot BRETIAICHENE IR
LT pl b, WU OREREE T TR

unauthorized use of passwords and/or identification
codes, and to detect and report in an immediate and
urgent manner any attempts at their unauthorized use to
the system security unit, and, as appropriate, to

organizational management.

permanent replacements using suitable, rigorous | % 72 IXAKARI 7R ﬁ’:‘ktf@ ZRATT Do
controls.
(d) Use of transaction safeguards to prevent | (d) A FE{TH>720DRNTFT o Hray - k—7

= R&ERT 5,
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(e) Initial and periodic testing of devices, such as | (e) ID = — RR/XRA U — MR Z LRITF F 7o 134ERK
tokens or cards, that bear or generate identification | TX 5 h—2 Lo — REDT /NA A% f#i B
code or password information to ensure that they | #aRF X OVEMIAIIZT A M L, £ OFEREN IE L < #)
function properly and have not been altered in an | fEL TH Y | FFA[72< NENEH I N TV Z
unauthorized manner. L HMEREIZT D,
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