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Guidance for Industry’
Computerized Systems Used in Clinical Investigations

This guidance represents the Food and Drug
Administration's (FDA's) current thinking on this
topic. It does not create or confer any rights for or on
any person and does not operate to bind FDA or the
public. You can use an alternative approach if the
approach satisfies the requirements of the applicable
statutes and regulations. If you want to discuss an
alternative approach, contact the FDA staff
responsible for implementing this guidance. If you
cannot identify the appropriate FDA staff, call the
appropriate number listed on the title page of this

guidance.

RAA K v A%, REIZOWTRLERMLF
(FDA) OBIEDOEX FaTr~T D ThHDH, A
A X AE, W DEITH LT HHERIZAE L
HFLOY HRHE5 27203250 TIER<,
F72 FDA RAREW KT 5 H DO TIERW, w1
SNDED K OB OB Z2 =T/, 20
A ATRINTEFECRD D FHiEE N
Th L, REHIEICBET DRIV T,
KA B ADFERMELEFD FDA AZ > 7
(DG S T2 HHE TN & FDA 2 X v 7 03y
MO IRNGRIL, RHA X ADOFRMIRTE
D ) L) e & Z AICEIE SN,

! This guidance has been prepared by the Center for Biologics Evaluation and Research, the Center for Drug

Evaluation and Research, and the Center for Devices and Radiological Health at the Food and Drug Administration.
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I. INTRODUCTION
3¢

This document provides to sponsors, contract research
organizations (CROs), data management centers,
clinical investigators, and institutional review boards
(IRBs), recommendations regarding the use of
computerized systems in clinical investigations. The
computerized system applies to records in electronic
form that are used to create, modify, maintain,
archive, retrieve, or transmit clinical data required to

be maintained, or submitted to the FDA. Because the

KIA K RN . BAFE R = RErk B
(CRO), 7—# M & IRBRAMLEM, KO
HBREAELES (IRB) (oxF L, 58k 1 2
WCTara—2bv AT L5 HT 25 ETo
WRFEEHEEZRTHLOTHD, 2 Ea—H{by
AT AT, HERFEER VR X3 FDA ~O#HIDS
RKOOLNTWDIRRRT — & OIERkR MEE /e
WHLRAT U Rk S A E R
DFFKIHEHIND DO TH D, T —# 2%,

source data® are necessary for the reconstruction and o BN AL D NE
evaluation of the study to determine the safety of food o b N EH L S OB R DO A K

and color additives and safety and effectiveness of O E

new human and animal drugs,® and medical devices, | Z ¥4 2 Z &% BHEY & L7 IRBRO 05N
this guidance is intended to assist in ensuring WCMETH DT, RITA X A TEFHIRIR
confidence in the reliability, quality, and integrity of | 7 —# K ONFEEL (15, B FFo8k) OIfEHEM:,
electronic source data and source documentation (i.e., | fn'E. M OEEMEICHEEN L THLIICTH T
electronic records). LEEHMET D,

[FR7E 1 : clinical investigation, clinical trial,
clinical study, study Z3-<T 5B ELRRL
7o ]

[ER7E 2 : record % maintain 75 = & % [HEEE
By | retain 52 & & R4 | archive 75 2
Lx TRMF) ERLT, ]

2 Under 21 CFR 312.62(b), reference is made to records that are part of case histories as “supporting data”; the ICH E6
Good Clinical Practice consolidated guidance uses the term “source documents.” For the purpose of this guidance, these
terms describe the same information and have been used interchangeably.

221 CFR 312.62 (b) TiX case histories D —#BDF#k% [supporting data] & FEA TWAEFTA®H 5, ICH O
E6 Good Clinical Practice consolidated guidance |Z [source documents| &9 HFEZ HWTWD, KA A XA
IZBNWTIE, ZNHLOMERFECEKRTH Y, AHIICHEA L TV D,

3 Human drugs include biological drugs.

b MHEEMICE, APRANEEND,
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This guidance supersedes the guidance of the same
name dated April 1999; and supplements the guidance
for industry on Part 11, Electronic Records; Electronic
Signatures — Scope and Application and the
Agency's international harmonization efforts* when
applying these guidances to source data generated at

clinical study sites.

KITA 2 2131999 4 4 A DRI DT A &
AN 2 BEX 2 56D TH D, £IRRFENM
fisk TR SN D IRT — ZIZERMT A Z
A [Part 11, Electronic Records; Electronic
Signatures — Scope and Application] & TF FDA O
[EBEHLHIFRFES) ¢ (IC K D0 A XA %A
TOBC, INOEDHA X AuMRET D b0
T D,

[FUE : A& L5225, BEITIE 1999 07 A
4 A% TComputerized Systems Used in Clinical
Trials] TH Y . KA ¥ AL [Computerized
Systems Used in Clinical Investigations | & 72> T
W5, ]

FDA's guidance documents, including this guidance,
do not establish legally enforceable responsibilities.
Instead, guidances describe the Agency's current
thinking on a topic and should be viewed only as
recommendations, unless specific regulatory or
statutory requirements are cited. The use of the word
should in Agency guidances means that something is

suggested or recommended, but not required.

KA K A G T FDA DA X v A%, 1EH)
WE S OHLELEELELODH DO TILR

W, eLA, M by 7 IZBT %5 FDA OBITE
DEZ TR THLOTHY | FEDHHES
OEHENSIHINTORWRD X, H< £ TH
RELTRARTRETHD, FDABRTA XA
THWS Tshould) &9 aE W 13 il 220
REXTHRZZ®R L, BEREZRTHOTIER

AN
[GRiE : “should” 1. T~F_RxThHd| X
[~F %] LRLTWD, ]

4 In August 2003, FDA issued the guidance for industry entitled Part 11, Electronic Records; Electronic Signatures-
Scope and Application clarifying that the Agency intends to interpret the scope of part 11 narrowly and to exercise
enforcement discretion with regard to part 11 requirements for validation, audit trails, record retention, and record
copying. In 1996, the International Conference on Harmonisation of Technical Requirements for Registration of
Pharmaceuticals for Human Use (ICH) issued E6 Good Clinical Practice: Consolidated Guidance.

42003 4= 8 A, FDA iZ [Part 11, Electronic Records; Electronic Signatures-Scope and Application]| & & L 7235}
MT A X A%FAT L, Part 11 OGP ZRBICHENT L2 8, YT —2a v B, F8k
ORE, KOFEHED 2 & =X 2% Part 11 ZBFIZOWT, $fT2HET L L2 BRL TV EZH LN
\Z L7z, 1996 4=, H >k EU [E3E 5 EIHFHFERS 5% (International Conference on Harmonisation of Technical
Requirements for Registration of Pharmaceuticals for Human Use (ICH)) /%, [E6 Good Clinical Practice:
Consolidated Guidance | Z %817 L7,
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II. BACKGROUND

Hdbe B

H 5.

There is an increasing use of computerized systems in
clinical trials to generate and maintain source data and
source documentation on each clinical trial subject.
Such electronic source data and source documentation
must meet the same fundamental elements of data
quality (e.g., attributable, legible, contemporaneous,
original,® and accurate) that are expected of paper
records and must comply with all applicable statutory
and regulatory requirements. FDA's acceptance of data
from clinical trials for decision-making purposes
depends on FDA's ability to verify the quality and
integrity of the data during FDA on-site inspections and

audits. (21 CFR 312, 511.1(b), and 812).

RERIZIR W T, BHBRE T 27T — &% L OV
BRI OMERRHERFE AT ) LT, avBa—X
b AT LEZFIATHZENREL o TE T, £
O LIEFIIRIRT — & R OVRERHT, #ROFHk
IR SN Db D ERICT — & WE O FEARER
(Bl 21X, attributable Ui )&~ BEALOFTED B T
H %] | legible [H@t HMFTED] |
contemporaneous [[FIFFCT&H 5] | original JFAT
HD]) SO accurate [(IEMETH D] ) ZHiT- 72
FIUTR BT 2o I D TR TOETEME
&U\ﬁ%ﬂgﬁ: ZHA LTI B0, /’ﬁ%ﬁ“(“
Fohle7T—% % FDA @%‘FE&%E :fﬁo 7=
(3. FDA 3 BLG AR B S 2 &@E&’%ﬁ
LOERMERIETE S Z ERFIREE D (21
CFR 312, 511.1(b), and 812),

In March 1997, FDA issued 21 CFR part 11, which
provides criteria for acceptance by FDA, under certain
circumstances, of electronic records, electronic
signatures, and handwritten signatures executed to
electronic records as equivalent to paper records and
handwritten signatures executed on paper. After the
effective date of 21 CFR part 11, significant concerns
regarding the interpretation and implementation of part
11 were raised by both FDA and industry. As a result,
we decided to reexamine 21 CFR part 11 with the
possibility of proposing additional rulemaking, and
exercising  enforcement  discretion  regarding
enforcement of certain part 11 requirements in the

interim.

1997 4% 3 12 FDA 1% 21 CFR Part 11| %34T L,
FeE OIRBUT TN T, LU F 2 OFEE & ORI 72
SINTFEEZBALERAEFELRRTHA O AL
HE R LT,

o E1FIHK

o ETEAL

o EIREKIZRINT-TEXEL

21 CFR Part 11] D%%h HLARE, Part 11 OfFER K
WZ DO FEEIZ OV T, FDA & R ORI H 6 1A

RN R ST, T OFER FDA X, BINEH]

PRERT HAREME AN S BEMIIC Part
11 O—#REM- 23 T# &I L, 21 CFR Part 11
PEMET L EEARE L,

3 FDA is allowing original documents to be replaced by copies provided the copies are identical and have been verified
as such (See, e.g., FDA Compliance Policy Guide # 7150.13). See Definitions section for a definition of original data.
SFDA IFRARFEA =04V P FNDOLFELELFE—THY, TOZERHIESNTWDIGEG, AV U
NEAE—TEESWWADHZEEZFAIL TS (21X, FDA @ [Compliance Policy Guide # 7150.13] %%
), AV PFNLTF—=ZDERITHONTL [EFH OFEEZSBROZ L,
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This guidance finalizes the draft guidance for industry
entitled Computerized Systems Used in Clinical Trials,
dated September 2004 and supplements the guidance
for industry entitled Part 11, Electronic Records;
Electronic Signatures — Scope and Application (Scope
and Application Guidance), dated August 2003. The
Scope and Application Guidance clarified that the
Agency intends to interpret the scope of part 11
narrowly and to exercise enforcement discretion with
regard to part 11 requirements for validation, audit
trails, record retention, and record copying. However,

other Part 11 provisions remain in effect.

RITA L A3 2004 45 9 AFTD R T 7 McER
W J AT A 2 AT 2% [ Computerized Systems Used
in Clinical Trials| Z®AL9 2 HDOTHY | 2003
B8 ARITOERM T A X A [Part 11,
Electronic Records, Electronic Signatures — Scope
and Application (Scope and Application # A 4
)| AT D H DT D, [Scope and Application
HA B A T, Part 11 O FHHPE A He 21 fig
WL, NV TF—a » BN, FLEORE .
FREKOD T B —IZBET 2 Part 11 FIEIZ OV TEAT
EHETLHLEVIBMERALNI L, 2L,
Z DA Part 11 OBUEITHI EHME AN TH D,

The approach outlined in the Scope and Application

Guidance, which applies to electronic records

generated as part of a clinical trial, should be followed

until such time as Part 11 is amended.

['Scope and Application 7 A & A | THEE L 72 F7
EITREBR O CTARR S 5 B Rsk I ]
AL, Part 11 NGETEN DR ETHES XEHDT
H5,

I1I. SCOPE
3 FH 4 DA

The principles outlined in this guidance should be used
for computerized systems that contain any data that are
relied on by an applicant in support of a marketing
computerized laboratory

application, including

information management systems that capture
analytical results of tests conducted during a clinical
trial. For example, the recommendations in this
guidance would apply to computerized systems that
create source documents (electronic records) that
satisfy the requirements in 21 CFR 312.62(b) and

812.140(b), such as case histories.

KIA L A TS DAL, TIPS Z1T 9
LCHEOWVFTE 25T — X HFFoa s Ea
— LT AT MZEATRE LD TH D, ZOxt
LA, WRRPICE T 57 2 S OSHTHER &R
kL a—2{kE 7z LIMS (laboratory
information management systems) 3% £415, i 2
X, AT A L ZAOHELEFIAIT, 21 CFR 312.62(b)
Je O 812.140(b) D B % i 7= 3 BEAEIE D I 9 72
JREE (B 2Fkd 23 va—2{ky
AT DA S5,

% KAt XE 5
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This guidance also applies to recorded source data
transmitted from automated instruments directly to a
computerized system (e.g., data from a chemistry
autoanalyser or a Holter monitor to a laboratory
information system). This guidance also applies when
source documentation is created in hardcopy and later
entered into a computerized system, recorded by direct
entry into a computerized system, or automatically
recorded by a computerized system (e.g., an ECG
reading). The guidance does not apply to computerized
medical devices that generate such data and that are

otherwise regulated by FDA.

KHA XA, BBk S - E@ NS a v Ea

— ALV AT ACEEEE I NGRS N DR T

— & (- BEME IS E AR L Z — DR

57K FUFHRI AT AMIELND T —H) I

b S D,

Flo, RUA XA,

o MTIERSINTRER Za L Va—2{ky
AT B ATT D55,

o JFHEKIZ AL B a—H b AT MTHEBEA
VAR IRAY” SN

o IV VEa—HLv AT ANFEERE BB
\ZEEERT DA (B LEREE)

hEHE NS,

BL, 2 LT —# &4k Toarva—21k

SN EREL T, o FDA B TICH D L0

WEART A L ZADRGHN LT 5,

IV. RECOMMENDATIONS
eI

This guidance provides the following
recommendations regarding the use of computerized

systems in clinical investigations.

KITA X AT, BRICBT 522 Ea—21k
VAT AOFEHIZOWT, HREFEEEZLI TR
‘ﬁ—o

A.  Study Protocols
TRBR 2 i 5 18k

Each specific study protocol should identify each step
at which a computerized system will be used to create,
modify, maintain, archive, retrieve, or transmit source
data. This information can be included in the protocol
at the time the investigational new drug application
(IND), Investigational Device Exemption (IDE), or
Notice of Claimed Investigational Exemption for a
New Animal Drug containing the protocols is

submitted or at any time after the initial submission.

TRBREMFHEERIC, OB Tarta—4
Ly 2T D AW TIRT — % O MELE /#E
R Bl Ar B M5 %AT O Oz 6 )
W29 %, ZDOFE#HIL, Investigational New Drug
Application (IND), Investigational Device
Exemption (IDE), Notice of Claimed Investigational
Exemption for a New Animal Drug D755 5 /it &1 E
ExRHT o zohicEoThbinl, &
WOFRMDFE A TERRITODTRH L THED 2R
[

KAt XE 6
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The computerized systems should be designed: (1) to
satisfy the processes assigned to these systems for use
in the specific study protocol (e.g., record data in
metric units, blind the study), and (2) to prevent errors
in data creation, modification, maintenance, archiving,
retrieval, or transmission (e.g., inadvertently

unblinding a study).

AU a—H LY AT AL, LLFO X 9 ICHE

T 5,

(1) ¥ AT APEBRFEMmFHEEFIZIB W THEID 4
Tohiz7atX B 7—%% A— bVik
*ﬁﬁ?é\ﬁ%%éﬁﬁfﬁi)%ﬁiﬁ
va)

() T—Z &R MEEMERFE LR ATHL
MRk T DA T =T — %Ik
L Bl (BE T~ &Zipire) o CIFE
BIZLTLED)

B. Standard Operating Procedures
IRERRIETFIEE (SOP)

There should be specific procedures and controls in
place when using computerized systems to create,
modify, maintain, or transmit electronic records,
including when collecting source data at clinical trial
sites. A list of recommended standard operating
procedures (SOPs) is provided in Appendix A. Such
SOPs should be maintained either on-site or be
remotely accessible through electronic files as part of
the specific study records, and the SOPs should be
made available for use by personnel and for inspection

by FDA.

IRBRERfERR COT — X IUEE &, B
2 —HbY AT L& AW CET A MR E
IE/HERFE L MB16 T 58 12iE, BRi e F
NE K OVE R 1E A RET 5, HELE S D AR R,
EFIE (SOP) D —E ATk AT RT, ZD XD
72 SOP [ ZIRBR D FEER D —Hh & L CIRHR I H fiti ik
IZELS ), BT 774 VELTYE—FT 27 &
ATEDLLHICHERFEEE L, ALEBFIHTE,

F£7- FDA BNEZRICHECTE L L5127 2,

C. Source Documentation and Retention

JRE R & PR

When original observations are entered directly into a
computerized system, the electronic record is the
source document. Under 21 CFR 312.62,
511.1(b)(7)(ii) and 812.140, the clinical investigator
must retain records required to be maintained under
part 312, § 511.1(b), and part 812, for a period of time
specified in these regulations. This requirement
applies to the retention of the original source

document, or a copy of the source document.

VO FNOBEEREERE B2 — 2k
AT BMIATT2HE1E. T OE TN HE
£hE 725, 21 CFR 312.62, 511.1(b)(7)(ii). K
812.140 (T L v | JRERE(EEEANIE Part 312, §
511.1(b). KO\ Part 812 THERFEFLNS KD ST
WhHRLERE . ZhD ORI THRE S LTV 5
% U CRE L2TIIER 57w, :@g#
TG OFAR T2 B — %R BB
Iha,

g%;; KAt XE 7
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When source data are transmitted from one system to
another (e.g., from a personal data assistant to a
sponsor’s server), or entered directly into a remote
computerized system (e.g., data are entered into a
remote server via a computer terminal that is located
at the clinical site), or an electrocardiogram at the
clinical site is transmitted to the sponsor’s
computerized system, a copy of the data should be
maintained at another location, typically at the clinical
site but possibly at some other designated site. Copies
should be made contemporaneously with data entry
and should be preserved in an appropriate format,

such as XML, PDF or paper formats.

UTOEEITE, T —% 0 a e —zj o8
(— PN ITIRBR FEMfERE T 2 23, oS HT T
H L) THERFE BT 2,

o BT —BEBHDHIAT ANBRIDT AT L
(B« BEHSIE SR AR D D IRBRIRIEE D —3)
~MeET D55

o EHEIFHICH DAL B2 —F LT AT AICH
BATIT 5 (B IRBRIENEfERR |2 E DT
VB o — H AR DEREHIZ H 5 P —3
2T =2 AT %) BE. XX

o IRBREMMERRIZ S 5 OEM A IEBRIKIEE O
A 2 —HL Y AT AMBET DA

B — L7 — & A L [FFREIZ XML, PDF, #t&

D72 7 4 —~ v b TERT 5,

D. Internal Security Safeguards

NEEx =2 U7 ¢ RER

1. Limited Access

Tt R R

Access must be limited to authorized individuals (21
CFR 11.10(d). This requirement can be accomplished
by the following recommendations. We recommend
that each user of the system have an individual account.
The user should log into that account at the beginning
of a data entry session, input information (including
changes) on the electronic record, and log out at the
completion of data entry session. The system should be
designed to limit the number of log-in attempts and to

record unauthorized access log-in attempts.

TR, RO B D MENIZIRE LR TR
572N (21 CFR 11.10(d)), = O EARILLL T OHESE
FHIHIZ L VW29 2 LN TE D,

o VAT AOK—WITIL, HAROT Y
VNEREED 2 EERHERET S,

o —WIF—H ANt a BtERICE
DT AV RTRIA L, BRREICHE
WAEANS ERERLET) L, Byva T
RRlcwe 77 v 5,

o A VEITEHEAERIRL, 77 & AR
iz 7 A PR L NTGA IR
END LI AT LEHREHT S,

g%;; KAt XE 8
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Individuals should work only under their own | e {EXT AL, HOHFDO AT — XX

password or other access key and not share these with o7 7 AF—0b ETHEEL, TbH
others. The system should not allow an individual to It & Leuy,

log onto the system to provide another person accessto | e AT AR T AL L THMEFICT 7 A%
the system. We also recommend that passwords or T B ENTELRVWE IRV AT AT
other access keys be changed at established intervals Do

commensurate with a documented risk assessment. o NAU— RIhDOT 7B AX—IF, &E

fbEn7z U 27 IS CTED b7/
RCEES D Z La#RET 5,

When someone leaves a workstation, the person should | o {E¥EFILIV —7 AT — 3 U ZRENLDIRF,

log off the system. Alternatively, an automatic log off VAT AN T AT T 5, Xk, EkHE
may be appropriate for long idle periods. For short \ZOT D8R IEICR L CiX, BEe 7
periods of inactivity, we recommend that a type of THEREN YY) TH A 5, FERFE OBEIRIE
automatic protection be installed against unauthorized W LTUE, MERRDOnT — X AN =<
data entry (e.g., an automatic screen saver can prevent Lo BB RETE (B HEEIX 2

data entry until a password is entered). —rE—RNEHNLZEICLD, AT —

WA SNDETT—HANEZ<CZ L
INTED) ZBRMT 5 L 2T 5,

&% 5.1
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2. Audit Trails

BB A
It is important to keep track of all changes made to 1RBR I |2 B9 2 IR B) 2 Foék L 72 75k
information in the electronic records that document BRI T 2T X TOEELBHTE 5L 51

activities related to the conduct of the trial (audit LT Z L (BEEY) DEETHDH, B
trails). The use of audit trails or other security BEotxa )74 FREMEHT52L T, &
measures helps to ensure that only authorized FREERD T BITKE L TR S e, ik~
additions, deletions, or alterations of information in ﬂ% EOIRPTONT-Z ENHERTE, 27—
the electronic record have occurred and allows a D EE M OGERME A REET D 72 DITIRER D E

means to reconstruct significant details about study ﬁﬂjl{ﬁﬁ%’ﬁ? — ZIEIZ BT 5 EE R 4 7
conduct and source data collection necessary to verify | BLlC&X 5, £/, 2 Ea—XIZL D BEIAERK
the quality and integrity of data. Computer-generated, | SAL72 & A LA X 77@% BEAREEA S D& F =

time-stamped audit trails or other security measures U7 4 FRIZ RLERDERL MEIE A
can also capture information related to the creation, FrRIZERE % hEJ %ﬂi % ﬁ HTENWTE, BHIN
modification, or deletion of electronic records and HEAENCHEE T D ETHRLSOTHA D,

may be useful to ensure compliance with the

appropriate regulation.

The need for audit trails should be determined based BEAFEBR D LB DV TR, ARILAS R S,
on a justified and documented risk assessment that ESNTE U AT FHIIZED N TH W 5,

takes into consideration circumstances surrounding URAZFMIZ Y T > TE, AT 2O HER
system use, the likelihood that information might be | 52, 1HF#HMAMEH TE <2 % EfAb‘f_&L SR A
compromised, and any system vulnerabilities. Should | 7 A DMt % EET 5, SERD e A
it be decided that audit trails or other appropriate EFIZT 5 L TR EORED) et X2 U T
security measures are needed to ensure electronic A TRPETH D EPRE LTS E, Bk
record integrity, personnel who create, modify, or ZERMELE HIBR T 2 2 FH S, EF ek D
delete electronic records should not be able to modify | ZH ZBHf T 5 XESCEX 2 VT 4 HREEHT
the documents or security measures used to track TE IR LRV, BEFREERNIXT 54
electronic record changes. Computer-generated, time- | 2B 95 51L& LTIE, a0 Ea—#IC Xk
stamped electronic audits trails are the preferred DBEBVER SN H A LARE T EOEFH
method for tracking changes to electronic source TR ERERF N B E LUy,

documentation.
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A =
% HRARA SR 10 BZLib-105_ FDA_CSCI r5.1.docx



U.S. FDA Guidance for Industry

Computerized Systems Used in Clinical Investigations

No. BZLib-105

Audit trails or other security methods used to capture
electronic record activities should describe when, by
whom, and the reason changes were made to the
electronic record. Original information should not be
obscured though the use of audit trails or other
security measures used to capture electronic record

activities.

A RLERIAR D IR B 2 FLbk T D B AR S D&
X2 T 0 FRTIE, Vo, JER. REEFR
P BRLIZONERT L OICT 5, Efiisk
BT 57 77 4 87 4 ik D720
AEEOEX 2 VT 4 FREEHRT %6, A
NEHDIEREHEELRNE I ITT D,

3. Date/Time Stamps
FALARE T

Controls should be established to ensure that the
system's date and time are correct. The ability to
change the date or time should be limited to
authorized personnel, and such personnel should be
notified if a system date or time discrepancy is
detected. Any changes to date or time should always
be documented. We do not expect documentation of
time changes that systems make automatically to

adjust to daylight savings time conventions.

VAT L0 AT RO & i FEITIEMEIC RO K
I, BEFEREZHRT D, A KROREZ D% H
TEISHERRD B DM FIZREL, VAT LD H
IRz oTnARE SN HalE. b
DOHLEF TN OE D, A UKL O IL,
WICCEICE T, 2L, ) EEEcaEbYE
D12 D VAT KT KD BB IR REZFREE D
WCREEKICR T Z L idsk 2,

W

We recommend that dates and times include the year,
month, day, hour, and minute and encourage
synchronization of systems to the date and time
provided by international standard-setting agencies
(e.g., U.S. National Institute of Standards and
Technology provides information about universal

time, coordinated (UTC)).

HAF R OWEZNZIZ, 8B/ W/ 358
O, EFRR R EERER AR (1]« KIEE AR
MAFZERT Tk, BhE A (UTC) (2B 216
AL L TV D) MRS 2 B SRR 2T
LEFESED 2 L 2R 5,

Computerized systems are likely to be used in multi-
center clinical trials and may be located in different
time zones. For systems that span different time
zones, it is better to implement time stamps with a
clear understanding of the time zone reference used.
We recommend that system documentation explain
time zone references as well as zone acronyms or

other naming conventions.

2 a—Z b AT MF Sk L FETEER T H
WHNDZENEL, FALY = DRI DH
WICHRBEINOIGEbH D, BRDHEA LY —
VNCETEMBUV AT AL, EOFA LY — %
LML LTHWDD O EPIREIC L BT, #4 A
AR T RE LRI, REET XA
LY — o b ZOEITFEORTIEICDONT T A
TAXEICHATRT D Z &2 HERT S,

%%%; BASH & 11
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E.  External Security Safeguards
S =2 U T 1 iR

In addition to internal safeguards built into a
computerized system, external safeguards should be
put in place to ensure that access to the computerized
system and to the data is restricted to authorized
personnel. Staff should be kept thoroughly aware of
system security measures and the importance of

limiting access to authorized personnel.

B a—2 b AT ANITHIAA FILTZNED

(EX=VU7 0] RERICINZ, 2 ¥a—#1k

VAT AR RT —H DT 7R R IR

DHDHNIRETHE D, 4B (X2 T 1)

RER LRI D, AKX v 7%, RO Z & &AM

ST 2,

o VAT AhtXaUT 4R

o MERDHHNIZT 7B AZHBRETH LD
PN

Procedures and controls should be put in place to
prevent the altering, browsing, querying, or reporting
of data via external software applications that do not

enter through the protective system software.

R 7 N0 =TTV —a v B, VAT A
VIR =T D [(Bxa VT 1) RERKEEE A
WNALT, T—2&2ER /% Mas /s
L2 EDRNE S FIEKROWH &% T 5,

You should maintain a cumulative record that
indicates, for any point in time, the names of authorized
personnel, their titles, and a description of their access
privileges. That record should be kept in the study
documentation, accessible for use by appropriate study

personnel and for inspection by FDA investigators.

WERD I D NDOAHLTEE/ T 7 & AMHEDOFEH
BT RS A MERFEEL L TR <, ZOREkIT
BBHSCEOTIZE D 1RRIZED 5 E B2
FIFIT&, £7- FDA DNELRFHCHETX5 L9
W29 %,

We also recommend that controls be implemented to
prevent, detect, and mitigate effects of computer
viruses, worms, or other potentially harmful software

code on study data and software.

o, B Ea—FTANVA T LEDRRT
—H ROV T b =T ICHEELRVED Y T b
V=T a— FIZE B L, THIL MR L,
BT DD ORI R EMT 5 2 L AR 5,

%%%; BASH & 12
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F. Other System Features
ZDMD T AT KDOFHY

1. Direct Entry of Data
T DEHEAT)

We recommend that you incorporate prompts, flags,
or other help features into your computerized system
to encourage consistent use of clinical terminology
and to alert the user to data that are out of acceptable
range. You should not use programming features that
automatically enter data into a field when the field is
bypassed (default entries). However, you can use
programming features that permit repopulation of
information specific to the subject. To avoid
falsification of data, you should perform a careful
analysis in deciding whether and when to use software

programming instructions that permit data fields to be

AV a— LV AT AT T IR T TS
LD~V THERE A A I, 1RBRCHEH T2 H
B — B, PR o7 —4
2N T2 —H %iﬁézk%%ﬁ?é A
TR ASA X2 ZI D WIAITZEMOE ERO
Aﬁﬁ“L@]ﬁK\%mﬂﬁﬁKE@%K?
— B EANNT DT T EEE (T 740 RA
I AT NE TIEARY, UL, #EERE I
ARG A BB ATRIZELOIAT K 5 7
mﬁ?A%%m@%LT%;moKEﬁ%—&
DAN =L Tedls, ATIICT — & % BT
;mﬁﬁéi9@/7F?177m77 7

automatically populated. inn 0)4§fﬁ@— LZmES N, WEHTLHE) &
D& D BREE TN D NI O W TEBEIT T
L\ﬁmﬁéo
2. Retrieving Data
T DI
The computerized system should be designed in such | JRERIZI31T 2 F-4BRF BT 57 — % 2BV 1

a way that retrieved data regarding each individual
subject in a study is attributable to that subject.
Reconstruction of the source documentation is
essential to FDA’s review of the clinical study
submitted to the Agency. Therefore, the information
provided to FDA should fully describe and explain
how source data were obtained and managed, and how

electronic records were used to capture data.

Lo &, ZNREHEBREO LD THL Z &
W MAHE I ar Ba—2 b AT KAE ket
T2, RS NTIRBRAE R A FDA B3EET S
BE, JRER A HBITE D ENMATH D, HE
o(Hm:%ﬁTéﬁﬁ:i\ﬁ?~&%E@
WCHEIG L, BE L, FR 0L HICE
ﬁﬁ#%?~&%ﬁbmbt#%%wt#%
FELSEEHL BT 5,

%%%; BASH & 13
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It is not necessary to reprocess data from a study that
can be fully reconstructed from available
documentation. Therefore, the actual application
software, operating systems, and software
development tools involved in the processing of data

or records need not be retained.

AFHRERERNOIEREZBFH TE 2D ThHIL
X, IBRT — & 2 AT 2 0BT, fEo
T, 7 — ¥ TSRO BIEH L7277 &
—yarI 7 T AN —T 4 TR
TAh, V7 MU =TREY—LOBWERE L
TR LEITR,

3.  Dependability System Documentation
IGRIEIC TS > X 7 A X

For each study, documentation should identify what
software and hardware will be used to create, modify,
maintain, archive, retrieve, or transmit clinical data.
Although it need not be submitted to FDA, this
documentation should be retained as part of the study
records and be available for inspection by FDA (either

on-site or remotely accessible).

FIRBRIZBW T, 1BBRT — & OIERR MEIE/ HEFF
B R BBEICER T ED Y 7 by
=7 /N R =T 2 LETHLNICT S, 20
CEIL FDA (ZEEH T 2 MBS, TRBRGL SR
D—ERE L THE L, FDA OAEEFHT (H X
VE—FT727€AT) BETEZLL5127T5,

4. System Controls
SR TGP

When electronic formats are the only ones used to
create and preserve electronic records, sufficient
backup and recovery procedures should be designed to
protect against data loss. Records should regularly be
backed up in a procedure that would prevent a
catastrophic loss and ensure the quality and integrity
of the data. Records should be stored at a secure
location specified in the SOP. Storage should typically
be offsite or in a building separate from the original

records.

B 74—~y FOBLEHEH L CETLEREE
R OMRAFT B AT, T— 2 RIEERZ &
WK Ny Ty T RN HNY T
EZRET D, Fidkid, 7 — & QBRI /KR
ZRE, T ORMER TR EREFEICT D
LD RFIEE AT, EMWINC ANy 7T v 7
DMBEND D, FEkiE SOP ITHRE SN 4/s
GETICHEAN T 50 B AT L — XA B O fiE
R, UTEAROFER L TR DM & T 5,

We recommend that you maintain backup and
recovery logs to facilitate an assessment of the nature

and scope of data loss resulting from a system failure.

VAT ADEFRIZED T KNG EE S
NIEEBE. T — 2 RIE DR O % 31f <
EHEO, RNyl T T KRR AANYDr s
HEFFE LT 5 2 L 2SR D,

%%%; BASH & 14

o 5.1
BZLib-105 FDA_CSCI r5.1.docx



U.S. FDA Guidance for Industry

Computerized Systems Used in Clinical Investigations

No. BZLib-105

5. Change Controls
ZEHEE P

The integrity of the data and the integrity of the
protocols should be maintained when making changes
to the computerized system, such as software upgrades,
including  security

and performance patches,

equipment, or component replacement, or new
instrumentation. The effects of any changes to the
system should be evaluated and some should be
validated depending on risk. Changes that exceed
previously established operational limits or design
specifications should be validated. Finally, all changes

to the system should be documented.

a2 =L AT LI,
« VI RNYTOT v T T L—F (kF¥al
TARNT =~V ADNRy FhELr),

o HRAROTBAL DATHE,

o BT LWEAEE DB,
FEOEREZMA Tt 7 — & L OVEER FE &
BEOTERMELHERTRETH DL, VAT L~DE
ORI T XTHEHMEL, VAZIZSTTAY T
— h I RETH D, BEICED T BEEFTFAHFE S
REMIRE AR D L O RERZIT O HEIE. NV
T—hITRETHD, £/, VAT AT DHT
N TOETIIFLEIETHER D D,

G. Training of Personnel

HYEORNL—=

Those who use computerized systems must determine
that individuals (e.g., employees, contractors) who
develop, maintain, or use computerized systems have
the education, training and experience necessary to

perform their assigned tasks (21 CFR 11.10(1)).

AL a—H LT AT AEEHT2EFIL, VAT
LAEBAFE, RSF. XUIEHT AN (B 1E3EE
FHANED) DY A BT T DD E R
B R EZ T, BEREA LT 0G0 % A
L2 HiE722 5720 (21 CFR 11.10(1)),

Training should be provided to individuals in the
specific operations with regard to computerized
systems that they are to perform. Training should be
conducted by qualified individuals on a continuing
basis, as needed, to ensure familiarity with the
computerized system and with any changes to the

system during the course of the study.

REOEBICEDLEANIX LT, 2 Ea—X
B AT LOFHYEFICET L hL—=7
AT 5, N L—= 7, S D kY
ML, HENDIG U T HYSFEDN, B
T 5] ar b a—2 by AT AR ONERTICRAE
LIV AT AEFIZOWTCHMTE S X917
%,

We recommend that computer education, training, and

experience be documented.

AL —XIZETHIHE., FL—=27, KO
BERIC DWW TXCELT B 2 L 2R 5,

KAt XE 15
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DEFINITIONS

o 2
& 3%

The following is a list of definitions for terms used in,

and for the purposes of, this guidance document.

AKHA XL ATHWLHGEOER B & LI TIC
R,

Audit Trail: For the purpose of this guidance, an
audit trail is a process that captures details such as
additions, deletions, or alterations of information in an
electronic record without obliterating the original
record. An audit trail facilitates the reconstruction of
the course of such details relating to the electronic

record.

BERRERS: AU A X A CEEATEMF & 13, Bl
SO WOBIN, HIER LR OFEMZ ., JTD
RLERN D KO ICREERT 5 T e A AR,
AR AT 5 2 & CEFREICEAT L Z
D XD IRFEMO —HEORNL 2 BH L3 <72

2o

Certified Copy: A certified copy is a copy of original
information that has been verified, as indicated by a
dated signature, as an exact copy having all of the

same attributes and information as the original.

PRAEMT S BE: RAEM BB LT FAREHRO =
B =T, JEA LR URE K OV 2 FF o 72 IE R
RELTHD LMERINT-Z &0, AfSZfTL
AL > TRENTND D,

Computerized System: A computerized system
includes computer hardware, software, and associated
documents (e.g., user manual) that create, modify,
maintain, archive, retrieve, or transmit in digital form

information related to the conduct of a clinical trial.

AV Ea—F VAT A 2 Ea—H LV AT
L, 2 Ea—FDNN—Ry=T VYT Y
=7, KOBEEE fF 2 —F~=a7 /) &
IR VR S L, TRBRERCEET 57 VX VB
KOG R E VB MELE/ MEFFE R frfr,/ HUH
SBET D,

Direct Entry: Direct entry is recording data where an
electronic record is the original means of capturing the
data. Examples are the keying by an individual of
original observations into a system, or automatic
recording by the system of the output of a balance that

measures subject’s body weight.

EH#EAT: E#EA LT, T — 2 DOm0
WEFRERE DL T —F EmsktT b L
ThD, BIZIE, AT AT LT JREIEE R
AxXR—ANLIZY | EBREOKRELAET S
NE220 | OHIMEZE > AT K H BRI FE 8k
L7352 L,

Electronic Record: An electronic record is any
combination of text, graphics, data, audio, pictorial, or
other information representation in digital form that is
created, modified, maintained, archived, retrieved, or

distributed by a computer system.

ETELsk: Bk E X, 2 Ea—% - v RAT
DA Fo TR AME IR HERRE B PR AE B
SEESNDGTXAN IT77 497, T—
K. HE. BB, FOMTEEOEHROMAE D
HETUHANBEATRILZDH O,

%%%; BASH & 16
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Original data: For the purpose of this guidance,
original data are those values that represent the first
recording of study data. FDA is allowing original
documents and the original data recorded on those
documents to be replaced by copies provided the
copies are identical and have been verified as such

(see FDA Compliance Policy Guide # 7150.13).

BT —&: KA X ATRERT—% L%, &OIZ
LB S NIZIEBRT — X DfED Z & Th %, FDA
FAENRELSFA—THY, TOZ LEPHEES T
TWa5a, JREE, MOFEERHIEE S
JR7F—4% %, at—CEIMWZ D LEFFTL
TW5% (FDA @ [Compliance Policy Guide #
7150.13) ZZMH),

Source Documents: Original documents and records
including, but not limited to, hospital records, clinical
and office charts, laboratory notes, memoranda,
subjects' diaries or evaluation checklists, pharmacy
dispensing records, recorded data from automated
instruments, copies or transcriptions certified after
verification as being accurate and complete,
microfiches, photographic negatives, microfilm or
magnetic media, x-rays, subject files, and records kept
at the pharmacy, at the laboratories, and at medico-

technical departments involved in a clinical trial.

&R URER L) AT XS24 o
DOLHE R OFLsRE T,

JRPERiEk, PGk, A — h. AE. HER
FHORAFUTFHEF =~ 7 U 2 b, 57T
Fk, HENFHEROERT — X, EMENOFEET
HDHZEEREELT-RIGEIES N2 —X
ISR EY), ~fM 787 4 via, BEDOR
T, ~A a7 4 VAXIMKIAT 47, X
MEE, HBREDO T 7 A v, AR, Z R
7 N EREMTE IR S D Risk

Transmit: Transmit is to transfer data within or
among clinical study sites, contract research
organizations, data management centers, sponsors, or

to FDA.

Bk ik &, TRBRFEMMERR . B EH Rtk
Bl (CRO), T— 4 EEE ¥ JRBRIKIEE 3,

ZINEIDORBEN ST CT — & & finikt

HZl, XX (TN S]) FDA IZx L
T, T—HERETH T L,

g%;; KAt XE 17
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APPENDIX A
ek A

STANDARD OPERATING PROCEDURES
PRAERIETFIEE (SOP)

Standard operating procedures (SOPs) and
documentation pertinent to the use of a computerized
system should be made available for use by
appropriate study personnel at the clinical site or
remotely and for inspection by FDA. The SOPs
should include, but are not limited to, the following

processes.

e System setup/installation (including the
description and specific use of software,
hardware, and physical environment and the

relationship)

e System operating manual

e Validation and functionality testing

e Data collection and handling (including data
archiving, audit trails, and risk assessment)

e System maintenance (including system
decommissioning)

e System security measures

e Change control

e Data backup, recovery, and contingency plans

e Alternative recording methods (in the case of
system unavailability)

e Computer user training

e Roles and responsibilities of sponsors, clinical
sites and other parties with respect to the use of

computerized systems in the clinical trials

O a— b AT LD I i B FE Y
TEFNAE (SOP) M OBESCE L, 1H5RFE N i
ZBWTC, IV E— T 7 ®RICLY, BB
WZRAPD 2R ENFIHTE, £72 FDA &
BEFICHE X5 K )T 5, SOP CTitdi1 5
a2, LR EEND,

o VAT LY NT VTS A AL (Y
ThU=T N—Fu=T, WHRE, B
HWOREICET A K ORI T s % &
)

o VAT LEEv=a 7L

o NUF— 3 RUMERET A |k

o T—HDOIERTVEY H\ (7 —F DR
17, AR, KOVU A7 iM% 5 i)

o VAT MMRESF (VAT LBEEEETe)

o VAT LADEX2UT 4R
o LHEH

o T=HDNy T T VANY K=
VT AV

o (VAT LDPHMTERNE T 0) R
Fiik

o I VP a—XIZlHTA—HP L —=7F

o JEBRIZBWTa L Ba—H by AT L%ff
M % ETOIRBRUHEE . TH5R I i 5% 55
DEE R OFAT:

é%%; KAt XE
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